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|. Field of the Invention This invention relates to conmputer systens, in
particular to network environnments. |I. Background Information 10

Organi zati ons use networks such as | ocal area networks or w de area
networks to share informati on and capabilities anong devices and to all ow
users to communi cate and exchange information. Such networks consist of
nuner ous devi ces connected by links. Each device may perform vari ous
functions; for exanple a PC may at the sane tinme run user applications and
15 act as a network managenent console. As networks grow and the conplexity
of networks increase, managi ng networks beconmes nore difficult. Wen used
herein, device may refer to any physical node in a network. For exanple, a
device may be a PC, a workstation or a laptop running a user application
programs, a router, an application gateway, a 20 server, or any other
device attached at sone point in tinme to a network. Traditional network
managenent nethods rely on centralized control | 2 ~ JAN 2C04 using a
limted nunber of managenent consoles - this has nunerous drawbacks.
Control and nodification of network functionality and of user and network
applications, is inflexible and tine consum ng. A human operator nust visit
a physical device to add, nove, or alter an application, 5 and each device
must be dealt with differently. Network adm ni stration requires know edge
of the state of the network - information on the state and activities of

Speciic dev AETIBRK ENVIRORMERN! SUPRORTINGIMDRILEAGENTS firhie netvor
polling. The 10 netv\oregmggﬁgﬁgﬁ%q: %féc%%ﬁ Ié;./‘l ewed from one
central point. Inherent in networks is the unreliability of links; data may
be del ayed BACKEROHNID 5 THEINVENHON sol ated due to |ink failures.
Transm tling networ kﬁé@ﬁ%’bon bet ween managenent consol es and

ot her devi ces maly ra It (e.g., when there i s excess
traffic), to inpRasiventibr rélatestosibniplier dputents, e parRtilaste! mitkdrndue to a
link failure). State information is gathered nore efficiently, quickly, and
accur at el y emvironmests. a device, rather than at a centralized conmmmand
console. Tools for accurately gathering the distributed state of a network
and possibly reporting to a central console do not exist; current systens
are particul arl y def iggdgBEolH InfsknitRioMer k failures. 20 Furthernore, network
managenent using centfrallzed admnistration which reacts to state

i nfor mat@ on fr orDrgadizations usemetwdrksanebl s boal dreaenetvarksoandde taean devi ce
is inefficient and inaccurate. m.nistrati 8n i nfor i such as

. Networ k ad ti ?n,
conmands, rﬂ%‘f’of d?eﬁr@éemf?ﬂ@atfc@? ERPA @E‘??lém%,e‘é{ﬁﬁsfﬁ do&dllPWers from
t he_l sane t ru%@?ﬂé?érﬂﬂn{n?&ﬁté %na%ﬂ:ﬁraﬂgé lfnf%?m%ﬁi?ﬁ.e dekfhoﬁémidrﬁé‘coﬂak‘lsofcur rent
net wor k manageneni systens, relying on centralilzed nmanagenent, nay not
reliably tramseious cenices|connéotatsby irikd. OF del ideeice Mhly Iperformetarous i s

experiencing a disruption in its operation, e.g., a L
functions; for example a PC may at the same time run user applications and

15 act as a network management console. As networks grow and the
complexity of networks increase, managing networks becomes more
difficult. When used herein, device may refer to any physical nodeina
network. For example, a device may be a PC, a workstation or a laptop
running a user application programs, a router, an application gateway, a

20 server, or any other device attached at some point in time to a network.

Traditional network management methods rely on centralized control




link failure, an abnormal ambunt of traffic, or an attack on the&]‘?t‘gﬁﬁkzgg'
t he above di sadvantages are nmagnified. Adequate tools for distri e 4
net work 30 managenent, which may alleviate problens inherent in centralized
net work 2 2 ~ JAN 2004 managenent, do not exist. That current networks
concentrate so nuch managenent responsibility in a small nunber of

| ocations ine : I [ 1§ y becone
S0l at ed o g Apned ALk bR e st HRRARETRRL: FarRanERody

unmanageabldtawbaciksldiContra) and medificatdn\of hetwaeriafi@atthalby ahd s useck t he
tools to rrana@g;: devi ces which are purposefully disconnected from a network
for a peri Gnconetwark applieations, isjsflepsibieand timesconsyatingr Adwimeack of current

network systens, is. the.l.nflexibility of t 10 appli,cations usj.ng and
Control |1 ngetatoh bRt reftsitel o e bR HOVEDH A B EBGE,

appl i caty omnddéadHPdéGice TROSVSE BbaR Wil difEreplp] | Cati ons, such as word
processors, are typically static packages installed by a person who visits

t he host devi ce Netwark adwinistratibo ragsicgmpknawindge loé thepstateat then) and

configures the devi.ce. Ta add an lication.(e.g., to install muter on a

15" devi co) NEERT IGEEEIA AR ECIBIATS SIS b B diend 299 or to nove

the applicghion C‘H?‘Réiﬁlgfjﬂ'\’é ﬁi%?ribu.ﬂefl%‘fa?@.’bf%Eemﬁf?'ié:éét'e}‘rg}ﬂeﬂnété he affected
f wor ks, y t

devices. In current n applications cannot nove ensel ves, and
t he functi emahdadement catsude indiectlydsrovghitnetword devieslpbiinhavineg an oper at or
physical ly access the device and install, alter or upgrade an application.
20 cur riént nepwerstatR STt always aceH@ielyiaweashirem ene eerlfalqeids t he

functionali . [ Ly ] h , f central .
L ocation. TitlrBhb ) AERE ISR b G S e d oy B S ionich A
i nef fici entandsevidedRiaytikisoRRd RS0 R TaiflrasP TRansthifti’y hétwihl shftet i e
consuming to install a router application at a device, currently it is not

conmon pr adfpgeation Petweem sranadementsionisplesusid athengpviceamayrange t hen
de-install ,it, [freej wh t d for .t | icati

Vani shea. TG Bigs MRS I pass Tame). IR pIe NS SoareR B i onal i 1y
or a nqy apgliceddciméisomted RiuyR0a itk Milbih ?é‘ié!bfﬁ’i}pfgmﬁwnﬁ@%aﬁ?ged

platforns. Furthernore, since platfornms provi erent interfaces to
appl i cat i ommreafiiciently, sysitkdysama gocuratdy at bahear diderimec ratheniilagnatrd at i on of

oS bk Eaa LA on TR sumal R ra b ebie
applicatio A i r | bet ween
G0 coo. on tateBf SffAEA QA YRIP S fo AteuBftdiidio dohdr IR, P2t 00

exanpl e i scuhrentVeystged”arepestieumaripaetibicat Honkg agtwdrk fdiywekoped in the
Java' T" | anguage to execute on a JavaT"' Virtual Machine running on a
devi ce20Such sySUBRSIRALE. NFWBEK MEARCEFIEN: LSEE ¢ardralized@dministralierent |

hovever, naEbaREE B Rbahedih Pler S Bkl S E B oY AR, > O
Ztg 2; 't sti csdird&tsRiofnman@s & aadeviéd®is MeteRirt JhnageiMate. RBtAGIR! | cation or
administration information, such as commands, must traverse links to reach
destinations, and thus suffers from the same transmission faults as network
25 state information. Thus current network management s.ystems. relying on
centralized management, may not reliably transmit control information to
devices. While a network is experiencing a disruption in its operation, e.g., a
link failure, an abnormal amount of traffic, or an attack on the network, the
above disadvantages are magnified. Adequate tools for distributed network

30 management, which may alleviate problems inherent in centralized network




participating in network management nust have access to system# dsdANC 24
Simlarly, since such systens do not allow effective access to resources,
agents on such systens nay not be used to augnent device functionality, and
-may not be used as network or user applications. Such 15 systens | ack

perm ssioning which would allow prior art agents to access resources in a
manner which is tailored to .each agent. Such systens |lack the ability to
circumscri%néﬁﬁmqrm?oﬁpf%?ﬁsgrt agents' access to resources. Furthernore,

since agents nmayRRPEuRERESSWBNGSEOHERAtA 95 muthithassgement si npl e, devi ce
i ndependent manner, such systens lack the ability to provide 20 services or

capabi | i t i gssponsindénts acmall mindbeval loeajonst ingeaases dneitviiPgrPidyst ens do not

al l ow agents to access resources which exi st 2\ [ ent from

Fhat o whMemagee g enncaierarsterms Rapedr by i WS el bl

Ther ef ot.e, | wWerkces. 25 Therefore
RSP B4 R, AN e

t here eQi S met hod al'l owi ng for network nmanagenent
functions ffarkeenssrtsystiimg katkane tdols 4 evhnzigesdavices wibich@@ devi ces. There
is a need for a system and net hod al | ow nggeffec.t h\ﬁ .networh managemnent

tools or apptpasefilbrdiseennasied faana nebyerkder 8petiodd {E8: SEFNES be augnent ed

or reconfigured, vm'th%,ét an operator 30 physically accessing devices. There
is a need O%BBFIPé’é i"ons to have 4 Z ~ ~a~ z004 access to resources on

a variety of dewrefSer drawbdeN iof eufregensinden bystansds thairflexibiitycéthenet wor k
security. There exists a need for a systemallow ng new functi ?nal ity or

appl i cavi oapplicatimnsdisin@and cootratinadh& ngbverke Ne saRRlIcENaNs (8 8at i on,

i th f he t. f platf i TYRYg ' dul e.
SUVIRRY RS SROERPBIEAt e or o SOy Bley o 116 AdPLYOAE suchilR TDCN o
envi r onent, | YL ABcRGIAL Sy bieaify it PRcRAYSs Metallel byey persorhaio ng

resources, the envi ronment providing services allow ng agents access to
r esour ces. visitsthagest devise gie.atheopiatford spppeitieg the applicatiomianst i ng whi ch
servi ces the agent may, access. ch agent..may nove. jronment on
one devi ceC@ﬁﬁQUfﬁét%tq?Vﬁ?-gfp@E&@F&Fﬁ'ﬁ'ﬁ?h%il%ﬁo;{ﬁ&é%g%?@léé?ﬁg R EF
DESCRI R bSlicatiol tioBAIRY) o foupbrethey a
comput %&%@2@8%’%%0%‘%'cgﬁgggf%é%&ﬁw?ﬁe prg)sent invention. Fig. 2
i s a bl ock agpfestiin ambngtdetdesyatpersommust physigalievisitheaffectedaccor di ng 20
to an enbodi nent of the Present i nventi_on. Fig. 3 is,a,bl ock, di agé(ﬁm

i 11 ustrati dgvices. lawowiert petwarks, applicatiens fanret MAVE RY S ReRVest T%e
present inyention. Fieq. ' . i i A1 SpaFht

i nstanti at Pnéﬁtyléf&et‘éog%%%’r'%%@qsgbggﬂ%%%h}’ ﬁ%&{r@% tﬁe p(rjresent

i nvention. pRygicafly becasdinecdevitagna msthll, siter ot iupgradepan applicationt he net wor k

of F g.203 Current systems do not enable the addition or alteration of the functionality
of a network device through remote methods, or from a central location.
That applications cannot be easily added or moved makes inefficient use of
network resources. For example, since it may be time consuming to install a
router application at a device, currently it is not common practice to

25 temporarily install such an application and then de-install it, freeing up

resources, when the need for the application vanishes. No method exists
for a version of a module with new functionality or a new application to be
deployed to a diversity of devices and platforms. Furthermore, since
platforms provide different interfaces to applications, current systems require

30 that a different implementation of an application must be installed on each
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according to an enbodi nent of the present invention. 30 5 21 JA? §004
Fig. 6 is aflowchart illustrating the nove operation of the agen fJ#ﬂgimN
5 according to an enbodi nent of the present invention. Fig. 7 is a block
diagramillustrating a service object instantiated froma 5 service of Fig.

1 according to an enbodi nent of the present invention. Fig. 8 is a flow
chart il | udypeef PGHOR®. i nt eracti on between an agent and a service of Fig. 1

AeSar PTo O v NPRTE sHE L RirohBAlE REShLEIBIcM. S 2088h MOPERLI on al | ow
for easier sgfigaf®@aPpREARa, ity %x@&ﬂ@%’@??ou@fde@idt&t LetErOto taGel

applications existing on the devices on the network, easier custom zation
and depl oyivelweert deSicesmin 2 atiwork, amdltofmaidteirf itmstateodating tsafavéeyi ces, and
better use of network. rtg%yr ces through the dynam c allocation of

appl i cati ofNEPTRIRIS; qvgger Arsysiampvhich aipmsagants developedinesent

; e . . A . ! b .
Lo, por f or mSENE lahhBags ERUbe M 20 U RARF R At hdiBg e 29 °
functi onal deyicearBLidtpsystemainay noEbaREEd fir effcitivaMizitiveAd indiigehiér@ MaNNer

_mai ntai ni ng network security. Agents are software objects which nmay execute
on a devi cBOWEVER\AS SHHESNSENS e Na} allnwtagants &y effectively padatifely

envi ronnen d.r ion, ile software agents. can_ be created to
act as, fO%C%%rﬁﬁsg’&%?é?ﬁéé58&"85%%5:41?%0&&“@3%%38%%%@ ICSor a

net wor-§papeld, GfddeRBapy o} rRwarkdRah rﬁénﬁ.ﬁﬂﬁ%@ﬁ&@t}brp&ﬁ gt gured to alter
network functionality by, for exanple, alteri routes on a router or to

di agnose apadicipdtinggnwstivotomdnagemsnt iygshhave aocéssatesydtmoughout t he
network from device.to dFvi ce and are gi vgn the ability to access

r esour ces. "9R0YIRESa gRIMIETYLAINCA SYRD Sy& AEhSHIRW Sitegtive @ccess tur ces for

destructiv. ti ) §Sl.oning 1S

b ovi ded. sPuees 3ok G Sk Cy<igns ABY SREBS U toTRER GBUEE o7 ng

di stri but efinefjenality, srod sidy notdenwsed ashetwprikidriuser epplicatiorongagh | er. Wil e
the system and thod of the, present invention is described as aiding

functi dhs BRHME a%E%ﬂﬁsﬁ?&Hﬁgﬂh@HtW%.@ alipw préicftarbagelatsi toyansess ot her
benef i 1S RoRftesSA'd Aizhntl WARH s SRALL 18 Sabh UBRY C6llch SBEL Fdon of the

i nventi on.
the ability to circumscribe and limit prior art agents’ access to resources.

Furthermore, since agents may not access a service across devices in a
simple, device independent manner, such systems lack the ability to provide

20 services or capabilities to agents on a wide variety of devices. Current
systems do not allow agents to access resources which may exist on
devices different from that on which the agent operates in a safe and
controlled manner. Therefore, agents may not manipulate or manage
remote devices.

25 Therefore there exists a need for a system and method allowing for
network management functions to be decentralized and iocated closer to
managed devices. There is a need for a system and method allowing
effective network management tools or applications to move among devices
on a network or to be augmented or reconfigured, without an operator

30 physically accessing devices. There is a need for applications to have

4




When used herein, an agent is a software conponent having the cafabiJAN YJbP
nove from device to device on a network and to execute on the devices it
noves to. An agent may require a certain platformto execute and nmay not be
able to execute on every device on a network; in an exenplary 10 enbodi nment
of the present invention agents require a proactive environnment, an agent
enabl i ng eritceod IR RisOrCesOme balatiety) 6f AEVIEXEINA devicendshantient avaragent my
be, for exanple, a routine which alters the routing table on a router, a
routing appvhicensweseiwops sscuidy dbetrexistsua Negdfeme sYYRE allgwirg a
device, a server, .such as_a . ser.ver lication, ap 15. pcation
Lunct 1 on; narbicuEiERy 2 ABplFRioG 153t FEfpued BRvsTR EdidRMaid 'of o
user appl i Gahtr@NiocBHER, WithdutWegardXoP 88s B of MatiGme BF HaliBe Ye&Svingd
functions for agents are described, the agents of the system and net hod of
t he presentthé nvedulé.on nmay have ot her uses and functions. An exenplary
enbodi nent of the present invention provides for a 20 proactive
environnment, which allows nobile agents to execute on network devices and
access devimmg%p\m&% TWEN'TTGQ in a controlled and secure manner. A
proactive ' i pl e devices in a network; one
proactive envir gnmmthodandtsysiam ere Hisdseddonpraviiding ansempironmentpr oact i ve

envi ronnment . Each proactive environnment can create 25 agents (and is thus
t he agent s'aliowiithagensitafunction e, a st ohdpyiges haming esAHRgSalidnt s to run,

al | ows C . r > Vi I tr agents,
21 ows DheRrYirpfimeRt BHig o SR Aol s HERns BEneY B BR00EER R Shnencs,
may recei vegeaeRbs aftadsogiate® preehikeiondlst arditathgPRMichasireiaes theagehn _
addi‘ti on may perform other network adm nistration 30 functions. A proactive

envi r onmenMahagtess. draciyegentroay M@ Eowraroasvironmenton aNg deYie gevi ce,

st op executio tran rt her devi ce, .and resune execution. Alternate
enbodi rrent?W‘é&’%‘ff%éﬁ%%“@&@%ﬁ&/@nm%rﬂe%ﬁe'to performa different set of
functions. For exanple, in an alternate enbodi mrent a proactive environment
may not be responsible for creating agents. 5 An exenpl ary enbodi nent of

t he syskemBRIEFMBERCRIGTIONLOPR die RRAWINGS on al | ows agents to access
resour ces uch. as optin able, a disk drive, or the ability to run a
machi ne co&ség-pfﬁg"i‘ Qﬁ’fkdﬁ?@'aﬁ? ﬁlyﬁtéa%ﬁtcgn}pdﬁgr BRI RCHING 97 0. Servi ces
are used t%n%écgl‘ﬂeﬁ%f"ﬂferpr‘é%ﬁi il eskigiccess to resources by acting as

i ntermedi ari es between the agents and the 10 underlying resources. Services

may all ow access to resources or nay enul ate the function of resources. For

exanple, a _service altering a routing table may accept .the routing table
entry to b&iGZ isrBlock drgrant Busssting the,eompytar siystara oaklwé- 8REPEMNGrmchi ne
code preﬂ)gr?g‘én%qﬁb’ééﬁ%rit%fﬁ{é)weggﬂti Aggnt s require perm ssioning to use
servi ces, and services may constraln B%8¢cess to resources. In an

exenpl ary enbodi nent of the present invention, perm ssioning is achieved by

having each agent carry with it an access control list which is a

per ni ssi on Fig.s? isgebleckdrgrgmiibstiating theceetwark iy ig ccaseordingitooamer

security infgrnmatio rrent systenms do not provide agents restricted
access to ﬁ@?wr@egpoﬁtﬁéiégségééﬂ?'&té@‘ agents have either 20 conplete or

m ni mal access. Resources may be any data structure, function, or physical
conponent to which a device allow access. For exanple, a resource nay be

t he abidsi t ¥ig.ct srabloekahapram dustratires an snsthntiatedsagent ef iFg.nb ansedidingr ovi ded
by an operating syst.em A resource pay he a routing table. A resource 25
may be, foﬁoé‘Qaﬁ%g‘éé,'W%mq PrEFENbINYBRHOR: npl e net work managenent pr ot ocol
("SNWP") nmessages. A resource may also be the ability to output information
to a display (e.g., a CRT or flat panel display), produce sounds, or accept
keyboard oFignd ista bipchleliagrani ilipstratinipa Mostiompf ths hetworkhd gl ¥es on devi ces
to add or alter _device 30 functionality, or nmay reside tenporarily at a
devi ce. An agggmng@a@moqmenho@he present invention.

30




2 i JINN 204 relatively long, undefined duration (for exanple an goanga 2004
acting as a user application) or may exist for a relatively brief tine %‘for :
exanpl e, an agent diagnosing a network fault). An agent nay reside at the
sane device for the duration of its existence (for exanple a user
application agent) or may nove 5 from device to device (for exanple, an

net wor k di Bign6sissa o chart isdratipgttbennaoe opetatidn af thehagemtesfdfig. $nvent i on

all ows an operator, to control this activity froma renote termnal, wthout
physi cal | ya%&faw oA pbadipeqtsf thePressial iBYRNUOR and net hod of the present
invention facilitate the quick 10 and easy depl oynent of new network
functionality. Arouter may require a firewall capability; a system

admi ni st r aFigyr 7nisya Piock diagrai ifleswdtingpg setvit@obetinsantibted frgires, or the
router may request such an agent to nove. An enbodi ment of the present

i nvent i &n’ $ewvice efigs 1 Accarding tasniarvbodiment of the presaptikventiers, as agents
may be deployed directly to devices to be 15 nonitored (and possibly report
back to a central |ocation), and allows nonitoring to continue during a
network fafiguBes aSKsw eRbANIsHaShE Ahé AtelSctioRBRIWBES aAfdRGitiam #nd accurate,
as data is gathered and commands are issued by nobile agents which are

| ocat ed atsesviceedrFight ageotdirg trean gmbirdimiest of the: prékestdnbentidri.t s ar e
achieved by allowing trusted agents to 20 execute on and nonitor, augnent
or alter the functioning a device. Security risk is mnimzed as agents are
gr ant egy OrbETﬂﬂI@ngSCF@-PW@NCi rcunscri bed access to resources. Current
systens ha anism1to ensure that an agent | oading on the device
does not pose aDseowewty risk resulting frommalicious or erroneous access

to resources. F_gg exanpl e, 25 current systens allow ng agents to operate o
cannot guard agHM®SYSigm agdmethed @ the eressntinverbpiaiaw for eesiss agdhar d di sk

drive, eit ' Lber e | [ nent,
Servi ceq. Moo PatvE REReBhr L RS ritholk ahd of heceieibis R, B
appl i cat i aReideieansietie NBIWEK, edeVEEEmIEhtNHd8e@oyicht of Vi ew of
resources, in that a service providing access toa 9 "1 ~ JAN 204 type of
resour be mArpliraiensaedofithe ﬁmoneﬂtug%m,ncashané betier uae @f INgtwaorkr esour ce

i that agesputBsdbrloniol Wbetle clbSRictant srlbniOR aPUURGRARI 1 er ant
i nt er f acesin ExdMPldry EnBAREREE HRp@Ischb hyRNASA Behieles thisdsy faci litate the

qui ck and easy depl oynment of new application or network functionality, or
t he nodi f ipraviding ah eapippniment alleowiong rhobile agealsi toyperfdrmhoetwark oper at or
physi cal | y_accessing, aff.ected devi ces. For exanp] e, an agent which acts as
a word pr %e%g%%%mapgfwaﬁa?ﬁegﬂteserpugmntidavg@ HWCBOQ%W-C@%W%%M via a
net wordg 1Q,qt tg;oPI@ i : f Hﬁrl BRYASe i Ng
prograir?s;%ir\%e sep{/ggéﬁ;genl%éaﬁgﬁgﬁgvéje o@ﬁ%@é@ﬁ?\?@&?@{eg%%ﬁ etter serve

users due Agerds hregboftwald bbjeets whichanhky @xeeutecomn ai ddvide oredsirsnra@i, i cati on
or user data set mat}/1 mgrate to follow the actual user, who swtches
devi ces. MRYR ¥© angihBE dRwige B PRSralingrpoMiERRBest, ang igsumeppkeadionons. The

system an 0, e i i w f devi ce to accept
Syatem andadile etudeclod iE BRSRE Tl Y ROLLOR, 41 SRR 3 o' oc o]
security mppkcatioh SudrPas aworySioRBEsorer APehdtriksapRcbasdutR RNpure an
agent | oading on the device would not pose a security risk. Prior art

syst er® dieuigbt AgeEnBwnaydie configurad do faltee netwarkifuactiahality by, fon
example, altering routes on a router or to diagnose abnormal network

conditions. Agents can travel throughout the network from device to device
and are given the ability to access resources. Rogue agents, which may
access network or device resources for destructive ends, are prevented

30 from operating, as permissioning is provided. Network management may be
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20 a devi ce .i ndependent manner. Through the services of the syste 1an(1

nmet hod of the present invention, a dictionary agent may operate thJAN 2004
vari ous word processors or devices without requiring different interface
-mechani snms for the different systens. Simlarly, an agent nmay be sent to a
router to alter the routing table on the router, or a router agent may be

sent to a device to 25 add router functionality to.that, deyi The agent
needs to achieved ysivgdisifibaiadagents, E%?ﬁﬁmicem@z%c?ﬁn%wtpeq g?lr(f:t%ilypes of

nvent {oncr i Sate S He R Ead QRN EPRAREIRIE Siate. tn o

i nvent i on®? nmonitorin the network state, in

par ti cul agesitcAtad8idiRy furfoibhysash 38 retwbikmanagesient sad @pplicatinwor k. That
.agents nmay be depl oyed to the 10 2 ~ JAN 200'r devi‘ceé to be {Imni tored,
or near sdeplogmentesthenbeoefitsiraay hefrealized withpw depaning HOMPNPIAY ner

granul arit ni tqQrin and allows nonitoring to continue during a network
failuré. Pé?%’?arpglt‘é?%\@rw&ﬁitor network traffic, agents nay be deployed to

devi ces suppor {14, QEERRLIA, SN BLEANERNSSwdrRassPoRgetrtiavimptheoni t or
network traffic and report their nonitoring to the management consol e

appl i cat i eapafifity teenvve Fsnotievine éoriodicesm a otwerk grcioepequt® 8RS may be
i i bed, c b il db d. t 1.Ssi oni

B Y SR N et
conditi on IBynAbALbRBLxREe bhevBR dhviss oA 4 fetidtkprarexsifpfarger vi ce Lo

both read™ WiTte from devi ces. Ifferent agent, which is created

only t@ "eRidcdimeBsekiesresent ineeatidroagentsaeqaice Aprogative service only to
read from devices. Such circunscribed access to netwark resourﬁcaes provi des
nor & accuealvleommﬁﬂt.siifbaﬂ%ﬁtttqnﬁbﬂ'PE@”HFO’A@@M-@\&HEG#% FLEXFTPANY security

15 risks. 1. Proactiv | i : L in which Iike
nunbers i &4t 'BePfé'é aglegwﬁ[yg@gg%e)@%{lﬁg gq%lugﬁﬁwgg?gﬁsﬁflleusgrati ng a
net wor k nogginfrabfe 8h & muitdr aadulfy apphictitienivhich groeidesemtual routicgnt i on.

Node 30 may Be a standard personal conputer or another type of data

pr ocessi nduntdionebly atraidevicadaisenes, sughas ﬁdnl%iaéeel&rraaﬁéﬁ%/ Mh&n

traditional ly fou in a standard per C ) ki devi ce
connect®ed APRNICALIORY WHF oqlngitgcﬁ R kr%(ﬂﬁégt ﬁgﬁ&%&&%%gegb%% Udes

proacti ve LnvidLHRMEaAD subhifha Wird preSessor v Vasite déitaindses@hd 106 and 108
and whi ch provides an environnent on which agents, such as agents, 110 and
120, may fumctioneder 3gentsdrediescibed dheragents oéthg systpmsang shnes R over al |
control of node 30, JavaT"' virtual, nachi ne é"JV b 3, providing a platform
on whi ch pheRERSERt IERUICBTRRY NaYB GG MRS Hﬂﬁ’g’a Rent consol e appl i cation

2w S 106 S RPLEY HSod gt P bresehtinanoR prbviaks s r oot ve

20 proactive environment, which allows mobile agents to execute on network
devices and access device and network resources in a controtled and
secure manner. A proactive environment exists on multiple devices in a
network: one proactive environment exists on each device which may
support a proactive environment. Each proactive environment can create

25 agents (and is thus the agents’ “launch point”), provides a platform allowing
agents to run, allows access to resources through services, monitors and
controls agents, allows agents to travel across the network to other
proactive environments, may receive agents moving from other proactive
environments, and in addition may perform other network administration

30 functions. A proactive environment enables an agent to execute on one
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2 1 JAN 2004 services 102-108, and al so of agents and servi ces V\/nizcﬁ Hév 2004
exi st on nodes which are part of network 4. Node 30 includes applications
11 and 13, providing functionality, such as word processing, to a user.
Net work 4 provides connectivity and comruni cati ons wi th ot her networks (not
shown) 5 and with other network devices (not shown) which may support ot her
proact i ve &RMISR FiRRexecwian treasferdo anothesdsviate angeasiyne Bxeantibri20 access
to resourc network 4, .netwark connection 7, OS5, or
ot her refso?ratceé'g'g@% 31"?@%@‘?@%%6@%‘9’MP?F‘*Y%@HWFB%&QH@E R of the
present i N\Rfico SBRYF UPickons. t Poﬂeiampi&?irhéﬁ;aﬂteﬁﬁatéfe%‘&di%ntlg other than

e

that described. In an exenplary enbodi nent o present 1 nvention
proactive @noRckveenyirargoecteay est bgeaspongiblefoderzatinglagehsr m al | owi ng
agents to run, nitors,and controls ents, allows agents to travel via

network *4 to ot %Fgggry\pén ’inteb"ﬁﬁ’g sysiey ansteelivdefdhepresemsni t t ed
from ot her ifmdiidhesidwea @ﬁﬂbﬁB%@E?%%res%ﬁ%%%@%gﬂ'és'%Fbéﬂﬂmgﬁl%gr ot her

functions. Proactive envlironment I nter e€s W't or using

managenent drives ot theapbilityctatrunia MacRineagidevisrogfath ) eAENhe YR ritS havdavaT"’
obj ect which ryuyns on JVM 3, itself a pr ogr amrunni ng on node 30. Proacfrve
envi r onmenPEeIMSSIAN 19,40 SR MAWICES a5p Usedda allow agents eestiistad @ctess toyst em 20

whi ch def | L) owi ts t _In alt t
onbodi nent LTS b actnl RIp A Bt e iteR e RelBr i fiamy be o
i npl engot ednderippgiresbarcesh@erlieas rid\Palay attess ANWLRARRY hag Voyager TT"

system For exanple, the agents and proactive environnents nay be created
usi ng a C+ensdsiedtheyfunetion ef resoureasefroroixanapieng sebyiee bltening atrodting

bilit Furth e  t t [ ts, tain f ti be -
CaPa ! utatlE HATRERLS g do el Sl o DRl AHEISd: DY RAVICR R SESRPIT r or t b
ey o ahlerfuiale af MSIROS b HMcHifY Sotl HibaRim ° Setlffy i Bhabel, | 551 L0 °

on net wor kaa agepioraquing perdissioniagttousecservicesamd sbaicesMap coAsiraine
envi ronpent execut i ng on tge JVM 12 2 1 SAN 2004 on that device; however,
al ter ndPe 8RR IpdSStU N iEexemPBnhembadimentofidhemrasentiinention, r onnent s

to functio fo@i i i envi.r t ecut.i on a device is
an 1 nat ant pa S SERHE Rrack VBB b g RN SR e/ R BEh R 5 Agent s
may execut eomtroldispwiicH isvepernission e tetdrlihing Wieh senadtd i fiayPr oact i ve
envi ronnent, and resunme operation. In an exenplary enbodi nent “of the

present i nYeFRSSeANd LtRensrGwity informyaticnr Cutenbeystessodo sokcproaiglent  obj ect i s

i nstanti at j nvironment  using an agent JavaT"" class. 10
Wien used %@%@%r{,@s@i%?é;cgé%%%sgoaeé\ggﬁg% ?’."ﬁY‘ﬁﬁg%?f"éfﬁgﬁt?geiﬁ%ﬁ?ﬁgteghﬁf ation of
an agepd (comphesoraiihpeilaceBys be used interchangeably. In an exenplary
enbodi ment when an agent noves to a device it actually noves to the

proactive envi r Besewicesupaw be amytiata rstruthwiec Rinclibay ef physicathen used herei n,
an agent @ be reﬂ;]te%}gd to,as rmﬁin to a device or to 15 a proactive

envi r onmerCTRPRFTHE WD A devir. allows acsess uERr gxamgle BpSerrea maynat e
enbodi nent j j [ ' s ot her
Than Davatie feSPRyReseste afly BRI BRs RerhE rifonREds Hotidy SRINREFS )

enbodi mentbyoén oiperatires systeinn ve nésaurce MR b ErdinigtaBRE M, rddilirgs ovi des an
interface to g\%g%s 110 and 120 including 20 services 102-108. Services

102- 10%° ar'Bay rexarariecthe pbility tagpnesimpie patwerkdvaaagamestt s which run

on the JVM,3; <R | n hods whi ch_accept jnputs from agents
and al | ow%aréteonc%ip?‘accegg)t®8g€%i%§0r%3§%°l§é’f§'\méé§”%ﬂ' éeﬁg‘?rﬁbw t(5’f‘:"é?pl:=ip]oacti ve
envi r onnennhforsetivhae s digplay8.4r & orenbenat Bhner ' i 100.
Agents 110 and 120 nay a%cggsga Ban &@ﬁfa&)(eprﬁal}{éé QBHH('}Q,
or accept keyboard or pointing device input.
Agents may install themselves on devices to add or alter device

30 functionality, or may reside temporarily at a device. An agent may exist for a

8




25 services 102-108 by requesting proactive environnent 100 to i?Str g.%&amﬁuﬁ
a service object; the agent then may invoke nethods of the service ,!’
whi ch are JavaT"' nethods. Services may, if so created, have access to any
‘resource on node 30 or network 4 to which JVYM 3 itself has access) e.g.,
file creation, SNVP nessages, routing tables, or display output. Wen used
30 herein, service may refer to the class defining a service or to an

obj ect 13 relRivelyJIBNg2R¥efirtsd @uratioh ¢idr brRaspioan tHgeht seting asadisass.
Furthernore, an agent accessing or calling a nethod within a service object
may be saiapplisatienkecmeyiaxist dor 2 eglativaly briat tirnedfar @xampl®yn 8g#ikr ce on

network 4 accessibl e nts i,.S accessible.vi 5 f ice. For
.exanpl e, p‘ﬁ@gﬂ%'ag(ﬂ @%&faﬁ\%@n P@a@‘erﬁm)@ées& v _ﬁteﬁfosr%‘gﬁﬁg'égg‘g(egﬁ ble by a
di sk servi gatigRer itdidteRcd (f6F amfle\d GS&r %I%fiéﬁé@@h?%ﬁ#@dv@t erface
with the various types of disk drives and present a unified interface to
-agent s. 5 Difrdrerdmvica iopeevioé (foeexamete, mnovetderiadiagessis @gentlerThe ng resour ces
in adifferent manper, and jinterface with agents in a different , 10 manner.
Each type %ﬁ@@ﬁﬂ@@%ﬂ%@@ Fge§?%‘d6‘é‘?'&ﬁ%%%‘”ﬁ @’PPBE@%'&%@% ¥ and the
ability t Lt Al | I may be used
fo 1 mpl enchle 4883y Jreifi o @bt Fath e ho L Bh ot i R o hct
service cldedgcessed by an agent to access a service type on each device nmay

be different, an agent using a certain service tége across, 15 different

devices is stilIhe&xseaerad myhed chtiwressg! rnentemiaciitaly t@@.q“fﬂ%r ef ore,
e 45 8 PR SR R A Bl g 1o

may- be accessing a service. 0 e of
accessi ng filewateapabity: esystemctintinistratord iag vireeta direwalnagent toahbes are
well known in the art. 20 Fig. 2 is a block diagramillustrating node 30 -of
Fig. 1 acdortbemgutes, @ntherpottrreay resuashsuph apagent IV BOVEoAN Figs. 1 and 2
illustrate npde. 30 fromdifferent aspects: .thus |ike > nponent s
are ident i%B_"Sﬁ"?'ﬂr‘l’é%’%ﬁr%ﬁﬁ'térfvrq.lngpﬁSa?ﬁfﬁf)%seg%%‘"ﬁﬁcm%@ﬁ@&gfeﬁ}%r al

pr 0cessi Ndiitic GidFE s AG2nEanEPBEULAIS) R EHEHS Tolietiobdo HEPU 142 execut es

instructions and 25 controls the operat’ion of node 30. CPU 142 may be, for
exanpl &5 amBaitbrednjapdquessitly repart bathk to & centrahipoatiayy pnd SJlowem bus 144

|| the vari ts.of 0.t ‘ .and.
211 01 nat | VOPPRONED IEIRPRTHHELRING § TS RRIal e, SYR BRI IR Sbusses and
bus bri dg%gaéggbﬁeseﬁ%&gagsﬁ{a d%&k’éx}ré‘r‘ér ab’b%lté'f’.ﬁgatﬁél‘é&éﬁd cBRPNARUS Ere

non- per manent stor a and prograntinstructions, and a plurality
of peri phesslied By mébile dgenthlwHiEH arkelocatesd A6, nd=32he He4icedmeind36, i ncl udi ng

keyboard 136, _all owi ng user . .
administered. These benefits are achieved by allowing trusted agents to

20 execute on and monitor, augment or alter the functioning a device. Security
risk is minimized as agents are granted only permissioned and
circumscribed access to resources. Current systems have no mechanism to
ensure that an agent loading on the device does not pose a security risk
resulting from malicious or erroneous access to resources. For example,

25 current systems allowing agents to operate cannot guard against an agent
using the format command to erase a hard disk drive, either by mistake or
deliberately.

In an exemplary embodiment, services may grant access to resource
in a device, platform, and application independent manner. Services

30 provide a unified view of resources, in that a service providing access to a




i nput, network communi cations device 130, hard disk drive 132, I]o%pg é{ﬁr
|l ong term storage of information, and nonitor 134, displaying intforna i%
to a user. Peripheral devices nmay include other devices not shown, such as
a 5 printer or a nouse. Node 30 includes application progranms 11 and 13,
proactive environnment 100, services 102, 104, 106 and 108, agents 110 and
120, JVM 3 typeehirsasice pomvidasconmpipitertans teragentanehiesthe unesnyomd

conmuni cat i ons devti chiSO al Jd%vvs npde 30 to,connect . to netvsv%k 4 (and
possi bl y ot FRPUITEYBE 43Y RIGYICEERAYY YRR IR RCe e CeMoSYSIEMA 381 t i on of
| O appl i cat i ;R&B i } iy rvices 102
108, agent éhﬁkdﬂgggt120,ée}bfﬂﬁg{sg%%éa%sg%hw%g%FE@%ﬁecat| ownﬁlg, and S 5
are st or ed differeaMrtdBSacaes.e executed by CPU 142, and to an extent control

t he operation of_node 30 in cogperation with other components such as CPU

142. Ser¥ices 107€8¥SipMANdBetind.eithergesert inventipniasiitatg the quidour ces,

Y e S A L R S e e R e
conf i gur at inodificatioroot aplicafiorrgenfunctieality SFith SR aH 68srat@Shydicgt i ve

environnents may be acconplished through nanagenent consol e "application 9.
Managenent ac6asYng affgctashiisvicas. drorexamples an dgent whitheacts@s a wardmmuni cat e

Wi th, noni J 0 s to progctive environnents. A human

oper at or nh’g‘g%‘%?%@f8?0?'%?@61‘%{“9‘3%&}53?%“%@3@ %ﬁﬁ&&@%s%ﬂﬁﬁé‘%‘ﬁgﬁﬁ cation
9, and heg rhicHsS F@d&@ﬁ% olae plication
9 itsell:y I\/aﬁgf;%rrentl coﬁﬁemggﬁ%g%ﬁogyﬁay be Use gf%ﬂgdﬂrglaremve
servi ces 25eater@@enhimaymnoee to adiffarent davieatts betted séxveaussas euertors t or

control, or.eljmnate ents. In an, exeppl ary enbodi nent each nanagenent
consol e apbfqei‘bgé%&?r@q%go’g efﬂ?faﬁon%gm-'i RatsepaPpliFRtioRProse drlsthi ch nay

s $O% T _ #h cl
Commands 5 TR CIE 165 SO RTIRS, M Cw AR eyt gl e o1 50 as

keyboar d 1B6é modules@eicompontntseltlagerfappicatnageTrsisysiens ahd Méthod2 t JAN
2004 appli Cﬁti on 9 (for exanple, the status and | ocation of agents

opelr at ilng BhtheRrRsERt iNvention aipw forra devicede mecephaigiean Rgepb keéng
i i i ST i ! ko4, |
A Fer nat o Mg mEHcHinding=g8ht 6645 BT pESE B Bo Ittt ve used, or

ot her met hegsenls, PotRsétiaisr r@id@é@e@bhy@re%vbbenm%gaﬁ tigaBlizemay be
used. Fig. 3 is a block diagramillustrating network-4 of Fig. 1 according
to an ermbowPkithpolgiosena sper8ymiski nvention. I'n an exenpl ary enbodi ment
network 4 inclu nqdes, 30, .32, .34, 36, 38, 40, 42, 44,6 46, 48, 50, 52, 54
and 56 provi di ngﬁﬁééﬁ SP’%W&'H G@Qttﬁ'?%%gﬁr?tﬁdoﬂ?t&ﬁ?%,w‘ﬁ}B%tcﬁ'?i’éc%‘ﬂ/\/ork 10
securi by, aRdvRe'ihaspbiderieind Ut i , 66, 68, 70,
72, 74,b -t e e 86",‘:']}85'13Hr ggfgﬁgfggﬁ‘}'%ér%afglg‘gc%ngniee’??aﬂi'rﬁjg and
transm ttimgthd of thet presentrindersticd) ebdictibnarysadiht Fayrapet=td Witt vari@np! e,
coaxi al cable, tw sted g*’r_cabl e, or fi_b_er-orFfti c cabl e, but can be any
transmi ssiWHf%EﬂcﬁﬁFE%?dg' eyicss wihpldgeavinng diferent interfgcrgpechamisresa

gat ewnay, i di t 4 ﬁfﬁ.’ r , t

| nt er net, p@%ﬁ%g?%ﬁgﬁagyggé??'r g\/\ﬁg . tl??’n%%ﬁ Trggﬁp\sgr)r%ﬁ tazﬁu@%%ts\?e%%rnode 30
and ot her thetroatikg tatie desthdGoutéf, ordd reuter 4§eat Mdyavs SeAt oA eepickne traffic
and routing the traffic to destinations, or to other nodes which then

fo& war @5t dd Feuter finchoprlty imﬁ}at@iwicemﬂ@% gggnt eazdstp ;me,orﬁwpnjsz, 20 54,
rl . s M g \ :
neera. cucmatceIpRRAbbLARaRERh SRR eSSt RUkBY BRrhERS oy ietant o,

storing fidi@aceadnd al |l om ng ot her nodes access to the files; node 36 has
sonme routing capability. Nodes 30 and 44 support nanagement consol e

appl i cati ons. hﬁmgmemambmmd eptite peasent irdergiopfaciittebyoreode 30, is 25
depicted in Figt of clarity the managenment consol e

. D] k
o Voot bcrate sBanierng.dripe ket Siate i nastnWaE Sara0 Fawes: aures
appl i ca . i s
Govi Desd o7 (RAEs bHFELOR atitwBAL. PhifanddlS RAYER GEpIBIRARE e’ T2 Se 50

mai ntai n proactive environnents 30 100, 200, 202, 204, 206, 208 and 210,
respectively. Each node on which 16 18 ~ JAN 2004 agents nmay execute
mai ntai ns a proactive environnment. In an exenplary enbodi nent of the

present invention all devices which are involved in network functions
(e.g., routers, firewalls, nmanagenent devices) and which




‘may support a proactive environment do so (sone devices on a net oy kiay
not have the ability to support a proactive environnent). Sone devi ces not
i nvolved in network functions, such as PCs providing user functionality,
-may al so support proactive environnments. Nodes 30-56 may conmuni cate using

t he physical network (i.e., links 60-96 and nodes 30-56) and various |ayers
of protocol .S Molo) Lyve
environnenté?wééé&%géh%gggﬁ%ﬁgﬁ$ﬁ§¢gggﬁggxﬁ%gsgﬁﬁ%?ﬁgQf%gﬁﬁgﬁ&%gk and

various projQifhte, ahddimenrgldnaeitameonitdringk andmliowstrhenitsringplokdorginaet . Each
proactive environnent on network 4 creates agents, provides an operating

envi r onment digring ageiwverk failirenwd atgemareple otoringpierenetmeng trafficd ageatés i n
network 4, nonitors .and,contr.ols _agent.s, and.provide t ess at each
devi ce to’ gy nenepibc i drubessBBSRy iRebedmaBRnBER Tn58act Ve

envi ronnmgnt aé’é”htg'?ﬁay”ﬁ%itef nB&ioMR ttaffie Hﬁdré’ﬁbf?tﬁéi’r AoPRORSS td/gheenvi ronnment on

anot her node” For exanple, an agent running on device 36 may nove, via |link
66, to devi manddenmzdit console @ppligatiory enbodi ment an agent is instantiated by

a proactive environnent i the JavaT"" ' Kk d;

varpi abl eI \r/ef er\élrl-gh?lﬁeﬂ'f‘eeus:éfnegﬂ e@@ﬁﬁ'ﬁ‘r@d@ﬁ%&é‘%ﬁ‘ne {qr\,lﬁgg r| r oﬁrrent . A
typi cal JVM.; . i i - dbox, " d
tops ot al Py sEE bihiky 15 Rliore B on LBeRY BethRsidhiny, PArICEOY. " &

sandbox. 25exgaples ankyeal Whichbisao idlagnosel argabnsindel ridiwosatrdifiox, may access
resources outside the JavaT"' sandbox through services. Services are
JavaT' " 181 aeenstitigmhmay bangllowed, par AistRaiirissiaRingpioeese anGMMBLgesvice teont ai n

rECode i SO EGRR KR MLTA R SR h HRUNTRER R SRR o

function ofo3ohREOMEESSged, Piaycli@ BRbReddo SREHE @afid S&ivItR: only dditéany tabl e
may accept the 17 2 ~JAN .2GA routing table entry to be altered. A

servi ce runimgleiceds- D@ circuragdiibes acnessie aghuatkERsoRERRSRIOVIEESpr ogr am
the service_enmul ates, the. program.n the Javall! |anguage. Network security
< pr ovi deqmoR adya e MRS G tVRIe e n By AR HRYSES8En Pl 2 g

servi cegsMeygugonstrain access to 5 resources. In an exenplary enbodi ment
each proactive environnment has a unique nanme, a string forned by the
I'nternet protocol ("IP') address of the device on which the proactive

~environnent executes conbipned with a certain port nunber which is assigned
for the usellof ﬁ%ﬂ&&&m&m&&km s
Referring to the figures in which like numbers indicate like elements,
Fig. 1 is a block diagram illustrating a network node 30 according to an
20 embodiment of the present invention. Node 30 may be a standard personal
computer or another type of data processing device, and in addition, may
include components not traditionally found in a standard personal computer.
Node 30 is a device connected to a network 4 via network connection 7.
Node 30 inciudes proactive environment 100, which includes services 102,
25 104, 106 and 108 and which provides an environment on which agents,
such as agents 110 and 120, may run. Node 30 includes operating system
. (*OS") 5, providing overall control of node 30, Java™ virtual machine
(“*JVM") 3, providing a platform on which proactive environment 100
executes, management console application 9, providing a user interface for

30 monitoring and control of proactive environment 100, agents 110 and 120,

11




10 on the network. Each instantiated agent may be referred to inptialAy Jegs
the local variable used to refer to the object when it is created. Each
agent may be referred to globally by its agent nanme. An agent nanme is a
string mai ntained by a proactive environnment for each agent running on that
proactive environment. The string uniquely identifies an agent by conbining

15 the nanesesbicehd 023108 harabalsb of Hhentsy/Ned 8énide’ WEIRATmAY\BLisho§Or r esponds
to the function of the agent), and, optionally, a random nunber. An agent

type may beQfes WRIEH #@ Parbel Ratuepk 4, Naode 30 éntludesapplitatiagent antased on
t he particull r f _the agent. An enti such_as an agent or a

proactive envifl %ﬁ%%%ﬂﬂgr?}’%‘ ?ﬁ%&ﬁ PIREESHIAGy tARASET 1 Bllet‘ﬁorlki‘gt of 20
agents cur r;ﬁavmsrdmmewvignaﬁ@abmmﬁewﬁ Y b{ﬁ}%@n&l @E’?%%&ﬁ'&i trings

of agent nanmes is returned. A proactive environnent nay a ried to
convert  henshwish othenneiyenk devices gnotesticam)evivibh ehaymeyppet oied to refer to

t hat t. Al [ b dt . 0., . tt t hod
2l Tor nat | vV GOE S MFBRSis, kiR JCBs108 Bicvidepanats i ang 138,
and proact ooy o eS S SRS DXL et fotnadiop. © oo S

and proactive environments. I'n an exenp

envi r onmentaS &ndr atheertresooroesnila alterrvité infbadients; She sy derPssda net wor k
using a servitﬁgév\(/g ch transmts nessages. The service uses a renote

procedure &3 e oregentyryeniondaay mark mith nriwosksieyiny'a stnutene

Entitigg sg%ﬁﬁaﬁqﬁgfaegé% 2 ~ JAN 2004 proactive environnments may use
a nessaging service to CO icate with other entities. The service accepts

as inputs the nawencéxeémplapnémbodifedt of tAE RESSNt ifVerRl L¥fvenVi ronnent ).
which is to receive the nessage, in the formof a variable or string, and -~

t he messagénviraemest JCO<reales @aents, providss i platiomy alfoding agemte to henentity
transmtti ' S LS _halted until a reply is,sent fromthe receiving
entity, or%Qﬁgﬁat%qﬁ?%ﬂ%tﬁo@t@%a%a@,tmvwmhéﬁpﬁmerg entity
may funct i BroddiveErAlidnmeH:s Shad P8k BRIt RTh Bl usi ng RPC

met hods are known. In alternate’ e Jgfgﬁg%s messagi ng may ﬁ%r provided in

ot her W4y sproadbye @rivinonirierdy,sarechin; additiors xaaypperforhh ethsr Jenetiong. servi ce may
be devel opéd in Java"" not using the VoyagerT'' system 11l. Agents In an
exenpl ary H‘Pﬁjﬁl"ﬁé?ﬂv'r(ﬂm?% 150BtaqtaceswEl 2dlimnep aperaterusiBanobi | e JavaT"'

obj ects whj g+t ! I .. Proactjiye envirgnnents
may be hos{n?&a@%ﬁfﬁ&}éyggo%uéﬁ %hgﬂ%ﬁ?&fgcgggg%%g ”g@Pééﬁ ag'laé@gpprovi des
t he agent objebt whithcrunsnar JUIES, itself & pedyram Ui bhinode! 3. "PESRLigef r OM
device to device, perm ssioning capability, the ability to communicate with
proacti ve @MIHneRNTQ0 Mni@'ﬁ'@ﬂt%geﬁﬁsl,eﬂmsioh@f Aine Moygge™taystesm,

The. agini Wacn s & 3809 oiocin ouito BoBtls ormtelt.ct alnRmal 1ty in

addi ti on tembbedireritetthexybichy aPHIMESRE - hanced base
subcl ass (Sﬁﬁ., t he abi Irs?'ty to functi on(lﬂ‘)aﬂga #ﬁ%ﬁ?'ﬁ@gﬁg a work -
eme

object (a'l nteshpsing)toaisdther tian Yhealayad? |amyeagwand l’l@\l&ya@er("@bj ects
containing Java " |language code or code in another |anguage). A subclass
of the age : sl-:otfled‘saé"qﬁﬁc ENHS BRI ogstive enyIrgImRNisHiPaY Peand

wor ksheet sorbatdd\iagtd el N SolS G OHereq 8t 2
device, a control Iﬁgg nmet ﬁb(%%?ﬁ@t?wgﬁa%&F%@Satbshggfngtoabﬁééﬁm%d an agent
i s i nvakedjapabilityit Esrthieemons, in 2enhite @mbddimends, cerlii® findi@hsinfapke 2
wor ksheet . A_\Agrk obj ect may invoke 19

carried out by modules ‘other than that described without departing from the

invention. For example, agents may have inherent service capabilities, in a

manner providing network security.

In an exemplary embodiment each device on network 4 supporting a

30 proactive environment has one proactive environment executing on the JVM
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2 1 JAla 20D4 a different worksheet at each device or may invoke the Sﬁwﬁ
wor ksheet at each device. A work object may ‘have only one vior kshdet JA 04
avai |l abl e, and thus may not make a choi ce based on a current device, or may
‘not use worksheets. In an exenplary enbodi nent worksheets are objects which
are 5 nenbers of an agent. A worksheet may be a JavaT"' | anguage wor ksheet

or a non-Jauakat dbABEURGRVET KiBeRite eibiotiinérits amaypilve foramingrai ni ng code
executed by a service. A work object invokes a non-Java"' |anguage

wor ksheet  bynmizersioi groactivegradronments efunictien onts deviesruf@reactivée runni ng of
the worksheet.in the |anquage of the worksheet.. aval' v. worksheet is 10
execut ed b?”&ﬁppmﬁ'j‘?ﬁﬁﬁc QR adlevig s an 'H@tagh tz??e‘l]%ﬁasgb% A;nhanci ng its
features w j & -Lgnal ity by creating subclasses is well known
in the Javggb&ﬁfagn%t\g@r%%@%?gbt oriented programng arts. After an agent
i's instantiatedAgentenkaybxemite anc prrdctive ensiroimet, palbwndee tni que
functionality nmay be added to the agent by invokjng a 15 nethod which is a
menber of eRethejdpreactiyReRdioaents apd sSesdne peelmiok. dﬁjaé'csc'xeé?)@a%r ksheet s.

In an alter . i : j ; S R S i tional
functi onal F@%ﬁ%@ﬁ%ﬁé}&%@ﬁ%ﬁ%ﬁﬁgﬁ%aﬁé@%%gf %%ﬁ var i awl?)# es) é;)%gt he base

agent cl assudgrfdgant bbjict RapBtdritiatedby agedictive envirohniens sisinl arhagagent 20
base class. Alternate enbodi ments may provide different methods for varying

functi onal Jaya®f clagents. For exanpl e, work objects and worksheets may be

t i di t t hod . . i to Fig. 3,
an agent® accor it SREATRkER, Pa AFecliat PRt AP O adF bt "ovent | on 15
capabl e of Zr%fﬁﬁﬁ%ﬁdﬁﬂopéh ag)ahp@mtég/@t%yéd&pm@we 2ed ingrehaggbaply.ore node of

network 4 (such as node 3 stoppi ng execution, transporting itself along
wi th st at e anrhbamplenpambodimenibsben e agent mavesrio adevign it Bstualyde of

t k 4, d i X tion. | I nbodi t t at
el udes | AR DY RARCHG SR TRRSEPRoT BY NS JEES. (e tat a. o
work obj ectyndiprkod BRI, af BloAfmAg BRIBIGA icPhs ridving 80 ey fo 1

al ternate enpodi nents an agehts state nmay I nclude any data 20 2 ~ ,aaN

zaoa crgat @?Wﬁvaena@mnhehﬁiﬂtmhangéaﬁlﬁdme objects (suchaageagents) of

instanti ated, for exanple associated information tor%degf aﬂent menber s,

or the poi flteenatgarapodiments ehtheqprespriynisalon May be,denagd ysiNg t he for m of

an instructj | 2 j : nple, if it
is tracki ny@@%sgﬁ% t%@%%gﬁ%ﬂ%ggﬁ)ﬁé%ﬁﬁ%ﬁ%g%%@% the source. An
agent may al so naee exerapiapXemboaimestotangd presem\svdntiomproactivexanpl e, a

managenent consol e apBI ication; the agent may receive a nove nessage. In an
exenpl ary envisahment 180 pravides @sdnteriagedaEgents hH0 age20 iockging by

i nvoki a _net.hod e ent i in_t , Which
accept s“a ISSE‘Q??%AB%ﬂwé( hgg'fv#r‘% ﬂﬁ'!\gégﬁ ﬂayé‘ﬁeﬁg§%sn§ﬂ@§ lﬁgg?%ti nati on
proactive eiwbRGAEEMHSs objBetsWNiEh Fah bAdhe VM 32t eBjetisvsoraini hethoet " nove”
met hod. .The proactive environment in tum noves the agent object by halting

t he’ agent avidch eaosphi inputsgromsagentieand dllowtagenth actessiotri@seurces. t he 1S
target proactive environpent. The proactive environment ggava" "

Serial i vat RAHVIESS EF MATRETS i BERARIYE SIUIPNGeRt SyErt THRnDE A6 i abl es i n
afile or ifedittls HiboalRle ehbirddRBATIo0 CAGbAI Do dRAM20ANLY BcBEeACt i ve

envi ronnent along wt e agents’'s co nth ormof a JavaT"' .class
file. e dahdcés 100 e bdiafsting proadtivesairornbrddd©0ytptiestabtiatehe
_receiving 20 proactive environnent. The receiving proactive environment

uses JavaTPervieembigctite agent thrn BRYHDVRR BEtRAY Aetheendee @biget. and
| nstanti at g Lhe 20500, & ARIRSIS $8%A%sMal P sb2FEALEINANL ALY B arl®

recei ving w
resource on node 30 or network 4 to which JVM 3 itself has access, e.g., file
creation, SNMP messages, routing tables, or display output. When used

30 herein, service may refer to the class defining a service or to an object
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proactive environment deternines fromthe agent's access control 2 issgANf2004
the agent has perm ssion to execute. If so, the proactive environnent ‘
starts 25 executing the agent by calling the agent's controlling nethod.
The controlling method queries the proactive environnent for the proactive

environnent s nanfﬁcﬁgd exec;ﬂ%es the work object. Based on this name, the
wor k obj ect NFEFRIRIRBIsEHPR Hhatsekyrr slasss Rustheemiors: atcagentredessisiges t hi s

ksheet . : N LG ksheet .wi t hout 30
Shoosi ng. arang g Renasel VR alecRbE EbietR el it el Rihene 51 071 4

~ N 2004 | tcalbngwHdt skendee to serialize an object in the JavaTT" | anguage.
Met hods of transmitting data across a network fromone entity, residing on
a device, to anoEfeh resaures onnetweikidaceessitie byraghnis seaccessitie va Anown.

exampl 0. 1 nUPEATSENice. TP BX MBS uff ARk REYE ohrpafhAsvies oratwor '
di fferent mpib&esERie by o AsPBNId @PEPBifFe%éfea?gﬁsééﬂj&%%@{‘éiﬁe‘r ¢ !nan

exenpl ary enbodi ment, an agent executes I nsi ava sandbox, and
t hus does risvitesistatfacecwitatiwevariaus types biitiskrdrives =vfd present aamifisdvi ded by

a device. FEor xar{gl e, % 13%; ect execu];i ng. i nside the sandbox | 0 may not
access the "f‘@l’%&? G958 esentdypesaf seiviceginsrvigeiageess to wRiderlgingvi des
security, i f | ) . C. rimthe device
or net vvgr k;raﬁ"lmgbglugg%ﬁfi@n%g ggﬁs%}dullnﬁée}gés&o\?ﬁﬁ%@%%%ﬁg?&f_er}geg]or ding to

an embotll meménmdr. tHechplypeaiiservive piovides 8geiHdaraRedasiefaset8Rentes out side
the sandbox via services. \VWile an enbodi nent of the present I” S invention

i s descri b&Pdiherptilty e aecess agedaiBrespurns differentservicemiassas may be
enbodi nent ] | on, _allow ng,for.nodules.to, acce
restr: ct ed%Pgégépﬁggrﬁén@yq%+rP}é% égggﬁ s@%l@%ﬁg Sltjo\ﬁ&\é'?(}tl?cessgy any

modul es, waehltiseniss tiask e@el)byaarsageMay Jrdss aogﬁro&b-t%ﬁ@ orf&gp! e, the
a

system and net hod of the present invention nay ow atcess to resources 20
whi ch are @eniseangy beddifferest, an agentussing bjcectain sewiapiypeatrossonl y obj ects
runni ng . n ndbox e.qtructure. Fig. 4 is a block diagramillustrating
i nst an'?lisat gﬁfeiélaﬁ‘?e\ﬁ%y%fSﬁaic&.nsﬁiéé%%B? hgﬁgC%%S'aa theS8MEEPRVIGE: the present
i nventi on. TherefBre B asetd RERM AFPAberd%idbsdihd 4 egment 220,
which is conprised of 25 JavaTl'" rre?%%@s mf%‘haaérﬁgmﬁe%%rt@ﬂg&%gent 110 and

whi ch provservideiciass vyl be refepeddeas acb@ssingts sémice. 28vaT@agtettseyent 220
I ncl udes wor k bj@gct 222 é)rovj di ng functionality to agent 110. State 230
i ncl udes aERRAUELDICFBFSING devisrgeSauices; surk as aifile systempr agenter1 10, whi ch

services ”Pa)blé’,e‘afé%ﬁ‘éh ﬁﬁb\%‘ﬁ%ed&’(i ces, how those services may be used, and

on which 30 devices agent may be run. State 230 includes worksheets
234, 236 22  ~Fig. 2 i8.a\bldd0diagram illustrating node 30 of Fig. 1 according to an

embodiment of the present invention. Figs. 1 and 2 illustrate node 30 from
different aspects; thus like numbered components are identical in function
and structure. Node 30 includes a central processing unit (“CPU”) 142
connected to a system bus 144. CPU 142 executes instructions and

25 controls the operation of node 30. CPU 142 may be, for example, a
Pentium® processor availabiz from Intel® Corp. System bus 144 allows the
various components of node 30 to communicate, and may alternatively
include a plurality of busses or a combination of busses and bus bridge
circuits. Node 30 further includes RAM 145, providing non-permanent

30 storage of data and program instructions, and a plurality of peripheral

14




‘and 238; work Ob] ect 222 may use worksheets 234-38 to provide fupctt U(malzg[t;y
to agent 110. Worksheets 234-38 are nenbers of agent 110 which nay be

JavaT"" or non-JavaT"' |anguage code segnents. State 230 includes data
'segnent 232, which contains run tine data agent 110 may 5 have
instantiated. Access control list 240, data 232 and worksheets 234-38 are

obj et asoriicrn IS B T2 o4 Pl B MR QB hia JBK el ence o

obj ect, segnent’ 220 includes a

control I'i ngetedork b@mfntrrﬁéatmbmﬁhdem@(mm\ldﬁk cagmmz,miomngfqrted on a
devi ce. Acc«gss control list 240 |lists devices on which g g nt %10 may
execut e, alodgftermsderagecfiformation.and wesitan 34, isrigiead a Bﬂﬁabl I | t| es

h 110 |
S G B BB et e B ol e Rpt SwAsein a8 =y only
embodi mgnt ?nr’i‘@‘ PEOYibd8e ONMRIE ﬁhﬁﬁ%s%ﬁﬂ)hé&tﬁdﬁbtﬁg@émﬁsw1 ard dB8di ng

‘per m ssi oni ng o agents. Alternate enbodinents may provide a different 15
structure pmaoagemlrohmemMQQ;esmwaey 1@%664;713@& andd O8n ageats W0 ARdegri ty

and source of ent 110 it is encr dl St ture when it

i s transni ﬂ?@dj\glﬂr%ﬁat‘ﬁ%em@t‘m%ogaﬁp @ pﬁog%w envi ronnent .

only ent |t bEpmilfubithd G8vicd 9583l ﬁk%ﬁbtﬁtﬁt ri&ttdﬁbtw@mweémdand execut e
nc

agent 110 ryp Ion and veri |cat| on nethods are well known. Alternate
enbodi ment pog@Eylynitael fetwdrke motehbady vieonetarnck gpnnedfias 7 propetien®f agent s

data. Fig. 5is a block diagramillustratin ort.i of net 4 of Fig.
3 accorldi ngpphﬁaénnewmemmﬁﬂg ad 1herpactive eyl ?RFE?:? toﬁjb Segyces Qéd

|| lust rat ea@ﬁ%ﬁrn‘tﬁ‘]} 1 4R g%(fJ dﬂ'ﬁ{, Pﬁazr?%éﬁe dduisold &6p I"Béiﬁéﬁ@%rﬁpnponent S

25-are ide functi gent 110 executes on proactive

envi r onmenpslgQre whbrel ih RAMM25, Sresrsclited yc®PUetd 2 eritDio dri ekte®d connect s
devi ce 30 to device 36. Device 36 supports proactive environnent 200. Agent

110 may noeentrol tbemeram etrode a0 irecopperation with oler SONRNGRHLT RYF

illustratin Ve erat a ding to an

enbodi nment agﬁlﬁﬁéﬂ% tceis @?Q@R“%# ﬁéég&?g{:@geﬁggo éclc%%?tikl 2D84 st eps
are desgy | P&%&Qe@'ﬁt&heasaé‘cé&g% nefvefR\EmMIPLRRIatiON. aidivicen1 30, ferduse ot her

steps and sequences of steps without affecting the overall operation or

benefits otiskhdriver 832;monitaret®4, &5 SRef ether mgsewceegs. 5 and 6, in step 400
after Tecel vi nghaReERRam podBert £anped 2t N S B 2T ep 02
SRR o oFEIER S Bt @tﬂtss@t?t%g%ﬁtsgsﬂtmftt@:zzetts oo
| ocation ( tHroligh nianagerfeat ainsolgappltationihgManapeowrtiorese® envi ronnent
200, 1 hz% d%?)éilga%tolnog aﬂgwg%ei%mér% (t):perpartgf;i % egr%meunn\fg:ét%nm tmom or, and
=~ send commands to proactive environments. A human operator may contro!
: certain operations of management console application 9, and other
operations may be performed by management console application 9 itself.
Management console application 9 may be used to add or remove services
25 at certain proactive environments, and to create, monitor, control, or
| eliminate agents. In an exemplary embodiment each management console
application 9 is a Java™ application running on a JVM which may send
messages to proactive environments and agents. A user may input
commands to management console application 9 via an input device such

30 as keyboard 136 and receive information from management console
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is operating on device 30. This nethod, in turn, calls a "nove" nethod
whi ch is a nember of proactive environnment 100, on which agent 210 j&N 2004
currently running. In step 404, proactive environnent 100 stores agent
data. Proactive IS environnment 100, using the nove nethod, halts agent 110
and serializes agent 110, storing all agent nenbers variables in a file or
in RAM | nappbeattds? (forexetriple, tap\statosreevd lot&ion obagents lbperatingy ot hod,

transmts ag nt , 110 .to pr. ach\e/e nvi ronment 200. All transmitted

i nf or mat i off Fvgor ‘S}Bt”é&"@@fl Qﬁ%%@%@”moﬁ@@mﬂgﬂﬁﬂ@ﬂ% of 20
agent 110 Y f i i via link
03 "State P55t O ERoRBEARSs BERRGEato HeRRACY, Ffatob® SRELERSNE 12 200" o

agent 110 msariagersent catolenappiicadtionsnvdy Aotby afed, orcthesimictheds éf t er nat e
enbodi ments may use other nethods to transmt agent data between devi ces;

for exadpl 6pNirelipgdroastiveupnvikanneents @nssageits imaysbe usedcode 25 segnent need
t be t 1t . t]. i { 00 i th
[11es conet tut Figy S BIoER dfiebiarf LERGHING pRBVO A BFFia: SamsbriRo e n o1 ep
410, proacgh\eenmmrrremrwmea%ér@mnﬁaﬁnttn%%%ﬁ d é}nbbggngktass file and
i ve

instantiates nenbers of agent 110 based on rece gent ata. 24 z ~
~aN Zoos | nebyap Uinejudesosmstasvd0,632;i340 3638, 20042 01k 64825052, Bbnt r ol

list 240 of t 110. |In step,414, proactive_enviropnment 200 uses access
control |i§?8%%gor1081c8%g Hﬁﬁ#ﬁ‘@q'?nﬁlﬁéﬂpl’i\'ﬁ.@ tﬁ‘}@C-ﬁPpr MK oper at e on
proact ige Lr f5H¥tiohd O I BS S}

pr oact i]ge g?\@?rg'nnen B?S%Q%Poé:téggs to'oét%’e%ﬁg%?.@?@’ éa%\egr]‘% %%1§b dzgg?%ave

per mi ssi on{4,p7@afA,i 80 82084 8688 9 EPR, [Bdoard 06 dopnetiimy 448 trangnsittieg 416,

agent 110 is denied perm ssion to operate on proactive environment 200. The~
proactive S Wﬁ@ﬁ%”ﬁsﬁpg%ﬂdﬁ‘éﬂegﬁéﬁ‘ﬂm- fer expmpleoce@xial eahleagent

110 deni: -0 SIS{ORs £l i [ . h t 110
due to a coneedirtabielty fber-b; PAOBrBL P B o Ry e OHEE <
appl i cat i oggpdiie optremeporipgarafficonment may informthat application. The

proactive environment or the application which initiated the |aunching of
agent 130 may r¥edasitiera gateways psovidingoietwionnd aceesateather Biehdorks| n st ep

418, proactliye. epvi nt tarts agen 1 cuting. , Proactive

envi ronmsn%dc!b%f@ﬁ [@Qﬁ% %ﬁcﬁgpﬁq\g Rl %”r‘?{'}d]'d'?q‘ géifrﬁ"SM .9%8e control ling
met hod quesét@echi istd BY ndithEPABRMkeO rgaﬁ' bl nt's
name. Based on this name,n wor K obj ecr{( 2?26034&%@%?5 dﬁgiagﬁ\‘%lf@%?ksheets
234- 38 i s acsceptingiaifie and aodting thek rafficHtosdestinktites tor tdgtinérsnaodes t ake

b e AEPFeR PSR R A A PR Geds it £6 5 sBub o
t i i . . VR i ff.,. . k
Crarti oo fe Pt RubBERAE ShAcHBRs P prERr N ey Beul 0O e,

wi t hout t heseirsit saroheas wond pfocessimpligictiohalitlgn Node 3B dikd sévert 0 alter a
firewall table ho prevent a specific type of traffic fromentering and

di srupt i nGteTee Hias@kallonbgLlBar Bodes aperss tnibe fileslgwads 3G heg semeg

Gesti nat | aacting BaBEBfile 2oagk oh it 4h SEbBBR FiichReblfiied: 2° Sve
di srupt i veapplichtiondieMesiagetient 2pAsbR ﬁé;siwaﬁanfg, 'seppbhed %gl fode3p! gck this
category of traffic. 25 ~ JhN e'. 004 That agents can take action w thout

bei ng #i r slepigiedyn &ig.cls feiihe sakewt tlatityrtheagsnagemenhsahsoleppl i cati on or
its h || _fast . t t wor k diti .
Fur t hor o APPTGRTI G b R FLRaRIFE D, Al IS CEMIG EFRAMN, ch pr event s
or di st upldefiAiBRd HricPfurRioRS bIE 8BpRied tﬁg%d[é%rg r?et%ﬂ?ﬂ%ﬂb %}ym €

R Sol've hetwork

application, the agents can contihue to function an

pr obl ens. dexices {ontednmnpienwericdations.t h t he proper pernissioning, alter
network settings, al égws for this flexible and autononous operation. That
services all owﬁ@ﬂtﬁﬁ 134k 85 48 SRiand a4 wmaintaly pspactyel endaroreNtEsuch as

routersy) Qqpo22uar b65 Y204, Y B8l Lb9WSrespectively. Each node on which
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10 agents to perform operations, such as router table nodifications, in a
flexi bl e and aut ononous manner across numerous networ k' nodes. |VZ ‘SN 2B
In an exenpl ary enbodi nent of the present invention each resource 15
‘accessi ble by agents is accessible by a type of service. Services are
menber cl asses defining objects which contain nethods accepting inputs from
agents and all owi ng agents access to resources. The objects are JavaT"'

obj ects r uagents mayExecoigMateins Bpwastye ERYIrGNEeRt, | IPAPRIBPIAY ser vi ce

obj ect, and t ho ich is nenber pf. t.h 2pvice ghiecgt. may 20 all be
referred tgnigo@mggfgf\@@ pr§§?0&8¥§',q€?'? a@&%’?%%t E(,Ehénrr%ymﬁgi\‘/’gaté%cess to any

resource oRRAvERYLIABLIGHKS (0l Webitets) iNBWEITs, Mghabdentriaides) anti ehicter vi ce has
-access, e.g., file creatioh, SNVWP nessages, routing tables, display output.
Each type ofaysuppartaproaciikesemdrorssentadasal(sone davices ool betwarka di f f er ent

manner, and interfaces wth agents in a dif.ferent manner.. 25 Wthin a
‘servi ce X ypeay BPtf'?%‘feeﬁ'te ﬁté'[}Wc}géuﬁ’EQR(ﬁ(PEqac Y$ SRV EREs SR HPYIFRS ent

i npl enent at.j ] : s foFRA i 1 i pe my -
have one i??s?l? gﬁmowgtqlgﬁ]%tﬁ’%gyﬁg@flgﬁg’psr oducegeg g{”? msﬁ{r’ﬁ?ﬁf L“?gr and
anot her i ngfhanaisatsuppostprdeciveenvicshmentsby a second manufacturer. The

router tables on each device may have different 30_structure(s. Eﬁﬁ service
met hods pr ovi dedNasies: 3e-56rmay soinaurirater using thephysieal sgtwork (Leg ARKS 004 on

the first devbee Bipiedosd BE) SAMEAAGG okl Bf fRfGCAS ShpREDEBNAL] bY

instanti ati € Sérvi cé’ on the sSecdn i ce, ervi ce net hods

on eacheyier a%thdrits bhe plbbitaecatvifanments! atd applivationesmagievi ces. Agent s
operate inside the sandbox, but to be of practical use agents 5 require

accéss to cosvnurieateousingdiae netwvarkmnsbyariaisprotesolal Sueh Mptheds gtkess to

resources outside the,sandbox.in ci rcunscri bed manner; this may be
tail ored a(YY?df'ﬂ?q’fﬂ‘ Fbthﬁerl’%i”?g'f'ﬂﬂi . Current systems providing nobile

agents do not algRy bBAchHEBRFirdiimBAf bh PERAIR £Efatdd ¥§bms] ProvRiesor K
managenent or act as user applications, as the agents are either highly 10

restrict ed annopérating eswirofimeet fardgents allowisagents tumigrate smangowed
unfettered access to thﬁ; res,?urceS' cont.rol | e% ang er.m ssi Oan access i s
not prold dé@ViosE i Nehyos @- BAN qﬁ@ﬂ%@@@%&gﬁa ' Gf ﬁBﬁ'PﬁﬁégFH %2 given

! a_nguageDg%C@egé 40P ULG e th Y cEHANRE of AesBRFE<E CANBYeAF ERBIINGIBH s£xecut e
an Ms15 programwitten 1n the machine code of a particular device. In

t hi s nmanneprettiviecars/immyn entenLibee nwodedfeetwonkot nigvrabee éol aiproattvelaval' ~'

| anguage. greati ng a JavaT™' program which enmul ates a given on&u% r

| anguage i €NXEPNMERbRA aNetheraneds. . FPheé@mEleméﬂégﬁ%W'%ﬂﬁt@ ‘g‘ae‘? gs may

provi de SEtrﬁgth?f%”Wai Iﬂﬁ?éétt}ﬁ O%R,Q%'ﬂhan resource access and emul ation; for
I 'ovi de

20 exanpl e, és nay provi asic agent functionality, such as nove

functiomplity, qn afPaxemhplehdembodéhenpan agentisdastantisteddnah proactivech as
data gathering or storage. In an exenplary enbodi nent, the agents and

servi ces ofervironmest eaing theelavadh languagecnend keywordita ¥a#P!Bype of service
i s accessed al.l ents 25 in a nner standard j type.
Thus servi cebrgndne 146 2oBaf ByefuBalBaRs e ahyBphi, A HickE

appl i cat i onyyg %ﬁ&ﬁ@ 2Pl BEREM. oHjeSRI 16 SRcOOW & FSihdbokeSind Gods hae of
resource provides one standard interface to agents, despite that the
under | yi ng dllescihese ©biegts po bave @acgessitd resoargenguisidecthessangboger vi ces t hus

Povse 78 Hasntelaatt dhiedts riing isside the SaRdBoR, may BoB88s TekBuRERY! < 9

outside the Java™ sandbox through services. Services are Java™ classes
which may be instantiated as objects; the objects contain methods which
accept various inputs and allow access to resources outside the sandbox.
Services may allow access to resources or may emulate the function of

30 resources. For example, a service altering a routing table may accept the
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21 JAN 2004 devices provides one interface and view for the filg 'ﬁm\tf%ﬂ#
despite that the underlying devices on which the service sits may have
varyi ng net hods of accessing their file systens. A file systemtype service
on an PC may access the PCs file systemdifferently froma file system
type service on a 5 Unix machi ne; however, both services provide the sanme
intertace tooutientable enfiy taperditerey. Ackevwse Mihrisg whiN8-DOSt hembihiple devi ce,
move to the second device and access files, and 1s able to call the sane
servi ces onCEEEPrAgRAM Ba)acRept e Brgsamithe sefvice eraulatesthesyrogeans iar e

i nflexible yn thatnag ess. resources, qn_different devices with
different | m‘%#%‘g%:es. ﬁ%agg)r-lﬂe%@ﬁﬁ(s€$%@§'sﬁ}'8&de » 3% PPBISHEERPYi ce cl ass
i's created pefmRRihing ¥ 0Se 8brude BAHNBePHERO My LorshainBidadol N each cl ass
are witten to interface with the device or plattorm The agent interface

for eachSsefes@éca®thod within a service type is the sane. In an exenplary

enbodi nent an ag?nt tail iprﬂgwa Sgéﬁ\ﬁ ce makes a IS request for the service to

the proactive enVi PBITHEM &IRPRAIMSNt e25R Arogcive environmet has\a
i t t : 16 fu 1 if, d
Co what oxt SACRRARARe, ISP BT ERBIEAT Rotdcob b1 § Bl Me T e

creates an dbyieetonmvhich the proadtivet emdrennferit keesategicombihéd With servi ce may
be created to grovi de !\ég’ri ous levels of capabilities based 20 on

per i ssi oni FFtPRATEBHEOET WhRbbis Assignaddos the, use obpiaastive gryirgaments

i ndi cat g ywWhj Vi ess..uthi g, 1 s done

per t hqugea%'(t:I fﬂgé‘g(%@gérg g)%#?@?%ﬁ%k??é}%ﬁéﬁ%fQ%é'g%%%%ac&%c@@aﬂy 2’\)’368 met hods
whi ch acceplocahpatiablé Leadag ¢efes ta b OjEct When it i9efddtbd! EaR90Ment nfagh type
of service provides access to a different resource in a different nmanner, %

and 25 int e sefesreg) torolelaiv by its1ageni naraec M agentaramelirea sining ce et hods
Der m ssi oni a M NECOH 2Fos-E shviemin Bt es MR B teent . whi oh
nmay cal | mepiedtivebntifen@BhECThd Qtrgﬁﬁ@‘rﬁéué} QadmRis! A Q@eﬁﬁ%’%ﬁﬁﬁnin

Al ternate enbodi ments may provide other 'syStens for actessi'ng serw%es, 30
and may 1pr diedearoe iof the taunchpoirst, ther typerof ithhe agefbiwhizh cpirespeads tees nmay 28
2 ~J AN 2004 be.intggral to agents, or may be defined or accessed w t hout
the aid of WeJHBSET GEHerRaain A0 OPHOBEY BIERRRTHIMTREY ARAJAR P®ack to
a calling t { 18P t 0l d or

function Cgﬁﬁg'bﬁa%sggriﬁtﬂyﬁggggé'@pé,'?I%é ggeynchgﬁr’r]}gu&rﬁﬁé%%dogﬁgﬁ a fromthe
servi ce i s phrticulad furtotionglitytof tieg agkat. SAantity, suehtasl arshgastomat h the

servi ce nethod; when the service needs to pass data to the agent it
notifies tHICAGHYR ENYIEPTHRERY, B1Y qUeTYA ProagHYe eaMboameshiar alistaf net hods of

ot T backd 1 i BLtenfy Yirking Bnaf BieaulE YnlEort gt A Bt o SRR “anc
passi ng datagdr nantsl isireflrasg.C AdbroRcive efvirGirEAt s@beLiER o Of

cal | back, are well known. In an exenplary enbodi menf of the present
i nventi on &snvertihe fame et amageohinjo bevaniabls whithoyaxdentsedvto dfektove t he

proper perg.ssioni,n For each . seryice ,on a device, requiring. perm ssioning,
an agent a%%éé&%& %Hb?g?@ @@V\Piecr@\(‘?r“ﬂ%q P%(ﬁr@-’ﬁ'érqﬁ wugfp gD hat service
on that dewii@enalRRly'by &l \RiHabil WRICHePPortOW & i ARRL N & MAERIBM L0
tailor services to agents. For exanple, a service alFow ng access to SNWP
nmessagezs \@mbodiplantsimay use atpensysients onamigatlyobfardordgsitoand may al | ow
that agent to read and wite to a device using SNVP nessages. Wien an agent
with diffePERBCIHE YMINONEIEHAI ng calls that service, it may be configured to

all ow t hat agent I LI V. i S ...Fach agent
obj ect, not eack!n(%geérﬁ t Sgpéé‘l'b%?ﬁgégnﬁﬁggaﬁéeEﬂyf%ﬁﬁﬁéﬁg%ﬁen{%

per mi ssi onicognmbnicateSWitNInCES Sevias O Glcréis & Petwoikl @sing 2¢braice Whiep avail abl e
to agents w thout perm ssioning. For exanple, a service outputting data to
a di spl ay W@anShts Messagasesihe senice Wema aamade proeadiratdalld“RRCA) proact i ve
envi ronpen € service by ecallin service net hod, the proactive
envir omn%yé%%sieﬁ]eﬁtpé’ tg'&e‘z‘?yag/eécc&%tegbﬁﬁpﬁ{'e? PUEN A5 a@8NtS Rl ne i f t he
agent has perm ssion to run that service on the device. Services nmay

provide circunscribed, altered or |imjgd access to 30 resources, separate
fromtailoring resulting from perm ssioning. For 29




~ 1: ~aN zoos exanple, agents may be permtted to access files, byt not
files devoted proactive environnents, operating systens Or(nruwzgedéNtzm%
functions. in such a nmanner, a service nay provide access to a resource or
‘a subset of the resource. 5 In one enbodi mrent of the present invention
services may grant access to devices which do not support a proactive

envi r onnentpro&&tivieddrivird@rerts mayusse amdseaghily siaviceas deshmonivatelwited
t echnol ogy, may be unable to support a proactive environment. A proxy

devi ce, a dthercentitiescThesservigpmscerts an ibavts e rame ob threablitydgyg. a8 ow an

agent access to the |l egacy 10 devj.ce.. An agent. mapnage device. Vi a

sgrvi ces vwﬂg@HPaF Bro&zﬁgggéalrgwngnbr@@ Efet\?ﬁ'ggemnﬁﬁﬁ "3% ﬂ%!ﬁ? f[o noni t or
or control &%dffdﬂﬁ&éﬁ'sﬁiﬁgl 5ﬁdYﬁ@mefseé%@_xafﬁels%wiéélwapbp%wd Li ne
Interface ("CLI"). For exanple, using SNWP, an agent ‘on a proxy device may
rani pul ai e bdocking muglet alblege thre antitp tEpethitiiogitbe massagage maltedyurdt ansni t
commands to or .receiyve ggta 15 fromthe manaaed (gevi ce :g!a the nef work and
servi ces. Aﬁplé{g%ﬁPnhfﬁ?m €é§§e'¥@9\ﬁr@§é ¥ NBRHPHR'GR NPT ockig &8 wi t hout
di stingui shynge et %ﬁen@ﬁ%@mﬁgg?ﬁn&m iﬁi?ﬁé@%fel?%ﬁb%?ﬁ&ﬂ@?”' ng a
proactive environnent. For~each proxy service type, a differént service

met hod is esszgfhd chartiesdsing RPO metiddsoan lngvaor treditedriate agent
interface for each service method 20 within a proxy service type is the
sane. | n c@mkedimepts Bessagisgimaayhg Phevidad ingther watseordey, PHES:  agents are

not all r . $S4 C . i r an that on
wni on tHby SYPEE IR R B e A RS RER s e r T o,
shi‘el di ng wateEingitRE VeRervesystemm agents and provi ding a standardi zed
interface via a service, allows an 25 agent to access a device supporting a

proactive environnment and a nmanaged device with equal ease. A unified view
of underlyilgg devices and resources is provided to agents. Fig. 7 is a
bl ock di agrI m i ating a service object instantiated from service 102

of Fig. 1 accor g if dxeniplaf/ERBbaRENt A e Bra¥edit Herititnciidri8 ars30 Servi ce

object 300 is a JavaTl"' object instantiated from service 102, a class 30
2 7 JAN R200dolllef Javialty objeledy svHich ninj within s5proactive @njveonn@dd. Psoactiveant i at ed

300 i nel udedvIRT RS RN DL s PreESaRein 32 Mok Bese TR 510
i ncl udes p%ﬁ}@&%la%@ pﬁs{rdi'dagltﬁé aééﬁt with Ba&cFuRkti ltf%,%d?r%@ e glgiﬁtty"{’g' ch
indicate 5 which methods an aggént hay access an us o what extent an

agent may agigess fiidhe devidenbdenizel pennissionirigptapaisilityptie dility tacl udes ot her
data 314, which nay be necessary for the operation of service object 300.
Servi ce objcemmM@yeatewith peradiiveenyEgRmentsand aiercagents| aad theabilids 322,

22 o 2R b B ROk AL R ST bR bR S BT oS5
subclasses of the agent base class. Each type of agent is given unique
functionality in addition to the functionality provided by a base class or an
enhanced base subclass (e.g., the ability to function as a firewall) by adding
a work object (a Java™ object) and possibly one or more worksheets

25 (objects containing Java™ language code or code in another language). A
subclass of the agent base class includes methods to add a work object and
worksheets to instantiated agents.

When an agent begins execution at a device, a controlling method
{the first method to be started when an agent is invoked) executes the work

30 object; the work object may invoke a worksheet. A work object may invoke

19




and service 102 of Fig. 1 according to an enbodi nent of the prese?ti g
i nvention. Wile specific steps are described to enable an agent to e!éé"eEQD
a service, other enbodi nents may use other steps and sequences of steps

wi t hout affecting the overall operation or benefits of the present
invention. IS Referring to Figs. 2, 7 and 8, in step 430 agent 110 requires
access to @ diféerent werk t &k gaph devisgant may hvakeuhesemecwossheet at fi | e

i i Ced actadh ok Wik DB AT arliann WhERea Pyl e and O °
I SSi ON{HAG: ' t t | t 100 t
20 i nat ant | e o R g R b T e DO b el e et i ve

envi r onmenwotkKeheeses imen leadmiaryremidodinmes warksieatb dré sbjeidwhichagrent 110.
In step 436, proactive environnent 100 uses access control list 240 to

det er m Ae MEMPRISOfBrvageR!. Awerkshesh may bea Java)V denguapegwodshest 30. | f

25 agent 1 S ™ 1SS ' i pr oceeds
to step 43%'%?’% a'jgée% Q%&dﬁéwﬁﬁg%%%r%@@ﬁ%Lﬁ‘ﬁ%ﬁ)ﬁgéc{oﬁwﬁ@h\ﬁ]o%%nrrent 100
proceeds texeduted 4 seivicy. e Wit obja ivdkES & PoASJava™ RERRIBGet O service

102. In step 440, groactive envi ronment 100 instantiates service object 30

300 based Warksheet bypassingtbeahjectioa sewvisec which emuilates thevrurrdog sl z 1
JAN 2004 c@nf.j r\i ohj ect, 300 r.th erm.ssi onj ccessed in
step 434, B WENERBRRR Yi8advhds bt A vBEhRER Rl at MRS 130 Lo use
ser vi cqoohgasiuted BytcalliMg A | | rﬂcﬁ?q nd
anot her set of per%’ Ssig&?ﬁg&%gﬁgﬁﬁfé%@%{%?%%@{:Sﬁsé?ﬂééﬁ ce ngect 300
only to rdeaatlesvith additiodaldkndtionaityl B créatrar subaasses is avelbkiow®h set s

perm ssion variahles 312 nenbers of service object 300, to indicate which -
aspect s o;}hge{‘?\)'iace?ﬁ'ﬂﬂé‘?q%a@‘fj@gﬁﬁ RIightedbpiogRIMEDan®s of service obj ect

300) agent 110 SRy 8 8geAt is'iﬂséhiiﬁ{)ég}agysqggﬁhﬁf;%é%wﬁi‘iﬁﬁ@e?@ﬁlhri@'}’ not be

objects instantiate a per-use , proactive

envi r onnergrodiole: yrasigae sundgtionalilibag bevaddedty et agoft by invekiag 2444, agent 110
uses service object 300 by calling a nethod of nethods 322-326. For

exanpl &3 imetpchwhichgs ainemberof thke pagat. nEbaseethpdds sassedthaworice 102 to
al | ow ag_ergbjéétoéﬂ{d) e%tsf,i le on hard disk drive 15 132, agent 110 passes
t he service nethod 1nputs describing the file

in an alternate embodiment each type of agent is given unique
additional functionality by adding class members (methods and variables) to
the base agent class definition; each type of agent is a subclass of the agent
20 Dbase class. Alternate embodiments may provide different methods for
varying functionality of agents. For example, work objects and worksheets
may be created using different methods, or may not be used.
Referring to Fig. 3, an agent according to an exemplary embodiment
of the present invention is capable of executing on a proactive environment
25 instalied on one node of network 4 (such as node 30), stopping execution,
transporting nself along with state information to a proaciive environment on
another node of network 4, and resuming execution. In an exemplary
embodiment the state includes information contained in members of the
agent, such as data, a work object, work sheets, and an access control list.

30 However, in altemate embodiments an agent’s state may include any data

20




requested. In step 446, the called nmethod determnes if agent 110 qaé 2004
access to the particular nethod requested. Agent 110 accesses per%is ﬁgn
vari ables 312. If agent 110 has access to the nmethod, the nethod proceeds
to step 20 450. !f agent 110 does not have access to the nethod, the nethod
proceeds to step 448. In step 448, agent 110 is denied access to service
102. I n st epeatsa vithen snagent imestardiaped éoafter arhagenids mstantiated,fest ed by

agent 110. For exanple, the_nethod reads the requested fi.le rd disk 25
drive 132. eX8MAR @8SEREA '”@@%@nﬁt@r‘?fg%?gantrfﬁ?'ﬁéaés’ﬂ T Elgﬁﬁ%z‘ccess to

devi ce 30 | i , inlthe f6/t BPES idtRudtieh restricted
by the sanm&ﬂﬂ{n%\%éénﬁﬂoé?gg%zé%%ﬁgchogu sipetﬂ service nethod may return
requested ¢jirtet.0 agent 110. For exanple, in the case of a file read, the

service nethod 30 returns the data as the return . value results of

functiorf call. &N agenhmaamez@mtqm%n@r%ﬁ@ﬁ’%@d&?éfﬁ%ﬁ'ﬁﬂaai%?élﬁ?%gfof t he

present inyention LI | S d H%S,SQ berein.
However , i;{rﬁ%"f gngié §B§’?‘§’§!"Qtt§3‘l‘¢’%%td dr?t%d%"?%%tf\gn e@% ar %g'? ?genlts)@of t he
present i NpnditefhaAcOntRded 66 Mvd fiembickxuepie ar Manggeeht @oaselet hin t he
purvi ew of the appended clainms wthout departing fromthe spirit and

i ntended s@ppication;ltbeiageshmahrecsdye a MOVeJPBSSEIB4 WHAT IS CLAIMED IS 1. A
AL o L SRR BRSPS IR, o i =5y "
for eacfy deybass bRhVIRHJ & MERbdfitsapenedenihed irthensiat basangladyr each
device,” a set of services, each servicé allow ng access by an agent to a
resour ce, awtith ageeptshmicicagoarfirahedomaiofad gikng)irefirong e grdestination
proactive environment. The move method calls a proactive environment
“move” method. The proactive environment in turn moves the agent object
by halting the agent and transmitting its code and data via the network to the
15 target proactive environment. The proactive environment uses Java™
serialization to serialize the agent, storing all agent member variables in a
file or in RAM. This data is transmitted to the destination proactive
environment along with the agents’s code, in the form of a Java™ _ciass file.
The data is encrypted before it is sent and decrypted by the rec;eiving
20 proactive environment. The receiving proactive environment uses Java™
methods to load the agent based on the .class file, and instantiate the
agent’s members based on the received agent data. The recelving
proactive environment determines from the agent’s access control list if the
" agent has permission to execute. If so, the proactive environment starts
25 executing the agent by calling the agent’s controlling method. The
controiling method queries the proactive environment for the proactive
- environment's name and executes the work object. Based on this name, the
work object determines which worksheet is to be invoked, and invokes this
worksheet. Alternately, the work object may start a worksheet without

30 choosing among worksheets, or may function without a worksheet.
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i ndi cating which service the agent may access; where each service provides
a standardi zed interface to each agent; where each agent may nove froglaa
envi ronment on one device to an-environnent on anot her devi ce. Z.Zﬂhé N 2004
system of claim 1l where each service provides access to or enul ates a
subset of the resource associated with the service. 3. The systemof claim

1 where each seryisoRePknvwias sefiGRESah dbfict HeAlRG ™ IsRRfe. Of the
resource associated with the service depending on an entryin the agent's

per mi ssi on Methodspof tansniltinocdiats facedss ametwdrs from wheentity, agsidingnaves from

an environngnt_on_one,devi to _.an enviropnent on anot her device, the state
of the ageﬁevﬁﬁl& a\ﬂolﬂhert?[ﬁﬁ%\grgﬁ@!ngs‘?n?HQPWQFMWPO?EC?Q?W@%He, when an

agent requif|fsnaeCe&mbodnénts Bhay Ei‘oevciié’ét‘oméir Ardthbds 6f @%ﬂ/ﬁ%ﬁrﬁ %@%hﬁt@d Wi th

the service and the object 1s pa o the agent. 00 6. The
system of abaimpié¢, thieeexact paiit at edich ar agenthalts inaybe egordex® drype; each

servi ce cor[esponds a certain service type; each service type

corr espondsJ'f‘ﬂ%QPP@i}ﬁ?%@qyﬂ%fesﬁ’ﬁﬂs@é%f?ré%‘? meve fupetignglity.ser vi ce type
provi des an identi | r e aiqpn 1 where
each agent i ncl Hﬁcﬁﬁﬁ%)férﬁ%%g ?ﬁ?o@@a@%%@ﬁaﬁﬁﬁt e%%@tg)lﬁsiﬁ%%%\ﬁ%\;%ﬁ he state

i s mai nt ai Bafdbex! dred #yedos@NehAveodirdot factess et rnge SERUrdeyi ce. 8.
The system of claim8 where a subset of the set of agents nmay perform

net wor k neiPEQEAEA DY HEYICen S or @xamiple, Brsokjechexedulingissida dne sandboeset  of
wher o &95n RV 7Rk <30b 88 RipaBEto sfeL B her sk dve 5. Fhi8sour e on
For ol | oui BB e S blbBISTR SRiglt U ot b e T &
set of devidewice arangiwoekitbis dlso timétsslee uséfulessoafsuchobiects. Feaicording
oAt i N R NI
o' oo, o0 RIS BrASES SO S0 SqFERAMAAC DASIRNEAL, 0},
resour dé wireestionéh describebwith opsphest ta aptawnrahiag in atsiridbes, bthepach
agent. 35 embodiments of the present invention, allowing for modules to access
restricted resources, may allow for controlled access to resources by any
moduies, whether restricted by a sandbox model or not. For example, the
system and method of the present invention may allow access to resources
20 which are generally restricted to most objects, as opposed to only objects
running in a sandbox type structure.

Fig. 4 is a block diagram illustrating instantiated agent 110 of Fig. 1
according to an embodiment of the present invention. In an exemplary
embodiment agent 110 includes code segment 220, which is comprised of

25 Java™ methods which are members of agent 110 and which provide
functionahty to agent 110, and state 230. Code segment 220 includes work
object 222 providing functionality to agent 110. State 230 includes access
control list 240, a list determining, for agent 110, which services may be
used on which devices, how those services may be used, and on which

30 devices agent 110 may be run. State 230 includes worksheets 234, 236

22




2 1 JAN 2D0 12. The nethod of claim 12 where each agent may nove rf"ﬂﬁﬂ 2004
first device in the set of devices to a second device in the set 6f -
devices. 13. The nethod of claim 13 further conprising: creating an .object
‘associated with a service; passing the object to the agent; and the agent
calling the service by accessing the object. 14. The nethod of claim 13
wher e, wherprin23genbriiobiest 222 aeyausegorksheedal3n-38 gipravideand per ni ssi on

| i st associated with the agent is noved. 15. The net hod of clai5112 wher e

each agent fuastionaliy i»apaniet! GeYVarkshanis 234138 arginemPrE ahaedntddli ce the
t , 16, T f ' : | id
cess 1y adEnney Bp (Rt BRfYBhaT BB pos iRk el Sk AP 0L Ch°

servi ce nayngLE¥s Hutdeeghfent 23bhehichsntaiis Ryn Gie! dith 2gehhe10 aspurce. 17.
The nethod of claim 17 where each service provides access to a subset of

the resolir devasisstardiated. wAchessheonimllist240Q) alsia BA @ndrverksbaetsy? 338

perm ssion |list associ ﬁi??‘d vm'th@ttbhe agent . l@a The .@t hod of cl aitm 12 where
each agent 'R V@r Whigh grrdnempegs obaaents T A Xarale may [EFYY on a
device oth | ' e bbg.i Jhe nmet hod of
claim 12 \M%r} %Bft% %«télv%'}g@np E%ﬁég’z%éﬁbﬁée&?éﬁo?%%é’%ﬁ%ﬁggg g\l{lnézlgglesrrgnagerrent
functions. cihtrollirey metihed thé ficdtanethbd imbokee! wihen agenit 11his stattedonaa user
application, 21. set of instructions residing,in a storég e medi um said

A A
set of i nstd8aYies-ofscesHapntEcldipt 240 fistsdevicasen which aaestd a0 inplenent a
met hod r t |- ' rom:a.-fLL8, int 4:5LNQ: :
21 ovi i HEERLRE Ao B MG el B b it S CRBBIISS DL
agent has pgithih $endbes ovhicheent 0 MespUsE Bh thatdevicd. hagagetto ey
perm ssion to access to the resource, allowng the agent to invoke the
servi ce assudy grxeeuig emthendevieawlisted in apeesh SHWN st 0. sARGINAR t 0 access

t he resource where Lce provi | | -face to each
e SO b Taria ey B B SR e EI hé el bhegee, Lo e
further comrresionimgldimidisis.f AteRRid eAtRMmen AGF PEOVIESE différ@nssi on | i st

I ndi cating which service the agent may access. 37 . Ah). Al Kv. AL. Ab. A b. A(

b. AK. A 1 . Athudburafonpgeatsd, h. A<. Ab. A. AYE. AE. Ahvb. AKv. Al (@ . A vb. Af. A). AfE.

Ah. A+YE Av. AL D. Af'n gn' éﬁ‘é@%p@@ é%fio'?:ﬁtméﬁt, '?‘8 ensure the integrity and source of

agent 110 it is encrypted using a digital signature when it is transmitted
across the network by a transmitting proactive environment. Only entities
knowing the digital signature may decrypt, access and execute agent 110.
26 Encryption and verification methods are well known. Allermnate embodiments
may provide other methods for encrypting or protecting agents data.
Fig. 5 is a block diagram illustrating a portion of network 4 of Fig. 3
according to an embodiment of the present invention. Figs. 3 and 5
illustrate network 4 from different aspects; thus like numbered components
25 are identical in function and structure. Agent 110 executes on proactive
environment 100, which in turn is executing on device 30. Link 94 connects
device 30 to device 36. Device 36 supports proactive environment 200.
Agent 110 may move to other devices via network 4.
Fig. 6 is a flow chart illustrating the move operation of agent 110 of

30 Fig. 5 according to an embodiment of the present invention. While specific
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30 data.
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U& () - <" § n" environhiéar 601 1188ent 110 does not have permission, proactive
environment 200 proceeds to step 416. If agent 110 does have permission,
proactive environment 200 proceeds to step 418.
. In step 416, agent 110 is denied permission to operate on proactive
environment 200. The proactive environment which launched agent 110 is
10 informed that agent 110 was denied permission; if the proactive environment
launched agent 110 due to a command from another application (e.g., a
mahagement console application) the proactive environment may inform
that application. The proactive environment or the application which initiated
the launching of agent 110 may reconsider the tasks or locations for agent
15 110,
In step 418, proactive environment 200 starts agent 110 executing.
Proactive environment 200 calls the controiling method of agent 110. The
controlling method queries proactive environment 200 for the proactive
environment's name. Based on this name, work object 222 determines
20 which of worksheets 234-38 is to be invoked, and invokes this worksheet.
Agents may take autonomous action based' on their own data
gathering, possibly after communicating with each other using a messaging
service. For example, several agents distributed throughout a network may
sniff for network traffic to diagnose a high traffic condition. The agents may
25 decide, without the intervention of a management console application, to
alter a firewall table to prevent a specific type of traffic from entering and
disrupting the network. The agents may make such a decision by being
programmed to categorize traffic by factors such as type, source and
destination, to determine which category of traffic occurs at a level disruptive

30 to the network, and to alter a firewall table to block this category of traffic.
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That agents can take action without being directed by or consulting
with a management console application or its human operator allows for fast
response to network conditions. Furthermore, during a network failure or
network congestion which prevents or disrupts communication between an

5 agent and a management console application, the agents can continue to
function and solve network problems. That trusted agents can, with the
proper permissioning, aiter network settings, allows for this flexible and
autonomous operation. That services allow agents to interface with a
variety of applications (such as routers) on a variety of devices allows

10 agents to perform operations, such as router table modifications, in a flexible

and autonomous manner across humerous network nodes.

IV.  Services
In an exemplary embodiment of the present invention each resource

15 accessible by agents is accessible by & type of service. Services are
member classes defining objects which contain methods accepting inputs
from agents and allowing agents access to resources. The objects are
Java™ objects running on the JVM. When used herein, a service class, a
service object, and a method which is a member of that service object may

20 all be referred to as a service. Services, if so created, may have access to
any resource on a device or network to which the JVM supporting the
service has access, e.g., file creation, SNMP messages, routing tables,
display output. Each type of service provides access to a different resource
in a different manner, and interfaces with agents in a different manner.

25  Within a service type, different methods may exist allowing access to
uiiferent implementations of the resource. For example, a router service
type may have one instantiation on a device produced by a first
manufacturer and another instantiation on device produced by a second
manufacturer. The router tables on each device may have different

30 structures. The service methods provided by the instantiation of the service
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may be tailored according to permissioning. Current systems providing
mobile agents do not allow the agents to participate effectively in network
management or act as user applications, as the agents are either highly
10 restricted in their use of network and device resources or allowed unfettered
access to these resources; controlled and permissioned access is not
provided.
Services may emulate the execution of prog;ams in a given language
on a given device; for example, a service may accept and execute an MS-
15 DOS program written in the machine code of a particular device. In this
manner services may execute worksheets not developed in the Java™
language. Creating a Java™ program which emulates a given computer
language is well known in the art. In altemate embodiments services may
provide sets of functionality other than resource access and emulation; for
20 example, services may provide basic agent functionality, such as move
functionality, or may provide other non-resource functionality, such as data
gathering or storage. '
In an exemplary embodiment, the agents and services of the present
invention are created so that each type of service is accessed by all agents
25 in a manner standard to that service type. Thus services grant access to
resource in a devicé, platform, and application independent manner. A
service providing access to a type of resource provides one standard
interface to agents, despite that the underlying resources may provide
greatly varying interfaces. Services thus provide a unified view of

30 resources. For example, a service providing access to file systems on
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1089109B&" (hvite dtY88cdds files, and is able to call the same services on each
device using the same interfaces. Current systems are inflexible in that
agents must access resources on different devices with different interfaces.
10 For each service type, a different service class is created for each device or
platform supporied; the methods in each class are written to interface with
the device or platform. The agent interface for each service method within a
service type is the same.
In an exemplary embodiment an agent cailing a service makes a
15 request for the service to the proactive environment on which the agent
runs. The proactive environment accesses the agent’s access control list to
determine if, and to what extent, the agent may access the service. The
proactive environment creates an object which is an instance of the service.
If the service may be created to provide various levels of capabilities based
20 on permissioning, variables, members of the service object, are set to
indicate which aspects of the service the agent may access; this is done per
the agent's access control list. Instantiated services provide methods which
accept inputs from agents and may return output to agents. Each type of
service provides access to a different resource in a different manner, and
25 interfaces with agents in a different manner. The service methods provide
access to resources only if the associated variables, indicating
permissioning, are properly set. The object is passed to the agent, which
may call methods of the object to access the underiying resources.
Alternate embodiments may provide other systems for accessing services,

30 and may provide other structures for services. For example, services may
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as an event listener with the service method when the serwce needs to
pass data to the agent it notifies the agent via an event. In alternate
embodiments other methods of passing data from a service to an agent may
be used; for example, a callback function may be passed to the service.
10 Event handling, and passing data to a calling procedure via a return value or
an event or callback, are well known.
In an exemplary embodiment of the present invention certain services
may only be accessed by agents which have the proper permissioning. For
- each service on a device requiring permissioning, an agent accessing that
15 service must have permission to use that service on that device.
Permissioning may also allow a proactive environment to tailor services to
agents. For example, a service allowing access to SNMP messages, wheri
called by an agent with one set of permissions, may allow that agent to read
and write to a device using SNMP messages. When an agent with different
20 permissioning calls that service, it may be configured to aliow that agent
only the ability to read using SNMP messages. Each agent object, not each
agent type or class, is given its own set of permissioning. Some services
may not be restricted, and are thus available to agents without
permissioning. For example, a service outputting data to a display may not
25 be restricted. When an agent executing on a proactive environment
requests a service by calling a service method, the proactive environment
accesses the agent’s access conirol list to determine if the agent has
permission to run that service on the device.
Services may provide circumscribed, altered or limited access to

30 resources, separate from tailoring resulting from permissioning. For
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access to devices which do not support a proactive environment. Certain
devices, such as legacy devices using outdated technelogy, may be unable
to support a proactive environment. A proxy device, a device which can
support a proactive environment, may allow an agent access to the legacy
10 device. An agent may manage device via services which are provided on a
proxy device which can be used to monitor or control the managed device
via, for example, SNMP or Command Line Interface (*CLI"). For example,
using SNMP, an agent on a proxy device may manipulate a routing table on
a managed device. The agent may transmit commands to or receive data
15 from the managed device via the network and services. An agent may
access services to manipulate proxy devices without distinguishing between
a proxy device and another device supporting a proactive environment. For
each proxy service type, a different service method is created for each
device or platform supported; the agent interface for each service method
20  within a proxy service type is the same. In current systems agents may not
manage remote devices; agents are not allowed permissioned access to
resources on devices other than that on which they are operating. The
system and method of the present invention, shielding underlying resources
from agents and providing a standardized interface via a service, allows an
25 agent to access a device supporting a proactive environment and a
managed device with equal ease. A unified view of underlying devices and
resources is provided to agents. -
Fig. 7 is a block diagram Illustrating a service object instantiated from
service 102 of Fig. 1 according to an embodiment of the present invention.

30 - Service object 300 is a Java™ object instantiated from service 102, a class
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access the underlying resource. Data segment 310 inclu es other data
which may be necessary for the operation of service object 300. Service
object 300 includes code segment 320, which includes methods 322, 324
and 326, aliowing agent access to aspects of the underlying resource.

10 Fig. 8 is a fiow chart illustrating the interaction between agent 110
and service 102 of Fig. 1 according to an embodiment of the present
invention. While specific steps are described to enable an agent to access a
service, other embodiments may use other steps and sequences of steps
without affecting the overall operation or benefits of the present invention.

15 Referring to Figs. 2, 7 and 8, in step 430 agent 110 requires access
to a resource. For example, agent 110 requires access to a file stored on
hard disk drive 132 on device 30. Service 102 permits agents limited
access to hard disk drive 132, according to an agent's permissioning.

In step 432 agent 110 requests proactive environment 100 to

20 instantiate an object defined by service 102.

In step 434, proactive environment 100 uses methods to read access
control list 240 of agent 110.

In step 4386, proactive environment 100 uses access control fist 240
to determine if agent 110 has permission to use service 102 on device 30. If

25 agent 110 does not have permission, proactive environment 100 proceeds
to step 438. If agent 110 does have permission, proactive environment 100
proceeds to step 440.

In step 438, agent 110 is denied access to service 102.
In step 440, proactive environment 100 instantiates service object

30 300 based on the class of service 102. Proactive environment 100
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10% () - O%V%Q%%IQ Sﬁorﬁ%n'@ers 0 serv:ce object 300, to indicate which aspects of
service 102 (in the form of methods 322-326 of service object 300) agent
110 may access. In alternate embodiments, services may not be objects
instantiated on a per-use basis.
10 In step 442, proactive environment 100 passes agent 110 service
- object 300.

in step 444, agent 110 uses service object 300 by calling a method of
methods 322-326. For example, if agent 110 calls a file read method,
requesting service 102 to allow agent 110 to read a file on hard disk drive

15 132, agent 110 passes the service method inputs describing the file
requested.

In step 446, the called method determines if agent 110 has access to
the particular method requested. Agent 110 accesses permission variables
312. If agent 110 has access to the methed, the method proceeds to step

20 450. if agent 110 does not have access to the method, the method
proceeds to step 448.

In step 448, agent 110 is denied access to service 102.

In step 450 the service method performs the operation requested by
agent 110. For example, the method reads the requested file on hard disk

25 drive 132. Service methods 322-26 are Java™ methods providing access to
device 30 and network 4, via JVM 3 and OS 5: the methods are not
restricted by the sandbox model.

In step 452 the requested service method may retumn requested data
to agent 110. For example, in the case of a file read, the service method

30 returns the data as the return value results of a function call.

32




1i10% & ()-'i10% & ()-y&10%& ()- 10 10 10(:9100/&'()-!f3"1oo/&'(é-.;ggm.qpb:
1q°9$10% & () 4107 9$10% / & ()-4! &$10% & ()-!&$10%.L& ()-!&$10% qé)
3"10% & ()- d.1234A}rg\: !ql &10%& ()- 10_ 10_

"10_1910% & ()- OP"109& ()-! OP"10%-H+H& ()-!\ 9$10%s& ()-4AaQ'} 2g\: !q!
109 ()- 610%: ()- 109 ()-P"10%& ()- P! P"10% - & () - P #P" 109’ () - PLLWX6g\ :

|1 #f 33" 109%,f & ()

1, 3"10% f & (") - ()-! 109& ()-!,"109%& ()-$' ()*7~_=

L1 #1] 1 109998 ()'@G&&’F&nbb)dme}ﬁs bﬂthkﬂpr@k@ﬂr&n(;énﬁdﬁé@(&ﬁdf}eally

1 S53" 1096 7&' ()- UX\WU3~ = D)é#vmoty& I#V\$10%|&¥- lloq{«gﬁ(t

j | 1094a88 ()mustrme@/@@&iqr)désc eddorein,) g itwill bg gPRN a +10%3& ()-

10P 10PF: 109PRES 'e%ﬁc?r%%%@é’ Aids AL RFRE A bsverlb) HE A ey f@WAET 1 107
10%s& (?_‘& B¥Béhihgs and are within the purwew of the appended claims without
10P$10% -V Ilo%ﬁ B & ()-0&8 109% & ()-010% & ()-!121"Y

1098 () -/ zHEAiTtihg mﬁ*@elmﬁt&xr(q mtqmckgc(melwf ginventiompoy & () - pv




10% & ()- 10% & ()- mdYNC ! 10P 10} 10} 10}910% & () -

7i !%00/& ()-‘/%cl(()g/g}&' ()-.1110% & ()%' © 10% & ()-OE%A<YNC ! 1002 T JAN 2004
=040%R R & ()-!;=%40%R R & ()-) %0%& ()-!i 10% & ()-i

10988 () -#8&v10% & () - kozX6YNC

11510% & ()-!9%0%& ()-D%0% & ()-D%0% & ()-D'10%& ()-!

"10% $ & ()-6W_@!!f10%& ()- 10%& ()-*10%& ()-!\10%-& ()-< 10_ 10_

10 _1910% & ()-WzdE~ @!!3"10% & ()- GLO%& ()- 10%& ()-

109& ()-*1 1) IRC 2, zaB~_ @!!1"'J

109&' ()-f& 109&' ()-V$*109%&' ()-"109%& ()- - 109%& ()-! )3"109%& ()- )JOaB~ @
1116"10%&' ()-16510%&' ()-< 3z109%& ()-11

09%&' ()-!| &$109
owm(%)-!flgwmﬁ(g?@})mer &nﬁor@ T%{a?@lo 10, 910%&' SEt'(I)'gB~ @'

10%8& () - devioesngagh d@ mmg@s mfllmw&e the %%mqommls)ngi&lo‘y&' ()-
5}RIE~_@!! $10 J%t(q\f @\ o%r& ()-L!10%r& () - 10%m& ()-M10%r& ()- <I
10%&' ()- !eFaB~ W& ()- .4"10%iZ& ()-- 10%r& () -

for each device, an environment allowing agents to operate; and

for each device, a set of services, each service allowing access by an
agent to a resource, each agent having an associated permission list
indicating which service the agent may access;

where each service provides a standardized interface to each agent;

where each agent may move from an environment on one device to
an environment on another device.

2. The system of claim 1 where each service provides access to or
emulates a subset of the resource associated with the service.

3. The system of claim 1 where each service provides access to or
emulates a subset of the resource associated with the service depending on

an entry in the agent's permission list.

4, The system of claim 1 where, when an agent moves from an
environment on one device to an environment on another device, the state
of the agent moves with the agent.

5. The system of claim 4 where, when an agent requires access to a
service, an object is created associated with the service and the object is
passed to the agent.
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each service corresponds to a certain service type;
each service type corresponds to a resource type; and
each service within a service type provides an identical interface to
agents.

7. The system of claim 1 where each agent includes at least:

a code segment; and

a state; where the state is maintained as the agent moves from a first
device to a second device.

8. The system of claim 8 where a subset of the set of agents may
perform network management functions.

8. The system of claim 8 where a subset of the set of agents may act as
a user application.

10.  The system of claim 8 where each agent in a subset of the set of
agents may access a resource on a device other than which the agent is

currently executing.

11. A method for allowing a mobile software agent to access a resource
on a device in a set of devices, each device in the set of devices having a
set of resources, the method comprising:

the agent calling a service on the device;

determining if the agent has permission to access the resource; and

if the agent has permission to access to the resource, the agent
invoking the service associated with the resource, and the service accessing
the resource where each service provides a standardized interface to each
agent.
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- device in the set of devices to a second device in the set of devices.

13.  The method of claim 13 further comprising:
creating an object associated with a service;
passing the object to the agent; and
the agent calling the service by accessing the object.

14.  The method of claim 13 where, when an agent moves, a code
segment, data segment, and permission list associated with the agent is
moved.

15.  The method of claim 12 where each agent has an associated
permission list indicating which service the agent may access.

16.  The method of claim 12 where:

each service provides access 1o a subset of the resource associated
with the service; and

each service may provide access to the resource by emulating the
resource.

17.  The method of claim 17 where each service provides access to a
subset of the resource associated with the service depending on an entry in
a permission list associated with the agent.

18.  The method of claim 12 where each agent in a subset of the set of
agents may access a resource on a device other than which the agent is

currently executing.

19.  The method of claim 12 where the agent may perform network
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21. A set of instructions residing in a storage medium said set of

instructions capable of being executed by a processor to implement a
method for extracting information from a file, the method comprising::
aliowing the agent to call a service on the device;
determining if the agent has permission to access the resource; and
if the agent has permission to access to the resource, allowing the
agent to invoke the service associated with the resource, and allowing the
service to access the resource where each service provides a standardized
interface to each agent.

22.  The method of claim 23 where the plurality of instructions further
comprises:

defining, for each agent, an associated permission list indicating
which service the agent may access.
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