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SOFT ERRORS Background of the Invention Technical Field The present

i nvention relates to mcroprocessors and, in particular, to

m croprocessors capabl e of operating in high-reliabili tg g@’?‘" fackground
Art. SgldoiRksmer s arise when al pha particles or cosmc r 9@6 HIRE an
integrated circuit and alter the charges stored on the voltage nodes of the
circuit. If t LSV FORTORRECTING SOFF ERRY t age
representing gmggég%sta e n%]}/ggngchan ed to a voltage representing a
different logic state. For eBarkgreyndofithbednytionepresenting a | ogic true
state may be altered to a voltage representing a logic false state, and
any data that incorporates the logic state will be corrupted. Soft error
rates (SERs) for, i.ntegnatfd fldeGiinbentio Yl to Microppcessas aod.sn

(" processors" }E&3 as ‘'sem conduct or process t e,c.hno{)é) les scale to
smal | er _di.nensiighgicaprodssony capslte af opegating in Aighcreliahility @ %r ocess

di mensi oRS &l | ow greater device densities to be achieved on the processor
die. This incrﬁa%ﬁ%%“ uh@%ﬂ.idﬁ%ﬂérl‘ﬂwﬁhichﬁien atphaglapthdesparcosmicarays StE&E MR ¢ ray
wll strike o processor's vol tage noFesé?PI(aome{ %gr‘éﬁi?tifqﬁe vol t ages
mean thaqntggﬁ{ddej('jucghangallﬂitﬁq:d}ﬁ?@ﬁ@f‘%ﬁ@@"Gf"f’ ehndes gt el t'heh ogi ¢
state represented byt no vol t . ?&k& : BQicistaté thagibgher SERs in
t he fut urcharge 8igratigRy ﬁ‘ﬂﬁ%ﬁb‘é‘%b??@c & |negﬁ‘gér]§lc§eesgor i f tEey are
detected befone,anb1G ékg&%&ﬂingraaﬁﬁfbkﬁt logie stme cEdrexapale; 8 VOREESpr ocessor' s
ar chi t ectHFI9PAre. Protessor S frequentlyﬁﬁrrpl%/ ar .t -Fq@gﬁggg%@m SNB
to det ectregtatshtiagarlogicitom stath may be aigred ord YRI@se %%FP?@% 'S assodi at ed
wi th each bl ock of data when it . s. idt 1s set to one or zero
accor di n@m@anlggaﬁg?upm@a°§&§A°g‘§§{%$g}v§n%§%£ of ones in the data

bl ock. When the data block_ is read out, of i @eadsbgn, the nunber
of ones in thSofbemekrates (ma’{’ #ﬁd ‘f‘lﬁceun%)’gsru?}{)%ﬁﬁq?ﬁA di scr epancy

BRGE

between the val ues. :ingi i bductdd protaisredtinobigi¢sasals de smalderr upt ed.

Agreerrent( BRCHRSER ?'ﬁlé&{g/éésﬁagegélinndi cugt e?r t hat eithgr no corgold,péljc%gr has
e “the

occurred Ginch¥ioné aid foser operating wiltegesh Sreallee BrPCE: S WIERION; A latter

events have very |ow probabilities q -4 efIR€ inch@std e DikeNhobdshat
reliabl e déviet densitigh i pe %ﬂ%&t"ﬁé?nﬁéﬁ%gﬂcgg&b%één corr upted. Error correcting

codes (ECCs),.ar P clii&a osersf thh atocessec’k velirgemodan| Lo Tor nat i on
(ECGE g o g vmspuonsen iy |

for each The additional, information_al 1epiced
bit(s) t Oop@'adi@mhafgbemeandlatma:l@éphﬁgc disruptions are su*fR:Yth td s e 168

state represented by the node voltages. Both trends point to higher SERs in the future.

Soft errors may be corrected in a processor if they are detected before any corrupted

results are used to update the processor's architectural state.

Processors frequently employ parity-based mechanisms to detect data corruption

due 1o soft errors. A parity bit is associated with each block of data when it is stored.

The bit is set to one or zero according to whether there is an odd or even number of ones

in the data block. When the data block is read out of its storage location, the number of

ones in the block is compared with the parity bit. A discrepancy between the values
s that the data block has been corrupted. Agreement between the values indicates
.) bits have been altered. Since

indicate
that either no corruption has occurred or two (or four . .

the latter events have very low probabilities of occurrence, parity provides a reliable
indication of whether data has been corrupted. Error correcting codes (ECCs) are panty-
based mechanisms that track additional information for each data block. The additional

information allows the corrupted bit(s) t0 be identified and corrected.
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1 1 MAY 2004 WO 01/ 46806 PCT/ US00/ 41079 Parity/ ECC nmechani sns have |bedMpY 2004
applied extensively to caches, nenories, and simlar data storage arrays.
These structures have relatively high densities of data storing nodes and
are susc bPidsoé 0 soft errors even at current device di ngRStegBM410P9€El I

| ocal i zed array structures nmake it relatively easy to inplenent parity/ECC

hani sms.  The,_r.ermgjpi L. CUit i ncludes data paths,

Control 1ogi o, SeERPCT Akttt hile'vedl BpBALGTIREl BEsties bR 24

varied stryghir@RtaNioraBeaRaysi Thedd strudticestiaob Felatively iﬁ?ﬂh&ﬁﬂus@@datmoﬁng
y

processor die make it nore difficult to apply parity/ECC nechanisns. One
appr oach t codestangtarggpssetibletorsofierion eugnak ewmant devieddimansions. Fheitess

instructions an duplicate execut.lon cores and.c are r. determ ned b
each on an locaiiged Hee ScfS O BsiRh Sl I PR Bt PORS R R,
exanpl e, Ofe tEHPIRIRY circBS G2 bx‘&éﬁégﬁﬁcﬁ:‘d@s &ﬁ@ﬁitﬁ&,%oﬁﬁ-&fﬁ%%g’éﬁcﬁﬁ@logﬁy be
booted to run i n either a'symmetric nulti-processing ("SW") node or a

Funct i onal aadregisters (fexdembampreChethe yarieRGtcturas of theise cishEtsramdaheir nst ruct i on
execution is distributed between.th roces s,1.0 ovi de, hj gher overall
per f or manc & (il emé?égw@@%@émmﬁﬁﬁﬁdwﬁﬁpw ocessor
executes cogennqefrl |y and a second processor executes identical
instructions on the sane data that is provided to the first processor. If
t he second procé&xsappusch &t detectingisefl eaperinyanEgcaion cotsisoppragessons and

oty be. sWAEEHERDTEBERCSHBkiioR ROren i EoBAT Silts AHETRRED O SRR
system Th s%éﬁo%@fh%ﬁﬁ&fon%@irs?%@uﬂdin@&%&hﬁ’on(“hnF(Sxeéx'&ﬁ)plﬁ, ofik bbfpiter | n

addition, the inter- processor signaling through which results are conpared
i s too sl osystemdmthedss tewosepaate grocgssoss thatf may bé boatpdita Bw inlegherraysunssne’

architectural .states. uently, £his approach i 0 ui,t «f or
correcting W%%’pﬁﬁeﬁ%?%&w 9 "gﬁ:d% §.Ftuﬂﬁ%?rf?£'§d%®§ﬂiﬁe§?n{a§’g F@Fﬁkpegéﬁd)es
execution LRALNGASIMP MdEE dnsikiRliof ¥REUIOPR diNFbAEd BBtwReh tROPrOcEEOS 86 SOr
chip. The two execution cores operate in FRC node, and E Erot ected check

poi nt regi pravids kighproverpllpestermanredhan single psericasos syttems s IndFRE grodeppnscessor .

When an error is t ' ' ' a

i o1 0. code PRSGTPHECEREP E004 uthafl) o 33000 procs B PARE Blnd AP BRI
processor gh@essaméesdanpthat B@revidaktonbe fifst pagessotr i thésstond processohdetectet ur ned
to the code segnent, beginning with the instruction(s) that encountered

the error. dFREPRIYRETVETGIRARFTaHoRE gud Higse Phibeifie AraceSsqrolt &tgnal ap geror-
processor Gyl BperdRlY ML barbdilive Whhtchl BRARBLESIP ARFRY mddes BY HskiinB the

computer system.

The dual processor approach is costly (in terms of silicon). In addition, the inter-
processor signaling through which results are compared is too slow to detect corrupted
data before it updates the processors' architectural states. Consequently, this approach is
not suitable for correcting the detected soft errors.

Another computer system provides execution redundancy using dual execution
cores on a single processor chip. The two execution cores operate in FRC mode, and
ECC protected check point registers store information on intermediate states of the
processor. When an error is detected in a code segment, the processor implements a
micro-code routine to restore the processor to the last uncorrupted processor state, using
the check point registers. Control is then returned to the code segment, beginning with
the instruction(s) that encountered the error. The error recovery micro-code routine is

stored on the processor chip, making it difficult to update or modify. In addition,
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2 1 1 MAY 2004 WD 01/46806 PGI/ US00/ 41079 routines sufficiently fquL% 28’04
correct a broad range of errors tend to be relatively conplex. Mcro-cod

i npl ement ati ons of these routines occupy significant area on the processor
die. The present invention addresses these and ot her de?&?hg&ﬂl% of
avai | aboeoilweggs reliability conputer systenms. Sunmmary o he 1T nvention The
present invention provides a firmvare nmechani sm for recoveri_né fromsoft
errors in a odlalfa¥Reyfléable tOEedt abemboangetod Ermoss tenp sbbereliveier at i ng t he
execution cores in redundant mode and split node. A nethod Ln aggeordance
wi th t hecgmplernMicrovende implegentatiens of eserowHnes POy ERE"pr'scessor is
operating the execution cores in redundant node. An error recovery routine
i s execuP®CHAr ®ach execution core to save uncorrupted data from storage
structures aggonidtfdnWntibn blieresies tiets an atierdlefipiencies sbavatlgtle Bighat a i s
recovered fromthe saved data, and the first and second execution cores
are initdiability compuigr pisdEssor state data. A conputer systemin accordance
with the present invention includes a dual execution core processor and a
non-vol atile nenory that stores the error recovery routine. The error
recovery routine is invoked wWgmnidi§ oftiechrventionlet ects a soft error while
operating in the redundant node. The_routine gvm'.tc es th‘gﬁff‘r %%ls&g( to the
split node, iThewnéseht inveitiosprevidssctimBHT MGCBAMSMALT (7R §EE ed data in

its associated storage.structur : ' Oy excRffidr €utes The

routine ﬁg@mrasd%fwggg%cq&moggésggﬁlﬁ (rzgér%t gﬁg%\l;ecﬂ(}gt & Brief

Descri pt i‘o?ecﬂﬁﬂiﬁ?nﬁc%ﬁ@ﬂﬁ mé&. present invention may be understood with
0 e foll

ref er encé® owm ng draw ngs, in which | idke el e”ﬁrét %I%Pgn' di cat ed
by |ike numbers meltivgisio adeardineg ity the PRrseRfipleguep CReFR &SP E5 € ed
enbodi ments of the present inv ' PRlodé Nag e recoerk irduitinet he
scope of WPI@%%\?%W‘{)Wgth&&cuﬁgégg%s%g@%nagram of one enbodi nent of a

conput er igggécg{gd%ﬁiéaébbﬁccﬁﬁén corepd eavenincorguptbd dasn Semnstorage SENGUIRS Fig. 2A

is a bloc I agr am of one enbodi nent of the dual executi I essor
in Fig. Jassociatgd with the execution core. Processor state data 1s rccovex%ﬁ A 42'sSvedHfallC

and the first and second execution cores are initialized using processor state data.

A computer system in accordance with the present invention includes a dual
execution core processor and a non-volatile memory that stores the error recovery
routine. The error recovery routine is invoked when the processor detects a soft error
while operating in the redundant mode. The routine switches the processor to the split
mode, in which mode each execution core saves uncorrupted data in its asscciated
storage structures to a desi gnated memory location. The routine recovers processor state

data from the saved data.

Brief Description of the Drawings
The present invention may be understood with reference to the following
drawings, in which like elements are indicated by like numbers. These drawings are

provided to iliustrate selected embodiments of the present invention and are not intended

to limit the scope of the invention.
Figs. 1 is a block diagram of one embodiment of a computer system suitable for

implementing the present invention. |
Fig. 2A is a block diagram of one embodiment of the dual execution core

processor in Fig. 1.



31 1 MAY 2004 wQ 01/46806 PCT/ USOCOL41 O79 Fig. 2B is a block di agra'm]cMA\p%M
enbodi nent of the FET stage of the processor in Fig. 2A. Fig. 2Cis a
bl ock di agram of one enbodi nent of the check unit of the processor in Fig.

2A. Fi g.@dl%?ﬁf | ow chart representing one enbodi nent 0fP€T/H$MM9’I9i n
accordan W the present invention for recovering fromsoft errors.

Fig. 4 is a flowhart representing one enbodi nent of an error recovery
routine i npl enEig @B ipg bi?f?kék%ﬂ!lioé Anggpkodippeyof theFBT stagrofthe prcssser

di agr anms repres ting enbodi ments of different nmechanisns for reconciling
saved dat a™'dF «6ft error recoveries. Fig. 6 is a flowchart representing

one enbodi nent pfg, 20ds ddlEkida@agiof baé ¢mbodinemvd thesdheok ulnt of theprodes@r 7 is
a bl ock diagram of one enbodi nent of an execution core that provides
cl uster | eindfigr2undancy when a dual core processor is operated in split

node. Detail ed SGLL Ption.of. the |nventi Th olel_ Qi i n sets
forth nunerous Efﬁeg'# Filogrecfh%f‘tlréprg%enﬁp%eﬁtlcdcgnn%ocﬂr?xﬁ%rog&%@tﬁ%@r%ﬁ%ﬁg of the
i nvention. wﬁgwﬁ@suﬁmﬁgﬁf@&g&my frémlsbftiefotshe art, having the benefit
of this disclosure, will appreciate that the invention nmay be practiced

wi t hout these spigitis a flomchan sepresantinggine icorbodimant ofian eEpn recaYSHHTONHERM 0dS,
pr ocedur es circuits have not been described in detail in

.__.conponents, _and.
order to f%ﬂgmgg?gﬁyi%ﬁxs%%of'ﬁgmfeatures of the present invention. The

present inventi pipspsAvhdSs mﬁi&mhhﬂm&sﬁemngemmmwamﬁ%m errors in
a dual core processor which may be switched dynam cally between a

redundant medanisms fon resoneilingsaned data forspfveizorregayemes. t he processor operates

h [ Nl n i d l.cal
Lhe resul ts to PRt FPoRFhet ey F TiaRim R 8P R ATl e BRofC ) o

process i nglkimisn?BFFighdapendently, e.g. the execution cores may operate
on different instructions in a given clock cycle. For one enbodi nent of the
i nvention, the Figddnsahlockdirgrarapf pee embndiment ofjap greqution corephatprovdess or

cxecut o0 Hhec0Rs=AGHESDwbFn BBl madlhior b aeHE B iRl 19
processor execution node that is available to process selected code faster,
by increasing | Detailed Description of the Invention
The following discussion sets forth numerous specific details to provide a
thorough understanding of the invention. However, those of ordinary skill in the art,
having the benefit of this disclosure, will appreciate that the invention may be practiced
without these specific details. In addition, various well-known methods, procedures,
components, and circuits have not been described in detail in order to focus attention on
the features of the present invention.
The present invention provides a flexible approach to correcting soft errors in a
dual core processor which may be switched dynamically between a redundant mode and
a split mode. In redundant mode, the processor operates the execution cores in lock step
on identical code segments and compares the results to identify errors. In split mode, the
execution cores may process instructions independently, e.g. the execution cores may
operate on different instructions in a given clock cycle.
For one embodiment of the invention, the redundant mode may be a high
reliability (HR) processor execution mode that reduces the risk of soft errors when
executing critical code segments. The split mode may be a high performance (HP)

processor execution mode that is available to process selected code faster, by increasing
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4 1 1 MAY 2004 WO 01/ 46806 PCr/USO0/ 41079 the execution resources fvam?bmm

to the selected code. The split node nmay al so be available for on ;J

sel ect ed purposes, such as error recovery or boostrapping the processor.
The significant aspect of split node is that it allows t H@&,@n cores
to oper¥OodIM68ependent|y", i.e. each may execute different Instructions
on a given clock cycle. In accordance with the present invention, an error
recovery rghétexpeutich rescmreed aivailahie todire seddctedicode. TEbroIpYit mpide may@dspdiey rout i ne
i's accessed when the &roceseﬁor, | npl ement i ggca rogram thread in redundant
mode, det eevailablesior pnkyseiseted pugogssy Jich 23 GrTOTECGVS %‘akfoé’a‘ BRPIE WFscrepancy

bet ween res U&éiﬁo%.?ﬂngggﬁimﬁﬁmwﬁgﬁ%ﬁéis (A6 AW RS exculibrt szes fohe

processor PO e each execution core examnes its
associ at ed ppérafeagrddpendentlgh $.cf ach mmy reaptutcidiffateat inpimeasions pn egivkatddocks copi ed
to a designated nenory |ocation and sufficient processor state data is
recovered tydenthe uncorrupted data to resune the interrupted program

thread. The I ecoySEoordit Wik md fieldnt idvEfior, B cRUGECRNrGRRES stéred i fe

recovered processor s or one enbodi nent of the invention,
vari ous reggaveRiileaemorat Bt retdvieryematine Baecassédomhenhe peacessor,

parity-protected, and the recovery routine |nplenents_a parjty check to

i denti fy ammpleoentipg @ @regsam trgadig rede@@a{“i IBHA%TH?%‘?‘S pIPft FVB{J rJE‘Pé/e%Pé o

resources may ..i . 3 [(W=Ta] i aThéebuBaé Nt
b&ﬁ%{‘?‘%ﬁ% gﬂg dgs%%@a@%m&n resuits Exf‘lhc tf6 eRécRiidn cbre®ath

regi sters, registers, low level caches, and the Ilike.
I n gener al gyfeNesthé Pricedser wsplit inods tim mhighrmodesach exesutior cofaesammas B¢

parity-protected. The extent of protectjon _depends.an t.he s ens '

reliabilityssosipad Spmge locations farm*eredd%&?w@mlp&sfl%eﬁés F?R}é‘ﬂ"u n, the

error recover. ' ' - 1 f i I e&kodeded fionPtheone or
defigndi8d Heﬁﬁ(g& gﬁgﬁéﬁ A uffiiéht m&s&ow RaRIdathiks

bot h execut cores esl ghated ne | ocati on. The execution cores
are initi alyné@gupied Batprorssse theshtetreptd prograss dverd: dT e REYERETOURGed dat a.

For exanpl e, both execution core be initializ V\ﬁEL’! t he processor
state datalglélﬂlé%st‘P%ﬁ’fef’H%mb%‘FﬁlbﬂF%S?oé'cf%ﬁmc&P%’r(rglofe experi ence the soft

error. Al ternatpyehy embbdiicht'ot (Rélirfl@hford, vanveaedbuees asdociaredowitieeathy be

saved to different nmenory |ocations, and data from one nenory ]Jocation may

be used t 0 exepitmeordie pantyrprpteeldd cRdAhe FECOYREY HUGDE lrﬁxgmcytq Y sheckThi s
rocente: BB HHAHAE AR LA ot dggme gl L,
separat e sehgu@d, (f HQEHI pesdraliregisketsa flottrigspointiregisetsi ventroddut setushe
registers, low level caches, and the like. In general, any structure used to store processor
state data can be parity-protected. The extent of protection depends on the system's
reliability requirements.
For another embodiment of the invention, the error recovery routine identifies
and saves uncorrupted data from one or both execution cores to a designated memory
jocation. The execution cores are initialized with processor state data recovered from the
saved data. For example, both execution cores may be initialized with the processor
state data saved from the execution core that did not experience the soft error.
Alternatively, uncorrupted data from each execution core may be saved to different
memory locations, and data from one memory location may be used to replace the
corrupted data in the other memory location. This alternate approach initializes each
execution core with a copy of the processor state data from its designated memory
location. By maintaining separate sets of processor state data, this alternative reduces the

risk that a soft error generated during the initialization process will escape detection.
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risk that a soft error generated during the initialization process1vqlﬂA 2004
escape detection. 51 1 MAY 2004 WO 01/ 46806 PCT/ USOQO 41479 The recov J
routi ne synchroni zes the execution cores for a return to redundant node
following the identification and reconciliation of saved tate

dat a froﬁ“lﬂémmEXecution cores in split node. For anotherpgﬁgﬁgﬁﬁgﬁf of the

I nvention, the processor may be configured to retain sone |evel of

r edundancyTheé tesbvenyeutinecynduonizesshe expchben easesetor a et totredrndant mege

le, th X I, , f h ' | cal |
o gani zed 1oy g e AL TRg 8 Sra PRsBt Syt lfah I C0C e

execution B SoRPR] @ifmolde. | OCk step on the sane instruction when the
processor %&élﬁ%&ip?it n%(qjle, and results from the redundant clusters may be

conmpared to det Fot amligr estbodimeenhof thie inventom dheproressentanbe eonfiguradty. 1 js a
bl ock | evel diagramo ne epbodi ment. of a.conputer. system 1 i

accor danceTsifif FOWF °‘i§i 8@@ﬁ?ﬁ%§%ﬁﬁ6‘r@° tﬂﬁﬁ’ﬁg‘faggx%?&%ﬁ?%b“ W (’lragégora

pr ocessor %%ﬁsqlg,ﬁghP ggfcg%%egb@m&ewayh R4 utiéh SbtB Alybe IBHBALY Jf@8nizédiitesy St em

| ogi ¢ 108. routes communi cations anong processor 102,

non- vol at i fednAgandeyechfidn chistrs fdy splitinmodemperagion 6l hefgxeeutiagy clusiers wpergtenbut i ne
190 is stored in non-volatile penor 104, al thou%ﬂgpor ioncg o‘f11 [ﬁgti ne 190
may be coplesh SEPRIMBREYTE MSUEgHARRen Hhe, Bragesseps m e PSS EENS8i nent
of processgr ' el SmpRreasy ! re@rors- withib)a sifigle @%&dution
execution r%g%aﬁ%ly&'g%?%gsﬂﬁo%m ng ggtrdgﬁglt%?us registers (CSRs) 120(a),
120(b), angom. check unit 130. Each CSR 120(a), 120(b) includes a core

bi CSB) 1 4 . [ lv. ADb ' f
Cranafer dat i His ddeapleck Test bizsfets Pt siihofintie o § sobiler Sefe 40010
execut i ona%gd’oﬁ%agﬂwm,mééﬁﬁé& iﬂ%ﬁﬁbﬁge@omﬁf@l%ﬁf%m 10@cdpredts agreesdr 102,

execut e, Ire | nst i

uctions. In the follow ng discussion, references
to execut i amosoobsild bemayy 10418 dyhamicansrueryi lfGeanssysisnelogic HI8. coiieEno8iCappl v
to a specific execution.core 110. Referen 4, and any
ot her  resd0$ eues RMMRIEAYPAS ATONE PECEROT ﬁ@)‘(‘é@ﬁ?ﬁ ??F %’%‘?‘8 aé%e treated
simlarly. glihhieGherRat1 060 A8, erfor @Eddvey Tot e E0lid Qtopedtintion- tditile areenory
i nstruction roma code segnent in lock ste and the results are
conpar ed by04 edtheughpartionofirguidng i maybe 69P5°CF (shadawed) tQ.dmamic MY e 110.
In split nggg execution cores 110 operate "independently". That is, each
may execut i fferent instructions fromone or nore code

The disclosed embodiment of processor 102 includes a first execution core

110(a), a second execution core 110(b), corresponding core status registers (CSRs)
120(2), 120(b), and a check unit 130. Each CSR 120(a), 120(b) includes a core status bit
(CSB) 124(a), 124(b), respectively. A bus interface 140 to transfer data/instructions to
and from processor 102 is also shown. Each execution core 110(a), 110(b) includes
resources to fetch, decode, execute, and retire instructions. In the following discussion,
references to execution cores 110(a), 110(b) are not indexed unless the comments apply
to a specific execution core 110. References to CSRs 120, CSBs 124, and any other
resources that may be duplicated in execution cores 110 are treated similarly.

In redundant mode, execution cores 110 execute the same instructions from a
code segment in lock step, and the results are compared by check unit 130 to detect
errors in either execution core 110. In split mode, execution cores 110 operate
"independently”. That is, each may execute different instructions from one or more code

segments. As noted above, split mode may provide a programmable high performance



segnents. As noted above, split node may provide a programrmabl e hi th MY 2004
performance 6 1 1 MAY 2004 WD 01/46806 PCT/ US00I 41079 node for selec
progranms since the execution resources available in the processor are
effectively doubled in split node. The |evel of i ndependenlg@@g&o
execut i onwoanae80610 in split node may vary in different enbodinents of
processor 102. For one enbodi nment, processor 102 nmay operate as an SMWP
system i npl Iﬁaﬁ‘ﬁo‘f-@el@&e@pﬁigfﬁls&;ir&é@lws&ouﬁmfmpoumavaﬂablt &n the PEYESSOI Affpde.

in this case, each execution core 110 operates as a sSeparate processor,
sharing ondffectimelymoubled osplismedand certain conponents of a menmory system
Thi s enbodi nent of . pr.oces ' ' inlsplitmogofay Vst
requires a high &?Fg?lréﬁ%%%l}%g%s@%%not ﬁéoﬁeﬂs‘éﬁlﬂnﬁgﬁt of prg}(lzefgor 102
MRy SUPPOT t; SOfErehfMRboddneRto UPprobeserel02e dor onx embodiment, greessspr 407 magp i t
mode by providing appropriate channels to share processor . state lit

i nf or mat i onoperate ae en SMFhsystemeimplaraeIteden 2 SRg S%é"i%é'ﬂ]epé‘dﬁﬂh?n't and

split nodes may be.accompl i.shed ! | EHRNAR e
control . Fomoddf Ihiseast,§agh W%g%géen%% \eP%E@?sSV\haS été %,}Q{?]J rmsglééﬂ gvvl tgh

i nstruction EnIgWe @%ﬁs&”&i@'ﬁ@h édhani @mponentd iof henezmiry pysigma Fhis ¢mlcdirgenai ng
executed, an operating system (QOS) schedul er, i,nterr.ugt andl ers. fegs{)pware
routine or piogedsar 1@Dbispenicularyus ul fonapde batreapirssAhigh RREPIRARGE PIOSHSPchi ng

may be triggered i .esponse t Edd . Bilvesn of a
particul ar %Wﬁwgﬁmeﬁyﬁmggﬁogg@?%&%}‘ ﬁg&glkidé‘?ggglnﬁy&gg%en results in

di fferent eéf&uﬁbm@o&w AFinQplif @664 bY providing apprepitits chamalsdy shave progawsor
enbodi ment of the invention, CSBs 124(a) and 124(b) indicate the states of

executi on cenesinfol®@iyn errxegutmaipre 5esAPEeS: | vel y, and CSBs 124(a) and 124(b)
toget her indica e.{q E‘%ﬁ ?%g‘gecLQCMB&R a\%gﬁmg&esjf% beSacBfiipfkiieddinddihe
0

execution node ofP™ cessor as a e may be ‘tracked through a single
Processor S aldwirdisbfrvRSRY fitmtare dondlL dF@dobyardandfammedre seRtrolifdri g. 1. For

one enbodi nent, B 124 is set tgQ a fas val ue, . e. g, .on essor-

102 is to bewitphingtmedd W%d%ﬂ?“%ﬂ%{’e B “P“? "\"Iémg‘éf'&tcgffgmggrgg{\ val ue,

e.g. zero, egq? rg)n(r:ﬁti ed Q4 oipél'aﬁﬁ BRAIGREOS) Schetiles; phtefrupmithdleGSBr@are may
a €

be adj usted sw'tch®instfuction triggers a switch bet vq\c;en
redundant  ggghifeRirisimitaydearcesy/For hariwass conteadieditiing et SWHFRREMAY %o t heij r

operations according to its exegutiaon npde, . i AB2%h ment
of processonriggered inTEERONEG tosletect con&itwns,%. g. ek&utiblSf & p%ﬁic seuBasH

type, detection of a discrepancy between results in different execution cores or resolution

of the discrepancy.
For one embodiment of the invention, CSBs 124(a) and 124(b) indicate the states

of execution cores 110(a) and 110(b), respectively, and CSBs 124(a) and 124(b) together
indicate the mode in which processor 102 is operating. The execution mode of the
processor as a whole may be tracked through a single processor status bit (PSB) 128,
indicated by the dashed box in Fig. 1. For one embodiment, CSB 124 is set to a first
value, e.g. one, when processor 102 is to be operated in redundant mode, and it is setto a
second value, e.g. zero, when processor 102 is to be operated in split mode. CSB 124
may be adjusted when a mode switch instruction triggers a switch between redundant
and split modes. Various resources in processor 102 alter their operations according to
its execution mode. For the disclosed embodiment of processor 102, instruction
fetching, instruction retirement, and result checking are handled differently in redundant

and split modes, and the corresponding resources adjust their operations according to the

states of CSBs 124 (or PSB 128).



fetching, instruction retirenment, and result checking are handl ed
differently in redundant and split nodes, and the correspondi ng résLMﬂJeJUU‘l
adj ust their operations according to the states of CSBs 124 (or PSB 128).
7 1 1 MAWG 0 4es¥d 01/ 46806 PCT/ U500/ 41079 An enbodi nent ofpciveseessnys 102

havi ng dual execution nodes is disclosed in U S. Patent Application Serial

No. , entitled " . | i Ral.ialL i ti. e" and
filed on even d%&%@?&é\%&ﬁﬁ%&%& Orﬁeh%lr}igg gh%lge%ér# néﬁ&%‘?r’ ?sodé%}'g?ﬁ%gnne

enbodi nent (0§, PitenesslicaléiPSerl0Ndg. he _di scl osed, endedi"Mibfopraassdr Weecut i on
core 110 is reﬁgesent ed as a series of stages in an instruction execution

pi pel i ne. [EHighRelikjlity @psratinmpiipdet andfiled gp eerr datohrrewithons i npl ement ed by

o peli ne. st ages Ty b ARG UF stclfe Bl ShE HihodRe: AR Brabe Fonbbe (e

I ndi cat ed JpRRIsad eMBEdiniens chélCéxRitoddte 480 B rapSsctcd\Us Aadriésofrgesin 4N
cores 110 froma nmenory system 270. Menory system 270 represents dynam c

menory 106 izstucuery exasution pipeline. Baghitage cPaesperdsploas or mOreo®sBione pr esent s
one portion_ of nepor em 27 which Sl from,execut ed
i nstructi O%P%F&R%%i%%ﬁé‘h@cﬁ?ég%@ OEJeBE ﬁhg%él}séﬁc%‘ﬁ'st ﬁgégﬁlﬁgay&%p as

processor hghelifé siakes iy BEuhdgstoed tORpRsaR BV 1851 thdlleReculedthd Agicdtedc! osed
enbodi ment of processor 102, each execution core 110 is partitioned into a

f et ch ( FETppenategs. dnstrucsiopeanstidata prarovided )ty exgention cpeagild O drom g&@)norxt age
230, 4 T 0, i
o SRR T e 5 A el BRI B BRCI B AN RS RbL T

(RET) e or fons are ré nory®system

270 i n FET cadhegeFord{ampld) @adtfl Z8(erepfbsénts brie irli@Nsf MéBof/ayodi2 70nb avhieps
i n-DEC stage 220, and source operands specified by the p.op(s) are
retrieved resulEftom @geutednstrpgaoRsre pridies. Casheif0amryd lopited an thesgmg

oper ands in,. ' l.sed by the p.op(s) are
signal ed i E"‘Eé?pg‘{’%gsg"‘éégf‘”?@%ﬂ%@é‘?‘g%"e’?ﬁ“éﬂgkﬁ%a stage 260 if no
exceptions are et tetdistlosed emiblodirdén of poeessentidembrexecutivaubies] rism retired
op(s) are wjtten to gach 0 through retir nt channel 264. Ipn.this

di scussi onPAHERFAENR B%mhﬁ#&ﬁﬁﬁﬂbﬁﬂfﬂo@?(ﬁ ) $tags 220 ALegitier (Rbar e used
I nt er changeapl ¥3@ Sn¥kBeurd @ngﬁta E940, dCieleBl (5B Bl 050,148  Bifehtent AtEET) { O

the instructfon 'recognize _ ne execution units € processor. he

former ref stage 360.nOne ormosnigsiractionsard wirieved fram némotysyseme2 1rio FEJestageo t he

processor . 208" TP PR SEA R Rbs ade B e Tito WBFs kb Sude 296, o' hekgnee
operands specified by the |Lop(s) are retrieved in REG stage 230. The pop(s) are

executed on the retrieved operands in EXE stage 240, and any exceptions raised by the
pop(s) are signaled in DET stage 250. The pop(s) is retired in RET stage 260 if no
exceptions are detected. For the disclosed embodiment, results from retired pop(s) are
written to cache 280 through retirement channel 264.

In this discussion, instruction, instruction bundle, and macro-instruction are used
interchangeably as are j1op and instruction syllable. The latter refer to the instruction
recognized by the execution units of the processor. The former refer to instructions in
the form in which they are provided to the processor. For some embodiments, there may
be little or no difference between these entities.

Embodiments of processor 102 may include a buffer to decouple front-end
stage(s) (FET or FET and DEC) from back-end stages (DEC, REG, EXE, DET, and RET
or REG, EXE, DET, and RET). The buffer temporarily stores fetched (or fetched and
decoded) instructions. This allows front-end operations to continue, even if back-end

8



Enbodi ments of processor 102 may include a buffer to decouple fronq-p[rﬁ\( 2004
stage(s) (FET or FET and DEC) from back-end stages (DEC, REG EXE, DET, and
RET or REG EXE, DET, and RET). The buffer tenporarily stores fetched (or
fetched and de?oded) instructions. This allows front-en @%@}%ﬁgs to
cont i nuéYO8Y#M¥Pt pback-end 8 1 1 MAY 2004 WD 01/46806 PCT/1 141079
operations are stalled or otherwi se delayed. It also allows back-end

oper at i onsogesatioms aressallddforfathamwise delapgse rihalse Ao vy backend\ppgratiopetoe mhodi ment

of processor 102 | o a decoup) i ng,buffer [ L O ted in
redundant FFSERS lﬁ'ﬁ':!EBb'?’ﬁ%?ﬁmf% éﬁ‘ﬁﬁ g%loé_ge ﬁ%‘?é’crﬁé'%ﬁ{ é@%ﬁessﬂ;r&og it Q;g%]&‘)%
processor &?&ohﬁﬁﬁ’g Buffé'th ceitb@lerrofletedfedith RRuhdmt siciges. For exanple, a

di scl osed stage nay be subdivided into two or nore stages to address

timng i ssues oThé prstntimentibn dorsmopreguise pamtition 6€ RrosgrseiL02 ing 2 partiglat el v,

two or nore stages nay be _conbined ipto a,singl . di nents
may or myS%S%P@ﬁEP%VX%FSdé%BEﬁWﬁ% a&&cﬁt@;ﬁls g?pﬁy?&%@fdng%@%{t%\ﬁ slomay

| ncl ude_haf ek £acsqb afidrBEATRinddsshiiSds MiSitaR 1 bt prédes b dRick sis i scl osed

pi peline ©providés only one exXxanple of how operations may be partitioned in

a processopltématively, twa erfmorestageemenbe combined into a Aingls siagewOthelr each
execution core 110 are status/control ,(S/ regst el 34, Lsters
235, and ambemERIBR HAnatret Tt ofSupng SIS S el spoinfiplifey
governs th&cmﬁmg}dx@ﬂe%é%&%ﬂggﬁﬂw&ms b3Q0f-br@kr. eRREoseBhpipeliagi St ers 234
typically “include CSR 120 (and CSB 124). Data registers 238 store operands
for use byposidesosly oresuampizsofihoweopstationsmay be partitioned e PRFESSeLIORES 44
buffers oper_ﬁnds bet ween nmenory system 270 and ot her resources in '
execut i on WEPERAQRIESEHINERNPHg on tinming constraints, data cache 244 may

provi de oper andg jiPsnddnFof Shekedudion 385e 1110 exQanubicomtrol €SA)registersr34EXE
stage 240, or to both. For one enbodi nent of the_ invention, .each execution

core 110 paevigissersd3feandy dataeacheRid.ySit: watstars $3 siere 1aformatiop Wb, s 234,
data regi sters 238, an h 44 | !;H‘%l) are
synchr oni z &4 B@P%ﬁago%%? %’ﬁﬁ%‘?ﬁcﬁraﬁis érﬁﬁgta\fh g;\{?;{(%ije]%foﬁrsgtﬁﬁejb V\/ne?I
processor #RRide TSR 126 (indd2SB 124)d Patd regiprs 2381sidee, opemnds furiuse by yrrens110( a)
and 110(b) may operate independently onacg{?ff repft§ instrHcHLons. As not ed
above, var resoercesBgaerinncoss 1 H) gpd g cachs 2 BAPSFOCH PFPEFR MM el s of
coor di nat i b Re Gl ek Sculibh Cale AIOY Deblhdihg bf tisithg boradnts, as

I ndi cat ed %téﬁ%zﬁgg%ﬁégpggﬁ?%\?fﬁeg%@%A. For exanpl eg | f pr%c?ass.or 102
oper at es adata cathe(l4d miy provide operands to data registers 238, to execution resources in

EXE stage 240, or to both. For one embodiment of the invention, each execution core

110 provides some form of parity protection for S/C registers 234, data registers 238, and
cache 244.

Execution cores 110(a) and 110(b) are synchronized to operate on identical
instructions in lock step when processor 102 is in redundant mode. In split mode,
execution cores 110(a) and 110(b) may operate independently on different instructions.
As noted above, various embodiments of processor 102 may support different levels of
coordination between execution c-ores 110(a) and 110(b) in split mode, as indicated by
the dashed arrow in Fig. 2A. For example, if processor 102 operates as a single chip
SMP system in split mode, the need for coordination between execution cores 110(a) and
110(b) arises mainly during mode switches. For other embodiments of processor 102,
execution cores 110(a) and 110(b) may handle processes that are closely coupled. These

embodiments support some sharing of data between S/C registers 234(a) and 234(b), data



SMP systemin split node, the need for coordination between executif)r‘ ﬁﬁ\;eﬁ]
110(a) and 110(b) arises mainly during node switches. For other 04
enbodi ments of processor 102, execution cores 110(a) and 110(b) may handl e
processes that are closely coupled. These enbodinments suygfardoolye Sharing
of data WeONAW® s/ C registers 234(a) and 234(b), data 9 I 1 MAY 2004 WO

01/ 46806 PCT/ US00/ 41079 registers 238(%@? %2%; and data caches

244(a) andegitetHI38(akand3Bbisand it cachesy fp DB IR pet ween t he

di fferent pi sta .__Fi.q. ' t of FET stages 210(a),
210( b) sui'{) aq%fﬁswg\k}?ﬁlﬁeg\v%gﬁgc |orﬁ§mteéyd§gcution cores 110(a),
110(b), respect f4ebB shbws srbtitsbdithentad FETages P10(n), RbAD) stitedle OET st age 210

i ncludes an instruction pointer (IP)-select % 212 .ag& an _i.nsgruction
cache 214 prosidingsinsiougsionsiioexeprionsomsel 196, 118(R), Fesprctivelys inrsdundaptngde 5,

| P register 236 that L0 thad ; | B gMUmR next
I nstructi owdf%%ba’%ﬁ'eﬁm F‘RE%%@ iﬂ‘?@'ﬁ"pﬁ%‘%&%{é?ﬁ%‘( b(l)ﬁb: S$rxizg‘;udes a MJX
216 at t hey;Outul indfuctio bache D44 Mar iddospRito DEC stage 200, RIChygiOSBe23424

t hrough AND gate 218. For one enbodi nent of the inventjon, instruction

cache 214 melpdben P segigerdi36ibatanayhe initialipgdbysofivrsto indicatedbe Bkt vux 212
receives IN at jts data inpputs _frt. ; : LNCMIF regi ster
236. In re%%\*%@“t%%&“é%‘ rl‘éf"&‘?‘ﬁg?"\c%én#%%% ?‘?S%?a 12 sg?ﬁe(h:{tsheone | P
to indi Ca&% L6t CAhel 21409t MUK 216 i comeolled by ICSBs YdnthromghAND 4ate HBspl i ¢
node, CSBs 54 are set to zero and MJX 216 transfers the instruction

provi ded bFor onstermbediment ehthgdn By instrychion gache l4dnay; be PIfetd YA 236 a)
and 236(b) are.initi Iizedhaag%d&)dat ed i ndependently, and caches 214(a)
and 214( b) PAEEPAS FAEPORE TG T NSt ructi ons to DEC stages 220(a) and

220(b), respect \Mekp12 kéreives Iy ivs dandaputCRBm viaRibus seurees, inchidinglP and MUX

216 provides the instruction fromcache 214(a) t st.age 22 . An

al t er nat i veegistdsG3bninfesponsetora Sigaga 1@2@@@%%?‘%@%%@ | nst ead,

oo [ el Stel & SR ohS hexciifiuliof fhed fronfidahe 2 24 AnSplitide CSBaI 22 @€ t O
redun

the sane ant node, and FET stages 210, incl udi ng caches
214, oper at& é ferb@ad MUX@16 uRasfersithe Fisirhttion providpd by instwetion eachs #b#(bdtesi gn

on FET st alesbisaons Reresy BaaL T FAA0] e ilieine e SBA R RideBbndeRll Ct D0
i nstruction fet el N hohd1edy aartorRigdinkinsnations i DEC stageh 82@(apand i on

node in which processor 102 operates. Fig. 2C is a bl ock g%ai%
r epr esent i pEO(by eespattoaivelntrediindalanide, G5Bs 134 apset to one, an

provides the instruction from cache 214(a) to DEC stage 220(b).

An alternative embodiment of FET stages 210 does not employ MUX 216.
Instead, IP registers 236(a), 236(b) and caches 214(a), 214(b) are initialized to the same
state for redundant mode, and FET stages 210, including caches 214, operate in lock
step. Persons skilled in the art of processor design and having the benefit of this
disclosure will recognize other variations on FET stages 210 that may be used to
implement independent and lock-step instruction fetching for execution cores 110,
according to the execution mode in which processor 102 operates.

Fig. 2C is a block diagram representing one embodiment of check unit 130 in
accordance with the present invention. The disclosed embodiment of check unit 130
includes "n” comparators 290(1)-290(n), an OR gate 294, and an AND gate 298. A
comparator 290 is provided for each execution unit in an execution core 110. For
example, one embodiment of processor 102 may include an integer execution unit (IEU),

a floating-point execution unit (FPU), 2 memory execution unit (MEU), and a branch
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accordance with the present invention. The disclosed enbodi ment of jchesy 2004
unit 130 includes "n" conparators 290(1)-290(n), an OR gate 294, and an
AND gate 298. A conparator 290 is provided for each execution unit in an
execution core 110. For exanple, one enbodi nent of proceggarseddidTaay

i ncl ude ¥R VA8 er execution unit (1EU), a floating-point execution unit
(FPU), a nmenory execution unit (

MVEU) , d b h 1 MAY 20
01/ 46806 PEELWSHONIL BRE) @%b%ﬁﬁdﬁﬁgg) of FQC%F&B%‘F‘-}E%?’”}?@“E@- ?Hé‘é“ 8?‘%8‘2‘@??\69
e 110 F . . | . . 4
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out puts of 2?6(3) IrBkiRor duthints oMBESEUS RPUBRMEUS; enpBRUsy mispectivelynirom@xecut i on

cores 110(a) and 110(b). For the disclosed enbodi nrent of check unit 130,
each conpaexdcotio® ooregdHahandst 106b)) ogi ¢ val ue zero when the execution

results appli wﬁg%@fﬁ%ﬁ%ﬁ%@ﬁ@#‘%r A Mledk 400, eX déenfRPio enbfites

execution resul one enbodi nent of check uni 130,

conparat or g 3@?9‘@5@ 260 WheahBE kxceaimaeailarappli@RogatinpRts maghradatlegica | ogi c
val ue one en any of comaparators 290 indjcates that jts tgﬂgrg}eéﬁpontdi ng
N SOE an

execution walaelohs when thegxegtionresults do 5t matcho Forpae
ERROR si gnal _when AND e_29 i i 1 eslhéent ,
this occuré39ﬁfé’ﬁlfﬁﬁgrs%§§ A i?“o ﬁ(‘g%%gmb%gﬁggﬂﬁgﬁ%ﬁ%fgcﬁor 102 is

in redu ndara[}e WRES anfBf S6tidpatiors Rovliridivatdsahaiits cofregponding suecution remits da

having the benefit of this disclosure wll rggﬁ%%ze @t t}}er %‘i’éi a{cims on

check uni t nadG@atcha{ThewptiyeobOR satet284 seyes AHH Yghd vher &5 G cores

110 when proce r 102 i s | t124 Qreciich ¥ t@r ovi des
Senabied, g&;ﬁg@ﬁ%ﬁ%&@%ﬂﬁt RiR¢ Becul e hex €888 12

a firmare! a at may be inplenmented alone or in
conbi nat i ory,wi;teh Wheh PrevessonoR Sai tedandanbawded. recovery nechani sms, to

restore the processor to an error-free state wh a. di.scre kS detected

i n redundant md’@ﬁoﬁhéhgﬁﬂl@?%ngﬁFﬁgf&f’W“? vwlgetgce 'ﬂ?iﬂgg‘r]ﬁslson are

unlikely to. fCC“rwhf}e@ﬁdihc?iﬁ&%ﬁ%nﬁ%%ﬁeékmﬁﬁimﬂhhﬁmepbshq/civa&ddbffer ence
S dete

bet ween exéléﬁﬁ 9B Viesu cted by check unit 130 is ljkely due to a
soft error géhiloheesalts iméxtecytionfcooesd 10fwhesypseqsssos 02 dy ingedunglantappde, g o

structures such as register files .caches, |z ] Y
particul arly suscEfIFHPEIDYENtQRRIRVi ﬁ%ﬁ@“’ﬁ%ﬁ%ﬁ%%?ﬂghﬁ%?g volt age

level s that,, .r epresent Jonesandolndeen withiardwirt andsoforarpdpsedaecorary ous
points of the rnstruction pipeline. The present inventi.onwgrovi.dgstccq d
mechani sm treechesisms ctoirestergthe Brog@sqmganemr-free state when a discrepancy 1s detecte

in redundant mode. The soft errors targeted by the present invention are unlikely to
occur in both execution cores 110 simultaneously. A difference between execution
results detected by check unit 130 is likely due to a soft error in the circuitry of one of
execution cores 110. Storage structures such as register files, caches, latches and the like
are particularly susceptible to these errors. These structures store voltage levels that
represent operand values, instructions, or Jops at various points of the instruction
pipeline. The present invention provides a mechanism to restore integrity to the
execution cores of a processor operating in redundant mode, when a discrepancy is
detected between results generated by the execution cores.

According to one embodiment of the present invention, a firmware-based
recovery routine is accessed when a discrepancy is detected between the results
generated by the two execution cores of the processor in redundant mode. The error
recovery routine switches the processor to split mode, in which mode each execution

core examines data from its execution resources for errors and saves the uncorrupted data
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execution cores of a processor operating in redundant node, when aq 2004
di screpancy is detected between results generated by the execution c]oMég
Accordi ng to one enbodi nrent of the present invention, a firmnare-based
recover;wggg,ggsﬂ i s accessed when a discrepancy is detect®Qér/psjonees t he
results erated by the two execution cores of the processor in redundant
node. The error _recovery rouyti ni‘ksvm'tches t he rocetiajor to split node, in
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processi ngianrrﬂplf@ﬁgbefammwaﬁed programthread. The use of a firnmare-based
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errors than can be.. ' - @&%gg - recovery
nmechani sns™oFotR i @;\EA{%IE geﬁﬁg%g |%H@glgm b‘gﬁ%ﬁg@ﬁ?ﬁnﬁ%@t on di é«»f&g‘f@g{

Fi r maar e- baggly of @e6 tfay oak dbaddressedaiaroule migrodabde onmrdwaresbdsyd regoveapd| e
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t ens, h ' : k
systens, suc {"rf Iﬁééﬁ%.rﬁgﬁxé Exe l&&a@gfﬁ%ﬁgﬁs&%@ é‘,aﬁm [a¥dreft etvort 6 impl&mém K e

appropri at EQEYTon It neceéssar ment of the invention, the
error recoufpnpvéraetits meerroryredsoencalgerithchs. finnddigon, dirmecing-haseditecvey\VC) . The

MC may be triggered by check unit 130, when a djscye cy i s detected.
Al t er nat i valeghanisgas %P@@@gé@ﬂh?éﬁv?lisyg?mﬁtsf‘gbﬁ Sytsﬁﬂh[ﬁ'?lgfné‘?y‘f’ﬁg of fcr epancy
through a pggrgq;@g;ﬁs{eaﬁwawa gameaeaa{lﬁ_nws r the error recovery

|

routi ne on e hardwar e hani sm fails. rdwar e recovery nechani sns
i nclude, for eFargeembodimenrafhe inventinne theteiron resoverygputane mey be 8erssst t he

execution core(s) tq.re- e et he,lnstruct.ion [ N i.th the
i nstructi oH“‘P'{ﬁ(h %\ﬂf“gﬂnet WE?@?‘)E%N& stedgﬁg%rféh?%ﬁégg@ﬁg{ ?ﬁsbgg‘fc dw chart
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ef

correcting sof rors. Method 300 Is initiated when an error is detected
discrepancy through a hardware recovery mechanism and trigger the error recovery

routine only if the hardware mechanism fails. Hardware recovery mechanisms include,
for example, resteering the execution core(s) or portions of the execution core(s) to re-
execute the instruction streamn beginning with the instruction for which the discrepancy

was detected.

Fig. 3 is a flow chart representing a method 300 in accordance with the present
invention for correcting soft errors. Method 300 is initiated when an error is detected
310 while the processor is operating in redundant mode. The error may be indicated by a
discrepancy between results generated by the first and second execution cores. When the
error is detected 310, the processor jumps 320 to an error recovery routine (ERR). This
may be done, for example, by triggering an MC, and directing the processor to the ERR

through an associated vector table.

The ERR switches 330 the processor from redundant mode (RM) to split mode

(SM). For one embodiment of method 300, each execution core operates in split mode to
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310 while the processor is operating in redundant node. The error rpaum 2004
I ndi cated by a discrepancy between results generated by the first an
second execution cores. Wien the error is detected 310, the processor

j unmps 3300 hPadkds €rror recovery routine (ERR). This may becyiosw4ider
exanple, by triggering an MC, and directing the processor to the ERR

F edongant Ko ioilptl sttty Bari ol SithdeCMERCears b ASHRAAGETOCT (1 O
each execid ity I6¢iond Wrabeapteddanlriay bevdentified b sdanhird\Ye 26@4n PEiGL/ 46806

PCT/ USO0/ 41079 save 340 uncorrupted data fromits parity-protected storage
st r uct ur epratected rgseuices £y PankyAsiops PrdyANPYIRE thidaa fIom heSeresAIpgHlo Be

st uct ur egrat . o g |
errors. o M3 IgTRgEend st el b TorBRh BRI WARIMGBFSAoRT [

and scannichis cbmplet® S0l Rtdatalsavesp thieishyededatDis Seconbiled B60 to @ueideanon  cores
conplete 350 their data saves, the saved data is reconciled 360 to provide

an uncor moppereipted set f ppcesessaie dataafior aagther epphodimentiod methasb¥i0nemly of

s st or agie Seriiot Fie BERHURE B Fob IRl el Flk il Bibeplipf MBSl 2 11

| ocati on. dihoM§REERE méndrglovatios BHdpiotessodis ietariedBI0qo redufidare nede) i on
cores are initialized 380 using the recovered processor state data, and
execut i on thef exchatiomeases g iritalized 380 ysipg theygcy wsgshprocssor statg dagntndenbodi nent

of the inventi.on, .pro ' .t C ween redundant and split
nodes undéﬁ“‘é‘&f’{‘\%&g l@%ﬁﬁ%ﬁ}’%@g%é‘ngﬁ rshl?gé switch instruction. For
anot her enbodi IFRRbnOEMbb&inicny&fithe vendids processes 302 isldtalig basveswi t ched
through a hardware nechanism, Prior to detecting ébdi screpancy, t

¢ he
processor redandpntand sAHERedssaRdersoftwarr.contiob & 8- tRUEH Mode SHFR INstpchang ¢
step. Wienr a_di SRl : L : '
I mpl ement ri:toFlg't(ij Antlﬁ;%re SW tcﬁﬂ@gq%trlgg%rﬁan’g&g%gﬁei%E-l?%?g‘élqﬁ/s}v r%%ggmfh?@t ruction
(SW SM t Gagisedie meelanismn core. In redundant node, these instructions are
staged down the pipeline stages of the two executipon cores in_ lock step,
swi t ching the Mé@&ﬁ’cm{g& gif?ﬂanﬁ% CW?Q?FSPWWF@&“F@t%F@di@thUS no

need to s Aani i | . . Cnee
LRELBH B oBeral SRS . O o dRBreplaGey WL BB b relBiley

the processor i's in split node, each execution core nay. ) ]
execut e t heutihetraay implement thpmode switeh by proriding/\p switehrto-splitgnedednstaistion s)

ol Tt moadS B Rnfl PR el Boudne RS R Tl BAE b BBy oo

down the pipeline stages of the two execution cores in lock step, switching the processor

to split mode when they retire. There is thus no need to synchronize the execution cores
on the switch to split mode. Once the processor is in split mode, each execution core
may independently execute the data recovery operations of ERR.

When the execution core(s) complete its data recovery operations, the processor
transitions from split mode back to redundant mode to continue the interrupted program
thread. For one embodiment of the invention, this transition may be implemented in
stages by executing a switch-to-redundant-mode instruction (SW_RM) in each execution
core. Staging the transition accommodates differences in the times at which the
execution cores complete their data saving operations.

For the disclosed embodiment, SW_RM switches one execution core to a “ready
state”, e.g. CSB(b) 124 = 1, in a first stage. In the second stage, an SW_RM instruction
switches the other execution core to a “ready state”, e.g. CSB(a) =1. The processor

returns to redundant mode when both execution cores reach the ready state, e.g. PSB =
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thread. For one enbodi ment of the invention, this transition may beg | MAY 2004
I npl emented in stages by executing a switch-to-redundant-node instruction
(SWRM in each execution core. Staging the transition acconmodates

di ff er enggg ol/Mesbbe tines at which the execution cores compgraiseosived r data
savi ng operations. For the disclosed enbodi nent, SWRM sw tches one

execut| on cagg, | Snd CSRARY ThS rind sbedid saBB(Rly dvidia i whbld (Gnfulthious a0e-

In the sec age, an Instruction “swtc he ot her executl on
core to a swRelyiubpat,®r nocat@ll (S&fdental switchihéepending os die algerithmnsed ©
redundant node when both execution cores reach the ready state, e.g. PSB 13
1 1 MAY 206chedeche mago§wieh Instsuetionso79 CSB(a) AND CSB(b). The first and

second st ages ' -yl %)%s ] | rt, or not
at all (sequen?ﬁiﬂe (}é%){%ﬁ? ?ﬂ%‘ﬁggﬁ(&"é‘gj‘@ncﬁ’%ﬁ a g%P?%IrlnﬁE%gc %otﬂ@schedul e
the node swidcedbor Bwitthesifion split thede toaedundaritntodal Fomsthenanisodiments oftheor es to

be synchroni zed before the processor switches fromsplit npde to_redundant
node. For dnveatiomayaehrapigationgnay he implameried diroughakasdare machapishaobe

i npl ement ed_t hr.ough L [ |, S r | [6 cution
core rmay t FAHEPIF %‘ﬁ *?%‘Qg“aﬁ%&? ogﬁe%?gw %Erl\mgt% aerﬁg-soé-rg’gf {l %eﬁé{éﬁ@lutalﬁ %n i s
det ect ed, @psHitieisSdutevnell, exdthiétseeohdexeaution \tote MMsirirsitiontto theveadyeasty st at e

when the first execution _core conpletes its transition. As with_s ftévare
cont r ol | ed whetghe Bt exequEon ¢97e CPERIAIESIESATABSIEHPN. O NS withcsoBwaes RORERLELMEE | o

411 T ustr aP R e ey ARG R xR RAIhL b OHOAR ofiRiBon s O

core to sayRitthpddsackps edunddnd mdder. exanpl e, nmet hod 400 may represent a
portion of ERR inplenented by an execution core followng the switch to

split nmode. As g ediaQpi® oneFnibodinied ®f b ARERIUOON plegiented BACHT Oecaiwck,

whi ch transfers control of the processor to ERR through an associ aied
vect or t abkere teRRveswicoanpied data. Fos sxample. methed FQYmay spRTesenin RoFLPR ohERE,

whi ch al |l ows_each cutj r ' : a biRl.gg8Nt  the
dat a checki‘rﬁﬁlcg’i’?ﬂwﬁe&a\&l}eerx ;!/&tgo&tcﬁ)rr\éeporlfgprgglﬁg gghw) %?‘S ﬁ %gélgr i’ng To the
di scl osed ErRRWdy b ocuched threfgh Shackdgecirick iehivl eansiers chhtnsl fof the prddessor

nd ot or agéo EBRTNER 83 0518t variRt o BRA S Pue PATCCSPE MO et os
o or 0o WGIARES VBEaUN it Bokudtd e Bopigsiay Dutianenenl
caches, br aadutd etregkingland fenoyeryzoutine eegresented by Higk#ng
According to the disclosed method, non-critical storage structures are flushed
410. Non-critical storage structures include, for example, caches, registers, and storage
structures that do not store architectural state data. These storage structures typically are
not parity-protected. Depending on the processor embodiment, these structures may
include LO instruction and data caches, branch target buffers, advanced load tracking
tables and the like.
The contents of the data register files are checked 420 for parity errors. If no
parity error is found 430, the contents of the data register files are copied 440 to a
specified memory location. As noted above, this may be 2 memory location shared with
the other execution core or it may be a memory location reserved for the particular
execution core. If a parity error is found 430, no data is copied from the data register
files. Alternatively, only uncorrupted data may be copied from the data register file(s).
The C/S register files are also checked 450 for parity errors. These inctude, for

example, the core status register described above, various registers that store information
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tabl es and the like. The contents of the data register files are chdcMft 2004
420 for parity errors. If no parity error is found 430, the contents of

the data register files are copied 440 to a specified nmenory |ocation. As
not ed above, this may be a nenory |ocation shared with {,Hem?&opﬁﬁ,gexecution
core orwa0#§06be a nenory | ocation reserved for the partrcular execution
core. If a parity error is found 430, no data is copied fromthe data

regi ster afidut @se cutdne thredd, wmd the translstionTegisietpnany HardatpnlopkasidsPHiEs r om
the data register file(s). The C eqi s fi r I 50 for
parity er(ﬂ%).- T & papt c‘%riﬂﬁéﬁte%q%i%qhﬁtgrﬁgf%&?ﬁséﬁl&% gﬁ@g&:bzglﬁs gf

descri bed _abov ' g : Ré19N6cativh o irivy extér i3 fdunithivo 2004
WO 01/ 468%‘%@%@99%5%& Efﬁlégq%%rrlgn'g thregjﬁ,apgﬁg the transl ation
regi st er s ghi igBopied froal the A5 rdgisdr-fle(sH eAlrrnatively, oplyuBroTpptehBapAIAYBE err or
is found 460 in the Clg register files, the contents of the S register
files arecempd@@ﬂ!)'mq/ rﬁg‘g‘ﬁb@iefﬁ)'ed menory location. If a parity error is
found, no datg s €api Biode ifnBinfnEErrdr dofreStion AdeS(HEC) foel v,
only uncorrupt ?dh%@g#rtg%f% cogfﬁ)ég(a?rlgﬁ t heEC/ S register fil e(s))_.

Enbodi mentgegtd clishepimfinasare. This dimihateeht need for EEEr easmctionhardWas IRECC) f or

sel ected caches in firmvare. This I m nat ne pee or r | on
har dwar e ithe propessef githaughythe °F‘Fﬁ)’t§’§#‘?rﬁghec§€ﬁg’2$s I3 %“’gset%rr1 !e iﬁée:ﬁ%é%& tf‘;l. ts.
For these Odirg%é)}{y%e ngeé 480 Birbug ERR S Btk 430 i€ Byg66ddIECBTs t hr ough
ERR. Bl oclgebzgﬁ'r?s pas"Jsoe |? ECC ig@ri npl enent ed igh?\ar dware. Once all
det ect ed ghRinentddrindardveart. eOnct dibdetsated errasn aOFeCtrdiiie CXBYUORHCUC wai t
state. Once each execution core has executed nmethod 400, the specified
menory | gemps #P0 EuhWaltd@%n| y uncorrupted data. One consequence of the

statistical natups oy sRldiofbs@hls bfechieaineiliod £00htefpycified memogy f or the
sane data block"to be corrupted in both execution cores_at the sa tine.

Consequentibyatioh tenritsmnipuicogupred datss Qnespnsrauence of thecstatistical namys phialy
processor state data to.initialkize the ' r : me the
i nt er r upt esgrosy ighatdy ‘Pﬁﬁ‘%ﬁﬂ?‘m‘\lﬁ& éof&eesﬁf’%ﬁ%%iﬁl%r?c%o%?u %? légg%ii re the
storage stLuGiitnSordstat B faesiifg Conseqitndiatie daaaaying aracessuprayides der . For
exanpl e, data register files may be checked after C S register files and
non- crit i coaffidientemconmypted pracesspicriatg daid i ’@Bﬂ%ﬁ#‘%‘?ﬁec?'i'%c% T‘ﬁéles‘g?%c ess.
The order |ndicated ab%\{—ﬁnhﬁeﬁ{ ovided solely for purposes of illustration.
ncorr put

In addi ti ohe{° ?%Elm ed data to a designated nenory |ocation, ERR
The present invention does not require the storage structures to be flushed or

checked in any particular order. For example, data register files may be checked after
C/S register files and non-critical files may be flushed at any convenient time in the
process. The order indicated above is provided solely for purposes of illustration.

In addition to saving uncorrputed data to a designated memory location, ERR
provides a mechanism to reconcile the saved data and provide each execution core with
sufficient uncorrupted processor state data to resume the interrupted program thread.

Fig. SA is a block diagram representing one mechanism for reconciling the data
saved by each execution core in a dual execution core processor. Execution core 110(b)
implements ERR to copy (1) its uncorrupted data to a designated location 5 10(b) in
memory system 500. Execution core 110(2) implements ERR to copy (2) its uncorrupted
data to a designated memory location 510(a). For the exemplary mechanism, a soft error
in the storage structures of execution core 110(b) leaves location 510(b) with an
incomplete set of processor state data. Execution core 110(a), which encounters no

parity errors, copies (2) a complete set of processor state data to location 510(a). Here,
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provi des a mechanismto reconcile the saved data and provi de each ef((TCﬂAY %U‘f
core with sufficient uncorrupted processor state data to resune the
interrupted programthread. Fig. 5A is a block diagramrepresenting one
mechani sm for reconciling the data saved by each executif&,g fa1bfd @ dual
execut i oWOYME809r ocessor. Execution core 110(b) i nplenents to copy (1)
its uncorrupted data to a desi g%nat ed | ocation 510$b) in. menory system 500.

Executi on tomplddtefprsitorp Behseiraf shemreessorcssatg date that issuffidienttopley “data to a

desi gnat ed nenor cation 510 . cBor. hanl
error in P‘P’i”éesé?%]r ‘é’rﬁWcﬁ?‘&s@nﬁﬂ%x@%ct% geﬁ‘?;g%r gﬁli 'b‘)’m% g‘g&/uggt cf%gé%t i on
510(b) Wit} (88 stobdpeimb@teR of SecOlioPESr8a36(®) Ayt eradeddaas ekatiohicore cor e

110(a), which encounters no parity errors, copies (2)) a compl eteqssgt of
processor Si0(becapaesa 1) s haroampied datacp ayeman lecatiansS K0(h), tpmamsain agsasd Phsg06

PCT/ US00141079 "conpl ete", ref.ers to a subset of the processor state data
that is su?t\cidépetﬁi“n'?c(?gﬁqudﬂ?‘i'cessor 102 to resune execution of the

~interrupted progsagin rﬁaqavﬁg%psﬁﬁéwmzﬂamutibmcéﬂea1emﬁmmmnrsMres
of execution core 110(b) nay be tracked as execution core_ 110(h) copies

(1) its uneosapyseshavangted datadram Jocatiem$ | U 19 iorappn S{YbyaThis RIS Recor d of
- the data that needs, to be,updated,. Fal|low ng. ' lons (1),

(2), execub§end E‘E)‘PBleielﬁ?B p'lgfﬁﬁifcgr‘?gﬁ ga%%g mﬁ%@%@§%§%ﬁ@%ﬁ%&% Se)fg dat a
from | ocat ,QR-RI0{@). t& ckRsplel WRebd:Rtion ot $10bPAdtetnsines tharaxeastionomopt et e
set of processor state data for reinitializi ng@t he execution géis of

processor 10Rz) lsfirishedils copy\pRamations it maysopyhdata fropy lopauen 24063) 18 LoqaHgR

From | ooat s EhBhiesoa thess ud HBLE 1B cobsiillo ORI BZin b olfalPY, 18 2
cor r espondgyp: o6 Qfrhstifedd THA A recdricHliativn @sschimisin psividesgwosetsof prcessor Thi s

data reconciliati on nmechani sm provides two sets . of. pr cess(g state data in
menory 500staterdathinagmenyiP0pwhigh aepy; then b pied o E’é“‘t‘-’?)g( hapd §°’é%988&?i on

cores 110(a) and, 110(0),~ql\€ L6 El”iz%l 42 3hd PSmavide doHd separal®®y be
done separ & f&f@PO(B);“‘é‘g%‘r?@x%gﬁﬁ‘gﬁﬁbﬁ?‘é‘ 1 |ot?Anmépl i @rm e or thegalmay be
done concubEemH&eMddmme tMEnspliomodooethey may bd dodeaonoumgatly B ghept for the
portion of ERR that copies gB%,B;crllcorrupt ed data fromnenory |ocation

510(a) to A¥SAYHON FRFERID 1A ®the disclosed data reconciliation
mechani sm proc?«; ¢ F6Y 1BE BortioR QY BRI ThaORPiA! (B Pititorrlpicd data fedtakerdorysaved to
te

menory, and wi ack“to storage structures by each execution core.
Thi s reducgsatibes10(Kxtoi theroerytlbeation 536D, the disclosed data reconciliation mechanism

proceeds through redundant operations. Data is checked, saved to memory, and written

back to storage structures by each execution core. This reduces the likelihood that a soft

error generated in one set of processor state data during recovery will corrupt both

execution COres.

Fig. 6 is a flowchart representing the data reconciliation mechanism of Fig. 5A.
This corresponds, for example, to block 490 of Fig. 4. A processor implementing the
data reconciliation portion of ERR determines 610 whether the other execution core has
completed its data save operations. When these operations complete, the execution core
determines 620 whether it needs to update its saved data.

For one embodiment of method 600, the execution core that detected corrupted
data in its storage structures updates 630 its saved data using corresponding data from
the memory location of the other execution core. For example, the execution core may
store an indication of the data blocks that appear corrupted during its save operations.

This execution core may then use these indications to retrieve uncorrupted versions of

16



error generated in one set of processor state data during recovery wll
corrupt both execution cores. Fig. 6 is a flowhart representing tlhé MYt 2004
reconciliation nmechanismof Fig. 5A. This corresponds, for exanple, to

bl ock 490 of Fig_ 4. A processor inplementing the data rgqoRshldid@si on
porti on v 0ER¢et er mi nes 610 whet her the other execution core has

conpleted its data save operations. Wien these operations conplete, the
execut i on (EOiMa fuen termpproprige Mmenknsy laddress oftbeaer exegpiRR eore s JeHgRAY dat a.

For one enbodi nent of t hod 600, the e [ t t
corr upt ed m%ra'lﬁ’%f Ipcationg %FBF%FQ‘B%F?%E“P%%@%%&%& 8@@%8%8w§§vf§ﬁﬁngg%haﬂ usi ng
correspond| ngtﬁﬁt&ré {UBmpidi€ 60F 1P hpdat LS. | Whe® bothiveattivarcosesaeachivaait core.

) e

For exanpl 23 execution core may store an indication of the data bl ocks
t hat appeajiate 640, e prbcessor retpms 650stavedundantanodsand initiglizesc6004he PXFURSY e nay

th these j ndicati trjeve. { ' 31 MAY
2004 VIO 0100IBE0EN RSTFSSOUARoRE ALSHARY TROTIERG: o fEf Bof 80 ey Hidizt
address ofyL 0ge Q1B oY B AdIE AhPitin faTHOBILadantande | Ocali on. The

a e

execution @We tected no corrupted data waits for the other
execution core Fig. 5Bmgpresents a4 @ltemnsti viomackansgofor datreenncHiaieaiRrityh cor es

{Iﬁ?f?aY?iztem%%SEs&% ot o B g 1 GRy NP [ ehf £4F RpRcn RN Pl
_ _ RS AN
Cpl it o PR S DAy B A e B e Ty agents an

al t er nat i VegrBaefeattiodimém of thetrechemismconly she executiely carp havingne sarvRisd 4t h

execution cores _110(a) and 110(b) write (1). ( ' , their

uncor r upt egritesall ‘Pd’g'@%ﬁs?oééﬁ?&%(t?l ‘HE‘HB‘FYJQ"é%}H’%%s‘?é?“Fr?& € gtgh}eé%ngtmry

| ocation 520, E&E-udﬂ&?dm@ Sige Qfuctires asshontopy theobyupted dasecut i on core
d

havi ng no Corrupte ata wites all its processor state data to nenory
| ocati on Sg@monhcatimci®l on core that detects corrupted data in its storage

structures does not copy fhe carru - Write Qa8 frod t20.
Anot her enbodi nﬁﬁq?ﬁ’ﬁemﬁ%f’%%ﬁﬁogﬁlﬁes%ﬁ%ﬂ%%ﬁl %% ?ray %i te data fromthe
execut i on gQLGibdadre dek aeeas O ubEsrAIptethialiniat asociated measay stractenss prtror y
structures and skip the save step for the o

: her e etcutli% core did t§' t he
one that i siiptitbosave SeP {Q5BRIOWEE GRECUON aTeHEy the A0 thatyuclpges cQUUBEd 6p12; o o1 5
ied t ti 520 | t : ioWrst te andambel (4) t
copied to bﬂ%@g’r %&égpg%gsﬁg%g)@re i&AR 15&itioWsPh i ecorkgiele and)asbel (4) to

execution pectively, to reinitialize _
written back (3) and (4) to execution cores 110(a) and 110(b), respectively, to reinitialize

them for resumption of the interrupted program thread. Since only one set of processor

state data is maintained in the data reconciliation mechanism of Fig. 5B, a soft error in
this data set during recovery is not detectable by a simple result comparison.

For the above described embodiments of the present invention, error recover is
implemented with the processor in split mode to allow each execution core to identify
independently any errors in its associated storage structures. It is also possible for soft
error to arise during these error recovery operations, when redundant execution is not
available to detect soft errors. For high reliability systems, even this limited
vulnerability to soft errors may be too great.

For one embodiment of the invention, the execution resources of each execution
core may be configured to operate in parallel as two or more logical clusters during split
mode operation. While each execution core implements ERR independently, logically
defined execution clusters within each execution core implement instructions from ERR

redundantly. For this embodiment, instructions from ERR are replicated within each
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them for resunption of the interrupted programthread. Since only ﬂae gﬁt
of processor state data is nmaintained in the data reconciliation CM iZﬂWI
of Fig. 5B, a soft error in this data set during recovery is not

det ect abl ayBY1a¢dp6"P! € result conparison. For the above desigtiRGe41070

enbodi nents of the present invention, error recover is inplenment ecP wth
the processaor_ i n..spli al.l.ow each execution,core to identjf

i ndependent Icé‘c%denvﬁe‘iro#%?%g)ﬁ%cl{c@ 0 ggg%%’ﬁa?f‘%c& o 5&‘5‘5‘3" #Flﬁ%‘ﬂ" 5%“.""4‘?& Pgthé‘l so
possi bl e f ordiff@tit exeetndn dl0s1€r nf§ béWohdpared e 8QeMhihO WhERELY §JY erfR Gt @i 0NS .
when redundant _execution is not available to detect soft errors. For high
reliability tRe/ERBrimstresiions wareprpgesseded vul nerability to soft errors may be

too great.' For ' of t:he inyentio t he execution resources of
each execution gﬁggfﬁn{é&qg‘?@%ﬂﬂnﬁp@a cF‘é"%‘H@'PQﬁ@”ﬁ‘*ﬁW&W@I Q4batyn or
mor e | ogi calindihdesthisSnteinal REuSInEY feaﬁﬁs.eTw&iaagiefarémb\Q&irﬁ&t SREcRGErk ON

core inplenments ERR i ndependent| Ke | ogical ly efined execution clusters
wi t hi n each 7éQénaludesiandestmictionpeashe (i-cache) Fldcdécodsorf disperdaRinit 726 anegistet v .

For this e ' ,nstructions f.rom ERR are replicated within each 17 i
| MAY 5804%@%?&% “ﬁ%#%%@ﬂ%%?@%ﬁ%ﬁp@ ey %Jé&@ndesa\é\:?%'&iy@a cherk |
di fferent exargsouhdd Mtedicht udid $70.Chithé fol DR &E&Qsiﬁée{, rbfé?encgit fol kb &ltton

execution clusters nay be conpared to determ ne whether a so error arose
as the ERRclusers (AQ(rlomd 0fha apy mt dedexdd ufiless neZessarydo bvaid lambignipyam of one
' redundancy

enbodi ment gf - an cution core.710 that i des this ipternal

feat ure. Thgege?esncc?. %(;goe Ensout et eﬁ?cué'%&%inlgh%&w’éy fiyplicated, sch agthe

i nstructi onegaatien (lhﬂﬁﬁlﬁm&kgﬂiﬂexﬁﬁﬁ&ﬁ&uﬁérs@%B&rﬁ{ed%ﬂh}la.rcffyz.o’ a register
file(s) 730, first and_second execution clusters 740(a) and 740(b),

respectively, a Fpetw disginsed smbodiment, gaghegxeeutinaralusteri7d0 indudes a brimeh

foll ow ng dj | execution. rs_740(a) and 740(b)
are not i ndg’?(eggéﬁ%ﬁéé g!i %@EZ@?;‘“ '%gerae)égfu mgr%rté%WSﬁ, E?egfogﬁ%f@gaﬁe@@f her
resour ces i (lomaon) nnin (MMU) 7534) ahd atfloatiig Psinchutit (RPN 988 (?&Ehcaﬂlg, the -
execution upits that r’r@km execut i on c% usters 740 are treated simlarly.
For the di scA*6SUPHIYSd renpemhodimeatstaf sneqtion e 71QandyrinFludedifferent anch

executi on URKLs {faR}dm ' | qq\ﬁ,g ry
managemnent Isoad/sto%gfoﬂﬁ{lfﬁ%%;&wg gg%}ﬁgu oar{'iﬁtélcgs%&zﬁfmﬁ%ﬁqgﬁgPU)
758 (gener i matttion. Foperpamplepthe Midrted proc&isdf efilarl® €oipohitioh Rirpldifs atbf&edht | On
core 710 may include different types and nunbers of execution units

Wi thout - depEieETIRR Yihbihat MEMGE divee Stparate dignek xeeuomaRits: Fsacutionclusiem e,

the Merced Rt orsies Mpapited Rlifthétfate FRINGERL RParEIIRbR YSs it MCHbot 1o reflect

any actual separation between the different execution resources.
Other embodiments of execution core 710 may not duplicate all execution units

750 or may not duplicate instructions to certain execution units. For example, branch
execution units require significant processor resources for support, and considerable die
area may be saved by not duplicating BRU 752. This is indicated by the dashed box
around BRU 752(b) in Fig. 7. In this case, branch instructions may either not be
executed redundantly, or alternate mechanisms may be employed to check their
execution. For example, branch instructions may be duplicated and executed serially.
Similarly, duplicating load and store instructions may saturate bandwidth to the memory
system in HR mode. In this case, mﬁltiple MMUs 756 may be implemented to
accommodate the presence of multiple load and/or store operations in an instruction

bundle, but the individual load/store operations are not duplicated these instructions in
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execution unit that include three separate branch execution units. 1 MAY 2004
Execution clusters 740 are shown separated to illustrate their lo icgﬁ
organi zation in split node, not to reflect any actual separation between
the different execution resources. O her enbodi nents of e ' core 710
may notw@dyphésoate all execution units 750 or may not dmﬁn}é&&g
instructions to certain execution units. For exanple, branch__execution
units regyi ﬁl%dE-i SithfliCaRhe@nOne aagbereapboyed s dther exequbion tnita i3 #hsi der abl e
die area nmay be saved by not duplicating. B?IIJﬁZS‘;. .This is indicated by the
dashed bgascruation rpeBRUbyadepprting frary theapitjt ot hgBVeORCR 1 anch i nstructi ons
may either not be c SBSARED YecoBE uftk Y20, Ratlich aR&RamERT MRY be
enpl oyed to ch‘e‘@ﬁh‘?ﬁﬁpﬁk@%@gm}g‘;ﬂon ﬁ%?cceoxa]rlrpl e, branch instructions nay be

dupl i cat %g AiafxE@uiesh wetkitolyh regSieriflies) 130. Registerdiles 530 inelideddiast or e
i nstruct iBRAS may saturate bandw dth to thwrl¥ . sgstem i n.tlﬁgrr?;ﬁ. In
this caseegismt files|732Matroysiatusdl;/Haegisprse) ¢ LIRSS 8% e

i 19 | . . | .
undi . - mesiser BlsT Al ARty SPRR BEEAR e RRELaRIORRRINRE, 06 | oo
i nstruct i Qns 40 Hed ark rhadiPia2A04 HAQRDHARROBSPRREIBBOMATBEINMR thoWetuak) ni | ar

arrangenents may be enployed for other execution units 7581 a’rég I nstruction
types wi trhgivfer itimpafieisrspedifiedrin epsdpithe physicalrARISERVBRIEIH WF-'cache 714

provi des instructions t ecode_unit. 7 | | WARH dx€cuti
appropri ate ex@’eﬁﬁﬁﬁwrﬁﬁ?‘{jgofcﬁpw{‘?%éﬂgtﬁoer °fsihT'ée”’£§ 73% Regixsttcle'ronfi | es
730 i ncl ude Zi’é S-%erﬁﬁ%ﬁdﬁk shdthest thd RariqiBtkéclibs rasbusey. FF@)one egibodisent 734,
and a regﬁoﬁ r"renane unit 738. Data register files 732

r ovi de, t enpor ar
storage f@fexe€utipn,carh@lQ, issugunit 730 Pfqvé@ﬁsi“#@ﬁﬁ%ilﬁ‘r‘tmcli?}é‘r‘&ﬁggc ﬁt‘:l"éﬁg&o y
mani pul ated by e t.i on its 7 . : | t enitimoual
T Db e DO bpcE S AR, ol BuEsshbank 0.

rmops t e physical registers in register

file 730. rg(,ﬁegggi,f»&(p@rfﬁm?%irﬁ&%@oﬂ (®k EtieRips Gvont idanticbinsira¢ionsH@ nanner in
whi ch exeGtion  core 710 operates and the_status 7of Sh&\é@{si ous_executi on
I esour CeSapproprianexeeationl iinitsn exgeutioneduniery iA Q) and7/A§(D); APt 0

provi des identic I nstr, QNS | B@,ra,%d ah48021s indidatédO0( b)
when t he b)‘@)‘@%é%%q( ﬁ“ﬂ%#bﬁtﬂen%%neﬁé%wg%gﬁp%? | ssue unit S7120 ?)rovi des
the ops f{f%@ Bbchist fedaks £8 d{fédrehtn dn opdunfiammadgdesneretion ¢lusters 140(dARd ¢ o
appropriate execution units in execution clu rs, 740( a

Resul t s ga4Gbptnay belspnicollps: indepepdently) ‘°aﬂﬁ?i:°?54‘§%f§5cn5w5m§:c?r%g’%gg 1%4(8&?%%? k unit
760, and an error,is. jnhdi ¥ XSt bfHer easutibs cat e Ededutienent . 1 n
r edundant ‘srﬁfﬂ\é‘,dc‘i%gﬁ%‘{&ghg c eﬁgf aelrlés%? a) and '

core 710 provides execution cluster-level redundancy to protect processor from soft
errors when it is operated in split mode. An embodiment of a processor that includes an
execution core 710 is discussed in greater detail in U.S. Patent Application Serial No.

. entitled "Microprocessor With High Reliability Operating Mode and filed

" on even date herewith.

There has thus been disclosed a firmware-based mechanism for correcting soft
errors in a dual core processor that can be switched between redundant execution mode
and split execution mode. When an error is detected in a program thread executing in
redundant mode, the processor switches to split mode. In split mode, an execution core
identifies uncorrupted processor state data in its storage structure and copies this
uncorrupted data to a specified memory location. The uncorrupted data is reconciled to
provide sufficient processor state data to resume execution of the interrupted program

thread. The processor is returned to redundant execution mode, the execution cores are

initialized with the processor state data, and the interrupted program thread is resumed.
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740(b) may be controlled independently to process different instrugtians
and redundancy is provided by executing identical instructions on tﬂnMAY 2004
ot her execution core. Execution core 710 provides execution cluster-Ievel
redundancy to protect processor fromsoft errors when it is operated in
split rmd%’.0 0#68%bodi ment of a processor that includes an FEXERWHEBA core
710 is discussed in greater detail in US. Patent Application Serial No.
entitled " Nwitches betasemredyadant mpghmnbmliaqubmy@émagmgtmumuahmoﬁm ed on
even date herewith. There has thus been disclosed a firnmnare-based

mechani sm 5§ $%%??ﬁg soft errors in a dual core processor that can be
swi tched bet weermHeafststad tmByERihisHAvOBED provideddl iillstRXEedtioud featReef VWheEN
an error is detected in a programthread executing in redundant node, the
processor ghe prehes invgnden. i l{’)ermd skillpéh instpt iart ofprisessandesigt baviog thedregefit of
identifies uncorrupted.brocessor. st.ate data,.kn its orage structure and
copi es thi s‘H’ﬁr%iSS{qsﬁ%t g’fﬁ‘&ﬁ% So'aga B'ésc*“ﬂi %d]ﬁ@%ﬁ/of%ﬁgﬁ%gﬁ?é The

uncor r upt e niRlifndnis, VG Wi ekt 185 faR Atk theSpiritiahdl Sdtipe RF YeSappeiidedt at e dat a
to resunme execution of the interrupted program thread. The processor is
returned telamdundant execution node, the execution cores are initialized
with the processor state data, and the interrupted programthread is

resuned. 19 | 1 MAY 2004 WO 01/46806 PCTFUS00/ 41079 Switches between
redundant node and split node may be inplenented through node swtch

instructions. The disclosed enbodi nents have been provided to illustrate
various features of the present invention. Persons skilled in the art of
processor design, having the benefit of this disclosure, will recognize

variations and nodifications of the disclosed enbodinents, which none the
less fall within the spirit and scope of the appended clainms. 20 1 1 MAY
2004 Cainms: 1. A conputer system conprising: a processor having a first
execution core, a second execution core, and a check unit, the first and
second execution cores to process instructions independently when the
processor is in a split node and to process identical instructions in |ock
step when the processor is in a redundant node, and the check unit to
conpare results fromthe first and second execution
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cores when the processor is in redundant node; a non-volatile menofy] MAY 2004
which is stored a recovery routine to switch the processor to split nbde
when the check unit detects an error, to identify uncorrupted processor
state data fromat |east one of the execution cores, and to initialize the
first and Fecond execution cores wth the identified processor state data;
and a naiﬁaﬁﬁhnry, wherein the recovery routine saves the uncorrupted
processor state data to an uncacheabl e portion of the nmain nenory system

2. The copputer systemof claim.l, wherein the error recovery routine
returns the p@88%ggﬁﬁyﬂﬁnfwgmpﬂﬂﬁndant nmode. 3. The conputer system of

claim1, whereiprotdisorhavify a fiIBE¢QItYon kord}d ReondREVutidd @%e, atE et itied
processor sbate data . in selected storage structures associated with each
execut i onthe BEF and seeqnd gXecPiion Gorrs 69 PIoprse sthygersyadnpendentvawhenthe Rracessog peci f i ed

menory | oga 4 §lit madsand e FoEGE | SidaliBstiRAGBGN REPKESWRN the ﬁfﬁ)_@esﬂﬁ%‘a}n aWhen the
processor enters split node. 4, The conputer systemof claim3, wherein the

error receEdgntmade;and theyeheakBito wanparegesufts fram thefistapd sieandesxeeution on cor es

in a rendefaeHin HeFrestBLks RURIIES nidag, pProcessor to redundant node. 5. A
met hod for handling soft errors in a processor capable of operating first

and second ex®RqRryolatilememary imwhighyis stossdia rageyery soutioe fpgwdish the peocessernipd

conpr i si Nghlit £ledeBstch M RedQlnlt dBIEObn WRE N iRAHH AEGADRY phteQBERAL 429 1 n the
redundant node; executing an error recovery routine on each execution core

to save ulieBAtleast ey of hegxequbighsasesorndge ndtialing the fiest angsssennid gkecytion qorest he fi r st

and secongliieme fdehtifia prRefsr st 84t8ialdt he error  recovery routine is stored
in a non-volatile nmenory, the error recovery routine includes sw tching the

processor front PeEEdSERRL VHeral thoresqyemrovHng saveh te spcarygted Rrosesserstated  dat a

from eacdyf%8f UhdaOHRaBIO bértibRofthe M LReportion of a main menory
system and recovering processor state data fromthe saved uncorrupted

data. 21 1 1 MAY 2004 6. The nmethod of clains 5, further conprising:

reconci | ing t Memes@npaler YREATOE biRIPH viREch hOhSTO%EEry IBnPfARRSROT State
data; and initializing'the first and second execution cores using the

r ecover edPrpesroptodhy redyngdai pdea. 7. The nethod of claim 6, further
conprising returning the processor to the redundant node before
initializing the first and second execution cores. 8 The nethod of clains
6, whereih recBlEPmPHE syHemohclaimn Lovewiy thy ereef repavery eowipy idsetifies

uncorrupted processor state data in selected storage structures associated with each execution
core, copies the uncorrupted processor state data to a specified memory location, and

reconciles the copied processor state data, when the processor enters split mode.

4. The computer system of claim 3, wherein the error recovery routine synchronizes the
first and second execution cores in a rendezvous state and restores the processor to redundant

mode.

5. A method for handling soft errors in a processor capable of operating first and second
execution cores in redundant and split modes, the method comprising:

detecting a soft error when the processor is operating in the redundant mode;

executing an error recovery routine on each execution core to save uncorrupted data
from storage structures associated with the first and second execution cores, wherein the error
recovery routine is stored in a non-volatile memory, the error recovery routine includes
switching the processor from redundant mode to split mode and saving uncorrupted data from
each execution core to an uncacheable portion of a main memory system; and

recovering processor state data from the saved uncorrupted data.
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identifying corrupted processor state data in one of the first and Tsicw
execution cores; and updating the designated nenory |ocation assoch at 2004
with the one of the first and second execution cores using the saved,
uncorrupted data of the other of the first and second execution cores from

t he uncacheabl 9. A machi ne readabl e nmedi um on

portion pf t in _nmenory.
whi ch are”stor T%qdrogéﬁf%%gs]?‘frﬁgfCoéﬂpé‘s‘&ﬁ‘ecut able by a dual execution core
processor to imegoneitiagtheadaved] nocmipisd darao weoven thefpfa@B3ss0hdte &td;@h$, t he
met hod conprising. .switghing the processor to operate the dual execution
cores independ&‘r‘i‘g{"@“%\méﬁrsé“giogffc’“déf‘?c&}'rmq ?r‘iié‘f"@%ﬂ@&?w?é?{ RIPFAYT dAter r or
recovery da@uti ne on each of the execution cores to recover a m ninum set

of processor state data from uncorrupted processor state data; initializing
each of the dual execution cores, using the mninmmset of processor state

data, wherein THeinkdtiddi oficlAin 6,3GRheP borhprBindUatirngaEdirb@Bsof & tBS re@@Makit Ses
swtching the processar tq operate the dual execution cores in |ock step
and copyiRefettrieTsiRitialting badirh pndseernd $3EsotOsSe data to each of the dual
execution cores; and resum ng execution of an interrupted programthread.
10. The machi ne readabl e medi um of claim9, wherein executing an error
recovery 5 r out iheanehadf Flaims 6, dherrinirergneiling thy saypd tBcarwated datp SOMBPISET uct ur es

on each executiyQmnRRY GriuBtell BRRESENtatddAEOR bHPSBRE REOHASERRd Sleditndat a;
savi ng the uncorrupted processor state data to the designated nmenory

| ocati onsoress®gci at ed with each execution core; and recovering the m ni num

set of processPpatflpdhdedBhated Ry MRafA\USHcRIAWRIN ond balhe fldbm 22 1 1 MAY
2004 11. A computer system conprising: a processor having first and second

execut | orfeew s¥ecutigerofssusing fisdavsd R upkeddateiob e othst elsthe Birsbdiseqoad i n | ock

st ep whenxbd@oPERESBER he luficdcheadlepBR14RSPME niARARerfpgl 1O Operate _
i ndependently when the processor is in a split node; and a non-volatile

menory in which is stored an error recovery routine to switch the

processorg t 0 sPlyathiNDdSiabReREdRMN & WiRth 4rS stdRl GRstrediohfinhesbndanibimoe. ‘
identify uncorrupted processor state data in each execution core, save the

uncorr uptdéﬂl eﬁpc‘@gg% Ve PROFESPQ to) implerpeat  method for recovering from soft errors, the
method comprising;

switching the processor to operate the dual execution cores independently when a soft
error is detected;

executing an error recovery routine on each of the execution cores to recover a
minimum set of processor state data from uncorrupted processor state data;

initializing each of the dual execution cores, using the minimum set of processor state
data, wherein initializing each of the dual execution cores comprises switching the processor
to operate the dual execution cores in lock step and copying the minimum set of processor
state data to each of the dual execution cores; and

resuming execution of an interrupted program thread.

10. The machine readable medium of claim 9, wherein executing an error recovery
routine comprises:

scanning parity-protected storage structures on each execution core to identify
uncorrupted processor state data;

saving the uncorrupted processor state data to the designated memory locations
associated with each execution core; and

recovering the minimum set of processor state data from the saved processor state
data.
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uncacheabl e portion of a main nenory system and restore the proceiSﬁr %o
redundant node using a set of processor state data recovered fromft MAY 7004
uncorrupted processor state data. 12. The conputer system of claim11,
wherein the error recovery routine switches the processor to split node
t hrough a,pode,switch instructi.on. 13. The conputer system of claim12,
wher ei n fbwommam?ﬁ%f% FUER™P ' %1 it node, each execution core
i ndependent | y gpectss@hadingfifst ariited@ind tXeeutidnrcotes tRENsEdnY spdoag edutioa | dentify
and save to a desi ted menory | ocatipn uncoryupte rocessor data
RS 00 at GEFTHR D APSTRE TPk SEIG S RTBros S 1 A eI RS AE 1o Sy@iiem of ol ai m
13, wher ejndefendentl{ whbiethe yeetsbdradinGapRSmededaides corrupted data fromits
storage structures l.iSi n% the,saﬁ_ed, uncor;%[)t ed processor state data of

d¢ igh i o

the ot her execHPPBYPULT BEPPYAT TSR ARETOR AR TaRtRsTo FWiEeh S n nenory

system  1frocekfift t& QPNPmMbES wheish @Ok detbdddih klundimsde)ideMey Bhdudupte@covery
routine restores the  processor to redundant node by through a node switch

i nst ruct i BRCeSIY stateflatade Rash £XFUUSAOESAYF the uaroruptyd PiGsEsse; $81E fala Wrapor

recovery fifRudtetRe hdﬂi&ﬂ & d RAS mBAGH sy AR GHY kdrl e FrobitdiGo FeRGRMA R PT OCeSSsOr
state data fromthe uncacheable portion of the main nmenory system 17. A

conput er 4y 5%t of 5PRSPSPE $LHE data resp reddeast thp 4ihorypted propestor stetecdata on core and
a second execution core, the first and second execution cores operate in

| ock step when the processor is in a redundant execution npde and operate
i ndependeht-| y Whreiompter pistseed slgpm il b whereip theprrar recopiy fQuine wtrbes thad a

non- vol at bk, <68 BPLpYit nPdeiotth fMmBdeSdwiich theirittibhUct i ons that may be
i npl enented by the processor to inplenent a nethod for recovering from

soft errors when the processor is in redundant execution node, the nethod

corrpri si ngg, 23 %hécoM%ﬁ’te?QQféchfaﬁﬁlmgthQﬁx BISFRS R switth l%@.bliittmc%,ee‘i&ﬂi on node;
savi ng uncorrupted procéessor state data from each execution core to a

desi gnat eekepitioncgrelintependenily execuiss @ PPivign af the eirorascoxey PioRragr 9ddenfrandt at e
data fromybg, asci%yigﬁiateotm&%p WHREGH unPSrRPRADNceSbtat H&cRied WIRNiRIsPrdgECOVETri Ng

the m nimal set of processor state data conprises replacing corrupted
processorstaE@tes: data from one of the execution cores with uncorrupted
processor state data saved fromthe other of the execution cores; and
initializing each execution core with the mniml set of processor state
data. 18.14The Thagempuicr Bsmeirclaim &3, athaserone phibe exesution qoreslupdatesy each

executi ONedrdbed QQQE%insiﬁgf:orage structures using the saved, uncorrupted processor state data of

the other execution core from the uncacheable portion of the main memory system.

15. The computer system of claim 14, wherein the error recovery routine restores the

processor to redundant mode by through a mode switch instruction.

16. The computer system of claim 15, wherein the error recovery routine initializes each
execution core using recovered processor state data from the uncacheable portion of the main

memory system.

17. A computer system, comprising:

a processor having a first execution core and a second execution core, the first and
second execution cores operate in lock step when the processor is in a redundant execution
mode and operate independently when the processor is in a split execution mode; and

a non-volatile memory in which are stored instructions that may be implemented by
the processor to implement a method for recovering from soft errors when the processor is in

redundant execution mode, the method comprising
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swi tching the processor to redundant execution node; and copyi ng tqe
processor state data fromthe designated nenory | ocations to their 1 MAY 2004
associ at ed execution cores. 19. A conputer system conprising: a processor
having a first execution core and a second execution core, the first and

second execution cores operate in |ock step when the processor is in a
redundant execut i onSVIFHINE BERIOEHSF torsel XervHen®adt | y when the processor is

in a split executi OgaviiRdBcorMPRA BicessGratie BXEHM ERRA e&R0Bod ddsd des first and
second ex&%_utlon clusters that operate in |ock step when the processor is

in split taateMemary {efAtiefbl ati 1 e menmory in which are stored instructions

that may be inpl enept@dribYa midialREQE PR Mo statd AR BITR He sivedBIRAFptRr
recovering fromsoft errors when the processor is in redundant "‘execution

mode,  t hePrRESSHBsatedaidr VRareip resqrerias thegninimal yst elacssnor stafe dp cemmisecut i on
node;  saviepdciHPeRhuplR pRReREOERS SR freth BhEotIRd é&e&l{ti‘aggt%@sc?itt%&ﬁ%ﬁté’d‘ core to a

desi gnated mendry | ocation; recovering a mni ma of processor state
dat a f r onPre¢resos afgtedatasaned fiopgheetherf e eserytionstosgseardat a; and initializi ng

each execution cor ein‘m.aiiﬁné BRh Bkt corShittPthe RiARRSSOSF p?(}c@stsgr K Buta. 24

18. The computer system of claim 17, wherein initializing each execution core comprises:
switching the processor to redundant execution mode; and
copying the processor state data from the designated memory locations to their

associated execution cores.

19. A computer system, comprising:

a processor having a first execution core and a second execution core, the first and
second execution cores operate in lock step when the processor is in a redundant execution
mode and operate independently when the processor is in a split execution mode, wherein
each execution core includes first and second execution clusters that operate in lock step when
the processor is in split mode; and

a non-volatile memory in which are stored instructions that may be implemented by
the processor to implement a method for recovering from soft errors when the processor is in
redundant execution mode, the method comprising

switching the processor to split execution mode;

saving uncorrupted processor state data from each execution core to a
designated memory location;

recovering a minimal set of processor state data from the saved, uncorrupted
processor state data, and

initializing each execution core with the minimal set of processor state data.
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