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-1 - DESCRIPTION DATA PROCESSING METHOD AND ITS
APPARATUS S TECHNICAL FIELD The present invention relates to a
data processing method, its apparatus, its program, a semiconductor
circuit, and an authentication apparatys_useful in the case of conducting
a transaction through a network using an IC 10 (integrated circuit) built
into a card or a mobile terminabﬁggﬁﬁgﬁ, CKGROUND ART At the
present time, communication systems using 1C cards etc. for transactions
through the Internet and other 15 networks are being developed. In such
a communication systems, a server receives from for example

reader/writggsyaf peR/ES %ES @ﬁ[{wajjﬁpqmﬁer essing
requests using the IC card'%i and performs user au eﬁ%gggﬂcﬁ\fﬁgta

encryption and decryption, 20 and other processing. In the above
explained communication system, however, it is envisioned that

processingReHasIS fQE3 prge number of IC cards will be received
simultaneously or in short time periods. 25 In this case, the server has to

be ablerfR.eWeienty ¢ 2 ANNS BUCLRICESINLLLWNS . processing

method, its apparatus, its program, a semiconductor circuit,
and an authentication apparatus useful in the case of
conducting a transaction througﬁ a network using an IC
{(integrated circuit) built into a card or a mobile terminal
apparatus.

BACKGROUND ART

At the present time, communication systems using IC
cards etc. for transactions through the Internet and other
networks are being developed.

In_such a communication systems, a server receives

from for example reader/writers of IC cards or PCs {personal

computers) processing requests using the IC cards and

performs user authentication, data encryption and decryption,
and other processing.

In the above explained.coﬁmunication system, however,
it is envisioned that processing requests for a-large numﬁer
of IC cards will be réceived.simultanaously or in short time
periods.

In this case, the server has to be able to efficiently
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Further, a server sometimes executes a plurality of application programs
for processing for procedures relating to a plurality of settlement
businesses and performs 5 processing using selected application
programs in accordance with the progessing requests. Such processing
requests also have to be efficiently handled. Further, in the above

naxyaiged.com gggg%%t%@g&g% ggplication program executed by

the server has to 10 describé codés using key information for accessing

IC car eratio, m operating the IC cards. Here, the
ds, 20 gperatiopal ¢ 9&93,2%3% s nelc g ﬁytb,.yat;éty of

key information and operational commands can & known 0

appnagskebine seryenih expgeling seawity of 9;%%39%&%3&&” th_»e%%%ing |

cards. 15 Therefore, in the past, the managert of the'server produce

£6UstopizachtheapRisation RIpgrAMS usagiwggsatsf%%hg)&? Ve s
u an

service providers. With the manager of the server producin

peuslenlaing m;@s@am@r@@a&i@w@%n%@@ therg 20 the,
a )

problem that the load on the manager becomes great. Further, inihe

wﬁ@ﬁVQ%%B@:@ MRS @é&é@@@?} _§98Hixc%tp<§‘c%rg g%@s Fﬁé{%\fpel.%@gt%lso

of credit card companies or other businesses run. Suc lon
hROraEsAI e prdused PY$he, individual businesses and downloaded to

the 25 server using personal computers etc. 3 As explained above,

howevﬁﬁﬁ@?@}t,h('iﬂbeﬁ%eﬁ@megxplained communication system,
the application program executed by the server has to
describe codes using key information for accessing IC cards
and operational commands for operating the IC cards. Here,
the key information and operational commands can be known
only by the man%ger of the server if expecting security of
transactions using the IC cards.

Therefore, in the past, the manager of the server
produced and customized the application programs upon
request‘ from the above service providers.

With the manager of the server producing and
customizing application programs in this way, however, there
is the problem that the load on the manager becomes great.

Further,. in the above explained server, for example,
application p&:dgrams of a plurality of credit card companies .
or other businesses run. Such application programs are

produced by the individual businesses and downloaded to the

server using personal computers etc.
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server runs application programs of a plurality of businesses, itis
necessary to ensure that the processing of each application program not -
be monitored or tampered with by 5 another application program. On the
other hand, there is a demand for prowding diverse services while
transferring data between application programs. Further, individual

- usinessesaaaPRddNel JOAPRISRUOR DIOYRIS 19 0e3Rver L2} o i ea
a

debug them in accordance with nee “Wheh imdividial bisiesse

sdowalpad,applicalion. ROMASI9.the, server of ?i%@ﬁti‘eseo%pﬁlk%a;[ggsses
n '

programs in this way, however, it is necessary to prevent programs

s DYDY TP W AS BUSIGUs [or realzing,

this, for example, there is the technique of authientication processing

aielgilslckﬁiéiiélipVB}?é'gQéﬁ{h%49“1?&5mgétﬂ%é%vfrbtés%aallﬁ(g%%‘%'dk%’i th by

information is stored in the memory of a terminal apparatu personal,

aﬁgmpg;grglgpy\fgg{,ﬂ;hs%iéggﬁ possibility of illicit use and there is a
problem in security. Further, the LSI forming the above explained server

has a jitii SPLEHNE GRHESometimes ALCPSgS AMETEN g%*%s’f%g&ng
e n

the LSI chip. 25 In such a case, data flows over the bus provi Wee

di dethrl SLEbipN Xt MaMeY,$q iatdala ganbeviewed . 4 .on

programs.

Further, individual businesses download their
appliéation programs to the server, then debug them in
accordance with need.

When individqal businesses download application
programs to the server or debug those application programs
in this way, however, it is necessary to prevent programs
in the server from being illicitly tampered with.

As a technique for realizing this, for example, there
is the technique of authentication processing using key
information when accessing the server. Usually, such key
information is stored in the memory of a terminal apparatus
(personal computer), however, so there is the possibility
of illicit use and there is a problem in security.

Further, the LSI forming the above explained server
has a built-in CPU. The CPU sometimes accesses a memory
outside of the LSI chip.

In such a case, data flows over the bus provided between
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by probing the bus. When the above explained server performs
e-commercial transactions, personal authentication, and other highly 5
confidential processing, however, as explained above, there is a problem
in security if the data is probed. Furthgr, the above explained server is
sometimes comprised of a single computer. In this case, a single

R B Rl L B A S B P e

provided by different businesses. W en those Services handia

b§ogqq§ggi&j?dq;ges%ggs with settlements, there is the problem that there
Is a possibility of the highly confidential data owned by each business

being Wicllly dRacHlted atdampared with by another business, Further, .,

there have been the following problems when uﬁheg a conventional

¢ SEALAL EQEPUteras, (he,ahove explaj @i%a‘%?{%%{tﬁ:a{gée b%i?és“%{“@f.hfy

basic configuration of a general 20 computer 60 e computer

céa,@waéaa@i]ﬁéoégéix@g% REUQWAS-Process) e%é‘g% %@&@Ctigﬂ%m

and data of a program readirom a memory 603. outpUts an

i fdglressdan agcess g dhe mepory £25 £03 j 81 address hus £04. 5
Further, the CPU 602 reads from the memory 603 or writes

Further, the above explained server is sometimes
comprised of a single computer. |

In this case, a single computer runs a plurality of
programs relating to a plurality of services provided by
different businesses. When those saervices handle highly
confidential data such as with settlements, there is the
problem that there is a possibiliﬁy of the highly
conidential data owned by each business being illicitly
acquired or tampered with by another business.

Further, there have been the followiﬁg problems when
using a conventional general computer as the above exp‘lained
computar.

FIG. 133 shows the basic configuration of a general
computer 601.

In the computer 601 shown in FIG. 133, a CPU 602
performs proéessing using the instructions and data of a
program read from a memory 603,

The CPU 602 ocutputs an address for ac'ce'ss in the memory

603 to an address bus 604,
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in it according to a control signal S602. The module A, module B, and

module C stored in the memory 603 are processing units of a program

having specific 5 functions. A debugger 605 checks the operation of the

CPU 602 at the time of development©f a program. It uses a HALT signal

to temporarily halt the operation of the CPU 602, read internal information

of the CPU, 602, and inform 10 information to the program developer.

Here, in FIE %33, ﬁqig é%f’s%me hEPRR FoAIERS RS BRSO LRGIYR * tes
i usg(l bxéh%@ Jx_jllljle ?oorgh%cr)nogglﬁo Here assﬁ%rie that the routine of

the basic function Incrdéd Bhe moduﬁé‘%\nlgjhig% y confidential. In such

15a Case sincg t}ﬂe rRoduIe Ais a %asic functio i%is necessary to,
) a
provide an environment enabhing the de@glgpré‘?o g ﬁ\oﬁufé’% pin the

Jnodule S to Qg el D, its program. As one means _for this, there isthe . |
" me'?h%d of distri%tﬁng%{ srgfilgfﬁ?sli%gefpre%s%ﬁ?ﬂ 5ﬁr’fn¥ear‘rﬁlé%tsépecfflc
£43 ge petween 20 a higher language and machine language (normally

called an "é_ls_s_embly language”), but analysis is relatively easy. There is
L P s S e
BN Gapenes fenete ) REE YR sona
ték¥gg§§£arily halt the operation of the CPU 602, read
internal information of the CPU 602, and inform that
information to the program developer.
Here, in FIG. 133, it is assumed that the module A
has a basic function used by the module B or the module C.
Here, assume that the routine of the basic function
included in the module A is highly confidential. In such
a case, since the module A is a basic function, it is necessafy
to provide an environment enabling the developer of the
module B or module C to develop its program. As one means
for this, there is the method of distributing a library.
This is expressed in an intermediate language between
a higher language and machine language (normally called an

"assembly language"), but analysis is relatively easy. There

is a high possibility that the processing routine of a program

- desired to be kept confidential will end up becoming known.

Further, as another means, the basic module (in this

example, the module A} is stored in the memory 603 in advance



develops the software assuming that the basic module is present at a.

specific location. Even with this means, however, there is the problem

that it is not that hard for the developers of the modules B and C to read

the module A stored in the memory 603. At this time, the read content is

in a machine language of a level whi¢h the CPU 602 executes, but there

are tools for converting this machine language to an assembly language.
anghe rgatiieean beanalized elatively asily. Farkera there isltite pisbledrper

that the developers of the modules B and C can temporarily halt the
degRe@RIDN By theSCPUYB0XIN STt of ERecutichof the ficduleasiate 1is

the development stage of their programs so as to learn the data handled
PIERe contert offfE same dritFtheréBy learn the entire processing routine

of the program of the module A. Further, an application program running

on thé BB0ove” ekplaihBd e MBFFandIECRE) Gata, HaRgifg dataliol dagrbien

and other high security data set by the service provider, so there has
5ot B demalt for BFbteCmGiL o Mk EATBEARFSFmdRBRgmoduLes B

mbodiments of the present invention provide a data processing method,

2N e MiCORdUERT cirliit, Brdorogrant BBk fo efficketitly Barforsh procesdig this

.in accol[ldance V\C/jth - 7 alarge number ofgrocessing requests.
time, the reac content 1s in a machine “language of a level

which the CPU 602 executes, but there are tools for
converting this machine language to an assembly language.
The routine can be analyzed relatively easily.

Further, there is the problem that the developers of
the modules E and C can temporarily halt the execution by
the CPU 602 in the middle of execution of the module A at
the development stage of their programs so as to learn the
data handled or the Contenﬁ of the same and thereby learn
the entire processing routine of the program of the module
AL

Further, an application program running on the above
explained server handles key data, charging data, log data,
and other high security data set by the service provider, so
there has been a demand“ for protecting it from illicit
tampering or menitoring.

Embodiments o©f the present invention provide a data
processing method, semiconductor circuit, and program able

te efficiently perform processing in accordance with



Embodiments of the present invention provide a data processing method,
semiconductor circuit, and program enabling a user to produce and
customize an application program of the user to be executed by a server
without allowing the user to learn highly confidential information.
Embodiments of the present invention provide a data processing method,

a semigongduetos eiredit, gndpregran ableyte prevent each individual
application program from being influenced by another application

prograntwhendhe:samer semiconduatenaircyit unsta pluraiiefide a data
application programs. Embodiments of the present invention provide a
prdatas piegessing mhetiod, semiconstustorteireuit, andpregram atlewingrogram
transfer of data between application programs in accordance with need
enwlhilé preventing eachtapplicatidncprogram fronsheing ilicityrtamperedcat ion
with, monitored, etc. by the user of another application program when the
pregmeansendicondector sircuitrunsta pluratity of @pplication pregrams. without
Embodiments of the present invention provide a data processing metnod,
al semiconductor cireuit, tauthentication chpparatust and:programi efabling: ion .
the content of access to a server or other semiconductor circuit to be
restri€telddd Lasootdaned with #ights ¢ thetsahrer =18t Embodiments of the data
present invention provide a
processing method, semiconductor circuit, and program able
to prevent each individual application program from being
influenced by ancther application program when the same
semiconductor circuit runs a plurality of application
programs.

Embodiments o¢f the present invention provide a data
processing method, semiconductor circuit, and program
allowing transfer of data between application programs in
accordance with need while preventing each application
program from being illicitly tampered with, monitored, etc,
by the user of ancther application program when the same
semiconductor c¢ircuit runs a plurality of -application
Drograms.

Exbcediments of the present invention provide a data
processing method, semiconductor circuit, authentication
apparatus, and program enabling the content of access to a

server or other semiconductor circuit to be restricted in

accordance with rights to the same.



semiconductor circuit and data processing method enabling the
confidentiality of data to be maintained even when transmitting highly
confidential data between the semiconductor circuit and a semiconductor
storage circuit through an external bug. Embodiments of the present

invention provide a data processing apparatus enabling the confidentiality

of insgn%(tjicoigs gn% Solata 10 be trplaeintaingds%erg\qeen. %ﬁ? rams when . g
executing a pluraiity of programs. Emodiments of thé preséit inBnign e 2

%roggjned% sceéniconductor circuit enabling the confidentiality of ogram _
Seto e executed toCi)leri(f:nl’lplf1(5ve%11f}Eem%gL i%eﬁtrsco??ﬁes Jp? e%}%%léjﬁ ior napling

r@rovids 3 dala processing appajglus, i method, and s progam .,

enabling the security of an application program running on the ‘server

¢ 26 impraved whe rEgigglpg a%%%ﬁdﬁ%%@ IC Oagog*aef negrated.  he

circuit. DISC OSUR THE INVE ( |sclose‘ grgin Is'a data
s RIPCESBINgMmethad;performed by a,semicanductor circuit i gccordance . ., .

with a plurality of processing requests, comprising the steps of:
- hgenerating job.ymanagement data including job execution order data

showing an order of - 9 execution of a plurality of jobs forming

processingdnraceordapee with a pracessing request and statusdata 4t 5

showing
processing apparatus enabling the confidentiality of

instructions and data to be maintained between programs when
executing a plurality of programs.

Embodiments of the present invention provide a
semiconductor circuit enabling the confidentiality of a
program to be executed to be improved.

Embodiments of the present invention provide a data
processing apparatus, its method, and its program enabling
the security of an application program running on the server
to be improved when providing a service using an IC or other
integrated circuit.

DISCLQSURE OF THE INVENTION

Disclosed herein is a data processing method performed
by a semiconductor circuit in accordance with a plurality of
processing reguests, comprisimg the steps of: generating Jjob
management data including job execution corder data showing

an order of



the state of progress of execution of the plurality of jobs for each of the
plurality of processing requests, selecting one job management data from
the generated plurality of job management data based on a
predetermined rule, selecting a job to be executed next based on the
status data and the processing order data of the selected job
management data, executing the selected job, and updating the status
exgatd e the Sélected obiiahagement daigiracdsrdanca withaheessing  in
execution of that job. The semiconductor circuit generates job
ACHrARRRTert 1 ddtadndldding jou- BRediftfohcsTie Fddta Shality &f bidertoiwing
execution of a plurality of jobs forming processing in accordance with a
EBrotkasifg Téquust aha Statlis dStEEshowiAg thé state oPprbitedsaf of jobs
. execution of the plurality of jobs for each of the plurality of processing ‘
Lotaqists. Riext e SemicondidtoP Sir@etects Bhe O Widtagenientect ing
data from the generated plurality of job _management data based on a .
ONBretfdterfiingd fte Next>the %m%mt&%aﬁga%c&%ﬁé%ﬁwb@f Job
executed next based on the status data and the processing order data of
ma e sdietied 50 anAgeettata, 16°NEXE T BEmicoNdGctor it -ng 3

s the selected job. Next, the semiconductor circuit updates the

jogi(aefcﬁésjtegaeta St the-setectdt job nighagemaht dats inSactordantd with and  the
processing order data of the selected job management data,
executing the selected jcob, and updating the status data of
the selected -Job management data in accordance with the
execution of that job.

The semiconductor circuit generates job management
data including Jjob execution order data showing an order of
execution of a plurality of 3Jobs forming processing in
accordance Qith a processing request and status data showing
the state of progress of execution of ﬁhe plurality of.jobs
for each of the plurality of processing reguests.

Next, the semiconductor circuit selects one Jjob
management data from the generated plurality of job
management data based on a predetermined rule.

Next, the semiconductor circuit selects the job to be
executed next based on the status data and the processing

order data of the selected jcbkb management data.



execution of that job. The data processing method may further comprise a
step of updating the status data of the selected job management data,
then selecting one job management data from the plurality of data
modules. Further, the data processing method may further comprise a
_step of selecting one job managementidata from the plurality of data
modules after updating the status data of the selected job management
data. fayther, the datarpreeessing method-may furthet -cemprise-a step1df-red
deleting the job management data when all jobs forming the processing in
J oBgcordance with the processing request finish being executed. Further,
the data processing method may further comprise a step of receiving the
processtng, requiests fremian ipiegtated circhihaying.p&ierage Wit status
storing data to be used for processing for a procedure performed with the
dasemicHnduetoseiteuit<ll Dsla commuyaication apparatus inputtirgands with
outputting data with the integrated circuit. Disclosed herein is a
e xsenmcomductor cirguit farprocessing data in accordance with a plurality of
processing requests, comprising an interface for inputting the plurality of
processimgdeguestspastorage cinetihford stefing job-management dataz step
including job execution order
of updating the status data of the selected job management

data, then selecting one Job management data from the
plurality of data modules.

Further, the data processing method may further
comprise a step of selecting one Jjob management data from
the plurality of data modules after updating the status data
of the selected job management data.

Further, the data processing method may further
comprise a step of deleting the job management data when all
jobs forming the processing in  accordance with  the
processing regquest finish being executed.

| Further, the dafa processing method may further
comprise a step of receiving the processing requests from an
intégrated circult having a storage unit storing data to be
used for processing for a procedure performed with the

gemiconductor circuit



data showing an order of execution of a plurality of jobs forming
processing in accordance with a processing request and status data
showing a state of progress of execution of the plurality of jobs, and a
control circuit for generating the job management data for each of the
input plurality of processing requests:and-storing it in the storage circuit,
selecting one job management data from the generated plurality of job

ormanagement data, iselectipg andwaxecuting. the job ta.he exeeed nexty dzca
based on the status data and the processing order data of the selected

wijob maragement- gata) and-updating the status data of the selected job
management data in accordance with the execution of that job. In the

above semicaredictar €iretit of, the interfagerinputsauplurality ofi rcuit  for

processing requests. Next, the control circuit generates job management
prdatessintiudingejob execatiarn orter datarshowing @nuarden £ 12 off processing

execution of a plurality of jobs forming processing in accordance with a
reprocessing reguest andrstatusadata showing aa statefefprogiess.efting the

execution of the plurality of jobs in accordance with the plurality of
P 1lprecessing refuests and sstores theaquinsthe, stomges ticcuity Nextitheuit for

control circuit selects one job management data from the plurality of job
St piaragemeht data aextcthie coatrel citeuil selects andexeeutesithiedob order
data showing an order of execution of a plurality of jobs
forming processing in accordance with a processing reguest
and status data showing a state of progress of execution of
the plurality of jobs, and a control circuit for generating
the job management data for each of the input plurality of
processing requests and storing it in the storage circuit,
selecting one Job management data from the generated
plurality of job management data, selecting and executing
the job to be executed next based on the status data and
the processing order data of the selected job management
data, and updating the status data of the selected job
management data in accordance with the execution of that
dob.

In the above semiconductor circuit of, the interface

inputs a plurality of processing requests.

Next, the control circult generates Job management

data including job execution order data showing an order



to be executed next based on the status data and the processing order
data of the selected job management data and updates the status data of
the selected job management data in accordance with execution of that
job. Disclosed herein is a program to be executed by a semiconductor
circuit for processing data in accordance with a plurality of processing
requests, comprising a routine for generating job management data

ofineludingjobexecutien erder data showing ap ordes ofexecution®fdsing in
plurality of jobs forming processing in accordance with a processing
actestesh endwstatusdata shewingrihe stafe of Progress ok execuionokthey i ng
plurality of jobs for each of the plurality of processing requests, a routine
a fot selecting pnedelz snanagement datafront the.genarated plutaligrofijobs in
management data, a routine for selecting the job to be executed next
acbasethonthewtats data and. thesprocessing asder-datanfdheselpcted s and
job management - 13 data, a routine for executing the selected job, and a
strowtine foeupdating the status glata ot-theiselected job management data
in accordance with the execution of the job. Disclosed herein is a data
processing.methed perfarmeed by asemicoreluetorcircuitrunningraanz gement
application program for processing relating to a procedure using an
daimedrated tireuip whierkirt thecsenjicbnducteceireuitcareview
correspondence instructing data indicating correspondence

Next, the control circuit selects and executes the job
to be executed next based on the status data and the
processing order data of the selected Jjob management data
and updates the status data of the selected -Job management
data in accordance with execution of that Jjob.

Disclesed herein 1is & program to be executed by a
semiconductor circuit for processing data in accordance with
a plurality of processing requests, comprising a routine for
-génerating Jjob management data including job execution order
data showing an order of execution of a plurality of jobs
forming processing in accordance with a processing request
and status data showing the state of progress of execution
cf the plurality of dJobs for each of the plurality of
processing requests, a rcutine for selecting one Job
management data from the generated plurality of dob
management data, a routine for selecting the dob to be

executed next based on the status data and the processing

order data of the selected Job management



between operation codes used for the application program to operate the
integrated circuit and the names of the operations, that is, the operation
names, having the semiconductor circuit receive as input an operation
describing program describing the operations of the application program
using the operation names, and havingtire  semiconductor circuit obtain
the operation codes corresponding to the operation names described in
datfe operation HesEribiAg Progeams BY Visvingtthe correspordenceb, and a
instructing data and use the obtained operation codes to define the
rob‘ﬁdéé%siﬁg%f tHe @pphicetion progfdi CPErthes the @dta prscessidgceted Job
method further comprises having the correspondence instructing data
ARSI Showrthes corfesoTitenes Betwesh the Spsratier ramescdndkey Job-
information used when the integrated circuit performs - 14 operations
correSpSAdiRg 6 thege operativn harfesand iy 1he séinidondudsr formed
circuit obtain the key information corresponding, to the operation names
BY desEiied e “operafion deséribing rotfam by Hewiricrthecn Program for
correspondence_ instructing data and use that obtained key information to
pr%‘é?iﬁ&%ﬁ@ processing of thgzgppl?catié?ﬁ%?@éir‘éﬁ? Further'dhe data tntegrated
,processing ethod further.comprises, having the semiconductor circuit ,
S ieherdte jolf MrEgement data ﬁ\%ﬁ&ﬂ)%cé%utioﬁlo?aérlaata can view

showing an order of execution of a plurality of jobs forming processing of
cogﬁgspé%%ence instructing [hatay gﬁéicatTng[)correg%ondence

between operation codes used for the application program to
operate the integrated c¢ircuit and the names of the
operations, that 1is, the operaticon names, having fhe
semiconductor circuit receive as input ar operation
cgescribing program describing the cperations of the
application program using the operation names, and having the
semiconductor circuit chtain | the operation codes
corresponding to the operation names described in the
operation describing program by viewing the correspondence
instructing data and use the obtained operation codes to
define the processing of the applicaticn program.

Further, the data processing method further comprises
having the correspcndence instructing data further show the
correspondence between the operation names and key

information used when the integrated circuit performs



application program and status data showing the state of progress of
execution of the plurality of jobs, select the job to be executed next based
on the status data and the processing order data of the job management
data, execute the selected job, and update the status data of the selected
job management data in accordance yith.the execution of that job.
Disclosed herein is a semiconductor circuit for running an application

opRregram-fer performing Pracessing felating tn.a precedure Using a4 naving
integrated circuit, comprising a storage circuit for storing correspondence

thiastructingdata indieating corespendense petweeneperation cades4sed i on
for the application program to operate the integrated circuit - 15 and

conames®idie; gperations;that is;;operatiothnamgs<an intestaseday in  the
inputting an operation describing program describing the operation of the

opappichtion peagramdising the-eperatienynames; ang agontrelciresitdon sence
obtaining the operation codes corresponding to the operation names
indesuribetriy thesinput aperation describingragram by adjewingthenation to
correspondence instructing data and using the obtained operation codes
detol defing:therprocessing: of the applicatiohipregrass. [pibeabave
semiconductor circuit, the interface inputs the operation describing
programrdeseribingithe data processing method further comprises
having the semiconductecr circuit generate job management
data including job execution order data showing an order of
execution of a plurality of Jjobs forming processing of the
application program and status data showing the state of
progress of execution of the plurality of Jobs, select the
job to be executed next based on the status data and the
processing order data of the job management data, execute
the selected job, and update the status data of the selected
Job management data in accordance with the execution of that
Job.

Discleosed herein 1is a semiconductor circuit for
running an application program £for performing processing
relating to a procedure using an integrated circuit,
comprising & storage circuit for storing correspondence
instructing data indicating correspondence between operation

codes used for the application program to operate <the

integrated circuit



operation of the application program using the operation names. Next, the
control circuit obtains the operation codes corresponding to the operation
names described in the input operation describing program by viewing
the correspondence instructing data. Next, the control circuit uses the
obtained operation codes to define thg processing of the application
program. Disclosed herein is a program to be executed by a

angemicengduetor eireuityyaning:amapplication prograpder peHerminges, an
processing relating to a procedure using an integrated circuit, comprising:

inadodtine formputting an toperation deseriing progrags deseribing aogram
operation of the application program using - 16 names of operations for

de ther integrated-circuitthat isoropefationsanies: asauting fop vieywiag using
correspondence instructing data indicating correspondence between
t hepenation tdedessed by the:applicatiorprogram foroperating thetaining
integrated circuit and the operation names to obtain the operation codes
theoresponding:totheloperatiar aames: tlescribed itHibe opetationon names
describing program, and a routine for using the obtained operation codes
detodéline processihg of thevappligatioatprograniesAcedrdinggto thesfirstm by
aspect, there is provided a data processing method performed by a
vigenniconduetoreiregispondence instructing data and using the
obtained operation codes to define the processing of the
application program.

In the above semiconductor circuit, the interface
inputs the operation describing program describing the
cperation of the application program using the operation
names.

Next, the control cilrcuit obtains the operation codes
corresponding to the operation names described in the input
operation describing program by viewing the correspondence
instructing data.

Next, the control circuilt uses the obtained operation
codes to define the processing of the application program.

Disclosed herein is a program to be executed by a
semiconductor circuit running an application program for
performing processing relating to & procedure using an
integrated circult, comprising: a routine for inputting an

operation describing program describing an operation of the

application program using



executing an application program, said data processing method

comprising the steps of: protecting each of a plurality of program modules

forming said application program by a firewall allocated to the program

module in advance in a plurality of firewalls, registering a program

module linked with firewall identificatidm information for identifying the

firewall allocated to the program module, and executing said program
nawgglule corditiardl birsaidL registraionibeing petfermed; whetdin saidat s,

semiconductor circuit comprises at least a hardware layer, an operation
opgystéRfiayeriafi@ an applicatioatprogrant layer, ahdwilnereinctherplaralitylence

of program modules and firewalls are stored in the application program
1nfyEr CThd datdpracéssiig aeiicd 6fthedfrscaspectof thetinventiommaytion

further comprise a step of allowing data - 16a transfer or data viewing
Cogdmong a Plurdlity of prograifP Fhediés regRTerad dinkedavith diesameny  the
. _firewall identification information and prohibiting data transfer - 17 or data
INGRWIRG Sfhofrg aPtdrality BF prégramdhedaes egisered inked witg2in  the

different firewall identification information. The data processing method of
CPHfirsPAspectofthe iRvericTPpreferaBly niay fulthér cofipiise thestepgames

of: registering a program module further linked with download _
descriled in the operation describing preogram, and a routine

for using the obtained operation codes to define processing
of the application program.

According to the first aspect, there is provided a
data processing method performed by a semiconductor circuit
executing an application program, said data processing
method comprising the steps of: protecting each of a
plurality of program modules forming said application
program by a firewall allocated Eo the program module in
advance in a plurality of firewalls, registering a program
module linked with firewall identification information for
identifying the firewall allocated to the program module,
and executing saild program module conditiocnal on said
registration being performed, wherein said semiconductor
circuit comprises at least a hardware layer, an operation
system layer, and an application program lavyer, and wherein
the plurality of program modules and firewalls are stored in
the application program laver.

The data processing method of the first aspect of the

invention may further comprise a step of allowing data



key information to be used when downloading the program module from

the outside of the semiconductor circuit to the semiconductor circuit and,

when receiving a download request - for the program module, using the

download key information registered linked with the program module to

judge if download is possible and d%v%nloading the program module when

judging that download is possible. A coardi'hg to a second aspect, there is
trgg%vg%d a&emi&ygﬂuct&g\;g%iéforar%gning an agqucati n@rogra , _said

semiconductor circuit comprising at [8ast & hafdware™ fayer, an opératidh <+ am

noSYstem Iay%% and.an %%plicaﬂg?lgé%ﬁram layer, Wh?}rein-said

£ . ; ]
semiconducior circuit protecting éach of Ve\ilp“luralltyto eprogr&’é?nm?noduFer{ewal*

1o{31E¥29 saapplication. program by @ frewall ajlocated {9 each brogran

module in advance in a plurality of weWaﬁPs, reglsterlﬁg a’program
module linked with firewall identification information for identifying the
firewall allocated to the program module, and executing said program
module conditional on said registration being performed, wherein the
plurality of program modules and firewalls are stored in the application
program layer. - 18 According to a third aspect, there is provided a
program to be executed by a semiconductor circuit for executing an
application program, said semiconductor circuit comprising at least a
hardware layer, an operation system



layer, and an application program layer, and said program comprising: a
routine for protecting each of a plurality of program modules forming said
application program by a firewall allocated to each program module in
advance in a plurality of firewalls, a rquztine for registering a program

module linked with firewall identification information for identifying the
J:fire%ajﬁl aallocated to the_g oﬁ%ram modulf, and, routing for executing said

r
NaT Bn said fegistration-beirfy peiSied ™ Hoaules

© program modulé conditions

herein the plurality of program %%zjlesaa d firewalls are stored in.the ,
regﬁp%i%ezé%(%ﬁ? proij&r%%%ye?lgécloé% ee:?é‘l%gls aEda%g%?g&ess%ﬁge%%}ﬁd& ation
ing%rg%gjceflorpy a semiconductor circuit for executing an application

program, comprising the steps of: independently executing a plurality of

app'ioﬂ%ign@@%fag‘éo%ggeﬁ%%%%a&'%F%ﬁs”'}gﬁips%dvasmea of the

Lk = '%EECE
condition foralowmg communication between the application programs

1 nPerermed %EQHQQ}Q§§¥GW§Q§JU§§HEHL?(XE@£§Q§ngn{ﬁ%ue§%@é§ of:

satisfies the registered condition when an application program genera

redfequestfor com ication with another, application pragram.and ;1 -4

executing communication between the application programs in

xegccordance yith.the gommunicatian - 13a. requestwhensjudging that i{arogram

satisfies the registered condition. Disclosed herein is a semiconductor
oSGt WRIGA the outside of the semiconductor circuit to the
semiconductor circuilt and, when receiving a download requast
for the program module, using the download key information
registered linked with the program module to Jjudge if
dowrilocad 1s possible and downloading the program module when
judginé that downlcocad is possible.

According to a second aspect, there is provided a
semiconductor circuit for running an application progrém,
said semiconductor.circuit comprising at least a hardware
layer, an operation system layer, and an application program
layer, wherein said semiconductor circuit protecting each of
a plurality of program modules forming said application
program by a firewall allocated to each program module in
advance 1n a plurality of firewalls, registering a program
module linked with firewall identification information for
identifying the firewall allocated to the program module,
and executing said program module conditional on said
registration being performed, wherein the plurality of
program modules and firewalls are stored in the application

program laver.



independently executes a plurality of application - 19 programs protected
by firewalls, registers in advance a condition for allowing communication
between the application programs performed through the firewalls, judges
if a communication request satisfies the registered condition when an
application program generates a requegt for communication with another
application program, and executes communication between the

application-derograms dn agcordance Withihe commuynication £equestyi ded 4
when judging that it satisfies the registered condition. The above

prsemigondustongircuitmay: indepepdently exegute- plurality of application £
programs protected by firewalls. Further, that semiconductor circuit

e x ¢egistersyina advanceia sendition forallowjngeammeticationhetween the- -y +
application programs performed through the firewalls. Further, that
cosgmicandyctar circai judges it arcammunicatien request satisfiesithe svstem
registered condition when an application program generates a request for
lagemmunicatiemwitipandthet applicatienyprograma.furthesthatsaid program
semiconductor circuit executes communication between the application
coprogramsdn agcardance ewitfuthercomraunicatiorerecuesttwbBercjudgpity of
that it satisfies the registered condition. Disclosed herein is a program for
orogaking amocules forming said application program by a
firewall allocated to each program module in advance in a
plurality of firewalls, a routine for registering a program
module linked with firewall identification informaticon for
identifying the firewall allocated to the program medule,
and a routine for executing said program module conditional
on said registration being performed, wherein the plurality
of program modules and firewalls are stored in the
application program layver.

Disclosed herein is a data processing method performed
by a semiconductor circuit for executing an application
program, comprising the steps of: independently executing a
plurality of application programs protected by firewalls,
. registering in advance a condition for allowing
communication between the application programs performed
through the firewalls, Jjudging if a communication request
satisfies the registered condition when an application
program generates a reguest for communication with another

application program, and executing communication between the

application programs in accordance with the communication



semiconductor circuit execute a routine - 20 for independently executing

a plurality of application programs protected by firewalls, a routine for

registering in advance a condition for allowing communication between

the application programs performed through the firewalls, a routine for

judging if a communication request satisfies the registered condition

when an application program generatég a-request for communication with

another application program, and a routine for executing communication
regeffden tHesapplicalidhffogiahdd in ddeordarceswiile the édrimunicatisheread

request when judging that it satisfies the registered condition. Disclosed
COlgHdiA 7$'a data processing method by which a semiconductor circuit or a

semiconductor storage apparatus accessible by the semiconductor circuit

downtoatis'® proyraht Frring i thé semicoheRed eiredit, compiising which

the steps of: having the semiconductor circuit have a software structure

comptiSEaF BF & phiraliy Si&yers Ehdehaviny Hownloa sighgtkireat Lon

verification key information corresponding to each layer able to be viewed

by the semiconductor circuit, having the semiconductor circuit verify

download signature information generated in accordance with a download

request using the download signature verification key information when

receiving the download request, and having the semiconductor apparatus



- 21 allow the issuer of the download request to download a program of a
layer corresponding to the download signature verification key information
used for that verification conditional on the download signature
information being legitimate. Further, the data processing method may
further comprise the steps of: having;an authentication apparatus store
access master key information corresponding to a layer to which a

prHregam allowed tabe downloaded bglongs, hawvgg sthe.authepticationince &

apparatus transmit the download request to the semiconductor circuit,

codhndhavingAabe aythentication apparatys ¥sethal-aceess Masterk8y: i cation
information to generate the download signature information and transmit

prihptagewnload signature information ta the semisenducter circuiyfugther s 5
the data processing method may further comprise the steps of: having an

comuthentisatiomapparaties: store:identificationinfermation ot the=d  condition
semiconductor circuit and having the authentication apparatus encrypt

whese the ideatificationtinformationeas pain textdsing dhe agcessdnasier for
key information to generate download master key information and use

cothatrdownidac mastet keydnfoematiqip 1o generate the: dewnloadrsigrature:tes
information. - 22 Disclosed herein is a semiconductor circuit having a

cosofiware: stractuiezcorprisechef s plutdlity of layersrograms in accordance

with the communication request when Jjudging that it

satisfies the registered condition.

The above semiconductor circuit may independently
execute a plurality of application programs protected by
firewalls.

Further, that semiconductor circuit registers in
advance a condition for allowing communication between the
application programs performed through the firewalls.

Further, that semiconductor circuit judges if a
communication request satisfies the registered condition
when an application program generates a request for
communication with ancother application program.

Further, that semiconductor clrcuit executes
communication between the application programs in accordance
with the communication request when Jjudging that it
satisfies the registered condition.

Disclesed herein is a program for making a

semiconductor circult execute a routine



wherein the semiconductor circuit is able to view download signature
verification key information corresponding to each layer, verifies
download signature information generated in accordance with a download
request using the download signature verification key information when
receiving a download request, and afigws the issuer of the download
request to download a program of a layer corresponding to the download

f o signatirepeerifieation keyinformation used fan thatverification toé{ﬂﬁﬂication
semiconductor circuit or a semiconductor storage circuit accessible by the

prSemigendpetor srewticonditionalan thesdownloag sigraturesinformatioR e r 1 ng
being legitimate. The semiconductor circuit, when receiving a download

in regiestyerifies thendownlead signal information gepgrated cation between
corresponding to that download request using download signature

thyedfigatibndeydnfoppaearturther fthaksemiconductar circuit allewsihe s, »
issuer of the download request to download a program of a layer
rowcotrespdiading thiydownlbad signaterenderification keyrirformation yseéds the
for that verification to that semiconductor circuit or a semiconductor
regiorage eifcuit addessible bydhe :semicpnduciaricircuit:conditionakor theces s
download - 23 - signature information being legitimate. Disclosed herein is
re@nealthenticatiomapparatis. usedw farrauthenticatiorewhén dewntoading-a;ram,
program running in a
and a routine for executing communication between the
application programs in accordance with the communication
request when Judging that it satisfies the registered
condition.
Disclosed herein 1s a data processing method by which
a semiconductor circult or a semiconductor storage apparatus
accessible by the semiconductor circuit downloads a program
running in the semiconductor circuilt, comprising the steps
of: having the semiconductor circuit have a software
structure comprised of a plurality of layers and having
download silgnature verification key information
corresponding to each layer able to be viewed by the
semiconductor «circuit, Thaving the semiconductor circuit
verify download signature infermation generated in
accordance with a download reguest using the download

signature verification key information when receiving the

downicad request, and having the semiconductor apparatus



semiconductor circuit to a semiconductor circuit having a software
structure comprised of a plurality of layers or a semiconductor storage
apparatus accessible by that semiconductor circuit, storing access master
key information corresponding to a layer to which a program allowed to
be downloaded belongs, transmitting the download request to the
semiconductor circuit, and using that atcess master key information to
generate the download signature information and transmitting that
a ldewnlddEsighatireinformationsto thewsémiconduetyrasifeuitt Thedownload a
authentication apparatus may first transmit the download request to the
Preemsbnadctér chetiit Further ahe authertticationtdpparitus Uses actessature
master key information to generate download signature information.
VeFgiher the Buthehticaion apparatis transmits the dovirilead sighatdrecation
information to the semiconductor circuit. Disclosed herein is a program to
copekatied bya séfitondbetor efuit havng Bssttwareistietgreon  being
comprised of a plurality of layers, comprising - 24 a routine for verifying
1 egawnitadSsignature information generated in accordance with a download
request when receiving such a download request using the download

signafite Vefication ey infoFmatidi 6F& E8r8spondifighcd  may  further

comprise the steps of: having an authentication apparatus
store access master key information corresponding to a layer
to which a program allowed to be downloaded belongs, having
the authentication apparatus transmit the download reguest
to the semiconductor circuit, and having the authentication
apparatus use that access master key information to generate
the  download signature information and transmit that
download signature information to the semiconductor circuit.

Further, the data processing method may further
comprise the steps' cf: having an authentication apparatus
store ddentification information o¢f the semiconductor
circuit and having the authentication apparatus encrypt use
the didentification information as plain text wusing the
access master key information to generate download master
key information and use that download master key information

to generate the download signature information.



layer in the plurality of layers, and a routine for allowing the issuer of the
download request to download a program of a layer corresponding to the
download signature verification key information used for that verification
to that semiconductor circuit or a semiconductor storage circuit
accessible by the semiconductor circ i%cgnditional on the download
signature information being legitimate. Disclosed herein is a

, seriniconductr(l)r circuit having a datargrocesgin circuit and data | .
0138¢C OUSEB? erelln. 13 at ﬁe lCﬁqﬂ or CLLCULY L AV ing a
input/output processing Circuit, wherein the data processing circuit inputs

and_outputs data, with a bus outside of that semicgnductor, circuit through _
e the aat%a input (L)ll{J:tpijltr |%rocegrsr,L 6 c?r%ﬁit, %%rfd the data Tnap%%/%ﬁtpuct) %Trcui%ye‘" S

whENEHPts data '%% from; the data processing.circuif inﬁggfg% gf iShglginioad

predetermined data lengths and outputsthe same to pts

s1 §ata input from the bus and pu %%ffl&%%@%%thfﬁgg;%#s%%&%“ J o each

circuit, and performs data input/output transactions the bus'in

12 {0its of mnumber QI&L%%E&E’&'U%%tQHEE@Péa%'}?PS%%%'ﬁ/“@é evz\!l R85 in

the bus width of the bus is Nb and the data length is Nc and the smallest
acd¥hole pumber, «ofin orymorg s m 25 T, iconductar CIrcUtof may, 1 .z 4

input and output data with a bus outside of the semicondtictor circuit

s1 dhroughdhe (datainputioutput pragessing girguit At this fime, thedata .« 5
input/output circuit encrypts

download reguest, and allows the issuer of the downlicad
request to download a program of & laver corresponding to
the downlcad signature verification key information used for
that verification to¢ that semiconductor circuit or a
semiconductor storage circuit accessible by the
semiconductor circuilt conditional on the download signature
information being legitimate.

The semiconductor circuit, when receiving a download
request, verifies the download signal information generated
corresponding to that dewnload reguest wusing download
signature verification key information.

Further, that semiconductor circuit allows the issuer
of the downlocad request to downlcocad a program of a layer
corresponding the download signature verification key
information used for that verification to that semiconductor

circult or a semiconductor storage circuit accessible by the

semiconductor circult conditional on the download



the data input from the data processing circuit in units of predetermined
data lengths and outputs the same to the bus. Further, the data
input/output circuit decrypts data input from the bus and outputs it to the
data processing circuit. At this time, that data input/output apparatus
performs data input/output transactions;through the outside bus in units of
m number of data input/output transactions when Nc/Nb-n where the bus

s 1widzh g thesbus-is-Nh and the. idasa fength is,Neand the smallest whole

number of n or more is M. Further, in the semiconductor circuit, preferably

the data IpuYeUtpULGIECUL, when-accessing: 3 SeRNeandUCor SIOde:s useq
circuit based on a first address input from the data processing circuit,

foeonvetisdhe first addressriea seeand caddress so astoaceesstheing in a
semiconductor storage circuit in units of storage areas in which the data

senfiNedisistored and: tisesthat second:address o acegssthe-cuit having =
semiconductor storage - 26 - circuit. Disclosed herein is a data processing

sotfetkacperformed. by acsemieoraurtes Cirguibwhes BCeesstg d ayers or a

semiconductor storage circuit when a semiconductor circuit and the
sesemicotiductor storage cirquit aresggnnestedsthroughca busb omprising  that

the steps of: encrypting data to be written in the semiconductor storage
segitcuitiduwnitsof predetérminetoring access master key information
corresponding to a laver to which a program allowed to be
downlcaded belongs, transmitting the download regquest to the
semiconductor circuit, and using that access master key
information to generate the download signature information
and transmitting that download signature information to the
semiconductor circuit.

The authentication apparatus may first transmit the
download request to the semiconductor_circuit.

Further, the authentication apparatus uses access
master key information to generate download signature
information.

Further, the authentication apparatus transmits <the
dowﬁload signature information To the semiconductor
circuit.

Disclosed herein 1s a program to be executed by a

semiconductor circuit having a software structure comprised

of a plurality of layers, comprising



data lengths and outputting the same to the bus, decrypting data input
from the bus, and performing data input/output transactions through the
bus in units of m number of data input/output transactions when Nc/Nb=n
where the bus width of the bus is Nb and the data length is No and the
smallest whole number of n or more is;m. Disclosed herein is a data
processing apparatus comprising a storage circuit for storing instructions

a apnddataof aplurality.ofiprograms, a-computation citcuit for.accessigat i on

the storage circuit through a transmission line and using the instructions

geRBd data;of the pluyrality,of sprograms ta.exegutethe plurality of programs, yhen
a connection switching circuit interposed between the transmission line

re3B€-$he gtorage-eircuit forsetting the transmission ling 1apgd therstoragewniocad
circuit to one of a connection state and disconnection state based on a

s i gaatrolsignak a;qonnection contyol girguitier generating - 27 dhe £eBehding
signal for control to set the transmission line and the storage circuit to one

lapba connectionestate-and disconnection: state,Based-on aCeeSSHANge1 Lowing
defining data defining an address range in the storage circuit able to be

thacdessedshile the computatiencirediisexecuting then plwrality ofrogram of
programs for each of the plurality of programs, an address in the storage

a Croutforwhichsthencomputation reircditissues @nsacpess equestrditt cation
executing program

key information used for that wverificaticon to that

semiceonductor circuit or a semiconductor storage circuit

accessible by the semiconductor circuit conditional on the

download signature information being legitimate.

Disclosed herein is & semiconductor circuit having a
data processing circuit and data input/output processing
cilrcuit, wherein the data processing circuit inputs and
outputs data with a bus outside of that semiconductor
circuit "through the data input/output processing circuit,
and the data input/output circuit encrypts data input from
the data precessing circuit in units of predetermined data
lengths and outputs the same to the bus, decrypts data input
from the bus and outputs the same to the data processing
clrcuit, and performs data input/output transactions through
the bus in units of m number of data input/output
transactions when Nc¢/Nb=n where the bus width of the bus is

Nb and the data length is Nc¢ and the smallest whole number

of n or more is m.



instructing information which program in a plurality of programs the
computation circuit is executing, and an input/output interface circuit for
inputting and outputting data with the computation circuit through the
transmission line and inputting and outputting data with the outside of
that data processing apparatus. Furthet, in the data processing apparatus,
preferably the connection control circuit generates the control signal
indicating ta set theransmission ingiand.the, Storage LCIrCULin a, v bir data
connection state when the address in the storage circuit for which the
wi€amputatign sireuit issues-an raccess requiestisdnside the address range, +1.e
corresponding to a program being executed defined by the access range
da defining gataang gengrates the eentral signat indicating to set the
transmission line and the storage circuit in a disconnection state when it
is notinside that address 1angeia 28 Disglosedherein isd rcuit encrypes
semiconductor circuit for executing a program, comprising a first
théradsmissiondine, 8 rstarage=circuit {forstorng nshiycions-ordataforunits of
executing the program, a computation circuit for operating based on the
présuctons readthreughethe-first dransmission ine fremsthesstorgehe bus.
circuit, a first connection switching circuit for setting the first transmission
line afd the: storageheircdit irsonen@fier /output circuit decrypts data

input from the bus and outputs it to the data processing
circuit.

At this time, that data input/cutput apparatus
performs data input/output transactions through the outside
bus in units of m number of data input/output transactions
when Nc/Nb-n where the bus width of the bus is Nb and the
data length i1s Nc and the smallest wheole number of n or more

is m.

fry

urther, in the semiconductor circuit, preferably the
data input/output circuit, when accessing a semiconductor
storage circuilt based on a first address input from the data
processing circuilt, converts the first address to a second
address so as to access the semiconductor storage circuit in
units of storage areas in which the data of Nc is stored and

uses that second address to access the semiconductor storage



connection state and disconnection state based on a first control signal, a

second connection switching circuit for setting a second transmission line

outside of that semiconductor circuit and the first transmission line in one

of a connection state and disconnection state based on a second control

signal, and a connection control circuit for outputting the second control

signal instructing disconnection tothé Second connection switching circuit

when outputting the first control signal instructing connection to the first

E6Hnéction switching circuit and outputting the second control signal

instr tin%fonnect@n to, the,secong connection switching circuit when

outpuTting” the fifst a8Atorsigialinstiicting discoRRector o tha e r formed

coann%ctzigfc%vlylig;h(i:r%%circu;t. Further, ig the semiconductor circuit, the

sécond CORNaction switching ~29 cifeditis 25hietted thréugh the S8ESHF =T

ot gragsrcpisséoin Ig:nfitg a Wstc()%r{j;}ge gpparg}fgsc%tﬁtgg Oéjtsvide of.the 4 tnh
SenmicondUctor circuit, Eurfher, in the Semiconductor cirgdif%e% the" ©

om tion circuit reads instructions from the storage circuit, the

se§¢ 5%%% T %t T o

connection control éllfc%?teou%p)lutg the first" %orﬁ?oq%%?%?f?ﬂs#é&?nﬁqh & bus,

coﬁgwé‘i@?g tQ fhe fiof%teﬁgnr.‘oeﬁio%%"&}c“i@g gireuit and outputs the second
control signal instructing disconnection to the second connection

cl

by

the semiconductor storage circuit in units of predetermined
data lengths and outputting the same to the bus, decrypting
data input from the bus, and performing data input/output
transactions through the bus in units of m number of data
input/output transactions when Nc/Nb=n where the bus width
of the bus 1s Nb and the data length is Nc¢ and the smallest
whole number of n or more is m.

Disclosed herein is a data processing apparatus
comprising a storage circuit for storing instructions and
data of a plurality of programs, a computation circuit for
accessing the steorage circuit through a transmission line
and- using the instructions and data of the plurality of
programs to execute the plurality of programsg, a connection
switching circuit interposed between the transmission line
and the storage circuit for setting the transmission line
and the storage circult to one of a connection state and
disconnection state based on a control signal, a connection

control circuit for generating



switching circuit. Disclosed herein is a semiconductor circuit for executing
a program, comprising an encryption/decryption circuit for storing
encrypted instructions or data of the program, encrypting data to be
output through a first transmission line outside of that semiconductor
circuit to a storage apparatus, and decrypting encrypted instructions or
data input through the first transmission line from the storage apparatus,
a computation circuit for performing computation using the decrypted
Chenstrichins ordataza sedectioneireait forsefeeting Whethertemliowion line
communication between a second transmission line outside of the
anderhitdndictdrrdfrcuit AAE tHe conputdtion eifcuit based: ortd eonttate and
. signal, and a control circuit for outputting to the selection circuit the
41 2eRTrBRSIgRAaITor fstritRting 36 Sdisafsw cortififificatioh B0 Befweemthe data
second transmission line and the computation circuit while the
deebiigifatioh Gréoit 76 Berféitify Irocasing Gsing fhstrliétionordmtg of 0 be
the program. Disclosed herein is a data processing apparatus comprising
2CEESBRIge Yircuittor Sting iFpretidterffined 1si6ragk areds £pkFaliy o  the
application programs each comprised of a plurality of data modules
PLlitduding FrocBSSIAG PoGtine dats Helcifing Prodessid rbitingd fopr ograms,

cog}gnunicatin with an integrated circuit to provide a .
an addregs 11 the storage circuilt for which the computation

cilrcuit issues an access regquest, and executing program
instructing information which program in a plurality of
programs the computation circuit is executing, and an
input/output interface circuit for inputting and outputting
data with the computation circuit through the transmission
line and inputting and ocutputting data with the outside of
that data processing apparatus.

Further, in the data processing apparatus, preferably
the connection contrel circuit generates the control signal
indicating to set the <transmission line and the storage
cilrcuit 1in a connection state when the address in the
storage circuit for which the computaticon circuit issues an
access request is inside the address range corresponding to
a program being executed defined by the access range
defining data and generates the control signal indicating to
set the transmissicon line and the storage circuilt in a
disconnection state when 1t 1s not inside that address

range.



service and storing management data showing linked together a data
module, first key data used for using another data module in processing
according to that data module, and second key data used for transferring
data with the integrated circuit in processing according to that data
module and a semiconductor circuit performing processing relating to a
service based on a data modules, vie¥ing the management data in that
processing, using the first key data corresponding to that data module to
use ahothércdad mbduleiand dsing the sewoaddkes data corresponding for
to that data module to transfer data with the integrated circuit. Further, in
eX ¢ee BAEprocessing apparatyy; preferably thé storage eireuit stoiesias ane, a
data module at least one of log data of processing performed using the
St ¢fadd fhodifer progrant data M- shéWing a Foutinedol ratfistering théadata for
module in a storage area, program data showing a routine for deleting
exygyisrafiontofthe da@IHBdulé frevHE Sidrage afser andtprégranrastaat ing
_showing a routine for defining the storage area for storing the application
bagitbgrariFurthél in thé'@atali5ioée8sing apparatus tpreterably wilegh first
processing in accordance with another data module is to be executed by
Lr PSSt dndtictor'cirttit, thé Y8micomBluctsi- it usesithe hanagement 115t
data to obtain first key data corresponding to the predetermined data
Coqﬁ&ﬁﬁé%ﬁdth%%ﬁﬁ? ing circuit for setting the first

transmission line and the storage circuit in one of a
connection state and disconnection state based on a first
control signal, a second connection switching circuit for
setting a second transmission line outside of that
semiconductor circult and the first transmission line in cone
of a connection state and disconnection state based on a
second control signal, and a connection control circuit for
. outputting the second control signal instructing
disconnection to the second connection switching circuit
when outputting the first control signal instructing
connection to the £irst connection switching circuit and
cutputting the second control signal instructing connection
to the second connection switching circuit when outputting
the first control signal instructing disconnection %o the
first connection switching circuit.

Further, 1in the semiconducteor circult, the second

connection switching



key data corresponding to the other data module and uses the other data

module from the predetermined data module being executed conditional

on the obtained two first key data matching. Disclosed herein is a data

processing method whereby a semiconductor circuit for communicating

with an integrated circuit to perform processing to provide a service

transfers data with a storage circulit, @c?mr)rising the steps of: when the

. storage circuit stores in predetermined storage areas a plurality of ,

L B Bcadion proGTARTS BAch CompAbed 6Fa FIGERE GrdaTioties 1ine to
- irggﬁlg%igggarocessin routine data , describing processing routines for

commanicatingwith-an intégrated GircGit 16 pividiig a sefvicE Fhusdector

. management data showing linked together a data module, first key data
ClLrCu . . . .
used - 32 for using another data module in processing in accordance

with tE%E tgrmodtjilg, angﬂs(aecog% Ilé% gg&% g%%drfor trianﬂsfer:_ring dai[g .
with the integrdted Circuit in processing according to that data modiies™ =€

cofiB¥gdg semigonducior irgultperioy processing relating to g senvige
sed on the data modules, havmg € sémiconductor circuit view the

ciw,em%gdaé%%@s&eﬁe%g Jele in%&? the eréCfﬁgﬁgsUS%%e first

first key data corresponding to a data module o™ use ano ata

coffiodife, and having the,semicondyclor Grgylt use the second key,data .,
corresponding to the data

connection switching circuit and outputs the second control

signal instructing disconnection to the second connection

switching circuit.

Disclosed herein 1is a semiconductor circuit for
executing a prograrm, comprising an encryption/decryption
circuit for storing encrypted instructions cor data of the
program, _encrypting data to be output through a first
transmission line outside of that semiconductor circuit to a
storage apparatus, and decrypting encrypted instructions or
data input through the first transmission line from the
storage apparatus, a computation <circult for performing
computaticn using the decrypted instructions or data, a
selection circult for selecting whether to allow
communication between a second transmission line outside of
the semiconductor circuit and the computation circuit based
on a control signal, and a control circuit for outputting to
the selection circuit the control signal for instructing to

disallow communication



module in processing relating to the service to transfer data with the
integrated circuit. Disclosed herein is a program to be executed by a
semiconductor circuit for communicating with an integrated circuit to
perform processing for providing services and transferring data with a
storage circuit, comprising, when the-gtorage circuit stores in
predetermined storage areas a plurality of application programs each

peéQaprised:of a plurality of datasmoedules including processing routine data. ; .,

describing processing routines for communicating with an integrated

c1eirctitto providesserviges andstoressmanagement data shquing linkeel, 1 14
together a data module, first key data used for using another the data

pregule ingprosessing raccording 49, that data modute, @nd second key

data used for transfer of data with the - 33 integrated circuit in processing

accorging:to-thad datae module, agoutine fapperforging-pEOCESsINg apparatus
relating to the service based on the data module, a routine for viewing the

comanagementdata in-prpsessingrelating o the sepviee; and, using the-firshi ned
key data corresponding to that data module to use the other data module,
st andgerousineder usingihe rseicond keydatagerrespending te thaf:data  cach
module in processing relating to the service to transfer data with the
conmtegrated cirefiit. The fellowing effgcts ean beiachievedday.embodimentsuding
processing routine data describing processing routines for
communicating with an integrated circult to ©provide a
service and storing management data showing linked together
a data module, first key data used for using another data
module in processing according to that data module, and
second key data used for transferring data with the
integrated circuit in processing according to that data
-module and a semiconductor circuit performing processing
relating to a service based on a data modules, viewing the
management data in that processing, using the first key data
corresponding to that data module to use another data
module, and using the second key data corresponding to that
data module to transfer data with the integrated circuit.
Further, in the data processing apparatus, preferably
the storage circult stores as a data module at least one of

£~

log data cof processing performed using the data module,

program data



of the present invention. It may be possible to provide a data processing
method, semiconductor circuit, and program able to efficiently perform
processing in accordance with a large number of processing requests. It
may be possible to provide a data processing method, semiconductor
circuit, and program enabling a user {q produce and customize an
application program of the user to be executed by the server without

Shmﬂﬁgj‘ngatheﬂ!ﬁ%ﬂf;ehigf‘lyrco'ﬁf. '9!3@19{?13% It may.pe possible ta, , 4

provide a data processing method, semiconductor circuit, and program

st8blede prevent each 34.applisationyrogram fram beingiinflueaced by 1 o+ 5 g

another application program when running a plurality of application

reprograms ointhe samesemicanduster circuit- dmay,be pessiledo s res, andg
provide a data processing method, semiconductor circuit, and program

prbadedn deansideration of Hﬁ%@i@/ﬁq@(pﬁﬂe@@ﬁgﬁﬁﬁ@ng@@OWﬂ&:é@% area

transfer of data among application programs in accordance with need
fowhie preventingeaghapplication pregrarafrom being illicitly tampered
with, monitored, etc. by a user of another application program when
runnisg a: pltality of applicationprograres en the sape semicondyetoreraply
circuit.
when processing in accordance with another data module is to
be executed by a semiconductor circuit, the semiconductor
circult uses the management data to obtain first key data
corresponding tce the predetermined data module and the first
key data corresponding to the other data module and uses the
other data module from the predetermined data module being
executed conditional on the obtained two first key datsa
matching.

Disclosed herein is a data processing method whereby a
semiconductor circuilt for communicating with an integrated
circuit to perform processing to provide a service transfers
data with a storage circuilt, comprising the steps of: when
the storage circuit stores in predetermined storage areas a
plurality of application programs each comprised of a
plurality cf data modules including processing routine data
descrikbing processing routines for communicating with an
integrated circuit to providing a service and stores

management data showing linked together a data module, first

key data used



It may be possible to provide a data processing method, semiconductor
circuit, authentication apparatus, and program able to restrict the content
of access to a semiconductor circuit of a server etc. in accordance with
its right. It may be possible to provide a semiconductor circuit and data
processing method able to maintain the confidentiality of data even when
transmitting highly confidential data between the semiconductor circuit

£ o and; semicondyetor storage; CirgHiy through anexternal bus. - 33 ILMaY, qarnce

be possible to provide a data processing apparatus able to maintain the

wi eenfidentiality.of instretions-and data between progratns when execuing o »
a plurality of programs. It may be possible to provide a semiconductor

t r £ieuit :able o impravestherconfidentiatity of the program execytedy HMays 1 ng
be possible to provide a data processing apparatus, method, and program

acablestoimproye the security: of anappliegtion, prOgraM KWING 8R Boonductor
server when providing a service using an IC or other integrated circuit.

ciBRIEF DESCRIRTIQNQE IHRDRAWINGS F1G d isa viewafdbe based on

overall configuration of a communication system of an embodiment of the
theresent imvehtionskFIG2isragviewdorsexplaiping the softwate-uit view the
managenment data in the processing relating to the service
and use the first key data corresponding to a data module'to
use another data module, and having the semiconductor
circuit use the second key data corresponding to the data
module in processing relating to the service to transfer
data with the integrated circuit.

Disclosed herein is a program to be executed by a
semiconductor circuit for communicating with an integrated
circuit to perform processing for providing serfices and
transferring data with a storage circult, comprising, when
the storage circult stores in predetermined storage areas a
plurality of application programs each comprised of a
plurality of data modules including processing routine data
describing processing routines for communicating with an
integrated circuit to provide services and stores management
data showing linked together a data module, first key data
used for using another the data module in processing

according to that data module, and second key data used for

transfer of data with the



configuration of a SAM chip shown in FIG. 1. FIG. 3 is a functional block
diagram of an IC of an IC card shown in FIG. 1. FIG. 4 is a view for
explaining information stored in a storage unit shown in FIG. 3. FIG.5is a
view for explaining information stored in an external memory of the SAM
unit shown in FIG. 1. FIG. 6 is a view fgr explaining service definition
table data shown in FIG. 5. - 36 FIG.”7 is a view for explaining the

s Proces in%in a SAM chip using the service definition table data and script

BrOgram shown I EIG. 5 FIG 8 14 View for eXplaiting €dmmands tised 4ata

m,\j}n a.s s%ripé g{}%gtrf}tm. 1G. 9 israfgurrlfcl:ygnaIDbrIocckeqsiggram of the SAM fo the
HCthip” shéwn inFIG. 1. FIG. 10is™a view for Bxpiaining the datd 3tord in @ ©

storage unit shown in FIG. 9. 10 FIG. 11 is a view for explaining the format
Sebgpl’g%ar%a%ﬁ%ty%tgggneﬁgge% Bnyof?fé AMa(:hTpc.nlliflG?l Z:Igoé statg "¢ tne

rapsition chart of the IC card entity data shown in FIG. 11. FIG. 13 is.a
ma”\tl/f‘?é([\;\/)vé ogr%ip%[i%\?n% a‘érogés%?negsrsou%ﬁe "15'6F an IC card Jgr%%edguerémce and

us [MAnagement task shown i FIG. 10, FIG, 14 ds ayiewfor gxplaigingthe 4,5
overall operation

to use the other data module, and a routine for using the
second key data corresponding to that data module in
processing relating to the service to transfer data with the
integrated circuit.

The following effects can be achieved by embodiments
of the present invention.

It may be pessible to provide a data processing
metThod, semiconductor circult, and program ahle to
efficiently perform processing §f1 accordance with a large
number of processing reguests.

It may be possible to provide a data processing
method, semiconductor circuit, and program enabling & user
to produce and customize an application program of the user
to be executed by the server withcut informing the user of
highly confidential information.

It may be possible to provide a data processing

method, semiconductor circuit, and program able to prevent

each



of the communication system shown in FIG. 1. FIG. 15 is a view for
explaining the overall operation of the communication system shown in
FIG. 1. 20 FIG. 16 is a view for explaining communication protocol
between an IC card and SAM chip. FIG. 17 is a functional block diagram
showing more specifically the function blocks of the SAM chip shown in
FIG. 9. 25 FIG. 18 is a view for exp‘laiﬁfgng"another mode of use - 37 - of
the SAM chip. FIG. 19 is a view of the overall coan%LSJration of the

EPEgmittinicdtion BYSIERPSF anerfiBodimBnt'6F the- Preseft iventi&i, 5 AEe ther
20 is a view for gxplaininqﬂthe software configuration Pf the SAM chip .
PO it BIG. 60 BIE 2171 fuhiidral itk Kiagram ofanE GHtReé dgation

_card shown in FIG. 19. FIG. 22 is a view for explaining information stored
PII§ it he StoragecunitSioit Th-FIE S HIE. 53584 View for explaining an
exterrg[%l memory }é)é the §SASI\/:IL uEiet3 shg\évn in FI%. 19. FIG. 24 is a view for .
explaining The'format of Mbdtle. fanageriéit data shdwndi Fic, 830155 ing

i i i i nin FIG. 1.
me%k%‘dz,s IS %é%r}mcélgrq ht%lgg%dlagcrggpcgfit@ ? SAMn%hlp gsarll%vtgrram Gmade in
consideration of the above explained prior art and allowing
the transfer of data among application programs in
accordance with need while preventing each application
program from being illicitly tampered with, monitored, etc.
by a wuser of another application program when running a
plurality of application programs con the same semiconductor
circuit.

It may be possible to provide a data processing
method, semicqnductor circuit, authentication apparatus, and
program able to restrict the content of access to a
semiconductor circuit of a server etc. in accordance with
its right.

It may be possible to provide a semiconductor circuit
and data processing method able to maintain the
confidentiality of data even when transmitfting highly

confidential data between the semiconductor circuit and

semiconductor storage circuit through an external bus.



FIG. 26 is a view for explaining tasks executed by the CPU shown in FIG.
25. FIG. 27 is a flow chart for explaining the operation 20 for downloading
an application program from the personal computer to an external
memory shown in FIG. 19. FIG. 28 is a flow chart for explaining the
operation of the SAM chip executingzan application program shown in
FIG. 19. 25 FIG. 29 is a view for explaining the operation during - 38 -

execution ef:an application pregam =IG. 30 s aviewsfor gXpIAINIRG e s 55 ng
overall operation of the communication system shown in FIG. 19. FIG. 31

apisadunctionakblogk diagram showingmore S-specifically thefunction-, o
blocks of the SAM chip shown in FIG. 25. FIG. 32 is a view for explaining

inanother inede oftige aftne SAMchiprFIG. 33isaviewatthe everallcing &
configuration of the 10 communication system of an embodiment of the

o1 present vinvention: d1@m34 is a view for explaining the software
configuration of the SAM chip shown in FIG. 33. FIG. 35 is a functional
block diagram afeandCsefithe 15 KC earshshownuin &G 33rBlG1364S @i reuit
view for explaining the information stored
able to improve the confldentiality of the program executed.
It may be possible to provide a data processing
apparatus, method, and program able to improve the security
of an application pregram running on a server when providing
a service using an IC or other integrated circuit.
BRIEF DESCRIPTICON OF THE DRAWINGS
FIG. 1 is a view of the overall configuration of a
communication system of an embodiment of the present
invention.
FIG. 2 is a wview for explaining the =scftware
configuration of a SAM chip shown in FIG. 1.
FIG. 3 is a functional block diagram of an IC of an IC
card shown in FIG. 1.
FIG. 4 is a view for explaining information stored in
a storage unit shown in FIG. 3.
FIG. 5 is a view for explaining information stored in
an external memcry of the 3SAM unit shown in FIG. 1.

FIG. €& 1s a view for explaining service definition

takle data shown in FIG. 5.
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in the storage unit shown in FIG. 35. FIG. 37 is a view of the external
memory of the SAM unit shown in FIG. 33. 20 FIG. 38 is a view for
explaining AP selection data shown in FIG. 37. FIG. 39 is a view for
explaining inter-AP communication data shown in FIG. 37. FIG. 40 is a
functional block diagram of the SAM %ﬁip“ 25 shown in FIG. 33. - 39 FIG.
41 is a view for explaining tasks executed by the CPU shown in FIG. 40.
FIG. 4¥ & vibvifdr 2xBibfting the earpderisdntie thsitliomenepotagsing a
routine task shown in FIG. 41. 5 FIG. 43 is a flow chart for explaining the.
SpbhRER g ot hee fiter-ArTeorem uinfition tasiasiiohd ¢ iGalandGarlipt
is a view for explaining the inter-SAM communication task shown in FIG.
PAPEI@™ 45 RO R fdF EXplatning the overall operation 10 of the
communication system shown in FIG. 33. FIG. 46 is a functional block
diagraf™howing fncte véstifkcatly i mtidnelcerepptdsSAREchipn a
shown in FIG. 40. FIG. 47 is a view for explaining another mode of use*
SEEG thSARF8Mp. FIG. 48 is a view of the overall configuration of the

FIG. 8 is a functional block diagram of the SAM chip
shown in FIG. 1.

FIG. 10 is a view for explaining. the data stored in

'~ a storage unit shown in FIG. 9.

FIG. 11 is a view for explaining the format ﬁf IC caxrd
entity data generated by the SAM chip.

FIG. 12 is a state transition chart of the IC card
entity data shown in FIG. ;1;

FIG. 13 ié a view for explaining a processing routine
of an IC card procedure management task shown in FIG. 16.

FIG. 14 is a view for explaining the overall operation
of the communication syétem shown in FIG. 1.

FIG. 15 is a view for explaining the overall operation
of éhe communication system shown in FIG. 1.

FIG. 16 is a view for explaining communication érotocol

between an IC card and SAM chip.

FIG. 17 is a functional block diagram showing more

specifically the function blocks of the SAM chip shown in

FIG. 9.

FIG. 18 is a view for explaining another mode of use
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communication system of an embodiment of the present invention. FIG.
49 is a view for explaining the software 20 configuration of the SAM chip
shown in FIG. 48. FIG. 50 is a functional block diagram of an

authentication unit of a business using the application program shown in

FIG. 48. FIG. 51 is a view for explaing; the function of the 25 mutual
authentication unit shown in FIG. 50. - 40 FIG. 52 is a view for explaining
ofhethfctiiHofdRéPdownload processing unit shown in FIG. 50. FIG. 53 is
a functional block diagram of an authentication unit of a software
develoBéof 4 Rahdle? Bigrershdmeirrerrall menbigagatepforof the
explaining the function of the download processing unit shown in FIG. 53.
CRREH S AR YA Bt agransBPetinamentfatidirumitsianet
. manager of the SAM chip shown 10 in FIG. 48. FIG. 56 is a view for
18Yﬁﬁi%ﬁ@‘the function of the download processing unit shown in FIG. 55.
FIG. 57 is a view for explaining the external memory of the SAM unit

shown i ErG 248 4% 7 53s £otin eI bvkaisdansetthuamy

chip_shown in FIG. 48.
configuration of the SAM chip shown in FIG. 19.

FIG. 21 is a functional block diagram of an IC of the
IC card shown in FIG. 19.

FIG. 22 is a view for explaining inforﬁation stored
in the storage unit shown in FIG. 21.

FIG. 23 is a view for explaining an external memory
of the SAM unit shown in FIG. 19.

FIG. 24 is a view for explaining the format of module
management data shown in FIG. 23.

FIG. 25 is a functional block diagram of the SAM chip
shown in FIG. 1.

FIG. 26 is a view fﬁr explaining tasks executed by
the CPU shown in FIG. 25

FIG. 27 is_a flow chart for explaining the operation

for downloading an application program from the personal

~computer to an external memory shown in FIG. 19.

FIG. 28 is a flow chart for explaining the operation

of the SAM chip executing an application program shown in

CFIG. 19.

FIG. 29 is a view for explaining the operation during
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FIG. 59 is a flow chart for explaining the operation for downloading an
application program from a personal computer to an external memory
shown in FIG. 48. 20 FIG. 60 is a view for explaining processing for a
transaction using an IC card of the communication system shown in FIG.
48. FIG. 61 is a functional block dia‘gr%fin Showing more specifically the
function blocks of the SAM chip shown in 25 FIG. 58. - 41 FIG. 62 is a
eyerisiexplafirparnndinatd ok upecaithe SAM chip. FIG. 63 is a
view for explaining a modification of the communication system shown in
FIG. 4F 531G %4 s a viderofihe everdiriodfiitmratiencofesll operation
commuriication system of an embodiment of the present invention. FIG.
o5 e viRaPr KPR ARG tHy SofsthraheonfigbmatiBEGOf thE SAM chip
shown in FIG. 64. 10 FIG. 66 is a view for explaining the external memory
of the &R -untdsHowrRinfoae Baorrd. ¢ vakiudtianamh|cdictiagammote
the SAM chip shown-in FIG. 64. FIG. 68 is a view for explaining the ‘
sRasidnisahbEn the tHaeprtl uskérsiseeitthed 8Aknsdisnembopn in

shown in FIG. 66.
FIG. 25,

FIG. 32 is a view for explaining another mode of use
of the SAM chip.

FIG. 33 ig a view of the overall configuration of the

- communication system of an embodiment of the present

invention.

FIG. 34 is a view for explaining the software
configuration of the SAM chip shown in FIG. 33.

FIG. 35 is a functional block diagram of an IC of the
IC card shown in FIG, 33.

FIG. 36 is a view for explaining the information stored
in the storage unit shown in FIG. 35.

FIG.737 is a view of the external memory of the SAM
unit shown in FIG. 33.

FIG. 38 is a view for explaining AP selection data
shown in FIG. 37,

FIG. 39 is a view for explaining inter-AP communication

‘data shown in FIG. 37.

FIG. 40 is a functional block diagram of the SAM chip

shown in FIG. 33.
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FIG. 69 is a view for explaining the address space between the CPU and
external memory shown in FIG. 68. FIG. 70 is a functional block diagram
of the bus 20 scramble unit shown in FIG. 67. FIG. 71 is a view for
explaining a write operation of the_eggrngl memory by the bus scramble
unit shown in FIG. 67. FIG. 72 is a flow chart of the operation shown in
FIG. 2571.-42 FIG. 73 is a view for explaining a read operation of the
externdi Tfem8ry Byt DS rARD iRl 3iavinh ErRSkE7 ek Tisd aby
flow chart of the operation shown in FIG. 5 73. FIG. 75 is a view for
RIS SRAYEh BrocEL&ng 4% a scramble key in a scramble key
management unit shown in FIG. 70. FIG. 76 is a view for explaining

switch préteséthgt S (Pofd S¥r Bl RBlin irdiranhe kEpnrrbeameaf the

u iit:fhown in FIG. 70. FIG. 77 is a view for explaining switch timing of a

- SEHENTEIEREy REARSIFANE I SRR FE RN S AShcn IE§IG 4710, 15

FIG. 78 is.a view for explaining switch timing of a scramble key in the

scrambBia key HahdgBnicttintdbifnar explaining the processing

of the inter-AP communication task shown in FIG. 41.

FIG. 44 is a view for explaining the inter-SAM
communication task shown in FIG. 41

FIG. 45 is a view for explaining the overall operation
of the communication system shown in FIG. 33.

FIG. 46 is a functional block diagram showing more
specifically the function blocks of the SAM chip shown in
FIG. 40, |

FIG. 47 is a view for explaining another mode of use

of the 8AM chip.

FIG. 48 is a view of the overall configuration of the
communigation system of an embodiment of the present
invention.

FIG. 49 is a view for_explaining the software
configuration of the SAM chip shown in FIG. 48,

FIG. 50 is a functional block diagram of an
authentication unit of a business using the application
program shown in FIG. 48,

FIG. 51 is a view for explaining the function of the

mutual authentication unit shown in FIG. 50.
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FIG. 70. FIG. 79 is a view for explaining pipeline processing by a pipeline

processing control unit shown in FIG. 70. 20 FIG. 80 is a view for

explaining the overall operation of the communication system shown in

FIG. 64. FIG. 81 is a functional block diagram showing more specifically

the function blocks of the SAM chip Hbwn in FIG. 67. 25 FIG. 82 is a

view for explaining another mode of use - 43 - of the SAM chip. FIG. 83 is

a funclidifad bittkidiagra eV aftommited atad nveldeofiicrsetiiamentf the

forming a related art of the present invention. 5 FIG. 84 is a view for
dypiRffy RIeCSHRTrB S tithdre stiorsormpuEef FR©.-83 and an

embodiment of the present invention. FIG. 85 is a view for explaining the

types SME-catds itaritli By Heeeahplkeshofhag Fam. 8% 1FIG. 86

is a view for explaining the storage state of the memory shown in FIG. 83
aEhse Hiftmbi ric WAk Llicd RPELMarmyitetorgE wfteachtrdler

memory shown in FIG. 83 after writing. FIG. 88 is a view for explaining the
Layrespbrtehctn 15 Hétwéh the application programs and types of IC

cards shown in FIG. 84.
FIG. 54 is a view for explaining the function of the

download processing unit sﬁown in FIG. 53.

FIG. 55 is a functional block diagram of the
authentication unit of the manager of the SAM chip shown
in FIG., 48.

FIG. 56 is a view for explaining the function of the
dowpload processing unit shown in FIG. 55.

FIG. 57 is a view for explaining the external memory
of the SAM unit shown iﬁ FIG. 48,

FIG. 58 is a functional block diagram of the SBMrchip
shown in FIG. 48.

FIG. 59 is a flow chart for explaining the operation
for downléading an application program from a personal
computer to an external memory shown in FIG. 48.

FIG. 60 is a view for explaining processing for a
transaction using an IC card of the communication system‘
shown in FIG. 48.

FIG. 61 is a functional block diagram showing more
specifically the function blocks of tﬁe SAM chip shown in

FIG. 58.
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FIG. 89 is a view of the configuration of a computer according to an
embodiment of the present invention. FIG. 90 is a view of the
configuration of a judgment 20 circuit shown in FIG. 89. FIG. 91 is a view
of the configuration of a fetch judgment circuit.shown in FIG. 90. FIG. 92
is a view for explaining fetch access ?&ng‘e defining data shown in FIG.
91. 25 FIG. 93 is a view of fetch inter-AP call relation - 44 defining data
shownBAFIG 681 im ggirw fiew ehdabnigquator thareagdde of use
judgment circuit shown in FIG. 90. FIG. 95 is a view for explaining read
ofc&de BMecH HRfining data shown in FIG. 94. FIG. 96 is a view for
explaining read inter-AP call relation defining data shown in FIG. 94. FIG.
97 is aBAEw of thetSorffigtitsttorfera aaed ddgmentxircad SRowa i GIGo £
90. 10 FIG. 98 is a view for explaining write access range defining data
thE GRS CeL T . 9ysEamiah e daiFilG writ8 inter-AP call
relation defining data shown in FIG. 97. FIG. 100 is a view for explaining
anothdr Ebédindeht215 bethe Brédentanrsraibh. Frofigmisabiiow fof the

explaining another embodiment
communication system of an embodiment of the present

invention.

FIG. 65 is a view for explaining the software
configuration of the SAM chip shown in FIG. 64.

FIG. 66 is a view for explaining the external memory
of the SAM unit shown in FIG. 64.

FIG. 67 is a functional block diagram of the.SAM chip
shown in FIG. 64.

FIG. 68 is a view for explaining‘the relation between

the CPU, bus scramble unit, and external memory shown in

FIG. 66.

FIG. 69 is a view for explaining the address space
between the CPU and external memory shown in FIG. 68.

FIG. 70 is a fungtional block diagram of thé bus
scramble unit shown in FIG. 67.

FIG. 71 is a view for explaining a write operation
of the external memory by the bus scramble unit shown in
FIG. 67.

FIG. 72 is a flow chart of the operation shown in FIG.

71.
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of the present invention. FIG. 102 is a view of the configuration of a
semiconductor chip of a first embodiment of the present 20 invention.
FIG. 103 is a view for explaining the software configuration of the
semiconductor chip shown in FIG. 102, FIG. 104 is a view for explaining
the configuration of a program modul&%shown in FIG. 102. 25 FIG. 105 is
a view of the configuration of a 45 semiconductor chip of a second
embodftént ok¥hé présentanvéstoremdaiod iwga sieve fol explamihgdine of
configuration of a program module shown in FIG. 105. 5 FIG. 107 is a
HhRwesk expahiMeRRTIhiber dhaybueh serpadtigptiorigeriorvad by LG .
encryption/decryption circuit shown in FIG. 105 and parity data. FIG. 108
6iL-a view for explaining key information table held by the encryption
/decryption circuit shown in FIG. 105. 10 FIG. 109 is a view of the overall
configdafion bf & BofhhbREBA S st Bieheprasspi emisddimentn FIG.
IG. 110 is a view for explaining another SAM chip which the SAM chip
hown in FIG. 109 communicates with. FIG. 111 is a view for explaining
another SAM chip_ 15 which the SAM chip shown in FIG. 109 :
commiri€ated With® FAGY18Y i€ ucRMALBIER dRu&vhofFoicesEEn

of a scramble key in a scramble key management unit shown
in FIG. 70.

FIG. 76 is a view for explaining switch procassing
of a scramble key in a scramble key management unit shown
in FIG. 70. |

FIG. 77 is a view for explaining switch timing of a

scramble key in the scramble key management unit shown in

"FIG. 70.

' FIG. 78 is a view for explaining switch timing of a
scramble key in the scramble key management unit shown in
FIG. 70.

FIG. 79 ié a view for explaining pipeline processing
by a pipeline processing control unit shown in FIG..70.

FIG., 80 is a_vieW'for explaining the overall operation
of the communication system shown in FIG. 64.

FIG. 81 is a functional block diagram showing more
specifically the function blocks of the SA& chip shown in
FIG. 67.

FIG. 82 is a view for explaining another mode of use
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shown in FIG. 109. FIG. 113 is a view for explaining the memory shown

in FIG. 112. 20 FIG. 114 is a view for explaining the software structure of

the SAM chip shown in FIG. 109. FIG. 115 is a view for explaining the

storage areas of the external memory shown in FIG. 109. FIG. 116 is a

view for explaining an application 25" program AP shown in FIG. 115. - 46

FIG. 117 is a view for explaining the types of the application element data
of PEheho¥Miinai&e 116. FIG. 118 is a view for explaining the processing

of the SAM chip shown in FIG. 109. 5 FIG. 119 is a view for explaining

the cofiffand8histd i dirveédrergperbiiorinadicaguramantl serippmputer

program shown in FIG. 118. FIG. 120 is a view for explaining the AP
“ﬁﬁfgab@n@@%m@%@awbﬁmaﬂ@om@m Fleel2at o giety fof the

explaining the AP management table data shown in FIG. 120. FIG. 122 is
PRIFSR forigkprditiigRhe SAM ID. FIG. 123 is a view for explaining the

APP table data shown in FIG. 120. 15 FIG. 124 is functional block

diagrafét tHeIShMEHipeshan msRtrigdng the software structure

of a computer of FIG. 83 and an embodiment of the present
invention.

FIG. 85 is a view for explaining the types of IC cérds
handled by the computer shown in FIG. 83.

FIG. 86 is a view for explaining thg storage state
of the memory shown in FIG. 83 before writing.

.FIG. 87 is a view for explaining the storage state
of the memory shown in FIG. 83 after wfiting.

FIG. 88 is a view for explaining the correspondence
between the application programs and types of IC cards shown‘
in FIG. B4.

‘FIG. B89 is a view of the configuration of a computer
according to an embodiment of the present inéention.

FIG. 90 is a view of the configuration of a judgment
circuit shown in FIG. 89,

FIG. 891 is a viéw of the configuration of a fetch
judgment circuit shown in FIG. 90.

.FIG. g2 is a view for explaining fetch access range
defining data shown in FIG. 91.

FIG. 93 is a view of fetch inter-AP call relation
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FIG. 125 is a view for explaining tasks, programs, and data stored in the
memory shown in FIG. 124. FIG. 126 is a view for explaining the format of
the 20 IC card entity data 73-x. FIG. 127 is a view for explaining the state
transition of the entity status data shown in FIG. 126. FIG. 128 is a flow
chart of the processing performed _bffhe“lc card procedure management
task. 25 FIG. 129 is a view for explaining the processing which - 47 the
defiinimg pdabrmshnren dereEdiRg pPdcessing or data defined by other
application element data APE in accordance with a routine defined by
applicibf el@fehtdata Wes whEn threeing tgobat step T4 af Féad
.128. 5 FIG. 130 is a view for explaining the processing which the SAM
IeAFRRormt R a ERRYR g iRt oBdEin®8r-data defined by other
application element data APE in accordance with a routine defined by
applicdtth eldmebfddairsy wieh exedaininpbreadnsTs of FiIGnge
128. 10 FIG. 131 is a view for explaining the overall operation of the
G aR Ry EhaN R hdRn B R1G 2409. FIG. 132 is a view for
explaining the overall operation of the communication system shown in
FIG. 185%’?@94_3%%5 3 W orep sy aRe prer aeads BRSTE MIDEall

FOR WORKING THE INVENTION Next, embodiments of the present
rﬁ%ﬂﬁﬁBHwﬁ?Eénlng data shown in FIG. 94.

FIG. 97 is a view of the configuration of a write
Judgment circuit shown in FIG. 90.

FIG. 98 is a wview for expiaining write access range
defining data shown in FIG. 95.

FIG. 99 is a view for explaining write inter-AP call

- relation defining data shown in FIG. 97.

FIG. 100 is a view for explaining another embodiment
of the-éresgnt invention.

FIG. 101 is a view for explaining another embodiment
of the present invention.

FIG. 102 is a view of the configuration of a
seﬁiconductor chip of a first eﬁbodiment of the présent
invention. |

FIG. 103 is a view for explaining the software
configuration of the semiconductor chip shown in FIG. 102.

FIG. 104 is a view for explaining the configuration
of a program modulé shown in FIG. 102.

FIG. 105 is a view of the configuration of a
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explained with reference to the attached drawings. First Embodiment The
present embodiment is an embodiment corresponding 20 to the first to
sixth aspects of the invention. FIG. 1 is a view of the overall configuration
of a communication system 1 of the present embodiment. As shown in
FIG. 1, the communication system 1 2es a server 2, IC card 3, card
reader/writer 4, personal computer 25 5, ASP (application service
SHPFRSERRF 6chie SAM a 418eredreapplitition madfll)imitt-tesent
. communicate through the Internet 10 and perform settlement processing
“E)Yeﬁ’rﬁéé’éhing for other procedures using the IC card 3 (integrated-circuit
of the present invention). 5 The SAM unit 9 has an external memory 7 and
a SAMdfip &RRiddhducirastcipof srpdreteinigvdamtonyEnThg S ion
chip 8 has the software configuration as shown in FIG. 2. As shown in
°f |8, PrgremVrait b ashrEm 4 pok3MA- 189 er toward a top layer, an
HW (hardware) layer, OS layer, lower handler layer, higher handler layer,
and AB1Sert Orhé forerirmdiem s Indndawatdvvamlayeef Herer et ion
AP layer includes application programs AP 1, AP 2, and AP -3 defining
Ao SEHTER s srihe TeedrdYs thsy erarvatdcovidenicypt btver

Jbusinesses 151, 152, and 153 shown in FIG. 1.
circuit shown in FIG. 105 and parity data.

FIG. 108 is a view for explaining key information table
held by the encryption/decryption circuit shown in FIG. 105.

FIG. 109 is a view of the overall configuration of
a communication system of the present embodiment.

FIG. 110 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 169 communicates with.

FIG. 111 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.

- FIG. 112 is a functional block diagram of an IC card

shown in FIG. 109. |

FIG. 1;3‘is a view for explaining the memory shown
in FIG. 112,

FIG. 114 is a view for explaining the software

~structure of the SAM chip shown in FIG. 109.

FIG. 115 is a view for explaining the storage areas
of the external memory shown in FIG. 109.
FIG. 116 is a view for explaining an application

program AP shown in FIG. 115,
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In the AP layer, the application programs AP 1, AP 2, and AP-3 and the
higher handler layer are provided between them with firewalls FW. 20
The application program AP -1 is defined by a later explained service
definition table data (correspondence instructing data) 201 and script
program (operation describing progfdémY 21_1 stored in an external
memory 7. The application program AP-2 is defined by a later 25
explaifé& seice defintion tablefdatadeplraspdndenebe 49 Rsdrusiing he
data) 202 and script program (operation describing program) 212 stored
apptheekiermal edement? ddhe abplicatlommprograre PP-31d defined by a
later explained service definition table data (correspondence 5 instructing
data) Z6% and B8ripspragramyoferatiexpdestnibing programp2tdsstoref of
in the external memory 7. The SAM chip 8 is connected through a SCSI
theoBAMe dhthprrafoste. tothEEP 88%er 6. The ASP server 6 is
connected through the Internet 10 to a plurality of terminal 10 apparatuses
includfffa péisdnbfcampiry Sisithevndiakset randober sopaimcontputersed
161, 162, and 163 of the businesses 151, 152, and 153. The personal
inc@npifer &2 ot oranisisronaesedeotnuagd asseribh popordISH pshiown
to a Dumb type card 15 reader/writer 4. The card reader/writer 4 realizes
infoF I&ampt® wireless communication corresponding to the physical

FIG. 120 is a view for explaining the AP management
storage area shown in FIG. 115. |

FIG. 121 is a view for explaining the AP manégement
table.data shown in FIG. 120.

FIG. 122 is a view for explaining the SAM ID.

FIG. 123 is a view for explaining the APP table data
shown in FIG. 120.

FIG. 124.18 functional block diagram of the SAM chip
shown in FIG. 109.

FIG. 125 is a view for explaining tasks, progranms,
and data stored in the memory shown in FIG. 124.

FIG. 126 is a view for explaining the format of the
IC .card entity data 73 _x.

FIG. 127 is a view for explaining_the state transition

of the entity status data shown in FIG. 126.

FIG. 128 is a flow chart of the processing performed
by the IC card procedure management task.

FIG. 129 is a view for explaining‘thé processing which
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level with the IC card 3. Operational commands to the IC card 3 and

response packets from the IC card 3 are generated and analyzed at 20

the SAM unit 9 side. Therefore, the card reader/writer 4, personal

computer 5, and ASP server 6 interposed between them only act to store

the commands or response content th’ data payload portions and relay the

same. They are not involved in encryption or decryption of data,
thetifdificatidr, 25=afc otherwictral aperations i thedCecaridy - 50 dhea

personal computers 161, 1621 and 163 can download the later explained
degiipegrdyranthrtheedpMicEp i®to elstomize thetmapicatiornapregiinsce

AP-1, AP-2, and AP 3.5 Next, the components shown in FIG. 1 will be
wighhy|@ineau fineade 81 Al Bis afpddtiontiibiock tiagram dham | @ERréhen

3. As shown in FIG. 3, the IC card 3 has an IC (integrated 10 circuit) 3a
exaetitiéaith 4 srade ateBOHPE 6c&khg 1A/ 51. The storage unit

50, as shown in FIG. 4, has a storage area 551 used by a credit card

comp&Por diHerisusinesewl o, e#xwladaaren 552 yseddnsa bugindssch

15 2, and a 15 storage area 55_3 used by a business 153. Further, the
thaoR i Fhis BerEcrRepithipmtipacessing processing or data

defined by other application element data APE in accordance
with a routine defined,by_application element data APE when
executing a job at step ST4 of FIG. 128.
| FIG. 131 is a view for explaining the overall operation

of the communication system shown in FIG. 109.

FIG. 132 is a view for explaining the overall operation
of the communication system shown in FIG. 109,

FIG. 133 is a view for explaining the prior art.

BEST MODE FOR WORKING THE INVENTION

Next, embodiments of the present invention will be

‘explaineci with reference to the attached drawings.

First Embodiment

The present embodiment is an embodiment éorresponding
to the first to sixth aspects of the invention.

‘_E‘IG. 1 is a view of the overall configuration of a
communication system 1 of the present embodiment.

As shown in FIG. 1, the communication system 1 uses
a server 2, IC card 3, card readex/writer 4, personal computer

5, ASP (application service provider) server 6, and SAM
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used for judging the access right to the storage area 551, key information
used for judging the access right to the storage area 552, and key
information used for judging the 20 access right to the storage area
storage area 553. That key information is used for mutual authentication,
encryption and decryption of data; ef& Further, the storage unit 50 stores
identification information of the IC card 3 or the user of the IC card 3. 25
(sResr theaprtgats onll be duplainatintiegaiko Sdonffateraal tMemRBLGyh
FIG. 5 is a view for explaining the data and programs stored in the :
thexiEatee mesitory 7 simolvparEicd. dstatbaweinth|Gr Scthesaxigmat
memory 7 stores service 5 definition table data 201 and IC card operation

PTRERAF Tomiard sl prograaeditebthesiusinagsel e Fysthar, 3he
external memory 7 stores service definition table data 20_2 and IC card

(ipfearafeshers reommand sthpt progesen 12rofdne-husipess 152. 10
Further, the external memory 7 stores service definition table data 203:

and 1ERar§¥fcraidh fhaas sonmdrekscribmprograyn 2180ef theSAM chip
business 153. The service definition table data 201, 20_2, and 20_3 have
(semicandysihes. o5 Farhér, ofe. ﬂ@etmd‘@pensttlonmaorbmmmand

script grograms 211, 212, and 213 are written using common macro
e SAM chip 8 hag the software configuration as shown

in FIG. 2.

As shown in FIG. 2, the SAM chip 8 has, from a bottom
layer toward a top layer, én HW (hardware) laygr, 0S8 layer,
lower handler layer, higher handler layer, ;nd AP layer.

The lower handler 1ayer includes a driver layer.

Here, the AP layer includes applicatiop programs AP_1,
AP 2, and AP 3 defining procedures for use of the IC card
3 by credit card compénies or other businesses 15 1, 152,
and 15 3 shown in FIG. 1.

In the AP layer, the application prerams AP 1, AP 2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW.

The application program AP 1 is defined by a later
ekplained service definition tablg data (correspondence
instructing data) 20_1 and script program (operation
describiné program) 21 1 stored in an external memory 7.

The application program AP 2 is defined by a later

.explained service definition table data (correspondence
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commands. Further, the service definition table data 201, 202, and 203
and IC card operation macro command script programs 20 211, 212, and
213 are scrambled to be stored in the external memory 7. The scrambled
data and programs are descrambled at the SAM chip 8. In the present
embodiment, the script programs-2149 212, and 213 are produced using
the personal computers 25 161, 162, and 163 shown in FIG. 1 by the

inbusinessbAd Sdath? D2, anaktb3and gie dowdlpaded tiraugh the SAM

chip 8 to the external memory 7. Further, the service definition table data

deBd; 2020 Ans2f-aie) Produoed By HarimanagaotRe SAM HNiES4eQ0 7
5 instruction from the businesses 151, 15 2, and 153. FIG. 6 is a view Tor

explairing therserviae definiendokie dataP0lsASShOWEINE{C61hee
service definition table data 201 has entries of service type elements

exfobeiatioh names)cd (dadirmssas sep4ea BUALEES (ARSAHOBONEShce
key version information, and key information. The "service type element"

insfrows thewae asigned Jtodhe seadee previdagmthesnplisation
program of the business 151. The service type element is an identifier 15
degiewiddiingtepd of trerdergice Nuseareaf the Seviceawiticbnal memory 7.

The SAM chip 8 is connected through a SCSI port, the
Ethernet, etc. toe the ASP servér 6. The ASP server 6 isg
connected through the Internet 10 to a plurality of terminal
apparatuses including a personal computer 5 of the end use.r
and pexrsonal computers 16 1, 16_2, and 16 _3 of the businesses
15 1, 15_2, and 15_3.

The personal computer 5, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writer 4. The card reader/writer 4 realizes for
example wireless communication corresponding to the physical
level with the IC card 3.

Operational commands to the IC card 3 and response
packets from the IC card 3 are generated and analyzed at
the SAM unit 9 side. Therefore, the card reader/writer 4,
personal computer 5, and ASP server 6 interposed between
them only act to store the commands or response content in
data payload portions and relay the same. They are not

invelved in encryption or decryption of data, authentication,

and other actual operations in the IC caxrd 3.
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the application program of the business 151 can use. In the present
embodiment, as shown in FIG. 6, "Rc", "Rd", "Wd", and "Wc" are used as
the service type elements of the service definition table data 201
corresponding to 20 the business 151. In the present embodiment, the IC
card operation macro command scrifft program 211 define service
content combining a plurality of service type elements and reflects this
into tIiéRtaresetairdd Roprdtentity Tatd (joll Bapagament date) 25,50
as to be able to provide a service combining services - 53 corrésponding
deyalstardiishef 3envie PR bldmerts crdpexaRpleramedCeKaniNiNgh i p
a service for reading data from the IC card 3 and a service for writing data
8 ik hesebrstizearthe Hefinge bithet Covard eogbadaiaa® The SERViee and
number in the service definition table data 201 is an operational ~—
ABofnmand issued to the IC card 3 and analyzable by the IC card 3 when
performing a service provided by the business 151. The "address" in the
servicBUetinitiietatsiapane ios2eh dnaichte s e atidre3q asaviaigh Dalted .
relating to a procedure relating to the corresponding service type element
is storetCThé@¥keyJersion information” in the service definition table data

201 shows the version of the key 15 information used when providing that
servicglG- 3 is a functional block diagram of an IC card

As shown in FIG. 3, the IC card 3 has an IC (integrated
circuit) 3a provided with a storage unit 50 and processing
unit 51,

The storage unit 50, as shown in FIG. 4, has a storage
area 55_1 used by a credit card company or other business
15_1, a storage area 55 2 used by a business 15 2, and a
storage area 55 3 used by a business 15 3.

Further, the storage unit 50 stores key information
used for judging the access right to the storage area 55;1,
key information used for judging the access right to the
storage area 55 2, ahd.key information used for ﬁudging the

access right to the storage area storage area 55 3. That

key information is used for mutual authentication,

encryption and decryption of data, etc.
Further, the storage unit 50 stores identification
information of the IC card 3 or the user of the IC card 3.

Next, the SAM unit 9 will be explained in detail.
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The "key information” in the service definition table data 201 is the key
information used when providing that service. For example, key
information used when accessing the 20 storage area 551 of the IC 3a of
the IC card 3 shown in FIG. 3 by the service definition table data 201 is
set. Further, in the service definitionable data 202, key information used
when accessing the storage area 552 of the IC 3a is set. 25 Further, in
the se[wige defiaitiondailegatg 203, - 54 key information used when
accessing the storage area 553 of the IC 3a is set. Next, the IC card
operafas macrdCemnpad 5Pt piPUEaR 244 Willdesetlained. 5rilterans
script program 21_1 is a program for defining the application program of
s tibedlisinessHb lexipaingadn thendAM thisHband ihe progedyre of
processing performed by the IC card 3 when executing that application
progréam. dhdhe prasEnGenshodiee bt 88 xpininafl datgry astahowd sHH- ce
FIG. 7, the SAM chip 8 uses the service definition table data 201 and -
dedoript picgratreRl el thagenc2atell Cagatd Bhtitya teinplaia-datnci) madfo
input data block 31_xlI, output data block 32_x2, log data block 33_x3,
comncrodmpatatioh defingnceratitblbck 84xheskah fairibe pracedure relating
to the 15 business 151.
Further, the external memory 7 stores service

definition table data 20 2 and IC card operation macro
command script program 21 2 of the business 15 2.

Further, the external memory 7 stores service
definition table data 20 3 and.IC card operation macro
command script program 21_3 of the business 15 3.

The service definition table data 20_1, 20_2, and 20_3
have the same format.

Further, the IC card operation macro command script

programs 21 1, 21_2, and 21_3 are writtén using common macro

. commands.

Further, the service definition table data 20_1, 20_2,
and 20_3 and IC card operation macro command script progréms
21 1, 21 2, and 21_3 are scrambled to be stored in the
external memory 7. The scrambled data and programs are
descrambled at the SAM chip 8.

In the present embodiment, the script programs Zl_i,
21 2, and 21 3 are produced using the personal computers

i6_ 1, 16 2, and 16_3 shown in FIG. 1 by the businesses 15 1,
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FIG. 8 is a view for explaining the commands used for describing the IC
card operation macro command script programs 211, 212, and 213. In
the commands, commands for the SAM chip 8 itself 20 are given the first
letter "S", while commands relating tg operation of the IC card 3 are given
the first letter "C". Further, the secontfletter is selectively used in
accordance with the application. For example, for an issuer setting
1ettarafich dPur @nchrde idewnlispdadnfideosapetbienti chip 8
declaration, itis "S", for a simple read - 55 declaration from the IC card 3,
9t bR SR F AR PIdHRRE Bedlaration to the IC card 3, it is "W", and for a
service type element computation definition, it is "F". The commands
used HSP’agg&Fmnaﬁﬁesgc?mfﬁﬁb@%ﬁfglstzm,tmtzl,ammmde 2H 2,
SC.command, SO command, SI command, SL command, SF command,
ang) ESkmatit BSLBHMTshEY CR G MARARE Bna T Wheo SR TheSSepon
._command is a command declaring the number of the maximum number
IS LRk ERa WP HRISRRPG 1o 1.8 cahDudoeand 15_3.
simultg?eougly, For example, when the SAM chig 8 can simultaneously

process T00B IS cArd LRl §&t L Be210bn % HRECABSY 1 FRedsGinition

mmand is a command for declaring the data block for forming the
o B Lok

ap c())ek 32x2 in which the 15 data read from the IC card 3 is

storeq\amqlngwthe,data blocks . o
S s n in ¥IG. 6, the service definition table data

20 1 has entries of service type elements (operation names),
addresses, service numbers (operation codes), key version
informaticon, and key information.

The "service type element" shows the name assigned

‘to the service provided by the application program of the

business 15 1. The service type element is an identifier
viewed instead of the service number of the service which
the application program of the business 15 1 cah use.

In the present embodiment, as shown in FIG. 6, "Re",
"Rd", "Wd", and "We¢" are used as the servicé type elemer;.ts
of the service definition table data 20_1 corresponding to
the business 15 1.

In the present embodiment, the IC card operation macro
command script program 21 1 define service content combining
a plurality of service type elements and reflects this into
the later explained IC card entity data;t (job maﬁagement data)

so as to be able to provide a service combining services
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provided in the SAM chip 8 when performing processing using the IC card
3 based on the later explained IC card entity data. For example, when the
data blocks 1 to 10 are provided, 20 when storing the data read from the
IC card 3 in the data block 1, "SQ:l'E') s described. The SI command is a
command for declaring the data bloCK for forming the input data block 3l
Xl in which the data to be written in the IC card 3 is stored among the data
COIFRIBERD BRI ctPindh® B LhibYs RfieAPeyibafingyprocessmenss .
using the IC card 3 based on the later explained IC card entity data. For
examPIBEWHENRE Yatd IBERE-F o ADSrdIpHoddRE ewNdestdiing trading
data to be written in the IC card 3 in the 5 data blocks 2, 3, "SI:2,3" is
datcfibed HhesECoftand iR tomnificvibraefiatiny iddaa Hatk in
forming the log data block 33x3 for storing the log data relating to an
Ehgo I8P AT e RRtLEHEREHroiticth t tHe SAMtmRSierdata.
perforr‘rﬂng rocessing using the IC 10 card 3 based on the later explainéed
IC cartl ¥htity BYC S EERTHId widietRed Hode fipitiige table
d %rovi §2 when storing the-log data in the data block 4, "SL:4" is
A& Ghed. e B & hakd 988 LoftRmA fbr 1PsHERg the Bam 16§ card

block forming the computation defining data block 34x4
3 an& ana ygagﬁe by the IC carg.S when performing a service

provided by the business 15 1.
The "address" in the service definition table data
20_1 indicates the address at which data relating to a

procedure relating to the corresponding service typa”elemént

is stored.

The "key version information" in the service

~definition table data 20_1 shows the version of the key

information used when providing that service.

The "key information" in the service definition table
data 20_1 is the key information used when providing that
service.

For example, key information used when accessing the
storage area 55;1 of the IC 3a of the IC card 3 shown in
FIG. 3 by the service definition table data 20_1 is set.

Further, in the service definition table data 20 2,
kéy information used when accessing the storage area 55 2
of the IC 3a is set.

Further, in the service definition table data 20 3,
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describing the definition of the relation between the service type elements
relating to the IC card 3. The content of the computation defining data
block 34x4 becomes the pre-processing information of the IC card 20
entity data. The Cl command is a command for declaring the issuer of the
IC card 3 (business). The informatio® $pecifying the business defined by
the CI command becomes the IC card type information of the 25 IC card
kentitrdfaama8i sthes@8dtorhmand ¢s:a esimanthior sleclbsige area 55 3
simultaneous operation of a plurality of services to the IC card 3 by citing ™~
ofetiiee peemenseThe CS command can also declare a function
defining'processing among service type elements. 5 For example, it is
possibietdedie "B5 tRe'd "Wt r Y¥d'8n Based ondhemantens etthet
CS command, service type element designating information of the IC
P’E‘aﬁféﬁ‘tltﬁhaia vintlpreeessing atderdnformation are determined. 10 The
CR command declares to store data read from the IC card 3in a
desigrdted BakibboRyAgErRh Lk dtidrramarp serice typedel €mentaisthe
not defined (when SF command is not described). For example, when
Ridrirtpthbntmregs anmthehe bosinksm % datallodlad, on the SAM

"CR.SO.I—"RC"" is described.
chip 8 and the procedure of processing performed by the IC

card 3 when executing that application program.

In the present embodiment, as e;xplainad later, és shown
in FIG. 7, the SAM chip 8 uses the service definition table
data 20 1 and script program 21_1 to generate IC card entity
template data 30_1, an input data block 31 _x1, output data
block 32 x2, log data block 33 x3, and computation defining
data block 34_x4 used for the procedure relating to the
business 15 1.

FIG. 8 is a view for explaining the commands used for
describing the IC c¢ard operation mécro command script
pPrograms 21_1, 21 2, and 21 3.

In the commands, commands for the SAM chip 8 itself
are given the first letter "S", while commands ralating to
operation of the IC card 3 are given the first letter "C".

Further, the second letter is selectively used in
accordance with the application. For example, for an issuer

setting declaration of the IC card 3, it is "I", for a service .

type element declaration, it is "S", for a simple read
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The CW command declares to write data stored in a designated data

block to the IC card 3 when the relation among service type elements is

not defined. For example, when writing data stored in the data block 20 2

in the IC card 3, "CW:SI:2="Wc™ is described. The CF command declares

the data block describing compuf’atiaﬁ content spanning services. For

example, when describing computation content spanning services in the
desyl gxmtHlesk freortbeE SCOROESH: B t265s theribed. 58s Fupthersthete

SF data block 1 has described in it, for example, ""Wc"=If ("Wc">10) then
deajfuagign tonehe 3+ v9ay . Irhis foriruld € preseds fiee: cpesationice

of subtracting 10 from the value of We when the 5 remaining number of
EyReviedSNRNE |SefEP HaTioandefibivgt Batumbdr fpofits .
corresponding to 8% of We as cumulative points to Wd. (SAM Chip 8)
FIG. 9£§% fERRTaTd b sticdaframdn sar Shinehibh €0 Soatiavin ircbiB:ams

1. As shown in FIG. 9, the SAM chip 8 has an ASPS communication
2Tinfertatl it GNextdndl ARAIstiecaRNiMiGrBnandifase (wirstamds ST

scramble unit 62, random number generation unit 63,

copmastiontdeFyttRghit 6%, €5efage URk eSoBRamhy 68, command,

CR command, and CW command.

The SC command is a command declaring the number of
the maximum number of IC card.entity data whichAthe.SAM chip
8 can process simultaneously.

For example, when the SAM chip 8 can simultaneoﬁsly
process 1000 IC card entity data, "SC:1000% is described.

The SO command is a command for declaring the'daéa
block for forming the output data block 32 %2 in which the
data read from the IC card 3 is stored among the data blocks
provided in the SAM chip 8 when performing processing using
the IC card 3 based on the later explained IC card entity
data.

For example, when the data blocks 1 to 10 are providad,
when storing the data read from the IC card 3 in the data
block 1, "80:1" is described. |

The SI coﬁmand is a command for déclaring the data
block for forming the input data block 31 %1 in which the
data to be written in the IC card 3 is stored among the data

blocks provided in the SAM chip 8 when performing processing
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The SAM chip 8 is a tamper-resistant module. The ASPS communication
interface unit 60 is an interface used for input and output of data with the
ASP server 6 shown in FIG. 1. 20 The external memory communication
interface unit 61 is an interface used for input and output of data with the
external memory 7. The bus scrambfR®uriit 62 scrambles output data and
descrambles input data when inputting and outputting data 25 through the
ugitetndtirehbrycesidminication ineriabe ubit £ 89 -Bip Thenaddd® card
number generation unit 63 generates random numbers used at the time
eptithehtitation processing. The encryption/decryption unit 64 encrypts
data and 5 decrypts encrypted data. The storage unit 65, as explained
later, STGTESS%8RP L Brogtants vl dakauséepltht CPU B TheEPUiced,
executes a predetermined program (program of the present invention) to
wheBcGEthd RtebBRpRite B9 Saiptabhmsnd taskhecAst inrrdredation the
task, entity generation task (job management data production task) and :
d3¢2 Rt Bt dare Mani§dimenflaskjobanRaradadent data management

task), and other tasks. Next, the tasks, programs, and data stored in the
15 StOHb% Uit @?Wﬂlaﬁéiekﬁlaﬁﬂe%‘?mma“d for declaring the data

block forming the log data block 33 _x3 for storing the log
data relating to an operation among the data blocks provided
in the SAM chip 8 when performing processing using the IC
card 3 based on the later explained IC card entity data.

For example, when the data blocks 1_to 10 are provided,
when storing the log data in the data block 4, "SL:4" ig
described.

The SF command is a command for providing the data
block forming the computation défininé data block 34 x4
describing the definition of the relation between the service
type elements relating to the IC card 3.

The content of the computation defining data block
34 x4 becomes the pre-processing information of the IC card
entity data.

The CI command is a cqmmand for declaring the issﬁer
of the iC card 3 (business).

The information specifying the business defined by
the CI command becomes the IC card type information of the

IC card entity data.
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FIG. 10 is a view for explaining the tasks, programs, and data stored in
the storage unit 65. As shown in FIG. 10, it stores a script download task
69, script interpretation task 70, entity generation task 20 71, IC card
procedure management task 72, IC card operation macro command
script programs 211 to 21_3, service definition tables 201 to 203, IC card
entity template data 301 to 303, IC card entity data 73_x, an input data
block BheICSutprtmdatadbiccla32onang dais kiaek 33¥8gapdnda taneocus
computation defining data block 34-x4. - 60 The script download task 69,
opsBabMPNINFEGa7p Hewmldads thé seeried debinitien table datac2dtos by
203 from, for example, the computers of businesses and loads them in
Cite BgMahif 8 eSthiresedpmiaterpre thientaskahinases thmseMee declare
definition table data and script program to generate the IC card entity
a fincizkaradefiin teat biovke sstpug daterrijosis tod datahioekeanthent s .
computation defining data block for each business. 10 The number of :
data bistks generited forteach msivddslés roy pdeticidardy limited. When
the entity generation task 71 receives from, for example, the ASP server
" &an Batity eddeti®a request, it conducts polling with the IC card 3, then

generates the IC 15 card entity data used for processing of a procedure
_behNegﬁSEd on the content of the €8 command, service type .

element designating information of the IC card entity data
and processing order information are determined.

The CR command declares to store data read from the
IC card 3 in a designated data block when the relation among
service type elements is not defined (when SF command is
not described) .

For example, -when storing the data read from the IC
card 3 in the data block 1, "CR:80:1="Rc"" is described.

The CW command declares to write data stored in a

.designated data block to the IC card 3 when the relation

among service type elements is not defined,

For example, when writing data stored in the data block
2 in ‘Ehe IC card 3, "CW:8I:2="We"" is described.

The CF command declares the data bleck describing
computation content spanning services.

For example, when describing c‘:omputa‘tion content
spanning services in the SF data block 1, "CF:CES_FUNC=SF:1"

is described.
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that IC card 3 and a business using the IC card entity plate data
corresponding to that business. At this time, the IC card entity plate data
becomes the class, and IC card entity data is generated as an instance of
that class. 20 The processing for generation of the IC card entity data by
the entity generation task 71 will be e¥plained in detail later. The IC card
procedure management task 72 uses the one or more IC card entity data
73_x prasdiheartheberdde daita2bb6db cxdeate groovesshgdoia it, for
procedure between the IC card - 61 - 3 and businesses 151 to 153. In the
eprsgeht emb i EAE a pllfaliy i brédessing for procedures performed
between a plurallty of IC cards 3 and the businesses 151 to 15_3 proceed
(SHRUIEHR OISR 5 "R E0cft8 hi¥cEdute Mhdaydnentthsk F2resates the
the plurality of processing for procedures in parallel. The IC card
ORFFEELPE npfhatjehferr el ddefxcthe tiecarlortitedadc73vken the
when the series of procedures have been completed. 10 The processing
TIPS BRI PRRE defe FRaEgRATHC thek Y2 usif betbpmib®ceindiatdiiing
Iater The script programs 211 to 213 are input by the script download
Fronf, BréRdmipre tiiesnendirsehens? wihFsteragewnitbstive

15 The service definition table data 201 to 203 are
points to Wd.

[SAM Chip 8]

FIG. 9 is a functional block diagram of the SAM chip
8 shown in FIG. 1,

Ax shéwn in FIG. 9, the SAMlchip 8 has an ASPS

communication interface unit 60, external memory

‘communication interface unit 61, bus scramble unit 62 . random

number generation unit 63, encryption/decryption unit 64,
storage unit 65, and CPU 66,

The SAM chip 8 is a tamper-resistant module.

The ASPS communication interface unit 60 is an
interface ﬁsed for input and output of data with the ASP
server 6 shown in FIG. 1.

The external memory communication interface unit 61
is an interface used for input and output of data with the
external memory 7. |

The bus scramble unit 62 scrambles output data and

descrambles input data when inputting and ontputting data

through the external memory communication interface unit
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input by the script download task 69 from, for example, the external
memory 7 and stored in the storage unit 65. The IC card entity template
data 301 to 303 are generated by the script interpretation task 70 and
used as 20 templates (classes) when generating the IC card entity data
73-x of the procedures relating to fheS?esbective businesses. The IC card
entity data 73_x is generated by the entity generation task 71 using the IC
6tard entity template data 301 to 30_3 as for example classes as an
instance of the 25 classes. - 62 The input data block 31_x1, output data
block 3h&2 r 36 aek Bk B33 arritdomputatibnéde fireng dateesiockndom
34x4 are generated by the script interpretation task 70. Next, the IC card
nERbSTRatE 78k Rl Hehexpidnedos Rudierbdtentipdatridesising .
generated using IC card entity template data of a corresponding business

already e aevRiianifigenyrtibanasio 1t irftheeSAMyris Sdaken and
for example the SAM chip 8 receives a processing request for processing

deeigRhe IeneraR e e plication program 10 of a predetermined
business from the ASP server 6. FIG. 11 is a view for explaining the
formatCtenB ERERER BRYY ita Pelstiowmdid FiGrl] shet€cdrdsks,
entity data 73-x has management pointer information 80, entity ID

PIMSRARTon A% Hakfin et HniothrtieRYstfus data) 82, IC card type

The CPU 66 executes a predetermined program {program
of the present invention) to execute the later explained
script download task, script interpretation task, entity
generation task (job management data production'taski and
IC card procedure management task (job management daﬁa
management task), and other tasks.

Next, the tasks, programs, and data stored in the
storage unit 65 will be expléined.

FIG. 10 is a view for explaining the tasks, programs,
and data stored ip the storage unit 6€5.

As shown in FIG. 10, it stores a script download task
69, script interpretation task 70, entity generation task
71, IC card procedure management task 72, IC card operation
macro command script programs 21“1 to 21_3, service
definition tables 20_1 to 20_3, IC card entity template data
30_1 to 30_3; IC card entity data 73_x, an input data block

31 _x1, output data block 32 x2, log data block 33 x3, and

computation defining data block 34 _x4.
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information 83, service type element designating information 84,
processing order information (processing order data) 85, pre-processing
information 86, and post-processing information 87. 20 The management
pointer information 80 is a bidirectional pointer for managing the IC card
entity data 73-x in the storage unit 660The entity ID information 81 is
used for a request for generation of IC card entity data 73-x, confirmation

25 of i stade: o progiess Delalioaskihegpshef aaekgs 163 ®ic. 7,
processing using the IC card entity data 73-x. The entity ID information 81
daisoliscomeshe refuinialde gbeirotherenchuser. daegntiy ID to 20 3
information 81 corresponds to the descriptor when opening afileina
fyemeratiile systeuple Thelantinoatatisdpiormatipn S2shonsdhe state ©fds
progress of a procedure relating to an IC card 3. The basic states of the IC
tleerd antityblatasA8 xdhdlpds,. as shown in FIG. 12, the state of processing
for investigating the services which the IC card 3 can use (RS), the state

10 of prbeessingipy: whictetherSAdd tchim 8 taihenticaiesdbe theCcardSrice
(Al), the state of processing by which the IC card 3 authenticates the
dSiv thipod: (A2b ike statavofyprdcessing fopeaglingndata frprm dien ke cane
3 (R), and the state of processing for writing data in the IC card 3 (W). 15
I0n dae-dresent empddiventidbe precessipgfordata block, output data

block, log data block, and computation defining data block
for each business.

The number of data blocks generated for each business
is not particularly limited.

When the entity generation task 71 receives from, for
example, the ASP server 6 an entity production request, it
conducts polling with the IC card 3, then generates the IC
card entity data.used for processing of a procedure between
that IC card 3 and a business using the IC card entity plate
data corresponding tc that business. At this time, the IC
card entity plate data becomes the class, and IC card entity
data is generated as an instance of that class.

The processing for generation of the IC card entity
data by the entity generaﬁion task 71 will be explained in
detail later.

The IC card procedure management task 72 uses the one
or more IC card entity data 73 _x present in the storage unit

65 to execute processing for a procedure between the IC card
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investigating the business, the processing for the SAM chip 8 to
authenticate the IC card 3, the processing for the IC card 3 to
authenticate the SAM chip 8, the processing for reading data from the IC
card 3, and the processing for 20 writing data in the IC card 3 correspond
to jobs. A "job", as explained later; iséa unit of processing for which an
order of execution is determined by the IC card procedure management

3 taska’ 1 \Ngtg dhat Al angd A2 foymy theqmutual authentication 25
processing between the TC card 3 afd SAM chip 8. 64 Further, in the

present,erpRdiment LOSIHGSNGthe ndoMINUYNiGation fime g the lntgmet | -

10, the above-mentioned basic states are, as shown in the state transition

Fehag @y dds W@Mﬂd%mgﬁsﬁs@ﬁmgéifiq jSgange 59 g

command) states and completed (after receiving response) states.

3 Spesifically, he sialg & Rrocesgingdising @eélgosa@de@%gﬁf@aﬁ%aﬂﬁ 1y.
r .

managed by the instance genération (ICtard entity data generation)

state, REDIH-HAHUP NS 40 RS £aMMRd siate . AkPost-SaKuR StAe the

Al completed state, A2 post-startup state, A2 completed state, R

pﬂ@ﬁ&itﬁﬁtyPo%%d%&@@ﬂﬁ}efi“é@t%ﬁ@d&%‘ﬁ@ét%ﬁ%@rﬁ gaqpleted

state, and instance (IC card entity data) deletion state. The IC card type
informetian 88 isdfarpatien.fal L5 sRseifyinkthe husinessisguing {hat 16, e
card 3.
IC card entity data 73 _x when the series of procedures have
beaen completed.

The processing of the IC card procedure management
task 72 will be explained in detéil later.

The script programs 21_1 to 21_3 are input by the script
download task 69 from, for example, the external memory 7
to the storage unit 65.

The service definition table data 20 1 to 20_3 are
input by the script download task 69 from, for example, the
exteinal-memory 7 and stored in the storage unit 65,

The IC card entity template data 30 1 to 30_3 are
generated by the script interpretation task 70 and used as
templates {(classes) when generating the IC card entity data
73_x of the procedures relating to the respective businersses .

The IC card entity data 73_x is generated by the entity
generation task 71 using the IC card entity template data

30_1 to 30_3 as for example classes as an instance of the

classes.
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The IC card type information 83 is set with information defined by the CI

command in the above-mentioned script program at the time of

generation of the IC card entity data 73-x. 20 The service type element

designating information 84 shows the service type elements of the

service defined in the service defifitidf table data used in processing

using the IC card entity data 73-x. The service type element designating

informadtim dapstisdrtavithlondoBhord semidetypedsidmehtsock 32 x2,

designated - 65 by the CS command in the above-mentioned script

lﬁﬂ)g‘?’érﬁaat‘bt%‘écthwé 8f ¥éneration eptrutaddrdrerdigfdatartd-datheblock
processing order information 85 shows the order of execution of services

3ok e iHEReprcedsihy UshRy SaneRt chrdenpyaiad ¥8rx, thatks, 70 .
the state transition shown in FIG. 12. That is, the processing order
inform3tRIAtas taes Hhe caeidicentpdsletnsatsB show ie brleraflained.

execution of jobs corresponding to the basic operations of the IC card 3.
10 Her"e‘%efjﬁbsa&édem&iﬁ‘éu edfiler, IGraspondasneraESdAARNR, IC
~and W shown in FIG. 12. Specific operations on the IC card 3 are realized
cpp et prRtRtRgkaigifeaARTRFPRIGbO b siaRsle ddready

processing using an IC card 3 with only reading with no mutual

IRfHEMRESdNY 181thd BrodsRmtpdrlierintariatibh gmistdee WHRMRShSR" 8

when for example the SAM chip 8 receiveé a processing request
for processing using the IC card 3 and the application program
of a predetermined business from the ASP server 6.

FIG. 11 is a view for explaining the format of the
IC card entity data 73 x.

As shown in FIG. 11, the IC card entity data 73 _x has
management pointer information 80, entity ID iﬂformation

81, entity status information (status data) 82, IC card type

information 83, service type element daesignating information

84{ processing order information (processing order data)
85, pre-processing information 86, and post-processing
information 87.

The management pointer information 80 is a
bidirectional pointer for manéging the IC card entity data
73 _x in the storage unit 65.

The entity ID information 81 is used for a request
for generation of IC card entity data 73 _x, confirmation

of the state of progress, deletion, or the rest of a series
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Further, in the case of reading and writing with mutual authentication, the

processing order information 85 is set with "RS->Al->A2->R->W". The

processing order information 85 is set with the 20 order of jobs shown in

FIG. 12 corresponding to the order of service elements designated in the

CS command in the above-mentionéd script program when generating

the IC card entity data 73-x. The pre-processing information 86 is set
ofrgredle ASPh@usangr bisideqvita maragemantdaiata fosperfonmpiagentity

processing - 66 - using the IC card entity data 73-x. For example, the
Iprésprecessingdnf@maiibadbhiscsahasitla points eha campatafiohdarmaglathe

of a service designated in the SF data block. 5 Further, when an
enrtenrselviceTtompeuiatiay funrctibnfis:nnd tebned the pra-pcessisgtoc the

information 86 is set with the requested processing charge. For example,
dé thei gaserofiieitte nagiin heystater 1élating tathgearagwit af Chargey@item.

number of points given 10 etc. is set. The post-processing information 87

is set Wile datet DEthespratassing fesmitafitba |@ Zasthontity tlatn $¥xte of

required at the ASP server 6 side. For example, in the case of settlement,
piidgsetwith flata phawiaddire exislerncendb ob aanormal eaddd the

settlement. _

The basic states of the IC card entity data 73_x include,
as shown in FIG. 12, the state of processing for investigating
the services which the IC card 3 can use (RS), the state
of processing by which the SBM chip 8 authenticates the IC
card 3 (Al), the state of processing by which the IC card
3 authenticates the 3AM chip B (A2), the state of processing
for rgading data from the IC card 3 (R), and the state of
pProcessing for writing data in the IC card 3 (W).

In the present embodiment, the processing for
investigating the business, the processing for the SAM chip
8 to authenticate the IC card 3, the processing for the IC
card 3 to authenticate the SAM chip 8, the processing for
reading data from the IC card 3, and the processing for
writing data in the IC card 3 correspond to jobs.

-A "Job", as explained later, is a unit of processing
for which an order of execution is determined by the IC card
procedure management task 72.

Note that Al and A2 form the mutual authentication

processing between the IC card 3 and SAM chip 8.
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Next, a routine for processing by the IC card procedure management task
72 shown in FIG. 10 relating to a plurality of IC cards 3 using a plurality of
IC card entity data 73-x will be explained. 20 The IC card procedure
management task 72 is for example constantly being started up on the
CPU 66 of the SAM chip 8 shown irPRIG. 9. FIG. 13 is a flow chart of the
processing performed by the IC card procedure management task 72. 25

Step iz ti¥drTha 4C ened piasedite Brapagementtaskolsselesis Apethe
IC card entity data 73_x for executing the next processing out of the
cdtittaliycof 1€ oard enttycdatents-x presait tnithe steragenibmenti®ned
method -of selection of that IC card entity data 73_x may be to
bassitecssivaly: seleeklC aardsaiindata ths preseat iathe storaga unkh 85t
or to assign a priority order and select by priority in the order of the
othighast paQrinanStepdSI 2vi8dde hE cpd grocadireupanagemen saskance
72 judges if the job of the IC card entity data 73_x selected at step ST1
ofhasalweady)bedra stastiethup Jdiehdttegingdfakit haschaeri aqricssyinrise)

proceeds to the processing of step ST5, while when judging that it has
siotdsen started up, proceeds 15 to the processing of step ST3.

Specifically, the state of processing using the IC
card entity data 73 x is managed by the instance generation
(IC card entity data generation) state, RS post-startup state,
RS completed state, Al post-startup state, Al completed state,
A2 post-startup state, AZ completed state, R post-startup
state, R completed state, W post—-startup state, W completed
state, and instance (IC card entity data) deletion state.

The IC card type information 83 is information for
specifying the business issuing that IC card 3.

The IC card type information 83 is set with information
defined By the CI command in the above-mentioned script
program at the time of generation of the IC card entity data
73 x.

The service type element designating information 84
shows the service type elements of the service defined in
the service definition table data used in processing using
the IC card entity data 73 x.

The service type element designating information 84

is set with one or more service type elements designated
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Step ST3: The IC card procedure management task 72 judges from the

entity status information 82 shown in FIG. 11 of the IC card entity data

73_x selected at step ST1 which state 20 of the state transition chart

shown in FIG. 12 the processing relating to that entity data is in and

decides on the job to be executed sext-from the processing order

information 85. At this time, the processing order information 85 25
bydeineshedanatexscution %9%umaéﬁ%ﬁgaﬂ%@cz%teslﬁgsgﬁﬁﬁtat

in the service definition table data as explained earlier. Step he IC

thedrd pracedurgdanagerentdaskhe st b thedol selecied atstep
ST3. The IC card procedure management task 72 executes the job uSing

the datadlesksdelelingdo Satdeb interabeyememiongdinputtlata, rder
block 31 xI, output data block 32_x2, log data block 33_x3, and

ofcamputationefining daiackd ks34 xdeAt iNisdiaep thedEsca g using

procedure management task 72, when issuing a command to the IC card
thd ITexeawipn0f adgbadses fhe servigtaelementaoirespopding9dhat i on

job as a key to search through the service definition table 15 data to
shoekiainithesarvica pumber corresponding to that
That is, ~the processing order information 85 uses the
service type elements to show the order of execution of jobs
corresponding to the basic operations of the IC card 3.
Here, the jobs, as explained earlier, correspond to
the RS, Al, A2, R, and W shown in FIG. 12. Specific operations
on the IC card 3 are realized by the order of processing

designated using the jobs. For example, for processing using

an IC card 3 with only reading with no mutual authentication,

- the processing order information 85 is set with "RS->R".

Fﬁrther, in the case of reading and writing with mutual
authentication, the processing order information 85 is set
with "RS->A1->A2->R-D>W".

The processing order information B85 is set with 1‘:he
order of jobs shown in FIG. 12 corresponding to the order
of service elements designated in the CS command in the
above-mentioned script program when generating tﬁe IC card
entity data 73 x.

The pre-processing information 86 is set from the ASP

server 6 side with management data for performing processing



10

15

20

25

service element (operational command of IC card 3 able to be analyzed
by the IC card 3) . Further, the IC card procedure management task 72
uses the obtained service number to issue a command to the IC card 3.
20 Further, the IC card procedure management task 72, as explained
using FIG. 4, when key informatignti)ssrewquired for accessing a storage
area of the IC card 3a, uses the service element corresponding to that job
to search through the service definition table data and obtain the key 25
USHRFBN orRBon GG 16 ThaakRvidé efement. Further, - 69 the IC
card procedure management task 72 uses that key information to perform
mutud] AtFEARELSN WiRE RS FC PSS Bhef ptidh Auitrde@ypfich b set
_data, and other_ processing and obtain the right to access a )
Wik dtdnined’s %ﬁfﬁ@%‘?@&ﬁ%ﬁm}& PISp TS Refosigpated
. performed when the IC card procedure management task 72 issues a '
incdiithant (8358 18 t8Fd3 and is waiting for the processing result of the
IC card 3..10 When the IC card procedure management task 72 receivés
the prod&SaIRE redifPoRthd FCTRrd SEVEER HRFIRUHR G Gl on

. data, 73-x. Step ST6: The IC card procedure management task 72 updates
lsth’é"ES%%ﬁEsf‘s% tusSRfrREToR B2 IRETE APt BRTt hea 73% 15 set

with the requested processing charge.

For example, in the case of settlement, the state
relating to the amount of charge or number of points giﬁen
etc. is set.

The post-processing information 87 is set with data
of the processing result of the IC card entity data 73 x
required at the ASP server 6 side. For example, in the case
of settlement, it is set with data showing the existence
of a normal end to the settlement.

Next, a routine for processing by the IC card procedure
management task 72 shown in FIG. 10 relating to a plurality
of IC cards 3 using a plurality of IC card entity data 73 x
will be explained.

The IC card procedure management task 72 is for example
constantly being starfed up on the CPU 66 of the SAM chip
8 shown in FIG. $.

FIG. 13 is a flow chart of the processing performed
by the IC card procedure management task 72.

Step STL:
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shown in FIG. 11. In this way, in the present embodiment, the IC card
procedure management task 72 performs processing for a plurality of IC
cards 3 present in the SAM chip 8 in parallel 20 while selecting in order
the IC card entity data 73-x for the plurality of IC cards 3. Therefore, the
SAM chip 8 can simultaneously progged with the processing even when
receiving processing requests for procedures using a plurality of IC cards

3.25 f, ral t] f co Hi ationy 70, s sé} m Q;OV,}/,';{E
in FIG&%éwiﬁQgeggsﬁ?a%}%p(gf%g&& g‘qr% F(I%m% gre%: 3%1\7vspf%r %xgﬁ%ﬁ% ng

rdhepvgralh epepptian.af the comupnication syslgM AShONINEIG. Lo o5 g
Step ST21: 5 The businessgs 151 to 153 or a party requested by those

o USHRESERS PEAdUCEI St Rrograms 21T, £12; 29 213,deserping, . cant

processing for transactions performed by the businesses using the IC

irfaEdl 3 forgxampleQn thegaersonal computers 161, 162, and 163 shown
in FIG. 1. 10 Further, the manager of the SAM chip 8 produces service

' definit@&tq@@ﬁg@ %Qf_lsgge%dﬁng% CQHQ%DQ’@“&Q:‘.IQ tg%tity data
businesses 151 to 153. Step ST22: The service definition table data 201,

7202 vl BA3 £b° preducedinsigp sdrdaretoretl BRedgahea 73 x

memory 7.

present in the storage unit 65 or to assign a priority order
and select by priority in the order of the highest priority.

Step S5T2:

The IC card procedure management task 72 judges if
the job of the IC card entity data 73 x salected at step
ST1 has already been started up. When judging that it has
been started up, it proceeds to the processing of step ST5,
while when judging that it has not been started up, proceeds
to the processing of step ST3.

Step ST3:

The IC card procedure management task 72 judges from
the entity status information 82 shown in FIG. 11 of the
IC card entity data 73 x selected at step ST1 which state
of the state transition chart shown in FIG. 12 the processing
relating to that entity data is in and decides on the job
to be executed next from the processing order information
85.

At this time, the processing order information 8%

defines the order of execution of jobs using the service



10

15

20

25

Further, the script programs 211, 212, and 213 produced at step ST21 are
downloaded from the personal computers 161, 162, and 163 through the
Internet 10, ASP server 6, and SAM chip 8 to the external memory 7.
That 20 download processing is managed, as shown in FIG. 7, by the
script download task 69 in the SAM cggp S. Step ST23: The script
interpretation task 70 in the SAM chip shown in FIG. 7 uses the service
efiniti%n table data and script 25 program to generate the IC card entity

eSS dat, Hput 71 FAE s buth IR blotRohARtE bitkaadd

eCOTgu?g ngeﬁgi{\grdata block for each business. The generated data is
S ored"ln‘t e s?orage unit 65 of the SAM chip 8 shown in FIG. 9 5 Step
ST24: ggg usgéié_issued the IC card 3. As shown in FIG. 4, the storage
unit 50°of the a of the IC card 3 stores key information used for
transaﬁﬂggslwitg ér]}%bu%igea%the user contractstwith. 10 Note that the
user and a business May 8156 Contract Wit Bseh othar SrtdrisS aite P
he IC card 3 through the Interne etc. Step ST25: For example, when

t{}wee t}soe% u%%s’js'?ﬁg: ﬁ%{:s%%af%grﬁpéég‘w 5 to access the server 2 through

the Int%geeat ]?‘8 tgat)t_ydt%rocedure management task 72 executes the
job using the data blocks relating to that job in the
above-mentioned input data block 31 x1, output data block
32 _x2, log data block 33 x3, and computation defining data
block 34 x4.
At this time, the IC card procedure ma‘nagement task

72, when issuing a command to the IC card 3 in execution
of a job, uses the service element corresponding to that
job as a key to search through the service definition table
data to obtain the service number corresponding to that
service element (operational command of IC ca;:d 3 able to

be analyzed by the IC card 3). Further, the IC card procedure

-management task 72 uses the obtained service number to issue

a command to the IC card 3.

Further, the IC card procedure management task 72,
as. explained using FIG. 4, when key information is required
for accessing a storage area of the IC card 3a, uses the
service element corresponding to that job to search through
the serviée definition table data and obtain the key

information corresponding to that service element. Further,
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purchase a product, the server 2 issues a processing request through the
Internet 10 to the ASP server 6. When the ASP server 6 receives a
processing request from the server 2, it accesses the personal computer
5 through 20 the Internet 10. Further, as shown in FIG. 16A, a processing
request issued by the card reader/wgier-4 for the IC card 3 is transmitted
through the personal computer 5, Internet 10, and ASP server 6 to the

enSAVCCNR B4Sj5R 8130525 Thg ASE server dquinuts o [ SAM chip 8

an entity - 72 - production reque at entity production request stor

1nipfrmation ;shawing the issugr.etthe 1G Gard 3. Step $127. 5V hgi.t e

h
SAM chip 8 receives an entity production request, as shown in FIG. f6§,c

calk@onucaRlRe I hRa' A ioh SR&Ne enfiosneration:
task 71 of the SAM chip 8 judges if the number of the IC card entity

proRiadixprasentdn dhe SAMLhin §after the,gnd of the pallingLis within _ 4

the maximum number defined by the SC command of the script program.
s thyithin thednadmupp sumberdtgrogeeds to the processing of step

ST29, while if not, it ends the processing. 15 Step ST29:

Step S5T5:

Step STS5 is performed when the IC card procedure
management task 72 issues a command to the IC card 3 and
is waiting for the.procassing result of the IC card 3.

When the IC card procedure management task 72 receives
the.processing result from the IC card 3, it sets this in
the TIC card entity data 73 x.

Step ST6:

The IC card procedure management task 72 updates the
entity status information 82 of the IC card entity data 73 x
shown in FIG. 11,

In this way, in the present embodiment, the IC card
procedure management task 72 performs processing for a
plurality of IC cards 3 present in the SAM chip 8 in parallel
thle selecting in order the IC card entity data 73mx for
the plurality of IC cards 3. Thereforg, the SAM chip 8 can
simultaneously proceed with the processing even when
receiving processing requests for procedurés using a
plurality of IC cards 3.

Next, the overall operation of the communication
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The entity generation task 71 specifies which business' IC card entity
plate data to use based on the information showing the issuer of the IC
card 3 stored in the entity production request for example and uses that
20 specified IC card entity plate data to generate the IC card entity data
73-x. This corresponds to the instangg generation shown in FIG. 12. Step
ST30: 25 The SAM chip 8 outputs to the ASP server 6 the entity - 73 ID

of the IC}%@‘(I% eggtyEdlaEa_t 7I°> X r%fe%ated at ftgg fT 9 Step ST31: The

Syﬁtgénrdsprocedure managen?ég ask 725FEheé ‘chip 8 investigates

e N e

corresponding tontﬁe jo S

procedure management task .72 of the SAM 10 chip § authentic th
oPIeg%imzfcy ofthe IC card 3. This islp?rgcesgsslr%a%o?res%o%%ﬁ]ngl%t %lgj;db [
shown,in FlGr32.. Step ST33: The IC card 3 authenticates the legitimacy

of the SAM 15 chip 8. _
The businesses 15 1 to 15 3 or a party requested by

those businesses produce script programs 21 1, 21 2, and
21 3 describing processing for transactions performed by
the businesses using the IC card 3 for example on the personal
computers 16 1, 16 2, and 16_3 shown in FIG. 1.

Further, the manager of the SAM chip 8 produces service
definition table data 20_1, 20_2, and 20 3 correspondihg
to the businesses 15 1 to 15 3.

Step S5T22:

The service definition table data 20 1, 20 2, and 20 3
-produ_ced in step STZ21 are stored in the external memory 7.

Further, the script programs 21_1, 21 2, and 21 3
produced at step ST21 are downloaded from the personal
computers 16_1, 16 2, and 16 3 through the Internet 10, ASP
server 6, and SAM chip 8 to the external memory 7. That
download processing is managed, as shown in FIG. 7, by the
script download task 69 in the SAM chip 8.

Step S5T23:

The script interpretation task 70 in the SAM chip shown
in FIG. 7 uses the service definition table data and script

program to generate the IC card entity plate data,.input
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This is processing corresponding to the job A2 shown in FIG. 12. By
steps ST32 and ST33, the IC card 3 and SAM chip 8 mutually
authenticate each other. This corresponds to FIG. 20 16C. Step ST34:
The IC card procedure management task 72 of the SAM chip 8 reads and
writes data necessary for the procedure with the IC card 3. 25 This is
processing corresponding to the j‘obﬁéll-? and - 74 W shown in FIG. 12 and
FIGS. 16D and 16E. Further, the IC card procedure management task 72
dafaed Laghmputsitafortikrspdside bdsst e tife prepiocessidg
information 86 of the IC card entity data 73-x to perform 5 predetermined
c%‘é&éﬁ’r@’?or%?ﬁﬁt&&ﬁbﬁia&ﬂg%ﬂé"a5tafr‘é‘adeﬁ‘6'r'h fAesER@Rd 3. Step
ST35: As shown in FIG. 16F, the IC card procedure management task 72
of the BRVIFRLE BEG et prote8SiRg 9esdifof e H&P5F3a tyad 65
ASP server 6. Step ST36: For example, the IC card procedure '
ofnhhgg SN BER £ bRty the IEgé'ard Bntity data 73-x. As explained

above, according to the communication 15 system 1, it is possible to
genergféeﬁ’leq 4ird entity data

The user is issued the IC card 3.

As shown in FIG. 4, the storage unit 50 of the IC 3a
of the IC card 3 stores key information used for transactions
with the business the user contracts with.

Hote that the user and a business may also contract
with each other after issuance of the IC card 3 through the
Internet 10 etc.

Step ST25:

For example, when the user uses the personal computer
5 to access the server 2 through the Internet 10 to txy to
purchase a product, the server 2 issues a processing request
through the Internet 10 to the ASP server 6.

When the ASP server 6 receives a processing request
from the server 2, it accesses the perscnal computer 5 through
the Internet 10. Further, as shown in FIG. 16A, a processing
request issued by the card reader/writer 4 for the IC card
3 is transmitted through the personal computer 5, Internet
10, and ASP server 6 to the SAM chip 8.

Step ST26:

The ASP server 6 outputs to the SAM chip 8 an entii:y
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73_x for each processing for a procedure occurring with the IC card 3 and -
to have the IC card procedure management task 72 use the plurality of IC
card entity data 73-x to simultaneously proceed with processing for a
plurality of 20 IC cards 3. Further, according to the authentication system

1, since it is sufficient to store the. |G gard entity data 733 actually used

for the processing of the IC cards 3 in the storage unit 65, it is possible to

pé@ﬁ&@%?&@@%&ﬁe@@t% of the storage unit 65 efficiently. - 75 Further,
according to the authentication system 1, as shown in FIG. 12, since the

IC carghpracedyrq MANAISIEN ;agk 72 magatg%stt@,@esgatséeép%gg%m

of the jopbs processed divided into post-startup states and com

sHRISAJ! PHiPesalble o startihe execution of one job, then start the

processing relating to another job in the state while waiting for data from
the IC 3gtberefore, it is possible to eliminate the wait time caused
by transfer of data with the IC card 3 through the Internet 10. 10 Further,

accorging {0 hieAuRANIGAionsysian 1, 4be sqrvice definition tabls data

describes a name showing the type of service provided by each business,

rdBRidshea senticrdyrarelpment; tie nyrobes Rhthat senviss ¥agdin ¢he the

IC card 3, and the key information used when providing 15 that Service.
1 i isdheld in the external memory 7. Therefore,

Step ST28:

The entity generation task 71 of the SAM chip 8 judges
if the number of the IC card entity data 73 x present in
the SAM chip 8 after the end of the polling is within the
maximum number defined by the SC command of the script program.
If within the maximum number, it proceeds to the processing
of step STZ29, while if not, it ends the processing.

Step ST29:

The entity generation task 71 specifies which
bﬁsiness’ IC card entity plate data to use based on the
information showing the issuer of the IC card 3 stored in -
the entity production request for example and uses that
specified IC card entity plate data to generate the IC card
entity data 73 _x.

This coxresponds to the instance generation shown in
FIG. 12.

Step ST30:

The SAM chip 8 outputs to the ASP server 6 the entity
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businesses 151 to 153 not developers of the SAM chip 8 can produce
their own application programs for running on the SAM chip 8 by the
script programs 21 1, 21 2, and 213 and download them through the SAM
chip 8 into the external 20 memory 7 for customization. That is, without
being informed of key information, gperational commands for directly
operating the IC card 3, or other highly confidential information to the

riysingsses 15110153, lhase busipesses can austomizg talr own g
application programs. Further, when 2 abusiness customizes its
applicgg%n PLAgLam, it does not - 76 need to know the key information or

card op_erg’tiona commands, so the load on the business is lightened.

Furthep, acqeding,tg e SUINGOICAloN SYSIEM L, 0% IS P$SIRIE 10 g

define computation content spanning 5 aplurality of services, it is

cHRYSSPIG 1R, RIoVIde JINErSeReniGes, ¢ AmRINAG apIyrality Qf servicesing,
range of services executed simultaneously with approval at the IC card 3
aside. Further, according to the authentication system 1, 10 by introducing

the concept of a data block, the data input and output with the IC card 3

and thg,log d?_éaﬁ%é’és@ﬁih_’i DAPRYSH SRS i 183 1RSI Blacksy, o un
diagram showing more specifically the function blocks of the SAM chip 8
ix§w. 1§;_il"1 FIG. 9.
Step ST32:
The IC card procedure management task 72 of the SAM
chip 8 authenticates the legitimacy of the IC card 3.
This is processing corresponding to the job Al shown
in FIG. 12.
Step ST33:
| The IC card 3 authenticates the legitimacy of the SAM
chip 8.
This is processing corresponding to the job A2 shown
in FIG. 12.
By steps ST32 and ST33, the IC card 3 and SAM chip
8 mutually authenticate each other. This corresponds to FIG.
16C.
Step ST34:

The IC card procedure management task 72 of the SAM

chip 8 reads and writes data necessary for the procedure

with the IC card 3.

This is processing corresponding to the jobs R and
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As shown in FIG. 9, the SAM chip 8 is connected through an internal bus
90 to an ASPS communication interface unit 60, external memory
communication interface unit 61, bus scramble unit 62, random number
generation unit 63, 20 encryption/decryption unit 64, storage unit 65, and
CPU 66. Inthe SAM chip 8 shown in,FIG. 17, for example as shown in
FIG. 18, it is also possible to connect a card I/F unit 91 connected to the
W inﬁernal hus g) an RF re%e tion/transmission unit 92 outside of the
SAVIEhiD'S 25 And trarfst dEWith AR 12%4rd $Fby a noncontact

system - 7&‘ ér}rog a antenr%a 92a of the RE' reception/ transmission
Setohd EmBotimaent THRT 5SS ENES TBRARTSMSE birtambotimttties

unit 92.

correspondin to the seventh to nina'n aspects of the invention. FIG. 19
2 Ba Heg\:/va%fl tﬂqé %\?e?é'l?%gnﬁéﬁgﬁgﬁ BF P A IR SRS R 46T T i ng
: e present e diment. As shown ip FIG. 19, the communication system
1“?8f%§e§" %ﬁergs%cr)v%%]lgéﬁé ?z:lr%af(fg GRisgiated2iaui! 8ﬁfﬁetr?re§8ﬁif‘i’5m
pringgtf;gorqgil Larn reader/writer ]iogff %ersonal comoputer 105, ASP

application Service provideryserver 108 SAM (S8 28 phicgrdata read
modg{g{)} up&: 1g§r8er§onal computers 1161, 1162, and 1163, and

from :
authentication units 1171, 1172, and 1173 to communicate through the

Interr@zllos'a,flgg)_erform 15 settlement processing or other processing for
a proce(ﬁﬁe )

As shown in FIG. 16F, the IC card procedure management
task 72 of the SAM chip 8 ocutputs the processing result of
step 5T34 to the ASP server 6.

Step ST36:

For example, the XC card procedure management task

- 72 deietes the IC card entity data 73 x.

As explained above, according to the communicatién
system 1, it is possible to generate the IC card entity data
73 x foxr each processing for a procedure occurring with the
IC card 3 and to have the IC card procedure management task
72 use the plurality of IC card entity data 73 x to
simultaneously proceed with processing for a plurality of
IC cards 3.

Further, ~according to the authentication system 1,
since it is sufficient to store the IC card entity data 73 3
actually used for the processing of the IC cards 3 in the
storage unit 65, it is possible to uge the storage areés

of the storage unit 65 efficiently.
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using an IC card 103. The SAM unit 109 has an external memory 107

(semiconductor storage circuit of the present invention) and SAM chip

108 (semiconductor circuit of the present 20 invention). The SAM chip

108 has the software configuration shown in FIG. 20. As shown in FIG.

20, the SAM chip 108 has, from the Jqottom layer toward the top layer, an

HW (hardware) layer, 25 OS layer, lower handler layer, higher handler

layer, and - 78 - AP layer in that order. The lower handler layer includes a

driver T3/t Blre ARENERREr ifs ERBIIGHRSIGIRHE AP Byston 1,

and AP-3 defining procedures using the IC card 103 by the 5 credit card
ascosr%ﬁgrﬂeé%r%ﬁ(?ér l?ljgsingé‘gé%elf'a%ﬁ 5234 RI33hhM fasrgqRent
In.the AP layer, th plicatijon programs AP.1, AP 2, and AP-3 and the
e AR R he hee She Sy bW aRerRp oo ssed

.(fireyvalls .of the present invention) 10 The SAM chip 108 is connected
oSl L BB RN RS i el afoth ShaRep it
. server,_ 106 is connegted through the Internet 110 to a plurality of terminal
lsa%)%?astﬁ%?ﬁcl%ﬁng gap])':gtfscgglﬁg C%Jr%eﬁfé:rl 105 8 a%ngndjﬁsgér anyen start

th%ﬁ{?%%%gg@fyge@e £4;1162.2nd,1163 15.0f businegses 1151, 1152 1«

1153

waiting for data from the IC card 3. Therefore, it is possible
to eliminate the wait time caused by transfer of data with
the IC card 3 through the Internet 10.

Further, according to the authentication system 1,
the service definition table data describes a name showing
the type of service provided by each business, that is, the
service type element, the number of that service used in
the IC card 3, and the key information used when providing
that service. This is held in the external memory 7. Thareforé,
businesses 15_1 to 15 3 not developers of the SAM chip 8
can produce their own application programs for running on

the SAM chip 8 by the script programs 21 1, 21 2, and 21 3

- and download them through the SAM chip 8 into the external

- memory 7 for customization. That is, without being informed

of key information, operational commands for directly
operating the IC card 3, or other highly confidential
information to the businesses 15 1 to 15 3, these businesses
can customize their own application programs. Further, when

a business customizes its application program, it does not
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The personal computer 105, for example, is connected through a serial
port or USB port to a Dumb type card reader/writer 104. The card
reader/writer 104 realizes for example wireless communication
corresponding to the physical 20 level with the IC card 103. The
operational commands to the IC cargl¢l03 and response packets from the
IC card 103 are generated and analyzed at the SAM unit 109 side.

ne'r;@reaos&mﬁtq@édkaw%r@g@ﬁ &9&9&5882%&8@@956{%03&i‘“go/;\niinds,

server 25 106 between them only act to store the commands and

sdCHUSEsaLP SRNGNL iR, the; data payloagsportion and relay the same and

are not involved in the encryption or decrypfion of 3ata, authentication, or

other acluahperalons ipdiRdC 68 d 0%, pcHis Rusinesses Madedao?,
and 1153 use their personal Computers 1161, 1162, and 1163 to0 produce

s 188 AARIICAlqHY Q9N RS AP Je AP %%&Etﬁﬁ%dSWHpégéhsi%nning

produced application programs through the authentication units 1

a Pirerand 44 73dhwuigh;sthe SAMchin 10840 40ipredstermingdistorads. » se

areas in the external memory 107. At this time, since the businesses

sroicd 1O ding hAVENeLeiation With gaely othar, the SJO@QS%‘;%%

in the external memory 107 where the application programs AP 1, A

sRPiAR 53 £3B bedyvleadad ias.dagided 15 agyanseand whgther

one has the right to download to such
card 3 side.

Further, according to the authentication system 1,
by introducing the concept of a data block, the data input
énd output with the IC card 3 and the log data can be easily
managead.

FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip 8 shown
in FIG. 9.

As shown in FIG. 9, the SAM chip 8 is connected through
an internal bus 90 to an ASPS communication interface unit
60, gxternal memory communication interface unit 61, bus
scramble unit 62, random number generation unit 63,
enéryption/decryption unit 64, étorage unit 65, and CPU 66.

.In the SAM chip 8 shown in FIG. 17, for example as
shown in FIG. 18, it is also possible to connect a card I/F
unit 91 connected to the internal bus 90 to an RF
reception/transmission unit 92 outside of the SAM chip 8

and transfer data with the IC card 3 by a noncontact system
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a storage area is verified by the SAM chip 108. Further, while the
application programs AP 1, AP 2, and AP-3 are being executed, the
firewalls EW restrict the transfer and viewing of data among the
application programs 20 AP 1, AP 2, and AP 3. When downloading the
application programs AP 1, AP 2,_ang AP-3 to the SAM chip 108, the
authentication units 117, 1, 1172, and 117_3, as explained later, perform

t}mlg\g }, ayth n;:catlon ith th M _chip 108, e the download 25
signature veﬁflcatlonaké\)ﬂ/ m%tfm%‘%on&%tc %\Teff HeRsHSHeHE unit
gsshown in FIG. 19 will be explained. [IC Card 103] FIG. 21 is a functional

block diagram of the IC card 5 103. As shown in FIG. 21, the IC card 103

has arg |G, Jintegrated;¢ireuiy) 103a provided with a storage unit 150 and
processingunit 151 Thestorage unit 150, as shown in FIG. 22, has a

storage, 10a1ea 25 Lusesiona.credil card sompany. orother business,
1151, a storage area 1552 used by a business 1152, anct{ a s’foragg area

ol PRISEA LT RUBINESS HR3GWINGT, NEStoage; uniL 15_0 sjpres key
information used for judging the éxistence of the rig tto e storage 15
area Ippd, kgy infarmatipnayseddog pldaing e 4ceesg A9 »ation of a

communication-system 101 of the present embodiment,

As shown in FIG. 19, the communication system 101 uses
the eerve'r 102, IC card 103 (integrated circuit of the present
invention), card reader/writer 104, personal computer 105,
ASP (application service provider) server 106, SAM (secure
application module}) unit 109, personal computers 1i6 1,
116 2, and 116m3, and authentication units 117 1, 117 2,
and 117 3 to communicate through the Internet 110 and perform
settlement processing or other processing for a procedure
using an IC card 103.

The SAM unit 109 has an external memory 107
(semiconductor storage circuit of ﬁhe present invention)
and SAM chip 108 ({semiconductor circuit of the presentr
invention}) .

The SAM chip 108 has ﬁha software configuration shewn
in FIG. 20.

As shown in FIG. 20, the SAM chip 108 has, from the

bottom layer toward the top layer, an HW (hardware) layer,

OS layer, lower handler layer, higher handler layer, and
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to the storage area 1552, and key information used for judging the access
right to the storage area 1553. That key information is specifically used
for mutual authentication, encryption and decryption of data, etc. 20
Further, the storage unit 150 stores identification information of the IC
card 103 or IC card 103 user. Next,-the SAM unit 109 will be explained in
detail. [External Memory 107] FIG. 23 is a view for explaining the storage

apd %ase%Sﬂchc e>t<§e£nra memory 107. - 81 As shown in FIG. 23, the
S orgge aréas ot the 8xferial memory 107 include an AP storage area

1201 gtorage area .for storing the application program AP -1 of the
businggg' ﬁgfgn}fﬁ% o?é:gé gyeeagliﬂf OF SToTirty he applicAfores -

PrOULAP-2.9L B BUYAESRALSR, BAC slorage e L2030y sy,

the applicafion program 0 usiness 11

andOUR0% 2eaca o d by e mangost, oL e RAM ehip 108, apd akeve,

Infornmation storage area e app n program ored |Xthe

AR storage, 10 area 1201 is com riseg) of a Iuralitg flgrogra odules.
“*Access o the XPlitorle@g ar%aalﬁoalris r‘é%%rfg?esf gy t%e firewa 1 2nd
11§—h§ a&%g%tiop,prgg@m -2 stored in the AP storage area 1202 is

comprised of a plurality of program modules. 15 Access to the AP storage
area }gogﬂ%rgﬁr’”iggget{y,t%e application programs AP 1, AP 2,

and AP 3 and the higher handler layer are provided between
them with firewalls FW (firewalls of the present invention) .

The SAM chip 108 is connected through a SCSI port,
the Ethernet, etc. to the ASP server 106. The ASP server
166 is connected through th.é Intar_nat 110 to a plurality
of terminal apparatus including a personal ;::omputer 105 of
an end user and personal computers 116_1, 116 2, and 116 3
of businesses 115 1, 115 2, and 115 3.

The personal computer 105, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writer 104, The card reader/writer 104 realizes for
example wireless communication correspondiné‘ to the physical
level with the IC card 103.

The operational commands to the IC card 103 and
response packets from the IC card 103 are generated and
analyzed at the SAM unit 109 side. Therefore, 'ghe card
xeader/wrj:.ter 104, personal computer 105, and ASP server

106 between them only act to store the commands and response



10

15

20

25

firewall FW 2. The application program AP -3 stored in the AP storage
area 1203 is comprised of a plurality of program modules. Access to the
AP storage area 1203 is restricted by the 20 firewall FW 3. In the present
embodiment, the above program module is the minimum unit downloaded
for example from the outside of thegSAM unit 109 to the external memory
107. The number of the program modules forming each application

coPEQram aq:hZES ged{:re Sv Plteggl,%%j’i Até@zcg:]d £ fdln usmesse -aSng

Further, the appllcatlon rams B-3¥stored i

gx;lecg@_al MSDPLY, glozl;iqu,_g%rambled The re_descrambled when rea
2 into the JSAM Chl% 108. Further, theyé}f)pf’c(:;;ntlo?\rpr%a(r:ar kb f KE Zga%

au et Peate dr OGMRIenRIOdCRE by tB%QHé@fé > 10 el O Adhg
1153 using the personal computers 1161, 1162, an 1163 shown in F

10349 and are downloaded through the SAM chip 108 to the external
memory 107. Access to the AP management storage area 121 is 10

restrigied hy.tbeditewall FYY 4. Notq that she firewallsFW 1, EW 2, EW.3,

and FW 4 correspond to the firewalis PW shown in FIG. 20. The AP
pe SVUROEMENESINA0S 2163121 storgs she mogdule; gnanagerpent dala 130

shown in FIG. 24. 15 The nodule management data130 registers the
apﬁT%EQ%ion programs AP 1, AP 2, and AP 3 and download the
produced application programs throuéh the authentication
units 117 1, 117 2, and 117 3 through the SAM chip 108 to
predetermined storage areas in the external memory 107.

At this time, since the businesses 115 1, 115 2, and
115;3 have no relation with each other, the storage areas
in the external memory 107 where the application programs
#Em}, AP_2, and AP 3 can be downioaded to are decided in
advance and whether one has the right to download to such
a storage area is verified by the SAM chip 108.

Further, while the application programs AP _1, AP 2,
and AP_3 are being executed, the-firéwalls FW restrict the
transfer and viewing of data among the application programs
AP 1, AP 2, and AP 3.

When downioading the application programs AP 1, AP_Q,
and AP_3 to the SAM chip 108, the authentication units 117.1,
117 2, and 117 3, as explained later, perform mutual
authentication with the SAM chip 108, produce the download

signature verification key information, etc.
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names of the program modules downloaded from the personal computers
1161, 1162, and 1163 in advance and the download signature verification
key information (download key information of the present invention). 20
That is, download of a program module is allowed conditional on the
module management data 130 having the download signature verification
key information registered in it in advance. Further, the module

manage entgglta 130 has th moq,tljle 25.narg. of progtam modules
“executed S/the%Af:Mn(":%?pnf@S Zg3"and thlenexe(i%tiog%gﬁlﬁ%&rég €

ex%g@flg@éigp key information registered in it. That is, the right for a program
module to be executed by the SAM chip 108 is obtained conditional on
the mpfielecgrrga%gﬁment data 130 having the execution signature
verification key information registered in it in advance. The module

manggement flaja, 13035 ShQWRAA AT 24 S0QWsA0e SRTeRRONdeNce o

of the firewall number of the firewall restricting access to the program
1onodule (firewall 10 identification information of the present invention),
start address, address length, download signature verification key

inforratian, sygcutipresignaisiie vesilicatienkeyinfergation, apd feodule

name for each program module of the application programs AP 1, AP 2,

(1 ARd AR Gdomd indhey R d9.stpraasiaeas 20l 1202,31944203: ¢ 150
and processing unit 151.

The storage unit 150, as shown in FIG. 22, has a storage
area 155 1 used by a credit card company or other business
115 1, a storage area 155 2 used by a business 115 2, and
a storage area 155 3 used by a business 115 3.

Further, the storaée unit 150 stores key infofmation
used for judging the existence of the right to the storage
area 155 1, key information used for judging the access right
to the storage area 155m2, and key information used for
judging the access right to the storage area 155 3. That
key information is specifically used for mutual
authentication, encryption and decryption of data, etc.

Further, the storage unit 150 stores identification
information.af the IC card 103 or IC card 103 user.

Next, the SAM unit 109 will be explained in detail.

[External Memory 107]

FIG. 23 is a view for explaining the storage areas

of the external memory 107.
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Here, the firewall number shows the number of the firewall by which
access to that program module is restricted. The start address shows the
start address of the 20 storage area for which access is restricted by that
firewall . The address length shows the address length of the storage
area for which access is restricted ythat firewall. The download
signature verification key information is the key information used for the

signagure yerification 2%, performed when downloading a pragram module
through the SAM - 84 - chip 108 to ﬁ]g%gé?ﬁé?l r%lé?n%%ol %fxmemal

mefXSSHIPRPIgNAYEerfigation key,information, is,used fog verifying the

signature information given to a program module when executing that

£oRIOGEYPMgdwe DY RS b:SANM CHIP 108 W.the fresent erahadiment, for. .

example, each program module is given signature information showing its

11'80itimagy Whep dhatprogram megule %&bgﬁaﬂ!i@iaytwgd‘l;\fggﬂfcation

tampered with, it is possible to use tiie execution signature verification .

priSriorpaton o yaufyihat 1 signgtyre i,“fQﬁI“ﬂBOQé%QQQ”QJQQ 120 _3

legitimacy ©of that program modulé. Thé'module name is the name

£0253905d i thah aragrarm: module, Thedgy.informagiop starmgeqied 12
stores the 15 encrypted key information K Cl uset when accessing the

115 3, an AP management storage area 121 used by the manager

of the SAM chip 108, and a key information storage area 122.

The application program AP 1 stored in the AP storage
area 120 1 is comprised of a plurality of program modules.
Access to the AP storage area 120 1 is restricted by the
firewall FW 1.

The application program AP 2 stored in the AP storage
area 120 2 is comprised of a plurality of program modules.
Aécess to the AP storage area 120 2 is restricted by the
firewall FW 2.

The application program AP 3 stored in the AP storage

area 120 3 is comprised of a plurality of program modules.

- Access to the AP storage area 120 3 is restricted by the

firewall FW 3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the outsidé
of the SAM unit 109 to the external memory 107. The number
of the program modules forming each application program can

be freely determined by the corresponding business.
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storage area 1551 of the IC card 103 shown in FIG. 22 by execution of
the application program AP 1, the encrypted key information K C2 used
when accessing the storage area 1552 of the IC card 103 shown in FIG.
22 by execution of 20 the application program AP 2, and the encrypted
key information K -C3 used when gggessing the storage area 1553 of the
IC card 103 shown FIG. 22 by execution of the application program AP 3.

The information K CI, KC2, and K -C3 are encrypted 25 by the ke
o R BRe L en Eh o, B aTo A AR elor B Do rPrSbAE_3
allowed onlty(hbé/ the manager of the SAM chip 108. [SAM Chip 108] FIG.

] )

S BB G2 HhctioRarBis&F B r AR tRe SAMI2RG S rRFbsth inthey 1@re

daé%gho felg Fl 25 tekgedSérli/Lcohlehlé)BSrA%f an ASPS communication
interrac

eunit 1t extermnal memory commun‘l:ctéjfi%nliﬁt%rface unit 161,
bus sgramble uni }162 signature.processing unit 163, authentication
proc'egs.‘sl|"ch1*§~][?11€(')r dn?f %Aﬁpé‘:r%:?‘y%%gﬁfdéﬁflﬁﬁgﬁﬂﬁiﬁeé St%Fag% uRt T3

nngU 167. The SAM chip_108,is a tamper-resistant m dijé;aé The _
S R SR e o P e s 60 % B LS Ee e fot et nd

anautf)yggfadata .Wi‘tgh t&e ASP 15 serlver 106 shown i 1F Ei ’19

usin e personal computers 116 2, and
116_3 shown in FIG. 19 and are downloaded through the SAM
chip 108 to the external memory 107.

Access to the AP management storage area 121 is
Irestricted by the firewall FW 4.

Note that the firewalls FW 1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 20.

The AP management storage area 121 stores the module
management data 130 shown in FIG. 24.

The module management data 130 registers the module
names of the program modules downloaded from the personal
computers 116 1, 116_2, and 116_3 in advance and the download
signature verification key information (download key
information of the present invention).

That is, download of a program module is allowed
conditional on the module management data 130 having the
download signature verification key information registered
in it in advance.

Further, the module management data 130 has the module

names of the program modules executed by the SAM chip 108
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The external memory communication interface unit 161 is an interface
used for input and output of data with the external memory 107. The bus
scramble unit 162 scrambles output data and 20 descrambles input data
when inputting and outputting data through the external memory
communication interface unit 161. ke signature processing unit 163 as
explained later produces a signature and verifies a signature when 25

owploading an application program through the Internet 110 - 86 in the
ando¥he exgcu%/lg& naﬁ%‘ﬁ%éaxe%ﬁﬁﬁ EEIRaKEY FrafrEmafien

external memor ETaTe ALY
re agthggti%%:ioPnprogessing unit 164 as explained later performs mutual
guf”ﬁenﬁca ion with the other party 5 when downloading an application

program_through the Internet 110 to the external mgmory 107. The
e ey S S 5e S gt Gt P TRt e o, g ted

byd%igé TQE@%@% UpiigteB.for %%m%ef“%texfdt{‘%k??a y Q{Prﬂg"é"’”oKdui(e

for decrypting key information , , and K'_C3 stored in the”

natSYlamAtionslonas age. 122 phlheshovermentioned xemal
me ory‘i 7. ifﬁe 187 exetules tasks as expféinedqa?er%ased ona

vegrieéjfé%@}'@jnd E&ﬁg@&“f@rfx%ro 'am,of E@‘Sé%f%i%@é&ﬁ”&'oﬂ 12 vance.
executes a desigmnmated application program in accordance

The module management data 130, as shown in FIG. 24,
shows the correspondence of the firewall number of the
firewall restricting access to the program medule (firewall
identification information of the present invention), start
address, address length, download signature verification
key information, execution signature verification key
information, and module name for each program module of the
application programs AP_1, AP 2, and AP 3 stored in the AP
storage areas 120 1, 120_2, and 120 3.

Here, the firewall number shows the number of the
firewall by which access to that program module is
restricted.

The start address shows the start address of the
storage area for which access is restricted by that firewall.

The address length shows the address length of the
storage area for which access is restricted by that firewall.

The download signature verification key inférmation

is the key information used for the signature verification

performed when downloading a program module through the SAM
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with execution of the tasks. FIG. 26 is a view for explaining the tasks
executed by the CPU 167. As shown in FIG. 26, the CPU 167 executes
the download 20 task 170, system task 171, AP task 172 (program of the
present invention), and settlement processing routine task 173. The
download task 170, as explained_lajgy, performs processing for
downloading tan application program from outside of the SAM unit 109
through the SAM chip 108 to the 25 external memory 107. - 87 The

cr‘%ﬁ’st&%ﬂa&? 171% SR beREARTY HR&r management, operations
unique,to the IC card 103, and other processing. The AP task 172 )
comprelieriRT Rt IRE ERECUISH BEdrthE HppIssion plograas Lon

) AP-l,(f{P-Z, and AP-3 performed when the SAM chip 108 receives a

8 TREER Fod Rt TN InS O SERBF 186 of BRBHIR R TSI Bfnk°

SAM cgig 108, The sq}tlement processing_ routine task 173 decides which
2 Bf ﬁ‘l%rapplllggf?(‘)ln BrogtamsSAB 1 hPY P ARS8 (R IHh Ry the

ample AM chip 108 receives a progessing request relating to the
S ot TR P B S o SRS BRI S (o BE™

the communication system 101 will bg exglained.'écn)ai)eration for .
PrRA Aoatmg AR s Exdérnal MEHBIIT BIG PSP Faw R hahqging 1ts

laining the_gperatjon : '
1e8§%1maé§. ﬁﬁén g%at program module has been illicitly
modified or tampered with, it is possible to use the execution

signature verification key information to verify that

signature information to confirm the legitimacy of that

program module.

The module name is the name assigned to that program
module.

The key iﬁformation storage area 122 stores the
encrypted key information K Cl1 used when accessing the

storage area 155 1 of the IC card 103 shown in FIG. 22 by

!éxecution of the application program AP 1, the encrypted

key information K C2 us@d when accessing the storage area
155 2 of the IC card 103 shown in FIG. 22 by execution of
the application program Asz,land the encrypted key
information K C3 used when accessing the storage area 155 3
of the IC card 103 shown FIG. 22 by execution of the
application program AP 3.

The key information K _Cl, K C2, and K C3 are encrypted

by the key information K X.
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of downloading an application program AP_I from the personal computer
1161 shown in FIG. 19 to the external memory 107. Step ST101: The
personal computer 1161 shown in FIG. 19, transmits 20 to the SAM chip
108 a download request designating the module name of each program
module to be downloaded through the authentication unit 1171. Step
ST102: The download task 170 running on the SAM chip 108 shown 25 in
FIG. 26 performs mutual authentication with the - 88 authentication unit
1171 865fetted B RS eredndbritadi a1 6 traager, dFen cath is

1others legitimacy is confirmed by the mutual authentication, the
2l iRHassiRg oY siSp SFROPILREREE. FRofPHachitnd Bisent

embodiment, it is possible to use various techniques as the technique for
that mutiial gﬂﬂ‘@nﬁgﬁpon but for example the following technique is

used.F%oth ogft,he authentication unjt 1171 and SAM chip 10 108 hold
identificatior iRformatidn B S &g ThsdRgramRESERPISAbhahip

wgwe rﬂgwgl glfllthggg(l:atio master key information. Further, the
authentication unt 11 _1’encrypts the SAM ID by the mutual
authepticatjon master ke&g infgrmation 15 and transmi('gs it to the SAM chip

108. e ‘Rif'%hub’io%l écr§&3 the SAM chip 108 has an ASPS

communication interface unit 160, external memory
communication interface unit 161, bus scramble unit 162,
signature processing unit4163, authentication processing
unit 164, encryption/decryption unit 165, storage unit 166,
and CPU 167.

The SAM chip 108 is a tamper-—-resistant module.

The ASPS communiéation interface unit 160 is an
interface used for input and output of data with the ASP
sarver 106 shown in FIG. 19.

The egternal memory communication interface unit 161
is an interface used for input and output of data with the
external memory 10%.

Thé bus scramble unit 162 scrambles output data and
descrambles input data when inputting and outﬁutting data

through the external memory communication interface unit

161.

The signature processing unit 163 as explained later
produces a signature and verifies a signature when

downloading an application.progﬁam through the Internet 110



Lh

16

15

20

25

the received encrypted SAM ID by the mutual authentication master key
and compares it with the SAM ID it holds itself. If matching, it confirms the
legitimacy of the authentication unit 1171. Further, reverse to this, the
SAM chip 108 20 encrypts the SAM ID by the mutual authentication
master key information and trang,mgg it to the authentication unit 1171.
The authentication unit 117_1 decrypts the received encrypted SAM ID
N bé/r}]lthe mgtual a#hentication master key and compares it with the SAM ID
P R HEB T MRy 220 MRS Fife IR ERpPELIOn
108. - 89 - Step ST103: The download task 170 judges whether each
PrRdtie name designated by the download request at step ST101 is

registered in the module management data 130 stored in the 5 AP .
man,at‘g{é%e%'tﬁs: STRge SeaTo BFIESSRENAI Hidhiory Ab 2 Ssigprtriied

The dowr}oad task 170, when judging at step ST103 that it is not
Lafgs R S Lo L Bl o T cOhsy ol Party

rOCesSi while when judging that it is 10 registered, performs the,
whgn cFownnPéarg élgg'tﬁé p g&gﬂafﬂ%t%ﬁh%h %51 tliq ernet

o]
processing or s enﬁca n uni

ngrypts, the SAM ID lain text psing the AP master key KEY-A to
1lge%§ra%%ee§3®ﬁf6§§ s%gerﬁléatﬁ?é \#?rl#ibation key information. 15 Further,

it tra”ﬁﬂ‘cietsetﬂ%tr%"@ilgw3&“@%@1011 unit 165 encrypts data and
decrypts encrypted data.

The storage unit 166 for example stores the key
information K X for decrypting the key informatien K CI1,
K C2, and K_C3 stored in the key information storage area
122 of the above-mentioned external memory 107.

The CPU 167 executes tasks as explained later based
on a predetermined program (program of the present invention)
and executes a designated application program in accordance
with execution of the tasks.

FIG. 26 is a view for explaining the tasks executed
by the CPU 167.

As shown in FIG. 26, the CPU 167 executes the download
task 170, system task 171, AP task 172 (program of the present
im_rantion) , and settlement processing routine task 173.

The download task 170, as explained later, performs
processing for downlecading tan application program from

ocutside of the SAM unit 109 through the SAM chip 108 to the

external memory 107.
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verification key information or signature information produced using that
download signature verification key information to the SAM chip 108.
Step ST106: 20 The download task 170, when receiving the download
signature verification key information at step ST105, judges if the
received download signature verificgtjon key information matches with the
download signature verification key information of the corresponding
mod name in the ?tf: oo!“!% management data 130. - 90 Further, the
download tggks%%t Waegr%( receving tr% %%g%ﬁu%%ﬁn%?ﬁgﬁgﬁﬁf‘gte Frver
21205 uses the download signature verification key information of the
macor%esl,1|‘5€‘?éJrFr?él|’ngor‘)n%:dEl ule hame. %ltﬂléemtc\_{) u e% r%;}r!w]%g%)“[ﬁ:é'{rltlcf)a%a e ther
prjéilggggg% legitimacy of that signature infor_mation. Step ST107: The
download Task 170 proceeds to the processing of step ST108 when
ludotng,ibaj ek gash 21 Sieh 2 1R o SN ARG 1 aBe SANAIFo
information is legitimate 10 and ends the proXessmg other cases. gtgp
o508, 1{3%98%&0&9 BekdLOppegilies thg gdgress i g extemal | ned
memory 107 correspondingto the modulé nanme deS|gnateoLat}§tep
wngl 18ROy IR ie MRS RANGaeMent 13 8IA 133 204 M0 n

the program module from the persona

the ASP server 106 or elsewhere outside of the SAM chip 108.
The settlement processing routine task 173 decides

which of the application programs AP 1, AP 2, and AP_3 to

use when for exafnpla the SAM chip 108 receives a processing

request relating to the IC card 103 from the ASP server 106.
Next, examples of the operation of the communication

system 101 will be explained.

[Operation for Downloading AP to External Memory]

FIG. 27 is a flow chart for explaining the operation

- of downloading an application program AP _1 from the personal

computer 116 1 shown in FIG. 19 to the external memory 107.

Step ST101:

The person'al computer 116 1 shown in FIG. 19 tx_cansmits
to the SAM chip 108 a download request designating the module
name of each program module to be downloaded through the
authentication unit 117 1.

Step ST102:

The download task 170 running on the SAM chip 108 shown

in FIG. 26 performs mutual authentication with the
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computer 1161 to the specified address on the external memory 107.
[Operation for Execution of Application Program] FIG. 28 is a flow chart
for explaining the operation 20 by which the SAM chip 108 shown in FIG.
19 executes the application program AP-1 Step STill: When the SAM chip
108 receives a request for executiog gof_the application program AP-1 for
example from the ASP 25 server 106, the AP task 172 shown in FIG. 26

ecutes the.- 91 - processjng of step ST112. Step ST112: Before the AP
a A L oR SR T e b SBo B BRBragAm PR e

11621 ODlain execution;s signatuje veyificatiop key Jnformatian

Corrésponding to’the ‘module names of the Progiam moduld by Tafatims

tq the module, management data 130. Step ST113: The AP task 172 us
bytﬁ:ekgxglclb%%ﬁlsig iF a?ll?r%gltol\c/:gn |c%rﬁ()ntl?é?/ iRformation obtal ﬁea %?%tesp'r GE
STll% to veﬁfy the legitimacy of the signal information of that program
e

1SrrPo%ﬁ £

hat is,,it judges if the program module has been illicitly altered
or tarﬁ%%@déﬁlgm ,15i§1te81%T%)]i‘Agsent embodiment, it is possible

to use various techniques as the technique for that mutual
authentication, but for example the following technique is
used.

Both of the authentication unit 117 1 and SAM chip
108 hold identification information of the SAM chip 108,
that is, the SAM ID, and the mutual authentication master
key information.

Further, the authentication unit 117 1 encrypts £he
SAM ID by the mutual authentication master key information
and transmits it to the SAM chip 108. The SAM chip 108 decrypts
the received encrypted SAM ID by the mutual authentication
master key and compares it with the SAM ID it holds itself.l

If matéhing, it confirms the legitimacy of the authentication

unit 117 1. Further, reverse to this, the SAM chip 108

encrypts the SAM ID by the mutual authentication master key
information and transfnits it to the authentication unit 117 1.
The authéntication unit 117 1 decrypts the received
encrypted SAM ID by the mutual authentication master key

and compares it with the SAM ID it holds itself. If matching,

it confirms the legitimacy of the SAM chip 108.
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When the AP task 172 verifies at step ST113 that the signature
information is legitimate, it proceeds to the processing of step ST115,
while when it judges it is not legitimate, it ends the processing. 20 Step
ST115: The AP task 172 executes the program module for which the
signature information has been judgggd to be legitimate. Note that, the
program module may also be executed by the CPU 167 shown in FIG. 25
as a routipe.in.the program. 25 [Operation During Execution of
App|iié6;. ion P@%?agm] - 92 FIG. 29 is a view for explaining the operation
for execution of an licagion program. Step ST121: When the AP task
172 B O LS L o Gr Lo MRS HRREUGH (FEPOBRAHE neme
in EIG. 28, it judges whether the code to be executed next is a
AL R A O B R e
module. Step ST122: When the AP task 172 judges that the code, to be
e )%gc%?é: %0{) Re%%(ﬁ)enéor?c)‘ﬁﬁst?fc?%%%nﬁggs e?%?d%?aoviﬁ\ﬁﬁ@eﬁitﬁ“ the
apQther. program_module, it proce to the processing of step ST124,
APW%%%%V %ﬂ%j%dgrggfﬁfﬂ{?t %éasair?lsdtz:bc?t eiﬂégmee’f%?%cf’eaélds gHREY 107.
proceggiglg %ﬂe(pzlSTlZs. Step ST123: 15 The AP task 172 executes that
code. ’

shown

The download task 170, when judging at step ST103 that
it is not registered, ends the processing without rerforming
the download processing, while when judging that it is
registered, performs the précessing of step ST105.

Step ST105:

Tﬂe authentication unit 117 1 encrypts the SAM ID as
plain text using the AP master key KEY-A to generate the
download signature verification key information.

Further, it transmits that download signature
verification key information or signature information
produced using that download siguature verification key
information to the SAM chip 108.

Step STI106:

The download task 170, when receiving the download

- signature verification key information at step ST105, judges

if the received download signature verification key

- information matches with the download signature verification

key information of the corresponding module name in the

module management data 130.
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Step ST124: The AP task 172 for example performs error processing
without executing that code. Next, the overall operation of the
communication 20 system 101 shown in FIG. 19 will be explained. FIG.
30 is a view for explaining the overall operation of the communication
system 101 shown in FIG. 19. Step 4y 131: The businesses 1151 to
115 3 or a party requested 25 by these businesses produces the
PPl PIQIramE AR dun P38 1% ANdAR -3 OEhablng NG ;o 1he
businesses to perform processing reﬁatlng to fransactions perf%)rmeg

.using the IG card 103 on the personal ca ters 1161, 1162 and1116§
lsL';ér?Ean ineFI%;. 19.5 Fulrthrér, thesmgﬁager of tHe SAM chipelo%og"gﬁe?gtes

sitsqﬁmwem@ma@51591,&5@@?%98%@&%-§§, srambles it and,; o

ores it in the external memory 10/. Step ST132: The application

ndHQ9LANS AL 1A AR wdaﬁé%ﬁ&i?&%rﬂoa%%wgk&%&h%ud e the

authentication units 1171, 1172, and 1173 from the personal compuiers

1eblidlindd8¢. 32d 1183 0406 SN 18, (RIS fime, the processing

explained using FIG. 27 is performed. 15 Step ST133:
Step S5T107:

5

The download task 170 proceeds to the processing of
step ST108 when judging that they match at step ST106 or
when judging that the signature information is legitiﬁate
and ends the processing in other cases.

Stap.STlosz

The download task 170 specifies the address in the
external memory 107 corresponding to the module name
designated at step ST101 by viewing the module managemgnt
data 130 and downloads the program module from the personal
computer 116 1 to the specified address on the external
memory 107.

{Operation for Execution of Application Program]

FIG. 28 is a flow chart for explaining the operation
by whichrthe SAM chip 108 shown in FIG. 19 executes the
application program AP 1.

Step S8T111:

When the SAM chip 108 receives a request for execution
of the application program AP 1 for example from the ASP

server‘lOG, the AP task 172 shown in FIG. 26 executes the
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The user is issued the IC card 103. As shown in FIG. 22, the storage unit
150 of the IC 103a of the IC card 103 stores the key information used for
transactions by the user with the contracting business. 20 Note that, the
user and a business may also conclude a contract through the Internet
110 etc. after issuance of the ICcatd 103. Step ST134: For example,
when the user uses the personal computer 25 105 to access the server
prdéb2dlsroughdife ditemnes 21020 - 94 try to purchase a product, the server
102 sends a processing request through the Internet 110 to the ASP
servet 4696. SELRSP server 106, when receiving a processing request
from the server 102, accesses the personal computer 105 5 through the
Interizt d Oe Fattke B thebprcedSiAg esmmst dfar thepttgarand (8qdsued of
by the card reader/writer 104 is transmitted through the personal
theomppicr 4061 ntepredalriOn ahl ASP $trveat06hd HisnSAakkciip 108,
Step ST135: 10 The SAM chip 108 selects an application program by the
s i goalbmentyroddSeiatfoemincemskrifSrinattonlancer esthdhd pracdssitge
request received at step ST134 and executes that selected application
mogrograminEie pfotbssingexprinegddsilhg FIGragendiFi@ 129 theimgvule
execution of that application program is then '
management data 130.

Step ST113:

The AP task 172 uses the execution signature
verification kéy information obtained at step ST112 to verify
the legitimacy of the signal information of that program
module.

That is, it judges if the program module has been
illicitly altered or tampered with.

Step ST114:
When the AP task 172 verifies at step ST113 that the

3

signature information is legitimate, it proceeds to the

. processing of step ST115, while when it judges it is not

legitimate, it ends the processing.

Step ST115:

The AP task 172 executes the program module for which
the signature information has been Judged to be legitimate.

Note that, the program module may alsc be executed
by the CPU 167 shown in FIG. 25 as a subroutine in the program.

[Operation During Execution of Application Program]
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performed. Step ST136: The SAM chip 108 outputs the result of execution
of the application program to the ASP server 106. 20 As explained above,
according to the communication system 101, as explained using FIG. 27,
since the SAM chip 108 uses the authentication units 1171, 1172, and
1173 to authenticate the downloadgr,of the application program and
allows the download of the application program only to 25 an authorized

stora rea.in the external memory 107, it - 95 is possible to prevent an
unau%%%z‘e% gaﬁf} fr%mvm%ﬁly%gfcﬁé%iﬁd“ il fé?np%}%go\ﬁﬁfgﬁlon for

exggg)lli__cgggn rogram in the ext(:eLrnaI memory 107. Further, according to the
comminication SystRy 10T 5viller 2SR chip 108 runs a plurality of
applicg@gn PLQYTAMS, since data transfer and data and code viewing
among application programs are restricted by the firewalls FW 1, FW 2,

and %é”fﬁ 'Ecﬁé’%i?'%'—fs{x? preyent é%%%%‘%%%{&%@ %p%‘é%tg’é‘mm dule
program from being IMicitly terféred with 10 or tampered with’by another
thg 8 I C}?tlgﬁl rgg"gcr:né SFSUJI_-'I:DQQ r s ll'xtﬁl%nQ O%‘E‘ bJES[LO . : ?V?. tt:h (—Z‘%g%%féd?e nv:[rﬁgt(yhoér
eaclt application program. Further, according to the communication
th%ysé%@el% %Seexe'@#%'gs%%&'nge';:g-;?é -y nenRXecyling an applicafion,
5 program, by veritying whether that application program 1s
transfer or data &iewing with ancther program module.

Step 8T122:

When the AP task 172 judges that the code to be executed
next does not instruct data transfer or data viewing with
another program module, it proceeds to the processing of
step ST124, while when it judges that it does instruct the
s'z#mea, proceeds to the processing of step ST123.

‘Step ST123:

The AP task 172 executes that code.

Step ST124:

The AP task 172 for example performs error processing
without executing that code.

Next, the overall operation of the communication
system 101 shown in FIG. 19 will be explained.

FIG. 30 is a view for explaining the overall operation
of the communication system 101 shown in FIG. 19.

Step ST131:

The businesses 115 1 to 115_3 or a party requested

by these businesses produces the application programs AP 1,
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being tampered with, it is possible to avoid identity theft or other illicit acts
based on an illicitly tampered with application program. Further,
according to the communication system 101, 20 by comprising each
application program by a plurality of program modules, it is possible to
download to an external memory 102 in-units of program modules.
Further, according to the communication system 101, by performing the
APUSUAl sordniaing ofcthedighly Cagfidentiab 25ikaysiniaymadopaised far
operations on an IC card 103 to - 96 encrypt it and storing it in the
prextemal menreryalidind isopassibie e improyvephe secndty lavalof thale 1c
key information. Further, according to the communication system 101, 5
cagidcd (e applidatioperegmal pedapnseraryplien andi decryptiamat thes 3
time of code access by a bus scramble function, it is possible to prevent ~
shawapphcalids pragram stored in the external memory 107 from being
illicitly analyzed etc. while halting the processing of the SAM chip 10 108.
FIG. 3uistehfemctidiied bicokadjegrant shbwingaMokeh spedifigallydharates
function blocks of the SAM chip 108 shown in FIG. 25. As shown in FIG.
thg] mhd HAMrchim e éntontidcied 36 tiiough an istbenaldiis -tanibees
ASPS communication

it, and stores it in the external memory 107.

Step ST132:

The application programs AP 1, AP 2, and AP 3 are
downloaded through the authentication units 117 1, 117_2,
and 117 3 from thé personal computers 116 1, 116_2, and 116_3
to the SAM chip 108.

At this time, the processing explained using FIG.IZT
is performed.

Step ST133:

The user is issued the IC card 103.

As shown in FIG. 22, the storage unit 150 of the IC
103a of the iC card 103 stores the key information used for
transactions by the user with the contracting business.

Note that, the ﬁser and a business may also conclude
a contract through the Internet 110 etc. after issuancé of
the IC card 103. |

Step ST134:

For example, when the user uses the personal computer

105 to access the server 102 through the Internet 110 to
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interface unit 160, external memory communication interface unit 161,
bus scramble unit 162, encryption/decryption unit 165, storage unit 166,
and CPU 167. Part of the functions of the signature processing unit 20
163 and authentication processing unit 164 shown in FIG. 25 are realized
by, for example, the CPU 167. In-th@4SAM chip 108 shown in FIG. 31, for
example as shown in FIG. 32, it is also possible to connect the card I/F

trntd Pucennasted tp tharitiernal e s 0 an 3 £onds a processing
reception/transmission unit 192 outside of the SAM chip 108 97 and

retfansfer datbouighthenls cardahQdhy aToneantegbsysiems Hyrough 806 .
antenna 192a of the RF reception/transmission unit 192. Third

Embariaens S S&evreseos erabesimeids anmmbedivestsamespeadiag t

to the 10th to 12th aspects of the invention. FIG. 33 is a view of the overall
£ reanfighsationelea coOBMUBRIcatasySteR:? @k okibr4iresenirmbedimest.

As shown in FIG. 33, the communication system 201 uses 10 a server.
th203gEk adrd 203t eattereatie0wrikeiAHe persnal wosuies 20p, Adflest

(application service provider) server 206, SAM (secure application
fomochite) LNitc208d pesdnbs edi@AuLeys thikb lo 2482 ranadid2tGadntbr 104

authentication units 2171, 217 2, and 2173 to communicate through the
is|ntenesRi 0 dbdnth perigin skeélgraeniqratessing et atherqrocassiRg fnst
110, and ASP server 106 to the SAM chip 108.

Step ST135:

The SAM chip 108 selects an application program by
the settlement processing routine task 173 in accordance
with the processing request received at step $T134 and
executes that selected application program.

The processing explained asing‘FIG. 28 and FIG. 29
in the execution of that application program is then
performed.

Step S5T136:

. The SAM chip 108 outputs the result of execution of
the application program te the ASP server 106.

As explained above, according to the communication
system 101, as explained using FIG. 27, since the SAM chip
108 uses the authentication units 117 _1, 117 2, and 117 3
to authenticate the downloader of the application progrém

and allows the download of the application program only to

an authorized storage area in the external memory 107, it
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a procedure using the IC card 203. The SAM unit 209 has an external
memory 207 and SAM chip 208. The SAM chip 208 has the software
configuration shown 20 in FIG. 34. As shown in FIG. 34, the SAM chip
208 has, from the bottom layer toward the top layer, an HW (hardware)
layer, OS layer, lower handler layeg,shigher handler layer, and AP layer in
that order. 25 The lower handler layer includes a driver layer. - 98 Here,

AP la er cl desa lication AP.1, AP 2 nd P 3 inin
lSp?oce relfs uL{s-“ln ﬁo E car%l‘g éq %%%Lréz c’z‘cgaolﬁ mgznleslo?{ot (l—:'grt ty
smesses 215]%: 2152. and 215c1§1$hown in flca%fs 5 In.the AP layer,

excﬁ gp]hcgtlon progr%erl,&g 1, AP 2 and AP-3 ané the ﬁlgﬁgrﬁmn I!ér the

exgYelae Q‘r&ng%j bgjween them with flrewalls FW. The SAM chip 208 is
connected through a SCSI port, the Ethernet, etc. to the ASP server 206.

The ASE saver 10.200 1 sopnested. lvaualy ine: DI 19 88y, 191,

plurality of terminal apparatuses including the personal computer 205 of

whill§ £Ad 43 éﬂ‘if%ré%”ﬂxﬁ%@%ﬂﬁiﬁyz‘}@zaﬁﬁﬁl81&%QLtBQ-ograms .

businesses 215 1, 2152, and 2153. The personal computer 205, for
si@MAle. s qanneciad: 124aronop.the serialaart 95 Uik, godie,adPumb

type card

application programs are restricted by the firewalls FW 1,
FW 2, and FW_3, it is possible to prevent processing of each
application program from being illijicitly interfered with
ér tampered with by another application program. Further,
it is possible to improve the confidentiality of each
application program.

Further, according to the communication system 101,
as explained using FIG. 28, when execuﬁing an appl#cation

program, by verifying whether that application program is

being tampered with, it is possible to avoid identity theft

or other illicit acts based on an illicitly tampered with
application program.
Further, according to the communication system 101,

by comprising each application program by a plurality of

‘program modules, it is possible to download to an external

memory 107 in units of program modules.

Further, according to the communication system 101,

"by performing the usual scrambling on the highly confidential

key information used for operétions on an IC card 103 to
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reader/writer 204. The card reader/writer 204 realizes for example
wireless communication corresponding to the physical level with the IC
card 203. The operational commands to the IC card 203 and the 20
response packets from the IC card 203 are generated and analyzed at.
the SAM unit 209 side. Therefore, tA& card reader/writer 204, personal
computer 205, and ASP server 206 interposed between them only act to
ensippgtheitommandscariegpanse aoibatsdr taimpaylnathpertions andi t
relay the 25 same. They are not involved in the encryption or decryption -
1899 cof giethd eaUthe nitigation eortdthe sactualiaperatonsiindie tiacarklep3.
The businesses 2151, 2152, and 2153 use the personal computers 2161,
inZHaaindo21.63 to produce the application 5 programs AP 1, AP-2, and
AP-3 and download the produced application programs through the
autheRtiedthorryniscionid 1207 2-anthizd] 7Scamdhiinigughi e SAolp 208,
to predetermined storage areas in the external memory 207. At this. time,
siginee thebasinddsestZisl, p16arand ped® 2458 hage coyelation vathd
each other, the storage areas in the external memory 207 where the
degppliechiion pedyrans Ak AF 2cadd AR-Gean hvdawbloaded:arenble
predetermined. Whether they have the right to download to those storage
fuacbids velified byphe SHM ehipp208 =R brther, ainp fransfbl andvisyangm
of data among the

stored in the external memory 107 from being illicitly
analyzed etc. while halting the processing of the SAM chip
108.

FIG. 31 is a functional block diagram showing more
specifically the function blocks of the SAM chip 108 shown
in FIG. 25. |

As shown in FIG. 31, the SAM chip 108 is connected
through an internal bus 190 to the ASPS communiéation
interface unit 160, external memory communication interface
unit 161, bus scramble unit 162, encryption/decryption unit
165, storage unit 166, and CPU 167.

Part of the functions of the signature processing unit

163 and authentication processing unit 164 shown in FIG.

. 25 are realized by, for example, the CPU 167.

In the SAM chip 108 shown in FIG. 31, for example as
shown in FIG. 32, it is also possible to connect the card

I/F unit 191 connected to the internal bus 190 to an RF

rreception/transmis’sion unit 192 outside of the SAM chip 108
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application programs AP 1, AP 2, and AP -3 are restricted by the firewalls

FW. The authentication units 2171, 217'2, and 2173, as explained later,

perform mutual authentication with the SAM chip 209, produce download

signature 20 verification key information, etc. when downloading

application programs AP-1, AP-2, and AP-3 to the SAM chip 208. Next,

the components shown in FIG. 33 will be explained. 25 [IC Card 203] -

108 EIG. A5sa ungliopa! plock diaaram hie I card, 203, As shown in
EmFIG?r35, the IC card 203 has an IC (integrated ci?cﬁt)n%l??e? B%/?}ag %?tﬁem
théél@pgﬁg%mg@égn%gni@égcezﬁélngngn%%5;eﬂgeg%%%gﬁt%%%%%sassion

shown in FIG. 36, has a storage area 2551 used by a credit card
anGQAMRaRY or other business 2151, a storage area 2552 used by a

business 2152, and a storage area 2553 used by a business 2153.

Furthes, the;1Q.si0saq6,HAit 250 stores key information used for judging

- the existence of a right 1o the storage area 255 1, key information used

for juagiagARARCRES LIAhL R HIEnTI0[208 nAiGR-2ePm SR KEYDIAMANQE , o

used for judging an access right to the storage area 2553. That key
tolnfa@ationns L3 speeificalpisedsfos mutial apthentication. encryption

and
FIG. 33 is a view of the overall configuration of a
communication system 201 of the present embodiment.
As shown in FIG. 33, the communication system 201 uses

a server 202, IC card 203, card reader/writer 204, personal

computer 205, ASP (application service provider) server 206,

SAM (secure application module) unit 209, personal computers

216 _1, 216 2, and 216 _3, and authentication units 217_1,
217 _2, and 217 _3 to communicate through the Internet 210
and perform setﬁlemant processing or other processing for
a procedure using the IC card 203.

The SAM unit 209 has an external memory 207 and SAM
chip 208.

The SAM chip 208 hag the software confiquration shown
in FIG. 34.

As shown in FIG. 34, the SAM chip 208 has, from the
bottom layer toward the top layer{ an HW (hardware) léyer,
0S layer, lower handler layer, higher handler layer, and
AP layer in that order.

The lower handler layer includes a driver layer.
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decryption of data, etc. Further, the storage unit 250 stores the
identification information of the IC card 203 or the user of the IC card 203.
20 Next, the SAM unit 209 will be explained in detail. [External Memory
207] FIG. 37 is a view for explaining the storage areas of the external
memory 207. As shown in FIG. 37, tA8 storage areas of the external 25
memory 207 include a storage area 2201 in which the - 101 application -
programe AP, 1 xp theakusinasscalidels ipieti chH0RIA6§:220< 1P 1,
which the application program AP -2 of the business 2152 is stored, a ™
ABst@ragerateaR203 de fikich thepapRlicatier sregiamyA R L3 of the-husinesss
2153 5 is stored, and an AP management storage area 221 used by the
bymnager af iite SAM chip268 i Eheapplitatorbpiegrme Ak stered, inte 2,
AP storage area 2201 is comprised of a plurality of program modules.
anklccet§ (3 thehARstanagE BBea 2201 is restricted by the 10 firewall FW 1.
The application program AP-2 stored in the AP storage .area 2202 is .
comprised-bieaioiubdityeaf ,prbgmmgpd&das:iéccpmgr&re&ﬁw_{aragzep_z .
area 2202 is restricted by the firewall FW 2. 15 The application program
andPAR sthreddh tireARigtbragehandler layer are provided between

them with firewalls FW.
The SAM chip 208 is connected through a SCSI port,

the Ethernet, etc. to the ASP server 206. The BASP server

206 is connected through the Internet 210 to a plurality

of terminal apparatuses includihg the personal computei 205
of the end user and personal computers 216 1, 216 2, and
216_3 of the businesses 215 1, 215 2, and 215 3.

The personal computer 205, for example, is connected
through the serial port or USB port to a Dumb type card
readexr/writer 204. The card reader/writer 204 realizes for
example wireless communication correspondi'ng to the physical
level with the IC card 203.

The operational commands to the IC card 203 and the
fesponse packets from the IC card 203 are generated and
analyzed at the SAM unit 209 side. Therefore, the card
reader/writexr 204, personal computer 205, and ASP server
296 interposed between them only act to sﬁore the commands
Or response conténts in data payload portions and relay the

same. They are not involved in the encryption or decryption
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area 2203 is comprised of a plurality of program modules. Access to the
AP storage area 2203 is restricted by the firewall FW 3. In the present
embodiment, the above program module 20 is the minimum unit
downloaded for example from the outside of the SAM unit 209 to the
external memory 207. The number @f the program modules forming each
application program can be freely determined by the corresponding
otb%szirtl_ess. F‘yﬁber,tthe agflication rograms AP 1, AP 2, and AP -3 25
stored ih the external memdty 207 S8 Fafbidr theharetigps in the
ch%sagé%fnglig when read into the SAM chip 208. Further, the application
programs AP'1, AP 2, and AP -3 are, for example, produced by the

s SRERAE, 2SS el e,
ool o e 00 R 8 TR
o B B 2 L e el B
el A L A MR O
213 FOLEXAIPIE {egIIGIRA 1N AUV ANCeANNG NS 08 o predetermined
storage areas in the external memory 207.

At this time, since the businesses 215 1, 215 2, and
215 3 have no relation with each other, the storage areas
in the external memory 207 where the application programs
AP 1, AP 2, and AP 3 can be downloaded are predetermined.
Whether they have the right to download to those storage
areas is verified by the SAM chip 208.

Further, the transfer and viewing of data among the
application programs AP 1, AP 2, and AP 3 are restricted
by the firewalls FW. The authentication units 217 1, 217 2,
and 217 3, as explained later, perform mutual' authentication
with the SAM chip 209, produce download signature
verification key information, etc. when downloading
application programs AP 1, AP 2, and AP 3 to the SAM chip
208. |

Hext, the components shown in FIG. 33 will be
expléined.

[IC Card 203]
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of setting up the SAM chip 208. Further, the AP selection data 231 and
inter-AP communication data 232 can only be rewritten by the manager of
the SAM chip 208. FIG. 38 is a view for explaining the AP.selection data
20 231. As shown in FIG. 38, the AP selection data 231 shows the IC
card type information and AP identifigatian information linked together.
The IC card type information shows the type of the 25 IC card 203 shown

In FICy33 andsfar.examaple, s 03, idenifigatin. iformation g eredt
card company performing tﬁe settiaementc%or a trangactlon using?he C
2003':1_rd 203. The AP identification information, as shown in FIG. 5 34, is

identification information of the application program operating at the AP

layer gfdhe pd¥l CRIP 28%; F16539 45,8 view Jaf,expiajping the jfer:AP

communication data 232. The inter-AP communication data 232 shows

(ivee@/?%é@&%awwoa @sona-Neapplicgiien PLodiaMS AL iR 2250
and AP-3 shown in FIG. 34 is possible Specifically, this shows if the

arkPPPHRICUQR EeqUest to & application program at a row item issued by
an application program at a column item shown in FIG. 39 is 15 allowed

Or NOlrhe storage unit 250, as shown in FIG. 36, has a storage
area 255 1 use& by‘a credit card company or other business
215_1, a storage area 255 2 used by a business 215 2, and
a storage area 255 3 used by a business 215 3. Further, the
storage unit 250 stores key information used for judging
the existence of a r';i“ght to the storage area 255 1, key
information used for judging an access right to the storage
area 255 2, and kéy information used for judging an access
right to the storage area 255 3. That key information is
specifically used for mutual authentication, encryption and
Qecryption of data, etc.

Further, the storage unit 250 stores the
identification information of the IC card 203 or the user
of the IC card 203.

Next, the SAM unit 209 will be explained in deﬁail.

[External Memory 207]

FIG. 37 is a v.iew' for explaining the storage areas
of the external memory 207.

As shown in FIG. 37, the storage areas of the external

memory 207 include a storage area 220 _1 in which the
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For example, a communication request by the application program AP -3
to the application program AP -1 is allowed, but a communication request
to the application program AP -2 is rejected. 20 Further, as shown in FIG.
37, the AP management storage area 221 has an inter-AP
communication storage area 233 uk&d for communication (transfer of
data) with an application program. [SAM Chip 208] 25 FIG. 40 is a

aphinctiandldiogkediggizam pbthe SAMcBRDbUSHna8 shiavninkGs 83rés,
shown in FIG. 40, the SAM chip 208 has an ASPS communication

a gterface=upit 260 2@Xtethal memdnh commeapisation intefagervaitaal Ap 2
bus scramble unit 262, 5 signature processing unit 263, authentication

of ptdresbing imsis 264, 1énc?y ptionsdeergtionrunit 285 gstorage=urtt22663 in
and CPU 267. The SAM chip 208 is a tamper-resistant module. The

whASP Stbemappicedati igeriare gni:268Hs Andf0 titerfhos iised for 25Ut 3
and output of data with the ASP server 206 shown in FIG. 33. The .

isegtbaratdheraod comdBnicatisgemeriice tnit26¢ mraringdfacesddby
for input and output of data with the external memory 207. 15 The bus

thecramilganit 262 Seearfibldsahiputdiia and

The application program AP_1 stored in the AP storage
area 220 1 is comprised of a plurality of program modules.
Access to the AP storage area 220 1 is restricted by the
firewall FW 1.

The application program AP 2 stored in the AP storage
area 220 2 is comprised of a plurality of program modules.
Access to the AP storage area 220 2 is restricted by the
firewall FW 2.

The application program AP_3 stored in the AP storage

area 220 3 is comprised of a plurality of program modules.

- Access to the AP storage area 220 3 is restricted by the

firawail FW_3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the outside
of the SAM unit 209 to the external memory 207. The number

of the program modules forming each application progtam can

be freely determined by the corresponding business.

Further, the application programs AP 1, AP 2, and AP 3

stored in the external memory 207 are scrambled. They are
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deserambles input data when inputting and outputting data through the
external memory communication interface unit 261. That is, the external
memory 207 stores data in a 20 scrambled state. The signature
processing unit 263, as explained later, produces a signature and verifies
a signature when downloading an ggplication program through. the
Internet 210 to the external memory 207 and when executing an

JedRlication 23 Rrogram. 193 tghet%%thgﬂﬁczgig{l r%%s_sing unit 264, as

explained later, performs mutual authentication with the other party when

downjgaging.qn applicajipn pragram,through the Infsrnet 2104o the
external memory 207. %B he encryptio /de%l%yptigr% tuﬁmt'rie%é en%:fyr'?)ttg%lelxx'tg--3

ar@Nd (AECIS,EoeVPIRd 43ia. J018.$10[90¢ AL 280 stores g dgta o35 5
required for the processing of the CPU 267. The CPU 267 executes later

an8XRigiged t SeRleon 1053 Rradetermined PogaRy (Prograg of the 4

presentinvention) and executes an application progranT designated'in

218CCOrdaRRe, With exggutian of the tasks. 4 f3da8yaW fU.&plalRing sam
tasks executed by the CPU 267. 15 As shown in FIG. 41, the CPU 267

ch@¥eaies adowioatk ternal memory 207.

Access to the AP management storage area 221 is
restricted by the firewall FW 4.

Note that the firewalls FW 1, éw;;, FW_3, and FW 4
correspond to the firewalls FW shown in FIG. 34.

The AP management storage area 221 stores the AP
selection data ZBi and the inter-AP communication data 232
as shown in FIG. 37.

Here, AP selection data 231 and intexr-AP communication
data 232 are, for example, registered in advance at the time
of setting up the SAM chip 208. Further, the AP selection
data 231 and.inter“AP communication data 232 can onlj be
rewritten by the manager of the SAM chip 208.

FIG. 38 is a view for explaining the AP selection data
231.

As shown in FIG. 38, the AP selection data 231 shows
the IC card type information and AP identification
information linked together.

The IC pard type information shows the type of the

IC card 203 shown in FIG. 33 and, for example, is
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task 270, system task 271, AP task 272, settlement processing routine
task 273, inter-AP communication task 274, and inter-SAM
communication task 275. The download task 270, as explained later,
performs 20 processing for downloading an application program from
outside of the SAM unit 209 throughthe SAM chip 208 to the external
memory 207. The system task 271 is a task performing driver

idEREREERLRL APCIHINSHNG U I e catd 203 OLART ZRpany
processing. - 106 The AP task 272, for example, comprehensweﬁ/

pel@pages dheexecution akibs @pplicationdyregans ABLL AR Roard AR
-3 performed when a program request is received by the SAM chip 208

calrampitng ASP server 206 or other place outside 5 of the SAM chip 208.
As shown in FIG. 42, when the SAM chip 208 receives a processing

requesh &elating tathe 1 €icasd 208 Mok S1en ASREVEE 206408 in FIG.
settlement processing routine task 273 obtains identification information

34 0f {he AR aeespaNEiRsm 10dedhadC card dype fosmsiion included i thaim
processing request based on the AP selection data 231 shown in FIG. 38

opaid selegtsand-reccutes thpeapRlicatiar PEXgREE AP 204P 2, and AP
-3 corresponding to that AP identification information. 15 The inter-AP
comnpurgcation task 27¢1eaNages explaining the inter-AP
communication data 232.

The inter-AP communication data 232 shows whether
communication among the application programs AP 1, AP 2,
and AP 3 shown in FIG. 34 is possible

Specifically, this shows if the communication request
to an application program at a row item issued by an
application program at a column item shown in FIG. 39 is
allowed or not.

For example, a communication request by the
application program AP;_3 to the application program AP 1
is allowed, but a communicaticn request to the application
program AP 2 is.rejected.

Further, as shown in FIG. 37, the AP management storage
area 221 has an inter-AP communication storage area 233 used
for communication (transfer of data) with an appliéation
program. |

| [SAM Chip 208]

FIG. 40 is a functional block diagram of the SAM chip
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communication among the application programs. FIG. 43 is a flow chart
for explaining the processing of the inter-AP communication task 274.
Here, the explanation will be given illustrating the 20 case of the
application program AP -1 issuing a communication request for writing
data in the AP 2. Step ST201: WhehOh application program AP -1 being
executed issues a communication request for writing data to AP-2, the 25
208rogbssing ohsEPGETZAR.is performed. - 107 - Step ST202: The
communication request issued at step ST201 is received by the inter-AP
comniunicationrtasin2 FAGSep ;T 203 5SEe intelpAR ¢onmmaunieatiaustesk
274 views the inter-AP  communication data 232 shown in FIG. 39 and
copuiged- e cappliodtontprogram AP 260an esramumdataavithripe AP 2.
Step ST204: Whenthe inter-AP communication task 274 judges at 10
cogepIsk20Bithat dorbeuficatonisiposhille, executesithd rocassiripal,
step ST205 while when it does not, it ends the processing. In this ;
sigretplieefrmoies $onthevapipgtic26éh progrhien APcd tdarnconmuaicaiag
- with the AP-2, so the processing of 1.5 step ST205 is executed.
unit 264, encryption/decryption unit 265, storage unit 266,
and CPU 267.

The SAM chip 208 is a tamper-resistant module,

The ASPS communication interface unit 260 is an
interface used for input and output of data with the ASP
server 206 shown in FIG. 33.

The external memory communication interface unit 261

is an interface used for input and output of data with the
external memory 207.

The bus scramble unit 262 scrambles output data and
descrambles input data when inputting and outputting data
through the external memory communication interface unit
261.

That is, the external memory 207 stores data in a
scrambled state.

The signature processing unit 263, as explained later,
produces a signature and verifies a signature when
downloading an application program through. the Internet 210
to the external memory 207 and when executing an applicat:ion

program.
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Step ST205: Under the control of the inter-AP communication task 274,
the application program AP -1 writes data in the inter-AP communication
storage area 233 shown in FIG. 37. 20 Step ST206: The inter-AP
communication task 274 notifies the fact of the data being written to the
application program AP 2. Step.-ST12G7:-The application program AP -2
reads data from the 25 inter-AP communication storage area 233 in

aCCO%@C&Méibe-njt%at@%mt@%%%l% [eeyv a3 £ 1200 A Oinea

this, communication between the application programs AP_1 and AP-2.

1a£@§¥e%3¥98%§‘%ﬂr€1‘9@i‘3ﬁtﬁ?&ﬁ!?%?&h%ﬂ%%ﬁw other party

communication task 275, as shown in FIG. 44, in accordance with néed,

whsarﬁeaﬂ@m@ﬁaawagﬁéagm g PwRielion sk Phelrnet

SAM chip 208x outside and issue a remote

21 ommnanthiodhe dptgl SANLLOpYMLHeation task 275 of that SAM chip
208x. 10 Such a remote command is issued by the inter-SAM

commgicatii-igsk 275 Qidae $AM shin208 o e BIRESAMs data and
communication task 275 of the SAM chip 208x to request that the SAM

de&RRANBXR OERAldeasipart of the processing assigned to the SAM
chip 208 when for example the processing 15 load of the SAM chip 208
becomgs lae-aRfbiteaRRobe¢lalYres the data required for the
processing of the CPU 267.

The CPU 267 executes later explained tasks based on
a predetermined program (program of the present invention)
and executes an application program designated in accordance
with execution of the tasks.

FIG. 41 is a view for explaining tasks executed by
the CPU 267.

As shown in FIG. 41, the CPU 267 executes a download
#ask 270, system task 271, AP task 272, settlement processing
routine task 273, inter-AP communication task 274, and
inter-SAM communication task 275.

The'downlaad task 270, as explained later, performs
processing for downloading an application program from
outside of the SAM unit 209 through the SAM chip 208 to the
external memory 207.

The system task 271 is a task performing driver

management, operations unique to the IC card 203, or other

processing.
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perform the processing. Next, the overall operation of the communication

system 201 shown in FIG. 33 will be explained. FIG. 45 is a view for

explaining the overall operation 20 of the communication system 201

shown in FIG. 33. Step ST231: The pysinesses 2151 to 215_3 or a party

requested by these businesses produce application programs AP 1, AP

2, an,g A- ?\’é)’ Lor t%:)i?gusinesses to {%(;rform rocessing for 25

transactionsiuSiAg thé 1€ catd o0 ST pe RAPRF ESRBGRYS 18omaPgges

2162, and 2163 s in FIG. 33. Step ST232: The application programs
RS SR R e BB ARSI SR SuBbrlcati e
]1371 2172. 5and %173 from the personal con}__puitgrs 2161, 2162, an

chi

2
AP, PEEROruRE) WSt f BISIE sene Tl b e rereifad ny tne

5o SHBRNINEIC, A 118)C.2038 0 4 1C card 203 10 stores e o,

y Information used for transactions with a business e user has
fcq;rﬁracg;gdwitg..No otQ?t the contract between the user and a business
° may%e concluded after issuance of the IC card 203 through the Internet

210 eR:s. 15 Steg %T{g

sShow 3541(; 42, when the SBM chip 208 receives
a processing reqguest relating to the IC card 203 from the
ASP server 206, the settlement processing routine task 273
obtains identification information of the AP corresponding
to the IC card type information included in that processing
request based oﬂ the AP selection data 231 shown in FIG.
38 and selects and executes the application programs AP 1,
AP 2, and AP 3 corresponding to that AP identification
information.

The inter—AP communication task 274 manages
communication among the application programs.

FIG. 43 is a flow chart for explaiﬁing the processing
of the inter-AP communication task 274.

Here, the explanation will be given illustrating the
case of the application program AP 1 issuing a communication
request for writing data in the AP 2.

Step ST201:

When an application program AP 1 being- executed issues

a communication request for writing data to AEM2; the

processing of step 8T202 is performed.
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For. example, when a user desires to use the personal computer 205 to
access the server 202 through the Internet 210 and purchase a product,
the server 202 issues a processing request through the Internet 210 to
the ASP server 206. 20 When the ASP server 206 receives a processing
request from the server 202, it acceg3es the personal computer 205
through the Internet 210. Further, the processing request for the IC card
203 issued byqtbgrard reader/writer 204 is sent through the personal
computer 205, Internet 210, 25 and ASP server 206 to the SAM chip 208.

- 110 riteR- SR £he SAM shipedfk in 3ccrdanee withiheperessing
request received at step ST234, selects the application program by the

resRiieomantproeresing ¢eutingrtaskmd draineh® exacuigs ke sajected
application program. In the execution of that application program, any

comnugatiengiformed between application programs is performed by
the inter-AP communication task 274 as shown in the above-mentioned

FIG. 4% dQ Stepr SR 36srherSAM ©hih 20800 tpuis i tasWisOi nter -Ap
execution of the application program to the ASP server 206. As explained

coflfiel agearsingiothezpmpHakatian system 201 aastishaugdsFiE e
and FIG. 37, the application 15 programs AP 1, AP 2, and AP-3 are
apfebilicied BANPACLASSIIOAP 1 can communicate with the AP 2.

Step ST204:

When the inter—-AP communication task 274 3judges at
step S8T203 that communication is possible, it exgcut@s the
processing of step ST205 while when it does not, it ends
the processing.

In this example, from FIG. 39, the application program
AP 1 can communicate with the AP 2, so thé processing of
step ST205 is exeéuted’

Step ST205:

Under the control of the inter~AP communication task
274, the application program AP 1 writes data in the inter-AP
communication storage area 233 sgshown in FIG. 37.

Step ST206:

The inter-AP communication task 274 notifies the fact
of the data being written to the application program AP 2.

Step 8T207:

The applicatioﬁ program AP 2 reads data from the

inter-~AP communication storage area 233 in accordance with



10

15

20

25

each other by firewalls, so it is possible to prevent application programs
from being illicitly monitored and tampered with. Further, it is possible to
improve the confidentiality of each application program. 20 Further,
according to the communication system 201, by the inter-AP
communication task 274 shown in ERE 41 using the AP management
storage area 221 of the external memory 207 shown in FIG. 37 to
thgemerhi fieambiessing showadh £IG s8pc&RRAMication between
application programs is allowed 25 in a preallowed range. - 111
Therdigie, ks pbddibletoprovidediirse bavivesnbybyncippdizatidrion
and cooperation of a plurality of application programs. As such a diverse

ProgyrmsidRxhniie thEetisXivd avadgiohfte aalection of hpphcetiba is

programs by the settlement processing routine task 273 shown in FIG.
complehatls, while the same level of computation content, for settlement
processing differing in settlement protocol according to the issuer of the
IC card*203nFRTe Y SertRieada IR Kioln, the ESPEshdmiRgs -
‘application program can be automatically determined. Therefore, by
14 pegidte A He St FEMEA T Hr o 88SIng BB theflavelufane lsetgdipait up the
. processing routine task 273, the type of the IC card 203 and the _
AnEeFsSHASRTEBBRGRIBAPobR el Raufdtaabdly de@mendide

Due to this, the load on the
of the SAM chip 208 and issue a remote command to the inter-SAM

communication task 275 of that SAM chip 208x.
Such a remote command is issued by the inter-SAM

communication task 275 of the SAM chip 208 to the inter-SAM

communication task 275 of the SAM chip 208x to request that

the SAM chip 208x execute at least part of the processing

assigned to the SAM chip 208 when for example the processing

load of the SAM chip 208 becomes large a;nd it cannot suitably
perform the processing.

Next, the ovefall operation of the communication
system 201 shown in l;"IG. 33 w.{ll be explained.

FIG. 45 is a view for explaining the overall operation
of the communication system 201 shown in FIG. 33,

Step ST231:

The businesses 215'_»17 to 215 3 or a pari:y requested
by these businesses produce application programs AP 1, AP 2,
and AP 3 for those businesses to perform pi:ocessing for

transactions using the IC card 203 on the personal computers
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developer of the application program can be lightened. Further, according
to the communication system 201, since the information stored in the
external memory 207 is scrambled by the bus scramble unit 262 of the
SAM chip 208 20 shown in FIG. 4Q, there is confidentiality with respect to
analysis from the outside. Further, according to the communication

o gystem 201, by the provision of the inter-SAM communication task 275

1 n eI 4121t9s HbEsiBleBUEhetBe HEprotdssing 25 load of the

SAM c@g 208 té) other SAM chips. Therefore, when 112 mounting the
SAM %hlp‘?(ﬁi’ri YPstore server etc. which has to simultaneously handle

proceg ing re Lie,StS far settlement processing from a plurality of terminal

apparatisear R is poLdinh B iMiSuftioh ofthe teAPBAMP3 are

communication 5 task 275 to improve the settlement processing capability
doﬁg‘lrga%gp ﬁia?i yr&‘@g\/ltc pst gg’.ﬁﬂ&ﬁ%ﬁ%%ﬁuﬁ&fo‘hﬁl Bbék Hiagtarh—2 -

howi re_specifically the function blocks of the SAM chip 208 shown
D RS SR R T ETE LB ARG b 2ok i@ 216, 3
totf‘ggl%gt%gp‘intgwal 983 290 to the ASP_S communigation interface unit
200, ex ernaf:me?nory communication interface unit 261, bus scramble
unit ZQ%éenc§¥8' /decryption unit 265, storage unit 266, and CPU 267.
15 PArt 6Fthe Tanctions of the signature processing unit

The user is issued the IC card 203.

As shown in FIG. 36, the IC 203a of the IC card 203
stores the key information used for transactions with a
businass which the user has contracted with.

Note that the contract between the user and a business
may be concluded after issuance of the IC card 203 through
the Internet 210 atc.

Step ST234:

For example, when a user desires to use the personal

computer 205 to access the server 202 through the Internet

'210 and purchase a product, the server 202 issues a processing

request through the Internet 210 to the ASP server 206.
When the ASP server 206 receives a processing request
from the server 2Q2, it aécesses the pPersconal computer 205
through the Internet 210. Further, the processing request
for the IC card 203 issued by the card reader/writer 204
is sent through the personal computer 205, Internet 21@,

and ASP server 206 to the SAM chip 208.
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263 and authentication processing unit 264 shown in FIG. 40 are for
example realized by the CPU 267. The SAM chip 208 shown in FIG. 46,
for example as shown in FIG. 47, may also connect the card I/F unit 291
connected 20 to the internal bus 290 to an RF reception/transmission unit
292 outside of the SAM chip 208 and ransfer data with the 1C card 203
by a noncontact system through an antenna 292a of the RF
recepfi@qyapgmggsion unit 292. Fourth Embodiment 25 This embodiment
is an embodiment corresponding to the - 113 13th to 16th aspects of the
inventigiz: F3&M 4shism wew of the svewl configuraiien ofthe processing
communication system 301 of the present embodiment. As shown in FIG.
redfhdhe compaineationsystep 0i2uses sdhesewerRB2al6,6318:303,,
(integrated circuit of the present invention) , card reader/writer 304,
prpe/sanalopmpide s3]l Abdh@pplicalivnsalyce Pravider) sgner 308, and
SAM (secure application module) unit 309, personal computers 3161, .
exathi,<3d 668ha1 64 lantkalb S mpilieniicaton prissy2hal, 10 3172, 3173,
3174, and 3175 (authentication apparatuses of the present invention),
and thm|Gib énecirevii ehutlaiof) BA8 t0 sppiunicasihiorghtha Intgmget
310 and develop or customize software of the SAM chip 308, perform
cosettiemheat pracassirnfpusiag the: Ker-eatsl 303 Pie:al6i The SAMURIL309s
has an external memory 307
performed by the inter-AP communication task 274 as shown

in the above-mentioned FIG. 43,

Step ST236;

The_SAM chip 208 outputs the results of execution of
the appiication program to the ASP server 206.

As explained above, according to the communication
system 201, as shown in FIG. 34 and FIG. 37, the application
programs AP 1, pr2r and AP _3 are restricted froﬁ accessing
each other by firewalls, so it is possible to prevent
application programs from being illicitly monitored and

tampered with. Further, it is possible to improve the

confidentiality of each application program.

Further, according to the communication system 201,
by the inter-AP communication task 274 shown in FIG. 41 using
the AP management storage area 221 of the external memory
207 shown in FIG. 37 to perform the processing shown in FIG.
43, communication between épplication programs is éllowed

in a preallowed range.
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(semiconductor storage circuit of the present invention) and SAM chip
308 (semiconductor circuit of the present invention). The SAM chip 308
has a software configuration such 20 as shown in FIG. 49. As shown in
FIG. 49, the SAM chip 308 has, from the lower layer to the upper layer,
an HW (hardware) layer, OS layer! folvetr handler layer, higher handler
layer, and application (AP) layer in that order. 25 The lower handler layer
is a |&feedefining thé t lils! pyresdésirg hot dependentiinthesapplicatitbe s
program and corresponds to the transport layer, network layer, and data
by |isly rglr rntheadSiopyotord | Siwrlewet handlef layep inchudiestay drivier
layer. 5 The driver layer is a layer performing processing relating to the
apppérAibhY? LI IR higher handler layer is a layer defining the
processing dependent on the application program and corresponds to a
layer gt eha tiblyarsporeaysi pe 10108 protmleHereh¢@0Ss the
layer corresponds to the first layer of the present invention, the lower -
auhandibi fayee ivEiryer fardPhibher hhntlcp kyar eogebporfd® the
second layer of the present invention, and the AP layer corresponds to .
segﬁgqgﬁﬁ#dmﬁgﬁgﬁﬁﬁﬂgeggmﬁﬁmg“kﬁﬁk 273 shown in FIG. 41.

That is, while the same level of computation content, for
settlement processing differing in settlement protocol
according to the issuer of the IC card 203, if the type of
the IC card 203 is known, the corresponding application
program can be automatically determined. Therefore, by
registering the settlement processing at the level of the
settlement processing routine task 273, the type of the IC
card 203 and the corresponding application program can be
automatically determined. Due to this, the load on the
developer of the application program can be lightened.
Further, according to the communication system 201,

since the information stored in the external memory 207 is

scrambled by the bus scramble unit 262 of the SAM chip 208

shown in FIG. 40, there is confidentiality with respect to
analysis ffom the outside.

Further, according to the communication system 201,
by the provision of the inter-SBAM communication task 275
shown in FIG. 41,‘it is possible to disperse the processing

load of the SAM chip 208 to other SAM chips. Therefore, when
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The AP layer includes the application programs AP 1, AP-2, and AP-3
defining the procedures for use of the IC card 303 by credit card
companies and other businesses 315APi, 315 AP2, and 315 AP3 shown
in FIG. 48. 20 In the AP layer, the application programs AP 1, AP 2, and
AP-3 and the higher handler layerla¥@ provided between them with
firewalls FW (firewalls of the present invention). In the software
mowohiigyratioa shMnchiid2d9, the AR tayes deéires precessingtspegificas
to each business, for 25 example, the content of settlement processing
to gsing iHaa i@ ot 3 welah303: Fheoprogessiggrieqndisadtly peratingtihendent
card 303 is defined by the layers of the higher handler layer on down.
profkiesSANICHIp@08asbnredtetwitif tHe=ABPreetvepdet: bithseugh at is
SCSI port, the Ethernet, etc. The ASP server 306 is connected through
pogisalidtertat 846 Witiretfoipersonal odmigute isn305; 398, 346Bn 3l tion
3164, and 3165. The personal computer 3161 is used by the business: 10
tasiq 52AP1 o thanppsticatidh programlaRendxaoume: by tngr SAAD adhidl 305
The personal computer 3162 is used by the business 315 AP2 of the
usignplisatiompabidn A1 S catetbsy #@8SAM chip 308. 15 The

personal computer 3163 is used by the business
FIG. 46 is a functional block diagram showing more

specifically the function blocks of the SAM chip 208 shown
in FIG. 40.

As shown in FIG. 46, the SAM chip 208 is connected
through an internal bus 290 to the ASPS communication
interface unit 260, external memory communication interface
unit 261, bus scramble unit 262, encryption/decryption unit’
265, storage unit 266, and CPU 267.

Part of the functions of the signature processing unit
263 and authentication processing unit 264 shown in FIG.
40 are for example realized by the CPU 267.

The SAM chip 208 shown in FIG. 46, for example as shown
in ?IG. 47, may also connect the card I/F unit 291 connected
to the internal bus 290 to an RF reception/transmission unit
292 outside of the SAM chip 208 and transfer data with the
IC card 203 by a noncontact system through an antenna 292a
of the RF reception/transmission unit 292.

Fourth Embodiment

This embodiment is an embodiment corresponding to the
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315 AP3 of the application program AP-1 executed by the SAM chip 308.
The personal computer 3164 is used by the software developer 315 MID
able to develop a higher handler layer 20 and lower handler layer
including the driver layer shown in FIG. 49 of the SAM chip 308. The
personal computer 3165 is used‘b;}th?e manufacturer of the SAM chip
308, that is, the software developer 315 SUP having the right to manage
13tHe SAMidHDs 368astswhdleth® Thevnsinesses 315 AP1, 315 AP2,
and 315 AP3 use the - 116 personal computers 3161, 3162, and 3163 to
produ€e&Ghe48pplicaionsreogedmS P dyAPal langb APiGuaritdewniodthe
the produced application programs through the authentication units
conppningbiand SF 88 siftdge firddraliearend ireadpratioesn the
external memory 307 through the SAM chip 308. At this time, the
businB§sé§ T8 AR1FIE5 A, 4k TIMPRire bheteswithe Addtioses
with each other, so the storage areas in the external memory 307 to :
theysier 1er 1R0Zppiléarar frd§anti miregrabed sidArPis efinthe present
downloaded are determined in advance. Whether or not one has the right
ingeadirbhd t63tEh eaSrEtarbhes vaAfled by EifeSAM cehip@ber 305,

Further, during execution of the application programs 15 AP-1, AP_2, and
ASRp(3nnd FrabairrraeieshRe theaahdRy) server 306, SAM (secure

applicaﬁion module} unit 309, personal computers 316 _1,
316_2, 316_3, 316_4, and 316 5, authentication units 317 1,
317_2, 317_3, 317_4, and 317 5 (authentication apparatuses
of the present invention), and the ICE (in-circuit emulator)
318 to communicate through the Internet 310 and develop or
customize software of the SAM chip 308, perform settlement
processing using the IC card 303, etc.

The SAM unit 309 has an external memory 307
(semiconductor storage circuit of the present invention)
and SAM chip 308 (semiconductor circuit of the present
invention) .

The SAM chip 308 has a software configuration such
as shown in FIG. 49.

‘As shown in FIG. 49, the SAM chip 308 has, from the
lower layer to the upper layer, an HW (hardware) layer, 0S
layer, lower handler layer, higher handler layer, and
application (AP) lafer in that order.

The lower handler layer is a layer defining the
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and viewing of data between the application programs AP 1, AP 2, and
AP 3. The software developer 315 MID downloads a predetermined
program into the SAM chip 308 through the 20 authentication unit.317 4
in accordance with need to customize the higher handler layer and lower
handler layer including the driver l&yér shown in FIG. 49 of the SAM chip
308 etc. Further, the software developer 315-SUP-downloads a 25
prpregetamined pretspemnidtantheddAMIchi 308 ihraugbtherdgfam and
authentication unit 3175 to customize all of the layers shown in FIG. 49.
co¥he gpithehticediohhnitse3l/dplor31 15 wsrexplainted riat@z pasyaliynd data
authenticate and produce download signature 5 verification key
1iiforheaton dto. whie S AMEattip 3OB.when downloading a
predetermined program from the personal computers 3161 to 3165 to the
SAM Thip 3@8vaihehzarddeat chayptiteri3@s dokeaxample i isauselldye the
owner of the IC card 303, that is, the end user. 10 The personal computer
305, Brexdmpisys temeactdd thrdlghearserat DortGmdS B poteles ng
Dumb type card reader/writer 304. The card reader/writer 304 realizes for
rebrimpte Wwirelbbe copmmatidationcgortdspohding to the physical level with
the IC card 303. 15 The operational commands to the IC card 303 and the
The higher handler layer is a layer defining the

processing dependent on the application program and
corresponds to a layer higher than the transport layer in
08I protocol.

Here, the OS layer corresponds to the first layer of

'the present invention, the lower handler layer, driver layer,

and higher handler layer correspond to the second layer of
the present invention, and the AP layer corresponds to the
third layer of the present invention.

The AP layer includes the application programs AP 1,
AP_2, and AP 3 defining the procedures for use of the IC
card_ 303 by credit card companies and other businesses
315_AP1, 315 AP2, and 315 AP3 shown in FIG. 48.

In the AP layer, the application programs RP 1, AP 2,
and AP_3 and the higher handler layer are provided beﬁween
them with firewalls FW (firewalls of the present invention) .

In the software configuration shown in FIG. 49, the
AP iayer defines processing specific to each business, for

example, the content of settlement processing using the IC
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the SAM unit 309 side. Therefore, the card reader/writer 304, personal

computer 305, and ASP server 306 interposed between them only act to

store the commands 20 or response contents in the data payload portions

and relay the same. They are nat idddlved in the encryption or decryption

of data, authentication, or other operations in the IC card 303. Further,
cathd |18E331Tiseap eoridatof ngedohen debuggingpds A4H 8graR SURRINGa rd

on the SAM chip 308. - 118 Next, the components shown in FIG. 48 will
30i%e jexphidrfeich4d Gard303 They ks easE3dhstorasytherkaynforeation ye

etc. 5 necessary for the settlement processing using the SAM chip 308.
onAgkhwntication Units 317 1 to 317 5 FIG. 50 is a functional block diagram

of the authentication unit 3171. 10 As shown in FIG. 50, the

authefiticatRAMIgih 357 BOfag & StonagetniB5atANdPE0aEISIRG vk 306

3511. As shown in FIG. 50, the storage unit 3501 stores a SAM ID,
thpnough aath@@8Tatmrinasten ey informatign Kte and access master key

information KA. 15 The SAM ID is identification information of the SAM

The ASP server 306 is connected through the Internet

310 with the personal computers 305, 316_1, 316_2, 316 3,

316 4, and 316 5.

The personal computer 316 1 is used by the businéss
315_AP1 of the application program AP 1 executed by the SAM
chip 308.

The personal computer 316 _2 is used by the business
315 _AP2 of the application program AP 1 executed by the SAM
chip 308,

The personal computer 316 3 is used by the business
315_AP3 of the application program AP 1 executed by the SAM
chip 308,

The personal cémpﬂter 316 4 is used by the software
developer 315 MID able to develop a higher handler layer
and lower handler layer including the driver layer shown
in FIG. 49 of the SAM chip 308.

The personal computer 316_5 1is used by the manufacturer
of the SAM chip 308, that is, the software developer 315 sup
having the right to manage the SAM chips 308 as a whole.

The businesses 315 AP1, 315m3P2; and 315 AP3 use the
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chip 308. The mutual authentication master key information K1 is, as
explained later, used for generating mutual authentication key information
K2. 20 The access master key information KA, as explained later, is used
for generating download signature information used when downloading a
program in the external memory 30¥ 1%he access master key information
KA is key information necessary for downloading to the external memory

p<3fiom a5 progipatekbe AR layer oi hiesofware siicire of theallld- the

SAM chip 308 shown in FIG. 49. The processing unit 3511, as shown in

apHGi 68 thas pruvjuamsthentcatan unjt 352 and downloadIREessiNghe
unit 353 1. 5 The mutual authentication unit 352 1,as shownin FIG. 51,

prwherzddyaipadlingse pragrarderha e xtgirahigeMene3a G L8R YRISARe on
SAM ID as plain text using the mutual authentication master key

uninformation K1 tdgen2ratertbe 3nuiudl auvthepbeatinn kayiROraBligRi2q
and uses that mutual 10 authentication key information K2 for mutual -

ingutenticationnwithéhe Shddwhip dekhokhe downlordqigeesaieg YRl chip
3531, when downloading a program to the external memory 307, as
30¢hown in FIG. 52, encrypts the SAM ID as plain text using the access
master 15 key information KA to generate the download key information
At this time, the businesses 315 AP1, 315 AP2, and
315 AP3 are parties with no relation with each other, so
the storage areas in the external memory 307 to which the
application programs AP 1, AP 2, and AP 3 can be downloaded
are determined in advance. Whether or not one has the right
to download to such a storage area is verified by the SAM
chip 308.
Further, during execution of the application programs
AP 1, AP 2, and AP 3, the firewalls FW restrict the transfer
and viewing of data between the application programs AP 1,
AP 2, and AP 3.
The software developer 315 MID downloads a

predetermined program into the SAM chip 308 through the

aﬁthentication ﬁnit.317*4 in accordance with need to

customize the higher handler layer and lower handler layer

including the driver layer shown in FIG. 49 of the SAM chip
308 etc.
Further, the software developer 315 SUP downloads a

pfadetermined program into the SAM chip 308 through the
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K _DA. Further, the download processing unit 3531 uses the download
key information K -DA to generate the download signature information
and transmits it to the SAM chip 308. The authentication units 3172 and
3173 are 20 configured the same as the above explained authentication
unit 3171. However, for example; thelcontent of the access master key
information KA differs for each authentication unit. FIG. 53 is a functional
aufibendiagrati ohthen 26 astiterticatorisit Sai4e kA0 AseShayd NuBIG:
53, the authentication unit 3174 has a storage unit 3504 and processing
showrg5idd, BEGhod®.in FIG. 53, the storage unit 3504 stores a SAM ID,
mutual authentication master key information Ki, 5 and access master
key infrmatiobtieh timd K ohhesithd |B1 Mutugkagthenication 8351l ned
key information K1, and access master key information KA are the same

1 sizethoSevepididadabdvenThe atecandastedieyinfirmatioak Miigd@yure
information 10 for downloading a program of the higher handler layer and
vethe fowertiard kel yior fivohodig dne ativer Yalyek oftilke ssoftwRHSTUGIWRen

. of the SAM chip 308 shown in FIG. 49 to the external memory 307 or

doga e 808 T iperprbebesminait 35idgasshowann €He. pahasdd a
mutual authentication unit 3524 and download processing

computers 316 1 to 316 _5 to the SAM chip 308.

The personal computer 305, for example, is used by
the owner of the IC card 303, that is, the end user.

The personal computer 305, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writer 304. The card reader/writer 304 realizes for
example wireless communication corresponding to the physical
level with the IC card 303.

The operational commands to the IC card 303 and the
response packets from the IC card 303 are generated and
analyzed at the SAM unit 309 side. Therefore, the card
reader/writer 304, personal cdmputer 305, and ASP server
306 interposed between them only act to store the commands
or response contents in the data payload portions and relay
the same. They are not involved in the encryption or
decryption of data, authentiecation, or other operations in
the IC card 303.

Further, the ICE 318 is an emulator used when debugging

& program running on the SAM chip 308.
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unit 3534. The mutual authentication unit 3524 is the same as the mutual
authentication unit 3521 explained in FIG. 51. The download processing
unit 3534, when downloading 20 a program to the external memory 307,
as shown in FIG. 54, encrypts the SAM ID as plain text using the access
master key information KA to generateithe download key information K -
_DA. Next, the download processing unit 3534 encrypts the download
key inforpation K HOA aswplaindaidIsiig e a5cess 25 mgster key
information KM to generate the download key 121 information K _[ﬁ\ﬁ.
Next thg,dawnload processing unit 3534 uses the download key
information K _DM to generate the download signature information and
transmitg ¢ te 1he:SARE chip 308. 5 FIG. 55 is a functional block diagram
of the authentication unit 3175. As shown in FIG. 55, the authentication

unit 317gnasre sirage 464 3998.A0d NIRcesang YRk 3BA3 A shawa in
FIG. 55, the storage unit 3505 stores 10 a SAM'ID, mutual authentication

mastas deyjnipapating Kle tandaesassgnasies kenniauoation KA &b chip
and KS. The SAM ID, mutual authentication master key information Kil,

ana access master key information KA and KM are the same as those-
explained above. 15 The access master key information KS is the key

Authentication Units 317 1 to 317 &

FIG. 50 is a functional block diagram of the
aﬁthentication unit 317 1.

As shown in FIG. 50, the authentication unit 317_1
has a storage unit 350 1 and processing unit 351 1.

As shown.in FIG. 50, the storage unit 350_1 stores
a SAM ID, mutual authentication master key information K1,
and access master key information KA.

The SAM ID is identification information of the SAM
chip 308.

The mutual authentication master key information Kl
is, as explained later, used for generating mutual
authentication key information K2.

The access master key iﬁformation KA, as‘expléined

later, is used for generating download signature information

used when downloading a program in the external memory 307.

The access master key information KA is key iﬁfomaticn
necessary for downloading to the external memory 307 a

program of the AP layer of the software structure of the
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information required for downloading a program of the OS layer of the
software structure of the SAM chip 308 shown in FIG. 49 to the external
memory 307 or SAM chip 308. The processing unit 3515, as shown in

FIG. 55, has 20 a mutual authentication unit 3525 and download

processing unit 3535. The mutual_authgntication unit 3525 is the same as
the mutual authentication unit 3521 shown in the above-mentioned FIG.
S@gMZShT.he %} nlgad processing unit 3535, when downloading 122 a
progr%n%?o t(%\lgex?egr%‘g m"‘élr%ory 07, as shown in FIG. 56, encrypts the
SAM IQas plain text using the acc master key information KA to
genergﬂét e%ﬁv%?osasdlﬁl i‘ﬁ?olrrgna%%ﬁ—i’_Dis. NEBEhe HowhlGad 50, has
JProcessing unit 3535 encrypts the 5 download key information K -DA as
-plailﬁ%[‘é?'lt1 usi Hég Wengé(%%gjp?n%slt‘enrlk%f Pformatith ROMBIRARIREIRESSing
dawnl k(iy information K -DM. Next, the download processing unit

u:535135 encrypts the download key information K -DM as plain text using

the accggs master key information KS to gener he 10 download key

informatio% %ﬁggéﬁlé‘fﬁﬁg%@oﬁvﬁ&&f Br%é‘e%ts?égéuﬂllt%%?ﬁj’s%g’fhé“ FIG.

sqownlpad keyjafermation KD to generate the download signature ‘
TS Br THe BAM 2l 508 A A8 Ble oY 307,

information and transmitsthis C pre

<sbodimentyihe euthengication ynifts, 15,317 1, 317 4, and 3175 store

information in the storage

authentication master key information Kl to generate the
mutual authentication key information K2 and uses that mutual
authentication key information K2 for mutual authentication
with the SAM chip 308. |

The download processing unit 353 1, when downloading
a program to the external memory 307, as shown in FIG. 52,
encrypts the SAM ID as plain texé using the access master
key information KA to generate the download key information
K DA. Further, the download.ptocessing unit 353 1 uses the
download key information K DA to generate the download
signature inférmation and transmits it to the SAM chip 308.

The authentication units 317_2 and 317 _3 are
configured the same as the above explained authentication
unit 317 1. However, for example, the content of the access
master key information KA differs for.each authentication
unit.

FIG. 53 is a funcﬁional block diagram of thé

authentication unit 311_4.
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units 3501, 3504, and 3505 in a secure state. When these units are
destroyed by outside factors or forced open, this is detected by a
detection unit and the information stored in the storage units 3501,

350 _4, and 3505 is deleted. 20 SAM Unit 309 [External Memory 307]
FIG. 57 is a view for explaining the starage areas of the external memory
307. As shown in FIG. 57, the storage areas of the external 25 memory

307 include am8iwstaiateiea S301IAWNICRIEAZL SPPUSANON, ¢ 517 4
program AP-1 of the business 3151 is stored, an AP storage area 320" 2 —

inavhieh thesappfication proggams A:g 9f fhg-busingss 3132 isstored, an
AP storage a%%g 3203 in which'the gppcl%gation progr%*fm AP -3 30?%‘1@

busines®s 33Rdisstored-rad amALBNaganERLSIBIA0e ¥ Ply o e
used by the manager of the SAM chip 308. The application program AP_

stosedsinithe ABﬁtﬂi&g&ﬂ!@é&?&éﬂ&&ﬁ%@gﬁf@e@Uﬁl%%é%ion K1,
program modules. Access to the AP storage area 3201 is restricted by

thed 18 disewall ik kekhaapplicatiopieda AR 25tpregin the AP
storage area 3202 is comprised of a plurality of program modules.

Access mhibe gHMstnygenatasad2QisHes¥icted by, the, fitawgll E\éégz 15
The application program AP 3 stored in the AP storage

information K1, and access master key information KA are
the same as those explained aboﬁe.

The access master key infomatién KM is key information
for downloading a program of the higher handler layer and
the lower handler layer including the driver layer of the
software structure of the SAM cﬁip 308 shown in FIG. 49 to
the external memory 307 or SBM chip 308.

The processing unit 351_4, as shown in FIG. 53, has
a mutual auvthentication unit 352 4 and download processing
unit 353 4.

The mutual authentication unit 352_4 is the same as
the mutual authentication unit 352m} explained in FIG. 51.

The downlcad processing unit 353 4, wﬁen downloading
a program'to the external memory 307, as shown in FIG. 54,
encrypts the SA&miD as plain text using the access master
key informaﬁion KA to generate the download key infoimation
KﬁDA. Next, the download processing unit 353_4 encrypts the
aownload.key information K DA as plain text using the access

master key information KM to generate the download key
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area 3203 is comprised of a plurality of program modules. Access to the

AP storage area 1203 is restricted by the firewall FW 3. In the present

embodiment, the above program module 20 is the minimum unit

downloaded for example from the outside of the SAM unit 309 to the

external memory 307. The number_ofthe program modules forming each

application program can be freely determined by the corresponding

buiiness. Further, the application programs AP 1, AP 2, and AP 3 25

ABESTIARE B2 n el COP S SR TBRA Ry eFE ing Hnit 353 4

descrar&?led Whe'riread into the SAM chip 308. Further, the application

ProgTams AR T YRR A At WP 5" ARFIG el HeDr dtRIcEg By TR the
usingsses 3151, 3152, and 3153 using the personal computers 3161,
PED-Sis 31E3ARBHR inHIeTE8 Ehath R b HiaRdEd- fFoddh Hee Shw SAM

8?9 3053(}8 the external memory 307. Access to the Al' management

S orgge area 321 is restricted by the firewall FW 4. Note that the firewalls

FW 1, F‘\Q{‘H% F\é\ls?,,iand F\év 4 10 correspaond to the firewalls FW shown in

FIG. 49.°The APTnafademeM et laRd¥sk ddrdnae apt the

management data 33%iThej?E>, anagement data 330 includes for

exampﬁe the KM‘IE}J, ml'ftua authéntication key information K2 (or mutual

15 authgnticgfigh masterkey infarmagion K1), and download = . 317 5
has a storage unit 350_5 and proceésing unit 351 5.

As shown in FIG. 55, the storage unit 350_5 stores
a SAM ID, mutual authentication master key information K1,
and access master key information KA, KM, and KS.

The SAM ID, mutual authentication master key

information K1, and access master key information KA and

"KM are the same as those explained above.

The access master key information KS is the key

information required for downloading a program of the 0S8

‘layer of the software structure of the SAM chip 308 shown

in FIG. 49 to the external memory 307 or SAM chip 308.
The processing unit 351 5, as shown in FIG. 55, has
a mutual authentication unit 352_5_and download processing
unit 353 5.
- The mutual authentication unit 352 5 is the same as
the mutual authentication unit 352 1 shown in the
above-mentioned FIG. 51.

The download processing unit 353 5, when downloading
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signature verification key information KDA, KDVM, and KDVS._ Here, t_he
download signature verification key information K DVA is key mformgtlon
for verifying the legitimacy of the signature information generated using
the 20 download key information K DA. The download signature
verification key information K DVM-is kgy information for verifying the
legitimacy of the signature information generated using the download key

iggf ipanK MRS Therdownleag §'|g[]g}ur§0 ’rificatiopl ke inforrp,%t&';qn 56
12%rﬁl?ilDVS is key information for verifying the eglt?r?]agy %V)éhé‘n ' d

seBaypR biumAongonsralsdyng e daniaad ken I0OImalon K, g o
_DS. The download signature verification key information 5 is kéy

idgrmatienisediion S@(‘%Br%g?fgﬁggn&eéf%{gl% (\;vatlg QC%%WQQE gmgation
that program module through the SAM chip 308 to the exterrmal memory

RODASAMGHIP 808) &dGn 8 indduadtional hlogkdiqgram ok the SAM -,
chip 10 308 shown in FIG. 48. As shown in FIG. 58, the SAM ¢ |p1§:6§

Rawan AP ﬁeﬁom@ﬂaiﬂtﬂrf@ﬁ@ éﬂQib?i@%x‘%%EQé" &%%rHS%he access
communication interface unit 361, bus scramble unit 362,
RASYRHONEQCIYAEYMAL 363, A0S Yah384 Ak HBUadadbRaa key
information K _DM. Next, the download processing unit 353 5
encrypts the download key information K DM as plain text
using the access master key information K8 to generate the
download key information K DS. Next, the download pProcessing
unit 353 5 uses the download key information K DS to generate
the downloaci signature information and transmits this to
the SAM chip 308. -

In the present embodiment, the authentication units
'31’7_41, 317 _4, and 317 5 store information in the storage
units 350 1, 35(_)_”4, and 350 5 in a- secure state. When these
units are desti:ojed by ocutside factors or forced open, this
is d'etectéd by a detection unit and the information stored

in the storage units 350 _1, 350 4, and 350 5 is deleted.

SAM Unit 309

[External Memory 307]
' FIG. 57 is a view for explaining the st;.ora'ge areas
of the extefnal memory 307.
As shown in FIG. 5;7, the storage areas of the external

memory 307 include an AP storage area 320_1 in which the
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The SAM chip 308 is a tamper-resistant module. The ASPS
communication interface unit 360 is an interface used for input and output
of data with the ASP server 306 shown in FIG. 48. 20 The external
memory communication interface unit 361 is an interface used for input
and output of data with the external meygory 307. The bus scramble unit
362 scrambles output data and descrambles input data when inputting
and ?ut utting data 25 throél,%h the external memory communication

R @ X8 2FhPdndy storlisc i gme 363 Bndrybes ddigred,
and decrypts encrypted data. The _stora‘t%; unit 364 stores data used for

e BhrScekitfoy BRACPE%es. i tBoisthectrisiRaipien program
rocessing inclu%ng .execution of an application program by the SAM

gﬁm%o%foa%lé‘a RE\ed6terhmet progiR i5dgran heiresase area

B’BISI’] jon) in the form of tasks etc. 10 The CPU 365, for example,

5Cetited A UBTBaHESRPRSELTRF heRORFMGBCREsiAg Y6 the business

g%/n adin%gro ram mogdules through the Internet 310. Next, the
o oathJIsoperf'S'lﬁgggi of PSR Mo RABSIFIRE o IEAT BIkESE5 381 used

he %EU 365 will be explained. 15 FIG, 59 s a flow chart for explaining
)E-H% t Oev nlrloaandager oép t@e SAM chip 308.

The application program AP 1 stored in the AP storage
areg 320_1 is comprised of a plurality of program ‘modules_
Access to the AP storage area 320 1 is restricted by the
firewall FW 1.

The application program AP 2 stored in the AP storage
area 320 2 is comprised of a plurality of program modules.
Access to the AP storage area 320 2 is restricted by the
firewall FW 2.

The application program AP 3 stored in the AP storage
area 320 _3 is comprised of a plurality of program modules.
Access to the AP storage area 120 3 is res‘tricted by t.:he
firewall FW_3.

In the present embodiment, the above program module
is the minimum unit downloaded fog: example from the ocutside
of the SAM unit 309 to the external memory 307. The number
of the program modules féming each application program can
be freely determined by the correspc’:nding business.

Further, the application programs AP 1, AP 2, and AP 3

stored in the external memory 307 are scrambled. They are
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operation. In the following embodiment, the explanation will be given of
the operation when a business 315 AP1 downloads program modules of
the application program AP -1 shown in 20 FIG. 49 and FIG. 57. Step
ST301: The personal computer 3161 shown in FIG. 48 transmits a
download request designating the modie name of each program module
to be downloaded comprising the application 25 program AP-1 through

icafi it 3171, 1 net .27 ASP se 306, and ICE
%%%%g%ﬁg%%ﬂ%nﬁ%}g% ag&e%%%éo%}:@rh%%‘r%utﬁﬁaf‘gut%\gegﬂcation unit

' ' fth thenticat] it3171,
S e CRT Y L I, VR

shown in 5 FIG. 51, encrypts the SAM |

aenceieh e QLU A RINTBLTE DLy oy o

authentication key information K2. Step S

émii?’ﬁ@al?f&@%ﬂgocéﬁémﬁel%&ﬂgﬁ%%&f&%%%thifgc tior?;ihf&t ;{Jénd

performsmutual authentication with the down a do

35 of hiecsAMichin-3e8 ugingha mytalayhenticationkey information.
K2 Generated at step ST302. Step ST304: 15 When the mutuaﬂggltlmacy |
dnike Aiualo the external memory 307.

Access to the AP management storage area 321 is
restricted by the firewall FW 4.

Note that the firewalls FW 1, FW_2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 49,

The AP management storage area 321 stores the AP
management data 330.

The AP management data 330 includes for example the
SAMuID, mutual authentication key information K2 (or mutual
authentication master key ihformaﬁion Ki), and download
signature verification key information K DA, KDVM, and KDVS.

Here, the download signature verification key
information K DVA is key information for verifying the
legitimacy of the siénature information generated using the
download key information K DA,

The download signature verification key information

K DVM is key information for verifying the legitimacy of

the signature information generated using the download key

information K DM.

The download signature verification key information
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authentication of step ST303 is confirmed, the unit proceeds to the
processing of step ST305, while when not, it ends the processing. Sltep
ST305: 20 The download processing unit 3531 of the processing unit
3511 of the authentication unit 3171 shown in FIG. 50, as shown in FIG.

52, encrypts the SAM ID as plain text jusing the access master key
information KA to generate the download -key information K -DA. 22 Sktep
RT808: 128 ¢ daywload progessing unit 3531.uses the download key
information K -DA generategat step ST305 {0 Jerstate the 88\hﬁlblﬁﬂc; of

. : : _ . it 35
signalurg.inferpation, SIeR 31301 R.The dewnload proc S|n%un|t
transmitg the download signature ir(?f%?h‘%gﬁor? gehlesfla?gd% SPOETIoR e key
1herSANLEhIBS0R. Btep ST308: The download task 365a of the CPU 365

of the SAM chip 10 308 shown in FIG. 58 uses the dowlnload signature
verificatioge ke IfarBain S A SIOWAIN EIG AR 0JUI0 M e e o

] A0
legitimacy of the download signature information receive a?step

A tisdtines hadawalpaddaskanba iudoes e, dowpload request has
been made at the AP layer based on the 15 module names received a
wiehSHE3Wh apd epagfien e program module through the SAM chip-
308 to the external memory 307.

[saM Chip 308}

FIG. 58 is a functional block diagram of the SAM chip
308 shown in FIG. 48.

As shown in FIG, 58, the SAM chip 308 has an ASPS
communication interface unit 360, external memory
communication interface unit 361, bus scramble unit 362,
encryption/decryption unit 363, storage unit 364, and CPU
365.

The SAM chip 308 is a tamper-resistant module.

The ASPS communication interface unit 360 is an

interface used for input and output of data with the ASP

server 306 shown in FIG. 48.

The external memory communication interface unit 361
is an interface used for input and output of data with the
external memory 307.

The bus scramble unit 362 scrambles output data and

_descrémbles input data when inputting and outputting data

through the external memoxry communication interface unit
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download signature verification key information K DVA. Step ST309: If it

is judged at step ST308 that the download signature information is
legitimate, the task proceeds to 20 the processing of step ST310, while if
not, it ends the processing. Step ST310: The download task 365a of the
CPU 365 of the SAM chip 308 shownLing-IG. 58 specifies the address in
the external 25 memory 307 corresponding to a module name designated
akatep 129 ST301 by viewing the module management data 330 and
downloads the program module received from the personal computer

3161 tothat spaeifigshadsipasenypr exiernalieesesy 302, VRl ¢4 andg

when the software developer 315 MID 5 downloads program modules of

thechigheshanileripyerant: 4awer handler layer shown in FIG. 49 to the
external memory 307, at step ST305, the download key information K

-DM is gereratestagthednuting explaineddising G b H509 thife at
step ST306, the download signature information is 10 generated. Further,

PpreiepsSENE, bythensAMPchig 868, the download signature verification
key information K. DVM shown in FIG. 57 is used to verify the download

signaturehinfareatibes Fustbes; vdenhe soltwaps-0evalonpal3 i StRing
downloads 15 a program module of the OS layer shown in FIG. 49 to the
execut_:ion of an application program by the SAM chip 308 based
on a predetermined program {program of the bPresent invention)
in the form of tasks etc.

The CPU 365,:for example, executes a download task
365a for performing processing for downloading program
modules through the Internet 310.

Next, the download operation of program modules by
the download task 365a of the CPU 365 will be explained.

FIG. 59 is a flow chart for explaining that download
operation.

In the following embodiment, the explanation will be
given of the operation when a business 315 APl downloads
program modules of the application program AP 1 shown in
FIG. 49 and FIG. 57.

Step ST301:

The pers\onal computer 316 1 shown in FIG. 48 transmits
a download request designating‘the module name of each
program module to be downloaded.comprising the application

program AP 1 through the authentication unit 317__1 + Internet
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external memory 307, at step ST305, the routine explained using FIG. 56
is used to generate the download key information K_DS. Using this, at
step ST306, the download signature information is generated. Further, at
step ST308, in the 20 SAM chip 308, the download signature verification
key information K -DVS shown inF1&2%74s used to verify the download
signature information. Note that the software developers 315 MID and 315

394P fapUse iRRAccess Master kewintarmation A tadgwn %9 3adne
program module of the AP layer to the external memory 130 - 307
Furtherg thgsaftwse developer 315 SUP can use the access master key

information KA and KM to download program modules of the higher

handleriayes aed Jawen bardles layes ontauiheexiesnal menpgy 304 N8 ng

the processing for a transaction using the IC card 303 by the

wemmysication, system 3Qlalkewn I ENG. A8, 4L be pxplained; Flg Q0 is

a view for'éxplaining the overall operation 10 of the communication

rstem130 e shawn PG A%aRenH ST 3311 108 husinesses:31 5nie Iadial

or a part requested by these businesses produce application programs
atRHe AP 2a 8RS A Mnzdsios thaash usinesses 19 SRTRIM RLOCRSSINELIOL 19he

transactions using the IC card 303 on the personal computers
mutual authentication key information K2.

Step ST303:

The mutual authentication unit 352 1 of the processing
unit 351_1 of the authentication unit 317 1 performs mutual
authentication with the download task 365a of the CPU 365
of the SAM chip 368 using the mutual authentication key
informatioﬂ K2 generated at step ST302.

Step ST304:

When the mutual legitimacy in the mutual
authentication of step ST303 is confirmed, the unit proceeds
to the processing of step ST305, while when not, it ends
the processing.

Step ST305:

The download processing unit 353 1 of the processing

unit 351 1 of the authentication unit 311_1 shown in FIG.

'50, as shown in FIG. 52, encrypts the SAM ID as plain text

using the access master key information KA to génerate the
download key information K DA.

Step S8T306:
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3161, 3162, and 3163 shown in FIG. 48. At this time, download

processing explained using FIG. 59 is performed. Step ST332: 20 The
application programs AP -1, AP 2, and AP -3 are downloaded through the
authentication units 3171, 3172, and 3173 from the personal computers
3161, 3162, and 3163 to the SAM_chjg $08. At this time, the processing
explained using FIG. 56 25 is performed. - 131 - Step ST333: The user is
issued %? ICdcard 303. The IC card 303 stares the key information used

for tranSA8tSIE RT3 D RIS IHILA the hferRas LolPSieds wiwnload
kNote .thaft the cgntract between the user and a business _may be

Cohcititied aier iklafed O AETET @G 303 thidtRR e Mterfier FRNETA S

tep ST334: 10 For example, when a user desires to use the personal
%%é?gr 080 &% IS’L‘sf"%gel':gzerJ\‘/’é‘Ii“:g’fJ'El ?Sl:r 04 the Internet 310 to

purchaséet%[%r(%j#g{z,}he server 302 issues a processing request through
the Internet'310°t0 the ASP server 306. When the ASP server 306

receives.g pracessing request. 181101 1o 5evsE 307 Lageeseea e,
personal computer h

download signature information generated at step ST306 to.
the SAM chip 308.

Step ST308:

The download task 365a of the CPU 365 of the SAM chip
308 shown in FIG. 58 uses the download signature verificati’on
key info_rmation K DVA shown in FIG. 57 to judge the legitimacy
of the download signa_.ture information received at step ST307.

At this time, the downloé.d task 365a judges if the
download_ request has been made at the AP layer based on the |
module names received at step ST301 and specifies the
download signature verification key information K DVA.

Step ST309:

If it is judged at step ST308 that the download
signatﬁre information is legitimate, the task pfoceeds to
the.processing of step ST310, while if not, it ends the
prccessin§.

Step ST310:

The download task 365a of the CPU 365 of the SAM chip

308 shown in FIG. 58 specifies the address in the external

memory 307 corresponding to a module name designated at step
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through the Internet 310. Further, the processing request for the IC card
303 issued by the card reader/writer 304 is sent through the personal
computer 305, Internet 310, and ASP server 306 to the SAM chip 308. 20
Step ST335: The SAM chip 308, in accordance with the processing
request received at step ST334, sg,\le1 gan application program by the
settlement processing routine-task and™ executes the selected application
rogram. 25 Step ST336: - 132 The SAM chip 308 outputs the result of
SEEehth b tHE P pESBAMIG ARG APATBP daiveriib msldiptamands
above, according to the communication system 301, by the authentication
LHRIE BRI TSP RY SeSPAY R fiIFGThERR T Fefktdr REPRHGRTAfdP_1
KA, the authentication unit 3174 holding the access master key
thrdhfiorradifiedradratsn ‘Elﬂit%“l‘?’S%&ﬁﬁ@ﬂe neResymilter
key information KS, and, as explained above, performing processing for
downld2@irfy FPifyrsRodtie bR stRYaharpry 367 MID
becomes, possible to downlpad a program modules in accordance with
YRR R 2EZFBaMERHR T SofthgrSHigheeh anshhe i BrRY e, and

Therefore, it js possible to prevent an unautharized party from illicitly .
RS BB TG AR MRodfark Hodids 18 15 SXEEREG bynemory
'SA

low
exchan
chjp 30
3G7, aw sé%p %‘1‘305, the download key information K DM is
generated by the routine explained using FIG. 54. Using this,

at step ST306, the download signature information is

generated. Further, at step S$T308, in the SAM chip 308, the

‘download signature verification key information K DVM shown

in FIG. 57 is used to vérify .the download 'signature
information.

Further, then the software developer 315“_SUP downloads
a program module of the 0S layer shown in FIG. 49 to the
external memory 307, at step ST305, the routine explained
using FIG. 56 is used to generate the download key information
K DS. Using this, at step ST306, the download signature
information is generated. Further, at step ST308, in the
SAM chip 308, the dowq}.oad signature verification key
information KWDVS shown in FIG. 57 is used to verify the
download signature information.

Note that the software developers 315 _MID and 315“._SUP
can use thé acces‘s master .key infdrmation KA to download

the program module of the AP layer to the external memory
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Further, according to the communication system 301, as explained
earlier, the authentication units 317.1, 3174, and 3175 store information
in a secure state in the storage units 3501, 3504, and 3505. When such a
unit is destroyed 20 by an external factor or forced open, this is detected
by a detection unit and the stored in ation in the storage units 3501,
3504, and 3505 is deleted. Therefore, illicit use of the key information
3_us,?ed for downloading to the SAM chip 308 can be avoided. 25 Further,
gCCOrding to the communication system 301, - 133 when the SAM chip
308 operates a plurality of application programs, since data transfer or
viewing 8¥ddtg nd Rdes ER PGPS ogdlamS SR &tEBy the
the firewalls FW 1, FW 2, and FW 3, illicit interference or tampering with 5
AREPTScBSTIT B b5¥h bppR&atdHiBgfdmaR akdink? dopirbage program
program can be prevented. Further, it is possible to enhance the secrecy
SRR HHichlEn A BB Rk o A Lt Ao Laver
system 301, by configuring each application program by a plurality of 10
tér/otggrlaem Hek u)r[éléifllt i‘g‘zﬁg‘% %Ie%t%7download to the external memory 307
in program modurlles units. Further, according to the communication

system S0L- by ecry B e tighiy Tonflddial RES MMtk dhe 1€ |
for gperation of the IC card 303 in addition to.the usual 15 scrambling and
d gﬁnﬁ%é%e H1E. a8

“&bhing BT TReHa ot system 301 shown in
will be explained.

FIG. 60 is a view for explaining the overall operation
of the communication system 301 shown in FIG. 48.

Step ST331:

The businesses 315 1 to 315 3 or a part requested by
these businesses produce application programs AP 1, AP 2,
and AP 3 for those businesses to perform processing for
transactions using the IC card 303 on the personal computers
316 1, 316m2,‘and 316 _3 shown in FIG. 48.

At this time, download‘processing explained using FIG.
59 is performed.

Step ST332:

The application programs AP 1, AP_2, and AP 3 are
downloaded through the authentication units 317“1,_317_2,
and 317 3 from the personal computers 316_1, 316 2, and 316 3
ﬁo the SAM chip 308.

At this time, the processing explained using FIG. 56

is performed.
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is possible to improve the security level of the key information. Further,
according to the Internet 301, the application program can execute
encryption and decryption 20 when accessing codes by the bus scramble
function, so it is possible to prevent an application program stored in the
external memory 307 from being i[lici{lé(langlyzed etc. while processing of
the SAM chip 308 is halted. FIG. 61 is a functional block diagram showing
more 25 specifically the function blocks of the SAM chip 308 shown - 134
-in FIG 5% aA8%Addh in FIG. 61, the SAM chip 308 is connected through
an internal bus 390 to the ASPS communication interface unit 360,
externdl MeMSfcorimbAfafich fhartdée saRt 3893bus scramble unit
362, engryption/decryption unit 365, storage unit 364, and CPU 366. In
the SATFEhIF S08XRAWHAR FIECEESoFBRakple 4o LPERAtAPIGuE2d: for
is also possible to connect the card I/F unit 391 connected to the internal
YL 586 1o SR RV 16 eBeibiHPSRmEEbR NS0 BEkideSf frradAmcted
chip 308 and transfer data with the IF card 303 by a noncontact system
Wf‘hrou‘gh an antenna 392a of the RF reception/transmission unit 392. The

presen&inventign Is not limited to the above 15 explained embodiment.
ote that the contract between the user and a business

‘may be concluded after issuance of the IC card 303 through

the Internet 310 etc.

Step ST334:

For example, when a user desires to use the personal
computer 305 to access the server 302 through the Internet
310 to purchase a product, the server 302 issues a processing
request throégh the Internet 310 to the ASP server 306.

When the ASP server 306 receives a processing request
from the server 302; it accesses the personal computer 305
through the Internet 310. Further, the processing request
for the IC card 303 issued by thé card reader/writer 304

is sent through the pérsonal-computer 305, Internet 310,

- and ASP server 306 to the SAM chip 308.

Step S8T335:

The SAM chip 308, in accordance with the processing
request received at step ST334, selects an application
program by the settlement processing-routine'task and
executes the selected application program.

Step ST336:
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For example, in the above explained embodiment, the case of

downloading program modules from the personal computers 3161 to

3165 through the SAM chip 308 to the external memory 307 was

illustrated, but the present 20 invention can similarly be applied using the

function of the above explained dowplpad task 365a even when

downloading program modules from the personal computers 3161 to

3165 t,?: a stgrage L{lnjt 3%4&;1 the SAM chip 308. Further, in the above

explained eMbodimeht the case: B hroMaingRa buisdnREfGrdre of
¢ 171 to 3175 fgr - 135 the Interrg:et 3%) at the personal comguter 3161 to

To& e Tas IR BEP B ad ndlR if PIG F YAE afd® possible to

provideAthe aut entica%'f?n units 3171 to 3175 in the SAM chip 308 and .

allow acceSTR R At thehtckfion BTRIEIT?Y 15175 F fipimunication

corresponding personal computers. 3161 to 316 5. Fifth_ Embodiment The
R B ey o2 IR A SR TR BR R "t AR dnd 20

s{ghaspecisolininuenion 10 £IG, s is g viewal the gverall oy
Configuration of the communication system 401 of the presen

embpodiment., As shown ,in . 64,.the commuynication system 401 use
R e 31, Y R e ot Rey

iﬁ%%ir%l%%iwlthOri:ﬁ%rv%uet%rgr\{lgae.?aﬁ:e{\é%r 406 £553AMSBCY S5 ng the
application modul€) unit 409, personal computers -

access master key information KS, and, as explained above,
performing processing for downloading a program module to
the external memory 307, it becomes possible to download
a program modules in accordance with rights given in
accordance with the software hierarchy shown in FIG. 49.

Therefore, it is possible to prevent an unauthorized party

from illicitly exchanging or tampering with program modules

- to be executed by the SAM chip 308.

Further, according to the communication system 301,

as explained earlier, the authentication units 3171, 317 4,

and 317 5 store information in a secure state in the storage

units 350__1,'350_4,. and 350 5. When such a uﬁit is destroyed
by an external factor or fo_rced open, this is detected by
a detection unit and the stored infbmation in the storage
units 350 1, 350_4, and 350_5 is deleted. Therefore; illicit
use of the kéy information used for downloading to the SAM
éhip 308 can be avoided.

Furthef:, according to the communication system 301,

‘
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4161, 4162, and 4163, and authentication units 4171, 4172, and 4173 to
communicate through the Internet 410 and perform settlement processing
or other processing for a procedure using the IC card 403. 20 The SAM
unit 409 has an external memory 407 and SAM chip 408. The SAM chip
408 has a software configuration shoywy in FIG. 65. As shown in FIG. 65,
the SAM chip.408 has, from a bottom layer toward a top layer, an HW

ardware) , 20.0S r, lower handler layer, higher handler layer,
ée]%nlvi\%%%\ aye%l?m% Ié@%er RBREIRF BT ePinkitided tidi P fayiP Hira tion
the APanger includeesgepggc%tion gllggrams AP 1, AP 2, and AP -3

Fetifing procedures for use of eI card’s 4G5 By Meftcalat@mpshisgdes
owggernbusintisses 4151, 4152, and 4153 shown in FIG, 64. In the AP

' Cér;/:er, the ap, Caion ﬁ?&g%ﬁgﬁf’nf AP X e58nd Aﬁyfgnlalfhglh‘?gﬁéirmwalls

lerlayer are prayided between them with firewalls FW. 10 The SAM .
%ﬁr?&o%?s%é naﬁtégte th??d ug\%lﬁfstdgqﬁ%ﬁ%eﬁeé’fﬁ BT PRl 1 th
Sle IBJQ% éb\gssPig%rvg%4%6. 'Lhe ASP server 406 is connected through the

interhet 410 to a Plurality of terminal Apparatises Mauding’ ¥ paPsorar=
R L TR A O B
to enhance the secrecy of each application program.

Further, according to the communication system 301,
by configuring each apélication pProgram by a plurality of
program modules, it is possible to download to the external
memory 307 in program modules units.

Further, according to the communication system 301,
by encrypting the highly confidential key information used
for operati§n of the IC card 303 in addition to the usual
scrambling and storing it in the external memory 307, it
is possible to improve the security level of the key
information.

Farther, accordihg to the Internet 301, the
application program can execute encryption and decryption
when accessing codes by'the bus scramble function, so it
is possible to prevent an application program stored in the
external memory 307 from being i‘llicit'ly analyzeci etc. while
processing of thé SAM chip 308 is halted.

FIG. 61 is a functional block diagram showing.more

specifically the function blocks of the SAM chip 308 shown
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The personal computer 405, for example, is connected through a serial
port or USB port to a Dumb type card reader/writer 404. The card
reader/writer 404 realizes for example wireless communication-
corresponding to the physical 20 level with the IC card 403. Operational
commands to the IC card 403 and resppnse packets from the IC card 403
are generated and analyzed at the SAM unit 409 side. Therefore, the
_card reader/writer 404, personal computer 405, and ASP server 406
lfht@rﬁ%se&%E between them only act to store the commands or response
- 137 content in data payload portions and relay the same. They are not
involvedin BheKbtith Egcry%ﬁonB‘F‘Ba&%ﬁﬁéﬁic%‘ﬁen}éndzﬁﬂ*%?c‘:ed
actual operations in the IC card 403. 5 The businesses 4151, 4152, and
th1s3%8e e FOEBRRALoRDhe?s 3162, Mo, ARBS BTWHdFa PR
. application programs AP-1, AP-2, and AP-3 and download the produced
LRSETRENGR pBEamS bR hTRE Al REMAEY AWM S 2Py 2 e face
417 roygh the SAM chip 408 to preassigned 10 storage areas in the
ety ST ATe A G (R RO D AR 63 St
53 have no relation ng each other, the storage areas in the external .

3memosr§/%ehel?réjtﬁe. 6If_ca?i3ﬁ p?ggra?r?ss AP-1, AP-2, and AP -3 can
?Oe ddo?/vvgqulboa%?}eéj Su%sﬁpscgt%%lggo%dvs%ggnlsi%n%’\3,1\/(9 .ethﬁe{ ,Ongok;:asegt]gng)g{]é as

shown in FIG. 62, it is also possible to connect the card
I/F unit 391 connected to the internal Bus 390 to an RF
reception/transmission unit 392 outside of the SAM chip 308
and transfer data with the IF card 303 by a noncontact system
through an antenna 392a of the RF reception/transmission
unit 392.

The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

case of downloading program modules from the personal

éomputers- 316_1 to 316 5 through the SAM chip 308 to the

external memory 307 was illusﬁrated, but the present

invention can similarly be applied using the function of
the a.bc.:var explained download task 365a even when downloading
program -modules from the personal computers 316_1 to 316 5
t§ a si?orage unit 364 in the SAM chip 308.

Further, in the above explained embodiment, the case

of providing the authentication units 317 1 to 317 5 for
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area is verified by the SAM chip 408. Further, the transfer and viewing of
data among the application programs AP 1, AP 2, and AP -3 are

restricted by the firewalls FW. 20 When downloading the application
programs AP 1, AP 2, and AP-3 to the SAM chip 408, the authentication
units 4171, 4172, and 417_3, as exglaiped later, perform mutual
authentication with the SAM chip 408, produce the download signature

erification key infqrmation, etc. 25 Next, the SAM unit 409 shown in FIG.

%‘ Wi Inélze? Tﬁ)é: - ég%g]aﬁ]%dkiﬁ%e?aeff%ﬁaﬁﬂ@%‘bf?ﬁo?%%é:% a16_6

view for explaining the storage areas of the external memary 407. 5 As
53 %o‘\a/vrf'r f:"ﬁSFIé'%%, fﬁ%agigﬁ{agegélrtéag B &R el THEmoRP a0 hckitiert so

an AP, storgge area 4201 fqr storing the application program AP _i of the
Plf))ussslrzfé):'ﬁs% 1%")&&2 or%ib% aa?gg'ﬁﬁﬁi‘ggrtslﬁﬂnﬁ%ﬁeg Sppitchatbnte 317_5
.progﬁamAQiZ (the | séllrrlsfsaéi 52, an AP storg egrea 4203 for

Lofing the 10 application program 8B-3 F Betosnddies i hgntirapion

mapag stor rea 421 .used by the manager of the SAM chi
G STL Lo R frcyin RIS 2 LFEHRT TARF SOFLR Rles 80T For=
3&%?_&”%39 gflasf)_lgfality of program modules. ~

Fifth Embodiment

The present embodiment ig an embodiment corresponding
to the 17th and 18th aspects of the invention.

FIG. 64 is a view of the overall configuration of the
communication system 401 of the present embodiment.

As shown in FIG. 64, the communication system 401 uses
the server 402, IC card 403, card reader/writer 404, personal
computer 405, ASP (application service provider) server 406,
SAM (secure application module) unit 409, personal computers
416_1, 416_2, and 416_3, and authentication units 417 1,
417 2, and 417 3 to communicate through tﬁe Internet 410
and perform settlement processing or other processing for
a procedure using the IC card 403.

The SAM unit 409 has an external memory 407 and SAM
chip 408.

The SAM chip 408 has a software configuration shown
in FIG. 65. As shown in FIG. 65, the SAM chi§f408 hasgs, from
a bottom layer toward a top layer, an HW (hérd’ware} layerx,

05 layer, lower handler layer, higher handler layer, and
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15 Access to the AP storage area 4201 is restricted by the firewall FW 1.
The application program AP-2 stored in the AP storage area 4202 is
comprised of a plurality of program modules. Access to the AP storage
area 4202 is restricted by the 20 firewall FW 2. The application program
AP-3 stored in the AP storage area 43@_3 is comprised of a plurality of
program modules., Access to the AP storage area 420_3 is restricted by
;}Be firewall FW 3. 25 In the present embodiment, the above program
mModd=*139 is the minimum unit downloaded for example from the
outsidengthf %AM g\nit 4Q9 to the external memory 407. The number of

the progfiin Momifed AP e V&8I tRTOT BRI rAmEEhY BE frekeE -
determined by% e corres ondin,qlb siness. 5 Further, the application
b U P oS Sh gl Rdam R P IR LB s 221,
E}Logrzzrsnssea 4%1342152.;% 4153 usin(g the£ersonal computers 4161,
& k?l', and a163-3n6Wn I ERS. B4 858 G §5wARAET thridlgh e SanFard

Ip, 408 to the external memory 407. 10 Access to the AP managemen
A R A R s e R e e SRR Hod 152

,agydthglfge\gagtﬁw 4, ‘I\IIIOtE]IFQ/?/t tEﬁ firewalls FW 1, FW 2, FW 3, and FW 4
to Vs :

correspot the Nrewalls own in FIG. 65.

In the AP layer, the application programs AP 1, AP 2,
and AP 3 and the higher handler layer are provided between
them with firewalls FW.

The SAM chip 408 is connected through a bus 419 using
a SCSI port, the Ethernet, etc. to the ASP server 406. The
ASP server 406 is connected through the Internet 410 to a
plurality of terminal apparatuses including a personal
computer 405 of.thé end user and personal computers 416 1,
416 2, and 416_3 of the businesses 415 1, 415 2, and 415 3.

The personal_computer 405, for example, is connected
through a serial port or USB port to a Dﬁmb type card

reader/writer 404. The card reader/writer 404 realizes for

. example wireless communication corresponding to the physical

level with the IC card 403.

Operational commands to the IC card 403 and response

 packets from the IC card 403 are generated and analyzed at

the SAM unit 409 side. Therefore, the card reader/writer
404, personal computer 405, and ASP server 406 interposed

between them only act to store the commands or response
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15 The AP management storage area 421 stores the module
management data 421 shown in FIG. 66. Here, the AP management data
421 is used by the SAM chip 408 for managing execution of the
application programs AP 1, AP 2, and AP 3. 20 In the present
embodiment, the application programs, P_1, AP 2, and AP_3 and AP
management data 421 stored in the external memory 407 are, as
explained later, scrambled by the bus scramble unit 461 in the SAM

EHIADE LSt hER sERE RePRE tiRsFreafdnforthe s A nitpsies, They
they are 25 descrambled using the scramble key K. 140 - SAM Chip 408
3RS, 37 Ys ARSI bibcRRFEFRIFGMhe S Al Shi bars ot e
64. As shown in FIG. 67, the SAM chip 408 has an ASPS 5
2Rk a6 ferrdBeuRERBS, B&ggerhn?as{mﬁ%f difin&fife IC card

processing unit 462, authentication processing unit 463,
4é)ﬁicryption/decryption unit 464, storage unit 465, and CPU 466. The SAM

chip 408.is a tamper-resistant module. 10 Here, the CPU 466 corresponds

to the dats (rEEERHTT TR cticst theHrasént iRt -dMRaH g sonal

scrample unjt 461 correspqonds to_the data input/output circuit of the L
SHBRE e ASn FUPor Ahe SR Hip 1 8 BB kS (AP 1 1 eation

programs AP_1, AP 2, and AP _3 and download the produced
application programs through the authentication units 417 1,
417 2, and 417 3 through the SAM chip 408 to preassigned
storage areas in the external memory 407.

At this time, since the businesses 415_1, 415 2, and
415 3 have no relation with each other, the storage areas
in the external memory 407 where the application programs
AP 1, AP 2, and AP 3 can be downloaded are decided in advance
énd whether one has the right to download to such a storage
area is verified'by-the SAM chip 408.

Further, the transfer and viewing of data among the
application programs AP 1, AP_2, and AB_Blare réstricted
by the firewalls FW.

When downloading the application programs AP 1, gpmg,
and AP_3 to the SAM chip 408, the authentication units 417 1,

417 2, and 417 3, as explained later, perform mutual

authentication with the SAM chip 408, produce the download

signature verification key information, etc.

Next, the SAM unit 409 shown in FIG. 64 will be
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15 semiconductor circuit of the present invention, while the external
memory 407 corresponds to the semiconductor storage circuit of the
present invention. The ASPS communication interface unit 460 is an
interface used for input and output of data with the ASP 20 server 406
shown in FIG. 64. The bus scramble upit 461 scrambles data to be written
in the external memory 407 and descrambles data read from the external

Jne £r¥14917.iTh%§ is}f, thﬁl external memory 407 stores data in a 25
Scrambled state. 121 The processing of the bus scramble unit 461 will be

e
explaingg{'%ggﬂ Iglter. The ii qature processing unit 462, as explained
later, pfed{ifee%ﬁs@emaﬁg—veriﬁes a signature when 5 downloading
an appl'!gggon ogram through }Ihe Internet 410 and when executing an
application pro(géragns Tﬁevaluef%en [Cation %‘cleré%fh% a5 8L BERafERS

I ter erforms mutual authentication with the other party when
Ofowrlﬁgaﬁﬁrg%ﬂngp&!plfggﬁgﬁ ﬁrogégm through the Internet 10 410 to the

g R T T .
m tgxr;,}e%‘?:??a{%j:‘lr&g% pargcg.%SnggJ];g%eecgr%g6§20___1 for storing the ‘
application program AP_1 of the business 415 1, an AP storagé
area 420 2 for storing the application program AP 2 of the
business 415 2, an AP storage area 420 3 for storing the
application program AP_3 of the business 415 3, and an AP
management storage area 421 used by the manager of the SAM
chip 408.

The application program AP 1 stored in the AP storage
area 420 1 is comprised of a plurality of program modules.
Access to the AP storage area 420 1 is restricted by the
firewall FW_1.

The application program AP 2 stored in the AP storage

area 420_2 is comprised of a plurality of program modules.

Access to the AP storage area 420 2 is restricted by the

firewall FW 2.

The application program AP_3 stored in the AP storage
area 420_3 is comprised of a plurality of program modules..
Access to the AP storage area 420 3 is restricted by the
firewall FW_S;

In the present embodiment, the above program module
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15 The CPU 466 executes the application programs AP 1, AP_2, and
AP-3 while accessing the external memory 407 through the bus scramble
unit 461 and performs various processing corresponding to the services
of the SAM chip 408. 20 Next, the processing of the bus scramble unit
461 will be explained in detail. Nate fhat, in the present embodiment, the
case of use of the bus scramble unit 461 when accessing .the external
.memory 407.is iIIustraiu?:d, but the b‘%s scramble unit 461 25 can also be

Fpplied ﬁ’tﬂé%%e‘& NG BRSO h SRR Ha s hith tﬁg%lﬁéﬁ&éide’
H RSB P A o S PG ARG hrader e mbes
e O R L .2 ST AL SR HGERIREIRE P faap o=n
thr kqgetlgg b#gtél%{%géh ex e‘-ér%al memé)%)4g£ using_the.scramble
ey K and outputs it to the CPU 4b6. (AddreéSF8paddi a0 ve-8RdiTiption

ok RO LI e, BT e I DA BT ~Rale Lo a3
461 is made Nc, While™ t ata bus width orthe bus Is'm NBPThPP—
L e R T
and 415 3 using the personal computers 416_1, 416_2, and
416_3 shown in FIG. 64 and are downloaded through the SAM
chip 408 to the external memory 407.

Access to the AP management storage area 421a is
allowed only by the manager of the SAM chip 408 by the firewall
FW_4.

ﬁote that the firewalls FW_ 1, FW 2, FW_3, and FW 4
correspond to the firewalls FW shown in FIG. 65.

The AP management storage area 421 stores the module
management data 421 shown in FIG. 66.

Here, the AP management data 421 is used by the SAH
chip 408 for managing execution of the application.programs
AP 1, AP 2, and AP 3.

In the present embodiment, the application programs
AP 1, AP 2, and AP 3 and AP management data 421 stored in

the external memory 407 are, as explained later, scrambled

by the bus scramble unit 461 in the SAM chip 408 using the

scramble key K. When read into the SAM chip 408, they are

descrambled using the scramble key K.



10

15

20

25

15 Note that the address space of the CPU 466 (address space in SAM
chip 408) and the address space used when the bus scramble unit 461
accesses the external memory 407 (hereinafter also referred to as the
"external memory address space") differ due to the addition of parity and
scrambling 20 of the address. Therefgre, the bus scramble unit 461, as
shown in FIG. 68, converts an address CPU ADR input from the CPU 466

(first address of the present invention) to an address HEM ADR of the
externmwéss space (second address of the 25 present

invention) using a predefined map f (address 143 conversion algorithm).
The buf %rarﬁ%lellfnihg'ftf%té%‘?ﬁé‘ Rfras&MERMEPR Bhddes i chip
external memory 407. This map f, for example, as shown in FIG. 69, is

*8&ind2e8Ry Whdifhe &ftiress al, which is an address CPU ADR, is 5 "al
mod Nc/ Nb=0". For the other address a2, the external memory 407 is

accessBd by (32 fofNc b)) HRerE AR nitiy i e PafiamtiePSPS
Cafter di\giging _xotz)ly Y That is, the bus sc_:ramble unit 461 reads and writes

P GEATRT e BT ARsTRo o7 if UhisBt thS sRaRBish Brddk 461
Slgngtahtlt\llc]::.eHereé&vgggilﬁlc/Ngr:lg anéi the smallest whole _n.umber of nor

horeie Mot ST AR S AT 46 perBihil PG g R a BERSRR S 1
JhE &gl MmO A0 UGN N, o unit 464, storage unit 465,
and CPU 466.

The SAM chip 408 is a tamper-resistant module.

Here, the CPU 466 corresponds to the data processing
circuit of the present invention, while the bus scramble
unit 461 corresponds to the data input/output circuit of
the present invention.

Further, the SAM chip 408 corresponds to the
semiconductor circuit of the present invention, while the
external memory 407 corresponds to the semiconductor storage
circuit of the present invention.

The ASPS communication interface unit 460 is an
interface used for input and output of data with the ASP
server 406 shown in FIG. 64,

The bus scramble unit 461 scrambles data to be written
in the external memory 407 and descrambles data read from
the external meﬁory 407.

That is, the external memory 407 stores data in a

scrambled state.
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15 bus 419 (data input/output transactions of the present invention) in

units of m number of transactions. [Configuration of Bus Scramble Unit

461] FIG. 70 is a functional block diagram of the bus scramble unit 461.

20 As shown in FIG. 70, the bus scramble unit 461 has an encryption unit

431, decryption unit 432, address_mapipgement unit 433, scramble key

management unit 434, parity processing unit 435, pipeline processing

control ynit 436, work memory 437, and control unit 438. 25 T )

encrypt*lg‘ﬁ2 uRT 45T ERERDLS gi\%%ﬁp%’tu f?or%cfﬁé‘%&igﬁ &?’bt%xg Gt be
oBre eiiet@i eidnsc g@atl)lelki% &The decryption unit 432 decrypts data

fdadrom the ex ernaf“memory 207 using the predetermined scramble

key K.,I,'-'}l'léhg ftddé_ SS managegneg}{ !llmigd zrll?&’\a%erts théaxa dgess d% Ut _
ADR inpUt front the CPD 258 16 e address ABR e F aoove ST -

Thasgamble ey MANAOEMent Ul 130, angaes e, praliyg oy K

Plsed at the ‘encryption unit 431 andaaecrypﬁon fo-dnica32 and suﬂably
witches jhe scramble K, The parity processing unit 4 SS’xd S parit

d wnC.Loa lnﬁ a% égaep&%.)éat%no% éaé:oéganr %%rcgl '7—%8 ndt rne)t{hédlo

ata to the data to written xternal memory 40 na veriries
Rarityala agded.o:daja 163d fom e pdamal pmery 407

The authentication processiné unit 463 as explained
later performs mutﬁal authentication with the other party
when downloading an application program through the Internet
410 to the external memory 407.

The encryption/decryption unit 464 encrypts data and
decrypts encrypted data.

The storage unit 465 for example stores the data
nedessary'for the processing of the CPU 466,

The CPU 466 executes the application programs AP 1,
AP 2, and AP_3 while accessing the external memory 407
through the bus scramble unit 461 and performs various
processing corresponding to the services of the SAM chip
408. |

Next, the processing of the bus scramble unit 461 will
be explained in detail. |

Note that, in the present embodiment, the case bf.use
of the bus scramble unit 461 when accessing the external
meﬁory 407-is illustrated, but the bus scramble unit 461

can also be applied in the case of inputting and outputting
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15 The pipeline processing control unit 436 divides the processing of the
bus scramble unit 461 into a plurality of stages and controls the system
so that the pipeline processing is performed in units of stages. The work
memory 437 is used for the processing of the 20 bus scramble unit 461.
The control unit 438 comprehensivejy,controls the processing of the bus
scramble unit 461. [Write Operation to External Memory 407] FIG. 71 is a
view for e pégi‘r;%n%the qperation of the 25 bus scramble unit 461 when
S

By oW IPERE SXWARRHAF. §AM iTt@ e A8 dhratgy an

Ié 7bFIG. 72 is a flow chart for explaining the operation shown in FIG. 71.
ep 8F46F% The cPU 466 outputs to the bus scramble unit 461 the

data DATA {Eo be writte ,ihat is, ';:dS " and the address CPU ADR, that

is, "a3" ARt §aE SETPREIRS Tt e fRFiE xR ffBwhr s rom

70 of the bus scramble unit 461. 10 Step, ST402: When Nc>Nb, the .
AT A ST BRSO r FIEE FRIB LSS BddkhenaFibes

igq_{;ﬂ%@ f g—(gS mqldé c{nN’l\a})ré,that iséthe map f (a3-1) and uses
armap Plasth® a8%5e adres: MEM RERIRS SRR MENSry
addresbsuspgﬁ,gr’ the bus scramble unit 461 decrypts the data -
read through the bus 419 from the external memory 407 using
the scramble key K and outputs it to the CPU 465.

[Addres s Space]

The encryption block length of the encryption

- algorithm used by the bus scramble unit 461 is made Nc, while

the data bus width of the bus 419 is made Nb. In the following
example, consider the case where Nc is a whole multiple of
Nb, that is, a whole number n (=Nc/Nb).

Note that the address space of the CPU 466 (address
space in SAM chip 408) and the address space used when the
bus scramble unit 461 accesses the external memory 407
(hereinafter also referred to as the "external memory adﬁress
space") differ due to the addition of parity and scrambling
of the address.

Tﬁerefore,_ _the bus scramble unit 461, as shown in FIG.
68, converts an address C?U"ADR input from the CPU 466- {first
address of the present invention) to an address MEM ADR of
the external memory address space (second address of .the

present invention) using a predefined map f (address
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15 Step ST403: The control unit 438 shown in FIG. 70 uses the address

MEM ADR f (a3-1) obtained at step ST402 to read from the external ‘

memory 407 the encrypted data block e ((X1, X2}) and writes this in the

work memory 437. 20 Step ST404: The decryption unit 432 shown in FIG.

70 decrypts the data block e ((X1, X]_Z‘})jre_ad from the work memory 437

to generate the data block (X1, X2}. Further, the parity processing unit

435 uses the parity data added to the data 25 block e {(X1, X2}) for parity
CORERES A thRhITRES Y - 18RI BIKIHIBAR dipiFindhe Woirs the

lemory 437. Step ST405: The control unit 438 rewrites the "X2"

%r’feessp%r%ﬁ%_%@ "RIFAEES 553 Rt S ARBIA Bermory 407.

correspQnding 5 to the address read from the work memory 437 and

already 83684 e hE AT IRA®d® SRR ARERS df2 bidedgined

d§£ and writes this jn the work memary 437. Step ST406: The parity )
BIteRhRg Ui RS Atet Hhe PG 16 ot oA R AR, 35

“d?{Z). Sctle@}S 407:_'5r|1,e. encr péi}?n unit 431 encrypts the data block (X1,
T3 RAd M The Work FM2or 239 iy AdEsSfbike e external

memory 407 is accessed by f (a2-{a2 mod Nc/ Hb)).

Here, "x mod y" is the remainder after dividing x by

That is, the bus scramble unit 461 reads and writes
data with the external memory 407 in units of the encryption
block length Nc.

Here, when Nc¢/Nb=n and the smallest whole number of
n or more is m, the bus scramble unit 461 performs
transactions accessing the external memory 407 through the
bus 419 (data input/output transactions of the present
invention) in units of m number of transactions.

[Configurétion of Bus Scramble Unit 461]

FIG. 70 is a functional block diagram of the bus
scramble unit 461.

As shown in FIG. 70, the bus scramble unit 461 has
an encryption unit 431, decryption unit 432, address
management unit 433, scramble key management unit 434, parity
processing unit 435, pipeline processing control unit 436,
work memory 437, and control unit 438.

- The encryption unit 431 encrypts data ihput from the
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15 Step ST408: The control unit 438 writes the data block (X1, d32) at the
address MEM ADR f (a3-1) of the external memory 407 and writes parity
data generated at step ST406 in a predetermined area of the external
memory 407. 20 Note that the control unit 438 judges if the address next
input from the CPU 466 is "a3-1" Qeflc:)rg1 encrypting the data block at step
ST407. If "a3-1", it rewrites the data NGcK XI by the write data, then
encrypts it~and writes it in the external memory 407. 25 Due to this, it is
Chokshhé i@ fddtteth FRdtieoringd sepsiblive sase & writing to
successive addresses. Further, even when writing data of a data length
Nb in thEexBaRarR BRIy DT 3D ierure 1Ssdict exammit, fpads the
data by the data of (Nc-Nb) to obtain data of the data 5 length Nc, then
e&iGTpR Yt BRPRFeiPih theigerhbe mardsteonitied isorsukbe key
area of a data length No in the external memory 407 is assigned even to
Kdata of a data length Nb. 10 [Read From External Memory 407] FIG. 73 is
a view for explaining a read operation from the external memory 407 to

the bud 8& af iz Gt ABINFIGNTR s Wrtfoly Rt oneRainirgha dsdie s s

operation.
CPU_ADR input from the CPU 466 to the address MEM ADR

explained above.

The scramble key management unit 434 manages the

-scramble key K used at the encryption unit 431 and decryption

unit 432 and suitably switches the scramble key K.

The parity processing unit 435 adds parity data to
the data to be written in the external memory 407 and verifies
the parity data added to data read from the external memory
407,

The pipeline processing control unit 436 divides the
prbcessing of the bus scramble unit 461 into a plurality
;S-f stages and controls the system so that the pipeline
processing is performed in units of stages.

The work memory 437 is used for the processing of the

"bus scramble unit 461.

The control unit 438 compreﬁensively controls the
processing of the bus scramble unit 461.

fWrite Operation t;,o External Memory 407]

FIG. 71 is a view for explaining the operation of thé

bus écramble unit 461 when the CPU 466 shown in FIG. 67 writes
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15 Step ST411: The CPU 466 outputs to the bus scramble unit 461 the
address CPU ADR "a3" to be read from. Step ST412: When Nc>Nb, the
address management unit 433 shown in 20 FIG. 70 uses the address
"a3" to find the map f (a3-(a3 mod Nc/ Nb)), that is, the map f (a3-1), and
uses that map f (a3-1) as the address MEM ADR of the external memory
address space. Step ST413: 25 The &PU 466 shown in FIG. 67 uses the
address MEM ADR - 148 f (a3-1) obtained at step ST402 to read the
devferypied therambiesnaadtatsivelcs (@B, d32)) from the external
memory 407 and writes this in the work memory 437. Step ST414: 5 The
decryptfoFfunit 432 shawhliow Ichaotddeypethd adatabipdide ({dfération
d32}) read from the work memory 437 to generate {d31, d32}. Further,
sthevpariiyrproEEssifd unit 435 uses the parity data added to the data
block e ({d31, d32}) for parity processing, then writes the data block {d3l,
10 d32F&gan $F HElwork memory 437. Step ST415: The control unit 438
fetches the data "d32" corresponding to the CPU ADR "a3" in the data
block {§31e §3% A&l frorRNE ok ntdrhoR43 Eandmirdadydatrypesd the

data DATA to be written, that is, "d32", and the address
CPU ADR, that is, "a3".

That data "d32" is written in the work memory 437 shown
in FIG. 70 of the bus scramble unit 461. .

Step ST402:

When Nc>Nb, the address management unit 433 shown in
FIG. 70 uses the address "a3" to find the map £ (a3- (a3 mod
Nc/ Nb) ), that .:i.s, the map £ (a3-1) and uses that map f (a3-1)
as the address MEM ADR of the external memory address space.

Step ST403:

The control unit 43§ shown in FIG. 70 uses the address
MEM ADR £ (53~1) obtained at step ST402 to read from the

external memory 407 the encrypted data bleock e ({X1, X2})

and writes this in the work memory 437.

Step ST404:
The decryption unit 432 shown in FIG. 70 decrypts the
data block e ({Xl, X2}) read from the work memory 437 to

generate the data block (X1, X2}. Furthexr, the parity

‘processing unit 435 uses the parity data added to the data

klock e ({Xl, X2}) for parity procesgsing, then writes thé
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15 and outputs the same to the CPU 466. That is, it fetches the "(a3 mod
Nc/ Nb) +1" th data .in the data block and outputs it to the CPU 466.
-(Management of Scramble Key] The scramble key management unit 434
shown in FIG. 20 70 manages a scramble key used in the encryption unit
431 and decryption unit 432 as follows. The scramble key management
unit 434 may use a different key ,for' every address in the external
memory 407. Therefore, it is necessary to hold a plurality of scramble 25

date Bhegkatle ofthb meti firtide o beloary 148 7The

scramble key management unit 434, as shown in FIG. 75, stores a
plurality*dfe®r@hBRkeys Kl, K2, and K3. It switches the key used

according to the address from the CPU 466 and outputs the same to the
encryptorfuriC2Srahdsrddcd Bion anx 4besSpeeifitEh) wearresponding
accessing the address "al", it uses the scramble key K1, when accessing
tReBRIREE TSP S " B3Es tHe Rpafblekey ROk affilwh¥R heeessingrhmding
address "a3", it uses the scramble key K3. 1.0 Further, as shown in FIG.

tay, the cofpaetontrdit Lxom HneveEmBreweyimiddyandnadmeady
434 performs processing using the key Ks forming the class and the

deRFeRt AT ERRHEEPY dabanroRputoterenptatidrrcutiadglock

the scramble keg K to the encryption unit 431 and
{X1, d32} and writes this in the work memory 437.

Step ST406:

The parity processing unit 435 generates the parity
data of the data block {X1, d32}.

Step ST407:

The encryption unit 431 encrypts the data block {X1,
d32} read from the work memory 437 using the scramble key
K.

Step ST408:

- The control unit 438 writes the data block {X1, 432}
at the address MEM ADR £ (a3-1l) of the exte;nal memofy 407
aﬁd writes pa;ity data generated at step ST406 in a
predetermined area of the external mémory 407.

Note that the control unit 438 judges if.the address
next input from the C?U 466 is "a3-1" before encrypting the
data block at step ST407. If "a3-1", it rewrites the data
block X1 by the write data, then encrypts it and writes it
in the external memory 407.

Pue to this, it is possible to reduce the number of
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15 decryption unit 432. That computation may include encryption or
decryption of a padding address number by Ks, finding the exclusive OR
(XOR), or other computation. Further, the bus scramble unit 461 may hold
the 20 scramble keys at a predetermined location of the bus and input the
scramble key corresponding to the a%gr}es_s issued by the CPU 466
through that bus. In this case, since the data bus for transmitting the
scramble key is the same as the bus of the bus scrambler, control by a
SHeRTbIy Boft8lIer 25 b ndslid & shR). TheI8eioreor AermRSee -
scramble 150 keys may be anywhere inside or outside of the SAM chip
408, bGtiT GhkTue 6MAB o Bhifirme R EarigorRhdadan Iekerh Nb
.chip, the key is encrypted by a transport key and decrypted at the time of
B ST B LASRBRY AT 481° AR bao Lorshbid I SEF IRdeP e,
the transport key _in the form of hardware or software. In the bus scramble
PERE482 ol &t evaR frorihgiNg iR schampRtrdprstatrrofadibes data
input from the CPU 466, if continually accessing a certain address, the
155t d0 FREDITMETERIDIhG e WHUFRS drfaRidfangtarnal
by spending some time. Therefore, the scramble key is not a constant -
m&ﬁ@ﬁ?’is“rﬂ%de variable by a technique as shown below for example. The

scramblik%y management unit 434, for example, .
That 1is, storage area of a data length NHc in the

external memory 407 is assigned even to data of a data length

Nb.

[Read From External Memory 407]

FIG. 73 is a view for explaining a read operation from

the external memory 407 to the bus scramble unit 461.

FIG. 74 is a flow chart for explaining that read
opération. |

Step ST411:

The CPU 466 outputs to the bus scramble unit 461 the
a&dress CPU_ADR fa3" to be read from.

Step S5T412: |

When Nc>Nb, the address management unit 433 shown in
FIG. 70‘gses the address "a3" to find the map £ (a3-(a3 mod
Ne/ Nb)), that is, the map £ (a3-1), and uses that map f
{a3-1) as the address MEM ADR of the extexnal.memoxy’aadress
space.

Step ST413:

The CPU 466 shown in FIG. 67 uses the address MEM ADR
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15 causes the generation of a random number when powering up the
SAM chip 408 or the like so as to generate a scramble key. The scramble
key basically need only be known by the bus scrambler, so the problems
of delivery of the key, synchronization, etc. do not arise. 20 Further, the
scramble key management unit 434 syvitches the scramble key used for
every access to the external memory 407. In this case, it is necessary
that the key for encrypting data already in the external memory 407 and
Lintetintent§ PR REY rdt o8 TRE sBf) 25 ettt fbPetafipRP fiRd
scramhle kfeﬁ is updated - 151 - as shown in FIG. 77 and FIG. 78. [1] : The

(&Rt 3 hitS e Fard A3t roft Hd CREPRsEEniRFHEBIRT

scramble unit 461 inputs the address "al" from the CPU 466. 5 I%!i The
i

_mﬁﬁ?ﬁraﬁ'%fe BRI 4T e eEs s et dTBSs WPEN) BrBRFEXE

memorg 407. :%%qu_ data "e ((dl, d2))" is read from the address "f (al)" of
the ext8FiER 3ry 407 to the decryption unit 432. 10 (4]: The

decryption unit 432 decrypts the data "e ((dl, d2})" to gengrate the data
“(dl, d2F AR RE AR s‘é’r‘&rﬁbfi§ eflr’navﬁrégje%grﬁ%hit PrfeghgnE fdhe

aSamBle ke K1y whls (g dspyplion bnit 452 Rerorms deeriplon Upg
generate {d31, d32}. Further, the parity processing unit

435 uses the parity data added to the data block e ({d31,
d32}) for parity processing, then writes the data block {d31,
d32} again in the work memory 437.

Step ST415:

The control unit 438 fetches the data "d32"
corresponding to the CPU ADR "a3" in the data block {d31,
d32} read from the work memory 437 and already decrypted
and outputs the same to the CPU 466.

That is, it fetches the " (a3 mod Nc/ Nb) +1" th data
in the data block and outputs it to the CPU 466.

[Management of Scramble Key]

The scramwble key management unit 434 shown in FIG.
70 manages a scramble key used in the eﬁcryption unit 431
and decryption unit 432 as fol%ows.

The scramble key management unit 434 may use a
different key for every address in the external memory 407,
Therefore, it is necessary to hold a plurality of scramble

keys. One example of the method for this is shown below.
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15 Further, rewriting is performed by the data "d3", and the data "(d3, d2)"
is generated. [5]: The bus scramble unit 461 changes the scramble key
from K1 to K2. The scramble keys Kl and K2 are values of timers, values
stored at the addresses, or values 20 generated by random
numbergeneration or other technigueg g [6]: The encryption unit 431
encrypts the rewritten data "(d3, d2}" using the changed, scramble K2 to
generate the data ''e ((d3, d2))". [7] The data "e ((d3, d2})" is written at the
addres5"Z5 > FEA o thé BXBMARFRIRS, A7t 152 [Pafiy PRitRskhg 16 -
7%1‘ Paritg Processing Unjt 435] When writing data into the external

enfory 207, thd PaFity frote8Sing Thirteu SR Th Kivalide tRPfalks - It
data of the data before encryption and writes that parity data 5 in the
SERERRS TR AR5 AR LB e AR S IBHETS thECTEhe CPU
ysical tfrouble occurs in the external memory 407, data is

aome sQrt of ph ]
! a?nﬁérgd%tﬁ?%&% Hig iSaBR (e dftfie FREFEREAGBUL hErd iR

qSecure texecution of % é)éogram becomes possible. 10 Further, due to the
SGEHET b e Parlty 43, even if the length of the plain text and the

length %f the.etn.c(r:yapltid text are the same, the address space of the CPU :
466 andtadaress 3pade o ihe SESRAPHAM SR8 HRFRSvePdomptdielF e s

ek LR 12 PREGH R TONBEMRIZ MNSN NRR 2 R 2AIESS 10w, s
uses the scramble key K2, and when accessing the address
"a3d", it uses the scramble key K3.

Further, as shown in FIG. 76, the computation circuit
434a in the scramble key management unit 434 performs
processing using the key Ks forming the class and the address
input from.the CPU 466 and outputs the computation result
as the scramble key K to the encryption unit 431 and
decryption unit 432.

That computation may include encryption or decryption
of g'padding address number by Ks, finding the exclusive
OR (XQR), or other computation.

Further, the bus scramble unit 461 may hold the
scramble keys at a predetermined location of the bus and
input the scramble key corresponding to the address issued

by the CPU 466 through that bus. In this case, since the

. data bus for transmitting the scramble key is the same as

. the bus of the bus scrambler, control by a memory controller

becomes necessary. The location for holding the scramble
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15 "al" the data "dI" , at the same time as writing the Nc portion at f (al), it
IS necessary to write the parity "pl" (size Np) of the data "dI" somewhere
in the external memory 407. The parity data is stored at any storage area
in the external memory 407 in for example the following case. 20 The
parity data is placed immediately next4g the data obtained by encrypting
the corresponding plain text. In this case, the bus scramble unit 461
reads the data "e (dl)" from . the.agddress "f @Q f the exi(lernal memory

. "
407, theh reads the parity data pr* fiomhe a‘-'d‘g?eéz’sf"ftiaﬁ AR R AD8

this case, the bys scr, le unit 461 does not have {gQ perform 153 any
b §E%L
special calcuia (l%?wsco hrg:r aﬁ%ﬁg Mnap” o?fhseuaﬁ?drg%sg EGh&- . ©of the

addition, the external memory 407 has secured in jt jn advance a storage
S?égé g)%lu@sgl\?elf Orthe %p?‘;t?iticﬁgta%srhgrb%’fﬂ %a%{t 'lfﬂ"' i@wWHEBRRTR R koY

eéclgisiveS%or ge area. In this case, the bus scramble unit 461 has to
S perform Ey&e%g%na a%%g ofi the pcé%tyaéﬁd'r‘égssl m%lr% fgt.lel'k%uﬁarﬁﬁ Tapple
Rliiswrtteq.in the address “fp.(al)” in th ternal, memory 407. When
“he pa\rafty procgslg?ﬁgs unit 4 dle(ﬁfegttsllatpgr‘ﬁg Bfedr‘r%r;?f%aﬁg?ﬁ‘es port key
3 RIS IR0 e CRULARA.SLC- La.pisgal it processing of the data or
program. Note that the content of the parity processing is not particularly

limited ¢ [Pipgling Proggssing Py Bipelingdirogessing.conrol Unig43el | .

P

the écramble ké.y for each address input from the CPU 466,
if continually accessing a certain address, the possibility
rises of the scrambling of f:he address area being analyzed
by spending some time. ‘Therefore, the scramble key is not
a constant one. It is made variable by a technique as shown
below for example.

The scraﬁble key management unit 434, for example,
causes the generation of a random number when powering up
the SAM chip 408 or the like so as to generate a scramble
key. The scramble key basically ﬁeed only be known by the
bus scrambler, so the problems of delivery of the key,
synchronization, etc. do not arise.

Further, the scramble key management unit 434 switches
the scramble key used for every access to the external memory
407. In this case, it is necessary that the key for encrypting
data already in the external memory 407 and the currently
heid key not be thé same.

Therefore, for example, the scramble key is updated
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15 In the present embodiment, for example, under the control of the
pipeline processing control unit 436, for example, processing of the bus
scramble unit 461 is divided into a plurality of stages and a pipeline is
formed using the stages as units so as to enable the access time to the
20 external memory 407 as seen f_ror11 t;;e”CPU 466 to be shortened. That
IS, when not forming a pipeline, at Ieasf% he time required for processing
one encryption block is required for one access of the memory from the
aeperRsBtoitRe EXEerndi? nititfory U7, 28 For example, if forming a
pipeline for the processing 154 performed by bus scramble unit 461 in
accorddrde’ withex FEGF YRt RRonTHF Bifd brinealardde dakautd By from
the CPU 466, for example, when the CPU 466 requests data of a higher

- EhrEEY céftfu oA Rort iR RUGreRS AR D regvhn d8desimeitt st tee

bus scramble unit 461 reads in advance the data of the address "f (al+Nc/
adgredir i addeer g SR féSible to eliminate the overhead of
the encryption_and decryption processing. For example, if considering the
case wﬁépﬂe’wﬁ'é‘ﬁ 1R 9 0SFE T the Mo Bl RSSREBRSeke address
encryption of each data is performed in three rounds such as with triple ~
"BE&E Y thefke T %I SEKEE FRGU SEABP 5¥e $8Und of encryption, and

Nc/Nb=|, the CPU 466 issues instructions designating the addresses "al”,
"al+", a[r%]"ali'?efoﬁl?é:é'dlﬁﬁ dbigt, 421" is read from the address

"£f (al)" of the external memory 407 to the decryption unit

. 432,

f{4]: The decryption unit 432 decrypts the data "e ({d1,
d2})" to generate the data " (dl, dz}".

At this time, the scramble key management unit 434
selects the scramble key K1 ,- while the decryption unit 432
performs decrypt'ion using the scramble key K1.

Further, rewriting is performed by the data "d3", and
the data "{(d3, d2}" is generated.

- {51: The bus scramble unit 461 changes the scramble
key from Ki to K2. The scramble keys K1 and K2 are valt.zes.
of timers, values stored at the addresses, or values |
generated by random number-generation or other techniques.

{6]: The encryption unit 431 encrypts the rewritten
data "{d3, d2}" using the changed scramble K2 to generate
the data "e ({d3, d2})".

{7] The data "e ({d3, d2})" is written at the address

"f (al)" of the external memory 407.
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15 consecutively from the external memory 407. At this time, three rounds

of decryption become necessary, and three clocks are required for

decrypting each data. If pipeline processing is not performed, as shown in

20 FIG. 79A, three clocks after the CPU 466 issues the first read

instruction, the data "e3 (dl)" read fr rgzthe_ external memory 407 using

the address "al" is decrypted three timies to obtain the data "dI" which is

then input to the CPU 466. Next, after another three clocks, the data "e3

(d2)" rdRPZ3 FonFreedsSHageh Iy YO rishirtesmtidras Imi-t" %351

155 decrypted three times to obtain the data "d2" which is then input to

the CPUP£66 WidE 18 dfethdrtrectéiecie irrninla meBqys)"483d the

from the external memory 407 using the address "al+2" is decrypted three
PaFmbEYORIRSIATAS MEtH S fdFakfikhad afed hpgiviane Gig #66; iMttdata

is, all of the data "dI", "d2", and "d3" is input to the CPU 466 nine clocks
offiéhpeders 4ophissifeShHeFyRtican iAsuctiohtas ddpatedtaa iy, idata

the present embodiment, the 10 pipeline processing control unit 436
igofRtsRERER A tBABoEe 48 Bt dddbtidihaniensr yns pthefnsa -

processing in three stages as shown in FIG. 79B using each round as a :

stage. PR fortridishy t1E 6 eF PRACS hlef titesthfael trouble occurs

in the external memory 407, data is tampered with, etc.,
this is detected at the time of readout, whereby more secure
execution of a program becomes possible.

Further, due to the addition of the parity data, even
if the length of the plain text and the length of the encrypted
text are the same ,. the address space of the CPU 466 and address
space of the external memory 407 will never completely match.
This is because, for example, when writing at the address
"al" the data "dl", at the same time as writing the Nc¢ portitﬁn
at £ (al), it .is necessary to write the parity "p.l" (size
Np) of the data "dl" somewhere in the external memory 407.

The parity data is stored at any storage area in the éxternal‘

~memory 407 in for example the following case.

The parity data is placed immediately next to the data
obtained by encrypting the corresponding plain text. In this
case, the bus scramble unit 461 reads the data "e (d1)" from

the address "f (al)" of the external memory 407, then reads

“the parity data "pl" from the address "f£ (al) +Nc/Nb". In

- this case, the bus scramble unit 461 doeés not have to perform
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15 clocks from which the CPU 466 first issues a read instruction for the
data corresponding to the address "al" to be input to the CPU 466,
subsequently data corresponding to the addresses "al+I" and "al+2" are -
input successively to the CPU 466 every clock. 20 Due to this, all of the -
data "dI", "d2", and "d3" is input to tq%gpy 466 five clocks after the CPU
466 first issues a read instruction. Note that, when the CPU 466 requests
data of the address "a2" far from the address "al" after "al", the data on
2§ SRESH AN ML TRLA R P TR R R e S phe plsiFess
"a2+1"... is packed in the pipeline. [Address Scramble by Address
Managtéﬁféﬁ?%ft Vi) a\ﬂfﬁémﬁé‘SAH‘Shiﬁ’ﬁ’@%’ﬁ%ﬁéaf%%‘f}}’&é@e%ggs has
specific, consecutjve address areas in the external memory 407, it 5
SBEE0IEs ostibid b BrEMARTS Lfeston 2qfeiifg frc g Lvslouthrothe
array. If f @n array or other data, it becomes. easy for an attacker to obtain
PRERSHCAP(Fitic P%Pﬁﬁlgﬁeﬁﬁfﬁ@ SRb) deiaBy-fokeRidg thbatsrcdiive
o4.9,2void this, in thgffre ent embodiment, the address 10 bus between
HRFEBE A8 aid SAMRRR 40338 paslisy PRSUGTIABBLE stPitoldYhithas
t§6lea]r:19(§rrl%adgress maann%ment#nit 433 is made to scramble the .
RdHresSES As el B0 5e TmaRkE S SRt o BrsvehY a2cslesss map fp.

gnsecutiye areas in the .external memory 407. This serambling
Tﬁ % v " 1 "
Cgﬁggﬁ:ozhdg tgf%él pa 1is written in the agdress fp {al)

in the external memoxy 407.

When the parity processing unit 435 detects a parity
error, it halts the processing of the CPU 466 etc. to prevent
illicit processing of the data or program. Note that the
content of the parity processing is not particularly limited.

[Pipeline Processing by Pipeline Processing Control
Unit 436]

In the present embodiment, for example, under the
control of the pipeline processing control unit 436, for
example, processing of the bus scramble unit 461 is divided
into a plurality of stages and a pipeline is formed using
the stages as units so as to enable the access time to the
exterpa‘l memory 407 as seen frbm £he CPU 466 to be shortened.

That. is, when not forming a pipeline, at least the
time required for processing one encryption block is required
for‘.on_e access of the memory from the CPUI 466 to the external
memory 407.

For example, if forming a pipeline for the processing
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15 above-mentioned map f. If not scrambling the addresses, the map f
becomes a map of only the areas secured for the parity data. For
example "Va E [CPU address space], f (a) = (1+p) all. Here, p is the
alignment size of the parity data. Next, the overall operation of the
communication 20 system 401 shov{s{ Jjn FIG. 64 will be explained. FIG.
80 is a view for explaining the overall operation of the communication
system 401 shown in FIG. 64. Step ST431: The businesses 4151 to 4153 ]

POF LTSI RIR Bk eBidhnd&ded pramrerfianpplivatdn a read

. programs AP 1, - 157 AP-2, and AP-3 for the processing for transactions

I HEHTdd BY RE HiRiRseEs fERgarereeard 233 fdresanthidpn the CPU

ersonal computers 4161, 4162, and 4163 shown in FIG. 64. 5 Further,

%?e' R gEr SRS AR eRig- o8 GRHefGE st aRunaksgdmbnt efita dpigher

scrambles it, and stores it in the external memory 407. Step ST432: The

adgpReicRBtERre ARy TA8™, thia AdPrear TeHooRdew TRBUghdes

the authentication units 4171, 4172, and 4173 from the personal
= EGmputdrRfo PURLE ST AR LA 620 16 AE S Anadh dDsadvansTatieTHata

gse{‘is issued the IC card 403 o
of the address "f (al+Nc/ Nb)" after the address "f (al) ",

it is possible to eliminate the overhead of the encryption
and decryption processing.
For example, if considering the case where when the

time for the memory access is ignored, encryption of each

data is performed in three rounds such as with triple DES

or the like, 1 clock is required for one round of encryption,
and Nc/Nb=1, the CPU 466 issues instrﬁctions designating
the addresses "al", "al+l", and "al+2" for #eading data
consecutively from the external memory 407.

At this time, three rounds of decryption become
necessary, and thﬁee clécks are required for decrypting each
data.

If pipeline processing is not performed, as shown in

- FIG. 79A, three clocks after the CPU 466 issues the first

read instruction, ﬁhe data "e3 (dl}" read from the external
memory 407 using the address "al" is decrypted three times
to obtain the daté vdin which is then input to the CPU 466.
Next, after another three clocks, the data "e3d {(d2}" read

from the external memory 407 using the address "al+l" is
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15 The IC of the IC card 403 stores the key information used for
transactions by the user with the business contracted with. Note that, the
contract between the user and a business may also be concluded after
issuance of the IC card 403 20 through the Internet 410 etc. Step ST434:
For example, when the user uses the_personal computer 405 to access
the server 402 through the Internet 0 to try to purchase a product, the
server 402 issues a processing 25 request through the Internet 410 to the
deeyBERR  HbBee1 5ameMctrRPASp R ekhe AbtredtdAs abisdeskmgthen
request from the server 402, it accesses the personal computer 405

inpibhghanEhRtdrRE: 468 FilEEr,; atfrbeesamptdiresihg sk Psthethe
IC card 403 issued from the card reader/writer 5 404 is transmitted

dafughind dlsorzFrEmbrtst 452 midirerado meossP 4R veruiggrothe
the SAM chip 408. Step ST435: The SAM chip 408 selections an
a%fméaﬁidﬁé:bﬁihrﬁsnﬁ%&a@&% Wi BR Soressikg rebledtetbicedata

., atstep 10 ST434 and executes that selected application program. In the
FhecHidithr tht PR alioR prodramtiife SRM 4Af-408 and external
memory 407 communicate based on the rocessing of the

aboveM@ftidied Blhd Lfaibi Rta61diSiep ‘Sfdasand "d3" is input

to the CPU 466 nine clocks after the CPU 466 issues the first
read instruction.

As opposed to this, in the present embodimenﬁ, the
pipeline processing control unit 436 converts the decryption
processing of the decryption unit 432 into pipeline
processing in three stages as shown in FIG. 79B using each
round as a stage.

Due to this, on the other hand, while it takes three
clocks from which the CPU 466 first issues a read instruction
for the data corresponding to the address "al" to be input

to the CPU 466, subsequently data corresponding to the

- addresses "al+l" and "al+2" are input successively to the

CPU 466 évery clock.

Due to this, all of the data "dl", "d2", and "d3" is
input to the CPU 466 five clocks after the CPU 466 first
issues a read instruction.

Note that, when the CPU 466 requests ciata of thé addres‘s
"a2" far from the address "al" after "al", the data on the

pipeline is discarded and the data of the addresses "a2",
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15 The SAM chip 408 outputs the execution results of the application
program to the ASP server 406. FIG. 81 is a functional block diagram
showing more specifically the function blocks of the SAM chip 408 shown
in FIG. 67. 20 As shown in FIG. 81, the SAM chip 408 is connected
through an internal bus 490 to a card I/F unit 491, ASP communication
interface unit 460, bus scramble uni z?é’l,"encryption/decryption unit 465,
storage unit 463, and CPU 466. 25 Part of the functions of the signature
" prockSsing Ukt Bcked aha dititemticngdi processing unit 463 shown in
FIG. 67 are for example realized by the CPU 466. The SAM chip 408
shown iAfGesE Scarmhle duvsHuldras FlGlagagnapubnfect the 33H
I/F unit 491 connected to 5 the internal bus 490 to an RF
receptidhftfanshessiddiuak 102 HEsidepethecSiAM aied68amdiransidiic
data with the IC card 203 by a noncontact system through an antenna
CgugHfthy RPALERHSH/AaRSAIssbNtIN 40t dunalplainedabodl?, it
according to the communication 10 system 401, by giving the
bapavemdtivhal ithcienerethc busacrmmisie imit B1xiheahs SAM ehighis
. 408, the following effects are obtained. That is, according to the :
13 GhitrifeRichs SEM Bb2Y it Kpdesisie iy store tdraoxdapk. chiifidentales

data
easy for an attacker to obtain beneficial (critical for the

operating side) data by focusing the attack on it.

To avoid this, in the present embodiment, the address

‘bus between the CPU 466 and SAM chip 408 is passed through

the bus scramble unit 461 and the address management unit
433 is made to séramble the addresses as well so as to make
it possible to prevent access to consecutive areas in the
external memory 407. This scrambling corresponds to the

above-mentioned map £. If hot scrambling the addresses, the
map £ becomes a map of only the areas secured.for-the parity

data. For example "Va € [CPU address space], f(a) = (L+p)a".

Here, p is the alignment size of the parity data.

Next, the overall operation of the communication
system 401 shown in FIG. 64 will be explained.

F1G. 80 is a view for explaining the overall operation
of the communication system 401 shown in FIG. 64. |

Step ST431:

The businesses 415 1 to 415 3 or a party requested

by these businesses produce the application programs AP 1,
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15 relating to processing using the IC card 403 in an external memory
407 in a secure state. Further, according to the communication system
401, by forming the processing of the bus scramble unit 461 into a
pipeline, it is possible for the SAM chip 408 to access 20 the external
memory 407 at a high speed. Fur_thﬁr ccording to the communication
system 401, by giving the bus scramsb e unit 461 a parity function, it is
ossible to improve the reliability of the data read from the external
A%@moﬁg}ﬁo‘*ﬁz% §Rth EtoBanTSt 1509 R idsRntambbaRreReE Zprmed
embodiment corresponding to the 19th aspect of the invention. [Related
by thepPatRretistimein kb e dompatet (6P dREng PRI BN the
business 5 program using an IC card of a related art of the present

PSEGERdh GHBREOREI N % 881 atun@RPalBiBeR dilpam dm FIG.

computer 501 used in electronic settlement of a related art of the present
®4nvention. 10 As shown in FIG. 83, the computer 501 has a CPU 502,
memory 503, and communication circuit 504. The CPU 502, memory 503,

and cdmMmtEatio 2 it BtEHre YonhBEtedW 82D 448 Hgndeates

The CPU 502 and commupnication cir¢ujt 504 are conpected . .
AP management data 421, scrambles it, and stores it in the

external memory 407.

Step ST432:

The application prégrams AP 1, APHZ; and AP 3 are
downloaded through the auﬁhentication units 417 1, 417 2,
and 417 3 from the personal computers 416_1, 416_2, and 416 _3
to the SAM chip 408.

Step ST433:

The user is issued the IC card 403

The IC of the IC card 403 stores the key information
used for transactions by the user with the business
contracted with.

Note 1;,hat, the contract between the user and a business
may also be concluded after issuance of the IC card 403
through the Internet 410 etc. |

Step ST434:

For examplg, wheh ﬁhe user uses the personal comput@#
405 to access thé sarvaer 402 through thé Internet 410 to
i:ry to purchase a product, the server 402 issues a processing

request through the Internet 410 to the ASP server 406.
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15 to a CPU address bus 507. The CPU 502 comprehensively controls

the operation of the computer 501, operates based on instructions of a

program stored in the memory 503, and accesses the memory 503 during

its operation. 20 The communication circuit 504 communicates with the

IC card 508 by the contact system of syoncontact system. In the contact

type, the IC card 508 and the communication circuit 504 are connected

by electrical contacts. Further, in the noncontact type, the IC card 508

and thERBhfi AHBn S CIRTI* R SREEITREIEIRRGEASIng request

electromagnetic waves or - 161 - light etc. The data received from the IC
Lear 558 thotyhRithéd CommbnREG6H EfEUTBBARS PR LeF B RNEEP S 05

502 in . accordance with a program stored in the memory 503. Further, 5

hreugh SRgindtRF e protlssifg byRAE CRUBBH29E S iegues ting
through the communication circuit 504 to the 1C card 508. Further, the |

AT EBS iftEE tha TeRBitd tERAHERRRT §ETR RS PEshimGdeRonr 1 ter
with the IC card 508 in.the memaory 10 503. FIG. 84 is a view for

Q% pifhid IREBSTE2  SSHRPANIOH S RETHVI Bb2SHBRAGREI1A083. In
FIG. 84, the bottommost IaEyer is the h%rg%vatr:%lager, that is, the hardware

IR RIBRENT o the TIUADS FBTRSA he SAM chip 408

Step §T435:

The SAM chip 408 selections an application program
in accordance with the processing request received at step
ST434 and executes that selected application program.

In the execution of that application program, the SAM
chip 408 and external memory 407 communicate based on the
processing of the above-mentioned bus scramble upit 461 .

Step ST436:

The SAM chip 408 outputs the execution results of the
application program to the ASP server 406.

FIG. 81 is a functional block diagram showing more

specifically the function blocks of the SAM chip 408 shown

in FIG. 67.
As shown in FIG. 81, the SAM chip 408 is connected

through an internal bus 490 to a card I/F unit 491, ASP

- communication interface unit 460, bus scramble unit 461,

Encryption/decryptioﬁ unit 465, storage unit 463, and CPU
466.

Part of the functions of the signature processing unit
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15 83. Above the hardware layer is positioned a communication driver
layer. The communication driver layer has positioned inita
communication driver layer for controlling the communication circuit 504
connected to the CPU 502. The 20 program of the communication driver
layer is usually stored in a nonvolatijg gnemory. Above the communication
driver layer is an operating system (OS) layer for providing the
rogram-forming the foundation for the operation of the CPU 502. The
1855 BRr 28 PSR EES e BBt AppRcHsh BB faykdt hiftPAgReP1 826 -
concept services compared with the lower layers. For example, the later
6L BiBfhet N EIRTRIET cARPYDET PredtPCarGEHaA’$'; and "write card
data ()" are examples. Further, above the OS layer is an AP layer defining
5 the sPRARIMAAITCRORs 198RSy Rt Ed By tﬂgtcﬁﬂﬁu’f‘éfa%i‘.erﬁé Abown
. layer has, for example, application programs ,MAIN, AP1, A22, and AP3.
111, kS prelent BRbORRRERChe B SRR B vk SeaRfhed o

provjsion of settlement Qr other 10 transactions using the IC card 508 as .
R SRR e S i SRR

nction for determining the type. of the IC card 508 is defined by "get :
48&(?Ptsﬁ§e J%nLgegSAMZﬂ%lp ESB and transfer datg é%th the
card type O .
IC card 203 by a noncontact system through an antenna 492a
of the RF reception/transmission unit 492.

As explained above, according to the communication
system 401, by giving the above-mentiocned functions to the
bus scramble unit 461 in the SAM chip 408, the following
effects are obtained.

That is, according to the communication system 401,

it is possible to store for example confidential data

relating to processing using the IC card 403 in an external
memory 407 in a secure state.

Fﬁrther, according to the communication system 401,
by forming the processing of the bus scramble unit 461 into
a pipeline, it is possible for the SAM chip 408 to access
the external memory 407 at a hiéh speed.

Further, according to the coﬁmunicatibn system 401, .
by giving the bus scramble unit 46i a.parity function, it
is possible to improve the reliability of the data read from

the external memory 407.

Sixth Embodiment
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15 In the OS layer and AP layer, the type of the IC card 508 can be
specified by calling up this function. For example, assume that there are
three types of IC cards 508, that is, Types A, B, and C. The return values
of the function for the IC cards 508 are defined as in FIG. 85. 20 For
example, assuming that the Type B % (S:a[d 508 is used, the return value
of the result of execution of the function "get card type ()" becomes "2".
Further, in the OS layer and AP layer, "read data (*rp) " is defined as the
functioh16r FERASG BatPheriientictiap 2 Srleasbig ot the pC xarP508Ling
- 163 Here, "*rp" is similar in concept to a pointer in the C language, "*"
tanble tatthe ARG P&riddie isia peirtdeRariable, and "rp” shows a
specific location in the internal memory of the IC card 508. When "*rp" is
indicatéBethfstsehdwé tef cSieresrfthErhrddaenslin the memory of
the IC card 508. Assume now that the internal memory stores data as
shownfit B¥G - 8. FUMRRFAF a5 S RfG Bt L fo S nRa P&t rR Vel pes s
the function "read data (*rp)" becomes "56H" and it is 10 possible to read
PYRIHAA SIS N IH JHdRED Riftrr SRR e AyEr afd BirelapEesent
"write data (*wg wdata)" is_defined as the function for writing data at a

inpenkid QAL bibge mtdhathefhory of the IC card 508. Here, "wp" is

similar to the concept of a pointer in . '
FIG. 83 is a functional block diagram of a computer

501 used in electronic settlement of a related art of the

' present invention.

As shown in FIG. 83, the computer 501 has a CPU 502,
memory 503, and communication circuit 504.

The CPU 502, memory 503, and communication cirecuit
504 are connected to a CPU data bus 506.

The CPU 502 and communication circuit 504 are connected
to a CPU address bus 507.

The CPU 502 comprehensively controls the operation
of the computer 501, operates based on instructions of a
program stored in the memory 503, and accesses the ﬁemory
503 dgring its operaﬁion.

The communication circuit 504 communicates with the

IC card 508 by the contact system or noncontact system. In

the contact type, the IC card 508 and the communication

circuit 504 are connected by electrical contacts. Further,

-in the noncontact type, the IC card 508 and the communication

‘circuit 504 are connected through electromagnetic waves or
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15 the C language, "*" indicates that the following variable is a pointer
variable, and "wp" indicates a specific address of the internal memory of

the IC card 508. When "*wp" is indicated, the content of the wp address

of the internal memory of the IC card 508 is indicated. "wdata" is a

variable 20 in the write data. Assume now that the memory of the IC card
508 stores data as shown in FIG. 87 }4ére if "wp=102H" and

"wdata=73H" and executing the function "write data (*wp, wdata)", as
Ishoglwh i #4G. 87, the data of the "102H address" of that memory is
rewritten to "73H". 25 The application programs AP1, AP2, and AP3

shown iTH&44RIG. 84 defivedpéationsfer tlansastenHi@Eatitigiough the
different types of IC cards 508. The correspondence is shown in FIG. 88.
4@ nd4;ahie epptidatronigro§dn MA pdsexeseiddb g fitdiat tirertimenfin
- startup of the computer 501. The application program MAIN uses the
agboyedaetio nedtu rctionedgete ar idyesl (L iotdetenamerh Sty pe Ghikehex,
IC card 508 used. The CPU 502 selects and executes the corresponding
tHpplicktion wbgrimadaboortihecewithelss iype dfithéihe 10Rar8 G28is
determined based on the correspondence table shown in FIG. 88. If
Ynagiririgte efiudtioreingbhith¢C comibiatthen TyperAuTYpS B4 ahd the
Type C are handled by different businesses, the application programs

P ramd HM-AP3 are produced by

Further, the CPU 502 writes the results of settlement
generated by communication with the IC card 508 in the memory
503.

FIG. 84 is a view for explaining the software
configuration of the CPU 502 shown in FIG. 83.

In FIG. 84, the bottommost layer is the hardware layer,
that is, the hardware component of the CPU 502 shown in FIG.
83.

Above the hardware layer is positioned a communication

- driver layer. The communication driver layer has positioned

in it a communication driver layer for controlling the
communication circuit 504 connected to the CéU 502. The
program of the communication driver layer is usually stored
in a nonvolatile -meméry.

Above the communication driver layer is an operating
system {(0S) layer for.providing the program .forming the
foundation for the operation of the CPU 502. The OS layer

provides the highest application (AP) layer with higher
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15 the individual businesses. Further, the storage areas of the internal

memory of the IC card 508 are shared by the application programs API,

AP2, and AP3. The application programs use portions assigned to them

in advance. As explained above, the application programs API, AP2, 20

and AP3 are produced by the individual businesses, but sometimes there

is an error in a program, an applic"ati]o 2pr'ogram of another business is

read by a business with malicious intent by an illicit program of that
cpisineds S oF digtsrageararadiriithchhe 5084er ilazk bae BaoedGmple,

allowed access is illicitly accessed. - 165 - [Embodiment of the Present
thehfsArr rXrdrknedefrstthevonfigatationcst therniplter "38%ad card

according to an embodiment of the present invention. As shown in FIG.
dg&athélcOmpirer 53 Fhis ard 552t8 nfdMoRrssZxammhesication

circuit 504, judgment circuit 560, and switch circuit 561. Here, the CPU

552 cofrespéfis tothetenipitaitsh Eieeit ofthepred@ntlipvarttionefhining

memory 553 corresponds to the storage circuit of the present invention,
thee speshhihifatmtdris Soesitespvhdses e ednbiutibatisipmputer

circuit of the present invention, the judgment circuit 560 corresponds to
5{e-cotitecidn Lax PR dait of e FreRBRL frvelliBh igtt- s itcpg rans

circuit 561 corresponds to the connection switching circuit of the present

%mti&?lf APZ, and AP3.

In the present embodiment, the explanation will be
given illustrating the provision of settlement or other
transactions using the IC card 508 as the application
program.

For example, in the OS layer and AP layer, the function
for determining the type of the IC card 508 is defined by
"get card type {}".

In the OS layer and AP layer, the type of the IC card
508 can be spac;ified by calling up this function. For example,
assume that there are three types of IC cards 508, that is,
T_ypes A,‘ ﬁ, and C. The feturn values of the function for
the IC cards 508 are defined as in. FIG. 85.

For example, assuming that the Type B iC card 508 is
used, the return value of the result of execution of the -
function “get card type ()" becomes "2".

Further, in the OS layer and AP layer, "read data (*rp)"
is defined as the function for reading data fxrom the internal

memory of the IC card 508.
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15 The CPU data bus 506 has a CPU 552, switch circuit 561, judgment
circuit 560, and communication circuit 504 connected to it. The CPU data
bus 506 corresponds to the transmission line of the present invention. 20
Further, the switch circuit 561 is connected through a memory data bus
562 to the memory 553. Further, the GRU address bus 507 has a memory
553, judgment circuit 560, and communication circuit 504 connected to it.
25 When the CPU 552 accesses_the memory 553 or a peripheral - 166
device BEffte of R ‘corfipdtdf 553 etd ™ tREERWP hdlifess BRimeyr in the
transmits a CPU ADR showing the address. In FIG. 89, the )
Cehiftiagation Circtit®n? tha fcba & Bobegivas e shaRl R bfefidaointer
numerals as in FIG. 83 are the 5 same as those exgl_aineq in FIG. 83.
VR fhe &P 558 halfiesaniBREdtdute 58 tdgilaitfe dhsode ternal
using FIG. 84. That is, as the application p[p*grams_APl, AP2, and AP3, |
TSRWhiRh dEfife B?O%ﬁwgsgﬁ‘tréﬂ%%’&tionsr%iatﬁfg ol e of s
cards 508, 10 thatis, Types A, B, and C, are used, The data received
PSR cHAIR St ‘cORATNESTSh ciHiuitEes ReprotEsSd the

:{%’ the CPU 552 in accordance with a_program stored in the memory 553.
u

FRGE 1l eDIaR S, T RSP W CRTpeEy j§ bores data

as shown in FIG. B6.

Further, if assuming that "rp=102H", the return value
of the function "read data (*rp)" becomes "56H" and it is
possible to read the data of the "102H address".

Further, in the 05 layer and AP layer, "write data
(*wp, wdata)" is defined as the function for writing data
at a specific address of the internal memory of the IC carxd
508. Here, "*wp" is similaxr to the‘concept of a pointer in
the C language, "*" indicates that the following variable
is a pointer variable, and "wp" indicates a specific address
of the internal memory of the IC card 508. When "*wp" is
indicated, the content of the wp address of the internal
memory of the IC card 508 is indicated. "wdata" is a variable
in the write data. Assume now that the memory of the IC card
508 stores data as shown in FIG. 87. Here, if “wp=102Hﬁ and

"wdata=73H" and executing the function "write data (*wp,

wdata)", as shown in FIG. 87, the data of the Y102H address"

‘of that memory is rewritten to "73H".

The application programs APL1, AP2, and AP3 shown in
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15 transmitted to the IC card 508 through the communication circuit 504.
Further, the CPU 552 writes the result of settlement generated by
communication with the IC card 508 in the memory 553. 20 The switch
circuit 561 switches the CPU data bus 506 and memory data bus 562
between the connection state and. disggnnection state based on a
judgment result signal S560 from a judgment circuit 560 (control signal of

present ipvention). 25 Further, the CPU 552 executes the instructions
g T R R e s i

ication programs AP2, ang 3.shown in FIG. 84 fetched., reag)
S R R T R L B e

ithog,zeL G'S irgguctions, generates an instruction type instructing signal
g5 a, executing AP instructing signal S552b, and if necessary a called

AP nstgyclpgeiong) SS26 AnCoUiaUIS Jiese e RPN el o

560. Here, the instruction ty S iS a Signa

dndiggting wjgiher uich of e etchnsucion. feagd Bsition. 2.

write Instruction th execu ere, the instruction is an
a?éq:lil.dg)gifglr’zt%%g%%%%ﬁ; eacshetsh et'ﬁgtrg%%%eg%%eéttg g%ueqtf %‘gnc tion

U data bus
"get card type ()" to determine the type of the IC card 508
used. The CPU 502 selects and executes the corresponding
applicaﬁion program in accordance with the type of the IC
card 508 determined based on the correspondence table shown
in FIG. 88.

If imagining a situation in which IC cards 508 of the
Type A, T@e B, and Type C are handled by difﬁerent businesses,
the application programs AP1, AP2, and AP3 are produced by
the individual businesses. Further, the storage areas of
the internal memory of the IC card 508 are shared by the
application programs AP1, AQ2, and AP3. The épplication
programs use portions assigned to them in advance.

As explained above, the application programs AP1, AP2,
and AP3 are produced by the individual businesses, but
sometimes there is an erroxr in a program, an applicétion
program of another business is read by a business with
malicious intent by an illicit prog:;:am of that business,
or a storage area in the IC card 508 for which one is not

allowed access ig illicitly accessed.
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15 The read instruction is an instruction for the CPU 552 to read data
through the CPU data bus 506. The write instruction is an instruction for
the CPU 552 to write data through the CPU data bus 506. Further, the
executing AP instructing signal S552b 20 is a signal showing of which
program the instruction being execujgd by the CPU 552 belongs in the
instructions of the application programs API, AP2, AP3, and MAIN and

OS progianys shownn FIC, 84. The called Abnstiycing signal S852c

shows program of the application programs APi, AP2, AP3, and

MAIN 168 ang O programs the prooram, module.qfine call destinalion, o,
belongs when a program module being execu?edrgy the'c caﬂ?up

ther program module. Further. the PUﬁ'S halts the CPU data bus
2SRRI TH A AR e oo ¥ni Brlgent SR on.

enters idissﬁ?é}e{%gﬁmlﬁ]n SiAte- Mext, %ﬁ?é“%%%&&‘kgﬂkiﬁ%éﬂ” B py 552,

explained in e judgment circuit generates a judgment result

10 sign 60 Db n.the.instruction nstructi ignal 2
g R R e 2 R LR e
aa}ld&lrgaslgg}y APR.npyt thgqugh the CPU address bus 507 from the CPU

552 and outputs this to the switch circuit 561.
Here, the CPU 552 corresponds to the computation

c.ircuit of the present invention, the memory 553 corresponds
to the storage circuit of the present invention, the
communication circuit 504 corresponds to the communication
circuit of the present invention, the judgment circuit 560
corresponds to the connection control circuit of the present
invention, and the switch circuit 561 corresponds to the
connection switching circuit of the present invention.

The CPU data bus 506 has a CPU 552, switch circuit
561, judgment éircuit 560, and communication circuit 504
connected to it.

ihe CPU data bus 506 corresponds to the transmission
line of the present invention.

Further, the switch circuit 561 is connected through
a memory data bus 562 to the memory 553.'

Further, the CPU address bus 507 has a memory 553,
judgment circuit 560, and communication circouit 504
connected to it.

When the CPU 552 accés_ses the memory 553 or a peripheral
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15 FIG. 90 is a view of the configuration of the judgment circuit 560
shown in FIG. 89. As shown in FIG. 90, the judgment circuit 560 has a
selection circuit 570, fetch judgment circuit 571, read judgment circuit
572, and write judgment circuit 573. 20 The selection circuit 570 connects
the switch 574 to one terminal of the- t&rminals 5751, 5752, and 5753
‘based on the instruction type instructing signal S552a input from the
deRYRD o shawai BIS. 8% Spesibcalbs the seleeton Citgldt THUCAMBEES: s
the 25 switch 574b to the terminal 5751 when the instruction type - 169
Hastreainorsignalmbeg adndisatesorielelbinsiiyction. Ruaiebis, the
fetch judgment result signal S571 output from the fetch judgment circuit
571 is quiprithrogel) tPrdessitahaish 008 sWICAAAS e Mkgmenicard
result 5 signal $560 from the judgment circuit 560 to the switch circuit
sol. Jirthercihe selaeliongisctiinz£) aaneaciy e switahFadl t@thesre the
terminal 575.2 when the instruction type instructing signal S552a
dJpRisates arraskinskpatiomd8 Due wordis, e, read judgment result signal
S572 output from the read judgment circuit 572 is output through the
terminahG£8h2 and shatch B 458vthedsdgmaniskestivasignal $be0 e as
the judgment circuit 560 to the switch circuit 561.

explained above using FIG. 84. That is, as the application

programs APl1, AP2, and AP3} ones which define processing
for transactions relating to three types of IC cards 508,
that is, Types A, B, and C, are used.

The data received from an IC card 508 through the
communication cir¢ﬁit 504 is processed by the CPU 552 in
accordance with a program stored in the memory 553. Further,
the data obtained by the processing by the CPU 552 is
transmitted to the IC card 508 through the communication
circuit 504.

Further, the CPU 552 writes the regult of settlement
generated by communiéation with the IC card 508 in thé memory
553.

The switch-circﬁit 561 switches the CPU data bus 506
and memory data bus 562 between the connection state and
disconnection state based on a judgment result signal $560
from a judgment circuit 560 (control signal of the present
invention) .

Further, the CPU 552 executes the instructions (codes)
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15 Further, the selection circuit 570 connects the switch 574 to the
terminal 575_3 when the instruction type instructing signal S552a
indicates a write instruction. Due to this, the write judgment result signal
S573 output from the write judgment circuit 573 is output through 20 the
terminal 5753 and switch 574 as the,judgment result signal $560 from the
judgment circuit 560 to the switch circuit 561. The fetch judgment circuit

571 uses the executin%AP instructing signal S552b, called AP instructing
odighaP ST 95 0t 5G5S TG TAR MR R S iHe @PO 3Bpigcation
generate the 170 fetch judgment result signal $571 and outputs this

PHREFG R ABMmirAF 875 R BRRPL bR cidLifFR. A4, BTishsdeerad)

the configuration of the fetch judgment circuit 571 shown in FIG. 90. 5 As
LG ReFRERAT YhePReteh judgment circuit 571 has a storage unit 5811

and judgment unit 582 1. The storage unit 5811 stores the fetch access

range %ﬁ’nfﬁ%"déﬁ%&_ﬂl ARGIELAT R A Rl SRRy Hhadihose
.58. 10 The fetch access range defining data 5841 defines the addresses
1RSHE WEMOR "o PEOERHTE whBn RS EBF B3 Ns BBEudi e ethnd

instruction for each case where the CPU 552 is executing programs of
SHES | SRR brBbr AT ABE AP S A RowA™

ilg FIG. 84.

necessary a called AP instructing signal 5552c¢ and outputs
these to the judgment circuit 560.

Here, the instruction type instructing signal 8$552a
is a signal indicating whether which of the fetch instruction,
read instruction, and write instruction the CPU 552 executed.

Here, the fetch instruction is an i_nstruction for the
CPU 552 to fetch the instruction codes through the CPU data
bqs 506.

The read instruction is an instruction for the CPU
552 to read data through the CPU data bus 506.

The write instruction ié an instruction for the CPU
552 to write data through the CPU data bus 506.

Further, the executing AP instructing signal S552b
is a signal showing of which program the instruction being
axecu_ted by the CPU 552 belongs in the instructions of the
application programs APl, APZ, AP3, and MAIN and 08§ proé’ramé.
shown in FIG. 84.

-The called AP instructing signal S$552¢ shows which

program of the application programs AP1, AP2, AP3, and MAIN
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15 FIG. 92 is a view for explaining the fetch access range defining data
5841. The column (vertical) direction in FIG. 92 shows the programs of
the OS layer and the application programs MAIN, API, AP2, and AP3
shown in FIG. 84. 20 The "FROM" in the row (horizontal) direction shows
the start address of the storage area irsthe-memory 553 where storage of
the program of the corresponding column is allowed. The "FROM" in the

5 diyectionghaws the stast-address mulh headdrgas tange altieination

memory 553 where the program - 171 of the corresponding column is

Blawad aceash H@%B@&Mh@dmﬁrsq%%me@%%d@@%ﬁﬁ 552

the address range of the memory 553 where the program of the

&atrespeipling, ceaw is-allowed acsaas..o. For example, the application
program AP1 is allowed access to the range of the addresses "2000H" to

"2FFFHEGL themenay 353 Thsdeichinier-ticalbiglaiiopAelinin65@aiaana

5851 shows the combinations of programs to which program modules 10

hichpay be;callediftam 95 callgsh helpaa Whepea pragiadmedmeds reui t
called up when the CPU 552 is executing a fetch instruction. FIG. 93 is a
vy o explaining tha-totela taronP seallkelation defining data 5851.

Next, the judgment circuit 560 will be explained in
detail.

The Jjudgment circuit 560 generates a Jjudgment result
signal 8560 based on the instruction type instructing signal
S§552a and executing AP instructing signal S552b input from
the CPU 552 and the address CPU_ADR input through the CPU
address bus 507 fﬁom,the CPU 552 and ocutputs this to the
switch ecircuit 561.

FIG. 90 is a view of the configuration of the judgment
circuit 560 shown in FIG. 89.

As shown in FIG. 90, the judgment circuit 560 has a
selection circuit 570, fetch judgment cirecuit 571, read
judgment circuit 572, and write'judgment circuit 573.

The seléction circuit 570 conﬁects the switéh 574 to
one terminal of the terminals 575_1, 575_2, and 575 3 based
on the instruction type instxucfing.signal 8§552a input ffom
the CPU 552 shown in FIG. B9.

Specifically, the selection circuit 570 connects the

switch 574b to the terminal 575 1 when the instruction type
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15 The column direction of FIG. 93 shows the programs of the OS layer
and application programs MAIN, API, AP2, and AP3 shown in FIG. 84.

The row direction of FIG. 93 shows the programs of the OS layer and
application programs MAIN, API, AP2, and 20 AP3-shown in FIG. 84. The
intersecting positions of the columns &A8 rows show whether a program
module of a program of the corresponding column is allowed to call up a
jnegramornddyles baplograiRef thedoaespendingsawh T ha sa rndicatas.
25 that call up is allowed, while the "x" indicates that callup - 172 - is not
allowedbEer éxamplesa ptbgrafemckluleucfdhe ap pheatioht peograaiABE 71

_is allowed to call up a program module of an OS program, MAIN, and

apphastichrprogram APSchufisigotcnalleviiedtc. call Up a progigm medweugh
of the application program AP2. The judgment unit 582_1 judges if the '
tlaldrass@RUADR 7S idcladed swthectddi@ss rangelsd thadpmay S53sult
defined by the "FROM" and "TQO" of the column shown in FIG. 92 10
cogesporthed tf thawprohear whiiosted byitheexecliing AB istsustinigtch
signal S552b based on the executing AP instructing signal S552b and
eildrasstCPEIADR input from the CPU 552 shown in FIG. 89 and the

fetch access range defining data 5841 read from the storage unit 5811.
Further, the selection circuit 570 connects. the switch

574 to the terminal 575_2 when the instruction type

instructing signal S8552a indicates a read instruction.
Due to this, the read judgment result signal 5572

cutput from the read judgment circuit 572 is output through.

the terminal 575 2 and switch 574 as the judgment result

‘signal 8560 from the judgment circuit 560 to the switch

circuit 561.
Further, the selection circuit 570 connects the switch
574 to the terminal STSMj when the instruction type
instructing signal S552a indicates a write instr#ction.
Due to this, the write judgment result signal S573
Cﬁtéut.from the write judgment circuit 573 is output thréugh'

the terminal 575 3 and switch 574 as the judgment result

signal S560 from the judgment circuit 560 to the switch

circuit 561.
The fetch judgment circuit 571 uses the executing AP
instructing signal 8552b, called AP instructing signal $552¢,

and address CPU_ADR input from the CPU 552 to generate the
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15 When judging that it is included in that judgment, the judgment unit

5821 for example generates a fetch judgment result signal 5571

instructing connection and outputs it toward the terminal 5751 of the

selection circuit 570 shown in FIG. 90. 20 On the other hand, when

judging that it is not included in that jtjl_q ment, the judgment unit 582_1
generates for example a fetch judgmentresult signal S571 instructing
disconnection (break) and outputs it toward the terminal 5751 of the _
Satehoaramesty sivsid th sreool 285 ktndvhekpuireglia.s toward
module of a program being 173 executed by the CPU 552 calls up a -
bRy r&RTméadd of Anothe? fprbbrarfieteqtdgmendamsnss2 57 fudges if

that callup is allowed by the combination shown by the fetch inter-AP call
relation 8&fhing Half585F $R¥R T Ehe s pédarsn ties efecthingfetch
AP instructing signal S552b and called AP instructing signal S552c input
IBAsmeTtPg B wHowh'th Fe¥89 dRd TH&Gfet@Pinter-AP call relation
defining data 5851 read from the storage unit 5811. When judging that it

is allowdtFinthatidgment Ghe 9o jublgmere trf sBedasretamprcuit 571
generates a fetch judgment result signal 5571 instructing connection and .

gputs HiCT8RE Pt terfihal 5 ArfopirdEMedtiorndieur 87 0%shown

in FIG. 90. On the other hand, when ludging that it is not allowed
The storage unit 581 stores the fetch access range

defining data 584_1 and fetch inter-AP call relation defining
data 58,

The fetch access range defining data 584 _1 defines
the addresses in the memory 553 accessible when the CPU 552
is executing the fetch instruction for each case where the
CPU 552 is executing programsg of the 0S layer and application
proérams MAIN, APl, AP2, and AP3 shown in FIG. 84.

FIG. 92 is a view for explaining the fetch access range
defining data 584 1.

The column (vertical) direction in FIG. 92 shows the
prograﬁs of thg 0S layer and the application programs MAIN,
AP1, AP2, and AP3 shown in FIG. 84.

The "FROM" in the row (horizontal} direction shows
the start.addfass of tﬁe storage area in thelnemory;553 where
storage of the program of the corresponding column is
allowed.

The "FROM" in the row direction shows the start address

of the address range of the memory 553 where the program
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15 in that judgment, the judgment unit 582_1 generates for example a
fetch judgment result signal S571 instructing disconnection and outputs
this toward the terminal 5751 of the selection circuit 570 shown in FIG.
90. The read judgment circuit 572 uses the executing AP 20 instructing
signal S552b, called AP instructing-sigiddl S552c, and address CPU ADR
input from the CPU 552 to generate the read judgment result signal S572

and endpuis ifiis spua the tesmineh 5752 £f tha.seleglin.gircuit-570.

FIG. 94 is a view of the configuration of the read 25 judgment circuit 572

shown imHdGr 20 Ked Aseshawn ke Slothesifaddudgmentgrciilivess
572 has a storage unit 5812 and judgment unit 5822. The storage unit

SB1fistoreddive sadraceesssanga afiaingr-date B Agandreaddnist-dR am

call relation defining 5 data 5852. The read access range defining data

&B4Rniefines thes pelaasse s dd ihenmemory bhswacgessibleswhen the CPU
552 is executing a read instruction for each case where the CPU 552 is

executing progeams 1of the: RS laypn dkd 8RBECRILHgEARAFAMSMAN owed

API, AP2, and AP3 shown in FIG. 84. FIG. 95 is a view for explaining the _
aeat ascess rngerdativing flath 584AdTae selim (ericalk-directionra of

FIG. 95 shows the programs of the OS layer and the application

PregraensAINSE3 .

The fetch inter-AP call relation defining data 585 1
shows the combinations of programs to which Program modules
which may be called from or called belong when a program
module is called up when the CPﬁ 552 is executing a fetch

instyruction.

FIG. 93 is a view for explaining the fetch inter-Ap
call relation defining data 585 1.

The column direction of FIG. 93 shows the programs
of the 0S layer and application programs MAIN, AP1, AP2,
and AP3 shown in FIG. 84.

The row direction of FIG. 93 shows the programs of
the OS layer and application programs MAIN, BPl, AP2, and
AP3 shown in FIG. 84.

The intersecting positions of the columns and rows
show wheﬁhef a program module of a program of the
corresponding column is allowed to call up a_program.m§dulé

of a program of the corresponding row. The "o indicates

that call up is allowed, while the "x" indicates that callup
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15 API, AP2, and AP3 shown in FIG. 84. The "FROM" in the row
(horizontal) direction shows the start address of the storage area in the
memory 553 where storage of the program of the corresponding column
is allowed. 20 The "FROM" in the row direction shows the start address
of the address range of the memory $53 where the program of the
corresponding column is allowed access. The "TO" in the row direction

shor\{vgéhglefd aed(?ress of the address range of the memory 553 where
Re program PO the corresponding column is allowed access. 175 The

read intg(r)—APecaII reiaéionadef@i)n (gg}a 58 Z_I_ShO\Q__VSt e combipations of
programs fo Whicheprogram modiiee: Wineh iay all Fism FBearEd on

from belo hen a ram, module js called up when the CPU 552 is
S UL BRSO WA TR e

inter-AP_ call relgtion defining data 5852..The column direction qf FIG.. 96
dg el BRI (C N0 G30 PERE LI O Rea S0 i 18 not

P1, AP & 10 afg AP3 shown in FIG. gL The row directjan of FIG. 96
O Ca

1o
“SHOWS the programs of the 05 fayer ant gp%%ca |8na5)r%gr1acrﬁ§: MANg Fogran

1, AP2, and AP3 shown in FIG. 84. The intersecting positions of the
columns and rows

The judgment unit 582 1 judges if the address CPU ADR
is included in the address range of the memory 553 defined
by the "FROM" and "TO" of the column shown in FIG. 92
corresponding to the program indicated by the executing AP
instructing signal 8552b based on the.éxecuting AP
instructing signal $552b and address CPU_ADR Vinput from the
CPU 552 shown in FIG. 89 and the fetch access range defining
data 584;1 read from the storage unit 58i_1.

" When judging that it is included in that judgment,
the judgment unit 582_1 for example generates a fetch
judgment result signal S571 instructing connection and

outputs it toward the terminal 575 1 of the selection circuit

570 shown in FIG. 90,

On the cther hand, v}hen Judging that it is ndt'included
in that judgment, the judgment unit 582 1 generates for
example a fetch judgment result signal S571 instructing
disconnection (break) and outputs it toward the terminal
575.1 of the selection circuit 570 shown in FIG. 90,

Further, when a program module of a program being
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15 show whether a program module of a program of the corresponding
column is allowed to call up a program module of a program of the
corresponding row. The "0" indicates that callup is allowed, while the "x"
indicates that callup is not allowed. 20 The judgment unit 5822 judges if
the address CPU ADR is includedminl'tt; address range of the memory
553 defined by the "FROM" and "TO" of the column shown in FIG. 95
corresponding to the program indicated by the executing AP instructing
SR ESS Db GRUhe Shecabg AP 25 MERaEHy Beful S59SbaREher
address CPU ADR input from the - 176 _CPU 552 shown in FIG. 89 and

RS FeitPacdeR’e rd eftingddtaTBU2re AR tHefstbhfe Gt lup is
5812. When judging that it is included in that judgment, the judgment unit
BBo26F e RAMPiegERBRIES & 188 TRy stRR RGN gEer AP call
instructing connection and outputs it toward the terminal 5752 of the
RhalidRRidGt 5726ttt BRE-do. Bt dthef HandPwneaasing the
that it is not included in that judgment, the judgment unit 5822 generates
BP0 BAMAE aTBEF RS r§§gl?§ibn§|5%§f2 fRiuigted AP
disconnection (break) and outputs it toward the terminal 5752 of the

DREBR CRg 8Y8EROWRIR £5G 8B ELRRER Wish SBHb@am mbauR in

18 PIRg A PR AR P e Y ST e A B YA 10 P e

585_1 read from the storage unit 581 1.

When judging that it is allowed in that judgment, the
Jjudgment unit 582 1 for example generates a fetch judgment
result signal S571 instructing connection and cutputs this
toward the terminal 575 1 of the selection circuit 570 shown
in FIG. 90.

On the other hand, when judging that it is not allowed

in that Jjudgment, the judgment unit 582 1 generates for

example a fetch judgment result signal S$571 instructing

disconnection and outputs this toward the terminal 575 1

~of the selection circuit 570 shown in FIG. 90,

The read judgment circuit 572 uses the executing AP
instructing signal S552b, cal]&xiAP.insttucting'signal.35520,
and address CPU ADR input from the CPU 552 to generate the

read judgment result signal S572 and outputs this toward

. the terminal 575_2 of the selection circuit ‘570.

FIG. 94 is a view of the configuration of the read

judgment circuit 572 shown in FIG. 90.
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15 program, the judgment unit 582_2 judges if that callup is allowed by

the combination shown by the read inter-AP call relation defining data

5852 shown in FIG. 96 based on the executing AP instructing signal

S552b and called AP instructing signal S552c¢ input from the CPU 552
shown in 20 FIG. 89 and the read intey-AP call relation defining data

585_2 read from the storage unit 5812. When judging that it is allowed in
that judgment, the judgment unit 5822 for example generates aread

judg me%(S rERA gAY $8 55 1n§ﬂmtiﬁ6%oﬁﬁ@&idﬁ‘§rﬁ'8&$u€§ﬁ@2€r 572
toward the terminal 5752 of the selection circuit 570 shown - 177 - in FIG.
RS o REVIRG AN tumeRludgifBdhatieemen LigReE R8Ra? -
judgmen% the judgment unit 5822 generates for example a read judgment
result sighal §57F #Guigs %&%nﬁ%&n&ﬁﬁtpﬁﬁ‘fﬁi?ﬁﬁ%ﬁ tF@nge

éerminal 5752 of the selection circuit 570 shown in FIG. 90. The write

HTdgReRCiaies 73 tisésThE Srrdihh s hlitetdy SrirFss88efining

ga!ledé\g ingtructing signal S552¢ and address CPU ADR input from the
‘rie generate the 10 write judgment result signal 5573 and outputs
this toward the terminal 5753 of the selection circuit 570. FIG. 97 is a

view of the cg)‘”r"'ﬁ‘&l’gdrur'f’;llffgﬁa SPFENER JaddmiREcFales P8 4ndniahHigs the |

90. As shown, in EIG. 97, the write_judgment circuit 573
a&hressesrkn the mémory E%%Igccessible when the CPU 552 is

executing a read instruction for each case where the CPU
552 is executing programs of the 0S layer and application
programs MAIN, APl, APZ, and AP3 shown in FIG. 84,

FIG. 95 is a view for explaining the read access range
defining data 584 2.

Tﬁe column (vertical) diraction in FIG. 95 shows the
programs of the O0S layer and the application programs MAIN,
APL, APZ2, and AP3 shown in FIG. 84.

The "FROM" in the row (horizontal) direction shows
the start address of the storage area in the memory 553.where
storage of the program of the corresponding column is‘
allowed.

Thea "FROM" lin the row direction shows the start address
of the address range éf-the memory 553 where the progrém
of the corresponding column is allowed adcess.

The "TO" in the row difection shows the end addxe#s
of the address range of the memorj 553 where the program

of the corresponding column is allowed access.
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15 has a storage unit 5813 and judgment unit 5823. The storage unit 5813
stores the write access range defining data 5843 and write inter-AP call
relation defining data 5853. The write access range defining data 5843
defines 20 the addresses in the memory 553 accessible when the CPU
552 is executing the write instructionifps each case where the CPU 552
Is executing programs of the OS layer and application programs MAIN,

APl AREang A8 SHULINEIC, B0 Fig S840 VeI L xplaing g

write access range 25 defining data 5843. 17 umn

shirsglionin. FlG Qi the O layer and the
application proé?%?négh%\g?N@Aﬁ(}%g ,§ands A%’% fc,"'tlwlov(\/:erilliﬁ3 ERErgxR prgiutes

whRGVmithesow ¢osizogtaljdirection.shews 5 #‘%ﬁ%@g address %ﬁé@%rm

storage area in the memory 553 where storage of the pr gram%f?h
e sR01AING Lo (5, allpwgd.Hhe FROMEJN the row direction shows
the start address of the%ddress range of the memlosry%ﬁ?ﬁ/v %elrrelgfhé—’1 read
JHeerane +4Laf the corresponding column is allowed access. The "TO" in
the row direction shows the end address of the address range of the

memory-563 Were thepregiam ek thegorasponging colymn is gliqued ,
access. The write inter-AP call relation defining data 5853 ,
call relation defining data 585 2.

The column direction of FIG. 96 shows the programs
of the OS layer and application programs MATN, AP1, AP2,
and AP3 shown in FIG. 84.

The row direction of FIG. 96 shows the programs of
the 0OS layer and application pPrograms MAIN, AP1, AP2, and
AP3 shown in FIG. 84. |

The intersecting positions of the columns and rows
show whether a program module of a program of the
corresponding column is éllowéd.to call up a program module
of a program of the corresponding row. The "o" indicates
that callup is allowed, while the "x" indicates that callup
is not allowed.

The judgment unit 582 2 judges if the address CPU ADR
iS'included‘in the address range of the memory 553 defined
by the "FROM" and "TO" of the column shown in FIG. 95
corresponding to the program indicated by the executing AP
instructing signal S$552b based on the executing AP

instructing signal 5552b and address CPU_ADR input from the
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15 shows the combinations of programs to which program modules which
may call or be called from belong when a program module is called up

when the CPU 552 is executing a, read instruction. FIG. 99 is a view for
explaining the write inter-AP call relation defining data 5853. 20 The

column direction of FIG. 99 shows th Pfograms of the OS layer and
application programs MAIN, AP1, AP2, and AP3 shown in FIG. 84. The

row direction of FIG. 99 shows the programs of the OS layer and
ShPiicatorrBRgtart KRR, ARI 2R taRIT I8 APESRSR FrpRs gefining
179 The intersecting positions of the columns and rows show whether a

PGt anr hebiufes rogParhit ti& AR poRdih g®ludin is allowed to

call up a program module  of a program of the corresponding row. The "o"
indicate® &tha? BARE iBREdI uhid R StUAGdats thhadkipdenmrt

llowed. Th%jbudgm‘ent unit 582 3 judges if the address CPU ADR is

HGudBH I Tt tRidss Pange DPIETREROR 883 YERFES By hgdrivggment
and L(;) of the column.shown in FIG. 98 10 corresponding to the

TSt ftfed By {fe ARECUTNG AP InSARART IO b A YRR

the executing AP instructing signal S552b and address CPU ADR input :
M OB BB RA G Yo tha r‘ﬁs’vﬁfﬁéh%egyfavdetdéﬁﬁir@wwn

31_13@?%4:3 §%§d from the storage unit 5813.

On the other hand, when judging that it is not included
in that judgment, the judgment unit 582 2 generétes for
example a read judgment result signal S$572 instructing
disconnection (break) and outputs it toward the terminal
575_2 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program being
executed by the CPU 552 calls up a program module of another
program, the judgment unit 582 2 judges if that callup is.
allowed by the combination shown by the read inter-AP call
relation defining data 585 2 shown in FIG. 96 based on the
executing AP instructing signal éSSZb and called AP
instructing signal S552¢ input from the CPU 552 shown in
FIG. 89 and the read inter—-AP call relation defining data
585 2 read from the storage unit 581 2.

When judging that it is allowed in that judgment, the

judgment unit 582 2 for example generates a read judgment

‘result signal S572 instructing connection and outputs this

ﬁoward.th@ terminal 575m2 of the gselection circuit 570 shown
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15 When judging that it is included in that judgment, the judgment unit
5823 for example generates a write judgment result signal S573
instructing connection and outputs it toward the terminal 5753 of the
selection circuit 570 shown in FIG. 90. 20 On the other hand, when
judging that it is not included in that juydgment, the judgment unit 5823
generates for example a write judgment result signal S573 instructing
gl,f,cggaqct'@@_(break) and outputs it toward the terminal 5753 of the
selection circuit 570 shown in FIG. 90. 25 Further, when a program

module Qf a.program heing - 180 executed hy the CPU 552 calls up a
prog ram8rIrlw o%?&%%ﬁgtﬁgnéfoﬁg%? tWeMjglL?dL gide ﬁ?ﬁrﬁt EBo5g AgLsat Lowed
at is. allowed by.the combination shown he_ write inter-AP call
%&a’d%]glgg%ﬁ %%a? 58§§ Shdwn ?FEPCE. 99" 55’55(? éﬁ%h@%‘?f&'ﬁ‘ﬁﬁgfor
' cting signal.S552b and called. AP instructing signal S552c¢ input
%ﬁ%@cé&%%ﬂs c")iv%15 in qfef’§3‘§%‘é the r?l(gin AP e bR

4e0oa. AR > SIERIJAM e SIAEAQe Lol 2815, he@é%%g%%ih%‘%%mz

is allowed in that judgment, the fOJudbmentunl‘ 823 foréxa

SEreRUeS e DUV S R sqprectn
in FIG. 880,420t hands hepudginadha' LEotqloned. ueing ar
instructing signal S552b, called AP iqstructing signal S552¢
and address CPU ADR input from the CPU 552 to generate the
write judgment result signal S573 and outputs this toward
the term:i.nal. 575_3 of the selection circuit 570.

FIG. 97 is a view of the configuration of the write
Judgment circuit 573 shown in FIG. 90.

"As shown in FIG. 97, the write judgment circuit 573
.has a storage unit 581_3 and judgment unit 582_3.

The storage unit 581 3 stores the write access range
defining data 584 3 and write inter-AP call relation defining
data 585_3.

The write access range defining data 584 3 define_s
the addresses in the memory 553 accessible when the CPU 552
is ‘executing the write instruction for each ca‘se where f;,h_e
CPU 552 is executing programs of the 0§ layer and applicatibr;
programs MAIN, APlL, AP2, and AP3 shown in FIG. 84.

FIG. 98 is a view for explaining the write access range

defining data 584_3.
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15 in that judgment, the judgment unit 5823 generates for example a
write judgment result signal S573 instructing disconnection and outputs
this toward the terminal 5753 of the selection circuit 570 shown in FIG.
90. Next, the selection circuit 570 will be explained. 20 The selection
circuit 570 connects the switch 574 td 76ne of the terminals 5751, 5752,
and 5753 based on the instruction type instructing signal S552a from the

CPU 556h Spesifigatly, wher theanstreiQn-ypsHnSiueing . sigpal $3822 ¢ he

indicates a fetch instruction, the selection 25 circuit 570 connects the

PR Rthenlerinalaiind 2 AG1 tard MAIMEI waTn,

result signal 5571 as the judgment result S560 to the SW|tch circuit 561.

APuS tas, thecopectiay/discopnestion ¢fhe switch circuit 561 is
controlled by the fetch judgment result signal 5571. 5 Further, when the

instructionaty peirstructing sighal 35 53aREIcatRS:a yeaft SISO, 1he s

selection circuit 570 connects the switch 574 to the terminal 5752 and

thdnsit ie Jaad 40BNt KRS W signghoa72 25 e dQREY e SHE 5060 v o
to the switch circuit 561. Due to this, the 10 connection/disconnection of

stheragiehair cuk&6p1s aaitiroded biydhe seadibvidloment seidhsignal;
5572. Further, when the instruction type instructing S|gnal S552a

aihliiwatrs.a write instruction, the selection circuit 570 connects the switch
574 to the terminal 5753 and outputs

The "FROM" in the row direction shows the start address
of the address range of the memory 553 where the program
of the corresponding column is allowed access.

The "TO" in the row direction shows the end address
of the address range of the memory 553 where the program
of the corresponding column is allowed access.

The write inter-AP call relation defining data 585 3

shows the combinations of programs to which program modules

which ntay call or be called from belong when a program module

is called up when the CPU 552 is executing atr‘ead instruction.
FIG. 99 is a view for explaining the write inter-AP
call relation defining data 585 3.
The column direction of FIG. 99 shows the programs

of the 0S8 layer and application programs MAIN, AP1, AP2Z,

and AP3 shown in FIG. 84.

The row direction of FIG. 99 shows the progtams of
the OS layer and application programs MAIN, APl, AP2, and

AP3 shown in FIG. 84,
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15 the write judgment result signal S573 as the judgment result S560 to

the switch circuit 561. Due to this, the connection/disconnection of the

switch circuit 561 is controlled by the write judgment result signal 5573.

Next, examples of the operation of the computer 551 20 will be explained.

[First Example of Operation] Next, an, example of the operation where the

computer 551 executes a fetch instruction in the process of execution of

a program module of the application program API and 25 designates the

address™2% 06FFBF HRCLdHREE RPssPE dhefirdeBRRamRE. Fows

%t%is case, a CPU ADR indicating "2100H" flows on the CPU address bus
“aﬁ’g‘sﬁ*fﬁgfr&tisﬁwﬁéﬁws‘tméﬁ&& Sond@t B ATc A gtR fetch

instruction and an executing.5 AP instructing signal S552b indicating API

EE Bﬁﬁp%?ﬁgﬁ{‘?hsﬁﬁ‘&%5’ft&&1’eﬁﬂagm‘éﬁt%ﬁ&ditBBo%mFmer’-:%mdule

Al%d ment unit 582 1 shown in FIG. 91 judges if the address "2100H" is

clGd&d AR dRe s FafiE SORAPISRIFERH" of fhR mEMolyisdFates

ﬁ‘efi@ed bi/ the 10 "F§ M" and "TQ" of the cglumn_ shown in FIG. 92 _

CHESPanANG PR AR Blsel bhiRe i@ cliing st R tiefnf R RfhaFal Lup

§555§g antifgglgeifs CPU ADR input from the CPU 552 and fetch access '

range gef?nlng dafa 5841 shown in FIG. 92 read from the storage unit 581

The judgment unit 582 3 judges if the address CPU ADR
is included in the address range of the memory 553 defined
by the "FROM" and "TO" of the column shown in FIG. 98

corresponding to the program indicated by the executing AP

instructing signal S$552b based on the executing AP

instructing signal 8552b and address CPU__ADR input from the
CPU 552 shown in FIG. 89 and the write access range defining
c;ata 584 3 read from the storage unit 581 3.

 When judging that it is include& in that judgment,
the judgment unit 582 3 for é:gamp}.e generates a write
judgment result signal S573 instructing connection and

outputs it toward the terminal 575 3 of the selection circuit

‘570 shown in FIG. 90.

. On the other hand, when judging that it is not included
in that judgment, the judgment un;;lt 582 3 generates for
example a write judgment result signal S573 instructing
disconnection (b-reew;k) and outputs it toward ‘the terminal
5'75_3 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program being
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15 Further, the judgment unit 5821 generates a fetch judgment result

signal S571 instructing connection and outputs it toward the terminal

5751 of the selection circuit 570 shown in FIG. 90. Further, the selection
circuit 570 connects the switch 20 574 to the terminal 5751 since the
instruction type instructing signal S532g,indicates a fetch. Due to this,.a

fetch judgment result signal S571 instructing connection is output through

the selection circuit 570 as the judgment result signal 5560 to the switch
‘i%%‘ﬁ‘é&ﬁ‘éoéiYs%Wn‘FﬁElé?‘ég‘?ié SFHRh&r RFE SHARHOdEk S Gt pRIreSher
the CPU data, bus 506 and memory data bus 562 in the connection state

B 35 the 15U 55398 et te MBAody 859996 cifatmthecaider is
eﬁla‘ig%e(gecase, when the 5 address CPU ADR indicates "3100H", since

At TR 8Y i 1ot fenrddtrbine ahraes bndereomoitaotnFeFFAP call
f%tgh judgment result signal $571 instructing disconnection is output from

e 8&18fiors & it SWitercittvBe1"DEE %o S, Maswskcpn the
circuit 561 sets the CPU data 10 bus 506 and memory data bus 562 in the
TR Gald IS PRSP theee BRPSs ShGH R esifig e theory
553t’_[988r_ation of Second Example] Next, an example of the oﬁperation in

e CASE hete L Fdgtark oduld BPtHe FtRatdiepfifattkrshamn in

ﬁ%h. 89 and the write inter-AP call relation defining data
585_3 read from the storage unit 581 3.

When judging that it is allowed in that judgment, the
judgment unit 582 3 for example ganerates a write judgment
result signal S573 instructing connection and outputs this
toward the terminal 575 3 of the selection_circuit 570 shown
in FIG. 80.

On the other hand, when judging that it is not allowed
in that judgment, the judgment unit 582_3 generates for
example a write judgment result‘signal S$573 instructing
disconnection and outputs this toward the terminal 575 3
of the selectibp circuit 570 shown in FIG. 90.

_Nextf the selection circuit 570 will be explained.

The selection circuit 570 connects the switch 574 to

-one of the terminals 575“1, 575_2, and 575_3 based on the

instruction type instructing signél S552a from the CPU 552.
Specifically, when the instruction type instructing
signal S552a indicates a fetch insfruction, the selection

circuit 570 connects the switch 574 to the terminal 575 1
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15 a program of the application program AP1 when the computer 551
executes a read instruction will be explained. In this case, the executing

AP instructing signal S552b showing AP2 and the called AP instructing

signal S552¢ showing AP1 are output from the CPU 552 to the read
judgment 20 circuit 572. The judgrpeq]wnig 5822 of the read judgment

circuit 572 views the read inter-AP call relation defining data 5852 shown

in F1G. 96 and judges if a call from the AP2 to API is allowed. 25 Further,

R R Ent B82S QEfBralusianend 1BasibnraredulSSigialss the
Instructing connection and outputs this toward the terminal 5752 of the
LRAER &7 SREANYR ke soritkrineiitreiddieSifdn ciegit B70this,
connects the switch, 5 574 to the terminal 5752 since the instruction type
RS RORY SREPBAESS TRACREL 298l TndRRISH DGR (G IS H feall61 is
Jjudgment result signal 5572 instructing connection is output through the
ERTBH SIS 5% (18 YAy HERSRERR SRl BE6S 1TRIsARH.L0
circuit 561 shown in FIG. 89. Further, the switch circuit 561 sets the CPU
data bus“ﬁ%’%ﬁd R8BSt BEE B8RS o Bk E¥RReiRGT SEs Wtserebgnal

can access the memory 553. On the other hand, in the
%ﬁ%égﬁ%ggiﬁﬁ&$ﬁ“§p&ﬁﬁﬂninsééuction, the selection circuit

570 connects the switch 574 to the terminal 575_?_2 and outputs
the read judgment result signal S§572 as the Judgment result
5560 to the switch circuit 561. Due to this, the
connection/disconnection of the switch circuit 561 is
controlled by the read Judgment result signal S572.

Further, when the instructioen type instructing signal
8552a indicates a write instruction, the selection circuit
570 connects the switch 574 to the terminal 575_3 and outputs
the write judgment result signal S573 as the judgment.resultl
§560 to the switch circuit 561. Due to this, the
éonnection/discannection of the switch circuit 561 is
controlled by the wﬁite judgment result signal S573.

Next, examples of the operation of the computer 551
will be explained. |

[Firét Example of Operation]

Next, an example of the operation where the computer

551 executes a fetch instruction in the process of execution

- of a program module of the application program AP and

designates the address "ZIOOH" of the address memory 553
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15 module of the application program AP2 calls up a program of the
application program AP3, it is judged from. the read inter-AP call relation
defining data 5852 shown in FIG. 96 that a call from the AP2 to AP3 is
not allowed. Further, the judgment unit 5822 generates the read 20
judgment result signal S572 instructing disconnection and outputs this
toward the terminal 5752 of the selectith Tircuit 570 shown in FIG. 90.
Due to this, a read judgment result signal 5572 instructing disconnection
Y4 bltges tlrsndhimedelection 25 circuit 570 as the judgment result signal
5560 to the switch - 185 - circuit 561 shown in FIG. 89. Further, the switch
circuit 561 daid thec€Pe), dataditis BDB armdhermioindata2iumost? wibes on
disconnection state to prevent the CPU 552 from accessing the memory
tHrs PHssdlrsinedtabe V) The jurdly e it iwiy turit: 566 andtswitchi roircriic ting
561 determine the connection state between the memory 553 and CPU
sdara dLS56S paked bpatuta getidfet phadvartoen rtacooradcenvitheash ing
program in accordance with a program being executed by the CPU 552.
AR) TREfeTSet ARGappligaidh pRytbmibdhgakiogetitly aheGREBE2 from
can be prevented from illicitly accessing instructions and data of another
hspieBHor? progiamtdtsreimsipmenhemiorgss s ahfl®: high security can be

obtained among application programs even when the CPU 552 is
executifigather, the judgment unit 582_1 shown in FIG. 91

judges if the address "2100H" is included in the address
range "2000H" to "2FFFH" of thé memory 553 defined by the
“FROM" and “TO" of the column shown in FIG. 92 corresponding
to the APl based on the executing AP instructing signal $552b
and address CPU_ADR input from the CPU 552 and fetch access
ranée defining data 584 1 shown in FIG. 92 read from the
storage unit 581

Further, the judgment unit 582 1 generates a fetch
judgment result signal S571 instructing connection and
outputs it toward the terminal 575_1 of the selection circuit
570 shown in FIG. 90.

Further', the selection circuit 570 connects the switch

574 to the terminal 575m1 since the instruction type

* - instructing signal S552a indicates a fetch.

Due to this, a fetch judgment result signal 8571
instructing connection is output through the selection

circuit 570 as the judgment result signal S560 to the switch

" circuit 561 shown in FIG. 89.



ig

15~

20

25

15 plurality of application programs. The present invention is not limited to
the above explained embodiment. For example, in the above explained
embodiment, the case was illustrated where the judgment circuit 560
stored 20 fetch access range defining data 5841, fetch inter-AP call
relation defining data 5851, read qc%@;qunge defining data 5842, read
inter-AP call relation defining data 5 write access range defining data
5843, and write inter-AP call relation defining data 5853, but as shown in
FIG. 100"554%6E aldd SosibiE t usd BRUE L RE LB IsteaTYy Sl €RY -data
186 in a state encrypted using key information K. In this case, the
Biggmeht BRSO F8Iciake KeySint§indibntih araciateritorrprotadm to
590, accesses the IC card 558 through the CPU data bus 506 and
Zoh MR uATEHSE S Attt BD42RERRIhEMSICRBEESs Afde defining data
5841, fetch inter-AP call relation defining data 5851, read access range
definind'84f S84 red@ iltBEABRANG cRXBA Adetth Fasa a8 wribe
ess range defining data 5843, and write inter-AP call relation defining
a%;cfﬁ%%?@ o IO hENEEPEe8s, " HP A8 theidiffe BRayyprirtgRg ais
rgd,eter{_nipg decryption program 590 anqgﬁ information K. Further, .
present inventio R G IFtior progEiiih'ana fetch

P
nt?ﬁe presen
.encrypted state in the |IC card 558

3d3§¥%n Qt skgnal SSTI'instructing disconnection is

resu
output from the selection circuit 570 to the switch circuit
561. Due to this, the switch circuit 561 sets the CPU data
bus 506 and memory data bus 562 in thé disconnection state
to prevent the CPU 552 from acceséing the memory 553.
[Operation of Second Example]
- Next, an example of the operation in the case where

a program module of the application program AP2 calls up

a program of the application program APl when the computer

551 executes a read instruction will be explained.

In this case, the executing AP instructing signal S552b

_showing AP2 and the called AP instructing signal S552¢

showing'BPl are output from the CPU 552 to the read judgment
circuit 572.

'_The Judgment unit 582 2 of the read judgment circuit

572 vie;ws the read inter-AP call relation defining data 585 2

shdwn in FIG. 96 and judges if a call from the AP2 to AP1
is allowed.

Further, the judgment unit 582 2 generates a read
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15 read this through the communication circuit 504 and CPU data bus 506
into the judgment circuit 560, decrypt this by the judgment circuit 560
using predetermined key information, store the decrypted decryption
program in the memory 553, and have the judgment circuit 560 read and
execute the 20 decryption program_frq@ 4th(_e memory 553. Further, in the
above explained embodiment, the case was shown of the CPU 552
outputting to the judgment circuit 560 an executing AP instructing signal
IBERE CARRIAP AbHRRInSSidRarSsI Bhil i segmd fray alsel
be 25 generated, as shown in FIG. 101, by the judgment circuit 187 560
?ﬁ’o‘?%gﬁﬁg he BrEruasdsEpas sormiswkngY EnhoefimsheT Ive prsthen
embodiment is an embodiment corresponding to the 20th and 21st
SEFERL bf ML inTBRYSHh. B L0299 a view of the configuration of a
semiconductor chip 631 of an embodiment of the present invention. As
shown iR FiERes2, iesamt@ntlendiiceit B9 aenarbsnidmoryitch
g;z, switch circuit 633, switch circuit 10 634, judgment circuit 635,
2ifechiSn EheuiFB3E A/ CPIP 637 SHREMi&haI EtieryEabonwiere
,circgéit 633,.switch. circyit 634, judgment circuit 635, and CPU 637 are
BREEAEH A% CHO B TR ndicates a fead instruction.

Due to this, a read judgment result signal S572
instructing connection is output through the selection
circuit 5?0 as the judgment result signal S560 to the switch
circuit 561 shown in FIG. 89.

Further, the switch circuit 561 sets the CPU data bus
506 and memory data bus 562 to the connection state, whereby
the CPU 552 can access the memory 553.

On the othei hand, in ihe above case, when the program
module of the application program APZ2 calls up a program
of the épplication program AP3, it is judged from. the read
inter-AP call relation defining data 585 2 showﬁ in FIG.
96 that a call from the AP2 to AP3 is not allowed.

Further, the jngment unit 582 2 generates the read
judgment result signal S572 instructing disconnection and
oﬁtputs-this toward the terminal 575 2 of the selection
cirecuit 570 shown in FIG. 90.

Due to this, a read judgment result signal s5572
instructipg disconnection is output througﬁ.the selection

circuit 570 as the judgment result signal S560 to the switch
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15 The internal memory 632, judgment circuit 635, and CPU 637 are
connected to an address bus 641. The internal memory .632, judgment
circuit 635, and CPU 637 are connected to a signal line 642. Further, the
internal memory 632 is further connected 20 to an internal data bus 643.
Further, the switch circuit 634 is furthe8 sornected through an external
data bus 644 to an external memory 660. Further, the selection circuit

aede fwthrg cogneatedsitiratpl ang@xternal data bus 645 to a debugger
25 661. - 188 Here, the semiconductor chip 631 corresponds to the

semicomdisataesircuihef thefirslinspect ot thesipyeplion He.CRYMA . bus

bus 640 corresponds to the first transmission line of the first

5eRanigaad wEaiaEUda e pragrase Madyie B LML GISSPORHS 12,20k 4 e to

instruction for executing a program of the first aspect of the invention, the

pBteraal themenc B3 25 espends B SIQRoeel ciLeL ie rsaspect
of the invention, the CPU 637 corresponds to the processing circuit of the

first aspactaigha ineation. e, switeh; Lo Gikelit 633 CaresRAUWS IS, 5 ton

first connection switching circuit of the first aspect of the invention, the _
cawitoli EiIS6I B34 cemesRORAS (04 SeeanshCoRReENBR SICAING, Ll -y

of the first aspect of the invention, the judgment circuit 635 corresponds
5®3hacanoectiof-aeNtidhSirGd%6 based on data defined in advance
in accordance with each program in accordance with a program
being executed by the CPU 552.

Therefore, an application program being executed by
the CPU 552 can be prevented from illicitly accessing
instructions and data of another application Program stored
in the memory 553 and a .high security can be obtained among
application programs even when the CPU 552 is executing a
plurality of application programs.

The present invention is not limited to the above
explained embodiment.

| For example, in the above explained embodiment, the
case was illustrated where the judgment circ{zit 560 stored
fetch access range defining data 584'__71, fetch inter—-AP call
relation defining data 585 1, read access range defining
dai:a. 584_2, read inter-AP call relation defining data 585 2,
w;'ite access rat_lge defining data 584 3, and write inter-AP
call relation defining data 585_3, but as shown in FIG. 100,

it is also possible to use an IC card 558 storing such data
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15 of the first aspect of the invention, the selection circuit 636
corresponds to the third connection switching circuit of the first aspect of
the invention, the external memory 660 corresponds to the storage
apparatus of the first aspect of the invention, and the debugger 661

- corresponds to the 20 external appar télg of the first aspect of the

invention. Further, the signal line 642 corresponds to the third

transmission line of the first aspect of the invention, while the address bus

71 2ofbeS6n RIETHE Fe6 R FaRemissionilife ohatfeifimt Espect of the
invention. 25 Further, the judgment result signal S635a corresponds 189

to the firkRcéitidl Fovae of Hhefidedgpean bf dia dmidntr? theofldgnidmne key
result signal S635b corresponds to the second control signal of the first
Rpedt HemBnaas dreTPEigmapt Aastirsi§i%) S685cesses the IC
corresponds to the third 5 control signal of the first aspect of the
FREsAtion 8 aeagl athew $8le dadiningthe S8fwans confioumiion bion

the semiconductor chip 631 shown in FIG. 102. In FIG. 103, the
PohiGHoSO4yerrafe FhriksieaByrEceehErrgthdebinime data 584 _1,
component of the semiconductor chip 631 shown in FIG. 102. Above the -
Har6Rat® EGET IPptetibierla EdmdREARdM HAnAa8P_The read access

communijcation_driver layer has positioned in it a communication driver
¥§ﬁ§?oﬁﬁ§ﬁﬁmﬂ@1ﬂ@ta 584 2, read inter-AP call relation

defining data 585 2, write access range defining data 584 3,
and write inter-AP call relation defining data 585 3 from
the IC card 558, and uses the same decrypted using a
predetermiged decryption program 590 and key information
K.

Further, the present inventioﬁ may store the above
decryption program in an encrypted state in the IC card 558,
read this through the communicati-c;'m circuit 504 and CPU data
bus 506 into the judgment circuit 560, decrypt this by the
judgment circuit 560 using predetermined key information,
store the decrypted decryption program in the memory 553,
gnd have the judgmenﬁ cdircuit 560 read and execute the
decryption program from the memory 553.

Furthér, in the above explained embodiment, the case

was shown of the CPU 552 outputting to the judgment circuit

- 560 an executing AP instructing signal 8552b-and called AP

instructing signal 8552c¢, but these signals may also be

generated, as shown in FIG. 101, by the judgment circuit
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15 communication. The program of the communication driver layer is
usually stored in a nonvolatile memory. Above the communication driver
layer is an operating system (OS) layer for providing the program forming
the foundation for the operation of the semiconductor chip 631. 20 The
OS layer provides the highest applicaiign (AP) layer with higher concept
services compared with the lower layers. Further, above the OS layer is

AP layer definin ecific function serwces) realized by the
%e%mlconé/[% Qo &%pqé% é%e Aaiﬁi 3Pﬁa§’s{ r 8%mple, 25 application

progrags API§ @ §! gn%APC% realized by the - 190 program modules PM
1, PM G. 102. The internal memory 632 stores

the pr ,%{lam module P gf the atppllcatlo (P;ram API. shown in FIG.

103 FIG 9F S T view expfglnlnglfhe con?%ﬁ '%Ib’ﬁegtoﬁﬁé:’b‘?&@%ﬁfhng
Ie B As ﬂ'n FIG. 104 the rogram module PM -1 is

comprlse 5t P ura func’t) ion modfﬁp G188 %HORR - the case

where H. co ised of n number nction dules FM1to EMn. 10
As showin%ln 285 10Z, the Tnstructio %lodecj FHRSTHRAT L Rh 6t the

les F | to ni an un structio h| e the tail
spiREHanmack 6 I%I &1 “tlruc%on s ah InSFRTRt

instruction is a |](:)Ck ms‘fructlon ere a |ns

1 SEHEUNg, |

As shown in.FIG. 102, the semiconductor chip 631 has
an internal memory 632, switch circuit 633, switch circuit
634, judgment circuit 635, selection circuit 636, and CPU
637.

The internal memory 632, switch circuit 633, switch
circuit 634, judgment.circuit 635, and CPU 637 are connected
to a CPU data bus 640.

The internal memory 632, judgment ciréuit 635, and
CﬁU 637 are connected to an address bus 641.

- The internal memory 632, judgment circuit 635, and

CPU 637 are connected to a signal line 642.

Further, the inte:nal memory 632 is further connected
to an internal data bus 643.

Furthexr, the switch circuit 634 is further connected

- through an external data bus 644 to an external memory 660.

Further, the selection circuit 636 is further

connected through an external data bus 645 to a debugger

© B661.
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15 a later explained judgment circuit 635 to hold the switch circuit 633 in
the connection state until the next unlock instruction. Further, an unlock
instruction is an instruction instructing the switch circuit 633 to switch to
the 20 disconnection state. The switch circuit 633 is interposed bet\_/vee_n
the CPU data bus 640 and the interngggata bus 643. The switch circuit
633 becomes either the connection state or disconnection state ba_lsed on
the judgment resylt, 2 é{i‘g,pal S635a input.from judgment circujt 635. -
191 The switéh%ﬁguitg 634 %"i’ﬁ‘?e‘?&%s?é‘g Sé‘t’\i%e%}t e‘i%fﬁeﬁﬁarb% 6f) the
: L ) he

£ i\ 3 bus.644. t‘__l'he \‘Q_/ﬁch ircuit 634 becomes ejther t .

%gﬂné:zt’eitc{)% (s:(t:tg}t;e o#ﬁi‘é‘égﬁne&ﬁn sfaathb%Ssédaosr? %ﬁu%%sn%:e{‘rﬁ r??gb'_ﬁ'ﬁ:m“'
' 338 {npyt fromg ghe judgment circuit 635, The judgment circuit 635,

?n%]l?%ggthe addlr%ég g%sibgﬂo and gigha |ne%4‘2}.‘$vr%eln_ % sddYasRission
plana! QeI ERILAZLAR e gddress bus,Gal pdicates e oy
address where the program module PM -1'Is stqred in‘the fterna
m?rﬂoe/o%(}ééémth&d nétil%%%wgé&%ﬁu%"g 3gnal 38378 QUtDUt
by the CPU 637 to.the signal line 642 indicates a fetc mstructlgn, it ,

- Senerles 3 udgraenldesull #I0PALSEARA dRSIHICingconpeetion. 1n other |

cases, it generates a judgment result signal S635a instructing
ghiscapngeiihonds to the storage circuit of the first aspect

of the invention, the CPU 637 corresponds to the processing
éircuit of the first aspect of the invention, the switch

circuit 633 corresponds to the first connection switching
circuit of the first aspect of the invention, the switch

circuit 634 corresponds to the second connection switching
circuit of the first aspect of the invention, the judgment
circuit 635 corresponds to the connection control circuit
of the first aspect of the invention, the selection circuit
636 corresponds to the third connection switching circuit
of the first aspect of the invention, the external memory
660 corresponds to the storage apparatus of the first aspect
of the invention, and the debugger 661 corresponds to the
external apparatus of the first aspect of the invention.

Further, the signal line 642 corresponds to the third

. transmission line of the first aspect of the invention, while

the address bus 641 corresponds to the fourth transmission
line of the first aspect of the invention.

Further, the judgment result signal S635a corresponds
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15 The judgment circuit 635 outputs the judgment result signal S635a to
the switch circuit 633. Further, when the judgment circuit 635 generates a
judgment result signal S635a instructing connection, it generates a
judgment result signal S635b instructing 20 disconnection and outputs it to
the switch circuit 634. Further, when {3¢ judgment circuit 635 generates a
judgment result signal S635a instructing disconnection, it generates a
gdg&entgesult signal S635b instructing_ connection and outputs this to

% ShitcH & &80 BB uritd iheR thdhRighidrt tirtsipess of the
jgenerates al9 judﬂgment result signal S635a instructing connection, it
GRRERRSE juddiRedt A df &y 7 Ea55cTASRRIiINGe 35P corresponds to

@/alisdétggii%fonneétio and outputs this to the selection circuit 636. 5 .
RS WRe AR fifgn T il it 658 g dicr Stk S aPRAGmE PR dR Bk on -
S6 S%Qsiw&tin% dLsconne tion, it generates a judgment result signal .
AR IRG VAt o IR A h ¢ 30 R TS T5 ARsSekstdip third
circ%t:gi& 110 rFl_gr h%rfwi[}gg aff.uncgon module in thg program module
B-158 called Up by branch n&fuctidRETI oS in Aot 8 fifction -
module%%{ug i}){%:uted by the CPU 637 durjng execution of the program
module PM 1 showriin FIG: 104 byoﬁee@if%é’f,rfﬁe flfyrv&dt SiaR
é@éé%ﬂ %géwgggggnkhe semiconductor chip 631 shown in FIG.
102.

In FIG. 103, the bottommost layer is the hardware layer,
that is, the hardware component of the semiconductor chip
631 shown in FIG. 102.

Above the hardware layer is positioned a communication
driver layer. The communication driver layer has positioned
in it a communication driver layer for controlling the
communication. The program of the communication driver layer

is usually stored in a nonvolatile memory.

Above the communication driver layer is an operating

-system (0S) layer for providing the program forming the

- foundation for the operation of the semiconductor chip 631.

Th:e, 0S layer provides the highest application (AP} layer
with higher concept servi'ces ccmpar_:éd with the lower layers.
Further, above the 08 laye: is an AP layer defining
the specific functions {services) realized by the
semiconductor chip 631. The AP layer has, for example,

application programé AP1, AP2, and AP3 realized by the
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15 result signal S635a instructing connection to the switch circuit 633
conditional on the instruction at the head of the called function module
first starting a fetch (that is, when a branch instruction designating the
instruction at the head of the called function module is being executed).
20 As explained using FIG. 104, since, the head of each function module

. . . - 190 < . . .
has an unlock instruction (disconnection release instruction of the first
aspect of the invention) positioned at it, the judgment circuit 635 outputs a
RUGRTEME eeditinfaFtsdsa Mdtdctivqdomtcionhodne switdligs 102.
circuit 633 based on the unlock instruction until the next 193 lock
instructioh urREAradb PR fidiskoree thet Remat fthedule PM 1
invention) is executed. At this time, as explained earlier, the switch circuit
854 FRs8BR 13 RRGH Mt REQASEh A6 35hamar dating IiscaHction, 5
while the selection circuit 636 is issued a judgment result signal S635c
instructifig fvatiify/dR ceneBn £ 85 aeterdsrairgalEbitheppetaiomdfion
the CPU 637 by the debugger 661 or acquisition of the CPU internal
%&t@ﬁf&ﬁ?ﬁﬁ?ﬁfr’&ﬁf’ﬂﬁgﬁ%ﬁ’@fﬁ%Y are not possible. Therefore, the
function_10 modules E141 to FM n shown in FIG. 104 cannot be accessed
from thé*BrogPA mdduIES BM L 4nd Bre-PprEearimadeleerfM 1 is

memoQ/S%G or_the debugge_r 661. Further, when a function module in the

BEREASRI fofe 2PRAT AN 65 b'i}‘l‘?ﬁtél?ﬂ B’S’ﬁéiéétﬁirﬂg brhfiéhshows

the case where it is comprised of n number of function modules
FM 1 to FM n.

As shown in FIG. 104, the instruction (code) at the
head of each of the function modules FM 1 to FM n is an unlock
instruction, while the tail instructién is a lock
instruction.

Here, a lock instruction is an instruction instructing
a later explained judgment circuit 635 to hold the switch
circuit 633 in the connection state until the next unlock
instruction.

Further, an unlock instructign is an instruction
instructing the gwitch circuit 633 to switch to the
disconnection state.

The switch circuit 633 is interposed between the CPU
data bus 640 and the internal data bus 643.

The switch circuit 633 becomes either the connection

state or disconnection state based on the judgment result

signal S635a input from the judgment circuit 635,
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15 instruction included in another function module while the CPU 637 is
executing the program module PM 1 shown in FIG. 104, when first

fetching an instruction other than the instruction positioned at the head of

the function module of that call destination, the judgment circuit 635

outputs 20 a judgment result signal-S633a instructing disconnection to

the switch circuit 633. Further, in this case, the judgment circuit 635,_ for
examplerhalts fie.anetalion of he6PY SILeRedoms predetermingd,
error processing. When the judgment result signa 6%%0 from the

indomas 2% dec o8 Sidlicaieninyaldivjdiscappgetion, the - 194

selection circuit 636 invalidates the HALT signal la input fror_n the
debugganfbl(ppecalionallieaueshoflishasned oble yentonhand .
does not output it to the CPU 637. Here, the HAI_.1e S|gnaf8% ailsa
sianebinstrueling-a 248poraly ball fg t%%ggﬁ'ﬁaggnaﬁéhe- G&s 6375 result
When the judgment result signal S635¢ from_t e J_udgmenlj_cwgﬁ?g 5
indigates walditydiseannectiandhe 5@18@%%@%&&%%%V@%€1ﬁaﬁes the

CPU internal status read request signal S661b and CPU internal status

rewrite 4heequesysingl SHOLE NP IPRANS JSRUOUSLOTNARI S05S, o a1

-not output them to the CPU 637. Here, the CPU internal status rea

sequest gione! BHALD ¢ip A, SigRANTOLHRAURIPG ITOUDRHAN SHOWINIINE, the
internal status of the CPU 637.
CPU 637 to the address bus 641 indicates the address where
the program module PM 1 is stored in the internal memory
632, and the instruction type instructing signal $637a cutput
by the CPU 637 to the signal line 642 indicates a fetch
instruction, it generates a judgment result signal S635a
instructing cénﬁection. In other cases, it generates a
judgment result signal S635a instructing disconnection,
The judgment cifcuit 635 outputs the judgmént rasult

signal S635a to the switch cirxcuit 633.

Further, when the judgment circuit 635 generates a

. judgment result signal $635a instructing connection, it

generates a judgment result signal S635b instructing

disconnection and outputs it to the switch circuit 634.

Further, when the judgment circuit 635 generates a

judgment result signal SGSS& instructing disconnection, it

geherates a judgment result signal S$635b instructing
connection and outputs this to the switch circuit 634.

Furthér, when the judgment circuit 635 generates a



10

15

20

25

15 The CPU internal status rewrite request signal S661c is a signal for
requesting a rewrite of information showing the internal status of the CPU
637. On the other-hand, when the judgment result signal S635c from the
judgment circuit 635 indicates 20 validity/connection, the selection circuit
636 outputs the HALT signal S661a input from the debugger 661 to the
CPU 637. When the judgment result dighar S635c from the judgment
circuit 635 indicates validity/connection, the selection 25 circuit 636
JRPTRANE CEEYitEral otds fGtbregimstried: vgnatSthabtanen, it
CPU internal status rewrite request signal S661c input from the debugger
gERRFMECCPY 6B et Terudde stioyneifc Ut 6¥Bcoutpststhe CRtdy
internal status signal S637d input from the CPU 637 in accordance with
Ve Ep Frddar sanreetiqegasst siyhaEss ithtosthealaugges 166t ion
The CPU 637 outputs the address of the internal memory 632 to the
Sad@8s bu8 241 and instruction type instructing signal S637a showing

the type of the instruction being 10 executed to the signal line 642 and in

accordaRi& filifithe visfle PoffoindgrsutssirtmmskigtHedhsyecionstans a

data of the program module PM 1 read from the internal memory 632 :
HOgRT e SRAM Eirédivnad SPEISPUIRRA DUS 60U Fdithenthe ORlYn, it

637 outputs the address of the
generates a judgment result signal S635c instructing

validity/connection and outputs this to the selection
circuit 636.

Further, when a function module in the program module
PM 1 is called up by a branch instruction included in another
function module being executed by the CPU 637 during
execution of the'program module PM 1 shown in FIG. 104 by
the CPU 637, the judgment circuit 635 outputs a judgment
result signal S635a instructing connection to the switch
circuit 633 conditional on the instruction_at“the head of
the called function module first starting a fetch (that is,
when a branch instructigh designating the instruction a£
the head of the called function module is being executed) .

As explained using FIG. 104, since the head of each
function module has an unlock instrucﬁion'(disconnection
release instruction'éf the first aspect‘of the invention)
positioned at it, the judgment circuit 635 oﬁtput’s a judgment
result signal S5635a ihstructing connection to the switeh

circuit 633 based on the unlock instruction until the next
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15 external memory 660 to the address bus 641 and the instruction type
instructing signal S637a to the signal line 642 and in accordance with the
same performs processing using the instructions and data of the program
modules PM 2, PM 3 read from the external memory 660 through the
external data bus 20 644, switch circu# $34, and CPU data bus 640.

When a HALT signal S661a is input through the selection circuit 636 from
thecdebuigger66¢i e GRYLAhalisehgnonaration ohthe GRV:8YY of the

Further, when the CPU 637 receives as input a CPU 25 internal status

raadbrequepleignJfSaGID trruabdhe4o6; selegtion citguit 636 fpathe;
debugger 661, it outputs an internal status signal S637d including

- infoumatinnishawiag Jhedpternal statys inshe GRY 637 %%%%%ﬂ?x&

signal S661b through the selection circuit 636 to the debugger 661. 5
Feabrendendbe1GP Y RAT/ECaNESES IARULAGRn ta!i@éémé%mon

rewrite request signal S661c through the selection CIrCUIt 636 from the

“rhueoenes Ll ryyiles therploymalien showing dagyines %ﬁ?&ﬂ%%esult
the CPU 637 by the content designated by that signal S661c. to this _

404ha ppseaies afibe QR 534 is aatialleddyhe debugaer £51. The 5
debugger 661 uses the HALT signal S661a in accordance with the

tiehpggiagphistiioeoaliel dpeeperadiar ofthe ©BY 637 FPRI B ugger
operation of the CPU 637 using _
661 or acquisition of the CPU internal status information
from the CPU 637 are not possible. Therefore, the function
modules FM 1 to FM n shcnml in FIG. 104 cannot be accessed
from the program modules PM 2 and PM 3 present in the external
memory 660 or the debugger 661.

Further, when a function module in the program module
PM 1 is called up by the CPU 637 executing a branch
instruction included in another function module while the
CPU 637 is executing the program module PM 1 shown in FIG.
104, when first fetching an instruction oﬁher than the

instruction positioned at the head of the function module

of that call destination, the judgment circuit 635 outputs

a. judgment result signal $635a instructing disconnection

to the switch circuit 633. Further, in this case, the Judgment

~circuit 635, for example, halts the operation of the CPU

637 or performs predetermined error processing.
When the judgment result signal S635c from the judgment

circuit 635 indicates invalidity/disconnection, the
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15 the internal status read request signal S661b and internal status signal
S637d, and customizes the CPU 637 by the CPU internal status rewrite
request signal S661c. Next, examples of the operation of the
semiconductor chip 631 will be explained. 20 [First Example of Operation]
For example, consider the case whera #de debugger 661 outputs to the
selection circuit 636 one of the HALT signal S661a, CPU internal status

sxfiequest Sigah $66dPe anty CRUGINEWAhRlaHS e WHIR eauast $19N3ly
S661c_ 25 In this case, when the CPU 637 accesses the internal - 197

MesROBhe3ddhiayebhese Pl dataslus. 840 and swijeh Siccy Pﬁgs@gspect

is, when the switch circuit 633 Is in the connection state, due to the

pElgemnt feswhtigba) SE3Re mdhe dudgmeptaircuit 635, the.selsatioy |

circuit 636 becomes the 5 invalidity/disconnection state, and the selection

Bieell 686laesmot oL Ihe bt signal S66aa CPU iternal stagHs,

read request signal S661b, and CPU internal status rewrite request Signal

Sanpoia e BRU6IS Thaselop the dehuggenshl eqnas agcess the
CPU 637 10 and cannot access the internal memory 632 either. On the

other hafiskzi/vtva the G 68 His 10t BGEESRIAY $68 HUCFRUNEROY68%ent
that is, when the switch circuit 633 is in the disconnection state, due to
dfierfralyMesd Sesuit Signak S63he HDAUh ey YA BeBhEEIARD, thee
selection

selection circuit 636 invalidates the CPU internal status
read request signal S661lb and CPU internal status rewrite
request signal S66lc input from the debugger 661 and does
not output thgm to the CPU 637.

Here,theCPUinternalstatusreadrequestsignalSGGlb
is a signal for requesting information showing the internal
status of the CPU 637.

The CPU internal status rewrite request signal S66l1c
is a signal fo; requesting a rewrite of.information showing
thg'internal status of the CPﬁ 637.

On the other hand, when the judgment result sigﬁal
$635c from the judgment circuit 635 indicates
validity/connection, the selection circuit 636 outputs the
HALT signal S66la input from the debugger 661 to the CPU
637. |

When the judgment result signal S635c from the Judgment

circuit 635 indicates validity/connection, the selection

circuit 636 outputs the CPU internal status read request
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15 circuit 636 becomes the validity/connection state, and the selection
circuit 636 outputs the HALT signal S661a, CPU internal status read

request signal S661b, and CPU internal status rewrite request signal

S661c to the CPU 637. Therefore, the debugger 661 can monitor and set
the 20 operation of the CPU 637, Qutlségce_the switch circuit 633 is in the
disconnection state, cannot access the internal memory 632. [Second
Example of Operation] For example, consider the case where the CPU
8397 b 8GR AP Ex b TR oPEB6G thirighithie setthesitutignal
198 - 634 and external data bus 644. In this case, due to the judgment

SR sidras SeBsamahh S eldeursif e fkighte i GRB363the Switdther,
circuit 634 and selection circuit 636 become the connection state, 5 but

HhE 15 Hembg Rt iesidy i SoushpiHess/ieh CRULILBSS bredmetatus
the disconnection state. Therefore, the internal memory 632 cannot be

SE88&b ot Ihd BRI n S 98t BEs PB4 S A d iy e pesditired wbdbe, the

in the semiconductor chip 631, 10 when the internal memory 632 and the
TPUdHs bid baTafe  hire dorrrtae - stimnakeifii tess hordehagger

%(ternal data buses 644 and 645 is not allowed. Therefore, according to
& semiconductor chip 631, itis possible to reliably protect the program

module PM -1
The CPU 637 outputs the address of the internal memory

632 to the address bus 641 and instruction type instructing
signal S637a showing the type of the instruction being
executed to the signal line 642 and in accordance with the
same performs processing using the instructions and data
Qf the program module PM 1 read from the internal memory
632 through the switch circuit 633 and CPU data bus 640.

Further, the CPU 637 outputs the address of the
external memory 660 to the address bus 641 and the instruction
type instructing signal 86373 to the signal line 642 and
in accordance with the same performs processing using the
instructions and data of the program modules PM 2, PM 3 read
from the external memory 660 through the external data bus
644, switch circuit 634, and CPU data bus 640.

When é HALT signal S66la is input through the selection
circuit 636 from the &ebugge£-661, the CPU 637 halts the
operation of the CPU 637.

Further, when the CPU 637 receives as input a CPU

internal status read request signal S661b through the
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15 stored in the internal memory 632 from illicit access from outside of the
semiconductor chip 631 and therefore possible to maintain the
confidentiality of the program module PM 1. Further, according to the
semiconductor chip 631, the process of execution of the program module
PM -1 by the CPU 20 637 cannot_belrygnigored and analyzed from the
outside. Further, according to the semiconductor chip 631, it is possible to

revent a confidential pragram module PM 1 from being illicitly accessed
%r%irr? %r%olg?gmcrﬁgaﬁlﬁg&a éizrgéf%m P SISRHHRe gg?erné%m%hﬁyts an

660. 25 Ejghth Embodiment 199_The present embodiment is an )
1e‘?ntt?5:dfrarlﬁ_:'én? g&'f'%é‘sposr%o%‘ga*‘tloﬁﬁé%tﬁaﬁ&ﬂ%&sa&@m@%ﬁf}emlm

t@g.ilog i%gavi'te\év oféﬁg ch?nfi uration of éh7e semiconductor chip 6131 of
A embodinmant of e pres@nt Binventisn./ ASRbImAhId Y d&h dfe Signal
§§§1ig0@ l%cx:)tgr hi 6153‘;}a gst%rg}gncr, %E‘lion/i(:jecr\%tion circu(i;E 6134,
judgiment circuit 6135, elschion Thtteiss ahdThD s1s/9pRegger 661.
encryptLon/q:qlcr%otior}?circuL&GlSéP%ds U 6137. 10 are connected to a
CPU data bus 6140 The judgment circ%i 6185 ShTPB B3R @ CFU
i@?{‘@gﬁtﬁl tsot%Qggdress bug 6141. The judgment.cirguit 6135 and CPU
6137 are connected tltnjeggijnil e 8147 Sngnal &,‘éfc thmugﬁ the
selection circuit 636 from the debugger 661, it rewrites
the information showing the internal status of the CPU 637
by the content designated by that signal S66lc. Due to this,
the operation of the CPU 637 is controlled by the debugger
661,

The debugger 661 uses the HALT signal S66la in
accordance with the debugging object to control the operation
of the CPU 637, monitors the operation of the CPU 637 using

the internal status read request signal S661b and internal

status signal $637d, and customizes the CPU 637 by the CPU

internal status rewrite request signal S66lc.

Next, examples of the operation of the semiconductor
chip 631 will be explained.

[First Example of Ope?ation]

For example, consider the case where the debugger 661
outpqts to the selection circuit 636 one of the HALT signal
S66la, CPU_interﬁal status read request signal SGGib, and
CPU internal status rewrite request signal 36610-

In this case, when the CPU 637 accesses the internal
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15 Further, the encryption/decryption circuit 6134 is further connected
through an external data bus 6144 to an external memory 6160 Further,
the selection circuit 6136 is further connected through an external data
bus 6145 to a debugger 20 6161. Note that in the semiconductor chip
6131 as well, the software structure ghgwo in FIG. 103 is similarly

applied. Here, the semiconductor chip 6131 corresponds to the
§§mi or, circuit of the se spect of the invention, 25 the )
exter%%{l1 afa le?lsréjfég% c&??gsﬁc‘c%%ds%%%ﬁeaﬁ‘rﬁ Rt ARSI s dFcuit
fir ect of the invention, the external. memqry 6160 corresponds to
e g e Y S A BEie, Bk o E Ao on
le BM.-1, cortesponds, to the, instruction for, executing_ a program 5
Sg]fgt%% 'seg({)yrl?d ggpe%%)f %alﬂl\r/‘grﬁltii:onf?ﬁél !ér‘?cr%ﬁgrﬁc'clle gst?ézn et the
-Q;ﬁﬁ 10 the .encryption/decryption circuit of the second
Jaspec%qgﬁk?eioﬁ%zﬁ%oggt e %J%%rr?een %ﬁgﬁ?glﬁﬁ%%‘rlr]é%p% 8511'8 s _the
SRRl SRy abe sesand asgedtof e inyentiqn, the 10 sejection dircut
t of th & hé

6136 corresponds to the selection circul e second aspec

ed¥eaian Mha R Tafoaspends lofasecond copnuiation drcult, -

and the external data bus 6145 correSponds to the'second transmiss

r@?dok@&lﬁggngféﬂgﬁt %Iégglmvez[ﬁignCPU inteﬁnal status rewrite
request signal S66lc to the CPU 637.

Therefore, the debugger 661 cannot access the CPU 637
and cannot access the internal memory 632 either.

On the other hand, when the CPU 637 is not accessing
the internal memory 632, that is, when the switch circuit
633 is in the disconnection state, due ﬁo the judgment result
signal $635c from the judgment circuit 635, the selection
circuit 636 becomes the validity/coﬁnection state, and the
selection circuit 636 outputs the HALT signal S66la, CrU
internal status read request signal S66lb, and CPU internal
status rewrite request signal S661lc to the CPU 637.

Therefofe,rtbe debugger 661 caﬁ monitor and set the
operation of thg.CPU 637, but since the switch circuit 633
is in the disconnection state, cannot access the internal
memory 632. |

[Second Example of Operation]

For examp;e, consider the case where the CPU 637Iis

accessing the external memory 660 through the switch circuit
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15 First, the external memory 6160 will be explained. As shown in FIG.

105, the external memory 6160 stores the program modules PM 1, PM 2,
and PM 3. In the present embodiment, the case where the program

module PM 1 has confidentiality will be illustrated. 20 The confidential
program module PM 1 is encrypted afgl stored in the external memory

6160. The nonconfidential program modules PM 2 and PM -3 may be
encrypted or not. FIG. 106 is a view for explaining the configuration of the

D granrfnfabrEpril- 1925 Psovitth-FIG. 106, the program module

PM -lis 201 comprised of a plurality of function modules. FIG. 106 shows

the casé WidrEgt fRA&mpA¥sd ¥ itheribedarembtionandduletg AL 6 635b
FM n. As shown in FIG. 106, the heads of the function modules 5 FM -I to
7 -1 ¢Fe St it IBPRUABEPBEsSnafagHIdEaTon Wesigndtpghtheiboui t
numbers. The ID number designating instructions are not encrypted.
§¥eraft IBTIRRtEAE ifbAfEddh Rt fdbargmg Lherneapordihidonctionte,
module. As explained later, when the 10 encryption/decryption circuit
RSBt nts Hhe iuHdgRTRdd res 1k ustanerdspieifing thbkegwitch
information to be used for that decryption. Further, at the tail ends of the

TR iR IBS RIS S0t SimeanaastienueiatedcThnanigrr, the

D, number »
internal memory 632 cannct be accessed from the external

‘data buses 644 and 645.

As explained above, in the semiconductor chip 631,

. when the internal memory 632 and the CPU data bus 640 are

in the _connection state, external access from the external
data buses 644 and 645 is not allowed.

Therefore, according to the semiconductor chip 631,
it is possible to reliably protect the program module PM 1
stored in the internal memory 632 from illicit access from
outsi'de of the semiconductqr dhip 631 and therefore possible
to maintain the confide_ntial:i_ty of the program module PM-__I.

..Further, according to the Semiconrductor chip 631, the
process of execution of the program module PM 1 by the CPU
637 cannot be monitored and analyzed from the outside.

Further, according to thel semiconductor chip 631, it
is ?oss__ible to prevent a confidential program module PM 1
from being illicitly accessed fx;om program modules PM 2 and
PM 3 stored in the external mémory 660.

Eighth Embodiment
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15 as "#0" (instructions indicating that the following instructions do not use
keys, that is, are not encrypted). The function modules, as shown in FIG.
107, are encrypted in units of block data of predetermined data lengths.
The block data 1 to n have parity data 1 to n added 20 to them. The
encryption/decryption circuit 6134, for;gxample, encrypts the function
modules shown in FIG. 106 of the program module PM -| to be written in
the exte,f.r;ulal memo%‘ 160, as, shown in FIG. 107, in units of

predetermindd block data. 25 ATTHIS tite, e BRRRTHHBRRE Sy Ffrarasting
B B A R S e (R BB 1

for Konbis o TuAich & FHLILS g HRE LA R E oo,
e o L T T SR 6 B LAmaene

designated for the function modules (key specifying information of the
second aspect 10 of the invention) and key information used for

encryptg e iHngiongpadulegdinked together, Further, whepthe .-,
encryption/decryption circuit 6134 encryptseﬁ%ecbcfoc da a, as shown in
%%%&%&@ﬁﬂ@ﬁ@&é%@&%%i%@f%%&’?t%é‘gdm%&%r@%tlh@é 21 35,
selection circuit 6136, and CPﬁ 6137.

The encryption/decryptioﬁ circuit 6134 and CPU 6137
are connected to a CPU &ata bus 6140.

The judgment circuit 6135 and CPU 6137 are connected
to an address bus 6141,

The judgment circuit 6135 and CPU 6137 are connected
to a signal line 6142,

Further, the encryption/decryption circuit 6134 is
further connected through an external data bus 6144 to an
external memory 6160 |

Further, the selection circuit 6136 is.further
connected through an external data bﬁs 6145 to a debugger
6161.

Note that in the semiconductor chip 6131 as well, the
software structure shown in FIG. 103 is similarly applied.

Here, the semiconductor chip 6131 corresponds to the

semiconductor circuit of the second aspect of the invention,

- the external data bus 6144 corresponds to the first
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15 linked with the corresponding block data in the external memory 6160.

At this time, the encryption/decryption circuit 6134 generates parity data

so that the sum total of the block data and parity data becomes a
predetermined value. Further, the encryption/decryption circuit 6134 20
obtains key information for the function module input from the external
memory 6160 by viewing the key iﬁfo?r%gtién table 6190 shown in FIG.

108 using as a key the ID number designated by the ID number

bEspARtFF AREULiSE a2 fhdheaf bt thae frrtibnofiothte. vietithe, the
encryption/decryption circuit 25 6134 uses that key information to encrypt
TP FoRAE h gettsithendevsmdmpretdiegdedaaparatus
Further, the encryption/decryption circuit 6134 decrypts the function

Hodde tREFRRYRTRE Ryittfadihof nypatiydaia Ebeebpsratimgrtonodule
that function module. 5 At this time, if judging it legitimate, it outputs that

e fed B2EPOIAE EPUSB AT e btrr HERH, ¢Medyifignyisnprogram
legitimate, it halts the operation of the CPU 6137 or performs
‘b?geda@rrﬁiﬁ'éﬂ‘éﬁ’rcﬁﬁ’é‘é%%s%. Kote imstenthepreddrt embodiment, the
data length 10 of the block data and the data length of the function

PRSTO® Thap HERREXRMES diftdreht trielddgpRpreranpemato the
generates a judgment result signal S6135 instructing

TR HRR ﬁgﬁé’cﬁ%té‘rfﬂ‘ obtdutd it fo tfe SBRcAGTERCLiIBSESWhed the

the CPU 6137 , ‘ ‘
invention, the judgment circuit 6135 corresponds to the

control circuit of the second aspect of the invention, the
selection circuit 6136 corresponds to the selection circuit
of the second aspect of the invention, the CPU 6137
corresponds to the second computation circuit, and the
external data bus 6145 corresponds to the second transmission
line of the second aspect of the invention.

First, the external memory 6160 will be explained.

As shown in FIG. 105, the external memory 6160 stores
the program modules PM 1, PM 2, and PM 3.

In the'présent émbodiment, the case where the program
module PM 1 haé confidentiality will be illustrated.

The confidential program module PM 1 is encrypted and

"stored in. the external memory 6160. The nonconfidential

program modules PM 2 and PM 3 may be encrypted or not.

FIG. 106 is a view for explaining the coanfiguration

of the program module PM 1.

‘As‘shown in FIG. 106, the program module PM 1 is
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15 is accessing (for example, fetching) a confidential program module PM

1. Further, judgment circuit-6135 generates a judgment result signal

S6135 instructing validity/connection and outputs it to the selection circuit
6136 when the CPU 6137 20 is not accessing (for example, fetching) a
confidential program module PM 1. The judgment circuit 6135 monitors

the addresses and instructions outputfy'the CPU 6137 and flowing over

the address bus 6141 and signal line 6142 and, based on the same, 25
jGegErt frRiCml B piupadctbysvg henprogrammaddile PVEER04 06 shows
When the judgment result signal S6135 from the judgment circuit 6135
ifietes mvdieny dischbaneetion: thedse e atiomabeltit 64 Ininvalidatesodules
the HALT signal S6161a input from the debugger 6161 (operation halt
requdstlst 5F8kabnd aspect of the invention) and does not output it to the

'CPU 6137. Here, the HALT signal S6161a is a signal instructing to

temporafii§ EReHe dpFdton bPthe ORUKEEIE Whamthejudgaiem medlkles
signal S6135 from the judgment 10 circuit 6135 indicates

N alidity?dEormedifore efe widibcidh rirnbie 6186 smalidatts¢herGRldma tion
internal status read request signal S6161b and CPU internal status :

RETRERELES Sl B 18eEhasR frofhthelBebugyes 6162 singrdoesng

not output them to the CPU 6137.
instructions are not encrypted.

Here, an ID number is information for identifying a
corresponding function module. As explained later, when the
encryption/decryption circuit 6134 decrypts the function
modules, it is used for specifying the key information to
be used for that decrﬁption.

Further, at the tail ends of the function modules FM 1
to FM n are pl#ced instructions designating the ID number
as "#0" (instructions indicating that the following
instructions do not use keys, that is, are not encrypted) .

The function modules, as shown in FIG. 107, are
encrypted in units of block data of predetermined data
lengths. The block data 1 to n have parity data 1 to n added
to them.

The encryption/decryption circuit 6134, for example,
encrypf:s the function moﬂu;es shown in FIG. 106 of the program
module PM 1 to be written in the external memory 6160, as
shown in FIG. 107, in units of predetermined block data.

At this time, the encryption/decryption circuit 6134
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15 Here, the CPU internal status read request signal S6161b is a signal
requesting information showing the internal status of the CPU 6137. The
CPU internal status rewrite request signal S6161c is a signal requesting
rewrite of the information showing 20 the internal status of the CPU 6137.
On the other hand, when the judgmgn&reésult signal S6135 from the
judgment circuit 6135 indicates validity}?:onﬁection, the selection circuit
61{?6 outputs the, HALT signal S6161a input from the debugger 6161 to
the CPF 75 8157 208 SRR thd Refyrieringsainyighaly$6 b3miamdthen and
jud r’rs1en§: c!'_'rcuit 6135 indicates validity/connection, the selection circuit
6136 olitputs the' CRY ifferAarRtafriesd seqids chignakseitibtart! (plain
%PJL% ér}tegéal status rewrite request signal 5 S6161c input from the

ebugger 618110 He EPTAIRRA Fagihin s freustidstion cifoufidiB6tion)
%Qlitsr}h%&lpu 'rflternal status signal S6137d input _from the CPU 6137
in accordance With hé Rt hahaf satident Fydes stival 8616thda
ihssd§uager 6161, 10 The CPU 6137 outputs to the address bus 6141
the address of e extensal MErhonFEL b AR@tFHe sidd line 6142 an

instructi%t Qﬁaeigstn&[ing signal S6137a showing the type of the
instruction being executed AT IR LEoSddReewrbioe sEmeuidridimnsd

BrERaIRd SR YN AN da, e rmation table 61 90 shown
in FIG. 108 showing the ID numbers designated for the function
modules (key specifying information of the second aspect
of the invention) and key information used for encrypting
the function modules linked together.

Further, when the éncryption/decryption circuit 6134
encrypts the block data, as shown in FIG. 107, it generates
parity data for the block data and stores that parity data
linked with the corresponding block data in the external
memory 6160. At this time, the encryption/decryption circuit
6134 generates parity data so that the sum total of the block
data.and parity‘data becomes a predetermined value.

Further, the encryption/decryption circuit 6134
obtains key information for the function module.input from
the ezfternal memory 6160 by viewing the key information table
6190 shown in F‘I.G. 108 using as a key the ID number designated
by the ID number designating instruction at the head of that
function module. Further, the encryption/decryption circuit

6134 uses that key information to encrypt that function
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15 of the program modules PM 1, PM 2, and PM 3 read from the external

memory 6160 through the external data bus 6144 and

encryption/decryption circuit 6134. When the CPU 6137 receives as input

the HALT signal S6161a through the selection circuit 6136 from the

debugger 20 6161, the operation of the CPU 6137 is halted. Further,

when CPU 6137 receives as input the bV internal status read request

sighal S6161b through the selection circuit 6136 from the debugger 6161,

iTSApdE R inhta ftushg b eesteincisdieg iameation:ia

showing the internal status in the CPU 6137 designated by 206 that

signal SE18IERRroughttfie SRfeYBF LHDUIH6L36 10 the debrgyarts 1613 4

Further, when the CPU 6137 receives the CPU internal status rewrite

rélaﬁ&&%@ma?%%1§&e%ba§hwmetimh@zcimmsastm@nnagitimacy

debugger 6161, it rewrites the information showing the internal status of

{RE c‘%& 6237 b titadohtenrdsigrndd by the signat S6L6Le Due odule .

his, .the operation of the CPU 6137 is controlled by the debugger 6161.
THEHEbG3TE 6761 dSISHRHALT Srpatseatta cotrespopding tehat

the debu ging object to control the operation of the CPU 6137, monitors -

t(fil%coxﬁé?aglo% 3t terthe1STUSIG the fchhe sthhendemhdquestjudging

signal S61g1§? and internal status signal S6137d, and customizes the
&gds no egitimate, it haYts the operation of the CPU 6137

or performs predetermined error pProcessing.

Note that, in the presenﬁ embodiment, the data length
of the block data and the data length of the function module
may be the same or different.

The judgment circuit 6135 generates a judgment result
signal S6135 instructing invalidity/disconnection and
outputs it to the selection circuit 6136 when the CPU 6137
is accessing {for example, fetching) a confidential program
module PM 1.

Further, judgmént: circuit ‘6135 generates a judgment
result signal S6135 instructing validity/connection 'and.
outputs it to the selection circuit 6136 when the CPU 6137
is not accessing (for example, fetching} a confidential
Program mociule PM 1.

The judgment circuit 6135 monitors the addresses and

~ instructions output by the CPU 6137 and flowing over the

address bus 6141 and signal line 6142 and, based on the same,

- judges if the CPU 6137 is accessing the program module PM 1.
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15 6137 by the CPU internal status rewrite request signal 56161c. Next,
examples of the operation of the semiconductor chip shown in FIG. 105

will be explained. [First Example of Operation] 20 In this example of

operation, the case where the CPU 6137 writes into the external memory
6160 data of the program module PM -1 will be explained. The CPU 6137
outputs the write data through the cPtf Hafa bus 6140 to the
encryption/decryption circuit 6134. 25 Further, the encryption/decryption
circuit 6 ¥82e30 Fheninfnmdrtrite whtas dgeapldnad BaftiemUSRg ¥edgmen t
information corresponding to the function modules in units of block data
SRS thé Taniaticadie the ovainal thie dlsGidddn therxtemal
memory 6160. 5 Further, information relating to the key information used

R HREEAGY PG ikl b3 6hd keg Infdarhatort teb|¢1281BH 0shaniTinS 61 6 1a
FIG. 108. At this time, the judgment circuit 6135 outputs a judgment result
R4S ERIs Hekin e busasiditf o hppetivrLtoothetselactipagiissit of
6136, and the HALT signal S6161a, CPU internal status read request _
§YRarse FeRs ahd P bhateimaiendtisnrdward cdoest signaloddihle it to
issued from the selection circuit 6136 are not output to the CPU 6137.

the CPU 6137. Here, the HALT signal S6l6la is a signal

instructing to temporarily halt the operation of the CPU
6137.

When the judgment result signal S6135 from t};e judgment
circuit 6135 indicates invalidity/disconnection, the
selection circuit 6136 invalidates the CPU internal status
read request signal S6161b and CPU internal status rewrite
request signal S6161c input from the debugger 6161 and does
not output them to the CPU 6137. |

Here, the CPU internal status read request signal
$6161b is a signal requesting information showing the
internal status of the CPU 6137.

The CPU internal status rewrite request signal 56161c¢
is a signal requesting rewrite of the information showing
the internal status of the CPU 6137.

On the other hand, when the judgment reésult signal
56135 from the judgment circuit 6135 indicates
validity/connection, the selection circuit 6136 outputs the
HALT signal S6l6la input from the debugger 6161 to the CPU

6137.
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15 Further, since the write data is not encrypted on the external data bus
6144, even if the external data bus 6144 is illicitly probed, the

confidentiality of the program module PM -1 is not lost. [Second Example

of Operation] 20 In this example of operation, the case where the CPU

6137 reads instructions or data of the program module PM -1 from the
external memory 6160 will be explain ¢ Die to a read instruction issued

by the CPU 6137, instructions or data of the program module PM 1 are

read 25 oA AE Yckigisaren hawaysd bitharai$6l BRHonm6the grdigment
208 output through the external data bus 6144 to the

SHeRtoh/ fdiyptidifdiraiesl 3me Hedhty Anemnerybiion/dethtior Llect ion
circuit 6134 views the key information table 6190 shown in FIG. 108

(RGO SPthaqoanthm sHoWh B7thd - numibr désignatingead  request
instruction set at the head of each function module input and obtains the
RIS Eo RS SRY i trmaa D emies . rRmtlidrethequest signal
encryption/decryption circuit 6134 decrypts the instructions or data read
Bshane SABHAIL E6 T ERRD I BIETARINE 1AL key therGRIoFLA TiniBugfther ,
Ql}g)ck data and then performs parity processing. Further, the parity -
PToeeSSEF aatCor RFGIdn LPE ou e ubhehERtP U riberbad 6448 tus

to,the CP .. At this time, the judgment circuit 6135 outputs a
signa gé%gq& input from éh99CPU 6137 in accgrdance with

the CPU internal status read request signal S6161ib to the
debugger 6161.

The CPU 6137 outputs to the address bus 6141 the address
of the external memory 6160 and to the signal line 6142 an
instruction type instructing signal §6137a showing the type
of the instruction being executed and, in accordance with
the same, performs processing using instructions and data
of the program modules PM 1, PM 2, and PM 3 read from the
external méﬁory 6160 through the exterqal data bus 6144 and
encryption/decryption circuit 6134.

When the CPU 6137 receives as input the HALT signal
56161a through the selection circuit 6136 from the debugger
6161, the operation of the CPU 6137 is halted.

Further, when CPU 6137 receives as input the CPU
internal status read request signal 86161b through the
selection circuit 6136 from the debugger 6161, it outputs
the internal status signal $6137d including information

showing the internal status in the CPU 6137 designated by
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15 judgment result signal S6135 indicating invalidity/disconnection to the
selection circuit 6136, and the HALT signal S6161a, CPU internal status

read request signal S6161b, and CPU internal status rewrite request

signal S6161c issued from the selection circuit 6136 are not output 20 to

the CPU 6137. Further, since the write data is not encrypted on the

external data bus 6144, even if the extéfaldata bus 6144 is illicitly

probed, the confidentiality of the program module PM -1 is not lost. 25 As
Shdined apdle S&AOHInghe thawberhlvendadter 208 nchip 6381 te\6EIB6 to
when storing a confidential program module PM -1 in an external memory
é160 delerigsithe Xeiiconductor chip 6131, the confidentiality of the
program module PM -1 can be held. 5 That is, when a confidential
programFisEhen Mksesretihin BREXGa1318| mesreciyesd 6Ehie acposded-bynal
the CPU 6137, the selection circuit 6136 prohibits the debugger 6161

St RRTHIcCENgSatett GRENGIBE &bblis pdssibigho phevenslibetion
processing of the program module PM 1 being executed 10 by the CPU
6137Mbh BdiR§ ifiaey nidrtorsb by deer déBiidger 61 6ewuithes, sthee

parity processing is performed after decrypting data and instructions read -
fiBfPFRAdemaFREHBE) 6060 iniferaaduiatndkey affobhatiOPIE 697 by

for
the content designated by the signal S616lc. Due to thisg,

the operation of the CPU 6137 is controlled by the debugger
6161.

The debugger 6161 uses the HALT signal S6161la
corresponding to the debugging object to. control the
operation of the CPU 6137, monitors the operation of thel
CPU 6137 using the internal status read request signal $6161b

and internal status signal S6137d, and customizes the CPU

6137 by the CPU internal status rewrite request signal

Se6l6lc.

Next, examples of the operation of the #emiconductor
chip shown in FIG. 105 will be explained.

[First Example of Operation]

In this example of operation, the case where the CPU
6137 writes into the external memory 6i60 data of the program
module PM 1 will be explained.’

The CPU 6137 outputs the write data through the CPU
data bus 6140 to the encryption/decryption circuit 6134.

Further, the encryption/decryption circuit 6134
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15 the decryption or when the data and instructions are destroyed or
tampered with, this can be detected by the parity processing and suitably
dealt with. The present invention is not limited to the above explained
embodiment. 20 For example, in the above explained embodiment, the
case was illustrated in which the key infarmation table 6190 shown in
FIG. 108, that is, the key information, was held in the judgment circuit
6135, but it is also’ passible to encrypt the key information table 6190 and
SBFE ¥ thet28 &&drhal fhfory 3160*pigingsthaanbadimenuFhng key
gr&gent embodiment is an embodiment corresponding to the 22nd to 24th
AT InTRATSTRANEIRE &RbbRmmERCSTHReBrass leentionunits
\évﬂl k?lbe gxglati:ned with reference to the attached drawings. FIG. 109 is a
View of e overall ¥BHigarhtiss ditfe Htmbhratsh shemerbevhtle data
gresegigmbodin%%nt. As shown in FIG. 109, the communication system

0T Jses theberver FUSEFE A P63 d§&48er/writer 704, 10 personal
comput(irUIYKOEli ASP (applicatign service provider) server 719, and SAM
(secure application Bt Akt ¥bo f eimtuicatthfrdirmh the fammation

710&1 Qgeéflgrm ..settlement p_rocessm%aor other processing for a

Procedure Using e P EARY703 @dghda Shqikerii@sreeation table
6190 shown in FIG. 108.

At thisltime, the judgment circuit 6135 outputs a
judgment result signal S6135 showing
invalidity/disconnection to the selection circuit 6136, and
the HALT signal S616la, CPU internal status read request
signalSGlGlb,andCPéinternalstatusrewritexequestsignal
$616lc issued from the selection circuit 6136 are nnot.ovd::put..f
to the CPU 6137.

Further, sipge the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, the confidentiality of the program
module PM 1 is not lost.

[Second Example of Operation]

In this example of operation, the case where the CPU
6137 reads igstructions or data of the program modulelRMml
from the external memory 6160 will be explained.

Due to a‘read instruction issued by the CPU 6137,
instructions or data of the program module PM 1 are read

from the designated address of the external memory 6160 and
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15 invention). The SAM unit 709 (data processing apparatus of the
present invention) has an external memory 707 (storagg CIrCUIt of the
present invention) and SAM chip 708 (semiconductor circuit of the .
present invention). 20 The SAM chip 708, if necessary, transfers data with
another SAM chip 708a (other semicongiictor circuit of th_e present
invention) . The SAM chip 708a, for example, as shown in FIG. 110, is

O ou . TH7. 55 ERL AR PEAGRIAASPACH 710 as
S 8 g e S o s
0 103 SRS Sl Gt LG L s bt
G Ve SRS AR b SRy 90 1020
T W L A g oAb osratec vion
48R0 DY 33IVKEad of each function module input and obtains
the key information corresponding to that ID number.
Further, the encryption/decryption circuit 6134
decrypts the instructions or data read from the external
memory 6160 using that key information in units of block
data and then performs parity processing.
Further, the parity processed data or instructions

are output through the CPU data bus 6140 to the CPU 6137,

At this time, the judgment circuit 6135 outputs a

- judgment result signal S6135 indicating

invalidity/disconnection to the selection circuit 6136, and:
the HALT signal S616la, CPU internal status read‘request
signal S6161b, and CPU internal status rewrite request signal
$6161c issued from the selection circuit 6136 are not output
to the CPU 6137.

Furthé;, since the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is i1llicitly probed, thé confidentiality of ‘the program
module PM 1 is not lost.

As explained above, according to the semiconductor
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15 business 7153. Further, the memory 750 stores key data used for

judging an access right to the storage area 755 _1, key data used for

judging an access right to the storage area 7552, and key data used for

judging an access right to the storage 20 area 7553. That key data is used

for mutual authentication, data encryption and decryption, etc. Further,

the memory 750 stores identification formation of the IC card 703 or

user of the IC card 703. Next, the SAM unit 709 will be explained in detail.
TRe v Uit 70 s RnEdnarierchas adextsmal pidgremansdul e

7%storage circuit of the present invention) and SAM chip 708

BarlicORIBBSEREER D} tReprese fiLib0entbn) feoffarb & srfigleatichic tor

of SAM chi 7081212 The SAM chip 708 has the software configuration as

Shown ﬂéﬁ@ 1998 ARHobiemtFial 18y, ¢E IAM epdoahasphiomeheM 1

bottom layer toward the top layer, an HW (hardware) layer, OS layer,

foWerttan T’Ejrﬁ’ayer, higher handler layer and AP 10 layer. The lower

handler Iaﬂ/er include a driver layer. Here, in the AP layer, application

programs AP-1Sap8en i 2en S idsmichadrogregrancusidud prBBent stored

lnvegﬂon) definingfrocedures for use of the IC card 703 by credit
in e ‘external memory 6160 is accessed by the CPU 6137,

the selection circuit 6136 prohibits the debugger 6161 from.

communicating with the CPU 6137, so it is possible to prevent

.the processing of the program module PM 1 being executed

by the CPU 6137 from being illicitly monitored by the debugger
6161.

Further, since parity pProcessing is performed after
decrypting data and instructions read from the external
memory 6160, when unsuitable key information is used for
t;he decryption or when the data and insfruétions are
destroyed or tampered with, this can be detected by the parity
px:oce_ssing and suitably dealt with. |

The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the.
case was illustrated in which the key information table 6190
shown in FIG. 108, that is, the key information, was held
in the judgment circuit 6135, but it ig also possible to
gncrypt the key infqrmation table 6190 and store it in the

external memory 6160.
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15 card companies or other businesses 7151, 7152, and 7153 shown in

FIG. 109 are read out and run from the external memory 707. In the AP

layer, the application programs AP 1, AP 2, and AP-3 and the higher

handler layer are provided between 20 them with firewalls FW. [External
Memory 707] FIG. 115 is a view for explaining the storage areas of the
external memory 707. As shown inFI&1 415, the storage areas of the

external 25 memory 707 include an AP storage area 72201 in which the

213 applitatidn Brdepdim@R4 of the service business 7151 is stored, an

AP storage area 72202 in which the application program AP-2 of _the

service Blisiness 3¢52 iestordd rem AR staragambiadi7ii08 PorkieBifding
application program AP-3 5 of the service business 7153 is stored, and an

bP Hhragémdnttstotdgd arsp @22k used bidhd mesnwgesal the SAM

chip 708 _ The application program AP -1 stored in the AP storage area
72201 i¥'edhprisdd of eidtedéxpained Hlwbétyrofeapplicaiian elomet will

- data APE (data modules of the present 10 invention). Access to the AP

Revrage hrdanzeb oMl isre seiteactby thetfire hlad W tla dhedppiaationys .
program AP-2 stored in the AP storage area 72202 is comprised of a later
explainddEfluradiRPof- applicdtem alémbhedatecABRELAccestilgikadbfon of

" storage area
the communication system 701 of the present embodiment.

As shown in FIG. 109, the communication system 701
uses the server 702, IC card 703, card reader/writer 704,
personal computer 705, ASP ({application service provider)
server 719, and SAM (secure application module) unit 70§
to communicate through the Internet 710 and prerform
settlement processing or other pro¢essing for a procedure
using the IC card 703 (integrated circuit of the present
invention) .

The SAM unit 709 (data processing apparatus of the
present invention) has an external memory 707 (storage
circuit of the present invention) and SAM chip 708
(semiconductor circuit of the present invention) .

The SAM chip 708, if necéssary, transfers data with

another SAM chip 708a (other semiconductor circuit of the

~present invention) . The SAM chip 708a, for example, as shown

in FIG. 110, is connected with another ASP server 719a
different from the SAM chip 708 or, as shown in FIG. 111,

is connected to the same ASP server 719 as the SAM chip 708.
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15 72202 is restricted by the firewall FW 1. The application program AP-3
stored in the AP storage area 72203 is comprised of a later explained
plurality of application element data APE. Access to the AP storage area
72203 is restricted by the firewall FW 1. 20 In the present embodiment,
the application element data APE is ? minimum unit downloaded for
example from outside of the SAM unit 709 to the external memory 707.
The number of application element data APE forming each application
program'¢ih FEREEGHALHRMcADythe S8Morbdporithfesdsideasically
business. 214 Further, the application programs AP 1, AP 2, and AP -3
glki‘)‘?e(fﬁf“tﬁeae?(téﬁhﬁl M) 7708 scrambled. They are descrambled
when read into the SAM chip 708. Further, the application programs AP-1,
AP 2, allfPAB -3tBerequParanbe, PheuttclitbyFiEE schfife wadihesses
7151, 7152, and 7153 using the personal computers 7161, 7162, and
9¥B33HB%H in FIG. 109 and downloaded through the SAM chip 708 to
the external memary 707. Next, the application programs AP 1, AP-2, and
AP 3 10 Wil 68 ESpIARRY in detail. There are one or more application
programs for each service business in the SAM. The application

programs&P-1- %P 35 afd A oF (RBrtn i s slictaranm t@ﬁs#!(P)I’ﬂe,card‘
_ﬁgfhown in FIG. ' '

As shown in FIG. 112, the IC card 703 has an IC
(iﬁtegrated circuit) 703a provided with a memory 750 and
CPU 751. |

The memory 750, as ﬁhown in FIG. 113, has a storage
area 735“1 used by a credit card company or other service
business 715 1, a storage area 755 _2 used by a service
business 715 2, and a storage area 755_3 used by a service
business 715_3.

Further, the memory 750 stores key data used for
judging an access right to the storage area 755 1, key d%ta
used for judging an access right to the storage area 755 2,
and key data used for judging an access right to the storage
area 755 3. That key data is used.foz'ﬁutual authentication,
data:enéryption and decryption, etc.

Further, the memory 750 stores identification
information of the IC card 703 or user of tﬁe IC card 703.

Next, the SAM unit 709 will be explained in detail.

The SAM unit 709, as explained earlier, has an external
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15 116, each comprised identification data AP ID for identifying the
application program AP, data APE NUM showing the number of the
application element data APE included in that application program, and

one or more application element data APE. 20 The identification data
AP-ID is set to be different for each service business. As shown in FIG.
116, the application element data APE comprised of data APE-SIZE
showing the data size of that application element data APE, identification
By APE |DTérrratfyitioital fppift atibe aemeeirdata iR 216n)  and
and the data proper APE PL. Here, the identification data APE-ID is
BMpRaR of Atatd ZPE.TyRtushowingtivetie effhelsppeationalement
data APE and the data INS NUM showing the identification 5 number
IhEemedidntification number) of the application element data APE

within that type. The data INS NUM is managed by the end user (service
businestf SHEYEEPekaNpRIWHRRihE apbliGdtinadiementdata APE is
the file system configuration, the data APE TYPE becomes 10 "2" and the
data IN RPBEOmiEs M@8Dhaso tis, ibthetsmme SAM fitiswpossibiatars
specify the application element data APE unambiguously by the
sf&é’t‘i‘l‘ﬁicéﬁoﬁpé%'{ta APE 1D. The external memory 707 shown in FIG. 115

stores the 15 above explained application programs AP (AP-1, AP-2, and
As shown in FIG. 114, the SAM chip 708 has, from the

bottom layer toward the top layer, an HW (hardware) layer,
0S8 layer, lqwer handler layer, higher handler layer and AP
layer.

The lower handler layer include a driver layer,

Here, in the AP layer, applicaﬁion programs AP_1, AP 2,
andAAB_B (application programs of the present invention)
defining procedures for use of the IC card 703 by credit
card companies or other businessas 715 1, 715 2, and 715 3
shown in FIG. 109 are read out and run from the external
memory 707.

In the AP layer, the application programs AP 1, AP 2,
and AP_3 and the higher handler layer are provided between
them wifh firewalls FW.

[External Memoxry 707}

FIG. 115 is a view for explaining the storage areas

of the external memory 707.

As shown in FIG. 115, the storage areas of the external

memory 707 include an AP storage area 7220 1 in which the
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AP 3) encrypted by the encryption key data K AP outside of t_he SAM unit
709 as the application program package APP. As the encryption _key data
KAP, encryption key data differing for each application program is u;ed.
20 Next, the types of the application element data APE explained using
FIG. 116 will be explained. FIG. 117 ig pyview showing an example of the
application element data APE stored in one AP area. As shown in FIG.

at > area stores carg access. 25 key data, file system )
%%r%‘ilg%%ﬁ%rg da % %ﬁx?‘r%u%umle%f atitientie o RePUStnfRer-SARLL is

' key.d IC card opergtign macro command script program
e 3 A Ro AT B e PR bl o on

(processing routine data presé _
S S AU N LR S O e
s e A h A RTIE ZP TR rom e
CEACERISRLRNA e o access ey datas e key catsused for

v * JfS ﬁ
a read or write operation with respect 10 the me

| JQ§r§§Eh§&§§y%%Q%c‘(i%"f%ﬁé tﬁea%agt‘%egéglzﬁ: %%%L%gﬁ;;j@%gos -

operation macro command script program
type of QBQI%BEJ-EA‘QQEQB program AP 1 stored in the AP storage

area 7220 1 is comprised of a later explained plurality of
application element data APE (data modules of the present
invention) . Access to the AP storage area 7220 1 is
restricted by the firewall FW 1.

The application.pxogram.A2m2 stored in the AP storage
area 7220 2 is comprised of a later explained plurality of
application element data APE. Access to the AP storage area
7220 2 is restricted by the firewall FW_1.

The application program AP 3 stored in the AP storage
area 7220 3 is comprised of a later explained plurality of
application element data APE. Access to the AP storage area
7220 3 is restricted by the firewall FW 1.

In the present embodiment, the application element
data APE is the minimum unit downloaded for example from
outsiﬁe of the SAM unit 709 to the external memory 7G7. The
number of application element data APE forming each
application program can be freely determined by the

corresponding service business.
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data APE as the card access key data. o File System Configuration Data

The file system configuration data, for example, includes log data,

negative data, and genre data. 20 The log data is for example data of the

history of use of the application element data APE, the negative-data is

for example expiration information of t?f IC card, and the genre data is

for example the record of execution a He SAM. 25 For example, the file

system configuration selects 217 the type of the file access (record key

designatfonSdie FindiBmdRPa teadroe p ceararsdodrd size reimbed Ap 3

of records as a whole, record signature version, record signature method

58 eoi ARSI S tRFR L OREEIGRHILTE B IeyeFarhenied wilingy are
ta from the qutside in the file system, it designates whether to perform

fegaRttedetifehionsad Aisle athecdaMisthamihfBum unit of

writing/reading of file data. o SAM Mutual Authentication Key Data 10 This

is also uS&d F&%utﬁ%&ﬁ@ﬁﬂﬁ%ﬁ%wm APthe sameSANMA AP 3

;Qe S@M mutual authentication key data is key data used when

2ECessiNg 1 BB Ao mFRg upprt Mo F bR mem dam APEinemsewtias_ 1,

inthe same SAM or another SAM. 15 o Inter-SAM Key Package Key
9{%_5, 3ng1715_3 using the personal computers 716_1, 716_2,

and 716 3 shown in FIG. 109 and downloaded throﬁgh the SaM
chip 708 to the external memory T707.

Next, the application programs AP 1, AP 2, and AP 3
will be explained in detail.

There are one or more application programs for each
service business in the SAM.

The application programs AP 1, AP 2, and AP 3
(hereihafter alsc referred to as AP) ére, as shown in FIG.
116, each comprised identification data AP 1ID foﬁ

identifying the application program AP, data APE NUM showing

 the number of the application element data APE included in

that application program, and one or more épplication element
data APE.

The identification data AP ID is set to be diffe:ent
for each service business.

As shown in FIG. 116, the applicaéion element data

APE is comprised of data APE SIZE showing the data size of

- that application element data APE, identification data

APE_ID for identifying that appiication element data APE,



10

15

20

The inter-SAM key package key is encryption key data used when
exchanging card access key data or other data after inter-SAM mutual
authentication. o IC Card Operation Macro Command Script Program 20
The IC card operation macro command script program is generated by
the service business itself and describes_the order of processing relating
to the IC card 703 or transactions witf fﬁe ASP server 719. The IC Card
operation macro command script program is set in the SAM unit 709, 25
A2 aHaR 28R REwom AREZBS: -whereby the corresponding 218 - IC
card entity data is generated. o Memory Division Key Package The
memory TiA&Son i S plragé < gakien iRt adidBfmdibeistoragerartaed of
of the external memory 707 or 5 memory of the IC card 703 before a

VR BN R (SHOYd Ren Eherfireesin thaeCaepd 703 td dmcalement
gegistration Key Package The area registration key package is data used
WRER PRty theh Ryt AP INEStshejeiaga tiehd dremidri it bion
the |C card.703 before a service business starts running a service using
the Earg“‘ﬁ)"s’?%"R&a‘ﬂ@%’ﬁbﬁ’r@tpé?ékag‘éﬂéhﬁéPn&@éﬁ’@raaipp)lﬂ'mtion

atea deletign ackage is a package which can be automatically

ke
ger?énr%?e%qﬁ%@ﬁ\ﬁ'ﬁ thebart Bebsss Theidy emdEiS_NUM is managed
by the end user (service business) side.
For example, when the application element data APE
is the file system configuration, the data APE_TYPE becomes
"2" and the data INS NUM becomes "1'". Due to this, if the

same SAM, it is possible to specify the application element

data APE unambiguously by the identification data APE ID.

The external memory 707 shown in FIG. 115 stores the

above explained application programs AP (AP 1, AP 2, and

. AP_3) encrypted by the encryption key data K AP outside of

the SAM unit 709 as the application program package APP.

As the enéryption key data K AP, encryption key data
differing for each app;ication program is used.

Next, the types of the application element data APE
explained using FIG. 116 will be explained.

FIG. 117 is a view showing an éxample of the application
element data APE stored in one AP area.

As shown in FIG. 117, the AP area stores card access

key data, file system configuration data, SAM mutual
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o Service Registration Key (Internal Generation) The service registration
key package is used for registering application element data APE of the
external memory 707 before the service business starts running a 20
service using the IC card 703. The service registration key package is a
package which can be automatically gfger_ated in the SAM from card
access key data. o Service Deletion Key Package (Internal Generation)
25&@2 ervice deletion key package is used for deleting 219 application

Slement dars AP e AAitR the BX@FTAAM dhary a7k Tte seasicelata,

98Ietioné<e ackage is a package which can be automatically generated
nthe S Wvﬁ%rataga%&agg % KPR SR Pt Ko TR teyessing

omc
datat-K -AP% is used as an encryption key when setting the applic_atign
eleméntaatd %@E:’ iffBrPREF8sh Hyeticadsigrediomeattingivision
20 lication element data APE 10 for every AP area. Next, the above

e Ia?r?e%‘gl??gardacfbee?aﬁﬁ?ﬁﬁﬁﬂ%ﬁﬁmgﬁ@ sefAsHegran teereftaltetion
@lso reg;%r]r{ed to as a sc,rirpt program) will be explained in detail. The script
program is i progranm for deffifidg 1 55bhicRidie dpakad® 1sapvice

nd AR 53 of the service '
eletion key package, and AP resource key data K APE as the

application element data APE.

Next, the application element data APE shown in FIG.
117 will be explained.

o Card Access Key Data

The card access key data is the key data used for a
read or write operation with respect to the methory 750 of
the XIC card 703. Further, key data to be viewed by the later
explained IC card operation macro command script program
is also included in the same type of application element
data APE as ﬁhe card access key data,

o File System Configuration Data

The file system configuration data, for example,

includes log data, negative data, and genre data.

The log data is for example data of the history of

use of the application elemerit data APE, the negative data

is for-example expiration information of the IC card, and

the genre data is for example the record of execution at
the SAM.

For example, the file system configuration selects
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business 7151, 7152, and 7153 running on the SAM chip 708 and

procedures of processing performed by the IC card 703 when executing

the application programs. In the present embodiment, as explained later,

as shown 20 in FIG. 118, the SAM chip 708 performs processing based

on the script download task 769 and script interpretation task 770 and
generates from the Al' management t&&@pa*ata and script program the IC

card entity template data 730_1, input data block 731 _xI, output data

Bibek PEPs2ohgtdera Hidek 783x38s 25(amctoorhpkitatiotedefipingrdaia sort
block 734x4 used for 220 procedures relating to the service businesses
¥ 171394 b7 B ¥R dkisy, viewtfor ehglainingsihe cola@andember
used for describing the IC card operation macro command script 5
BlogFafisrstha tommheds: cormmamds fordna Bl chigrZabitsel-atrd
given the first letter "S", while commands relating to operation of the IC
BARPPI &R BRERHC IR letiereor dRiattrers iheesesoddretiorid signature
selectively used in 10 accordance with the application. For example, for
KRYssHFt Ry ARt it okt 46 barf 708, ihis "¢y forialelaniarations i 1e
of the application element APE (service type element declaration), it is

s¥s 5y sihfpldtedgnatamticheaidmihdtCrant 708, itlse' R¥itptature

simple 15 write declaration to the IC card 703, it is "W", and for
verification etc. Here, a "record" is the minimum unit of

writing/reading of file data.
o0 SAM Mutual Authentication Key Data

This is also used for mutual authentication between

APs in the same SAM.

The SAM mutual authentication key data is key data
used when accessing the corresponding application element
data APE from another AP in the same SAM or another SAM.

© Inter-SAM Key Package Key

The inter-SAM key package key is encryption key data
used when exchanging card access key data or other data after
inter-SAM mutual authentication.

o IC Cazd Operatiqn Macro Command Script Program

‘The IC card operation macro command script program

is generated by the’service business itself and describes

-the order of processing relating to the IC card 703 or

transactions with the ASP server 719. The IC dard opefation
macro command script program is set in the SAM unit 709,

then analyzed by the SAM chip 708, wfxereby the corresponding
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an application element data APE computation definition, it is "F". The
commands used for describing the script programs 721_1, 7212, and
7213 include the SC command, SO command, 20 SI command, SL
command, SF command, Cl command, CS command, CR command, and
CW command. The SC command is &&emmand declaring the number of
the maximum number of IC card entity data which the SAM chip 708 can

Eocess-dinuitenegudy+aS Whepther-gpANMychip 708 can simultaneously
process 1000 221 sets of IC card entity data, "SC:1000" is described. The

SO commanehis aycararrassldar geglaing .jhedata block for forming the
output data block 732 x2 in which the data read from the IC card 703 will

be storetframangntheydaiavs lesksiugvigdadinthe $AMsChiR 7981hen,

performing processing using the IC card 703 based on the later explaine

{G cartlierjity Hatos Eor ayample aheirthendata plecks 1 19,10 8%, 707 or

provided, when storing the data read from the IC card 703 in the data 10

igekady "3 1 tiedascries ThesSkearamang is&sammandJordedlanng .o o
the data block for forming the input data block 731 xI in which the data to:

be wnitteraindkee G carc:#034s stosedamensiheodata blocks provided in
the SAM chip 708 when performing 15 processing using the IC card 703
based on thedsteReyplainesit-ion Key Package

The area registration key package is data used when
performing'aréa.registration.inaistorage area of the memory
of the ;C card 703 before a service business starts running
a service using the IC card 703.

o Area Deletion Key Package (Internal Generation)

The area deletion key package iz a rackage which can
be automatically generated in the SAM from the card access
key data.

o Service Registration Key (Internal Generation)

The service registration key package is used for
registering application element data APE of the éxternal
memory 707 before the service business starts running a
service using the IC card 703.

The service regis tratipn key package is a package which
can be automatically generated in the SAM from card access
key data.

o Service Deletion Key Padkage (Internal Generation)

The service deletion key package is used for deleting
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IC card entity data. For example, when the data blocks 1 to 10 are
provided, when storing the data to be written in the IC card 703 in the
data blocks 2, 3, "Sl:2, 3" is described. 20 The SL command is a
command for declaring the data block forming the log data block 733 x3
for storing the log data relating to an gperation among the data blocks
provided in the SAM chip 708 when pQEJr?orrhing processing using the IC
card 703 based on the later explained IC card entity data. 25 For example,

RREHRrEEbISdere Rt 1date phREdete P2t ebed storingithedegeiatm 1

in the data block 4, "SL:4" is described. The SF command is a command

fBPPrEAdiRg The data block forming the computation defining data block

734x4 5 describing the definition of the relation between the application

element thta APEViFAirdabakéoe dsry 703cKamecoitert gfdldkeage which

computation defining data block 734x4 becomes the pre-processing

s igichdrane fécatd esrpenatad fime BheofifiMafid isra caminandess -
or declaring the issuer of the IC card 703 (service business). The data
ﬁé’ci@ﬁlﬁa‘[he service business defined by the ClI command becomes the

IC card type information of the IC card entity data. 15 The CS command

is a comArd i HER FirfRimultaneous

The key data K APE is used as an encryption key when
setting the application element data APE. Different key data
K APE is assigned for setting application element data APE
for every AP area.

- Next, the above explained IC card operatioﬁ macro
com@and script program (hereinafter also referred to as a
script program) will be explained in detail.

The script program is a program for defining
application programs AP 1, AP 2, and AP _3 of the service
business 715_1, 715_2, and 715 _3 running‘on the SAM chip
708 and procedures of processing performed by the IC card
703 when executing the application programs.

I_n the present embodiment, as explained later, as shoﬁn
in FIG. 118, the SAM chip 708 performs processing based on
the script download task 769 and script interpretation task
770 and generates from the AP management tab}.e data and script
program the IC card entity témplatg data 7301, input data
block 731_x1, output data block 732 x2, log data block 733 x3,

and computation defining data block 734 x4 used for
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operation of a plurality of services to the IC card 703 by citing the name
APE _N of the application element data APE (service type elements). The
CS command can also declare a function defining processing among
application element 20 data APE designated by the name APE N. For
example, it is possible to declare "CSi"Re"+"Wc"+"Wd"™"'. Based on the
content of the CS command, APE -N designating information of the IC
a,and ssing grder information are determined. 223
'Ii%reg g%@t%rr%%and d(fc%%e(s)‘% sétllcl)er?a data 'F"e:a%g] RS e Rafd 703 in W52,
aesigrated glata block when the relation among application element data
APE is not'defined (when SF command is not described). 5 For example,

when steripg thedatg tead from the IC gard 703 in the data block 1,
"CR:S0:1="Rc™ is described. The q’rﬁé‘ﬁ‘&ﬂ@clg R BRNT, used

storedhitsa degignated data block t the ICc td 703 when the relation
e E 15 ot detmed A0 o SERaRg, seript

among application"element data A
whegviting data stored in the data block 2 in the IC card 703,
"CW:SI:2="Wc" is described. The CF command declares the data block

for descrhing SompAURILORISILIRAINRY SeryiceFor pXample, her, |
descrlblng computatlon content 15 spanning services In 9a bFOEEelf
ér@ﬁdQEéHFQNE*é%i%t letter "S", while commands relating to
operation of the IC card 703 are given the first letter nen,
Further, the second letter is selectively used in

accordance with the application. For example, for an issuer
setting declaration of the IC card 703, it is "I", for a
declaratiop of the application element APE (service type
element declaration), it is "S", for a simple read
declaration from the IC card 703, it is "R", for a simple

write declaration to the IC card 703, it is "W", and for

an application element data APE computation definition, it

is "Fll .

The commands used for describing the script programs

721 _1, 721_2, and 721_3 include the SC command, SO command,

SI command, SL command, SF command, CI command, CS command,

CR command, and CW command.

The SC.command is a command declaring the number of
the maximum number of IC card entity data which the SAM chip
708 can process simultaneously. |

When the SAM chip 708 can simultaneéusly'process 1300
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is described. Further, the SF data block 1 has described in it, for
example, ""Wc"=If ("Wc">10) then ("Wc"-10; "Wd"="Wc"*0.08+"Wd")".
This formula expresses the operation 20 of subtracting 10 from the value
of We when the remaining number of services We is larger than 10 and
adding a number of points corresponding to 8% of We as cumulative
points to Wd. Next, the data stored iri the AP management storage 25
area 7221 of the external memory 707 shown in FIG. 115 will 224 - be

E8in8E. ACc&RTd the AP afagemehEStotAfto U rebsT 2R4sis rigstricted
by the firewall FW 4. Note that, the firewall FW 4 corresponds to the 5
firewall PRPsHSvERFE®ENA 13 FrG copanangdyifarfodexilainingrdetads ahta
e data_stored in the AP management storage area 722. The AP
PR ehtent RemyBaEERey 2 tay b HdadrrirbRie k1 26 2stefesithevRch the
anagement table data 73001, 7300_2, 10 and 73003 (management
‘g]%%aoFﬁ\%"pr%’é% renfitnyand thdAmm tdolked atbci3dd 178462t Bedda ta
gflng (usage allowing data of the present invention). Here, the AP
anageniant Yasie dat 73061, SAG02hign d 7P oshend trrXRRuablg

data 73101, 73102, and 73103 15 are for example preregistered at the
Rie 6rsetl otif@d the IC card 703 based on the later explained

IC card entity data.

For example, when the data blocks 1 to 10 are provided,
when storing the data read from the IC card 703 in the data
block 1, "S0:1" is described.

The SI command ‘is a command for declaring the data
block for forming the input data block 731 x1 in which the
data to be written in the IC card 703 is stored among the
data blocks provided in the SAM chip 708 when performing

Processing using the IC card 703 based on the later explained

- IC card entity data.

For example, when the data blocks 1 to 10 are provided,

- when storing the data to be written in the IC caxrd 703 in

the data blocks 2, 3, "SI1:2, 3" is described.

The SL command is a command for declaring- the data
block forming the log data block 733 x3 for sto.ring the log'
data reiating ﬁo an operation among the data blocks provided

in the SAM chip 708 when performing processing using the

IC card 703 based on the later explained IC cérd entity data.

For example, when the data blocks 1 to 10 are provided,
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SAM chip 708. Further, the AP management table data 73001, 73002,
and 73003 and the APP table data 73101, 73102, and 7310 can be
rewritten only by the manager of the SAM chip 708. 20 The AP
management table data 73001, 73002, and 73003 are defined for each
application program AP. Further, the f table data 73101, 73102, and
7310 3 are defined for each SAM mutual authentication key data. FIG.

1 is a view for explaining the AP management 25 table data 73001. The
‘ié?ﬁ"laﬁg&ﬁl’fféﬁt tHhfe 48 PSR dfd bbs Thoes hdveckhebantSlormat is
s the AP management table data 73001. As shown in FIG. 121, it shows

S fehtfichtion data APE_ID, internallexternal designating data IEI, 5
identification data SAM-ID, identification data AP-ID, key data K CARDA
(second R&/ 8§Z[aciﬁ“fﬁ’€ﬁfgsfbﬁt fhvermBan keratre SN firstkey data

%ﬁ%ft e present invention), data SET APP, data FLAG IP, and data
B8RP BP EatH e ufefdmé e Hatef kogkwddd_x4

lication element 10 data APE used in the IC card operation macro
FEeel %ﬁro%?fﬁ?%ﬁé%n?@Aﬁ?—ﬁSﬁ-ﬁ%iﬁfpli’@&t?dfﬂelemérﬁ

command serip
is the name assigned to the service (application element data

data AP :
akngﬁr%%fd%% 5y AEHpbpIigatsh PRI r &R @ Seltioetis biSinessut 703 .

7151, 7452, and 1Zl5 . The name APE -N is an
e content of the computation defining data block

734 x4 becomes the pre—processing information of the IC card
entity data.

The CI command is a command for declaring the issuer
of the IC carxd 703 (service business) .

The datg specifyiﬁg the service business defined by
the CI command becomes the IC card type information of the
IC card entity data.

The CS command is a command for declaring simultaneous
operation of a plurality of services to the IC card 703 by
citing the name APE N of the application element data APE
(service type elements). The CS command can also declare
a function defining processing among application element
data APE designéted by the name APE N.

. For exémple,.it is possible to declare
"CS:"Re"+"He "+ "R ",

Based on the contént of the CS command, APE N

designating information of the IC card entity data and

Processing order information are determined.
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identifier viewed instead of the service number of the service which the
application program of each service business can use. Here, the
identification data APE ID is identification 20 data of the application

element data APE. The internal/external designating data IEl is a flag for
differentiating between whether the Affjegists as an entity (internal
designation) , or whether reference is made from another SAM (external
designation). 25 The identification data SAM ID is identification data 226

of the S %ﬁaﬁ%e%‘fﬁ‘&aﬁ’éjﬂfﬁ&]@ﬁﬁﬁ@tﬂmﬁm e tsAneeipf08s the

rformiclilg,% cessing relating to that application element data APE. FIG.
gg TEE $or’é§<p"l’aiﬁiﬁ§’tﬁé‘§'iﬁ\ﬁlﬂ?‘ Fhlosh Iphisa Bihes spdathion

21s aview
and has a cgncept of a net mask similar to a TCP/IP. The net mask can

PeT IT H T T EBP e RATPRY thtd RBY it atfwsipfired 20when SF
C-I'assifie%into three types, that is, an A class, B class 10 and C class.
FUrher. betvelh %A%%g‘fﬁ 1BeeH the same net mask is allocated, one

type of %%31’,: data used for mutual authentication is sufficient. In the present

embodiment, “for example! thE s dagicEfusTtsR isanstdfie@mehe IC
S N5t mask 12 'QJA%-&E@&E‘%’? GIa3s. el maskis,| Qdiggtec?ebs}::ribed. 7

The CW command declares to write data stored in a
designated data block to the IC card 703 when the relation
among application element data APE is not defined.

For example, when writing data stored in the data block
2 in the IC card 703, YCW:SI:2="Wa"" jisg described.

The CF command declares the data block for describing
computation content spanning services.

For example, when describihg computation content
spanning services in the SF data block 1, CF:CES_FUNC=8F:1"
is described.

Further, the SF data block 1 has described in it, for
example, ""We"=If ("Wc">10) then ("We"-10;

"Wd"="Wa (], 08+"Wd")". This formula expresseaes the opefation
of subtrécting 10 from the value of We when the remaining
number of services Wc is larger than 10 and adding a number
of points corresponding to 8% of We as cumulative points
to Wd. |

Next, the data stored in the AP management storage

area 7221 of the external memory 707 shown in FIG. 115 will
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"255,XX, XX, XX", the higher 1 byte is assigned a predetermined value for
specifying that class, and the lower 3 bytes are assigned values for
specifying the individual SAMs belonging to that class. Here, "XX" can be
set to any value. That is, 20 the net mask of the A class can be used to
define the 16777215 SAM IDs belanging ta that A class. Further, the B
class net mask is indicated by "255,255,XX,XX", the higher 2 bytes are
assigngsh predeiermined values for specifying that class, and the lower 25
2 bytes are assigned values for specifying the individual 227 SAMs

belongingdadhat glass.Jhas is. the net mask of the B class can be used
to define the 65535 SAM IDs be‘%‘gr?gallﬁgeni%qhat RECFARRS, it is
Ql@gggg&@@gk@ingj{@t%gﬁwgg?% ,255,XX", the higher 3 bytes are

assigned predetermined values for specifying that class, and the lower 1

byte is agsigneda{uesdnL spegifving thedndiyidual SAMs belonging to
that class. That is, the net mask of the B ¢ asg (%%rggﬁggﬁ?fd%netfh%

255 aAM 1Dgwelanging tpthate 1Q £lass. The identification data AP 1D

is identification data of an application program executed by the SAM of

the othegrearty rgnsigren ng a&Mcgi 08 is performing ’
et ol S A R T ok gata

processing relating to that application element dat €

KCABDA IS kaydHa %Qqéqme%torage area 722.

The AP management storage area 7221, as shown in FIG.
120, stqres the AP management table data 7300 1, 7300_2,
and 7300 3 (management data of the present invention)} and
the APP table data 7310 1, 7310 2, and 7310_3 (usage allowing
data of the present invention) .

Here, the AP management table data 7300_1, 7300 2,
and 7300_3. and the APP table data 7310_1, 7310 2, and 7310 3
are for examplé pﬁeregistered at the time of setup of the
SAM chip 708. Further, the AP management table data 7300 1,
7300_2, and 7300_3 and the APP table data 7310 1, 7310 2,
and 7310 _can be rewritten only by the manager of the SAM
chip 708. |

The AP mar_xagement table data '7300___1 ' 7300“2 . and 7300 3
are defined fox each application program AP.

Further, the<APP table data 7310_1, 7310 2, and 7310_3
are defingd'fcr each SAM mutual authéntication key data.

FIG. 121 is a view for explaining the AP management

table data 7300 1. The AP management table data 7300 2 and
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of data with the memory 750 of the IC card 703 when the SAM chip 708
performs processing relating to that application element data APE. The
key data K -SAM is key data used for transfer of 20 data with another
SAM when the SAM chip 708 is performing processing relating to that
application element data APE. The.data-SET APP is data for specifying
the APP table data 73101, 73102, and 73103 used (viewed) when the

o o orms processing relating to_that application 25

eIemlﬂ,*‘n(\Slt1 gd%g%g%{é 558 ETF% 55‘%% Eﬁeé}g?isaf?aﬁ‘a IS TittRedata
4q glisglose data managed (held) by the SAM chip 708 to another SAM

chip 708 etc. The data FLAG STR is flag data showing whether to allow 5

datam Id)._ by chip 708 to be held. by angther SAM
chip 70%%%?3(?:%6(1%2\4'1%% -hg;?e‘%@i‘éé K‘R R haHtehid Rafisindata

AGcayeh 70:_311@@@%%(;9%/ é@(etggpll%ftiﬁg %o ram in_that SAM 708. The key

IE .
data-of the "Service Allis set to be ISC %)ggd, <o canno% be viewed

fHyanarlicalion program :%?“981er_i%’*'\"toif%”c?é'%%?o%?%igﬂﬂon b, key

of the same SAM. Further, the"Sefvice C" 15 the access Key of :

£215 7R3 defiRgd by thatapnlic "%;i‘a%@%%mE\Q%heé‘éggéﬁé'\”if}?éﬁtion) ,
assigned the net mask of the later explained C class,

key data K SAM (first key data of the present invention),
data SET _APP, data FLAG_IP, and data FLAG_STR linked together
for each of the name APE N of the viewed application element
data APKE used in the IC card operation macro command script

program.

The name APE N of the application element data APE

~is the name assigned to the service (application element

data APE) provided by the application program of the service

businesses '515___1, 715'”2, and 715_3. The name APE N is an
i&en-tifier viewed instead of. the service number of the
sérvice which the application program of each servicé
business can use.

Here, the identification data APE ID is identification
data of the application element data APE.

The internal/external designating data IEI is a flag
for differentiating i)etween whether the APE exists as an

entity (internal designation), or whether reference is made

- from another SAM (external designation) .

The identification data SAM ID is identification data
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the key data of the "Service C" is disclosed to an application program on

the SAM having the SAM ID "43,17,19,XX". At this time, the SAM mutual

authentication key is "TTI..., TTn", Further, whether or not another SAM

can hold the key data 20 of the "Service C" until the next use is

determined. When possible, when. t %th(_ar SAM next uses the "Service

C" on the card, it is not necessary to obtain the card access key again

fram the SAM. The access key of the Service B is obtained not from that

%%l\)lft‘%%t Toth the SRR ST tRaEAW Ibrassfersing dataswhen the

all?utheﬂiicatjon key between 229 - SAMs, "SS1... SSn" is used.

ethar st not the cBSEHNTUMFe PEERAR Y GaF Vettdia eintibththat

nextlu_se is determined by a flag designated by that SAM. 5 The "Service

Bog+ Tk |%é’t%s?r+§ﬂ@‘1¥vﬂﬁ Ioﬁpgﬁata to which the SAM ID of

"43,13, I7GXX"1i assigned is stored. The "Service B Log" is the same

SAM nef mask #5xhd = Serit8 B L85 Rt ththeHieatfidkdPuses

"SS1... Sn".SHere APP table data is provided for each mutual 10

authentication ﬁglyr];lr? tHig e%a%ﬁ) € Perhisditriorrat 2esing therserteeot

B log: and “pervice. B is defined, in the APP table data 7310 of the other -

BAM which the AB m%ﬁagce)maen??aﬁﬁé[%ata'raﬁ tRomasEarrtiche. set in

1G. 123 is_a view for explaining the APP table data 15 73101.
1 unJ.!Es .

For example, that net mask, as shown in FIG. 122, is
classified into three types, that is, an A class, B class
and C class. Further, between SAM's .to which the same net
mask is allocated, cone type of key data used for mutual
authentication is sufficient. In the present embodiment,
for example, the same service business is allocated the same
net mask.

In FIG. 122, the A class net mask is indicated by
"255,XX,XX,XX", the higher 1 byte is assigned a predetermined
value for specifying that class, aﬁd the lower 3 bytes are
assigned values for specifying the :i._ndividual SAMs belonging
to that class. Here, "XX" can be set to any value. That is,
the net mask of the A class can be used to define the 16777215
Sw_”IDs belonging to ﬁha,t A class.

Further, the B class net mask is indicated by

. %255,255,XX,XX", the higher 2 bytes are assigned

25

predetermined values for specifying that class, and the lower

2 bytes_ are assigned values for specifying the individual
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The APP table data 73102, 73103, and 7310 have the same format as
the APP table data 73101. As shown in FIG. 123, the APP table data
7310_1 shows, for each application element data APE, its identification
20 data APE-ID and whether that application element data APE can be
read, written, or executed from anathgp application program (another
application element data APE). For example, the APP table data

-1- ninFElG. 1 hows for the "Service B |og" that reading is
5713}9 éﬁ%\{){aﬁﬁiﬂ Céo gl:'%a% c\:Aisa . eI‘hat c_c? e1et}%% igﬁﬁ’pﬁl?s?ﬁe?f the

possible, 25 g Is possible, and execution

30 fydhel, Ing APnanaqemantsloranp ared 7224 ol e BIeal nging

=
memory 707 shown In or example store

shoping the '&%%Q type data and AP ID linked together. 5 The IC card
type data shows the type of the IC card 703 shown in FIG. 109 and for

examplg.is.i ificati ta (gsthe Gr di'gncar compan performing
e areaont Loy e 6 card Tho  tEGREaA B

settlement for transactions using t car € pres

</BRodigens 4ge J&.cgrcmgeliﬂigpl Q}agobqu:%%mmand script program

defines (describes) in'it a service” content cOm |n|ﬁ§ﬁ1eanam -N of

pralAliteal applicayn slement dag E;:f%é?i@fé&{‘gggiﬂmg;g%e{ower'

explained IC card entity data (job managemeént data), 1t'is "possi

1PIYide 25eIYice HRIPIPING: SENVes ID.corRsponding.ta a plurality of o
application element data

belonging to that class. That is, the net mask of the B class
can be used to define the 255 SAM IDs belonging to that C
class.

The identification data AP ID is'identification data
of an application program executed by the SAM of the other
party transferring data when the SAM chip 708 is performing
processing relating to that application element data APE.

-The key data K CARDA is key data used for transfer
of data with the memory 750 of the IC card 703 when the SAM
chip 70@ performs processing relating to that application
element data APE.

The key data K SAM is key data used for transfer of
data with another SAM when the SAM chip 708 is performing
processing relating to that application element data APE.

The data SET_APP is data for specifying the APP table
data 7310_1, 7310_2, and 7310_3 used (viewed) when the SAM
chip 708'performs processing relating to that application

element data APE.
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APE. For example, a service combining the service of reading data from
the IC card 703 and the service of writing data to the server 702 can be
defined in the IC card entity data. 20 Further, the APEN or its service
number is an operational command issued to the IC card 703 and able to
be analyzed by the IC card 703 wh_enzr%;foqrming a service provided by
the service businesses 7151, 715-2, and 7153. The application program

AP-1is %gfined by the AP 25 manactgfment table data 73001 and a
predetermined 1¢ tafd @51 M rdtidr Afhcie Eammhartisgiprheddram to

%tloreg_ in the external memory 707. The application program AP-3 is
efined BY tAE AP TARERMAREATk Batathso$AMhehiprctRterhvineddCher

qperation macro command script program stored in the external
%gégn(%/%?a%eea%‘bricaﬂon program AP -3 is defined by the Al
manag%%n&table data 7300 3 and a predetermined IC card operation

macro command-s&rit BeSram Sthrarsifieresiapvaingoherfrey 707 allow

%@M I%:hgp 7%8 The SAM chi%708 is connected through a SCSI port, the
thernst G to teeASD LanEhe 3P ichABP 08 er Deohe tdrpecaarpther

§m&)ugﬁ}{he ngrne%?lo to a plurality 15 of terminal apparatuses including
a personﬁ compu er 705

In FIG. 121, the APE N "Service A" is the access key
of Fhe IcC car@ 703 defined by the application program in
that SAM 708. The key data of the "Service_A" is set to be
not disclosed, so cannot be viewed by an. application program
of another SAM or another applicatioﬁ pProgram of the same
SAM.

Furthex,rthe "Service C" is the access key of the IC
card 703 defined by that application program. When that SAM
is assigned the net mask of the later explained C class,
the key data of the "Service C" is disclosed to an applidatiorlz
program on the SAM having the SAM ID "43,17,19,XX"., At this
time, the SAM mutual_authentication key is "TTi..., TTn",
Further, whether or not another SAM can hold the key aata
of the "Serviée C" until the next use is determined. When
possible, when.the.other SAM next uses the "Service C" on
the card, it is not necessary to ébtain the card access kéy
}again from the SAM. The access key of the Service B is obtained
not from that SAM, but from the SAM having the SAM ID

“43,13,137,XX". As the mutual aﬁthentication key between
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of an end user and personal computers 7161, 7162, and 7163 of service
businesses 7151, 7152, and 7153. The personal computer 705, for
example, is connected through a serial port or USB port to a Dumb type
card 20 reader/writer 704. The card reader/writer 404 realizes for
example wireless communication corrgsgponding to the physical level with
the IC card 703. The operational commands to the IC card 703 and

nse kets fr, e.IC card 703 are generated and 25 analyzed at
%%gPSgAM ﬁgr%'? 709 s%)é?igphéﬁefgrsé?%‘e card 232 reader/writer 704,

person%ﬁ%@g‘gtgr 7}95ha@d SP server 719 between thelr'n only act to
store the commands and responsa “CoHigntii¥he fafpayiBed poRfoB" can

Roqrelay the.samgand are not inyolved in the encryption or decryption of
data, 5 au‘tﬂ?e%ﬁl:a%ﬁ, OF Bther actual %E?dff&h%?ﬁ’rﬁé’ & EdrpP AsFppated

@;r%cgﬂﬁuters 7161, 7162, and 7163 can download the later
explained script program to the SAM chip 708 to customize the

applicatign.pregrams AP-1, AP-2, and ;.10 AP 3. F|G. 124 is a functional
block diagram of the §AGM£C|‘%8 %08 s’?ﬁi&v(v:r%leﬁlé of hEshbvrhil, Log

.chi P ication interface unit 760, :
p e N R
B%red. The "Service B Log" is the same SAM net mask as the
"Service B", so the mutual authentication key uses "SS1. ..
SSn". Here, APP table data is provided for each mutual
authentication key. In this example, permission for |
accessing the "Sexvice B log" and "Service B" is defined
in the APP table data 7310 of the other SAM which the AP
management table data on that other SAM views.

FIG. 123 is a view for explaining the APP tablé data
7310 1.

The APP table data 7310 2, 7310 3, and 7310 have the
same férmat as the APP table data 7310 1.

As shown in FIG. 123, the APP table data 7310_1 shows,
for each application element data APE, its identification
data APE ID and whether that application element data APE
can be regd, written, or exécuted from another application
program (another.application element data APE).

For example, tﬁe APP table data 7310_1 ‘shown in FiG.
123 shows for the "Service B log" tﬁat reading is possible,

writing is possible, and execution (deletion) is impogsiblea,
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random number generation unit 763, encryption/decryption unit 764,

storage unit 765, and CPU 766. The SAM chip 708 is a tamper-resistant
module. The ASPS communication interface unit 760 is an 20 interface

used for input and output of data with the ASP server 719 shown in FIG.
109. The external memory communi gt&')o_n_interface unit 761 is an

interface used for input and output or,data with the external memory 707.

25 The bus scramble unit 762 scrambles output data and - 233
descrahblesififut d8 IR PRBAGRTSRE GLiSRAES dAkeanrbagh thE the
external memory communication interface unit 761 The random number

GeHerhfon BREYEY gdldrateod™ ARdBRFnuhBEr fsut sepambse stores

Aauthe tication processing. The encryption/decryption unit 764 encrypts
FatS FhAC GaeR padt el the. IE141% diorgreshityes daddplaredAP_ID
later, stores tasks, programs, and data used by the CPU 766. 10 The

léB 6 WEE the later explained script download task, script
interpr gtéon tilsk, entit¥ generation task (job management data

production task), BHACERD frrddiheanthembrPaiskEjobhe IC card
-53n gm&arg dzil%énari%%ement task) or other tasks based on ) :
predetermined programs 15 ftobPEnaGtRe Brésedtntdiohyation data
of the credit card company performing settlement for
transactions using the IC card 703.

In the present embodiment, the IC card operation macro
command script program defines (describes) in it a service

content combining the name APE N of a plurality of

application element data APE. By reflecting this in the later

explained IC card entity data (job management data), it is

possible to provide a service combining services

-corresponding to a plurality of application element data

APE,

For example, a se_-r’vice combining the service of reading
data from the IC card 703 and the service of writing data
to the server 702 can be defined in the IC card entity data.

Further, the I;PE__N or its service number is é.n

operational command issued to the IC card 703 and able to

. be analyzed by the IC card 703 when performing a service

provided by the sexrvice businesses 715 1, 715:2, and 715 3.
The application program AP 1 is defined by the AP

management table data 7300 _1 and a predetermined IC card
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Next, tasks, programs, and data stored in the storage unit 765 will be
explained. FIG. 125 is a view for explaining the tasks, programs, and data
stored in the storage unit 765. 20 As shown in FIG. 125, it stores a script
download task 769, script interpretation task 770, entity generation task
771, IC card procedure management task 772, IC card operation macro
command script programs 7211 to 73¥ 13 AP management table data
73001 to 73003, APP table data 7310_1 to 73103, 25 IC card entity
apspididetamarl0l 83 dC: cardpentityoR3arl ataoirdd X, itnpHbdaidce rnal
block 731 _xI, output data block 732x2, log data block 733x3, and
memmrptail @7 defining data block 734x4. The script download task 769, as
shown in FIG. 118, 5 downloads the AP management table data 73001 to
73003 Fhaecepssaryahe AP P abis-datar P31 lite #8465 Bedfasexamplap
from the computer of each service business and loads it in the SAM chip
mAYR getreesthipt ftdpratation B3K07 7D asel thersesvied <bindefinitiarctadie-d
data (if necessary, the APP table data 73101 to 7310_3) and script
opRYAdh e gerrerate tren@ndasd: winity pewplde dete riegui lathdlegkernal
output data block, log data block, and computation defining data block for ,
megsE Hushéss. 15 The number of the data blocks generated for each

The application program AP 3 is defined by the AP
management table data 7300 _3 and a predetermined IC card
operation macro command script program stored in the external
memoxry 707,

[SAM Chip 708]

The SAM chip 708 is connected through a SCSI port,
the Ethernet, etc. to the ASP sé;‘ver 719. The ASP server
719 is connected through the Internet 7i0 to a plurality
of terminal apparatuses including a personal computer 705
of an end user and personal computers 716_1, 716_2, and 716 3
of service businesses 715 1, 715_2, and 715_3.

The personal computer 705, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 704. The card reader/writer 404 realizes for

example wireless communication corresponding to the' physical
level with the IC card 703.

The operational commands to the IC card 703 and
response paékets from the IC card 703 are generated and

analyzed at the SAM unit 709 side. Therefore, the card
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service business is not particularly limited. When the entity generation
task 771 for example receives an entity production request from the ASP
server 719, it performs polling with the IC card 703, then generates 20 the
IC card entity data to be used for the processing for the procedure
between that IC card 703 and serv_ic%gasir_wess using the IC card entity
plate data corresponding to that service business. At this time, the IC

sarn gnz’tglpl%te dita becomes the class, and the IC card entity data is 25
Fated a8 arrindfihce B HRRRALSCOBRY thte BRitesaid HySRe eptiger

gene as an‘in
.pleglqggt,icon task 171 for generation of the IC card entity data will be
explained ¥ e hRP Bhe RE chrd phecs fhararmpendnt aask FeEponse

Lses one §nort ore IC card entity data 773x present in the storage unit

TBE o execlte the Sracas8AY siadpRkbiRrbaRb e Iy Ichar¢7me and

and the service Pusi&esses ;6151 to 7153. In the present embodiment, the
volve t

Bty of processiiy T8¢ (R SRS HRIPR O belREEH Ric prrtify B ta,

ASeeards ;10 703 and the g%%/ice businesses 7151 to 7153 proceed
simultaneously. The I8 catd procétftrs ttafRieRidrit sk #72 ERgc kEs card

-hsse plurality of processing for procedures in parallel. The IC card
procedure management task 772 deletes the 15 IC card entity data 773x

when e, 8RS QRIQTe WSS 0BYS s 716 1, 716 2, ana 716_3 can
download the later explained script program to the SAM chip
708 to customize the application programs AP 1, AP 2, and
AP_3 .

FIG. 124 ig a funétional block diagram of the SAM chip
708 shown in FIG. 109.

As shown in FIG. 124, the SAM chip 708 has an ASPS
communication interface unit 760, external memory
communication interface unit 761, bus scramble unit 762,
random number generation unit 763, encryption/decryption
unit 764, storage unit 765, and CPU 766.

The SAM chip 708 is a tamper-resistant module.

The ASPS communication interface unit 760 is an
interface uséd for input and ocutput of data with the ASP
server 719 shown in FIG. 109.

The externél memory commuﬁication interface unit 761
is an interface used for input and ocutput of data with the

external memory 707,

The bus scramble unit 762 scrambles output data and
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been finished. The processing of the IC card procedure management task
772 will be explained in detail later. The script programs 7211 to 721_3
are input by the 20 script download task 769 from for example the
external memory 707 and stored in the storage unit 765. The AP
management table data 73001 to 73003 are input by the script download
task 769 from for example the extérn‘%\?%émory 707 and stored in the
storage unit 765. 25 The APP table data 73101 to 73103 are input by the
AR EERi B RY taskatsy womrfoi srparhpientie xteroaltpeioin g/ 6¥a ta
and stored in the storage unit 765. The IC card entity template data 7301
threpghyrEhge kRl TeeReBY imoprenics tiskn? Z01ded Gsed Suas. t
the templates (classes) when generating the IC card entity data 773x of
Thd procedures relating to the service businesses. The IC card entity data
773x is generated by the entity generation task 771 using the IC card
- entity tdriflatBaeR 107Eee to T30 Rmtbpaxample héX|ssasates a
instance of that class. The input data block 731_xl, output data block -
rapsion pembax fsed38xehantisenphtatirhesfiring taerbiockcE3dxing .
are generated by the script interpretation task 770. 15 Next, the IC card :
entity dg{f7?§£mﬁé‘ggéﬁﬁféﬁyption unit 764 encrypts data and

decrypts encrypted data.

The storage unit 765, as explained later, stores tasks,
programs, and data used by the CPU 766.

The CPU 766 executes the later explained script
.downlcad task, script interpretation task, entity generation
task (job management data production task), and IC card
procedure management task (job management data management
task) or other tasks based on predetermined programs
(programs of the present invention) .

Next, tasks, programs, and data stored in the storage
unit 765 will be explained.

FIG. 125 is a view for explaining the tasks, programs,
and data stored in the storage unit 765.

As shown in FIG, 125, it stores a script download task
769, script interpretation task ;770, entity generation task

771, IC card procedure management task 772, IC card operation

" macro command script programs 721 1 to 721 3, ‘AP management

table data 7300_1 to 7300_3, APP table data 7310_1 to 7310 3,

IC card entity template data 730_1 to 730_3, IC card entity
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The IC card entity data 773x is generated by the entity generation task
771 in the SAM chip 708 using the already generated corresponding IC
card entity plate data of the service business for example when the SAM
chip 708 receives 20 from the ASP server 719 a processing request for
processing using the IC card 703 angl,gpplication program of the
predetermined service business. FIG. 126 is a view for explaining the

orm the IC card entity data 773-x. 25 As shown in FIG. 126, the IC
A Bas 0T Do Rohe T et SOVHEGH bista Satr il 152_%2.

dataJaS‘;J:., etg tg ]s(tta;?%sadat (status data) 782, IC card type data 783, APE
TG SRatts §ha T4 Hiocaddth S orte? tats 785 SR Bidie sdmbad&ock
-8 2 d post-processing data 787. 5 The management pointer data 780

IS a-Didirectional pointer for managing the IC card entity data 773 x in the

storag rgt 765':2.T e %ntitx‘éD d%ta 78% is,,used for requests for
generation of [C ¢hra SRR 6887773 EXcotitmaliSn SR histEEDs 118,

d%rggieosasagegio nd other of tﬂ?;’%ﬁi oé{)rocessin%s using the IC _
card entity data 773-X. ﬁe%eﬁﬁ?y Ravdasads eﬁrﬁ%a?@é)f?_;-@e (if
BB Wt LR R B A,
f%%%ﬁ%ﬂé*%@%%%@%?gé E;aach service business and loads it in
the SAM chip 708.

The script interpretation task 770 uses the service
definition table data (if necessary, the APP table data _
7310_1 to 7310 _3) and script program to generate the IC card
entity template data, input data block, output data block,
log data block, and computation defining data block for each
business.

The number of the data blocks generated for each
service business is not particularly limited.

When the entity generation task 771 for example
receives an entity production request from the ASP server
719, it perforﬁls polling with the IC card 7-03, tﬁen generates

the IC card entity data to be used for the prbcessing for

,the procedure between that IC card 703 and service business

using the IC card entity plate data corresponding to that
service business. At this time, the IC card entity plate
data becomes the class, and the IC card entity data is

generated as an instance of that class.
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of the procedures relating to the IC card 703. The basic states of the IC
card entity data 773x include, as shown in FIG. 127, the state of
processing for investigating the services which the IC card 703 can use
20 (RS), the state of processing by which the SAM chip 708 authenticates
the IC card 703 (Al), the state of procegging by which the IC card 703
authenticates the SAM chip 708 (A2) , the state of processing for reading

data from the Igocard 703 (ﬁg and the state of processing for writing data
in 25 the 1IC EARATUTERT 23818 ufP cbengenpbaliiant, sk 771 for

cessjng for investigating the service businesses, the processing for
A

c‘frg&%ﬁ chip 708 to Suthenficke (RB & Thrda83, il briteSipipined in

c{gtca{q 7 § Lo guthenticate the SAM chip 5 708, the processing for
reaaﬁng ata from the IC card 703, and the processing for writing data in

the IC (;F}I;% 798 corre pond to jobs. A "job", as explained later, is a unit of
processing for which thB order oFekeRaisiP R RE it gl by the Yeego one

card procedure management task 772, Note that, Al and A2 comprise the
omuﬁlfg g’u?ﬁéelnﬁga %ngﬁ?:olcg shg elddnthPreesnt iRt S AR eRpae

uzl(_}gt B h(;fr irlathe r%genrbembodiment,.considering the communication

e on the THterns e ShBYE R THNEd T PE rAsREq5RSure hetween

SOWEIDE PG AN v ce businesses 715_1 to 715 3.

In the present embodiment, the plurality of processing
for procedures performed between the plurality of IC cards
703 and the service businesses 715_1 to 715 3 proceed
simul taneously.

The IC card procedure management task 772 executes
these plurality of processing for procedures in parallel.

The IC card procedure management task 772 dalef.es the
IC card entity data 773 x when the series of procedures have
been finished.

The processing of the IC card procedure management
task 772 will be explained in detail later.

The script programs 721 1 to 721 3 are input by the
script download task 769 from for example the external memory
707 and stored in the storage unit T65.

The AP management table data 7300 _1 to 7300 3 are input

: by the $cript download task 769 from for example the external

memory 707 and stored in the storage unit 765.

The APP table data 7310 1 to 7310 3 are input by the
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of FIG. 127, managed divided into states after startup (after issuance of
command) and completed (response received) states. Specifically, the
states of processing using the IC 20 card entity data 773x are managed
by the instance generation (IC card entity data generation) state, RS

post-startup state, RS completedmstate6 Al post-startup state, Al
completed state, A2 post-startup stath, A2 completed state,

R~post-startup state, R completed state, W post-startup state, W
.sé‘d?ﬁﬁlétéﬁ‘%iﬁt@, makniethée o Ear exanpdatai e erctesarl 1pggory

The IC card type data 783 is data specifying the service business issuing
T$hé 1enchrd o3ethd 1C BhRI §pexhds 78834 sdbRith data defined by a

Cl command in the above-mentioned script program at 5 the time of

generafidf of theagrchranhiiyddampiaker ikasarvitadype tlenTéfl_3 axe

designating data 784 shows the AP management table data 73001 to
IPBGTRART aplicthien seis bt dateAPEdaihbain e kPP i@brnghta sed

73101 to 73103 used in processing using the IC card entity data 773-x.
agothf Serpdedpe é@ﬁﬁﬁﬁééigﬁﬁmgaaﬁfmﬁ%é@ﬁ/iﬁﬁ?’dﬁéﬁ ek ty

application element data APE designated_by the CS command in the 4
datevel fidntiotdd SAMHIPFOGAIIEE the firtdrenkratiditortRe Ya eard

entity data 773-x. The processing order data 785 shows the order of 15
buSdARRiBAYF services (jobs) used in the processing using

The IC card entity data 773 x is generated by the entity
generation task 771 using the IC card entity template data
730_1 to 730 _3 as for example the class as an instance of
that class.

The input data block 731 x1, output data block 7132 x2,-
log data block 733 x3, and computation defining data block
734_x4 are generated by the script interpretation task 770.

Next, the IC card entity data 773 x wili be explained.

The IC card entity data 773 x is generated by the entity
generation task 771 in the SAM chip 708 using the already
generated corresponding IC card entity plate data of the
service business for example when the SAM chip 708 receives
from the ASP server 719 é.processing—request for processihg
using the IC card 703 and application program of‘the
predetermined service business.

FIG. 126 is a view for explaining the format of the
IC card entity data 773 x.

As shown in FIG. 126, the IC card entity data 773 x
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the IC card entity data 773 x, that is, the state transition shown in FIG.
127. That is, the processing order data 785 uses the name APE -N of the
application element data APE to show the order 20 of execution of jobs
corresponding to basic operations of the IC card 703. Here, the jobs, as
explained earlier, correspond to the-R§, Al, A2, R, and W shown in FIG.
127. Specific operations on the IC card 703 are realized by the order of

h%rgcessing 25 detslir%na,ted using the j70bS. For example, for processing )
G5ing 2407 S8t A TR Whith DakAredting ShthinernitRy héfttcatfmti ty
s aetpgocgssing ?rder information 785 is set to "RS->R". Further, in the
CRSe 6 fAdhg ST WTing Wi miftdal TousarrabdRe e cd8sdnghPE N
dgrsder}lnf r{natio 785 i,faset 5to "RS->A1->A2->R->W", Th%s)rocessing
Sraer HGTmSich 85 5%t vITRORES i o ol sHiwrfin HE: 127
carresponding. to thcei ot[‘der Igf service elements designated in the CS
P ESmmand in the BbovaimdntonPSERT ProdtaRERAETEnEating 18 1c
card eéltilt‘}/aglata 773->§;. The, e ro%eessin%infor‘mation 786 is set from
the ASP selver 715 side ?‘nanea%e 5 dABP ot Pefrofiifrectional
pg@g@g?ngggiq&f@g Ig carg enti'%/ data 773-x. For exam%g, the ) :
preprocessihg irormatioh 788 isk 1578k hihioiiE sfat@nidftalforin the
< IR0l 3 desigpated
The entity ID data 781 is used for requests for
generation of IC card entity data 773 x, confirmation of
the state of progress, deletion, and other of the series

of processings using the IC card entity data 773 x. The entity

ID data 781 is also a return value to be given to the end

-user. The eptity ID data 781 corresponds to a descriptor

when opening a file in a general file system.

The entity status data 782 shows the state of progress
of the procedures relating to the IC card 703.

The basic states of the IC card entity data 773 x
include, as shown in FIG. 127, the state of processing for

investigating the services which the IC card 703 can use‘

. (RS), the state of processing by which the SAM chip 708

.authanticates the IC cérd 703 (Al), the state of processing
by which the IC card 703 authenticates the SAM chip 708 | (AzZ),
the state of ‘pro.cessing for reading data from the IC card
703 (R), and the state of processing for writing data in

the IC card 703 (W).
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service in the SF data block (application element data APE). Further,
when an inter-service processing function is not defined, the
pre-processing information 786 is set with the requested processing
charge. 20 For example, in the case of settlement, the state relating to
the amount of charge or points given gfc. is set. The post-processing
information 787 is-set with data of the processing result of the IC card
entity data 773x 25 required at the ASP server 719 side. For example, in
the 24T ta5RDRERREFEh: STROEARG I dat TP RARF FSHAGefOF of a
.normal end to the settlement. Next, a routine for processing by the IC card
MR HhAR AT A3 PR BRARATT RS /1 S RIRTRB S pRifaIfP T
50fIC carq?s, 70%3%"‘3 a plurality of IC card entity data 773x will be
ERgnEMEC AR I W rd BrR Bl rinasemEhetatk 7258 cdRdantire
being started up on the CPU 766, of the SAM chip 708 shown in FIG. 124.
PIFEFE 158 id 8Fioendit FHR /St EhGpEhsAdF s anEhe S chip

78%oceg}l{re management task 772. Sﬁ{gp ST701: The IC card procedure
mahagemént Tas Sf‘?‘i’ge%s&’é S 3htny Ra8 7B% ioFesBaing?3

i lity of IC card entity data 773x
a%%_%srtlé?rz])% Rrocessing; A9 oL of the; Rlyrality, of IE qard gntity data 778% 03

. correspond to jobs.

A "job", as explained later, is a unit of processing
for which the order of execution is determined by the IC
card procedure management task T772.

Hote that, Al and A2 comprise the mutual authentication
processing between the IC card 703 and SaM chié 708.

Further, in the present embodiment, cbnsidering the
communication time on the Intexnet 710, the above-mentioned
basic states are, as shown in the state transition chart
of FIG. 127, managed divided into states after startup (after
issuance of_ command) and completed (response received)
stateé.

Specifically, the states of processing using the IC

card entity data 773_x are managed by the instance generation

(IC card entity data generation) state, RS post-startup state,

‘RS completed state, Al post-startup state, Al completed state, h

A2 post-startup state, A2 completed state, R:post-startup

state, R completed stéﬁe, W post-startup state, W completed

state, and instance (IC card entity data) deleted state.
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in the storage unit 765. The method of selection of that IC card entity plata
773x may be to successively select IC card entity data 773x preser]t in
the storage unit 765 or to assign a priority order 20 and select by priority in
the order of the highest priority. Step ST702: The IC card_procedure
management task 772 judges if the jopQf the IC card entity _data_ 773X _
selected at step ST701 has already been started up. When judging that it

' ' hile
has 25 started up, it proceeds to the processing of step ST705, 242 w _
when jud%‘ r?g%#a?ﬁ’%gtx&%ggﬁ %ﬁ%é’dlﬁpdﬁ%ﬁ, WHM&?&?@?&:};Z‘HCE
f T1703. Step ST7Q3: The IC card procedure management tas
j%l(%ggl ggrsn tstﬁg%ﬁﬁtyts 5tu§§nf5?rﬁ‘§tiéjr9%82 shown in FIG. 126 of the

i ST701 which state of the status
lggsi;?oﬁqg%rggfgé%%\ ??Lé%tle afthgete r%ée%ls‘?nd&?é’lidiﬁd:?bt rt:ﬁ‘&#ént;is?; r?;ed
IS i i i be executed next from the proc
TR AL SR RS ERN e

i ti i e service ele
L e L LB D S SR SO

The service type element designating data 784 shows
the AP management table d_ai:a 7300 _1 to 7300_3 and application
element data APE defined in the APP table data 7310 1 to
7310 _3 used in processing using the IC card entity data 773 x.

The service type element designating data 784 is set
with one or more application elemént data APE designated
by the CS command in the above-mentioned sceript p#ogram at
the time of generation of the IC card entity data 773 x.

The processing order data 785 shows the order of
execution of services (jobs) used in the processing using
the IC card entity data 773 _x, that is, the state transition
shown in FIG. 127.

That is, the processing order data 785 uses the name
APE_N of the. application element data APE to show the order
of execution of jobs corresponding to basic operations of
the IC card 703.

Here, the jobs, as explained earlier, correspond to
the RS, Al, A2, R, and W shown in FIG. 127. Specific operations

on the IC card 703 are realized by the order of processing

designated using the jobs. For example, for processing using
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The IC card procedure management task 772 starts up the selected job
at step ST703. The IC card procedure management task 772 uses the
data blocks relating to that job in the input data block 20 731 xI, output
data block 732x2, log data block 733x3, and computation defining data
block 734 x4 explained above using Fi®. 125 to execute that job. At this
time, the IC card procedure management task 772, when issuing a

SANIRANEE T U1 UG 192180103 #2848 G 4 06 Wﬂ&ie§ﬁl%%§ﬁqyﬁ;eatlon

element corresponding to that 243 job as a key to search through the AP

amnageaens iahle dataid3004 0 #3003 4a oh N the seryiceumper po
corresponding to that service element (operational command of IC card

Fazcalde f0 D anelyzeddy 1be 166aid 193kt el b8 dCudi 6 G tual

procedure management task 772 uses the obtained service number to
isstiRemedrRmendH) thRdGaasdJ93i hyrtheadbeiierearl PEACRIWEs i s set
management task 772, as explained using FIG. 113, when key
tforrratiornis regriredk foraccessing the storage area of the IC card

703a, uses 10 the service element corresponding to that job to search

throughThe ARrmeasgemens iahle daia 3300k 143003 aRd Qtaindhen the
key information corresponding to that service element. Further, the IC

eadkpracedjicbmasiagement taiG7 72 25asthabky-HEAIMAEs tBhe order
perform mutual authentication 15 with the IC card 703, encrypt and

aecppt thecdata] empaniandesignated in the CS command in the
above-mentioned script program when generating the IC card
entity data 773 x.

The pre-processing information 786 is set from the
ASP sérver 718 side with management data for performing
processing using the IC card entity data 773 _x.

For example, the pre-processing information 786 is
set with points of a computation formula of a designated
service in the SF data block (application element data APE) .

Further, when an inter-service processing function
ié not defined, the pre~pgocessing information 786 is set
with the requested processing charge.

For example, in the case of settlement, the state
relating to the amount of charge or points given etc. is
éet.

The post-proqessing information 787 is set with data

of the processing result of the IC card entity data 773 x

required at the ASP server 719 side. For example, in the
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other processing and obtain the right to access a predetermined storage
area of the IC card 703. Step ST705: Step ST705 is performed when the
IC card procedure 20 management task 772 issues a command to the IC
card 703 and is waiting for the processing result of the IC card 703. When
the IC card procedure management taski 772 receives the processing
result from the IC card 703,'it sets this in the IC card entity data 773-x. 25

SieRSTF Q6 2dfed084C ﬁacrqgr%%e@w,%ﬂ%g%g@%%é{ijg dpdates e

the entity status information 782 of the IC card entity X ShOWN 1IN

516 o126, dndfis aay, intherresentampadimpent, the IC card 5 procedure

management task 772 selects in order the IC card entity data 773x for the

plurality,@f ¢ cayds(3 presan HE@Se%M&%?é%?é"rﬁg e%gg%rmirn i ure

processing for the plurality of IC cards 703 In ore, e

RRIR-{A8CA S UkARRUSH AUACERWILh the, erg%eﬁé{@r%a@g %g&*}fp lity

receiving processing requests for procedures using a plurality o cards

J831E1G:ak2d:anrh B Gri3arg @qw&@iw'aé@"_ﬂéh%&?%ﬁ&% data
a

defined by another application element data’ APE in accordance wit

Touine dafineddy applicatigrglement 15 data APE or processing when
accessing data performed by the

The IC card procedure management task 772 is constantly
being started up on the CPU '7"66 of the SAM chip 708 shown
in FIG. 124.

FIG. 128 is a flow chart of the processing performed
by the IC card procedure management task T72.

Step S8T701:

The IC card procedure management task 772 selects one
IC card entity data 773 x for executing the nexf: processing
out of the plurality of IC card entity data 773 x presﬁent
in the storage unit 765.

The method of selection of that IC card entity data
773 _x may be to successively select IC card entity data 773 _x
presept in the storage unit 765 or to assign a priority order
and select by priority in the order of the highest priority.

Step ST702:

The IC card procedure management task 772 judges if
the job of the IC card entity data 773 _x selected at step
ST701 has already been started up. When judging that it has

started up, it proceeds to the processing of step ST705,
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SAM chip 708 when executing a job at step ST704 in thg above _
explained FIG. 128. Step ST741: The SAM chip 708, Whl|.e executing
processing in 20 accordance with predetermined application eIemgnt .data
APE, specifies an application program for use (access) and appllcat_lc_)n
element data APE in that applicatian prpgram. Further, that use specifies
one of reading, writing, and execution of that application element da_ta
1742 - 245 The SAM chip 7Q8 judges if the application

gi%ﬁ?" g;g %%gé'p%%if?g(? &t Js"ggi §'T‘7‘21‘1"1§3p ggeﬁtﬁﬁ’fﬁﬁt%m chRfPceeds

8..Jf judging that it Is not present, | eeds to the processing of step
é%?%@wdﬁﬁﬁ%gg%ﬁgg th%ftpitsls? % es%ﬁ,% ‘proceeds to the processing of

step ST#42.,>tepw743: The SAM chip 708 views th_e AP management
table data %%001%;-73003 corresponding to the application program

being e teght ' e data K -SAM cqrrespondjng 10 to the
corregspﬁ%%n%%e%&%&%%é&%ﬂ%%lg%gﬁ? 85“[3‘35\% E?s}n? Egeé‘ Heggg, from

A t u fhentcation, with the SAM chip 7083 havin
?kl?e@agpl??:gg%ng%ﬁ%grﬁ gg%%,gé%tkto e Js%,a% eb“éfﬁzﬁp{% f 2eGS/ﬁigl ther

%'%%Z%&Qéﬂ@ad%@eﬁﬁi‘:‘? %ae(ihe% ggsat step ST701 which state

of the status transition chart shown in FIG. 172 the
processing relating to that entity data is in and decides
on the job to be executed next from the processing order
inforﬁation 785.

At this time, the processing order information 785
defines the order of execution of jobs using the service
elements set in the service definition table data as
explained earlier.

Step ST704:

The IC card procedure management task 772 starts up
the selected job at step ST703.

The IC card procedure management task 772 uses the
data blocks relatiné to that job in the input data block

731 x1, output data block 732 x2, log data block 733 x3,

and computation defining data block 734 x4 explained above

using FIG. 125 to execute that job.

At this time, the IC card procedure management task
772, when issuing a command to the IC card 703 in execution

of a job, uses the service element corresponding to that
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legitimacy in the mutual authentication of step ST743, the SAM chip 708
proceeds to the processing of step ST747. If not, it proceeds to step
ST751. Step ST745: 20 The SAM chip 708 views the AP management
table data 73001 to 73003 corresponding to the application program
being executed and acquires the keyzigga K -SAM correspondin_g to the
service (application element data APE). Further, for the application

lament daRAPEJohe 2osaSRgiifigg, at E?Rnﬁgyc}{l asx\{(\:lf?“tt g data

SAM chip 708 246 similarly views thé AP managementtable data

1338083 tepriawmpnsling te thal apnlicatiqn element data APE to acquire .
the kéy data K -SAM corresponding to the corresponding service

€eppicationaioned! dIEARE) QEUILR: e PANGRIRIOR FOMPAIES, 703
the two acquired key data K -SAM. Scrambler 746: When the S chip

Z98dudges-at the PIQCRssing,ofisien 13T 745 [ha ¢hg twa:key data Kﬁ%éMIC

. . X,
match, the routine proceeds 10 to the processing of step ST 497, while

Hhel #6988 dwhe IHYRSGRARIOSIERR 753 oleR ShiA Lue RAN Shib ., .o
708 or 708a views the AP management table datg_73001 to 7300 _
@iiespoRding 43 the applisatiands wsogiagn spediliedatgigp ST741 and

specifies the APP table

Further, the IC card procedure management task 7172,
as explained ﬁsing FIG. 113, when kéy information is required
for aécessing the storage area of the IC card 703a, uses
the service element corresponding to that job to search
through the AP management table data 7300 _1 to 7300 _3 and
obtain the key information corresponding to that service
element. Further, the IC card procedure management task 772
uses that key information to perform mutual authentication
with the IC card 703, encrypt and decrypt the data, or perform
other processing and obtain the right to access a
prédetemined storage area of the IC card 703.

Step ST705: |

Step ST'}'QS is perfo;:med when the IC card prcdedu_ré
management task 772 issues a command to the IC card 703 and
is waiting for the processing result of the IC card _'70__3.-

When the IC card procedure mariag-ement task 772 receives

the processing result from the IC card 703, 'it gsets this

in the IC card entity data 773 _x.

Step ST706:
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accordance with predetermined application element data APE

data 73101 to 73103 corresponding to the application element dat_a APE
used. Step ST748: The SAM chip 708 or 708a judges the access right of
20 the application element data APE to be used (accessed) basgd on.the
APP table data 73101 to 73103 specified at step ST747. Specifically, it

' [ [ iti ing the application
judges the right for reading, writing, _ang; gxecuting _
element data APE to be used. 25 Step ST749: - 247 When the SAM chip

708 or 7 judges at step ST748 that there is an access right, it
proceedg%ge'stgg ST75 ,l%vﬁl e év en ff‘ﬂB@gﬁB‘ﬁﬂtpr’b%é&df {gthwdates the

q_%éljp ST75L. 5 Step ST750: The SAM chip 708 or 708a

%ges the fﬁ%{?c%a%n lé?efr%gﬁia%ﬁgnAEE%p%Eiﬁ‘éﬁeat Jé?elfS’FZ_Aff%ﬁé%ﬁE data
e,spegifi t st T741. Step ST751: 10 The SAM chip or

nu?ggé‘d%e%ﬁr%ost%s%x%hg%gblicla i%h element data APE specified at step

ST741 fog th specified gt step ST741. Further, when executing a
job at Stg%ﬁ;%{g%%%% ’ a[%gvetalelfplé)ﬁ%ﬁ?ﬂé. 38° e te siveclp card

Hibanales dadaRNRINeIS;eaq 0300 acegrdance with the routine
entity data 773_x for the plurality of IC cards 703 presentu
in the SAM chip 708 while performing the Processing for_ the
plurality of IC cards 703 in parallel. Therefore, the SAM
chip 708 can simul taneously proceed with the processing even
when receiving processing requests for procedures using a
Plurality of IC cards 703.

FIG. 129 and FIG. 136 are views for explaining the
processing defined by another application element data APE
in accordancé with a routine defined by application element
data APE or processing when accessing data performed by the
SAM chip 708 when executing a job at step ST704 in tﬁe above
explained FIG.V 128.

Step STT41:

The SAM chip 708, while executing processing in
'
specifies an application progfém for use (access) and
applicatipn glement daf:a APE in that application px.;pgrmn.

Further, that use specifies one of reading, wri:ting,
and execution of tha._t application element data APE.

Step STT742:
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defined by the application element data APE, the SAM chip 708 views the

AP management table data 73001 to 73003 shown in FIG. 125 to acquire

the key data K CADR corresponding to that application element data APE

and uses that key data 20 K -CARD to access the memory 750 of the IC

card 703. Next, the overall operation of 4% eommunication system 701

shown in FIG. 109 will be explained. FIG. 131 and FIG. 132 are views for.
explainirmiiae spverah operaion phdy:communicatiopsysten 794 shewh. . ¢
in 25 FIG. 109 248 - Step ST721: The service businesses 7151 to 7153
eitparyHegesietliyatheseseiyicarhusingsses adbCe WaLSCHPE Ay chip
programs 721_1, 7212, and 7213 describing the processing 5 for

trarBsacliong pagamged by tha sendca busipeasesmusing dhe ICLad 703, ¢he
for example on the personal computers 7161, 7162, and 7163 shown in
Bithd09s Fugher, dtemaTayes phihe1RAM oRIZ8 preduees thes AR esent |

~ management table data 73001 to 73003 corresponding to 10 the service

busicesses 751 thd 15805tepsSha22£TharAR reanagement table data
73001 to 73003 produced at step ST721 are stored in the external
memorySOsp RXhes, :the script programs 7211, 7212, and 7213 15
produced at step ST721 are downloaded from the personal

The SAM chip 708 views the AP management table data
7300_1 to 7300 _3 corresponding to the application program
being executed to acquire the key data K _SAM corresponding
to the corresponding service (application element data APE)
and uses that key data K sAM to for mutual authentication
with the SAM chip 708a having the application element data
APE to be used.

Step ST744:

If the SAM chips 708 and 708a authenticate each other’s
legitimacy in the mutual authentication of step ST743, the
SAM chip 708 proceeds to the proceésingrof step S5TT747. If
not, it.proceeds to step ST751.

Step ST745:

The SAM chip 708 views the AP management table data
7300_1 to 7300_3 corresponéing to the application program
being executed and acquires the key data K_mSAM corresponding
to thg service (applicatiqn element data APE).

Further, for the application element data APE to be

used specified at step ST741 as well, the SAM chip 708
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computers 7161, 7162, and 7163 through the Internet 710, ASP server

719, and SAM chip 708 to the external memory 707. The processing for

that download, as shown in FIG. 118, is managed by the script download

task 769 in the SAM chip 708. 20 Step ST723: The script interpretation

task 770 in the SAM chip 708 shown #¥BIG: 118 uses the AP

management table data 73001 to 73003 and script program to generate
ISieeid @nfily temphateldaiP amingytaatatblossieutput daia Mock. 10020 3
data block, and computation defining data block for each - 249 -"Service -

[nssinesspFhd gegeratedh datajpitoced- ioh e stomRGa- W TH A 1 18 acquire
SAM chip 708 shown in FIG. 124. Step ST724: 5 The user is issued the |

ddvel ke As ShaWSAM-GrEdbadiegory A0t E03a:9{dhedCr i ce
card 703 stores the key data used for transactions by the user with the
dawicbibtsiness cehtaeied Wit Naeshat, the contract between the user

and a service 10 business may also be concluded after issuance of the IC

card 70Bwmblgh the-hnterSit 7 £0 BiC. Biep SnfZiES exNRReWAE ui red
the user uses the personal computer 705 to access the server 702 _
ryugnte Kte¥AdL.710 to 15 try to purchase a product, the server 702

issues a processing
- Scrambler 746:

When the SAM chip 708 judges at the processing of step
ST745 that the two key data K SAM match, the routine p_ro.ceeds
to the processing of step ST747, while when it does not,
it proceeds to step ST751.

Step ST747:

The SAM chip 708 or 708a views the AP management table
data 7300 1 to 7300_3 corresponding to the application
p#ogram.specified.at step ST741 and specifies the APP table
data 7310_1 to 7310_3 corresponding to the application
element data APE used.

Step ST748:

The SAM chip 708 or 708a judges the access right of
the application element data APE to be used (accessec_i) based
on the APP table data 7310_1 to 7310 3 specified at step
ST747.

Specifically, it judges the right for reading, writing,
and executing the application elémenﬁ data APE to be used.

Step ST749:
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request through the Internet 710 to the ASP server 719. When the ASP

server 719 receives a processing request from the server 702, it

accesses the personal computer 705 through the Internet 710. Further, a

processing requesting 20 relating to the IC card 703 issued from the card

reader/writer 704 is transmitted thraugfy the_personal computer 705,

Internet 710, and ASP server 719 to the SAM chip 708. Step ST726: The

ASP serygl/19:quipy e S hip 7 entity 25 production

request. That entity pro uc(tgi%rlﬁ?c?l/(lj}egstg;fo?(fggw%@b‘g[%es%oﬁ\ﬁnggﬁ?é’ ST748

issuar of fhe IC gard, 703, Step ST727: When the SAM chip 708 receives
e A TRE oM BRI Stcsrp 57750,

an entity production request, it performs‘pollin

gtﬁ@l%TméJhg‘gngg@geqle?r tior-{;:ask 771 ofége SAM chip 708, after

finishing the polling, judges if the AUMber of the "I arEh Ry A58SFiPg ©of

RresgntgR-#ag SAM chip 708 is within the maximum number defined by
the SC command of the 10 script program. If within the maximum number,
it proceeglgt9 tha-prgeessing of step ST729, while if not, it ends the
processing. Step ST729: The entity generation task 771, for example,

speciiesynl> SaseeRlyneAiRB S0 e SRl oL 8 IS SUET0%1 e
data AEE specified at step ST741 for the usage specified
at step ST741.

Step ST751:

The SAEM chip 708 or 708a does not use the application
element data APE specified at step ST741 for the usage
specified at steé ST741.

Further, when executing a job at step ST704 of the

above explained FIG. 128, when the SAM chip 708 transfers

dgta with the IC card 703 in accordance with the routine

defined by the application element data APE, the SAM chip

[y

708 views the AP management table data 7300 1 to 7300 3 shown
in FIG. 125 to acquire the key data KMCADR'corresponding

to that application element data APE and uses that key data

- K_CARD to access the memory 750 of the IC card 703.

Next, the overall operation of the'cﬁmmunication
system 701 shown in FIG. 109 wili be explained.

FIG. 131 and FIG. 132 are views for explaining the
overall operation of the communication system 701 shown in

FIGc. 1¢9
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in the entity production request, which service businessQ IC card entity
template data to use and uses that specified IC card entity plate data to
generate the IC card entity data 773-x. 20 This corresponds to thg
instance generation shown in FIG. 127. Step ST730: The SAM chip 708
outputs to the ASP server 719 the ent&$8D-of the IC card entity data
773X generated at step 25 ST729 at step ST731. 251 _The IC_: card
procedur8 regna&tadnt task 772 of the SAM chip 708 |.nvest|gate.s the
services which can be utilized by the IC card 703. This is processing

correspofitingetive job BEshowns&3n F16. 12LcStepsSh/3%: ThedG, vy
card procedure management task 772 of the SAM chip 708 authentlcates

thedattrhady bithehi€seard 731 Eip iRl 88RY SPHERANARG 10 they 1 n e
job Al shown 10 in FIG. 127. Step ST733: The IC card 703 authenticates

thedagitimacy 21 the, SN _chip 68 This i3 PRRGASSINGGRITAIRONGINGOs 5 i ng
the job A2 shown 15 in FIG. 127. |
for transactions performed by the service businesses using
the IC card 703 for example on the personal computers 716m1,-
716 2, and 716_3 shown in FIG. 109.

Further, the manager of the SAM chip 708 produces the
AP management table data 7300 1 to 7300_3 corresponding to
the service businesses 715 1 to 715 3.

Step STT722:

The AP management table data 7300_1 to 7300 3 prbduced
at step ST721 are stored in the external memory T707.

Further, the script prograns 721 1, 721 2, and 721 3
produced at step ST721 are downloaded from the personal
computers 716 1, 716 2, and 716_3 through the Internet 710,
ASP server 719, and SAM chip 708 to the external memory 707.
fhe processiﬁg for that download, as shown in FIG. 118,\is
managediby the script download task 769 in the SAMZchip T08.

Step ST723;

The script interpretation task 770 in the SAS chip
708 shown in FIG. 118 uaes the AP management table data 730@__1
to 7300_3 and script program to generate iC'card,entity
template data, an input déta block, output data block, log

data block, and computation defining data block for each
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According to steps ST732 and ST733, the IC card 703 and SAM chip 708
are mutually authenticated. At this time, as explained earlier, in
accordance with the application element data APE being executed by the
SAM 20 chip 708, the AP management table data 73001 to 73003 shown
in FIG. 121 are viewed, the key data @RﬂD is acquired, and that key
data K -CARD is used for the mutual authentication between the SAM

chip 7Q8 and CPU 751 of the 'IC card 703. Step ST734: 25 The IC card
procedure mahagantéht task 772 of the SAM 252 chip 708 reads and

writes dat%re uired for the procedures with the IC card 703. This is

processing Bof8a5aiRG 16 HeRiobs FE reRwin ik G stRE&yBudr: 765

th%I card procedure management task 772 uses the processing formula
SPecifitd bEeedTHRe ' BRe-HhRkssing dBiSof the4c card entity data
773X anolS Uses the data read from the IC card 703 to perform the
predetermlrﬁaé)d gg}%ﬁdtation processing. 10 Step ST735: The IC card

proceducleh@anagement task 772 of the SAM chip 708 outputs the
processiiig TesUTtat t8p 5773290 the ASP <arr7A3: Step ST736: 15

For exaerIe, Lhe IC QardEprocedure management task :
S shown in FIG. 113, the memory 750 of the IC 703a

of the IC card 703 stores the key data used for transactions
by the user with the service business contracted with.

Note that, the contract between the user and a serviceae
business may also be concluded after issuance of the‘ IC card
703 through the Internet 710 etc.

Step ST725:

For example, when the user uses the personal computer
705 to access the server 702 through the Internet 710 to
try to purchase a product, the server 702 issues a processing
request through the Internet 710 to the ASP server 719.

When the ASP server 719 receives a processing request

from the server 702, it accesses the personal computer 705

-through the Internet 710. Further, a processing regquesting -

relating to ﬁhe IC card 703 issued from the card reader/writer
704 is transzﬁitted through the personal domputer. 705,
I"nternet. 710, and ASP server 719 to the SAM chip 708.
Step STT726:
The ASP sexrver 719 outpu.ts to the SAM chip 708 an e-ntity

production request. That entity production request stores
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772 deletes the IC card entity data 773x. As explained above, according
to the communication system 701 and SAM unit 709, by configuring the
application program AP using a plurality of application element data 20
APE and using the AP management table data and APP table data to
define the computation content of the application element data APE, it is
possible to provide diverse services using the IC card 703. Further,
agsewling, uRigation.system 70 5 it is,pgssible to use the
AP managﬁgﬁﬁﬁgdgggg% Alé% 255 taciicé%fﬁi toqﬁéxibly realize
utilizationsefappiigaten element data APE in the same SAM and
utilization of application element data APE between different SAMs while

maintainigahhigh Sesuify R fHyrthgs according to the communication i
system 701, when using a;c)plic%tion eIer‘iﬁA]‘(?:-g‘r?tJL ata ADE Dehideh Bfigfipgtion

SAMsesace wt@%@g{gi gglﬂsh erforg}{ad etween the SAMSs, it is
possible to improve the secuf}?y of thegap%hcatiotr?' Sro]g(r?ar‘ﬁgr fO Egﬂher,
according tethesggmgwnication system 701, by allocating a SAM ID of
the same class to the application programs of the same service business,

it is possitle tei¥egntsomnlicatad.muial aytheny tL‘i-g pgﬁﬁ“ﬂ% 708,
from being performed between application element data APE of 15 P ’
ap pp

afieatian REGHARg Obkee saMedusiness andshetebylighten . ¢ the
IC card entity data 773 _x present in the SAM chip 708 is
within the maximum number defined by the SC command of the
seript program. If within the maximum number, it proceeds
to the processing of step ST729, while if not, it ends the
processing.

Step ST729:

The entity generation task 771 . for example, specifies,

based on the data showing the issuer of the IC card 703 stored

in the entity production request, which service business[]

LY

_IC card entity template data to use and uses that specified

IC card entity plate data to generate the IC card entity

data 773 x.

This corresponds to the instance generation shown in
FIG. 127.

Step ST730:

The SAM chip 708 outputs to the ASP server 718 the

entity ID of the IC'qard.entity'data 773 x:generated.a£ step

' ST729 at step ST731.
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the burden of management of key information and processing of the SAM
chip. Further, according to the communication system 701, it is possible
to generate IC card entity data 773x for 20 each processing for
procedures occurring with the IC card 703 and have the IC card procedure
management task 772 use the plurali§Adf IE€ card entity data 773x to
simultaneously proceed with processing relating to the plurality of IC

cards 703i@5IRUthardaparsdingipdhr aihRnication s¥atesy 20L,25% o sam
since it is sufficient to store the IC card entity data 773x actually used for

teipodd@sdingnfoe thei itheardl H0%indhe vSieEagamiitR6%:4he 50898 1 i zod
areas of the storage unit 765 can be efficiently utilized. 5 Further,
botordiag X6 themadth@otication system 701, as shown in FIG. 127, since

the states of execution of jobs processed by the IC card procedure

managefitehstaisk Pioares sianagesiudpd e NostStaip SIaieS A dhown
completed states, after starting to execute one job, it is possible 10 to
srarfthe prdé@ssing for another job in the state waiting for data from the

IC card 703. Therefore, it is possible to eliminate the wait time due to the
transfer 8t agtaSmtB 2he IC card 703 through the Internet 710. Further,
according to the authentication system 701, 15 the AP management table

data 7300tetolF3008rdeseribeddure management task 772 of the SAM
chip 708 authenticates the legitimacy of the IC card 703.

This is processing corresponding to the job Al shown

in FIG. 127.
Step ST733:

The IC card 703 authenticates the legitimacy of the

SAM chip 708.

This is processing corresponding to the job A2 shown

in FIG. 127.

According to steps ST732 and ST733, the IC card 703
and SAM chip 708 are mutually authenticated.

At this time, as explained earlier, in accordarnce with

~the application element data APE being executed by the SAM

chip 708, the AP management table data 7300_1 to 7300_3 shown

in FIG. 121 are viewed, the key data K CARD is acquired,

and tha.f. key data K;_CARD is used for the mutual authentication

between the SAM chip 708 and CPU 751 of the IC card 703.
Step ST734:

The IC card procedure management task 772 of the SAM
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them names showing the types of services provided by the individual

service businesses, that is, the APE N, the numbers of services used in

the IC card 703, and the key data used when providing those services.
These are held in 20 the external memory 707. Therefore, service
businesses 7151 to 7153 not the deveélpers of the SAM chip 708 can
customize their own application programs running on the SAM chip 708

lyhp dUoB grsesifb DEGgHams: A24ld , d2d 2, 2B g}ééngogoWﬂgﬁﬁggEedures
them through the SAM chip 708 to the external 25 memory 707. That is,
sertibe thisinesses 7 tm 7153 can 255 customize their own application
programs without the service businesses being informed of the key data

or operatttiial tonpnands farljrechrengiatieg i G Al Y /MY shown
highly confidential data. Further, the service businesses 5 do not have to
Rmo ¥ Hi%e. kayzdata or card operational commands when customizing the
application programs, so the load on the service businesses is lightened.
Further, Biecdriskng, totthe anthendicatiph syeaiyé0 nasilgaeMPULALIoR 775
content spanning a plurality of services 10 can be defined, it is possible to
provitletiive iseseededngombintng a phyalily ©f sarwisesdy the range of
services which are executed simultaneous with allowance at the IC card
PO% skieoFarkénacdartingto theeautheicatioR aystep lsaldI®¥ x ang
introducing the concept of the data block, the data input -

uses the data read from the IC card 703 to perform the

predetermined computation pProcessing.

Step ST735:

The IC card procedure management task 772 of the SAM
chip 708 outputs the processing result of step ST734 to the
ASP server 719.

Step ST736:

For example, the IC card procedure management task
772 deletes the IC card eﬁtity.data 773 x.

.

As explained above, according to the communication

. system 701 and SAM unit 709, by éonfiguring the application

bprogram AP using a plurality of application. element data
APE and using the AP management table data and APP table

data to define the computation content of the application

@lement data APE, it is possible to provide diverse sert}ices

using the IC card 703.

Further, accoﬁding to the communication system 701,

it is possible to use the AP management table data and APP |
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and output with the IC card 703 and the log data can be easily _managed.

256 Claims: 1. A data processing method performed by a s_emlconductor
circuit executing an application program, said data processing method
comprising the steps of: protecting each of a plurality of program modules
forming said application program by & firewall allocated to the program
module in advance in a plurality of firewa!ls, regi_sterir_lg_a program module
hnteriuia feeved deaifieationislormalion {arideaiyiny B8 Wl oo eion
allocated to the program module, and executing said program module
edrditonal @atsaid FegisHatar belg P IMeHaWhesi] S8k on of
semiconductor circuit comprises at least a hardware layer, an operation
sygieacayeand pamrpplication Hewras ByaL.ang: weereln heluality ; 1 o
of program modules and firewalls are stored in the application program

neybhth i datp RIOReSAING AL gs set forth in claim 1, further
comprising a step of allowing data transfer or data viewing among a

pluralityrof peagram eedulesiagisteddinkedmitthhe-samee fitgnally, 701,
identification information and prohibiting data transfer or data viéwing

wheongua phiralityel pragrash morkies-registergdipked Ml Affe Nt farent
firewall identification information. .
SAMs, since mutual authentication is performed between the
SAMs, it is possible to improve the security of the
application programs.

Further, according to the communication system 701,
by allocating a SAM ID of the same class to the application
programs of the same service business, it is possible to

prevent complicated mutual authentication pProcessing from

being performed between application element data APE of

application programs of the same business and thereby lighten

the burden of management of key information and processing
of the SAM chip.

Further, according to the communication system 701,

it is possible to generate IC card entity data 713 x for

“each processing for procedures occurring with the IC card

703 and have the IC card procedure management task 772 use

the plurality of IC card entity data 773 x to simultaneously

‘pProceed with processing relating to the plurality of IC cards

703.

Further, according to the authentication system 701,
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3. A data processing method as set forth in claim 1, furthe_r comprising
the steps of: registering a program module further linked with download
key information to be used when downloading the program modul‘e fr.om
the outside of said semiconductor circuit to said semiconductor circuit
and, 257 when receiving a download Péquest for said program module,
using said download key information registered linked with said program

mbdale mtjuﬂgesnﬁﬂﬁwalicadﬂStBO%kbi%a@ﬂéiank%dwaﬁ*ﬁP_SPQ{Q@L 773 x

module when judging that download is possible. 4. A data procéssing

rethoailds/setdfedhin £laife 3p fthes COMPrISNg erleROT 89t G 703 in the

downloading a program module when said download key information

sOrcesppadingito Babl, prageamtvedyls is Aok egistarfd BALMAL unit 765
processing method as set forth in claim 3, further comprising a step of

penforiring fiflivdle atthe ntiaatDomidh a sender of said download request
to confirm the legitimacy of said sender, then judging whether said

downloakiis pbesiblea écAxibiagracessing methed s setiosth igHaimy, 3701
further comprising the steps of: registering a program module further )
frkethwith key FIfermaioh, useichbeforn @Xeeutian; ob saishuogial MeALIlg o
and

processed by the IC card procedure management task 772 are
managed divided into post-startup states and completed
states, after starting to execute one job, it is possible
to start the processing for another job in the state waiting
for data from the IC card 703. Therefore, it is possible
to eliminate the wait timé due to the transfer of data with
the IC card 703 through the Internet 710.

Further, according to the authentication system 701,
the AP managemeht table data 7300 1 to 7300_3 describe in
them names showing the types of services provided by the
individual service businesses, that is, the A?E*N, the.
numbers of services used in the IC card 703, and the key
data used when providing those services. These are held in
the external memory 707. Therefore, service businesses 715 1
to 715_3 not the developers of the SAM chip 708 can customize
their own application programs running on ﬁhe SAM chip 708
by producing scfipt prograﬁs 721 1, 721 2, and 72Lm3 aﬁd

downloading them through the SAM chip 708 to the external

memory 707. That is, service businesses 715*; to 715 3 can
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using said key information corresponding to a program module for which
an execution request is received to judge if said program module has
been altered or tampered with and, when judging that it has not been
altered or tampered with, executes said program module. 258 7. A data
processing method as set forth in ctaia58, further comprising a steps of,
when storing a program module in a semiconductor storage circuit

musiﬂeﬁim&idﬁéﬁ58@&%&&@&@6@%’#};§%@@9@@1@%§%e service

semiconductor circuit said program modu en write it in said

tensitorducier lamage Gliedrard dggcremblingPysaid SERICNINSIOr o 1
circuit a program module read from said semiconductor storage circuit. 8!

Adaiepieessing aiathed B sehiorhvinglain, 3, ferther,compyising the, .

steps of, when said application program defines processing of a

proghdyrecusiny. de hegRierh 6ECUIFOF BROSTETIRG J318 WIBSAY, < i nesses

semiconductor circuit, encrypting by said semiconductor circuit first key
mformdtibn ueetdok nperatien Bé gaithinie s el il PY £2604 KEYmmands

information and storing it in said semiconductor storage circuit and storing ,
B eaidaentioovicioter aitcalitHojd SR )pbrograms, so the load on
the service businesses is lightened.

Further, according to the authentication system 701,
since computation content spanning a plurality of services
can be defined, it is possible to provide diverse services
combinting a plurality of services in the range of services
which are executed simultaneous with allowance at the IC
card 703 side.

Further, according to the authentication system 701,
by introducing the concept of the data block, the data input
and output with the IC card 703 and the log data can be easily

managed.



information in said semiconductor circuit. 9. A data processing method as
set forth in claim 3, wherein said integrated circuit is mounted in a card.
10. A data processing method as set forth in claim 3, further comprising
the steps of: 259 executing by said semiconductor circuit a plurality of
application programs correspondingtp.a plurality of providers of
_procedures providing procedures performed using said integrated circuit
El_aiﬁﬁd.protecting by said semiconductor circuit a plurality of said program

maduleszforming aps.?@&%é‘@ﬁ?%ﬁf‘ti%gma@@ﬁgﬁzﬂ%@m%y,reé{vag'eqtgi'cﬁ%nductor
. __semiconductor circuit for running an application program, said ‘
CLrCEdmicEiductor-drtuit CoripRding at feait & Hedaare |&jekdarfgperativircessing

ne theySteniayers and anapplicagien darogram layer, wherein said
semiconductor circuit protecting each of a plurality of program modules .
fPRiinG Sard' dpphicafionProgram By 4 fitdwall aflodatéd o adhstegfsim forming
saidmeguleinadvanceing phirality otfirewalls; yegistering a-program mogule, » o ram
moduIﬂnke,d with firewall jdentification information for identifying the firewall

affocated 16 tHE FrogParft odUia; dnd’ eXecutingE4id program module
corditienaloivsaid registratiomtaeing pettormed, 1linked with  Ffirewall

identification information for identifying the firewall
alleocated to the program module, and

executing said program module conditional on said
registration being performed,

wherein saild semiconductor circuit comprises at least a
hardware layer, an operation system layer, and an application
program layer, and wherein the plurality of program modules and
firewalls are stored in the application program layer.

2. A data processing method as set forth in claim 1,
further comprising a step of allowing data transfer or data
viewing among a plurality of program modules registered linked
with the same firewall identification information and
prohibiting data transfer or data viewing among a plurality of
program modules registered linked with different firewall
identification information.

3. A data processing method as set forth in claim 1,
further comprising the steps of:

registering a program module further linked with download
key information to be used when downloading the program module
from the outside of sald semiconductor <circuit to said

semiconductor circuit and,



wherein the plurality of program modules and firewalls are stored in the
application program layer. 12. A semiconductor circuit as set forth in claim
11, which allows data transfer or data viewing among a plurality of
program modules registered linked with the same firewall identification

information and prohjbits data transfer or data viewing among a pluralit

of pria MEATGE Hghetéred KB ith GEHSHT firel idetficatonr o=
modpfoumation ;260 13- Asemiconductar ciieuit as;setdorthin glaim 1 s oo req

which registers a program module further linked with download key
1iriRfaimationHo be usedowbet sawmnioading theoprggragemaduledsomibad is

outside of said semiconductor circuit to said semiconductor circuit and,
Poaghéd fecéivifg & dowhieat Fefuddt for BAIAPFegramo fobtle Wises saigdging

download key informatqugré] %eﬂgistered linked with said program module to

Ehahage Faoitioadis™B X

and downloading the program module when
judging that download is possible. 14. A semiconductor circuit as set forth
in claim 13, which does not download a program module when said
download key infatmationcosrespagding thsaid peograra madtle istAotclaim
registered. 15. A semiconductor circuit as set forth in claim 13, which

3, pevoims mutsalanifertidation Wigta sehdepsf downloading a program

module when said download key information corresponding to

said program module is not registered.

5. A data processing method as set forth in claim
3, further comprising a step of performing mutual
authentication with a sender of said download request to
confirm the legitimacy of saild sender, then judging whether

sald download is possible.

6. A data processing method as set forth in claim
3, further comprising the steps of:

registering a program module further linked with key
information used before execution of said program module
and

using said key information corresponding to a program
module for which an execution request is received to judge
if said program module has been altered or tampered with
and, when Jjudging that it has not been altered or tampered

with, executes said program module.



said download request to confirm the legitimacy of said sender, then
judges whether said download is possible. 16. A semiconductor circuit as
set forth in claim 11, which: regist%f@a program module further linked
with key information used before execution of said program module and
261 4ises SazLd Iggltigforrpatigg gggespon%n to a pro r@mfmoggle for
which an exécution req%e%les raceived to judge i salit progParfn motlule
3, hashegn-altergd or tamperediwith -angs when judging that it has not been
altered or tampered with, executes said program module. 17. A
semiconductet cirduitias set forthyinactainmdd, Wherein, whenssterirgaductor
program module in a semiconductor storage circuit provided outside of
st oggi@ gemicofiaiéfor ErcRiftl d4id semmitsndiittordreuftastfamprE g ductor
Cilpcrggr{:am module, then writes it in said semiconductor storage circuit and
said sémiconductor circuit descrambles a program module read from said
semicondyeior storage circull. 18.4 semiconductopcircyit;as setforth it g ram
claim 11, which, when said application program defines processing of a
modaroeedureausingrart mtegratad cirguit fordransterdng daia storage circuit

claim

and
descrambling by said semiconductor circuit a program

module read from said semiconductor storage circuit.

8. A data processing method as set forth in claim
3, further comprising the steps of,

when said application program defines processing of a
procedure using an integrated circuit for transferring data
with said semiconductor circuit,

encrypting by said semiconductor circuit first key
information used for operation of said integrated circuit
by second key information and storing it in  said
semiconductor storage circult and

storing by said semiconductor circuit said second key

information in said semiconductor cilircuit.

9. A data processing method as set forth in claim

3, wherein said integrated circuit is mounted in a card.

10. A data processing method as set forth in claim

3, further comprising the steps of:



with said semiconductor circuit, encrypts first key information used for

operation of said integrated circuit by second key information and storing

it in said semiconductor storage circuit and stores said second key

information in said semiconductor circuit. 262 19. A semiconductor circuit

as set forth in claim 11, wherein saidjatggrated circuit is mounted in a

card. 20. A semiconductor circuit as set forth in claim 18, wherein said

SBRfCOMdURtor Aréuits8xebuté §BIIGrRRF 6 application pfogramelurality  of
appl edespendineg. ta-ampiurality ok providers of procedures roviding ¢ providers

procedures performed using said integrated circuit and protects a plurality .
°f  dHgicPprogram midottiestortfing & sanfe! abplicatisit plogramchy thes ing  said
integamedirewal 23 tA pregram to be executed by a semiconductor circuit

for executing an application program, said semiconductor circuit  _ .

cBiprisihg at ea%tjz)i hatdWaré Eer CAr Bpetionsystet tayér, Brdaptity of
saidapplicatien pregiamdayef cand said program cepwrising: adautinedoram by the
Egtgg%g ?ach of a plurality of program modules forming said appllc_atlon
rogram by a firewall allocated to each program module in advance in a
pluralityZof fisewaks;acroutine forregisteéting &cprogrammeduledinkegywithi cation

progPQ%YM|Qgg%mxﬁg%gggﬁg%%%ggw"%%ggﬂggih%ﬂﬁﬁgwsing at least a

same P
Y

hardware layer, an operation system layer, and an application
pregram layver, wherein

said semiconductor circuit

protecting each of a plurality of program modules forming
said application program by a firewall allocated to each program
moedule in advance in a plurality of firewalls,

registering a program  module linked with firewall
identification information for identifying the firewall
allocated to the program moduls, and

executing said program  module conditicnal on said
registration being performed,

wherein the plurality of program modules and firewalls are

stored in the application program layer.

12. A semiconductor circuilt as set forth in claim 11,
which allows data transfer or data viewing among a plurality of
program modules registered linked with the same firewall
identification information and prohibits data transfer or data
viewing among a plurality of program modules registered linked

with different firewall identification information.



allocated to the program module, and a routine for executing said program
module conditional on said registration being performed, wherein the
plurality of program modules and fir&talls are stored in the application
program layer. 22. A program as set forth in claim 21, further comprising

a routine allowing data transfer or data viewing among a plurality of _
prograin mofle< TRbISTISATINRGd With 285 e Sarié fireWdfich 10 claim

11 denfification information and prohibiting data transfer or data viewing
among a plurality of program modules registered linked with different
firewall iderntifieationanfopmatinftem module  further linked with

download key information to be used when downloading the
program module from the outside of said semiconductor
circuit to said semiconductor circuit and,

when receiving a download request for said program
module, uses said download key information registered
linked with said program module to Jjudge 1f download is
possiblie and downloading the program module when

judging that download is possible.

14. A semiconducter circuit as set forth in ¢laim
13, which does not download a program module when said
download key information corresponding to said program

medule is not registered.

15. A semiconductor circuit as set forth in claim
13, which performs mutual authentication with a sender of
said download request to confirm the legitimacy of said

sender, then judges whether said download is possible.

16. A semiceonductor circuit as set forth in claim
11, which;:

registers a program module further Iinked with key
information used before execution of said program module

and
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uses said key information corresponding to a program
module for which an execution reqguest is received to judge
if said program module has been altered or tampered with
and, when judging that it has not been alitered or tampered

with, executes said program module.

17. A semiconductor circult as set forth in claim
11, wherein,

when storing a program module in a semiconductor
storage circuit provided outside o©¢f said semiconductor
circuit,

said semilconductor circuit scrambles said program
module, then wrifes it in said semiconductor storage circuit and

said semiconductor circuit descrambles a program

module read from said semiconductor storage circuit.

i8. A semiconductor circuit as set forth in claim
11, which,

when said application program defines processing of a
procedure using an integrated circuit for transferring data
with said semiconductor circuit,

encrypts first key information used for operation of
said integrated «c¢ircuit by second key information and
storing it in said semiconductor storage circuit and

stores sald second key information in said

semiconductor circuilt.
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19. A semiconductor circuit as set forth in claim 11,

wherein said integrated circuit is mounted in a card.

20. A semiconductor circuit as set forth in claim 18,
wherein said semiconductor circuit:

executes a plurality of application programs corresponding
to a plurality of providers of procedures providing procedures
performed using said integrated circuit and

protects & plurality of said program modules forming a same

application program by the same firewall.

21. A program to be executed by a semiconductor circuit
for executing an application program, said semiconductor circuit
comprising at least a hardware layer, an operation system laver,
and an application program layer, and

sald program comprising:

a routine for protecting each of a plurality of program
modules forming said application program by a firewall allocated
to each program module in advance in a plurality of firewalls,

a routine for registering a program module linked with
firewall identification information for identifying the firewall
allocated to the program module, and

a routine for executing said program module conditional on
sald registration being performed,

wherein the plurality of program modules and firewalls are

stored in the application program laver.

22. A program as set forth in claim 21, further comprising
a routine allowing data transfer or data viewing among a

plurality of program modules registered linked with
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the same firewall identification information and
prohibiting data transfer or data viewing among a plurality
of program modules registered linked with different

firewall identification information.



