WO 97/ 24677 PCT/ US96/ 20815 A
METHOD AND APPARATUS FOR | NTERFACI NG A DEVI CE COVPLI ANT TO FI RST BUS
PROTOCOL TO AN EXTERNAL BUS BACKGROUND OF THE I NVENTION (1) Field of the

I nvention The subject invention generally relates to conputer devices, and,
I n particular I -function intelligent bridge devices. rt
Figure 1 illug‘{dr)gggméé*a prior art conputer system having a nurré)“ 5@5]5’“

di fferent devices In this conputer systen1 a first PCl conpliant device

(e.g., a S C i

pri mary PCI t ﬁt :'3'58&@%‘5 A PEVICE BarpL P rRcriReT®
primary PCl d a secC % ar otHer PCl conpliant device (e.g., a
second SCSI COntroIIer made by a second conpany, COVPANY2) is coupled to

this secondary PCl bus. A PCl to |ocal processor bus bridge (e.g., a PLX
9036 °
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(1) Fi £

The subject invention generally relates to computer
devices, and, in particular to multi-function intelligent

bridge devices.

(2) Prior Art

Figure 1 illustrates a prior art computer system
having a number of different devices. 1In this computer
system, a first PCI compliant device (e.g., a SCSI
Controller made by a first company, COMPANY1) is coupled to
a primarxy PCI bus. A PCI to PCI bridge provides an
interface between the primary PCI and a secondary PCI bus.
Another PCI compliant device (e.g., a second SCSI Controller
made by a second company, COMPANY2) is coupled to this
'secondary PCI bus.

A PCI to local processor bus bridge {(e.g., a PLX 9036
or 9060 manufactured by PLX Technologies, Inc.}, coupled to.
the primary bus, provides an interface between the primary
PCI bus and a local processor bus. A SCSI Controller (made
by a third company, COMPANY3) is coupled to the local

pProcessor bus and compliant with the local processor bus



or 9060 manufactured by PLX Technologies, Inc.), coupled to the primary
bus, provides an interface between the primary PCl bus and a | ocal
processor bus. A*SCSI Controller (made by a third conpany, COVWPANY3) is
coupled to the local processor bus and conpliant with the | ocal processor

bus WO 97/ 24677 20815
-2 - prot oc&qgmgver, the SCSI Controller nade by COVPAWW Cl

conpliant. There are several disadvantages Qf this conputer system First,
each of the three SCSI Controllers in this exanple requires a separate
driver (i.e., these devices are controlled by different instructions,
defined by a Ppeteeek. cdleweMerscthd GECSTafhntorilexr made. bFCONBANYS d.5

COMPANY1 s SCSI Controller, is bundled with a COVWANY1l driver; COVWANY2's
SCSI Control IEPtigc{)Lﬁﬂ’PjﬁaRFth its own separate

There are several disadvantages of this computer
system. First, each of the three SCSI Controllers in this
example requires a separate driver (i.e., these devices are
controlled by different instructions, defined by a specific
command set for each controller). For example, COMPANYl's
SCSI Controller is bundled with a COMPANY1l driver;
COMPANY2's SCSI Controller is bundled with its own separate
COMPANY2 driver, and COMPANY3's SCSI Controller has its
unigue COMPANY2 driver. A particular'driver only controls
the device associated with that drier. Conversely, a
particular device only understands the driver associated
with that device. Although the device may perform similar
functions, a driver from one hardware vendor is specific to
devices made by that vendor. For example, even though the
SCSI controllers made by COMPANY1l and COMPANY2 are both PCI
compliant devices, COMPANY2's SCSI Controller does not
understand the instructions used by the driver for

COMPANY1l's SCSI Controller and vice-versa.

Second, the prior art bridge (e.g., PLX 9036) chip only
translates PCI bus cycles into local processor bus cycles
and vice-versa. For instance, the PLX 9036 includes
configuration registers accessible to a host processor when
the host processor initiates a configuration cycle to the

PLX 9036. However, devices, coupled to the local processor



COVPANY2 driver, and COVPANY3's SCSI Controller has its uni qgue COVPANY2
driver. A particular driver only controls the device associated with that
drier. Convefsely, a particular device only understands the driver
associated with that device. Al though the device may performsimlar

functi ons, 61ﬁ¥55%§&ﬁ;ron1one har dwar e vendor is specific to s®vwsdesesimde by
t hat vendor. For exanple, even though the SCSI controllers nade by COVPANY1l

and COVPANY2 are both PCl conpliant devicess ~COMPANY2' s SCSI Control | er
does not understand the instructions used by the driver for COVMPANYl' s SCS

Control |l er and,vice-versa. Seco he,prior art bridge g LX 9036)
chip only tranﬁ‘ﬁfe?rﬁd’gﬁu?‘ﬁg’%gsaﬁmge?‘oc PTp PEEREYr %SSS§£| es and

vice-versa. FOlddi3hiice nddie i EolBARyd N LIRS peenaiidleONnb UL 1A S

accessible to a t processo e host processor i1nitiates a
configuration Getfentre@ofhfzdd Ar0Q3@. phioVRIBessdaphegs, coupled to the | ocal

processor

In addition, to couple a device to the PCI bus (primary
or secondary) ih the prior art computer system, (i.e., to
make the device PCI-compliant) requires a complex interface
circuit. Typically, this interface circuit is an
application specific integrated circuit (ASIC) that
implements the electrical requirements, the bus protocol
requirements, and the configuration space, as set forth in
the PCI Bus Protocol. This interface circuit, which is
typically integrated into an Application Specific Integrated
Circuit (ASIC), is generally expensive to design and
manufacture, and it consumes physical space, either on a

baseboard or on an I/0 card.

Accordingly, there is a need for a method and
apparatus, embodied in a multi-function intelligent bridge
dévice, that interfaces a non PCI compliant device to a PCI
bus and for emulating a virtual function to the PCI bus so,

~that a non compliant PCI device, manufactured by one
company,'may be controlled by a driver of a PCI compliant

device, manufactured by a different company.
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are not true PCl devices. For exanple, the SCSI Controller made by COVPANY3
is not PCl conplirant, nor is it even recognized in the PCl address space.
In addition, to couple a device to the PCl bus (primary or secondary) in
the prior a ter system (i.e., to make the device PGlhraRiedeb@ant)
requires a co ex'interface circuit. Typically, this interface circuit is
an application specific integrated circuitg €ASIC) that inplenents the

el ectrical requirenents, the bus protocol requirenents, and the
configuration space, as set forth in the PCl Bus Protocol. This interface
circuit, which is typi cal RpsERL cEIERMNEE | REC AtHe ASHNENARWEN Specific
Integrated Grcuit (ASIC), is generally expensive to design and

manuf acture, and it consunes physical space, either on a baseboard or on an

170 card. Accordingl yacéo@%ﬁcéswftlp%?gggﬁegt@f 99 30¥ention, a

method and apparatus for interfacing a non PCI-compliant

device to a PCI bus via a multi-function intelligent bridge
device is provided. The PCI bus protocol requires a defined
set of configuration registers for all functions that reside
on the bus. The present invention provides a method and
apparatus to map PCI configuration address space for a
multi~function PCI device directly into the address space of
another, more conventional, bus on the back-side of the
multi-function device. The present invention allows
registers on the backside bus to be mapped into the PCI
configuration space for any of the eight functions that may
exist in a single multi-function PCI "device," as defined by

the PCI bus protocol.

An address translator is coupled between the PCI bus
and a local processor bus for translating PCI addresses into
iocal processor addresses and vice versa. A device select
detection circuitry, coupled to the primary PCI bus, for
detecting that a configuration cycle on the PCI bus is for
that particular device is provided. Upon detecting that the
current configuration cycle is for that device, this device
select detection circuitry notifies.a configuration
controller. This configuration controller disables the
address translator so that accesses by a bus master on the

primary PCI bus are blocked. The configuration controller



apparatus, enbodied in a nulti-function intelligent bridge device, that

I hterfaces a non PCl conpliant device to a PCl bus and for enulating a
virtual function to the PCl bus so, that a non conpliant PCl device,
manuf act ured by one conpany, may be controlled by a driver of a PCl
conpliant deviggo73kgf actured by a different conpany. VO £cirdshbrios1s
PCT/ US96/ 20815 BRI EF SUMVARY OF THE | NVENTI I n accordance with one aspect
of the invention, a nmethod and apparatus fdr2interfacing a non

PCl - conpliant device to a PCl bus via a multi-function intelligent bridge-
device is provi%g?. The PCl bus, protocol requires. a defined set  of

configuration réytst &IRF 212 EPPBn%erf%;’[toFe§Pa%erb?Fattﬁe aBu%‘.‘qu‘ptj
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space of processor bus. The configuration controller also commands a
retry generator to assert PCI retry cycles onto the PCI bus _
in the event that a host or any other PCI bus master on the

PCI bus attempts an access to the local processor bus.

In accordance with another aspect of the invention,.a
method and_apparatus for providing virtual functions in a
PCI multi-function device is provided. A local processor,
coupled on_the_local processor bus, is enabled by emulation

software, to emulate other existing PCI devices.

In an exemplary implementation, the PCI multi-function
device is an Intel 80960 RP chip (herein referred to as the
*P2P"). Whenever the P2P sees a configuration cycle with
its IDSEL# asserted, the P2P maps the configuration cycle
into memory addresses on the local processor bus. A memory

" controller, coupled to the local bus, decodes the offset in
éonfiguration space and responds accoraingly for a selected
function (i.e., writes and reads the appropriate hardware
map of the configuration space for a particular function).
The memory controller then interrupts the local processor,
which in turn reads the configuration space and responds

accordingly.

A local memory, coupled to the local processor bus,

stores emulation software for translating a command set of



anot her, nore conventional, bus on the back-side of the nulti-function

devi ce. The present invention allows registers on the backside bus to be
mapped into the PCl configuration space for any of the eight functions that
may exist in a single nulti-function PCl "device," as defined by the PCl

bus protocol. An address translator is coupled between thegﬁg gggggpd a
| ocal proceé@%?7 for translating PCl addresses into |oc or

addresses and vice versa. A device select gdetection circuitry, coupled to
the primary PCl bus, for detecting that a configuration cycle on the PCl
bus is for that particular device is provided. Upon detecting that the
current confi §BraP¢hroewices tpsaf eemmansg s@sypEecan tHiternative and ect

detection circguitry notifies a configuration controller. This conf,iguration
controller di éé%%%%e%e?c&d?ﬁ&get r éfé,qe&V(?F'SBh’t‘ﬁa]t°°5&cE‘§‘§8§yb‘§f’%F mast er

on the primary RH ; BUS Yot eRhoeEhhe THut’ LA PoE8BELS d¥tions

of the configuration space for a particular function (i.e.,
the 256 byte hardware map for each function) are not
overwritten by a host processor or other PCI master on the
primary PCI bus. The local processor {e.g.. the Intel 80960
JF) is allowed to write to any portion of the 2Kbyte window
of configuration space since it is emulating a virtual PCI
function. However, if a host processor has written to a
protected portion of the configuration space, the local
processor, executing this correction software, restores the
proper values (i.e., previous values) to the configuration

space.

Also, in an exemplary embodiment, software code stored
in the local memory, provides the proper handshake signals
to the primary PCI bus to complete an instruction or

conmmand.

Hence, the invention provides a method and apparatus
.for interfacing a non PCI-compliant device to a PCI bus and
also provides a method and apparatus for providing virtual
functions via the PCI multi-function device. Other features
and advantages of the invention would be apparent from the

detailed description below and the attached drawings.
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signals an interrupt generator to generate an interrupt to a | ocal
processor, which is coupled to the |ocal processor bus. The configuration
controller also commands a retry generator to assert PCl retry cycles onto
t he PCl bus igvdment that a host or any other PC bus mapteusmnosise PCl
bus attenpts an access to the | ocal processqgr bus. In accordance with
anot her aspect of the invention, a nethod'aﬁd'apparatus for providing
virtual functions in a PCl nultl-functlon device is prOV|ded A | ocal
processor, coupled on the J qcal 0CEesSS F Lnahl ed by emul ation
software, to enul ate ot her~&tstrs SR ees T —aiT cxenprary
i npl enentation, the PCl multi-function deV|ce is an Intel 80960 RP chip
(herein referred to as the "P2P"). Wenever the P2P sees a configuration
cycle with its 'DSElﬁh %ﬁ:‘é&hﬁé 1héndieR Reai?sbé Rhdedaftlogdr AbO BN €xbRt O
menory addresses on el ocal processor bus. A nenory

the detailed description given below and from the

accompanying drawings of the preferred embodiments of the
invention which, however, should not be taken to limit the
invention to the specific embodiment but are for explanation

and understanding only.

Figure 1 illustrates a prior art computer system.

Figure 2 is a block diagram illustrating a computer
system in which the present invention may be implemented.

Figure 3 is a block diagram illustrating the
components of a multi-function PCI compliant device.

Figure 4 illustrates one embodiment of the present
invention.

Figure 5 illustrates the processing steps employed by
the present invention.

Pigure 6 illustrates an alternative embodiment of the
éresent invention.

Figure 7 illustrates the processing steps taken by
circuitry in the memory controller to generator the chip
select signal.

Figure 8 illustrates the processing steps taken by
circuitry in the memory controller to generate the output

enable signal.



controller, coupled to the |ocal bus, decodes the offset in configuration
space and responds accordingly for a selected function (i.e., wites and
reads the appropriate hardware map of the configuration space for a
particular function). The nmenory controller then interrupts the | ocal
processor, which in turn reads the configuration space and
accordingly.va?%ﬁﬂﬁ7 menory, coupled to the | ocal processor&ﬁigg&gﬁgy%s
emul ation software for translating a conngqp set of WO 97/ 24677

PCT/ US96/ 20815 -6- one PCl device to a command set of an alternative and
different PCl device. Mreover, this local nenory contains additional

sof tware that insurBloune %hiillwssrasesdthe rprenessdng: REepdntalgen AY on space

for a particulag_functiaqn gk.e., t he 256 bxie har dwar e map for, each
function) are GHfcultry in the memory controller to generate'a write

enable signal.
Figure 10 illustrates the processing steps employed by
the present invention for providing virtual functions via a

multi-function intelligent bridge.



overwitten by a host processor or other PCI master on the primary PCl bus.

The | ocal processor (e.g., the Intel 80960 JF) is allowed to wite to any

portion of the 2Kbyte w ndow of configuration space since it is enulating a

virtual PCl function. However, if a host processor has witten to a

protected poryigfipggrt he configurati on space, the |ocal procesHOs96/20815

executing this correction software, restores the proper values (i.e

previous values) to the configuration spaceg A so, in an exenplary

enbodi ment, software code stored in the |ocal nennry, provi des the proper

handshake S|gnals to the. ) tion or

command. Hence, the inventioimrp T o a C 1 o

interfacing a non PCl-conpliant deV|ce to a PCl bus and also provi des a

nmet hod and apparatus for providing virtual functions via the PC

mul ti-function devi cRfePialy £6ANY FSgaPds AONAENAGEY elbédlianeéntecBEi Ehe Woul d

be apparent fromthe detail ed description below and the attached draw ngs.
invention will now be described. The exemplary embodiments

are provided to illustrate the aspects of the invention and
should not be construed as limiting the scope of the
invention. The exemplary embodiments are primarily
described with reference to block diagrams or flowcharts.
As to the flowcharts, each block wif.hin the flowcharts
represents both a method step and an apparatus element for
performing the method step. Depending upon the
implementation, the corresponding apparatus element may be
configured in hardware, software, firmware or combinations

thereof.

Figure 2 illustrates a block diagram of a computer
system in which the teachings of the present invention may
be implemented. A host processor 3 is coupled to a chip set
S that includes a memory controller, a cache controller, and
a host bus to PCI bus bridge. A main memory (e.g., DRAMs) 4
is provided for storing programs that are executed by the
host processor 3. The main memory 4 is coupled to the chip
set 5, and accesses to main memoxry 4 are controlled by the

memory controller in the chip set 5.

The chip set 5 is coupled to a primary PCI bus 7. This
primary PCI bus 7 can accommodate a number of PCI compliant

devices, such as device 8.
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I nvention may be understood nore

fully fromthe detail ed description given below and from the acconpanyi ng

drawi ngs of the preferred enbodi nents of the invention which, however,

shoul d not q; ?53 n,to limt the invention to the specific but
are for explan ron and understanding only. Figure 1 illustrates a prior
art conputer system Figure 2 is a block di #ramillustrating a conputer

systemin which the present

device. Figure 4 illustrates one enbodi nent of the present invention.

An intelligent bridge 9 (e.g., Intel 80960 RP chip,
herein referred to as a "P2P") is coupled to the primary PCI
bus 7 and a secondary PCI bus 11. The P2P provides a number
of functions to the computer system (i.e., the P2P is a
multi-function PCI device). First, the P2P 9 translates PCI
bus cycles on the primary PCI bus 7 into corresponding PCI
cycles on the secondary PCI bus 11 and vice-versa. Second,
the P2P 9 translates PCI bus cycles into local processor bus
13 cycles and vice-versa via an address translator, which
will be described in further detail hereinafter. The P2P 9
also includes a processor dedicated to handling input and
output (I/O) operations. The P2P chip also includes a local
bus 13 (e.g., the Intel 80960 processor bus). A non PCI

compliant device 15 may'be coupled to the local processor

bus 13.

The secondary PCI bus 11 also includes a plurality of

PCI compliant devices, such as device 12.

Figure 3 illustrates in block diagram fashion the key
components of the P2P 9, as they relate to the present
invention. As noted previously, a PCI to PCI bridge 21
couples the primary PCI bus 7 to the secondary PCI bus 11.
Moreover, the PCI to PCI bridge 21 translates PCI bus cycles
on the primary PCI bus 7 into bus cycles on the secondary
PCI bus 11 and vice versé. In the 2Kbyte configuration

space assigned to the P2P 9, the PCI to PCI bridge 21 is

i nvention may be inplenented. Figure 3 is a-

bl ock diagramillustrating the conmponents of a nulti-function PCl conpliant



Figure 5 illustrates the processing steps enployed by the present
I'nvention. Figure 6 illustrates an alternative enbodi nent of the present
invention. Figure 7 illustrates the processing steps taken by circuitry in
the nenory controller to generator the chip select signal. Figure 8

il lustrates tRgpeAeRssSi Ng steps taken by circuitry in the mpooUB9I62081S
controller to generate the output enable signal. WO 97/ 24677

PCT/ US96/ 20815 Figure 9 illustrates the procedding steps taken by circuitry
in the nenory controller to generate a wite enable signal. Figure 10
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providing virtuad ions
within the 2Kbyte window.

An Address Translation Unit (ATU) 23, which is
typically function 1 when the P2P processor 9 is configured,
couples the primary PCI bus 7 to the local processor bus 13.
A Memory Controller 25 couples a local memdry 27 to the
local processor bus 13 and controls memory accesses to and

from local memoxry 27.

A local processor 29 (e.g., Intel 80960 JF) is also
coupled to the local processor bus 13. This local processor
29 executes programs stored in the local memory 27 and
typically has a specific operating system that is tailored
for handling an input/output (I/0) command set (i.e., I/0

instructions).

As noted previously, a non-compliant PCI device 15 may
be coupled to local processor bus 13. Although this device
15 must be compliant with the protocol of the local
processor bus 13 (e.g., compliant with the Intel 80960
Processor Bus Protocol), the present invention enables this
non PCI compliant device 15 to function and appear as a PCI
compliant device to the host processor 3 and any other PCI

bus master on the primary 7 or secondary PCI bus 11.



mul ti-function intelligent bridge. WO 97/ 24677
PCT/ US96/ 20815 -9- DETAI LED DESCRI PTI ON OF THE | NVENTI ON Referring to the
figures, exénplary enbodi ments of the invention will now be described. The
~exenpl ary enbodi nents are provided to illustrate the aspects of the
I nvention an ould not be construed as |imting the scop
I nventi on. fﬁ%agyghblary enbodi nents are primarily describ?gﬂyéégwaﬁewence
to block diagrams or flowcharts. As to theyflowharts, each block wthin
the flowharts represents both a nmethod step and an apparatus el enent for
perform ng the method step. Dependi ng upon the inplenentation, the
correspondi ng app&igure 4 diiustrates oo enbgdinent noharhbvaresensf t war e,
firmvare or conbi nations thereof .

invention, where the key aspects of the present invention

are implemented in the ATU 23.

In this embodiment, the ATU 23 includes an Address
Translator 35 that translates PCI bus cycles from the
primary PCI bus 7 to the local processor bus 13 and vice
versa. Often, this translation process is simply replacing
the upper bits of the address of a bus cycle on the primary
PCI bus.

The present invention, as implemented in the ATU 23,
also includes a Device Select Detector 37, coupled to the
primary PCI bus 7, for receiving an IDSEL# signal and the
lower two bits of the address (i.e., AD[1:0]) from the
primary PCI bus 7. If the IDSEL# signal is asserted, and
the lower two address bits are 00 (i.e., AD[1:01=00), the
P2P 9 recognizes that the current PCI configuration cycle is

for that device.

Upon detecting that the PCI configuration cycle is for
the P2P 9, the Device Select Detector 37 notifies a
Configuration Controller 39 that the P2P 9 is selected. The
Device Select Detector 37 also writes a predetermined bit
pattern to a Mode Register 41. This bit pattern indicates
to the local processor 29 that the host processor 3 has
initiated this present PCI configuration cycle. The Device

Select Detector 37 also disables the Address Translator 35



Figure 2 illustrates a block diagramof a conputer systemin which the

t eachi ngs of the present invention nay be inplenented. A host processor 3
is coupled to a chip set 5 that includes a nenory controller, a cache
controller, and a host bus to PCl bus bridge. A main nenory (e.g., DRAME) 4

S prOV|ded fGWo&ﬁﬁWhﬂg programs that are executed by the hoptrossseesisor 3.
The main nenory 4

4 are controlled by the nenory controller i 0 18he chip set 5. The chip set 5
is coupled to a primary PCl bus 7. This primary PCl bus 7 can accompdate a

nunber of PCl
PCT/ US96/ 20815 £
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I's coupled to the chip set 5, and accesses to main nenory
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until the Address_Translator 35 is enabled again.

The Configuration Controller 39 controls an Interrupt

Generator 43. The Interrupt Generator 43, coupled to the

local processor bus 13, generates an interrupt to the local

processor 29. Configuration controller 39 also controls the

Retry Generator 45. The Retry Generator 4% asserts a retry

cycle on the primary PCI bus 7 so that a local processor has

sufficient time to check the status of the configuration

registers of the P2P 9 and verify that only the authorized

bits were changed.

If it is determined by the local processor that certain

protected fields in the configuration space have been

altered by the host processor in violation of the PCI

configuration space hardware map protocol, as defined in the

PCI Bus Protocol Release 2.1, the local processor executes

correction software that is resident in local memory 27.

The PCI Bus Protocol defines the organization of

configuration space registers for every PCI compliant device

and imposes a specific record structure or template (i.e.,

hardware map)} on the 256-byte space for each device

function. This configuration space is divided into a

predefined header region and a device dependent region. The

device dependent region includes device specific



bus 7 and a secondary PCl bus 11. The P2P provides a nunber of functions to
the conmputer system(i.e., the P2Pis a multi-function PCl device). First,
the P2P 9 translates PCl bus cycles on the primary PCl bus 7 into
correspondi ng PCl cycles on the secondary PCI bus 11 and vice-versa.

Second, the P2P O translates PCl bus cycles into | ocal procesgsor bus 13
cycl es and vi W25 via an address translator, which will LUBM2M85hed in
further detail hereinafter. The P2P 9 also1nncludes a processor dedicated
to handling input and output (1/O operations. The P2P chip also includes a
| ocal bus 13 (e.g., the Intel 80960 processor bus). A non PCl conpliant

devi ce 15 may imompi@d t @heh @Crocaip hiame device ubnilxmehits thosedary PCl

bus 11 also inclydes a plurality of PCl c | i ant devices, such as device
12. Figure 3 FPPISEREFe 91qaaoBﬁcaﬁﬁﬁﬁéﬁ¥gg§ﬁieﬁa?%é“ké?ﬁéonponents of the

P2P 9, as the to the present invention. As noted previously, a PC
to PCl bridge%f%ikg%gfgg the primary PCl bus 7 to the secondary PClI bus 11.

The predefined header region includes fields that
uniquely identify the device and allow the device to be
generically controlled. The predefined header portion of
the configuration space is divided into two portions. The
first 16 bytes are defined the same for all types of
devices. The remaining bytes can have different layouts
depending on the base function that the device supports. A
Header Type field (located at offset 0Eh) defines which

particular layout is provided.

All PCI compliant devices treat configuration space
write operations to reserved registers as No-Ops. In other
words, the access is completed normally on the bus, and the
data is discarded. Read accesses to reserved or

unimplemented registers are completed normally, and a data

vélue of 0 is returned.



Moreover, the PCl to PCl bridge 21 translates PCl bus cycles on the primary
PCl bus 7 into bus cycles on the secondary PCl bus 11 and vice versa. In

t he 2Kbyte configurati on space assigned to the P2P 9, the PCl to PCl bridge
21 is WO 97/ 24677 PCT/ US96/ 20815
- 11 - all ott ggodpfagpont i guous bytes (corresponding to funct ipg@yidyenbsishi n
the 2Kbyte wi ndow. An Address Translation Unit (ATU) 23, which is typically
function 1 when the P2P processor 9 is confi d®%red, couples the primry PCl
bus 7 to the | ocal processor bus 13. A Menory Controller 25 couples a |ocal
menory 27 to the | ocal processor bus 13 and controls nenory accesses to and

fromlocal nmenory 27. A local processor 29 (e.g., Intel 80960 JF) is also
coupled to the |ocal prO-CQQUID%%iC%GiD-Hﬁ;o :”V“:V%%§%§Sfﬁr ooh
Status Command 04h
Class Code | Revision ID]08h
BIST Headex Latency |[Cache Line] 0Ch
Type Timer Size
10h
14h
Base Address Registers 18h
1ch
20h
24h
Cardbus CIS Pointer 28h
Subsystem ID Subsystem Vendor ID }2Ch
Expansion ROM Base Address | 3Ch
Reserved 34h
: Reserved 38h
Max_ Lat Min_Gnt | Interrupt] Interrupt 3Ch
' Pin Line
TABLE 1

Table 1 illustrates the layout of a type 00h
predefined header portion of the 256-byte configuration
space. Devices place any necessary device specific
registers after this predetermined header in configuration
space. All PCI compliant devices support the Vendor ID,
Device ID, Command, Status, Revision ID, Class Code and
Héader Type fields in the header. The implementation of
other registers in a Type 00h predefined header is optional
~(i.e., they can be treated as reserved registers) depending
on device functionality. If a device supports a function
that a register is concerned with, the device implements it

in the defined location and with the defined functionality.

For further information relating to the configuration

space header, its various fields, and a description of each



29 executes prograns stored in the local nenory 27 and typically has a
specific operating systemthat is tailored for handling an input/output
(11O command set- (i.e., I/Oinstructions). As noted previously, a
non-conpliant PCl device 15 may be coupled to | ocal processor bus 13.

Al t hough this device 15 nust be conpliant with the protocol_of the |ocal
processor bJ¥O$H2462T 5 conpliant with the Intel 80960 Pr O&Sgl' 13
Protocol), the present invention enables tihgs non PCl conpliant device 15
to function and appear as a PCl conpliant device to the host processor 3
and any other PCl bus master on the primary 7 or secondary PCl bus 11.

WO 97/ 24677 of these fields, please refer to the PCI Lod¥II/HuS96/ 20815 - 12 -
Figure 4 illustrates one enbodi ment of the present invention, where the key
aspects of th¥PeHddeatippy ReVigion 2.1, Chapter 6, pages 185-218.

Since the detection and correction of a possible error
in the configuration registers requires at least several PCI
bus cycles, the Retry Generator 45 is provided by the
present invention to block any new primary PCI bus accesses

to the P2P 9 until the status of the configuration registers

is verified.

Figure 5 illustrates the processing steps employed by
this embodiment of the present invention. Prior to the
execution of the following processing steps, a copy of the
configuration space (i.e., all the configuration registers)
is made. This copy is made to insure that the configuration
space may be restored if an unauthorized write has occurred
to the configuration space. The processing steps,
illustrated in Figure 5, begin when a host or other bus
master asserts a configuration cycle on the primary PCI bus
7. Second, a Device Select Detector 37 detects the PCI

configuration cycle (processing step 30).

Subsequently, the Address Translator 35 translates this
PCI configuration cycle into local processor bus 13 address
space (i.e., the local memory éddresses) (processing step
32). The present invention then executes the bus cycle on
the local bus (processing step 34). This bus cycle may bhe a

write to configuration space (i.e., a modify instruction) or



are inplemented in the ATU 23. In this enbodi nent, the ATU 23 includes an
Address Translator 35 that translates PCl bus cycles fromthe primary PCl
bus 7 to the 'l ocal processor bus 13 and vice versa. Often, this translation
process is sinply replacing the upper bits of the address of a bus cycle on

the primary Pgo&gerzINe present invention, as inplenented i pobiigesesis23,
al so includes a Device Select Detector 37, coupled to the primary PCl bus

7, for receiving an | DSEL# signal and the loWr-two bits of the address
(i.e., AD[1:0]) fromthe primary PCl bus 7. If the |IDSEL# signal is

t ed, d th dd b 00 (1. 0] t he P2P
gsfgtr:ognl 222 t ha?e?ﬁm@%ur\r,\gﬂﬁaepgsiﬁﬁlés A éé%r(l‘aegqa?ef 6?8{:5%‘5‘23(%% ge.

Upon det ecti ng aldeat the 1RE | gH" Oﬁéﬁcbﬁsl §sf&e"r’% Fgrzaf%g tthe

Devi ce Sel ect Detector 37 nofifies a guration Co hat the

P2P 9 is sel ecpréserbeibptittidnSebplet®d aHeOPCE 7cahBuMatieh ycle on
predeterm ned bit

the PCI bus.

The present invention then enables the retry mechanism
{(processing step 35). The retry generator 45 disables the
address translator 35 and asserts a retry cycle onto the
primary PCI bus 7 for any subsequent request for access to
the local processor bus 13. The retry generator 45 does not
block accesses to the secondary PCI bus, as the retry
generator 45 only blocks accesses to the local processor bus

space.

A Retry cycle indicates to the host processor that the
target device is not ready at this time to process the
request or instruction. The Retry cycle is not an error or
a disconnect because it instructs the host processor to try

again at a later time.

Next, the Interrupt Generator 43 interrupts local
processor 29 (processing step 46), which in turn executes
verification and correction program code to verify that the
configuration registers have been properly updated by the

host processor 3 (processing step 47).

This verification and correction code (in processing

step 47), conforms the configuration registers to the



pattern to a Mde
processor 29 that

configuration cyct
Addr ess Transl at or

Regi ster 41. This bit pattern indicates to the |oca

the host processor 3 has initiated this present PCl
e. The Device Sel ect Detector 37 also disables the

35 WO 97/ 24677

PCT/ US96/ 208*? ’&#ﬁ? so that addresses fromthe primary Pqﬁ%‘&%gge not
transl ated i 00" esses in the | ocal processor bus 13 unti e dress
Transl ator 35 is enabl ed again. The Configungtion Controller 39 controls an
Interrupt Generator 43. The Interrupt CGenerator 43, coupled to the | ocal

processor bus 13

generates an interrupt to the |ocal processor 29.

Confi gur at i onn@EAIFLR MaP 96 hhe PG BuSoPEOEeROIRet Mhiccpedawillabe The Retry

Generator 45 gsser

I tr, | th [ PCI 7 t hat | |
processor has ?ﬁﬁ’r%s‘?%ﬁfreerﬁrl}{?@%%rgﬂg& ’fe %{J °o$‘? %S%on??gurgtign oes

Many of the registers defined in PCI Configuration

space are a mixture of read/write (RW) bits, read only (RO)
bits and even some read-clear (RC) bits. (A read-clear bit
can be read or cleared by writing a 1 to that bit location.
Writing a 0 to a read-clear bit has no effect.) A good
example of these kinds of registers are the Command and
Status registers in the PCI Configuration space. Since each
of these registers is 16 bits, and they are aligned into a
single 32 bit DWORD, it is possible for software to access
both registers at once. This access contains all three
types of bits (i.e., RW, RO, and RC bits). The present
invention employs verification and correction code (e.g.,
firmware) that examines the data written to the register by
the host and using the copy of the original data and a
template showing which bits are of which type, updates the
register correctly. Table 2 illustrates the format of an

eiemplary status/command register.



regi sters of the P2P 9 and verify that only the authorized bits were
changed. If it is determ ned by the |ocal processor that certain protected
fields in the configuration space have been altered by the host processor
in violation of the PCl configuration space hardware nmap protocol, as
defined in thewggm Protocol Release 2.1, the | ocal proceeoufUsa62081s es
correction software that is resident in |ocal nenory 27. The PCl Bus

Prot ocol defines the organization of configurlftton space registers for
every PCl conpliant device and inposes a specific record structure or
tenplate (i.e., hardware map) on the 256-byte space for each device
function. This i iSRSt =S4 - f-etetrret

ala C) o WaWa -

region and a dEg3- r;giun.r;ﬁf gexiRT cerETdeTt T ey O TTICHUdES
devi ce specifi Da
PCT/ US96/ 20815 0 3 RC Detected Parity Errorxr
- ° 30 RC  |sigmnailed SERR$

1 29 RC Received Master Abort

1 28 RC Received Target Aborxt

0 17 RO Signalled Target Abort-Optiomal -

Not Implementsd by this example _

01l 46-25 RO DEVSEL Timing

0 kg_l_. _RC Data Parity 2Xrroxr Detected

1 23 RO Fast Back to Back Capable

0 22 RO UDF _Support

0 21 RO 66 MHz Buppoxt

0 20-10 RO Reserved

1 ) RW ¥ast Back to Back Enable

1 8 RW SERR# Enable

0 7 RO Address Steppin

0 6 RW Parity Erxor Response

0 5 RO VGA__Response

0 4 RW MWI_Enable

0 3 RO Speclal Cycle

1 2 RW Master XEnable

1 1 RW Memoxy Space

1 0 RW IO Space

TABLE 2

The firmware includes a mask that shows which bits are RC
(F1000000h) and a mask that shows which bits are RW
{00000357h) .

The firmware determines the new register value by

employing the following boolean function:
New = RW*Written+RC*Current*/Written+/RW*/RC*Current
For example, if the Host writes a 1FF001FEh to the registers

above (currently set to 32800307}, the new register value is

calculated as follows:



- 14 - information. The PCl conpliant device inplenents those registers
that are necessary and relevant to that application. The predefined header
region includes fields that uniquely identify the device and allow the
device to be generically controlled. The predefined header portion of the

configuration space is divided into two portions. The first are
defined the g@ﬁﬁ“ﬁﬂ? all- types of devices. The renaining byFé@ugéhﬁﬁgve
different | ayouts depending on the base function that the device supports.
A Header Type field (located at offset OEhfOdefines which particul ar |ayout
is provided. Al PClI conpliant devices treat configuration space wite

operations to rese228@D15Eh st er s 0AOONRSTUWSIFROPIFEher wor ds, t [(@00RQEESh)i S
conpleted normally on the bus, and the data is discarded. Read accesses to

reserved or uninplenented réyi st FL0PRORGIAANSAI*ROOFEEILR  add0R0QRACK)
value of 0 is returned. +  FFFFFCAS*0EFFFFFF*32800307 (02800000h)

This result is then written to the storage location which is used
for these registers, and the next transaction from the PCI bus

can now be accepted.

As noted previously, in this embodiment, prior to a
configuration cycle, the configuration space of the
intelligent bridge 9 is stored in local memory 27. If it is
determine¢ by verification and cqrrection software,
executing on the local processor 29, that the protected
configuration registers have.been corrupted by a host
processor configuration write, then the verification and
correction software accesses the copy .of the configuration
space, disposed in local memory, and restores the original

values in those configuration registers.

As noted above, the present invention restores the
previous values of the configuration registers if the PCI
hardware map of the configuration header space was violated
by an unauthorized write (processing step 48). 1In this
step, the copy of the configuration space is utilized for

restoring the previous values.



WD 97/ 24677 PCT/ US96/ 20815 - 15 -

Device ID . Vendor 1D - 00h Status Conmmand
04h C ass Code . Revi sion | D 08h BI ST Header Lat ency Cache
Lin OCh Type  Tiner Si ze 10h 14h Base Address Registers 18h
1Ch 20h 24h Cawtgxmsg S Poi nter 28h Subsystem | D pcYRISI&308152 M
Vendor I D 2Ch pansi on ROM Base Address 30h _

- 21 -

The present invention then disables the retry mechanism
so that subsequent requests for access to the local

processor bus 13 are honored (processing step 49).

Pigure 6 illustrates an alternative embodiment of the
present invention, where the key aspects of the invention
are implemented primarily in the Memory Controller 25. 1In
this embodiment, the Memory Controller 25 decodes the local
bus memory addresses after they are mapped from the
configuration cycle on thé primary PCI bus 7. The Memory
Controller 25 receives a source signal 51 that indicates to
the Memory Controller 25 the source of the memory access
(i.e., whether or not these accesses are initiated by the
local processor 29 or by the host processor 3). The Memory
Controller 25 also receives a read/write signal (R/W) 53, a
set of byte enable (BE) signals 55, and all the bits of the
memory addresses. The Memory Controller 25, in response to
the signals, provides three signals to the local memory 27
(e.g., SRAM). These signals include a chip select (CS)
signal 57, an output enable {OE) signal 58, and a write
enable (WE) signal 59. The steps taken by the Memory
Controller 25 to generate each of these signals will be

described hereinafter with reference to Figures 7-9.

Memory controllers in prior art computer systems
typically use only the upper bits of a memory address, and
the lower bits of the memory address are provided directly

to the local memory 27. However, the Memory Controller 25



Reserved 34h Reserved 38h Max_Lat M n_Gnat
Interrupt Interrupt 3Ch Pin Line TABLE 1 Table 1 illustrates the
| ayout of a type 00h predefined header portion of the 256-byte _
configuration space. Devices place any necessary device specific registers

after this I ned header in configuration space. Al_PCl conpliant
hEaR PETPERET o

devi ces supp Vendor 1D, Device ID Comrand, Status, !

Cl ass Code and Header Type fields in the header. The inplementation of
other registers in a Type 00h predefined hé&der is optional (i.e., they can
be treated as reserved registers) depending on device functionality. "If a
devi ce suppor of the prasent ihyentiomgispeovidedaidethedbits intdhe device
inplements it in the defined location and with the defined functionality.
For further i|TFOPFAIFMIFESSi-ating to the configuration space header, its
various fields, and a description of each

riﬁure 7 illustrates the steps taken by circuitry in
the Memory Controller 25 to generate the chip select (CS)
signal 57. First, a determination is made whether or not
the memory address is in a predetermined range (decision
block 65). If NO, no further action is taken. If YES,
enable the chip select (CS) signal (step 67). |

Figure 8 illustrates the steps taken by qircuitry in
the Memory Controller 25 to generate the output enable (OE)
signal 58. First, a determination is made whether or not
the chip select (CS) signal 57 is enabled (decision block
71) . If NO, no further action is taken. If YES, a further
determination is made whether or not the command is a read
command (decision block 73). If NO (i.e., the command is a
write}, no further action is taken. If YES, assert the

output enable (OE) signal (step 75).

Figure 9 illustrates the steps taken by circuitry in
the Memory Controller 25 to generate a write enable (WE)
signal 59. First, a determination is made whether or not
the chip select signal 57 is enabled (decision block 77).
If NO, no further action is taken. If YES, a further
determination is made whether or not the instruction is a
write instruction (decision block 79). If NO, no further

action is taken. If YES, a further determination is made



WD 97/ 24677 PCT/ US96/ 20815 - 16 - of
these fields, please refer to the PCl Local Bus Specification, Revision
2.1, Chapter'6, pages 185-218. Since the detection and correction of a
possible error in the configuration registers requires at |east several PCl
bus cycles, tRg Bobfy, Cenerator 45 is provided by the presentpcpjéidsps tO
bl ock any new primary PCl bus accesses to the P2P 9 until the status of the
configuration registers is verified. Figure SQ%IIustrates t he processing

st eps enpl oyed by this enbodi nent of the préseht invention. Prior to the

execution of the fqllow n rocessing steps, a cqpy_of the configuration
space (i.e., al“l’h?%rcé’ﬁf gagr%ﬁ‘? meeﬁPng?ﬁlqnsa%ﬁaé  ANRiASIEEPTY s made to

insure that the, SONTJ:Qur bR #1A°C #EHobd SAhREY hefh Y1Philgh! zed

. mwite has occur

If YES, a further determination is made whether or not
the source of the instruction is the local processor 29
(decision block 83). 1If YES, assert the write enable signal
59 (step 89). If NO, a further determination is made
whether or not the configuration space, as updated by the
host processor, conforms with a predetermined hardware map
{decision block 85). If the host processor attempts to
modify the configuration registers in violation of the PCI
Configuration Space hardware map {i.e., write to a protected
configuration register), take no further action. If the
host processor modified the configuration registers without
violating the PCI Configuration Space hardware map, assert

the write enable signal (step 89).

In this embodiment, a copy of the configuration space
is not necessary since the present invention, as implemented
ih the memory controller 20, ignores a write instruction to
a protected configuration register (i.e., the memory
cont:oller checks the predetermined hardware map set forth
in the PCI bus protocol specification, before writing to
configuration register). Thus, unlike the previous
embodiment, the second embodiment does not store a copy of
the cénfiguration space into local memory before a

configuration cycle-is accepted by the intelligent bridge.



to the configuration space. The processing steps, illustrated in Figure 5,
begi n when a host or other bus naster asserts a configuration cycle on the
primary PCl bus 7. Second, a Device Select Detector 37 detects the PCl
configuration cycle (processing step 30). Subsequently, the Address

Transl at or ates this PCl configuration cycle into essor
bus 13 addrgggggggit (i.e., the local nenory addresses) (p#ggggéﬁﬁgﬂgtep
32). The present invention then executes thf bus cycle on the | ocal bus
(processing step 34). This bus cycle may Be LY-wite to configuration space
(i.e., anodify instruction) or WO 97/ 24677

PCT/ US96/ 20815 - Figurs if8aillystratgs £he prpeadsiesmfstapsmempioysdcby

i nstruction). After the pus cycle on the | ogal bys_is executed, the present
i nvention corfi%PEEsERE ¥¥ﬁqu%ﬂq §8r & 596F8agnfun°t1°ns (i1.e., to

emulate the functionality of other devices) through a multi-
function intelligent bridge. As noted previously, the
present invention allows a non-PCI compliant device 15 to
interface to a PCI compliant bus via the P2P processor 9.
The present invention employs emulation software, executed
by the local processor 29, that translates the commands of a
device driver that is not understandable to the non-PCI
compliant device 15. The emulation software, which may be
implemented in microcode (e.g., firmware), translates the
command set of the device driver of the emulated device into

commands that are understandable to the non-PC1 compliant

device 15.

Specifically, the present invention executes emulation
program code on the local processor 29 to interpret the
syntax of the emulated device and to determine the desired
function (processing step 121). In this step, the present
iﬁvention decodes a command from the device driver,
associated with the emulated device and determines the
function desired (e.g.., for a SCSI controller, a first
command may instruct a SCSI disk drive to write information
to a particular sector while a second command may instruct

the SCSI disk drive to read from a particular sector).

Next, the present invention translates the syntax of

the emulated device to syntax of the actual device



the PCl bus. The present invention then enables the retry nmechani sm
(processing step 35). The retry generator 45 di sabl es the address

transl ator 35 and asserts a retry cycle onto the primary PCl bus 7 for any
subsequent request for access to the |ocal processor bus 13. The retry
generator 45 c{g 97 s bl ock accesses to the secondary PCl buscramsséiusis etry
generator 45 only ocks accesses to the local processor bus space. A Retry
cycle indicates to the host processor that thg farget device is not ready
at this tinme to process the request or instruction. The Retry cycle is not

an error or a djsconnegt because jt ipgstructs the ho rogessar to tr
again at a | at etpzchﬁgs:ﬂgxft,:eq h@#)nt la&?u?)’t%eér’f@r Orgli%p ??r'"ﬁﬁts Iocgl
processor 29 |_NQ S ls e tur b Lon and
Cor oot on pr ot Shaurs. 8Fo 6 shitent i fieh il dbeERECE S kBB
been properly upsais)y whieh osd WRidee8eafdalld 0 ERE ShAW-IITCRofip) ant

device 15, that will achieve the desired function, as

determined in processing step 121.

Last, the present invention executes the syntax (e.g.,
commands) for the actual device. The actual device then
performs the desired function in response to the syntax

{(processing step 127).

This sequence of processing steps for providing virtual
functions via the multi-function intelligent bridge, may be

executed after step 49 of Figure 5.

The mapping of the syntax of the emulated device to the
syntax of the actual device may be trivial (e.g., doing
nothing) because the particular function is implemented in
hardware (e.g., writing a particular bit in a register). 1If
the mapping between the syntax of the emulated device and
the syntax of the actual device is not straightforward, the
emulation code may include multiple processing steps to
accurately emulate the command of the emulated device (e.g.,
a particular command of the graphics driver}. For example,
a particular read and write command of the emulated device
may need to be directed to a different memory location, or
one command of the emulated device may translate or map into

a number of different commands of the actual device. A



This verification and correction code (in processing step 47), conforns the
configuration registers to the WO 97/ 24677

PCT/ US96/ 20815 - 18 - hardware map of the PClI Bus Protocol. This code wll
be described hereinafter with reference to Table 2. Many of the registers

defined in PCl Configuration space are a m xture of read/mw bi t
read only (FﬂWOBW?§Tgnd even sone read-clear (RC) bits. FE§H£§¥%§ b|t

can be read or cleared by witing a 1 to that_bit Iocatlon Witing a 0to
a read-clear bit has no effect.) A good ex Te of these kinds of registers
are the Command and Status registers in the PCl Configuration space. Since
each of these smgiidftier examplé dif tetmulagding he)fuaicriahaliheyl istdiselesedl e 32
bit DWORD, it is possible for software to access both registers at once.
Thi s access coin & Preyipushycfiled patent application entitled, "A

Circuit and Method for Emulating the Functionality of an

Advanced Programmable Interrupt Controller”, serial number

; attorney docket number 042390.P3299, filed on December 20,

1995.

A variety of hardware and software functions have been
described herein. Depending upon the implementation, many
of the hardware functions may be emulated using software.
Likewise, software functions may be performed using hardware
components héving hardwired circuitry configured to perform
the functions. In other implementations, some of the
hardware or software functions may be configured using
firmware or other computer system implementation

technologies.

The exemplary embodiments described herein are provided
merely to illustrate the principles of the invention and
éhould not be construed as limiting the scope of the
invention. Rather, the principles of the invention may be
applied to a wide range of systems to achieve the advantages
described herein and to achieve other advantages or to

satisfy other objectives as well.



types of bits (i.e., R\N——R@"&hﬂc bits). The present

verification and correctio gt[g: lacelil rMnar e) t hat

witten to the reglster usi ng the copy

and a tenplate show ng whi which type, u '
correctly. T | ust t of an exenplary stgdpgdogRsgInd
regi ster. %%%7?2677 _ _ %

PCT/ US96/ 20815 - 19 - Status /Command Ori gi Ral Bit # Type Nane
Data O 31 RC Detected arity Error O 30

RC Signalled SERR# 1 RC Recei ved Master Abort

1 23 RC Received Téﬂgﬁﬂuﬂbort

1. A computer system comprising:

a multi-function intelligent bridge device coupled to
an external bus and a local bus, for translating external
bus configuration cycles into local processor bus cycles;
said intelligent bridge having an integrated processor; and

program means, disposed in a memory, said memory being,
coupled to the multi-function intelligent bridge device,
said program means for enabling the multi-funtion

intelligent bridge device to emulate virtual functions.

2. A computer system as set forth in Claim 1 wherein
- the program means for enabling the multi-functon intelligent
bridge device to emulate virtual functions translates a
first command set into a second command set that is
understandable to a device coupled to the local processor
bus, and generates an appropriate handshake, as defined by

the first command set, to the external bus.

3. An intelligent bridge for interfacing a device
adapted to couple to a first bus having a first bus protocol
and to an external bus having a second bus protocol, said
intelligent having a plurality of configuration registers
for storing configuration information comnecting the bridge,
said intelligent bridge comprising:

a) a local processor bus having a first bus protocol;

* C L L] H] *



0 17 RO Signal | ed Target Abort- | = Not_

l.npl emented by this eX‘aﬁ"p‘I—E”Oi 26-25 RO | THI&\SHEET HAS BBEN)

24 RC . Data P }¥ E Ekgected 1 23 REPLACED RO

Fast Back to Back Capaﬂp 2

21 RO 66 20- 10 Reserved 1
9 RYP 972463% 1 By ble 1 8 RQ’CT’“%(?“’% SERR#
Enable 0O 7 Address Stepplng 0 RwW
Parity Error Response 0O - VGA Response 0 4
RwW MANI Enable O 3 RO Special Cycle 1 2
RW Mast er Enali¥)e 1an addresslunit for cépling Nbeoeyt&mak blis to 0
RW I O Space TABLE 2

e local processor bus and for providing an interface
between the external bus and the local processor bus, said
address translation unit further providing a source signal;

c) a local processor, coupled to the local processor
bus, for executing program instructions; and a memory
controller coupled to the local piocessor bus for
controlling access to a local memory, said local memory
including program means for checking a predetermined
hardware map as defined by second bus protocol, and for
determining, based on the hardware map, whether or not a
target configuration register is accessible by an external
agent,

wherein the memory controller further includes means,
responsive to a source signal, for generating the first
signél indicative of the source of a configuration
instruction;

means, responsive to a read/write signal, a byte enable
signal, a plurality address signals, and a first signal for
sélectively controlling accesses to a memory;

means, coupled to the means for selectively controlling
the memory, for generating an interrupt to a local
processor; and

program means for_determining whether or not a target

configuration register is accessible by the external agent.

4. The intelligent bridge of claim 3 wherein the

local memory further includes:

* [+ L M S *



The firnmware includes a mask _that shows which bits are uﬂqglngmOﬂns BEEN

mask that shows which bits are RW (00000357h). The firmpre mms t he
new regi ster *val ue by enfhioshestdlat Ben Redldcaivi ng bool ean fu '“f'ﬁn

a

RWMWitten+tRC*Current*/ Wi rrent For exanple, if the Host
wites a 1FFOGLGRH4eer t he ' e (currently set t0 P¢HAsSEZoB1s t he
ed as fo

new regi ster value 1s cal cula WO 97/ 24677
PCT/ US96/ 20815 - 20 - 22800156h = 000003_5%9*.1FF001FEh
(00000156h) + F1000000h*32800307* EOOFFEO1 (20000000h) +

FFFFFFCA8* OEFFFFFF* 328003Q.7 02800000h Th| res s th vvr| t,ten to
the storage |ocati oS FoFsS G & CHREeRt r%fg?tse( & sthﬁn‘bm’c

transaction f rop;éﬂetgrg; bus

program means for determining whether the configuration
registers are accessible by an external agent based upon a
predetermined hardware map;

program means for storing a previous value into a
configuration register that is written by an external agent

in violation of the predetermined hardware map.

5. The intelligent bridge of claim 4 wherein the

hardware map is defined by the PCI bus protocol.

6. An intelligent bridge for interfacing a device
adapted to operate with a first bus protocol to an external
bus having a second bus protocol, said intelligent bridge
having a plurality of éonfiguration registers for storing
configuration information concerning the bridge, said
intelligent bridge comprising:

a) a 16ca1 processor bus having the first bus
protocol;

b) a memory controller, coupled to the local

. processor bus, for controlling access to a local memory;
said local memory including

first program means for translating a second bus
protocol configuration cycle into a first bus protocol
configuration cycle and, said first bus protocol

configuration cycles understandable by the device;

"« ¢ L m 0§ x
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can now be accepted. As-noetet-previousty;—i n this enbo TFﬂStSHEETi 194S BEER
configuration cycle, the_confi rgtign space of the int IlggﬁpLﬂﬁane 9
stored in |ocal -nmenory 2 Fhis Sheet Has Bee m ned by veri Licatlch—aha '
correction software, execﬁ I | H cal processor 29, that the

rotected confiquration re een corrupted by a essor
Eonfiguratigﬁ) 7, then the verification and correction ggﬂ@&%@@ﬁ ccesses
the copy of the configuration space, disposed in |ocal nmenory, and restores
the original values in those configurati©od30registers. As noted above, the
present invention restores the previous values of the configuration
registers if the Peronthiprngramnpeans foreproviiding pprophdater space was

viol ated by an ayt hor,ized wite (processj step 48). In this step, the
copy of the gﬁﬂﬁy? %tqlgﬁ'agﬁa’&% the tﬂ’ﬁtﬁ%g%’ restoring the previous

val ues. third program means for verifying that the plurality of

configuration registers have been modified by the external
agent in accordance with a predetermined hardware map, said
map defined by the second bus protocol, and for restoring
those registers that have been modified in violation of the
hardware map
c) a local processor, coupled to. the local processor
bus, for executing program instructions; and
d) an address translation unit for coupling the
external bus to the local processor bus and for providing an
interface bhetween the external bus and the local processor
bus;
wherein the address translation unit further includes
means, coupled to the external bus, for detecting
that a configuration cycle on the external bus is directed
to the intelligent bridge, said configuration cycle
generated by the external bus agent:
means, coupled to the detection means, for
generating an interrupt to the local processor after
configuration is completed;
means, coupled to the intérrupt generating means,
for asserting a retry on the external bus until the local
processor completes executing the correction and
verification program, said program executing in the local

processor.

RN O AR
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The present invention then disables the retry nechanlsm

requests for access to th@mkﬁmaﬂhgﬁ bus 13 are stna
|

step 49). Figure 6 illustr t|ve enbodlnent of the present

i nventi on, \A%g.,é‘gﬁ key a nvent Il on are inpl epetvussbpgisnarily
in the Menory Control s enbodlnent the Menory Controller 25
decodes the | ocal bus menory addresses after they are mapped fromthe
configuration cycle on the primary PCl bus3ﬁ “The Menory Controller 25

51, th d to.th troll 25 th
Sour e of the momory acERESREe él'g% OGP BN R S BB e are
nitiated by WafekoEaly Bl 9593887 B Bor! e blc 03880k nai BRSO MOT Y

Control |l er 6 receives area e Si gna a set o yte

enabl e (BE) shghal§e§§miqﬂge§hg1tgﬁgblts of the nenory addresses. The
Menory Controller 25, in response to

8. The intelligent bridge of claim 6 wherein the

second bus protocol is a PCI bus protocol.

9. The intelligent bridge of claim 6 wherein the

local processor is an Intel 80960 JF processor chip.

10. The intelligent bridge of claim 7 wherein the
address translation unit, the memory controller, the local
processor, the local processor bus, and the bridge circuit

are integrated into an Intel 80960 RP chip.

11. A memory controller coupled to a local bus, said
memory controller comprising a bridge circuit for
interfacing the external bus to a second external bus:

a) means, responsive te a source signal, for
generating a first signal indicative of the source of a
configuration instruction;

b) means responsive to a read/write signal, a
plurality of byte enable signals, a plurality of address
signals, and the first signal for selectively controlling
accesses to a memory;

c) means, coupled to the means for selectively
controlling the memory, for generating an interrupt to a

local processor;

L
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t he signals, prdvides t hree signals—te—the |ocal nenory 2 err——5RAM-
These signals include a chip select (CS) ,signal 57, an ou Eﬁulls IBA$6E£NJ

signal 58, and a wite ecmalShet encie 59. The steps tpken BEPLACGEDVENDI
Controller 25 to generateLNﬂﬂn “ signals will be described —
hereinafter with referenc 9. Menory controllers, i jor art
conput er sy§F§ﬁ¥“F7pically use only the upper bits of a neﬁﬁi§k§ﬁ§$ ss, and
the lower bits of the nmenory address are provided directly to the |ocal
menory 27. However, the Menory Controller- 3- WD 97/ 24677

PCT/ US96/ 20815 -22- of the present invention is provided all the bits in a

menory address. Fjur endans |fiest detesting: sstcaprentkstaty ofi rcpilurglity t he

Menmory Controller 25 to generate the chip select (CS)
of configuration registers;

e) means for storing the current state of these
configuration registers;

£) means for determining whether or not the
configuration registers are accessible by a host processor;
and

g) means for restoring a previous value into a
configuration register that is written by the host processor

in violation to a predetermined hardware map.

12. An address translation unit in a multi-function
intelligent bridge device, said address translation unit
being coupled to an external bus, said address translation
unit comprising:

a) means for detecting that a configuration cycle on
the external bus is directed to the multi-function bridge
device;

b) means, coupled to the detection means, for
génerating'an interrupt to a local processor modified a
configuration space of the intelligent bridge has been
modified by an external agent,

c) means, coupled to the interrupt generating means,
for asserting a Retry on the external bus until the local
processor completes its correction and verification of the

configuration registers; and
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signal 57. First, a determ nation is made Whether—or-not the menory address
is in a predeterm ned range (decisiongfk @éenkgl no further action
is taken. 1f' YES,” enable the chip sele ¥Step 67). Figure 8
illustrates the steps taken by circuit;m, ME" Ly Controller 25 to
gener ate t he ombpwtesenabl e (OE) signal . et er m naigrRizeérsogigrde
whet her or not the chip select (CS) signal 57 is enabled (decision block

71). If NO, no further action is taken. If YES, a further determination is
made whether or not the command is a read comrmd (decision block 73). If

NO (i.e., the comm IS Lt.e) fusther action,is taken. If YES,
assert the output e@bl e%&%ﬂhgggﬂ%ﬁ&%(‘st Ep‘?g?é B §ur8c8l PePRIN. o £9T ¢t he
steps taken by wéFifiiHiingy ahl +EScdVEHY YneOBLAH] t e%f'er { ite
enable (WE) signal 59. First, a de{Heg:m' na%lson %aﬁégg gﬁ%t errgorgfﬁ(% t he
chip sel ect. si gnedifizaitionnopl itk (ederaabnagdmrek 77). |f NO no further

action is taken. If YES, a further determ nation is made whet her or not the
instruction is a
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wite instruction (decision block 79). If NO no further action is taken.
I'f YES, a further determnation is nade WO 97/ 24677

PCT/ US96/ 20815 -- 23 - whether or not the byte enable S|gnals 55 are
asserted (decision block 81)." If NO no further action is taken. If YES a
further detergiahidh |s made whether or not the source of tiersdshasustion
Is the local processor 29 (decision block 83). If YES, assert the wite
enabl e signal 59 (step 89). If NO a fust 38 determ nation i s made whet her
or not the configuration space, as upda é by the 'host processor, conforns
with a predeterm ned hardware map (decision block 85). If the host
processor attenpts to nodify the configuration registers in violation of

the PCI Configuration Bpace hardware nmap (i.e., wite to a protected
configuration register t ak¢ no furéﬁer a tio§§ If the
72
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host processor nodified the configuration registers without violating the
PCl Configuration Space hardware nap, assert the wite enable signal-(step
89). In this enbodinent, a copy of the configuration space is not necessary
since the present invention, as inplenented in the nmenory controller 20,

i gnores a Wiy gyAahsUction to a protected configuration regscigsostosts. ,
the nmenory controller checks the predeterm ned hardware map set forth in
the PClI bus protocol specification, be%grg?mwiting to configuration
register). Thus, unlike the previous efitbodf nent, the second enbodi nent does
not store a copy of the configuration space into |local nenory before a
configuration cycle is accepted by the intelligent bridge. WO 97/ 24677

PCT/ US96/ 20815 - 24 - Figure 10 illustrates|the processing steps enployed
by :
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the present invention to enable virtual functions (i.e., to enulate the
functionality of other devices) through a multi- function intelligent

bri dge. As noted previously, the present invention allows a non-PCl
conpliant device 15 to interface to a PCl conpliant bus via the P2P
processor 9. ;Ubeg, ent invention enploys enul ati on sof t warpgresegaesised by
the | ocal procCessor 29, that translates the commands of a device driver
that is not understandable to the non- Egl onpliant device 15. The

enul ation software, which rmay be inple ﬁﬂéd in mcrocode (e.qg., firmware),
transl ates the command set of the device driver of the enul ated device into
commands that are understandagJ.e.Lo_I.h.e_n.on;ECL_comali.anL_d.em.c.e_lEa_
Specifically, the present invention executes enul ati on program cpde O.I’-l‘ t he
| ocal processor 29 to inter pre't hemsynt ax of the enul ated devicg and fo

determ ne the desired functior @@rocessi ng step 121). In this stgep, th
present invention decodes a cd nd fromthe device driver, assofisat ed with
the enul at ed device and det err rgs t he -
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function desired (e.g., for a SCSI controller, a first conmand may i nstruct
a SCSI disk drive to wite information to a particular sector while a
second conmmand may instruct the SCSI disk drive to read froma particul ar
sector). Next, the present invention translates the syntax of the enul ated
devi ce to syntwo9hgee actual device WO 97/ 24677 US96/2

PCT/ US96/ 20815 - 25 - (processing step 125). In other words, t e emu atlon
software of the present invention deterrﬁaz(?a t he necessary cormands, whi ch
are under st andabl e by the non-PCl conpli device 15, that will achieve
the desired function, as determned in processing step 121. Last, the
present invention executes the synt ax (e.g., commands) for the act ual

devi ce. The actual device then perf&@ ns the desired function in response to
t he synt ax )

3
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(processing step 127). This sequence of processing steps for providing
virtual functions via the nulti-function intelligent bridge, may be
executed after step 49 of Figure 5. The mappi ng of the syntax of the

enmul ated device to the syntax of the actual device may be trivial (e.g.,
doi ng not hi ngWweRgese the particular function is inplenentegiciyfsdipbsivar e
(e.g., witing a particular bit in a register). If the nmapping between the
syntax of the enul ated device and the sgq} of the actual device is not
straightforward, the emul ation code may9i‘n™ ude nultiple processing steps
to accurately enul ate the ¢ f the enmul ated device (e.g., a
particul ar conmand of the I ver). For exanple, a particular read
‘and wite conmand of the enula ed device nmay need to be directed to a
different nmenory | ocation, e command of the enul ated devi ce may

translate or map irfto %ﬁﬁ&e Péf (%ﬁﬁféent commands of the actual device.
A CYCLE 30 |

v

TRANSLATE CONFIG

CYCLE INTO LOCAL

PROCESSOR BUS
ADDRESSES 3,

Y
EXECUTE BUS CYCLE OF ENABLE RETRY
LOCAL BUS: s  MECHANISM
—MODIFY CONFIG SPACE; 35
—~READ CONFIG SPACE; AND ——

~COMPLETE PCI CONFIG
CYCLE ON PCI BUS 34

INTERRUPT LOCAL
PROCESSOR 41

EXECUTE VERIFICATION
CORRECTION PROGRAM

47
v

RESTORE PREVIOUS
VALUES WITH COPY IF PCI
HARDWARE MAP OF
CONFIG HEADER

VIOLATED 48 _

Y

DISABLE RETRY
MECHANISM 48

CRETURND
FIG. 5
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WO 97/ 24677 PCT/ US96/ 20815 - 26 -
specific exanple of enmulating a functionality is disclosed in a previously
filed patent' appl-ication entitled, "A Crcuit and Method for Emulating the
Functionality of an Advanced Progranmable Interrupt Controller”, serial
nunber ; attorﬁg)g-,/;&q.yet nunber 042390. P3299, filed on DecenmbgirgdderohedS. A
variety of hardware and software functions have been descri bed herein.
Dependi ng upon the inplenentation, nanymﬁf E?e har dwar e functi ons may be-
enul at ed usi ng software. Likew se, soft Yd% uncti ons may be perforned
usi ng hardware conponents having hardwired circuitry configured to perform
the functions. In other inplenentations, sone of the hardware or software
functions nmay be configured using firmvare or other conputer system

i npl enment ati on technol ogi es. The exenpl ary enbodi nents described herein are
provi ded
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nmerely to illustrate the principles of the invention and should not be
construed as limting the scope of the invention. Rather, the principles of
the invention may be applied to a wide range of systenms to achieve the
advant ages descri bed herein and to achi eve other advantages or to satisfy
ot her objectiy&asqanepel | . 27 CLAIMS: 1. The intelligent porfossétosis t of
claim 1l wherein"the hardware map is defined by the PCl bus protocol. 2.

An intelligent I/Ocircuit for interfachﬂpwf devi ce adapted to operate with
a first bus protocol to an external bus ffalM ng a second bus protocol, said
intelligent [/Ocircuit having a plurality of configuration registers for
storing configuration information, said intelligent 1/O circuit conprising:

CHIP SELECT SIGNAL 57 GENERATION

67 Y
~ Y

ENABLE CHIP SELECT

-

B>

FIG. 7
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a) a |l ocal processor bus having the first bus protocol; b) a nmenory
controller, coupled to the |Iocal processor bus, for controlling access to a
| ocal nmenory; sard | ocal nenory including first program neans for

transl ating a second bus protocol configuration cycle into a first bus
protocol confiybaidePn Ccycle and, said first bus protocol copiirfidtdHop3n
cycl es understandabl e by the device; second program neans for providing
appropri ate handshake signals to the extirﬂgl bus; third program neans for
verifying that the plurality of configur (i n registers have been nodified
by the external agent in accordance with a predeterm ned hardware map, said
map defined by the second bus protocol, and for restoring those registers

t hat have been nodified in violation of the

OUTPUT ENABLE SIGNAL 58 GENERATION
71

IS
INSTRUCTION
A READ?

ENABLE OUTPUT ENABLE
\75

FIG. 8
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28 hardware map, said predeterm ned hardware map specifying non-witable
bits in the intelligent 1/Ocircuit; c) a |l ocal processor, coupled to the
| ocal processor bus, for executing programinstructions; and d) an
address translation unit for coupling the external bus to the | ocal
processor bus aag.d 4, Providing an interface between the extgicqisogtsisnd
the | ocal processor bus. 3. The intelligent 1/Ocircuit of claim

further conprising a bridge circuit for interfacing the second bus to a
third bus. 4. The intelligent 110 cir@A10of claim1l wherein the second

bus protocol is a PCl bus protocol. 5. The intelligent 1/Ocircuit of
claim 11 wherein the | ocal PWRITESENABLEISIGNAL S9°CENERATIONSSOr chip.
6. The intelligent 1/Ocircuit of claim®6 wherein the address translation

unit, the nmenory controller, the | ocal processor, theZpcal processor bus,
and the bridge circuit

IS CS
ENABLED?

IS HOST
PROCESSOR
JHE SOURCE?

DOES
UPDATED
CONFIG SPACE
CONFORM WITH
MAP

ENABLE

WE
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are integrated into an Intel 80960 RP chip. 7. An intelligent I/Ocircuit
for emul ating functions and providing bus capability to a non-conpliant
device, said intelligent I/Ocircuit conprising a nmenory controller, said
menory controller including: 29 a) nmeans, responsive to a source
signal, for gey 9?,“6 a flrst signal indicative of the sourGgylsegnost
conflguratlon Instructio nmeans respon3|ve to aread/wite signal, a
plurality of byte enable S|gnals aplu y of address signals, and t he
first signal for selectively controllinggéd esses to a nenory; c) means,
coupled to the neans for selectively controlling the nenory, for generating
an interrupt to a local processor;

INTERPRET
SYNTAX OF EMULATED 121
DEVICE AND DETERMINE| ™—
DESIRED FUNCTION

TRANSLATE SYNTAX
OF EMULATED

DEVICE TO SYNTAX [ ~—125
OF ACTUAL DEVICE

EXECUTE SYNTAX
OF ACTUAL

DEVICE TO PERFORM [——127
DESIRED FUNCTION

CRETURN
FIG. 10
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d) . neans for detecting a current state of a pl uram m &6‘ /gar@tB

regi sters; e) nmeans for storing the c ent state f r n
" registers; f) means for determ ning \M'#rg': her or not the conf$3ErJﬁN isgg
regi sters are accessible by a host processor; and Q) means for restoring
a previous value into a configuration register that is witten by the host
processor in violation to a predeterm ned hardware nmap. 8. An intelligent
|70 circuit for enulating functions and providing bus capability to a
non- conpl i ant devi ce, said intelligeﬁlﬂg&g§éircuit conprising an address
translation unit, said address translation unit including: a) means for

detecting that a configuration cycle on the external bus is directed to the
intelligent 1/Ocircuit; N

1. The intelligent I/O circuit of claim/2€IWherein

the hardWare.map is defined by the PCI bus protocol.

2. An inteiligent I/0 circuit for interfacing a
device adapted to operate with a first bus protocol to an
external bus having a second bus protocol, said intelligent.
I/0 circuit having a plurality of configuration registers
"for storing configuration information, said intelligent I/O
circuit compriéingi

a) a local processor bus having the first bus
protocol;

b) a memory controller, coupled to the local
processor bus, for controlling accesé to a local memory;
said local . memory including |

first program means for translating a second bus
protocol configuration cycle into a first bus protocol
configuration cyéle and, said first bus protocol
configuration cycles understandable by the device;

second progiam means for providing appropriate
handshake signals to the external bus;

third program means for verifying that the plurality of
configuration registers have been modified by the external
agent in accordance with a predetermined hardware map,'said
map defined by the second bﬁs protocol, and for restoring

those registers that have been modified in violation of the

| R O W
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30 b), neans, coupled to the detection neans, for gene%%an{)i&]t.’fea &381 5
to a | ocal processor, allowing the configuration registe EﬂaAEaﬁﬂg Lfied qgga
an external agent, c¢) means, coupled 28 the interrupt 3 r &

for asserting a Retry on the external bus until the |ocal processor

conpletes its correction and verification of the configuration register;

and d) sof tware neans, disposed in a |local nenory, for verifying and
restoring the configuration register after nodification by the external

agent. 9. hakkiward eldp,geid pPDedeterminefl hhadwaté, maphspernfyrivey nenory
controller further includes: neans, responsive to a read/wite signal, a

byt e enabl exagi-gnziltakd e lirta iiny theédieseldigentsI/andivcditst signal for
selectively controlling accesses to a nenory; nmeans, coupled to the neans

for selectively @ont rdllegrl torogRaANY, cosiblgdnépathrglasal nPreeedsoro a

| ocal processor;_ and . ) \ _
' bus, for executing program instructions; and

d) an address translation unit for coupling the -
external bus to'the local processor bus and for providing an
- interface betweeﬁ the external bus énd the local processor
bus.
| W
3. The intelligent I/O circuit of claim’yg'further
comprising a bridge circuit for interfacing the second bus
to a third bus.
\
4. The intelligent I/0 circuit of c1aim/y§/§herein
the second bus protocol is a PCI bus protocol.
| \\
5. The intelligent I/O circuit of claim‘}S,wherein_
the local processor is an Intel 80960 JF.éfocessor'chip.
6. The intelligent I/0 circuit of clainui?ﬁiherein the
’ addresé-translaﬁion unit, the memory controller, the local
procéssor; the local processor bus, and the bridge circuit

are integrated into an Intel 80960 RP chip.

7. An'intelligent I/0 circuit for emulating functions
and providing bus capability to a non-compliant device, said

intelligent I/0 circuit comprising a memory controller, said

* € L M S

memory controller including:
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program means for deternining whether or not a target cdﬁﬁﬂyﬂfﬁtﬁbé,-”ﬁ'f’ﬂ 15

regi ster is accessible by the external agent. 10. The intelligent 170
circuit of claim wherein the address t28nslation unit H S3r@IJﬂNs‘]998
means, coupled to the external bus, for detecting that a configuration

cycle on the external bus is directed 31 to the intelligent bridge, said

configuration cycle generated by the external bus agent; neans, coupled to
the: detection nmeans, for generating an interrupt to the local processor
after configuratiadn i meamspl sesponsasentans, sconpe esligral heEamt er r upt
generating neans, for asserting a retry on the external bus until the |ocal
processor coppezREingxachiray shanabrindicafive®f dhief isouricenofr egram said
program executing in the | ocal .
configuration instruction;
b) means responsive to a read/write signal, a
plurality of byte enable signals, a plurality of address
signals, and the first signal for selectively controlling
accesses to a memory;
c) means, coupled to the means for selectively
controlling thé memory, for generating an interrupt to a
local processor;
4d) -means for detecting a current state of a plurality
of configuration registers;
e) means for storing the current state of these
configuratioh registers;
£) means for determining whether or not the
coﬁfiguration registers_are accessible by a host processor;
and
g) means for restoring a previous value inﬁo a

configuration register that is written by the host processor

in violation to a predetermined hardware map.

8. An intelligent I/O circuit for emulating functions

. and providing bus capabiiity to a non-~-compliant deviéé, said
intelligent I/O circuit cbmprising an address translation
unit, said address translation unit including: |

a). means for detécting that-a configuration cycle on

the external bus is directed to the intelligent I/O circuit;

RN O
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processor. 11. An intelligent I/Ocircuit for i nterfacim.uu&vgcé /2 0 81 5
"conpliant with a first bus protocol to a second bus proto '%g ,1&,199
intelligent 1/Ocircuit having a plurali3% of configurati t DSJF‘UN 3
storing configuration information, said intelligent 1/Ocircuit conprising:
a) -~ an address translation unit for translating bus cycles between the
first bus protocol and the second bus protocol, said address translation
- unit further providing a source signal; 'b) a |l ocal processor, coupled to
-the 1ocal proceskbr bumean$orceweledity thegletadtismr meansns for) a |l ocal
menery including first program neans. for checking a predeterm ned hardware
map as def i gerePRtiRG Arl KikepruRtods a degaflopraeegsarni ajlowinadtle t he
har dwar e map, whether, or not, a target.confL%uration regi ster is accessible
by an exter?@@f%gﬁﬁﬂ§1°n register to be modified by an éxternal agent,
| ' c) means, coupled'to the interrupt generating means,
for asserting a Retry on the external bus until the local
processor completes its correction and verification of the |
configuration register; and
d) software means, disposed in a local memory, for
verifying and restorihg the configuration register after

modification by the external agent.

I

9. The intelligent I/O circuit_of'claim)}éi wherein

the memory controller further includes:

means, responsive to a read/write signal, a byte enable
signal, a plurality address signals, and a first signal for

selectively controlling accesses to a memory;

means, coupled to the means for selectively controlling
the memory, for generating an interrupt to a local

processor; and

program meéns for détérmiﬁing Whether or not a target |
_cohfiguration,fegister is accessible'by:the external aéent.
- | | 2,
;O. '~ The. intelligent I/0 circuit of'claim/ﬁ’wherein
the address translation unit further includes:
| means, coupled to the extérnal bus, for detecting

that a COnfiguratioﬁ.cycle on the external bus is directed

DO O R
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regl st ers;

at

32 a second program neans for storing a current statmllﬁ Qf/
hird program neans for de%«;gm ni ng whe

regi sters are accessi ble by an external

har dwar e nmap;
a configuration register that is witten by an external agent in violation
of the predeterm ned hardware map; and d).. a nenory controller, coupled to

the’jocm

Rr oG

ent based u
and a fourth program neans for storing a preV|ous value |nto

ssor for controlling_acce to the local nenory.
1ntéi igent %erge, gd con igurat{Bn cycle y

generated by the external bus agent;

means, coupied to the detection means, for

generating an interrupt to the local processor after

configuration is completed; and

for

means, coupled to the interrupt generating means,

asserting a retry on the external bus until the local -

processor completes executing the correction and

verification program, said program executing in the local

processor.

11. ' An intelligent I/O circuit for interfacing a

device compliant with a first bus protocbl to a second bus

protocol, said intelligent I/O circuit having a plurality of

configuration registers for storing configuration

information, said intelligent I/O circuit comprising:

a) an address translation unit for translating bus

cycles between the first bus protocol and the second bus

protocol, said address translation unit further providing a

source signal;

bus,

b) .- a local processor, coupled to the local processor
for executing program instructions; -

¢) ' a local memory including first program means for

checking a predetermined hardware map as defined by secohd

.bus

map,

protocol, and for déetermining, based on the hardware

whether or not a target configuration register is

accessible by an external agent;

* c L M s *
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a second program means for storing a current
state of the configuration registers;

a third program means for determining whether
the configuration registers are accessible by an
external agent based upon a predetermined hardware
map; and

a fourth program means for storing a previous
value into a configuration register that is
written by an external agent in violation of ﬁhe
predetermined hardware map; and

d) a memory controller, coupled to the local

processor bus, for controlling access to the local memory.

A
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(S7) Abstract

A method and apparatus for interfacing a device (8) which is compliant to a first bus protocol to a second bus (1 1) having a second
protocol and for providing virtual functions through an intelligent bridge (9) that is coupled to the second bus (11). An address translator
(35)_. coupled to the second bus (11), for translating addresses in a second bus format into addresses in a first bus format is provided. A
device selection detection circuit (37) is provided for detecting that a configuration cycle from the second bus (1 1) is for that particular
device. Once a configuration cycle is detected, interrupt generation circuitry (43) interrupts a local processor (29), coupled to the first local
processor bus (13). The device selection detection circuitry (37) also writes to a register (41) disposed in a configuration controller {39).
The configuration controller (39) disables the address translator (35) so that any further accesses to the local processor bus (13) are blocked.
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