WD 02/ 096029 PCT/ AU02/ 00618 -1 NETWORK BANDW DTH CONTROL Field of the

I nvention The present invention relates to conmuni cations networks, and in
parti cul awotoe/ossozystem 5 for controlling the bandw dt h alPicacatoedodi® a

net wor k connecti on. Background of the Invention Wdeband conmuni cati ons
networ ks are established by network providers to allow comunication
between a custoner's sites. For exanple, a custonmer nay have a network 10
46 established between a single-tenanted puilding 40 and a nulti-tenanted
building 30 in different cities, to establish a corporate virtual | ocal
area network (VLAN), as shown in Figure 1. The network 46 may conprise a
w deband internet protocol (IP) core 44, linked to the buildings with
optical fibre, and interfaced through network switches 32, 34 to custoner
prem ses equi pment (CPE) 3GNETWORK BANDWIDIHECONTBM: wi || depend upon

t he 15 bandw dth of the network connection between the sites. In general,
custoners wll want to keep the bandw dth provisioned to their network as
| ow as pr adtielledf theInventiohse costs. However, there may be an occasi onal
need for increased bandw dth to support high throughput applications. 20

I n exi sti ngllFePriagsnk g1vepiien siees iyegmmynigatians aetwarkerad inapritiswartiofa sysianhe
net wor k s pr@yi i 1. vice representative. After the
request ?s fg%%ér}g{?gg?étbggﬁﬂlg%saziggé{?%%% ?/t\g’rgkcﬁélpg%lﬁn‘el who reconfigure the
network to allocate the required bandwi dth to the custoner's networKk.

However, this process may not, occur rapidly enough to neet the custoner's
needs. Mor dipfligroungdeofthe Inyantiogay only need the additional 25 bandwidth for

o ot Perypfly CouaBaRSAD i RUED 50 by SRUGORL S 0
t he al | ocatcethnnznicition bhtweah tastustoneer Gusitto er esamspiof 4 etstrmemaeay haveoy Bethoen
tS ﬁél E;Inﬁg/l £6Lesiﬂ%ii§%§;br§§9%e&t %ghgg%g@t%m%&v@?gn ?Sr%lfsl%igtre];lgn?gd lg:u?ﬂitirll’goé(l) Iinng
different cities, to establish a corporate virtual local area network (VLAN), as shown in
Figure 1. The network 46 may comprise a wideband internet protocol (IP) core 44, linked
to the buildings with optical fibre, and interfaced through network switches 32, 34 to
customer premises equipment (CPE) 36,42. The cost to the customer will depend upon the
15 bandwidth of the network connection between the sites. In general, customers will want to
keep the bandwidth provisioned to their network as low as practical to minimise costs.
However, there may be an occasional need for increased bandwidth to support high

throughput applications.

20 In existing networks, customers may request additional bandwidth from the network
provider by informing a customer service representative. After the request is approved, it is
passed to network personnel who reconfigure the network to allocate the required
bandwidth to the customer’s network. However, this process may not occur rapidly enough
to meet the customer’s needs. Moreover, the customer may only need the additional

25 bandwidth for a short period of time, possibly even as little as several minutes. The high
cost of the extra bandwidth makes it desirable to be able to reduce the allocated bandwidth
after the customer’s short-term needs have been satisfied. It is desired, therefore, to
provide a system for controlling the bandwidth allocated to a network connection, or at
least a useful alternative to existing systems.

30



| east a useful alternative to existing systens. 30 WD 02/ 096029

PCT/ AU02/ 00618 -2- Summary of the Invention In accordance with the present
i nvent i orwODhewngsoes provi ded a systemfor controlling the Poanduwededs

all ocated to a network connection between two nodes, including: neans for
receiving a bandw dth change request; 5 neans for generating control
commands to control a plurality of network el enments of said network
connection in order to satisfy said change request; and neans for sending
sai d conmands to said network el enents. "The present invention also provides
a nethod of controlling bandwi dth allocated to a 10 network connecti on,

i ncludi ng: receiving a bandwi dt h change request froma renote conputer
system over a comruni cations network; identifying at |east one switch
requiring Sunomdryefithe lovendloange to satisfy said request; and 15

ti d sending..a_configur.atian ange commnd to sald sw tech. . The
oresent | nBRETUAEP QBT G Pea dtenRan R JC BT § A SPRalb cpHcolng e
code for gengdwidinloatéd &bh AMtwoik bahdvidH Rswamalbalss, ifludiggect i on; code
for receiving a bandw dth sel ection, said selection being chosen from said

20 bandwi dt hs; afantivgsecebingehandwjdih chergeasquast a network to adjust a

bandw dth of sai t asl s of said selecti-on. Brjef
Descri ptsihon of tnﬁeélﬂ ﬁ"\g%éﬁ%rgﬁ C(%l%rpoﬁgf) rélfnraggs %’nﬁ%lgloﬁ% Hfurglftytc}@ebyc&ghetments
i nvention io$ sdié netwodt t@mectesCini ddet to BitistpyidEhangx fetjakq; 4 y, with reference

to the acconpanyi ng draw ngs,  wherein: )
means for sending said commands to said network elements.

The present invention also provides a method of controlling bandwidth allocated to a
10 network connection, including:
receiving a bandwidth change request from a remote computer system over a
communications network;
identifying at least one switch requiring a configuration change to satisfy said
request; and

15 generating and sending a configuration change command to said switch.

The present invention also provides a bandwidth control interface including:
code for generating a display of bandwidths available for selection;
code for receiving a bandwidth selection, said selection being chosen from said
20 bandwidths; and
code for sending a request to a network to adjust a bandwidth of said network on

the basis of said selection.

Brief Description of the Drawings
25 A preferred embodiment of the present invention is hereinafter described, by way of
example only, with reference to the accompanying drawings, wherein:
Figure 1 is a schematic diagram of a wideband IP network connecting two
buildings;
Figure 2 is a block diagram of a preferred embodiment of a bandwidth control

30 system;



Figure 1 is a schematic diagramof a w deband IP network connecting two
buildings; Figure 2 is a block diagramof a preferred enbodi nent of a
bandw dt womawms@bk 30 systenm WO 02/ 096029 PCT/ AUO2/ 00618 PCTAUBR/gUI®S 3 i S
a screenshot inmage of a preferred enbodi ment of a user interface for the
bandw dth control system Figures 4 to 5 are screenshot inmages of a

bandwi dt h control conponent of the interface; and 5 Figure 6 is a flow

di agram of a process executed by the bangvvi dth control system Detailed
Description of a Preferred Enbodi ment of “the Invention A bandw dth control
system 100, as shown in Figure 2, includes a custoner web server 11, a
network control system 2, a network nodel database 3, and a rating engine
5. The 10 bandwi dth control system 100 all ows the custoners and personnel
of a network seFiguss Disovbateanshas ivhaganf e giréfprredipumbodintest pbbadvérdnterface for

provi si one et t odes of a custonmer's network by adjusting user
interface %%W?%OEW%&GI’ a comuni cations network 10. An

i npl enent ati on Pigutdies harsdive Kefeefighok iRhgdsy st & Par@Ridts cotasdlr doRgfbneiesthe
conponents of the systemare provi ded by software nodul es stored and

execut ed ohtercey w se known conputer systens. For exanple, the web

and. Che net wor k IR E i AL FfREPY! GhroshAtCGd B BRBURAMAETRE| el S0

be inmplenmented on a workstation from Sun M crosystensTM running Sol ari sTM
2.7, an Oracl eTM dat abase apEI ication, and an OracleTM application server.
The net wor Retailed Degeriptiom af 2 Rreferred Kmbediment et thedayentign enent ation. It 20

e L g 8
di st ri but ea network awhtrok slystam, a2, \eané¢tetoyk afodehyistalzased atand antating rengineds.f fiieent
ocati ?26° ge{]n(glw? thI c%%tsrgl g}%![reem %O allows the customers and personnel of a network service
provider to dynamically adjust the bandwidth provisioned between two nodes of a
customer’s network by adjusting user interface controls provided over a communications
network 10. An implementation of the bandwidth control system 100 is described where
components of the system are provided by software modules stored and executed on
15 otherwise known computer systems. For example, the web server 11 may be a personal
computer running a Windows™ operating system, and the network control system 2,
database 3 and the rating engine 5 may be implemented on a workstation from Sun
Microsystems™, running Solaris™ 2.7, an Oracle™ database application, and an Oracle™
application server. The network 10 used is the Internet in the described implementation. It
20 will be apparent to those skilled in the art that a number of the software modules and
hardware components of the bandwidth control system 100 may be distributed or
combined in a variety of ways and at a number of different locations and at least some of
the steps executed by the software modules may be executed by hardware circuits, such as
application-specific integrated circuits (ASICs).
25
The control system 100 can be used to control a VLAN or virtual private network (VPN)
46 between two buildings for a customer organisation, as shown in Figure 1, and
established by a network provider. The network 46 uses optical fibres to connect a single-
tenanted building 40 with a multi-tenanted building 30, and the buildings may be in
30 different cities. The network uses optical fibres to connect the buildings through a



the steps executed by the software nodul es may be executed by hardware
circuits, such as application-specific integrated circuits (ASICs). 25 The
control swetoewea@d can be used to control a VLAN or virtu&CTmutogaedsnet wor k
(VPN) 46 between two buil dings for a custonmer organisation, as shown in
Figure 1, and established by a network provider. The network 46 uses
optical fibres to connect a single- tenanted building 40 with a

mul ti-tenanted buil ding 30, and the bui I_grli_ngs may be in 30 different
cities. The network uses optical fibres to connect the buildings through a
WO 02/ 096029 PCT/ AUO2/ 00618 -4 wi deband IP core 44 with C sco 6500 series
switches 38. The custoner equi pnent 36, 42 in the single and

mul ti-tenanted buildings 40, 30 are interfaced to the optical fibres by
Ci sco 3500widabpds IR pete @I900itk £iisce H560 hertessitchgst Ihddhe B4tonBP equipmpeicia, vl v.

The network 46 . be cur.rentl apfiqu t 0 provide andw dt b of .146
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bet ween the two buildings, and the custoner estimates that a throughput of

800 Mops i Bay dpurwsentlyhgenfigyrsd toprevidoanbandwidtherl 346 ddbpngetivigen tthe 4o The
t I . | |. { . dt ti
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al | ocat e t heslfixtjnitesidplil dArdtighput Béwetisthe®o HudldingbesdahyetistbmeVédmates that

application_on_a personal conputer 12. The conputer 12 i s connected to the
I nter net 18 thrpeghprbet 800Mbrs isrpqujrednbu 9gly fora 38 minBieaeried duringihg trigle The

exanple, t t : o ugh
o odem and ot FvaR 10§ Saf By AR BRERRERe iR BhFidh L eR LS, BOTEISNER
| nt er net 1@gsctibeel lmliow ovidhr refemd¢ree $o Bigurei6zer sal resource | ocator (URL) (or

URI) into the web browser, which directs the browser to a site operated to
t he net'work service provider. Specifically, the URL directs the browser to

a network fy ¥l altbciBitkdlextra bandwidth, the customer launches a web browser application

on a personal computer 12. The computer 12 is connected to the Internet 10, but not
necessarily through the customer’s network. For example, the Internet 10 may be accessed
from the customer’s home through a modem and an Internet service provider (ISP). Once
15 connected to the Internet 10, the customer enters a universal resource locator (URL) (or
URI) into the web browser, which directs the browser to a site operated to the network
service provider. Specifically, the URL directs the browser to a network firewall 1 which
provides secure access to the customer web server 11 of the network provider. In order to
gain access to the web server 11, the customer must login to the firewall 1 using a valid
20 username, password, and a dynamically generated identification number generated by a

SecurID authenticator provided by RSA Security, Inc.

After logging in to the firewall 1, the customer accesses the network provider web server
11 (step 500). Using the web browser, the customer selects a hyperlink to a dynamic web
25 page that generates a network bandwidth interface 300, as shown in Figure 3 (step 502).
The dynamic web page is written in hypertext markup language (HTML) and JavaScript.
The interface 300 includes a bandwidth control component 302 for selecting and activating
a new bandwidth value, and a bandwidth display component 320 for displaying customer
network details, including the site address of a switch or switches 32, 34, 38 to be

30 confirmed, and the currently configured network bandwidth.



provi des secure access to the custonmer web server 11 of the network
provider. In order to gain access to the web server 11, the custoner nust
| ogi n to wbezfdqesal | 1 using a valid 20 usernane, passwoPdT/Admd0es18

dynam cally generated identification nunber generated by a SecurlD

aut henti cator provided by RSA Security, Inc. After logging in to the
firewall 1, the custoner accesses the network provider web server 11 (step
500). Using the web browser, the custoner selects a hyperlink to a dynam c
web 25 page that generates a network bandwi dth interface 300, as shown in
Figure 3 (step 502). The dynam c web page is witten in hypertext markup

| anguage (HTM.) and JavaScript. The interface 300 includes a bandw dth
control conponent 302 for selecting and activating a new bandw dth val ue,
and a bandw dth di splay conponent 320 for displaying custoner network

details, ingludi h d .of i tch it 2, 34, 38t
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series of buttons 312 and correspondin | abel s 316 that allow the custoner

to sel ect bansivddiiaf Tadbe righigel the butioes D2, acinalek diab3AR displays upTo eight pré-ght
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into ei ghtighi piesegmentt,Sas inSa pie ¢haft] &ithhaath available Bathviatavdlabhsidasdenadt h
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band, e dial 302 displays,. eight_ available bandw.dth values: 10, .11, 12,
13, 14,3815§31% the, eébgwgﬁ‘édfhlb?nghi@-ﬂi M?}P%,Wltﬁwet%hms dhe, diph 302 displays
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i nner annuthadan@@Rith waide pfié3 Wbpseis dugphtiy sdedted, b éndicaéd bgrihe positioh of the

dial indicators 306, the green colour of the corresponding segment 307 of the inner annulus

308, and the value displayed in the dial centre 304.
15
Figure 4 shows the appearance of the bandwidth control interface 300 after moving the
mouse pointer over the 15 Mbps pie segment 324. The dial indicators 306 are now
positioned over the 15 Mbps pie segment 324, the corresponding annular segment 309 is
green, and the dial centre 304 displays the value “15 Mbps”. Not all of the bands have
20 eight bandwidths available. For example, Figure 5 shows the bandwidth control interface
300 after pressing the “500-1000 Mbps™ button 322. There are only four bandwidth values
available in this band: 500, 600, 800, and 1000 Mbps, with “800 Mbps” currently selected.

To activate the selected bandwidth, the submit button 314 is pressed (step 504). Upon
25 receiving the corresponding request, the web server 11 executes a script that submits the
bandwidth request to the network control system 2 (step 506). The network control system
2 receives the bandwidth request and performs a query on the network model database 3 in
order to verify that the request is valid. This requires verification that the requested
bandwidth is supported by the customer’s network (step 508). If the request is valid, then

30 further queries are performed on the database 3 in order to identify the switches in the



15 Figure 4 shows the appearance of the bandwi dth control interface 300
after noving the nouse pointer over the 15 Mips pie segnent 324. The di al

i ndi cat orw03289@ee now positioned over the 15 Mops pie segmantio28@43 t he
correspondi ng annul ar segnent 309 is green, and the dial centre 304

di spl ays the value "15 Mops". Not all of the bands have 20 ei ght bandw dths
avai |l abl e. For exanple, Figure 5 shows the bandwi dth control interface 300
after pressing the "500-1000 Mops" butto% 322. There are only four
bandwi dt h val ues available in this band:” 500, 600, 800, and 1000 Mops,
with "800 Mips" currently selected. To activate the sel ected bandw dt h,
the submt button 314 is pressed (step 504). Upon 25 receiving the
correspondi ng request, the web server 11 executes a script that submts the
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the custonmer's network (step 508). If the request is valid, then 30 further
queri es ar & pddressenpithess swilehesat abase 3 in order to identify the switches
in the W 02/096029 PCT/ A2/ 00618 -6 custoner network 46 whose
configurations nust be changed in order to satisfy the bandw dth request,

and the apfihopohfigieaticar obd Cixto kWacle amyiecchiahgdd bussnding Gthaddd t6 dlkhswitod t ch
(step 510). .Gven the custoner and_site, the network nodel database 3
provi des t HENg arEomymandskinssinrtacy aad theeineh protoel THer exgmmiey e shangs the rage-
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command-line I ntertace el net protocol or exanp change t he
rate- | i m Mbpsi204R0ridips)otheddll@awivi Adinnzamd dvould besengne’ in a Ci sco

6500- s r8i es swwtch to 20 Mops (20480 kbps), the foll ow ng conmand woul d be
sent:

set gos policer aggregate vlan-name rate 20480 burst 32 drop

This is a request to change the quality-of-service (QOS) traffic policing policy for
aggregate (i.e., all) traffic on ‘vlanOname’ to be 20480 kbps, with a 32 kbps burst capacity
15  above the stated rate-limit, and to drop any traffic that is outside the rate-limit profile.

The network control system 2 creates a child process for each switch that needs to be
changed. Each child process runs an Expect script that sends the appropriate command to
the nominated switch and records the response from the switch (step 512). When all of the
20 child processes have terminated, the network control system 2 analyses the switch
responses. If the switch responses indicate that all of the QOS changes were successful,
then the network control system 2 performs a number of tasks. One task is to send a
message to the server 11, indicating that the bandwidth change was successful. When the
server 11 receives the notification, it generates a notification window with an “OK” button
25 on the customer’s web browser, indicating that the network change was successful. When
the customer clicks “OK” to dismiss the notification window, the web page including the
bandwidth control interface is refreshed. This generates a query to the network model
database 3 for the current network bandwidth configuration in order to correctly update the
bandwidth display component 320 of the interface. Another task performed by the network
30 control system 2 is to generate and send an email message to the customer, indicating the

changes that were made to the network (step 514).



set qos policer aggregate vlan-name rate 20480 burst 32 drop This is a
request to change the quality-of-service (QOS) traffic policing policy for
aggr egat ewQio2@9602@l 1) traffic on "vlanOnanme' to be 20480 kopszvodoedisa 32
kbps burst capacity 15 above the stated rate-limt, and to drop any
traffic that is outside the rate-limt profile. The network control system
2 creates a child process for each switch that needs to be changed. Each
child process runs an Expect script that .sends the appropriate conmand to
t he nom nated switch and records the re§6§hse fromthe switch (step 512).
When all of the 20 child processes have term nated, the network control
system 2 anal yses the switch responses. If the swtch responses indicate
that all of the QOS changes were successful, then the network control
systen12 perforns a nunber of tasks. Cne task is to send a nessage to the
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are processed by a billing system 24 that generates the final bill 9 that is sent to the

15 customer.

The bandwidth control system 100 also allows network provider personnel to perform
network changes for customers. For example, a customer may telephone a helpdesk
operator and request a bandwidth change. The operator, using a web browser executing on
20 apersonal computer 20, accesses a support server 13 and uses the same bandwidth control
interface described above to change the bandwidth of the customer’s network. In either
case, if the bandwidth is increased for a period of time and then returned to its original
value, the customer is only charged for the increased bandwidth for the time that the
network was actually configured at that higher bandwidth. However, a fixed charge applies
25 toevery configuration change. The support server 13 includes the same code and executes
the same steps as the customer server 11 to generate the control interface 300 and generate
and send bandwidth requests to the network control system 2. The support server 13 may

be accessed via a private customer support communications network 22.



generates consolidated billing detail records 7 (step 518). The billing
records 7 reflect the new charges applicable to the new bandw dt h val ue,
and a chawge2pes2changi ng the 10 bandw dth val ue. The rat iPag/Adrgeas5 al so
generates an enmail nessage summarising the charges, and sends it to the
custoner. The consolidated billing detail records 7 are processed by a
Records Autonation for Special Services (RASS) robot 8 that enters the
details into a RASS order entry and tracking system 18. Records from a RASS
system 18 are processed by a billing system 24 that generates the final
bill 9 that is sent to the 15 custoner. The bandw dth control system 100
al so all ows network provider personnel to perform network changes for
custoners. For exanple, a customer may tel ephone a hel pdesk operator and
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accessed via a private customer support communi cations network 22. WO

02/ 096029 PCT/ AU02/ 00618 -8 Whet her the bandw dth control system 100 is
used by a Mmstyanedifidatienstwill berapparemtetoibhode skijled S tireedrt evithautcdeptuimgrfran the
request,,. the ba i dth control system 100 eatly sinplifies the task of
r econf i1Qur ??Pé’erfg? rECSSR} {yRRLOn %5 @ﬁfawgge*ﬁée@%%ﬁe&rw& Poidg tasEORpANYING
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the configuration may be 5 changed as often as required, subject to a
five-mnute granularity period. If a bandw dth



change is requested within five m nutes of the previously successful
bandwi dt h change, the request is denied and an error nessage to that
ef fect | sweendoew t he user's web browser. Many nodifi cat iPcmsstabb61de
apparent to those skilled in the art w thout departing fromthe 10 scope of
t he present invention as herein described wth reference to the
acconpanyi ng draw ngs. WO 02/ 096029 PCT/ AU02/00618 -9- CLAIMS: 1. A
system for controlling the bandwi dth allgcated to a network connection
between two nodes, including: 5 nmeans for receiving a bandwi dth change
request; neans for generating control conmands to control a plurality of
network el enments of said network connection in order to satisfy said
change request; and nmeans for sending said conmands to said network
el ements. LLAMSK systemas claimed in claim1, including a user interface
for generating and sending said bandw dth change request. 3. A system as
claimed in claim2, including a neans for sending said user interface over
a comuni cat i ongy BRkMR Il doRfroMiap eicabdraiidth aflogttePtry nffvosiabshreBi® b8P a
renote 15 conputer systemof a user of said interface. 4. A system as
cl ai med i nt@papdes3inolijdétgsi n said interface is a graphical user interface
i ncl udi contr el I val ue of said bandw dth, said val ue
bei ng i %I uded ?éle%ggé?g ré(i?é‘ﬁ%\nég%hﬁ\gﬁfglncg‘gngeer&ﬂ%eg >. 20 5. A system as cl ai ned
in claim4, whemgdans $&i gnemtphtaatol 46Rmantd & éoaeol b Phlralee of netiirk @l dndy
selecting one . of a plurality of bandw dth ranges, and controls for
sel ecting 6h8ad getwork copneriien inordes o aatist srid ehanes r9gaesti and wi thin t he
currently sel ecgﬁﬂlng gﬁ‘%@ndhgsa@d cdamﬁﬁiﬁ&secg]s% n(élt\%rﬁ%ﬂenjléﬁts(fl aim 3, wherein

i ncludes a dynam c

said interface

10 2. A system as claimed in claim 1, including a user interface for generating and

sending said bandwidth change request.

3. A system as claimed in claim 2, including a means for sending said user interface
over a communications network for generation of a display of said interface on a remote

15 computer system of a user of said interface.

4. A system as claimed in claim 3, wherein said interface is a graphical user interface
including controls for selecting a value of said bandwidth, said value being included in said

bandwidth change request.

20
5. A system as claimed in claim 4, wherein said graphical user interface includes
controls for selecting one of a plurality of bandwidth ranges, and controls for selecting one
of a plurality of bandwidth values falling within the currently selected range.

25 6. A system as claimed in claim 3, wherein said interface includes a dynamic

graphical user interface generated from code sent over said communications network.

7. A system as claimed in claim I, including means for determining the network
addresses of said plurality of network elements whose configurations must be changed to

30 satisfy said change request.



graphi cal user interface generated from code sent over said conmunications
network. 7. A systemas clainmed in claiml1, including neans for determ ning
t he net wowb o2agideesses of said plurality of network el enemC3/Auo09e518
configurations nust be changed to 30 satisfy said change request. WO

02/ 096029 PCT/ AU02/ 00618 -10 8. A systemas clainmed in claim1l, including
means for receiving and anal ysing responses fromsaid network el enents,
and in response thereto, sending nessage? to confirmsaid change request
has been satisfied. 5 9. A systemas cla %éd in claim1l, including

recei ving and anal ysing responses from said network el enents, and
generating and sending at | east one charging record in response thereto.
10 10. A systemas clainmed in claim9, including generating billing data in
response to receipt of said charging record. 11. A systemas clainmed in

claim1, igcludin ener ating and sendjn .electropic nessage to.said
user to cofifi rmAsg?'%elEh%Fnﬁlﬁl efd F’eﬁ%&gﬂ’ﬁggﬁla@gnr_r@?ﬂsi i EEVLE . ARIYSg o
as cl ai med rdsposdedi fidrh, said Geivbrl0 GIGRANS @l S tApbG HBRtd, | FRARL messages to
configuration changes of said network el enents, and for denying said change

request i f cemfirpsaid shangeireaiesiihas beanratisfiade of a previ ous configuration
change iss Il ess than a pre- determ ned value. 20 13. A systemas clained in
claim4, including a server having said neans for sending said user

interface and sa sysians chbfied @i Ndndladthgraceivihgbid eRangey FRpMRRSE froand a
networ k control system having said neans for generating and sending the
control c&WABREROTK slementss prdgensting and seshing I%il%aé’é prfrcharging Eespr iIngesonge

control syglgmto

10 10. A system as claimed in claim 9, including generating billing data in response to

receipt of said charging record.

11. A system as claimed in claim 1, including generating and sending an electronic

message to said user to confirm said change of request has been satisfied.

15
12. A system as claimed in claim 1, including means for storing the time of
configuration changes of said network elements, and for denying said change request if an
elapsed time since the time of a previous configuration change is less than a pre-
determined value.

20

13. A system as claimed in claim 4, including a server having said means for sending
said user interface and said means for receiving said bandwidth change request; and a
network control system having said means for generating and sending the control
commands; said server being in communication with said network control system to

25  provide the bandwidth change request thereto.

14. A system as claimed in any one of the preceding claims, wherein said network

elements are packet switches.

30



25 provide the bandw dth change request thereto. 14. A systemas clained in
any one of the preceding clains, wherein said network elenents are packet
Swi t ches.wB@2ME02/ 096029 PCT/ AU02/ 00618 -11 15. A net hosCofAtwonedsl! | i ng
bandwi dth all ocated to a network connection, including: receiving a
bandw dt h change request froma renote conputer system over a

communi cations network; 5 identifying at |east one switch requiring a
configuration change to satisfy said re?gest; and generating and sending a
configuration change command to said switch. 16. A nethod as clainmed in
claim 15, including receiving a response fromsaid swtch 10 and sending a
nmessage to confirmsaid configuration change in response thereto. 17. A

met hod as clainmed in claim16, including generating and sending a charging
record corresponding to said configuration change for use in generating

billing data. 15 18 t hod,. Lai. med. | i m 15 i ncl udi ng. sendi
o aphi cal dger - ArEHeRl epaRolisy i SidRaub G B d i inp i St °
comuni cations RedeMARK of BAndWidh! Enk® réquése frons 8l @mokABebaieh sGhiaRd8ver a

request being generated in response to a selection made by said user using
sai d i nt er Ce@eUnIRLiens nghwaBt hod as clained in claimi18, wherein said user

interfa is displa b r on said re e_conputer st 20, A
et hod 95 ot ai miar e A 4Pt SR RRadhe o ORI GeaRIT e Y 30 St
repr esent akéquest; @id a bandwi dth dial including controls for naking said
selection. 25 21. A bandw dth controgl interface including; code for

generating a di EprEpting andsisading e genigEpiionshangeeommprdtiojsgigt switch.

16. A method as claimed in claim 15, including receiving a response from said switch

10 and sending a message to confirm said configuration change in response thereto.

17. A method as claimed in claim 16, including generating and sending a charging

record corresponding to said configuration change for use in generating billing data.

15 18. A method as claimed in claim 15, including sending a graphical user interface to
said remote computer system over said communications network for display to a user, said
bandwidth change request being generated in response to a selection made by said user

using said interface.

20 19. A method as claimed in claim 18, wherein said user interface is displayed by a

browser on said remote computer system.

20. A method as claimed in claim 19, wherein said interface provides a representation
of a bandwidth dial including controls for making said selection.
25
21. A bandwidth control interface including:
code for generating a display of bandwidths available for selection;
code for receiving a bandwidth selection, said selection being chosen from said

bandwidths; and



code for receiving a bandw dth sel ection, said selection being chosen from
said bandw dths; and WD 02/ 096029 PCT/ AU02/ 00618 -12 code for sending a
request twoaznstomwrk to adjust a bandwi dth of said networ PComuUOhes1basi s of
said selection. 22. A bandw dth control interface as clained in claim 21,
wherein said display includes 5 a graphical representation of said

bandw dt hs. 23. A bandwi dth control interface as clained in claim22,
wherein said representation is of a ban(flﬁvi dth dial. 10 24. A bandwi dth

control interface as clainmed in claim21,;,"wherein said interface is
adapted to be sent on a client/server network to a client systemfroma
server systemto generate said display. 25. A bandw dth control interface
as claimed in claim24, wherein the client/server 15 network is the
Internet. 26. Acbésitiw sgndingareqesst wys nefmoilntd edjistep bandwidthtof shidoeetasrk on

clainmed in_claim2l;.an control systemfor receiving said request and
sendi ng co%%ﬁ%so?%alﬁlégf%ﬁﬁ%l' 20 switches to change said bandw dth of said

network on the basis of said selection.

22. A bandwidth control interface as claimed in claim 21, wherein said display includes

5 agraphical representation of said bandwidths.

23. A bandwidth control interface as claimed in claim 22, wherein said representation
is of a bandwidth dial.

10 24. A bandwidth control interface as claimed in claim 21, wherein said interface is
adapted to be sent on a client/server network to a client system from a server system to

generate said display.

25. A bandwidth control interface as claimed in claim 24, wherein the client/server

15 network is the Internet.

26. A bandwidth control system including:
an interface as claimed in claim 21; and
a control system for receiving said request and sending commands to network

20  switches to change said bandwidth of said network on the basis of said selection.



