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BACKGROUND OF THE | NVENTI ON The present invention relates to sensors having

a menory. It will be described in particular with respect to pul s@ 9 MAR 2004
oxi neter sensors, but is equally applicable to other types of sensors as
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wavelengths that are absorbed by the blood in an amount representative of the amount of

the blood constituent present in the blood. The amount of wansmitted or reflected hight
passed through the tissue will vary in accordance with the changing amount of blood
constituent in tﬁc tissue and the related light absorption. For measuring blood oxygen
level, such sensors have been provided with light sources and photodetectors that are
adapted to operate at two different wavelengths, in accordance with known techniques for
measuring blood oxygen saturation.

Various methods have been proposed in the past for coding information in
sensors, including pulse oximeter sensors, 10 convey useful information 1o a monitor. For
example, an encoding mechanism is shown in Nellcor U.S. Patent No. 4,700,708, the
disclosure of which is hereby incorporated by reference. This mechanism relates to an
optical oximeter probe which uses a pair of light emitting diodes (LEDs) to direct light
through blood-perfused tissue, with a detector detecting light which has not been
absorbed by the tissue. Oxygen saturation calculation accuracy depends upon knowing
the wavelengths of the LEDs. Since the wavelengths of LEDs can vary, a coding resistor

is placed in the probe with the value of the resistor indicating to the monitor the oximeter



2 9 MAR 2004 oxygen saturation calcul ation coefficients appropriate for the
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I nstances exi st where _such thir arties. si . L8t Bf {RREEsor OMg@de
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third parties often invest minimal amounts in research and simply do not understand what

the codes are for since they do not understand how the monitor works or how the monitor

uses the codes. Since they are not licensed by the monitor manufacturer, this information

is generally not available from the monitor manufacturer. All too often, these third
parties choose not to invest time and expense to leamn by reverse engineering techniques
or original science how the monitors work and how the codes are used to ensure patient
safety. Rather, numerous mstances exist where such third parties simply examine a range
of code values used in the market for each data characteristic being encoded, and take an
average code value for all their sensors so as to be “‘compatible” with a particular monitor.
Though in many instances using an average code value will simply result in readings
being out of specification but not otherwise particularly dangerous, the average code

value may be sufficiently wrong to introduce significant errors into the computation

aleorithms used by the monitor and to cause si enificant patient safety problems. In



val ue may be sufficiently wong to introduce significant errors into the
conputation algorithnms used by the nonitor and to cause signifi cani 004
patient safety problenms. In 2 2 9 MAR 2004 addition, whenever third BMJ
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Accor di Ngjnychantsmh svhadh 1eby emtse ofick dreruptior it the shargipg 82 y&lug "SR < whi ch has
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whi ch provides codes which can be assured of hei.ng accgrate and aut henti c

when used by a noni tAmcordinglymmmreg existoaithe & IPTHSE hE X ARSETET6FEs t he

codes and other data,relatin ar d PeonRBPiYebhe®ceoBieal ni ng a
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codes and gah&ahynEamuictigtd jateasmgsinaid edihlbynemtoent i ty havi ng
predeterm ned quality controls, and ensures the codes are accurate. In one
enbodi ment, the digital signature is produced during the sensor

manuf act uri ng process using Wxﬁ%j{%pmmlm{e key and public key
pair, with the signature then being verifiable wth the publi Cwﬁc\ﬁhas

enbedded in processak&otdingly, #x¢ &1 okakct of the invention 1o provide a sensor
codes useful for a monitor which can be authenticated as accurate.
This and other objects are achieved by a sensor which produces a signal
corresponding to a measured physiological characteristic of a patient and which provides
codes which can be assured of being accurate and authentic when used by a monitor. A
memory associated with the sensor stores the codes and other data relating to the sensor,
the memory also containing a digital signature. The digital signature authenticates the
quality of the codes and data by ensuring it was generated by an entity having
predetermined quality controls, and ensures the codes are accurate.
In one embodiment, the digital signature is produced during the sensor

manufacturing process using a private key of a private key and public key pair, with the

signature then being verifiable with the public key embedded in processors in an external

sensor reader (e.g., monitor). The signature can be separate from the data. Or, instead of

the signature being appended 1o the data, the signature itself can contain all or at least

some of the data and thus provides a level of masking of the data.




sensor reader (e.g., nonitor). The signature can be separate fromthe data.
O, instead of the signature being appended to the data, the si gnat 4/ MR 2004
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out si de tthemgngaianubis Wit 9e sefafBd 40 IR TEHIS/MIGTHAT WS ANEFd BT Rt Vit ed
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thresholds and thermistor calibration coefficients appropriate for sensors including a
thermistor. Some of such data may be included within the signature, and this or other
data could be included outside the signature. The data outside the signature could be
encrypted (or masked), if desired, with a symmetric key cryptographic algorithm, for
example the Data Encryption Standard (DES) from NIST, and the symmetric key could
be included in the signature. Alternatively, the symmetric key could be denivable from
the digest, which is contained within the signature.

For 2 further understanding of the nature and advantages of the invention,

reference should be made to the following description taken in conjunction with the

accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1is a block diagram of a sensor and sensor reader system

incorporating the invention.




acconpanyi ng draw ngs. BRI EF DESCRI PTION OF THE DRAWNGS Fig. 1 is a block
di agram of a sensor and sensor reader system incorporating the ianntiog.
4 2 9 MAR 2004 Fig. 2 is a block diagramof the contents of a senso § 9@
shown in Fig. 1. Fig. 3 is a block diagramillustrating a systemfor
signing data during. . : dnk&-mémbrs sBodh a&gr am
illustrating the sgagggﬁ‘ﬁ@@ﬁgﬁﬁéﬁﬁﬁ?q%%g”ﬁ?@fg%?%f Fig. é? Fig. 5is a
data flowdiagramillustrating the data generated in the nethod of Fig. 4.
Fig. 6 is™a diagramof one enbodi nent of a sensor eadero%ga n%ég&,

i1 Tustrating differfest3 tof biRek dagpauNeratng;asystsm o7 HEPRg AR AT
iIIustratinﬁ tEe rsg%%&g}of a sensor according to the invention. Fig. 8 is
a di agr afi?" ﬁﬁ‘??g ing fie flow of data read in the met hod of Fig. 7 Fig. 9
is a diagram of di fifigr£nda &iaglagsiliusraing tikasigningingechargsm by dhayiysER i agr am of
a sensor systemusing an adapter with a digital signature in the adapter.
DESCRI PTF@N3OF THE SPECI FI C EMBODI MENTS Definitions SI GNED DATA is data

whi ch has been i nclyded;d nalhe GONRahAliI0hs the diO@SErdd)nusemehoa hash
function), this digest belng in turh included in the conmputation of a
digital grgnpayure, so that any later alteration of the data will be

detectable by a failure of  verifjcatiqn of the digital :si ire. Data
whi ch have been si gfi&d® iy degem fl’rlefr’&?é’girﬂ@t ogiatsﬁ P {aerz%giér eprgc%nq%ﬁtsi de the

di gital sjiqgnat.ure. OGEa8eknown as "digital signature wth nessage
recover y,llﬁ'gﬂrﬁ&n%gffgér?%glb e éntﬁ1| reﬁey' within the digital signature. Until the

signature is verifi®g, 7tihefidatharailmsirating thereadiviged afsepsey 2<6 4RI Phe casual
observer cannot understand them The mathematical process that verifies
t he si gnaer\e&olnscr anbl es, or

Fig. 8 is a diagram illustrating the flow of data read in the method of Fig.

Fig. 9 is a diagram of different fields in the data.
Fi
digital signature 1n the adapter.

. 10 is a block diagram of a sensor system using an adapter with a

o]

D-ESCRIPTION OF THE SPECIFIC EMBODIMENTS

Definitions

SIGNED DATA is data which has been included in the computation of a
digest (by use of a hash function), this digest being in tum included in the computation of
a digital signature, so that any later alteration of the data will be detectable by a failure of
verification of the digital signature. Data which have been signed may eventually reside
cither inside or outside the digital signature. In the process known as “digital signature
with message recovery,” the data reside entirely within the digital signature. Until the
signature is verified, the data are in a scrambled form, so that the casual observer cannot
understand them. The mathematical process that venifies the signature unscrambles, or
“recovers” the data. In the process known as “digital signature with partial recovery,”
which is preferred for the invention described herein, a portion of the signed data is
included within the signature, and additional data reside outside the signature. The data

portion within the signature is obscured until the signature is verified, but the portion

outside remains easily readable, unless a masking process 1s used to obscure 1t.




"recovers" the data. In the process known as "digital signature with
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signature is obscured until the signature is verified, but . portion
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non-invasi ve sensor 15 attached to patient tissue 18. Light from sensor
LEDs 14 passes into the patient tissue 18, and after being transmtted
t hr ough orSansérReaderfMopder ti ssue 18, the light is received by photosensor

16. Two or more L ED;ﬁgapisba%lga?% %Qrg%ﬁé\}éﬂrn?g:rgﬁ%d e odRALR G MRt valtidnhe

present invention. t osensor e received energy into _an
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control signhals’to t Udrive 32, to activate the LEDs, typically in
al t er nat i arceidgihyphaepesatiity Tor ¢rmoreriidds eanbe useddepending VRS Meont rol  t wo

or any additjopnal desjred nunber.of LEDs. Th i i i nput
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42, and anused, or a white light source could be used with appropriate wavelength filters either at

the transmitting or receiving ends.

Time Processing Unit (TPU) 48 sends contro} signals to the LED drive 32,
1o activate the LEDs, typically in altemation. Again, depending on the embodiment, the
drive may control two or any additional desired number of LEDs.

" The signal received from input amplifier 20 is passed through three
different chanmels as shown in the embodiment of Fig. 3 for three different wavelengths.
Alternately, two channels for two wavelengths could be used, or N channels for N
wavelengths. Each channel includes an analog switch 40, a low pass filter 42, and an
analog to digital (A/D) converter 38. Control lines from TPU 48 select the appropnate
channe) at the time the corresponding LED 14 is being driven, in synchronization. A
queued serial module (QSM) 46 receives the digital data from each of the channels via
data lines from the A/D converters. CPU 50 transfers the data from QSM 46 into RAM
52 as QSM 46 periodically fills up. In one embodiment, QSM 46, TPU 48, CPU 50 and

RAM 52 are part of one integrated circuit, such as a microcontroller.




analog to digital (AID) converter 38. Control |ines from TPU 48 sel ect the
appropriate channel at the tinme the corresponding LED 14 is being dz'g WPQUM
in synchroni zation. A queued serial nodule (QSM 46 receives the digita
data fromeach of the channels via data |ines fromthe AID converters. CPU
50 transfers the data from QSM 46 into RAM 52 as QSM 46 periodically fills
up. | n orienserdamaBht, QSM 46, TPU 48, CPU 50 and RAM 52 are part of one

integrated circuit, SV HTERREOM i @tor 5 ZOLBBR1 2004 2Sensor  Menory
Sensor 15, which insc%ggesse}phot%etuect or 16 and LEDs 14, has a sens

, r
menory 12,a566C1 Passokinkd vithtit. Mempry 125 dosnedah i BH Sindmsengoy fﬁa‘?%ér
sensor reader or. nonitor 17. The nenpry .12 Goul i.n-a body of
the sensono®Idr. iTﬁled?Fm‘%!’D’éétctoi“Edgtl’e Eﬂrgg@é/cgdﬁ ﬁgbcot%gg)f?lge %ﬁg@%ﬁ%oﬂpgn

Al ter nat i el e Gl JBRDEYS fAne Outlsds DR1BAGKAGEAhe infentor} 0030l buhpehaged

at t achabl €°¢0 ternal surface of the nonitor, or the nenory 12 ,)could
be | ocat g sayvinemehitnisatiscigbid topatekteresl worace ofethe BiesPT. 96 d)E BREODh Y

nonitor. Specifically, according to.s refe § LS hité. cont ent
of the secersdst bariapieg amhare il g ogRaFBARPaNES Tie Shes B0 AR MeBnicdt, CON BN

a particular. 0 bR etopéferre€ 8Bodinitst £ adoafenpot the sensan menairyi dual
menory 1 %eﬁl%gg ’%5%@%%%5850&11& egew’ th this nodel, the{r@mégpmt 2 could
. t

i nst ead be kdicd beeshstant forrairsadiireasetieredivoih & aBTLEVIRE §HSPE: t he

sensor nodel. |If the sensor. nodel .is_a .di ) ol i §;L£ase a
singl e neaseripsiead RIRAPHE ﬁnﬁg’bﬁﬁéﬁﬂn@&y ﬂ?\?’ g %Hr] gﬁ%g ?%ngftegrﬁfslimoﬁniabl e.

The r e“fsa%'oﬁ?j\?ﬁqfé'rﬁcmgﬁ‘{b%ohmas@m b6 B 1utiet by Bubisableexdinsiposablesassusipiet s

Fig. 2 is a diagram the contents of .nenpryééﬁ of Figd l. accordi ng to one
pr ef er r edwathiogsemsortmodl difghe sinsey gadelds @ dEOORCHHTEL s 5 85ME Dn of

the nenory, w t si.gnat ur f i i S efseQlené @t data. A
second poPEfreRY %Qcﬁgﬁtbﬁi‘ modggg%&/ﬁia%@%pg éﬁ?ﬁgtg{ %ﬁ%ﬂémskeg. Athird

portion 66311151g{é&dﬁ%sﬁl@mh\m&}ﬁb]eaﬁ@osﬂgaedﬁsbm remain clear (i.e., they are
ked). Fi i

not nas Finally, a portion 66 is reserved for i f4.n0,t he or
memory by the sensofig @dseidiagrse of B¢ G59E HIPTREY g%#e‘&‘ lng‘?w%g‘gﬁégls ile

this preferred odi. t S Jgk dol dcusbicat invg @PsRBe mdmakpul d- be
understooﬂrgm?f%og%ﬁl%%ggﬁ%ﬁﬁ mar?y %lieffelrerﬁauﬁbl ocks of_data

out si de t hgidhgkieahtd eferabieincheidtg sepborklatty Gy f‘béf:cgaing PEFThER 6@‘%% Ked
ook of sty ed P, A SRR B el s o
and unsi gned bl aok dTBKePSe Bt RRLIAY.ERinaBNth Pottibh Bbes reasived famlriting to
the sensor memory by the sensor reader. Portion 66 is neither signed nor masked. While
this preferred embodiment 1s shown for illustrative purposes, it should-be understood that
memory 12 may contain many different blocks of data outside the digital signature, each
of which may be signed and/or masked according to the requirements of a particular
embodiment. These different blocks of data may be arranged in any desired order, e.g.,
multiple signed and unsigned blocks may be interleaved, and multiple masked and

unmasked blocks may be interleaved. It should also be understood that data written to

memory 12 by the sensor reader is an optional feature, and that such data may optionally

be masked.

Writing of Sienature at Factory
Fig. 3 is a block diagram of one embodiment of a system used in a factory

to write a signature into the sensor memory 12. Shown in Fig. 3 is a personal computer
70 and an associated cryptographic coprocessor 72 which contains and utilizes a prnivale

key of a private/public key pair. The private key is contained within a memory within

7



unmasked bl ocks may be interleaved. It should al so be understood that data
witten to nenory 12 by the sensor reader is an optional feature,,éng @ﬁh4
such data may optionally be nmasked. Witing of Signature at Facto

is a block diagramof one enbodi ment of a systemused in a factory to
wite a signature into the sensor nenory 12. Shown in Fig. 3 is. a Bersona

conput er copébcasbr 8. ﬁsnb&yans@defcmiobtmgﬁaqﬂabb ROy ORBOSIESCTIE SHRVRH- bt ai ns
and ut|I|zesapr|vate key of a riv Lr key
i s cont ai 9EGSRANRHPID! NPt ?\W’?%E% B’ﬁ/ﬁﬁb%@ cog3 Boéggsggzpf}é his key
s preferbg.;bgu\{pﬁ}g%llg}egﬂ%bﬁ)c@%og@yone to preserve security. The

I'C

correspondi ng” pu ey may be known by both the PC 70 and coprocessor 72,
or may be out putted‘hbydatahﬂnclmprmgwdwtﬁ@ﬁOﬁfheeséth'/’a? G comedfem §1956 8dn by

t he coprocessor can cone n ester
76 for t e segeeh SHeaSSR U B AoHE (TR e or e i bfeRsh
conponent NlEnGLR el ch B! theShiRlor F@SdtEicanae, Thése dalthese
dat a val%egé(froe thgﬁégrgs\% ?%d to PE1 e7(5: %I ong i r?é 80. Additi onal

i nf or mat i wud2retheneovidpdito POY Oz ey iwrad Wl Afditiprahinfaanpiéqn Hamaphs &l ong

| i nes 84. This dat y inc r the
sensor, a Yrﬁh%ﬁfb&@f‘ﬁﬂ éherga’lagiiserﬁ}l 31”&5%%?%, at?#naplﬁtg?g d[;)C)fIfO?I on of the
data to bg 4 r{;g?pagse af m%qb&rfof HeQlRal| Phandfierudal datepa he namyeed dagedt off her
data to be i glnt he menory 12 are passed fromthe PCto

crypt ogramblponunpmﬁheslsmrm‘bzsvfﬁhé Qfdph@ic;@@@@ﬁnw conputes a digest from

the data being sign [ d
ot her data whose sﬁg’ﬁdﬁgqf’} gé@ Pé’ﬂd eﬁgt:9 Enr%le&%)réényﬁta co lfazl %gd
therein Cﬁa{}séd“ﬁbhh%e@c RYIFIRbEiaphic@ypfdtessot h@r Tﬁat@rbe&sn@' Reshgitesar

informati'on fromwhich a synmetric key can be derlg(gd Hﬁ’vftsap essor
transmtsdﬂghgfmmﬂﬂmdﬂtéb@aélélaﬂGdP@Pdié)’QHPG"l?]D‘hﬁrPé'f’%‘F yythe g of t he

data which ar not i ncl.uded | ked
dat &, "1 giie rese SR AP S EHB|AIR S B AT MOER bR

lines 86. sﬁmgetrﬂ: ey far dilrgagEbelnountskat  argnioneatpeframi whichh symeetyskem of
Fig. 3. Fig. 5 illustrates the data flow accordjn g.
4. First, cahles deshsdr 'Ifhg:@g@éﬁ%ﬁ&%@ﬁ%ﬁ}ﬁé@%@ﬂ%ﬁ@%&?g’cggg@ ]%T@t?ﬁ esfg{?gl':r
such ~as LEQ WAyl &AgEh ta%ﬁcﬂa&vracﬁ%%mwm,m@agn@ﬁﬂaeancﬂaﬁﬁblﬁ& the rraskoudt .

The data 1's en sorted (step 90). This sort results in first data 91 to
be si gneddatsgesigiuctatsd @Zaltdm:bmd transmits all this to memory 12 on lines 86.

Fig. 4 is a diagram illustrating the operation of the system of Fig. 3. Fig. 5
illustrates the data flow according to the method of Fig. 4.

First, the sensor is tested and measured parameters 88 of the sensor, such
as LED wavelength, are provided. Next, any other data 89 is input. The data is then
sorted (step 90). This sort results in first data 91 to be signed, second data 92 to be
masked, and third data 93, which will be in the clear, 1.e,, neither masked nor signed. To
verify no errors occur in any of the data 91, 92, 93 during manufacture or during a
subsequent reading/decryption step when the sensor s used, a digest 95 Is created (step
94) from all the data 91, 92, 93 during manufacture and is included within the signature.

. The digest is produced as an output of 2 hash function applied to the data 91, 92, 93. The
digest can be compared to a complicated CRC. When the data and the digest are later
read by a monitor subsequent to decryption, if one or more bits of error occurred in any of
the data 91, 92, 93, a second digest the monitor will create from the read data will not
correspond 1o the digest extracted from the memory, thus indicating one or mOoTe errors
have been introduced somewhere in the writing or signature verification processes. An

example of a suitable hash function i1s SHA-1, described in Federal Information



masked, and third data 93, which will be in the clear, i.e., neither nmasked

nor signed. To verify no errors occur in any of the data 91, 92, 937 gMAR004
manuf acture or during a subsequent readi ng/ decryption step when the sensor

is used, a digest 95 is created (step 94) fromall the data 91, 92, 93

during manuf act SRR R AR gmw&@,dar&rnemmngpst s

pr oduced PEesesmng to the data 91, 92, 93.
The di g%%qlpﬁ?gf lganggﬁi@a& gechiRife)s 2993 | THE EigesCREand\iata 9 e :ugwi 2Zond t he
di gest are lTa read by a nonitor subsequent to decgé)){ ption 6 & one or
more bi t svigffoahamingaac®t edtiednn atep 169 1o prrsuer Bevaturedd 18 81ep 2065 dB%ng di gest

the nmonitor will creat fromt a j jto the
di gest eXeFEEiRAICHP Shi dr?g 1%5?8%)0 f %xggﬁgllmémd}ﬂ%%gﬁgy t%rr]?)lfag&]xgarrors have

been i nt ooy % S@@@Wb@d B stan@andrfot ﬂl@gaMgr&hgéﬁatTheaiaWEE% fsingaskedom step
processes. An  exanple of a suitable hash functlgn IS el%sc ibed in

Feder al IlDBoiTh&ts;gmr&reZIOQ Maskzobda H)h@ad sleardatt &h EF&r‘EefﬁPB? in €FI PS,

PUB 180-1, Secure ute of Standards &
Technol o§9PT0£95§Br Ea %ﬁgi’mggb %‘gﬁé&[l @i’lngﬁleufsl gned along with
formatting data 99 -pgdegyvitBk df« afedkfQignahpiad 9t és pweﬁar@:ﬂ:atadﬂtaénlm’ﬂhramsstep 96.
The formatting data is added in step 100, for )&ﬁg’p deaB %gordance wth
| nt er nat idogied! sgﬁtaamda}g@nﬂg@’q@@?‘@m@@Wléﬂcgiséir?a%ﬂ b & si gnat ur es.
The data 92 is masked in ste 1d-0d 5 ketkdat R 7303,
and clear data 93 a o’?eheéﬂb%é%n cf‘%@] I%h&g%gggtgessor g%ﬁand PC 70 and
stored i 'L))é QﬁQEssfﬁiﬁpé ¥0 baie dibest phis\Batiygesefifousatung datsﬁgn'fhﬁé“@@ﬁ*aﬂg’ieq s

preferably a Rabin-Wllianms digital nat ure al orlt ge of
which is zdmegﬂ o2 byies. S@W@@l&mamlf?? ‘@ﬁg’ é’ﬁ‘B‘{) ﬂt RN 36“??53‘? na ock of

data to ne 1eslshe|qk h af 2@ shykerei gest
plus 3 bai \gyfthggﬁ??gfet%:%ﬁg’lj” etév%tge aé?’%%eg@y@feﬁdds a sfé%ed rre?;%ﬁgmof 96
bytes. Lojigendsbnatdéeas darchitydsstedamndiet smownt @f degypiiit ng 128
bytes with 106 bytes being receivable as useful data 91. The length of the
si gnat ur emomiégends on the degree of security desired and the anount of
decryption ability of the nonitor. Reading Signature by Reader/Monitor in
Field Fig. 6 illustrates a portlon of a sensor reader or nonitor 17 for
veri fyi ngreidige Sigriatat bgRemdenivionterdntseldveri ng the data from a sensor when
used on a patient. ta ar t iR 19 ensad ry and
stored in a nenory P@ %@F%e%gpomiaﬁé)fsg%‘éggfyégg%%rﬁﬁﬁis a publi gﬁﬁg in a
menory 114. &4\@5&8 R Jn%hirb! Rh& fddoyetivarhediaat fréthe stmsee when used on a patient. The

data are first retrieved from the sensor memory and stored in a memory 110 by CPU 50.

The sensor reader has a public key in a memory 112, which is typically loaded at the time
of manufacture of the monitor or is provided as an upgrade of the monitor. A signature
verification and data recovery program is stored in 2 portion of memory 114.

Fig. 7 illustrates the operation of the signature verification and data

recovery program of memeory portion 114 of Fig. 6. Fig. 8 is a diagram llustrating the

movement of the data according to the flowchart of Fig. 7. Data is first retrieved from the
sensor memory in step 106. The data 102 retrieved is shown in Fig. 8 as consisting of

signature 101, the masked data 107 and the clear data 93. The public key 112 is then

retrieved from the monitor’s memory (step 108).

The signature and public key are then provided as inputsto a

cryptographic transform to obtain the signature data 91 and the memory digest 95 (step

109).



of manufacture of the nonitor or is provided as an upgrade of the nonitor.
A signature verification and data recovery programis stored in a pQmMARQNN4
of menory 114. Fig. 7 illustrates the operation of the signature
verification and data recovery programof nenory portion 114 of Fig. 6.

Fig. 8 s adiagramyl sl fhised it B JRYEHRAE 1 mbi@ddalayauneridikeg, Lo the

flowchart of Fig. ais first retrieved fromthe sensor nenory in
step 106. anﬁ"ﬂisd&ﬁas 02 vsed 1ol Rusgt ihe shibedhdita 167 tp oigaiadbe origingt daig 93 that
signature 101, the nmasked data 107 and the clear data 93. The public key
112 is t heas nyeskedi(eigad 1k om t he nonitor's nenory (step 108). The signature

and public key are I | DRHS Saif B e Bara®ily P3 GOy, aRBidhdtdi geasfsor m t o
obtain the si gnatury%{gfg{o%hﬁg’e%%%dr%ry dieggét %3/5 (step 109)5&9 29

MAR 2004 {HRg creaedrty i gesitor fomshaedemypled eigniddata A, thasredskidtdetaYantedr i c
key, and this key is then used to decrypt e sked d 107, ain
the ori gi elcleradaiad3 usiga h%?ﬂ*}?&@kéﬁg (%%)Pebidi]igjq% Y cd?agér% “teg’ ‘%}%%‘??ﬁt he
accuracy of - al f ' 8rRudb sdir@@strorh She eaidreyiaat by
t he noni t‘é’ﬁ“&'r%ﬁ{%e%c yptdevg%glﬂgcﬁ]gé”%dagt %91,%% u%maseked d;ﬂ; QZmand

the cl ear 1pat & (RSdigsitn greahdgsire, thendgrizane isl&r{fstdepd UpopessEas comineddaiat e a

new di gest 122 which then can he conpared wifh the original.digest 95
(read frofdi$e SREHoripenigaied (éieéd%éhiﬁ% rflf’mf‘ﬂéﬁ?ﬂ e Igggesagigqg%ne, t he

signature |s_veridfi dTeSS . bahe Hessd2 is @8pmised
aut hent i cg?gaugns'tlé’p gxg;&ﬂ)e%ﬁgn ﬁoni?gg(stcﬁgﬁbﬂ?gssg‘tﬁhe rr_essa%e inits

oper at i onto bé coriptédndhberonhiandil] indzatiagdafeativasensapsiSpHSOhhBonIflsfessage
is determned to be corru&%gd and the nonitor will indicate a defective
sensor si gRanotuseifmasast Ur®liser and not use the nessage (128). As can be

seen, the invention Aniguels¥erfBR ihe&ntidh Ginfqilelysipphiad digas] 4ignabers or ssnsemsd i n
particul ar pulse oxineter sensors. The unique application to ausen or
al | ows t hend srepatculaemdss gximaier snsers. JOF URIHUEBBRIAFEOT HAf AFSQE U HEIPE

authenticity as to,source and ual it e ; ed snd
sensitives §6‘?3d§r6‘88?11‘?r3%tv PR ?\st%%cr{é?llgg?\éc ?act):ﬁi ﬂg?ér\ngt]wﬁggéﬁ ;ﬁﬁl scover ed
and used @LEERSFUY Enbodt, AATprbROG\CEEGiIVE seanaapedifirafoncnioreation Siognbeing e

Fi el ds Fi g 9%illustrates in nore detail one enbodi nent_ of ttuhe'3 Ssi ghat ure
data 91, easilediscoySredzand upesh SFEANEPHYY BXPAR- GOV ESenEeTatIHaC T ot ur e dat a
91 is broken up into an

Signature Fields
Fig. 9 illustrates in more detail one embodiment of the signature data 91,

digest 95, and formatting data 99. In particular, signature data 91 is broken up into an
arbitrary number of fields 132, followed by a CRC 134. Each field 132 includes a 1 byte
field ID 136, which identifies the type of data presented 1n its field. A single bit 138
indicates whether that field is mandatory or not. Next, there are 7 bits in a block 140
identifying the length of the field. Finally, the field data is provided in a byte block 142.
In operation, if an existing monitor or sensor reader 1s not able to handle or
does not recognize the particular field ID 136, 1t can look to the field length 140 and
figure out how much data to skip to get to the next field. However, it first checks
mandatory bit 138 to determine whether this data is mandatory to operation of the sensor.
If it is mandatory, the monitor or sensor reader will produce an error message indicating
that it is unable to properly read the attached sensor. If it is not mandatory, the monitor or

sensor reader will simply ignore this data field.
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arbitrary nunber of fields 132, followed by a CRC 134. Each field 132
includes a 1 byte field ID 136, which identifies the type of data
presented in its field. A single bit 138 indicates whether that fi e HMAR 2004
mandatory or not. Next, there are 7 bits in a block 140 identifying the

| ength of the field, FlnaIIy, the fiel t te bl ock
142. In operatl on, iThsgieldigraal hys H@Hl‘%ﬁi?ﬁéfbl @ﬁ &r’lg‘ggaﬂarﬁ?tgtﬁ%t able to

handl e or . does L8E § uhbBE Py Gl abrbabitity Pith3isting semmor | ook to
the fiel dlﬁ%ﬁtﬁd}l 1091\%98153'?'59&1 g out lhﬂgw rruchfpdata to skip to get to the
next fiel ghadél@wed @liturd dentiarists afivenicss mrﬁhmdatl@ﬁy bit 138 to determ ne

whet her this data is mandatg{\y tonggifrﬁ i Ofnfir gﬁct%ﬂQ/%ﬂfe is désﬂ%regted& an

mandat ory, the noni tI%P“?)T'mE wght uce an error ssage

I ndi cati ng % aéha&:% 5 HARDR (he (RE ﬁeﬁrchyraeeact thbeleatifiacolah ceasisd sel.f it
is not nandator Y, Che nonitor- or sensor reader Wil l 5| gédﬁﬁnore this

data fi el ghisldlods IdMURI GO0 4T Mektd,ined e, Conpugss OhUEIHr B iG XFbility in

packi ng data into the atu e. da upgradeabi lity and
conpat i bi mcﬂb}dednltlﬁ@@ﬁﬁel‘ﬂgl %"6‘?" Orr(?é‘tfgfsﬂ%en %fd?llt S%e gener ati ons of
sensors and nonitors. In one enbodinent, a field identifier of a selected

value is designated as an "escape character", indicating that the next
charact er Daga Theesi dentifier of an extended set This allows the ability to
add, delete, nove, conpress. or stretch t halht 3e8nclhded Mdgd in a
message Wit hout havi H 1P O‘P@sﬁete’taglpﬁ? !esgélgsg?%ata Tunes The

fol |l ow ng 88 eRbolidiedt. t ypes that m ght be included in the nenory
12 in onene%rﬁ% rgl)ﬁ{r%eqﬁto '?' eoact ual coefficients or data toaﬁg?sgfool ed to the

equations for the sHteurcatal gwf&emtaloaﬂmého peAPRIEs P 4he B34 Ul d be

stored. These coef |ents ca 2 tdrBld. PhestQeiMierds v be
corresponé?W@attotﬁ'C@Ifé' f_ ‘nge& gﬂgtﬂés# r%su It is greatly

i ncreased {d x| P SsttérEhoSﬁ%@dc&%p@fﬂmgm&mmbmrbdétﬁ%wa&dﬂm@ M& not
restrict ec? to a small set” of curves which have been g}row d&%%s“arenot
i nstr urrentrssum.lstgea*atiatlmryasﬁé NexibILEp &t S0P INF R AT PRt Ret 61 6

LED wavel engt.hs ., coul d iy
wavel engt HegEﬁ‘ﬁp prog- gl tsFtLB;flcéB\%Fvﬁmbcglr e bALS ProvIREAN dadtinedm s Si on

stored, and ot her LED_par ngteg )
Certain sensors may havxﬁatenetronhstcmfﬁmaste@rtmadﬁeﬁ@mﬂ@“ﬁ%‘BF g}rﬁé‘?’ FU88° for

pur poses such as conpensai gn. of cal) by aLl,on. SHEES HirsERRSGYs dANPBEal ur .

stored, and other LED parameters.
Certain sensors may have thermistors used to measure local temperature

for purposes such as compensation of calibration curves for sensor temperature, or to

prevent patient bums. Calibration coefficients for the thermistor could be stored.
Other data that might be included in memory 12 could include, for
example, a lot code which will allow traceability of the sensor, a bad sensor flag, a date of
manufacture, manufacturing test information, the version of the signing software program
used for the signature, LED forward V/I characteristics, LED optical power
charactenistics, a detector efficiency characteristic, a maximum safe LED power, a sensor
data set revision level (indicating the features included in the sensor), a sensor model 1D,
an adult/neonatal query flag (for triggenng a desired alarm limit range depending upon

whether a peonate or adult is monitored, with different normal oxygen saturation levels
for pulse oximetry), a write once/write many flag, a page size, a number of pages, and 2

maximum number of recycle events.
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prevent patient buns. Calibration coefficients for the thermstor could be
stored. Other data that mght be included in nmenory 12 could include, for
exanple, a lot code which will allow traceability of the sensor, a bf\gl
sensor flag, a date of nmanufacture, manufacturing test information, I%R 1004
version of the signing software program used for the signature, LED

forward VI charact gjLstids ank EPuMPHdE BlpePRITiofdtAACE 6r destrites], in shedet ect or
ef ficiency characteristic, ’a haxi mum safe LED power, a sensor. data set

revi si on digyehof kndiferticagcdiebé eatdands torrgl indiedier magké dgadomthe 4 sensor
nodel I D, an adul t/neonat alc\]ﬁ%ugré flag (for triggering a desired alarm
limt rarfggnaiepEadi Hg oupoie decrer3a neonate or adult is nonitored, with

di fferent normal oxygefy Ralwbal hiABrahfded SensbiOfysit HEoPYIating by hdapterwr i t
once/wite many flag,” a page size, a nunber of pages, and a nmaxi mum nunber

of recyclgvaidigitallsigRatOreNAREORpteAl Fi ntsbbys aaenson?0l sraneried 4 &pes

menti oned above or described in the ~cited. pri rt refere . | d be
used and mlapisr 804, whish ih BT pRIBECEGI%2 W?’tPﬁbﬁée?hes?d&ﬁ% or gl%ggf]ggzgl, or in

the clear data 93. .Fi ! Kifl.agsem fArS2E Ahd sy Hft@Hkl monitor
i ncor por at4™ ‘%H’%%ié%‘?‘ﬁgoﬁ}v@%‘g@gd}‘gi‘”’t ar siségr?gture in the adapter. Fig.

10 shows 75 QMsOkse2T2uckh anedipee wonldbe fanaphey of2Busorniisigned ip bypqpnpeted

ted t it 206. The adapt incl ' | k1 honis;
1T oul LT yio208, smadmieh Y HpER AU PRIS] Rt i o it Cand PRI pERI

moni tor 212. (ne use. of SUch A0 AfAPHRE WMPeksnpPR, moteadoldadl Ser3br BamsOr

desi gned PPN B4 to such an adapter wthout a digital signature.
The adapt @iifié@ el diffe@ut thefiicd\or detemeinitiggrhatathe sensgricare EEN{ied e3Pt Sr nal
nonitor 206. Thus, for exa tead o certified, a

C xanpl e, i_?s ;1 each zrenngl%r bei ng
di f f er ent withtihrorflaptr PEROEIE the A ULRHOY RS EHETPL™SPE certifi ed can be
used, wth the ada hSEREHLRE if 14,1100 eRtdoaptet Slsd imeludxd en madmal
nonitor. In the enbg%lﬁ{r?eér?l{]pdgﬁom in Filg. 0, the adapter also incl.udes an

i nternal @Rkt o2, 20iRs infkimal netizenen beoised br peNHeRSRIL 88P12Y op PHVT #8"Yhit put

di splay or other signal which are differ g Jaad Lo R ] the
out put s akddaspA{gey d&dd’ 35’3738?&0 rﬁ.‘aelOU?p%?\%@gﬂépl%%&i@wdﬁgg)? ?[gﬁ%. To

ensur e { i, 30X B uhSoK, diosdhanahiteny hatiuoontisgluprisy he 6o oEngpIsEEnt
si gnal conditt oni ng bl ock 208 can nodify the sensor si. ”;ﬁl Zl%tti?l%té’ inits
06

nodi fied tomsistertthegsl gnaditionngilodn2Q8; gpa mad iy gneé-grtxqgf sEpalsg - will
CRLz o PR AT e Sependne 2
be obt ai negd, fLP0E fNGekte 20216 sRSBMMesgoridingto that produced by internal monitor
212. For example, a patient signal can be obtained from sensor 202 corresponding to a
pulse oximetry value. An estimation of saturation and heart rate can be generated on
internal monitor 212, with block 208 generating a synthetic AC signal which it sends to
external monitor 206. The construction of a synthetic signal would be such so 2as 10
ensure that the external monitor calculates a similar heart rate and saturation to internal
monitor 212.
The digital signature can be a signature of any data including unfiltered
patient data, filtered patient data, 2 synthetic patient physiclogical signal or any other
data. |
As will be understood by those of skill in the art, the present mvenion
may be embodied in other specific forms without departing from the essential
characteristics of the invention. Accordingly, the foregoing is intended to be illustrative,

but not limiting, of the scope of the invention which is set forth in the following claims.



pul se oxinetry value. An estimation of saturation and heart rate can be
generated on internal nonitor 212, with block 208 generating a synthetic
AC signal which it sends to external monitor 206. The construction 2§ MAR 2004
synt hetic signal would be such so as to ensure that the external nonitor
calculates a simlar heart rate and saturation to internal nonitor 212.

The digital signature can be a signature of any data including unfiltered
pati ent davaATIISIGIexIdMEDAS: ent data, a synthetic patient physiol ogical

signal or any other data. As will be understood by those of skill in the
art, the present invention may be enbodied in other specific forns w thout
depart ing fromthe gssenty @lise dasRcippaianisiindudifig & belse oxieretdroensor (15)

Accor di nglpyying BE oh@PLESP HRGidise b HEeNdefespondify id d medsusediphgsiolopistl not
limting, Béra Qﬁstﬁ;cﬁi?@lepéhaﬁé?eri'zéﬁlgﬁt' on which is set forth in the follow ng
claims. 12 §Sogaéldl\@@1n§sen%er HdNeda5R Sxdri@ttes appar at us

| ncl uding & Pl ﬁ?? f{mteg e Sherr Ll BRYh R0 QB ng o
signal co rg pond ncg i % |o ogl cal~ characteristic, further
char act er iS#8d°%Y ?Pé%? g? %Has oCl at ed with the sensor and | ocat ed
external to a rmnl ( e|v s.the se menory
contai ning data rel g’u ng %apg%{?@ ) 3’51 eg‘ %l(an% gi t%gﬁnga

si gnat ur e Priyate kgl %ﬁlp%%fqﬁ%b?i?g E‘F eviha PRslly él"ll Plire is signed
using a private key, said si gnature bei ng ver|f| bI e vvlth ublic key in
the nonitor. 3. The appar'ﬁtwpﬁﬁtuépéﬁlmml\)?fr}?éﬁeé}%‘ ﬁ%%?ﬁlpﬂ i s a Rabin-
W lians sWighahusignatam, 4RGASA isignattiues éDlﬁieEhlﬁflhTP@-sFﬂaF%ﬁn G#ERhre, an El
Ganmal  si gh@aibtre or an ediptieblnivpsiguategr ve signature. 4. The apparatus of claim
1 wherein at least a first portion of said data is contained within said
digital signature. 5. TheTtappparatusst cfinell aibered atlkest 2first goien oheripor ti on of

sai d data daga is @bhiteind@ wedinkatl @pitalsigatgreat ure and i s masked using a
symetric key contained within the digital signature. 6. The apparatus of

claims, said nmenory contgienippstatas Bashint unehirein a Br@eisportén of pid datois of
sai d data §,Q;#es5h apadh sisintte dh@ fShadked ﬂﬁln@@@ﬁ,ﬂlﬂ%&d: Wéyt ddintairsedivwdithin the

digital signature.

6. The apparatus of claim 5, said memory containing a hash function
digest of a portion of said data to be signed, sald digest being contained within said
digital signature.

7. The apparatus of claim 6, wherein said symmetric key is derivable
from said digest.

8. The apparatus of claim 7, wherein a third portion of said data is
unmasked and is outside said digital signature, sald digest being created from said first,
second, and third portions.

9. The apparatus of claim 1 wherein said data includes masked data
outside said signature, and a symmetric key for decoding the masked data, the symmetric
key being contained within said digital signature.

10.  The apparatus of claim 9 wherein a message digest is contained
within the signature for authenticating an accuracy of at least some of the data.

11. The apparatus of claim 1 wherein a field of said data includes 2
mandatory/optional bit flag, said flag indicating whether knowledge of how to use said
field of data by a monitor reading said memory is mandatory for operations of the
monitor with said sensor.
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digital signature. 7. The apparatus of claim®6, wherein said symetric key
Is derivable fromsaid digest. 8. The apparatus of claim7, wherein a
third portion of said data is unmasked and is outside said digital 29 MAR 2004
signature, said digest being created fromsaid first, second, and third
portions. 9. The apparatus of claim1l wherein said data includes masked
data outside said signature, and a symmetric key for decodi ng the masked
data, the symetric 12key Theiapppratuneiaélamad! wihetsimsashsahsali igiatpalse oixgmet¢rur e, 10.
The appar atussr,gihd @f RhghaPowiiver ofisaidalateeis sag@ned wabin sasl sigmtae, seid povidnhi N t he
Si gnat ur e ifhdudiag bhleadt icaa ot sguatiormcdalaon wbffaientse aaisoSORE tlaéshohis, awlt a. 11.
The appar ahéimisdér dalibdativd codfiisiity) a field of said data includes a

mandat ory/optional bit flag, said flag indicating whether know edge of how

to use said field qf datmelypRatiPof d8Mm r2RELrAE sgididdtaFRFIhNudd RAGAL Or'y

for Operatdn@%a Qitebhﬁlamﬁfﬁ&hﬁe% 10Mcbde, §thﬂse%§d}§ﬁg mariffct@ii BBt &t The
appar at us g, E B B %m &ﬂgt?csslgmg uéa& §factfeﬁgt t@eeecm%ensor and
at | east aefﬂ?ﬁ‘? %%Har%? teﬁ&fc sb storid %ﬁte sai d
portion ? /%é

sensor OFF ?1

9
RV AT D
appar at us %f° é’fﬁl ulyneo B%t?oq ﬂ%gal so |ncI udes at | east one of a

date of manufacture, a | gt Igﬂfgfqga bad sensor  fl ag,. manyfacturi ng conponent

test data, LED forwdkd WPe ctatngs figyal SL@B‘“g?)‘t"lac%“ﬁH\h@? ter

char act er i3pirays ntsr&{d@zﬂ somepR; (A earsqriaphyv e ¢ Bplse pximetenssasaLito swving Ep
power, serdS@hinghfos praiding g signdrormespendingfa @easméeqhﬁﬁlpkoglcwrameaaw page

si ze, numniseid ndthgsbeperprisgighsor nodel type, maxi mum nunber of recycle
events, and adul t/ neignigak legsiarpprtidnay sail 4latasclpenghiodaideensor eatreatgaa digit al
si gnat ur e digitahsipudtere; oxi neter apparatus including a menory (12) associ ated
with a pul se oxi nmet eriagesiddigithbigrhature psaidmnemoityparid f or provi di ng a si gnal

corresponding to a @ﬁ@iﬁFﬂadrﬂwﬁgt@Ismglse@brﬁlhardaﬁérﬁdsrlystlc sai d net hod
conprising: signing at [east a portion of said data relating to said sensor

to create a digi taI si gnat ur e;
15. ~ The method of claim 14 further cornprlsmg

creating a public key and private key pair;
imbedding said public key in a memory in a sensor reader; and
using said private key to sign said data and create said digital signature.

16.  The method of claim 14 wherein said digital signature is a Rabin-
Williams signature, an RSA signature, a Diffie-Hellman signature, an El Gamal
signature, or an elliptic curve signature.

17. The method of claim 14 further comprising imbedding at least a
portion of said data in said digital signature.

18. The method of claim 14, further comprising a program for
verifying and authenticating the digital signature by reading a message derived from the
memory digital data, creating a first digest from the message, and comparing for identity
the first digest with a second digest contained within the digital signature.

19. The method of claim 14, wherein a second portion of said data is
outside said digital signature and is masked using a symmetric key.

20. The method of claim 19, further comprising creating a hash

function digest of a portion of said data to be signed, said digest being contained within
said digital signature.
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storing said digital signature in said nenory; and storing data relating
to said sensor in said nenory. 15. The nethod of claim 14 further
conprising: creating a public key and private key pair; inbedding a9 MAR 2004
public key in a nenory in a sensor reader; and using said private key to
sign said data and create said digital signature. 16. The nethod of claim
14 wherein said digital signature is a Rabin- WIllians signature, an RSA
signature, a Diffie2ltel | nhe ntdtiptidNelaim 20nwikreizanidl symsiegicitayliederiablan

el liptic owwsnigtigeat ure. 17. The nethod of claim 14 further conprising

i tbedding at least a portion of said data in said digital signature. 18.

The nethod of clai m3d, fietilo LA i NIhdeRlQ8H@PdkiBh of ¥R Hityisng and
aut hent i C%M%ﬁ%ﬁd% SAididd sa3d @igﬁ%l%§g‘fnatgée, t5adlRd RifReS ARy 8 f rom the
i t an
e

menory di gl - irst digest Trom Che nessage,
conparingq?or ﬁﬁ??g&gﬁhgﬁﬁfrst digest with a second di gest contai ned
within the digital signature. 19. The nmethod of claim 14, wherein a second
portion of said data is outside said digital signature and is masked using
a symmetric key. 20. The nethod of claim 19, further conprising creating a
hash function digest of a portion of said data to be signed, said digest
being contained within said digital signature. 14 2 9 MAR 2004 21. The

nmet hod of claim 20, wherein said synmmetric key is derivable fromsaid

di gest. 22. The nmethod of claim 21, wherein a third portion of said data is
unmasked and is outside said digital signature, said digest being created
fromsaid first, second, and third data portions. 15
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