; e3ePD@TPy ql METHOD AND CONDI TI ONAL ACCESS SYSTEM TO | P SERVI CES
Technical Field The present invention is in the technical field of
scranbling and access control to |IP services. The invention relates nore
particularly to a nethod and a systemfor transmtting/receiving 5

information with access control over a network utilizing the IP protocol as
wel | as a device making possible inplemedtation of the nethod. This method
can be utilized for controlling access to services of audiovisual flow over
| P and data 10 distribution services distributed by satellite over the
internet. -Prior Art A nunber of solutions are currently used for realizing
scranbling and control of access to |IP data. O these solutions, we cite

the | PSEC standard that makes it possible to transport i confidenti al
fashion data in | P datagrams point-to-point. This standa MMHMWWE
foll owi ng services: - confidentiality SP19013 HM 2 - a -

integrity. The I PSEC protection does not require nodificati onsseb« t he server
or the application software installed at the client |ocation. However,
scranbling is generally applied to the entirety of the traffic between the
client and the server and not only to a specific service. mwmﬁwummHHMHL
extent where the traffic conprises data, that do not requi ¥n,

t he 1 PSEC standard cannot be used if selective scranmbling is taod@+done on
defined services. Another drawback of this standard is the fact that it

i nposes the existence of a return path. Now, in the framework of a
point-multi-point application, the return path is not necessary; for
exanpl e, transmi ssion by satellite (nulticast). In addition, the exchange

of the keys nak .O p ible to _access the contents is done Qy nmeans of
utilization of L@i&&@ﬂwﬁnsﬁmm 40 i SERVAGES d does
not make it possible to determ ne access to the contents of the information
inreturn for having rights such as those defined for digital television,
for exanple ( Ay ldubscription, etc.) and that are witten to a
saf e processor. S I tk . (Secure_Socket Layer) .standard fhat is
an encryption neYﬁ%%éagﬁg%é ttgggggglép fﬁelPe$§F %Fc$§é4%%ué%éh4 ?%yer.
This net hod ustcramebipgoandohctdent cbherslapd poriepunbess for

di stingui shing the Qrotected data fromthe unprotected data. For exanple, a
hypertext |ink ovel™ helREEMbIREwi FELAEESt hMOTRet REdtiicvlRa 1pt ottstola
identifier SRAQEASIHM and@ 1 ngic TPS 4 nst HTTP. e a
protected by SSL navigate gerg;ergélffltéﬁer%éﬂgonnec n%nﬁﬁ}nﬁfgécf%ﬁgthe
TCP server®. ALlBfornitide seviidr receeses acammslti ovretro part rdSyork

applies the . SCr i ta this,conpection d transnmits the IP data to
the client. 15_‘?“ Jéf%%g%ngd&?% ré%e?rPFoﬁS si ew?ﬁf ffe &| FENECENd"A S er ver
t o di stingui shoshibpe oiepl €defloafibno8Yt bREEMEPRb4Ar e not protected. One
drawback of this nethod resides in its dependence on the TCP transport

protocol used and ThtfR TRPBR@sCRBr ket titAd isrddELs eontiviod ljnat ceatesm t he
data to be sCE@Mi€fyices of audiovisual flow over IP —.and data

10 distribution services distributed by satellite over the

internet.

Prior Art

A number of solutions are currently used for
realizing scrambling and control of access to IP data.
Of these solutions, we cite the IPSEC standard that
makes it possible to transport in a confidential
fashion data in IP datagrams point-to-point. This
standard offers the following services:

- confidentiality
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The object of the invention is to renmedy these drawbacks of the prior art
descri bed above by neans of a process nmaking it possible to generically
scranble I P services and to control access to these services by neans of an
access control device such as a chip card. A further object of the
invention is to renove the constraints connected with the transport
protocol. A further object of the inventizon is to provide scrambling of IP
data regardl ess of the application using said data, especially in the
foll owi ng service configurations: - point-to-point services; - nulti-point
service with the existence of a client-server return path; - mnulti-point
services wthout a_cquQkﬁﬁgkﬁﬁﬁiﬁpturn pat h; These objects are achieved by
means of a nethod conprising the follow ng steps: At transm ssion: SP19013
HM r 4 - scranbl fngr&edgnmisty .| P datagram - defining a header conprising

at | east one datum,dentfyin he_access control neans; - concatenating
this header with t f%%?ﬁ’?&ﬁ%ﬁ%?%ﬂ&& Z%?Fég% iTEBHES 1Al dat a

bl ock; 10 15 ofenbapsdrdtdmdbt hendakpphliogkibl acteward RAataywany. -
transmtting this second | P datagram over the network, and at reception: -

extracting t hehgatcd isindckloeahiohe Hpwayeam receankling ést rgmterml lhe

header; - des 3N he.first,datagram.if_.access tQ the data is
aut hori zed:; -gégg?égrgﬁ% %ﬁg dSEE%gﬁgge n%aﬁgEEA & dithg PEEYRE™ vt i on,
the data bl ocklisnencapsul glied darvveDRACK:. A6G9T dEBY 40 dheifvention,

the data block is encapsul ated directly in an IP datagram According to the
i nvention, th8%E¥}FGRbI i AgSep Ednpthses e¥entbl | BhehRg pldses:traffic

comprises data that do not require protection, the
IPSEC standard cannot be used if selective scrambling
is to be done on defined services.

Another drawback of this standard is the fact that
it imposes the existence of a return path. Now, in the
framework of a point-multi-point application, the
return path is not necessary; for example, transmission
by satellite (multicast).

In addition, the exchange of the keys makes it
possible to access the contents is done by means of
utilization of public key algorithms. Because of this,
this standard does not make it possible to determine
access to the contents of the information in return for
having rights such as those defined for digital
television, for example (pay per view, subscription,
etc.) and that are written to a safe processor.

We also cite the SSL (Secure Socket Layer)
standard that is an encryption method applied to data
at the 1level of the transport layer. This method
utilizes protocol identifiers and port numbers for
distinguishing the protected data from the unprotected
data. For example, a hypertext link over the network

will wuse this method if the protocol identifier

SP19013 HM



- defining the services to be encrypted by a | abel to which an | P source
address corresponds or an destination |IP address; - saving at |east one
access condition or at |east a private key. According to the invention the
data bl ock conprises: S P19 (1 '1 '~ HVM 5 - the header (access_control
header) noving the information necessary to the processing by a user
termnal of the data transported; and - a sequence (payload) representing
the information to be scranbled. According to the invention, the data bl ock
observes the follow ng syntax: CAS DATA UNI T() Access_control -header() p
octets Payl oad q octets According to the invention, the sequence (payl oad)

observes the follow n X | gad () data bytes n octets paddi ng
bytes p oct etlsm%lpé)%%aenga@ﬁ%g %Hggéﬁﬁué’fO)H e hedder2Ednpricsestad &3di ti on
a field (EDC)sSERi£srtid génSLSUEPCEvEL &' EBAndetechi @R pARGOrGiNg# 0 one

enbodi ment of the invention, in which the data block is ifnserted into a DDP
packet, whi cHhe iTGR| f spr¥ert ed Alco arifi P e ageanven t recsdivesi os a UDP

source port i i cal | 1.Qc t 9.t he_qpeni ng of fh)‘e UDP l.ink. In
this enmbodi rrecisﬁrgyt ﬂe %?t’r:%gb tolr%na% ‘thétUﬁPpg'é‘s?ts’l n ?oﬁts ortC e S an be
done staticalty ¢thasfiapireddtoionatadevieringhl s detiecated dyra £egwiat ory

authority) or_even dyﬂ?m cally by a s;gnal i.ng protocol between the
scrambl er and 1P Yestr ipEPCedprannakes itspaessbdend oo the s leriddi ment

O o oD, cRECRLLAR Yo Bt PLDT LAY WPolNcLOg Haldl aldnt

conprises the followi ng steps: - recelving the seto tagrani -
recei vi ng t hechypre gdeketans mathepporected evi ousl y opened (static or dynami c

Reader - sondi ng it dYCTARSR odOFP ddidy dRTIPS pseaagedr | var - A5

extracting thiegiideridondh hehti et dasidpdtONprotocol used and thus
imposes formatting of data of this protocol on the data
to be scrambled.

The object of the invention is to remedy these
drawbacks of the prior art described above by means of
a process making it possible to generically scramble IP
services and to control access to these services by
means of an access control device such as a chip card.

A further object of the invention is to remove the
constraints connected with the transport protocol.

A further object of the invention is to provide
scrambling of IP data regardless of the application
using said data, especially in the following service
configurations:

- point-to-point services;

- multi-point service with the existence of a

client-server return path;

- multi-point services without a client-server

return path;

These objects are achieved by means of a method
comprising the following steps:

At transmission:

- SP19013 HM



T4/ T/ esTsTTTTr T/ e /T .

datagram - sending the extracted packet to the destination application.
According to an alternative in this enbodi nent, reception of the UDP i
dat agranms by the final client conprises the follow ng steps: - receiving
the second | P datagram - receiving the UDP packet over the open port
‘(static or dynamc port); - recovering and descranbling the data bl ock; -
extracting the header; - re-transmttingathe first |P datagram over the

| oopback address of the IP stack; - extracting the data of the first

dat agram and sending themto the destination application. According to the
invention, the IP services transmtted are audiovisual flux over |P.

According to the inventio 1_the | P services transmtted are data
transmitted by satel SCFERLATEN 3 B iFsitndrk deSBER#™ HM The data are

transmtted over an WRrAeliWer k QYefad+ aBS 'Mginﬁg%rhékgg %Fu%”sdcj\tq.{m

associ ating a header with the | P, said header conprising at least one datum
i dentifying the accessleagifydngntdues azmek san dontiredt ineanef; t he scranbl i ng

net hod used. The transm tter accordi .to the [nventi,on conprises, in
f 3 gg%?ceéhqﬁé

addition: - neans fof G&ARTRG e s e eMctypt By £i%Hel to

whi ch an 5P source adéieypted r8509888mOri@n okBedestd NaligR Adgr €655 -
means for capturing at | east one access condition or at | east one private
key. According to th®liog¥ention, this transmtter conprises an | P data fl ux

Generat or and a dat AbREELHAAEAEon B 1 ReCt N Tandm o SRR HE

generator and a dat abase. ceptron o

network is realized bptagreaei ver conpri sing neans for extracting the
header of an encrypted datagram and peans for_activating at | east one
access condition or &ralnééi‘&gtéﬁﬁ pFRi%t Facapd ThR SatadHaMgo¥est dhiaand t he
access captrol in anpkRuyRe Rgigwork conprises a transnitter and a receiver
as descri bed above. The scranbling device and the | P services access
control according 2% ¥eeeptiemti on conprises a human machine interface

ntended Vo, def) 1 USRI "Enger NGRS AISCRTPHL LA AL
received;

- extracting the header;

15 - descrambling the first datagram if access to the
data is authorized;

- delivering the descrambled data.

According to the invention, the data block is
encapsulated in a UDP packet.

According to the invention, the data block is
encapsulated directly in an IP datagram.

According to the invention, the scrambling step
comprises the following phases:

- defining the services to be encrypted by a label
to which an 1IP source address corresponds or an
destination IP address;

- saving at least one access condition or at least

a private key.

According to the invention the data block

comprises:
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I

According to the invention, the access control means conprising a chip card
for the transport of the private key. Brief Description of the Figures v
Q her features and advantages of the invention will becone apparent from:
the foll ow ng description, provided as a non-limting exanple, with
reference to the appended figures, wherein: - Figure 1 diagrammatically
represents a data transm ssion/receptionssystemw th access contr ol
according to the invention; - Figure 2 diagranmatically represents the
steps for defining the structure of a datagram according to the invention;
- Figure 3 diagrammatically represents a preferred enbodi nent of scranbling
according to the inventiop; - Fi gl(Jre 4 diagranmatjcally represents a first
recei ving node i npl eﬁglﬁt egeF‘ﬂthe AEERBE_SeRbFatnBeadethe POVERT | drhe -
Figure 5 di agiafomhdicidd Y fedd £5 S segond J.ecal Vi m)g.? igplgnented in
t he met hod according to the inveér?\ﬁon%ao- Fi gurISe 6 ﬁ/éé%m icaglpl y
represents a EREBIRRY bl ilng d3ka ehramspopoedt arsl poi nt envi ronment
according to the inventio tailed scription of the Enbodi ments of the
LA L...oa ._%‘Fi gurgngSB?Sgra ?Yiggéb replfee%]é%‘?%mél’%%sterﬁsrfen whi ch
several data hifeesstith ansl be afsrambleg, devi ces SP19013 HM 9 are
interconnected in a local network 2 (LAN, |ocal area network) that is
connected, via thePFSREFHE nEPwortkhs, davansigral i tshef dptent oeckThe LAN
2 conprises o 6 teway 8 conprising an IP

scranbl er, aﬁg%édw&\g%l;%%oﬁggéyg%%eggggggfroI message DVB, entitl enent
control nessage), GAS EMMAMEImtp{ 14 (access nmanagenent nessage DVB,

entitlenment nmanagenent rressasgrg and ﬁ dat abase 16. The LAN 2 is connected
to a web server 17. ThéSEPFITHWITY -1?%5% Y ng O5&eGfaracteristics of the

server application ((erpayiRxserver, name progr ag Hleanpl ing active) is not
necessarily on the sane LAN 2. The |IP data delivered by the flow server 6
can be audi ovi sual} servi ces requiring the possession of an access right

regi stered on a chj e th nti.tled,clients 4. These .audi.ovi sual
services are scr a%&eﬁ%?h%gl %crgg“r{%f%%opnt géleatsgguﬁ’rﬁ?e Gbaﬁye]v%@fﬁh
before bei ng ¢baesved ttedde ofiel Loéhktng nsgrvek: network 3. Each client 4 has

equi pnent 18 conpri Si ng%ian access control device such as, for exanple, a
chip card. The gatRA¥FH i 8 ehdowed with a human - nachine interface HV

program enabling it: - dactéqus}g@sthe services tg %gt%rggbe; - to capture the
access conditions or the private keys. The services to be scranbled are

identified by a | abel, pa&binadyteaddress or ap kRtedst i nati on address
correspondi ng therg; o, al,gcordi ng t.0 whigh ope wants to scranble the data
froma source and/ 87 Gof FTER Rt YRRLF o SP19013 HM 10 As is
represented by the} tables below (Table | and I1), scranbling of the data
results in coupling the identifier of the service (IDservi peé, .
characterized by tTRe s&§PEeY sFoBRPLERSdelR | meldidiamidresEiedd ofER®e | P

datagranms and-&brS&d.abhd gg%ueﬂ'ggiﬁggrépgggi&gt%{zgggﬂgwal of this key is

relatively low'in the systens ot utilizing the c card (Table 1) and can
- be higher in the Asteardingi hg rearempddbhent | pf |tthé heaeehatibar, iin

carries the r\?‘qucl(l)f ttnge c‘fa(.){](‘;[tr%lloc rdis-I-'%L%I—sEeJ:'Ited into a DDP packet,
which is itself inserted into an IP datagram on
transmission, a UDP source port is dynamically
allocated to the opening of the UDP link.

In this embodiment, the attribution of the UPF
destination port number <can be done statically
(gonfiguration data eventually dedicated by a
regulatory authority) or even dynamically by a
signaling protocol between the scrambler and the

degscrambler.
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| D ServiceAddress toOrigi nScranblingfilter and(source

or Keyscr anbl edesti nati on) Service pQ format | PVXS and/ or D TABLE
Label Address toOri gi nCont rol Accessfilter and(source v
or Wor dCondi ti onsscr anbl edesti nation)ServiceQ in formatS and/or DCA ijIP VX
In the systenms using a chip card, obtaining a control word is subject to

t he possession of rights previously regi $tered on the card. The signaling
linked to the inplenmentation of the access control systemutilizing the
chip card for restoring the control words in the I P context covers in order
of priority the follow ng services: SP19013 HM 11 - data distribution

services utilizing /1 P_stagk: | PSat (push, file_transfer);, -

audi ovi sual distri%%??B# Egrv?%eg: er © Qﬁq%QWﬁitproF%? f%?ﬁ@gE&?Wizing
the UDP/IP st aekepBtibhi p@ Nthe'i degoopl @=2ncH s awdi eaenfEANCEslient

audi ovi sual distributi ong , - .audiovisual consultation services over |P
utilizing, thE°UPPLFPSstaekLfpVEPVWipgdesesafer ence poi ntto-point, tel ephony
over |IP); - transactignal; i i1 gi e | P stack. Figure 2

di agrammatically repr esenltiﬁ%%e s%se%gséé%c% ft}?e%%ar%%'("dat agram according to
the invention. The-datecdiovieytrahem tUpH 2Gadleet ni tijadl | ytBEt Upoiff O
packets 21 that can bf of variable |engths. Each packet 21 is then
associ at ed wi Phe¥AcrplKeqREReS2 (FE2EbRsPKt dYBaRiF) PSEL)P dat agram 23. The

transm ssion of the packfis:i rk.is t he

followi ng principle: - scrirn%?gl gégﬁ)fé%%g%l%&P%%t%%ﬁ?n&Z@%Pw,

protocol data unit); extefdting drheofheademsader 24 "access control header "
known as access contrgol signal, maki ng it possjible to provide to th
descranbl er the el éneér)ﬁnsélo’&%}ﬁ N g ﬁ%%‘ir}aﬁﬁﬁﬁﬁg’gﬁ%r%i%rﬁs% Q- header
24 conprises drdiseri m nator 25 identifying the type of access control
system used for scranbling the | P datagram 23 and the control data 27. -
concat enation of thi SHe@fering &he daéal Exre aghamiizsto destmimatibenm bl ock
26; SP19013 H¥Loqt2n; encapsulating this data block 26 in an UDP datagram
The set of these Operations is called IP-CAS (IP conditional access system
in the foll owi ng descyerptirgn. tHdeegenactbdspavketr & coftife hbasern2di ds
illustrated in endi.x_1 describing the different fields representing the
bi nary data bFBERES2THPE header 24 conprises: - a field (header | ength)
representing the tpbabriengt t®f ahhealeadest 2de -irp Ehekd ipsyd ache
scranbling-controlé.indicating the node of application of the scranbling in
the case of sEBSRBFLAR oPf uddtaul UPRf odakadvams THy hédeer £ 2hatanc ki ent
conprise a fi r ..0g _an,error detection sequence. According
to the invent?%ﬂ?gggg%pggPogéﬁgéygﬁgl?ﬁngOntrol ~ 00), the header 24
(access control headerdceconpg sese igedstil tiPdgc dd:04:8; (payl oad descranbl i ng

way) stating the node of ﬂescran%!ingDof t he content of the payl oad.
- receiving the P packet over the openh port

(static or dynamic port);

- recovering and descrambling the data block;

- extracting the header;

- re-transmitting the first IP datagram over the
loopback address of the IP stack;

- extracting the data of the first datagram and
sending them to the destination application.

According to the invention, the IP services
transmitted are audiovisual flux over IP.

According to the invention, the 1IP services
transmitted are data transmitted by satellite via an IP

network.
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If the field (payl oad descranbling way = xi), xi being a binary value, the
header 24 conprises in addition a field (ECM CA descriptor_flag) indicating
the presence of at |east one conditional access descriptor (ECM CA f
descriptor) in the header 24 of the scranbl ed datagram 23, and a field
(ECMflag) indicating, when its value is equal to |, the presence of at

| east one field ECM) in the header of tle scranbled datagram 23. If (ECM
CA descriptor-flag ~ 1), the header 24 conprises a field (No ECM CA
descriptor) indicating the SP19013 HM 13 nunber of bl ocks (ECM CA
descriptor) present in this header 24 of the scranbled datagram 23. The
header 24 al so con,?{\i S(faig a fiel d‘hégccess control header _start_sequence) or
making it possibl e®t8 8&At iF5F tHerRPHI ETRE ONEThedHelP  BeEwWerH r&i on

nunber) indi cathRAgmiBeesUIS, B} OfeQf st Ry LE, 4..2a fiel
(service-1D) indicating thgﬁ{r%rfler é%ce %? tshe ser%?%%cﬁ?tﬁl?%e&, }ge?cliee]fd :
(payl oad typeYifhdtbet iThy teedd ipeaddr davmpriansgi atedeaand and i @t RUFO)

reserved for f ) e header 24 co ises in addition a, fie|ld
(scranbl i ng aﬁé%#??ﬁﬁﬁ?pg?‘ef S-S c%?ﬁlﬂ’gg{ hBeEHHe & é\%o’r?@h‘?ﬁﬁé‘é‘&l f or
scranbl i ng t hefdahagesagaabling REERbACABEAGtion field (CRC 32) for the
descranbl ed useful data. |If the datagram 23 is scranbled using an algorithm
functioning in theTBeockKHAstNittRr heaforingccsss _coher ol ifreenteidn

conprises in adgditiQns a5kl payl oad_paddi ng_si ze) stating the nunber
of filler bytes Qﬁ%ggsa%“t ﬁéaglr:lgoéf the payload; - a field

(1 VOperat or _| D- | engt jearnrsdi fxat | dgf indeg the wahweces did ey esricf dero,
t he presence .and tli;ebl fin th gf_ he initialization vector field of the
scrambl er; - BYffef8Pe V%Be?"’ £6° PP VA ROULGRIIZRIGERES \HRAFF 2 FRONAS UL of

(I'VOperator _|&h!l eposbdtrisacibhes88tE50m zero, the value of the scranbler

initialization vector, and - a field (RUF1) reserved for future use. The
header 24 conprises iMeaadditfon a dapfiuk{RCM @A delszastpt opnkl agdccess

i ndi cati ng, \A@glq%%{f%xa yea'ésl§g%ggé%g¥l\)ﬂ&v%é§ﬁual to 1, the presence of

at | east one con I onal ~access BA-descriptor) in the

header 24 of the sktaobdingdatagr atRe23, iavehelon( RUERK o esermeshmioref ut ure
use. The header 24 al so conprises a field (ECM CA descriptor version

nunber) i ndi cEPTRYLERE #Br difordadid thbup| seKVEECVRCAFENEY RO Tiging EMM CA

descriptor-flag Fplincihgrhbgad I fi el N&I%g\(t escriptor)
i ndi cating the versi gﬁ g? the EPO%&M?%eI&%?ggcﬁnpt]%]r nae%;égafaa cFock
(EMM CA descrapdatybaseé.(ECMflag = 1), the header 24 conprises a field (NB

ECM indicating t nunber_of _ECM i he header, 24 of the scranbl ed
dat agram 23. |f (B%/?%% I%S?,Fa%ﬂﬁ ﬁa FrANEIHE Eeth O Vs ddie 2S8Rk i ses a

third field (RUF3roaddeided Bpr AUt WerdiSfy Th@oﬁ§9§§§n§0n'&rfe%lnsrms§§:ge
conprises: - an ECMindex pointer for differentiating a plurality of ECM-
for sel ecting®XEpartiedl drhEcigasteiesd ambl | RECTYPSAIEGHAtagramt awh@

containing thgedata rf tNa KA AN LPe 1RNAse Sanglig LN el Q05 or
at least one private key.
The scrambling system and the access control in an
IP type network comprises a transmitter and a receiver
as described above.
The scrambling device and the IP services access
control according to the invention comprises a human -
machine interface intended to define the scrambling

services and capturing conditions of access or private

keys.
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By way of exanple, the access control nessage has the followng format:
ECM) ECMindex 8 bits ECMtable() 8 bits where ECM i ndex represents the
ECM associated with the descriptor of conditional access, and ECMtabl e(),
represents the structure of the ECM The ECM tabl e conprises: SP1901:~ HM
15 - an identification field (table id) - a field indicating the |length of
an ECM (ECM | ength) ECMtable(), has thé followi ng structure: ECMtable (
) { table id = Ox0 or 0x81 8 bits NOT USED 4 bits ECM'l ength 12 bits NOT
USED 8 bits For (i =0 ; i <N i++) ECMdata bytes 8 bits ) wherein,
table_id represents an 8 bit field that identifies the type of data
contained in the tg : fiel e i r-tag)l.ndL Gt t t of a
condi tional access gggg??géortﬁﬂc\%ﬁéﬁ gl%ﬁe%ttgofll‘:‘ﬂvl)c& dé(g%%’?%t o(}f]sﬁl%%cg?h)

i ndi cating t heepaAgenplr iFiieCM debipi phax fom thel dr&GApsYst &5 | Bhe
representing Igg.'d ntifier of the access control systemutilized; - a

poi nter (ECM AAERT S ?Ymay of exanple, the conditional access descriptor
(ECM CA descriptor) has the following format: ECM CA descriptor(){

Descri ptor-tag = 0x09 8 bits ECM CA descriptor_length 8 bits CA systemID
16 bits ECM i BHa2EgDRpExipsion of ghej FigNreg++) { SP19013 HM 16 private

data bytes 8 DitS giher features and advantages of the invention

will become apparent from the following description,
provided as a non-limiting example, with reference to
the appended figures, wherein:

- Figure 1 diagrammatically represents a data
transmission/reception system with access control
according to the invention;

- Figure 2 diagrammatically represents the steps
for defining the structure of a datagram according to
the invention;

- Figure 3 diagrammatically represents a preferred
embodiment of scrambling according to the invention;

- Figure 4 diagrammatically represents a first
receiving mode implemented in the method according to
the invention;

- Figure 5 diagrammatically represents a second
receiving mode implemented in the wmethod according to
the invention;

- Figure 6 diagrammatically represents a data
scrambling system in a point-to-point environment

according to the invention.

Detailed Description of the Embodiments of the

Invention
Figure 1 diagrammatically represents a system in

which several data processing and transmitting devices
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and the algorithmtype identifier conprises: - a Cl_tag identifier; - a

Cl-length field indicating the length of the identifier; - a Cl value field
indicating the value of the Cltag identifier. The identifier of the type of
scranbling algorithmhas the followwng format: C () Cl-tag = 0x13 8 bhits

Cl _length = 0x01 8 bits Cl value 8 bits The service operator conprises: - a
SO D-tag identifier of the block nmaking i possible to describe the zone of
the service operator utilized in the chip card; - a SOD-length field
indicating the length of said zone; - a SOD value field indicating the

value of the SO D-tag identifier. The service operator is identified by a
field presentizng therdpllons yntax; ( t = 4 8 bits
SO D length = 0x03 & %i PP ed 54%%'%51 mﬁ%?g" 13%13’“%@11' %‘: D
val ue representrsaa hiecwWwodrkdenthiyi ndsa senvieceedpnevihi | tied intcéhgeehi p
card. Two scramgl i I}g optians are Eroggsed: - sy\iféerrati c scranbling of the
descendi ng_fl&?f, WOXE r anbl g 2acPiya 4By Q%e.c Br&8r vir Lfhe Flddre24

di agranmat | callarpirapeaseats ke sekaTblelBy agbivaledsdy Lhegued,server 17
(step (c)) on the initiative of the client (step (a) J . In"thrs tase, an
active denon ERMPHE SRS Sar Vidt s agenldsr areraEON agemarateories2 (acthes| P

scranbl er (st ecel vi an HITP reguest (a f the client on a
link with the%'e’é“g%%’éaﬁ‘ge%%?%%bwﬁg" ?fé"r’a‘?ﬂe%“ée?&( k‘é?’(‘ﬁ%?g MPSSREUVRL 27
http://(err)| EMpor idgrengrtsns anbs ed/(naeespr Ogladi@yemEhe sq,q@g_ggééwg s¢gnari o
is as follows: 1) The flow server 6 sends | P datagrans 23 in point-to-point

or in multi-p&RttESHSNITRANAISMN: | BPS 2R ksandf at Isetddesg ae. 2Bhés t hat
of the ol ent LhOIAtd 0uBAROLL AT (BVSD ol SLELDU! 49N 3 o, (ULt Lpol nO).
e da

2) The I P scranbler filter eventually t agrans P23, Whos@®or Toi nal
address is thaf7 ofindiccdt ovg sether Glanthatmistiite a SEr amid Ngs&ess-on by
address of destli ati%n. This filter _acts at the Ethernet level in the
drawi ng of Fi é@rpgl&a 3P The | P scr ARBPeFSFNER  concat enat RBAME R PSER/Br 24

(access_contr gerheadeny_tetike)! R JaHaA0Baddhaly ich saianblfd siep 2,
then send this field over a UDP_stack via the sanme destination address as
that of the initiafh8atl&grdaha Felieerrdtbnathenfdewageaverofs tdmn fbew

server 6 are BalibLRieLGSPt 84,y Lhe égaéféﬁﬁglqﬁkaSB%%%%%S@%% of an
access right registered on a chip card held by the
entitled clients 4. These audiovisual gervices are
scrambled by the IP scrambler integrated n the gateway
8 before being transmitted over the internet network 3.

Each client 4 has equipment 18 comprising an
access control device such as, for example, a chip card.

The gateway 8 is endowed with a human - machine
interface HMI program enabling it:

- to define the services to scramble;

- to capture the access conditions or the private

keys.

The services to be scrambled are identified by a
label, a source IP address or an IP destination address
corresponding thereto according to which one wants to
scramble the data from a source and/or going to a

destination.
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18 In order to realize this scranbling procedure, the equi pnent doing the
scranbling should identify the scranbling paraneters. Several options are

t hus possi bl e: "cabl ed" information in a table on the IP scranbler; -
interrogation by the I P scranbler of the dedicated web server 17
centralizing the necessary information; - updating of the IP scranbler by
the web server 17; - local updating of th@ scranbler, done by the user. The
eval uation of the UDP/IP tunnel fields on transmi ssion is done according to
the foll owi ng mechanism - the scranbler generates an |IP datagramw th the
following information: the source |IP address is the |IP address of the
scranbl er. This adgre L i est i i P_address
is the address of fﬂﬁe's%eg?lp%gte}égrlﬁbgfb hg%%;lﬁ%ﬁ%et%gﬁeglg&anﬁ%%@&asgurce
port is dynaniéall ysatdmching od ttkeopmtiangretulhe WP sbagRinghethe
scranbl ed UDP,f.l ow.port i s not the sane (als the original UDP flux port in
order to prevéﬁfenf\é\légbﬁﬁgosr CeFETIT Fhel TR at | RTINS HHERTLPYi ti es
exi st for asstgamesuret t(he dedtl/iRaldeyt iR RAI taquinhey Gl Iod {Reths
following UDP I P-CAS port: - dynamc attribution by a signaling protocol

bet ween the s€piapramsamndhardescranbléng They. ashearepedPoddt3 thiV o£19 t he

exi stence of n t tween the client and fhe server; -

confi gur at i ongséﬁﬁéidgfcg?gﬁ \t{)k%ya lcserﬂab'f”lgéf"fagx a]:ff"ho?’f‘t ;ﬁtﬁ vEXRSBEPRg the
follow ng rul est uttibézkngwehpokhd palrddie(RBIS fy D W HO2Bighethe
regi stered ports are those from 1024 to 49151; - the ports dynam cally

assi gned are tRo&8ef FYFEETESNSigIess PRrdor Jedths ekl on FecepsonlatperAs

virtual stackit carries the name of the control word.

TABLE I
ID Service Address to Origin Scrambling
filter and (source or Key
scramble destination)
Service p @ format IPVX |S and/or D
TABLE I
Label Address to Origin Control Access
filter and (source or Word Conditions
scramble destination)
Service |@ in format|S and/or D ca i
5 IP VX
In the systems using a chip card, obtaining a

control word is subject to the possession of rights
previously registered on the card.
The signaling linked to the implementation of the

access control

system utilizing the chip card for
restoring the control words in the IP context covers in

order of priority the following services:
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A "descranbling" software 35 is installed on the client station (W ndows,
Li nux, MacOS, etc.). Two uses are envisaged: either the utilization of a
pseudo 5 driver 40 or the utilization of the |oopback in "raw' node. 1 -
Utilization of a pseudo-driver Figure 5 represents this node of use. The :
data are 10 received on the interface of the access provider 42 on of the
internet network 3 (FAI) and mgrated vialthe IP stack 44 of the client
machine to the descranbler 35 awaiting UDP data on the specific IP CAS
port. This descranbler 35 recoups the data of the UDP datagramvia 15 the

| P stack, extracts the header <discrimnator access control header> and
descranbl es the origi r . The _descranbl er, .35 .provi.des the |IP
datagramto the fi nal&c%are%féﬁg%lﬁgh?ﬂgsaﬁf’écﬁe}l ﬁéz&%ggitﬂ%ﬁ %Pflp
destinati on pstack SREXHS Hhsh 20fiTe ¥Rt ransmit this | P datagramto

the final client (local to the machine), the pseudo-driver network 40 nust
be devel oped under "t FeGiDEksiat  dipsird bysdoso- serveees s avsgreciPng(HRt a

from the S deselanbeinds A, Pr ALides,LhenLie Ui\ stagky, - (Fhe {1 na

application is awaiting on its particula 1ihe

data i n plai npoémt afitdrockn Bawapsel atd oaudiotbrferkgts, | Predisgisaaby the
| P/ TCPouUDP séacg.,lo Thi§ solution can be inplenented on an operating
syst em maki ng®t ¥ 5b§§FbP@ to ad a 2nd network driver under the I P stack of

the machi ne. “The routdu s bty FAlclidutcs 14, andapseda driygt. 40pat the

| evel of the IP |layer is done on an IP address proper to eac net wor k
driver accordihglisingethel UBR/A§ mteicdni (0D ,( Miderodarei ewdnddepdlt packet

on the I P CAS po 2) uperation_o he scranbl ed | P datagram 23, (3)
passage of tﬁ%goééé?%altég§%$gﬁﬁl8HeFPEaLtagran1to t he pseudo-driver, 20

(4) recuperation of ttheriddcidhdhe gesvisasi outpeikibY thaLl iesb/fp This
mechani sm makes it possible to recuperate the original "datagram 23 w t hout
nDdification,SF%ﬁHering the function of descranbling conpletely independent

of 25 the final clsg |y Wil I e.l t i N, UDP/ T de on
reception of the dat%ﬁrg - Utibkégﬁﬁg%cégﬁ h§e§£%ﬁ§§§§:%h%ré§é§%f%%£k As
is shown in Fryeating tde dddegrame aecerttdgvito 3&heheifdbnthbalf atike 42 and

m grated via | P stack .44 of the ¢client nachine, tg_the descranbler 35
awai ti ng SPlQ%Ll]gaHl\ﬁo %.eL ttffé?‘riﬂi%a?‘g éﬁ tHe st&FFF‘glVP@FS HEr t 1ngPe
descranbl er 3backetpepat enatheadata f Whe 1HBR Ldatagan .Viﬁaél'h?éacétt. ack

44, extracts the header 24 <discrimnator - access control header> and
descranbl es 52thelfri §heA |1F=anRgiafresn 28itTheadesEPanbleade3s Wovitdes this

1,060 070 23010 ! Bk PR AUBLLLRg 9512 0 (1 orl o

The transmission of the packets 21 over the 1IP
network is based on the following principle:

- scrambling of the first IP datagram 23 (PDU,
protocol data unit);

- definition of a header 24 "access_control header
" known as access control signal making it possible to
provide to the descrambler the elements occurring in
the scrambling operation. This header 24 comprises a
discriminator 25 identifying the type of access control
system used for scrambling the IP datagram 23 and the
control data 27.

- concatenation of this header 24 and the IP

datagram 23 to form a data block 26;
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The I P datagram 23 is re-transmtted in the FAI/IP 10 stack 42 via the IP
stack 44 by passing the | P | oopback to destination |IP address of the |
machi ne (127.0.0.0). This re-transmission is done in RAW npde because the
re-transmtted data constitute a conplete IP franme that should not be
nodi fi ed. The | oopback nechani smof the 15 I P stack 44 retraces the data -
W thout re-transmtting them The descranbler 35 is pending on its

particul ar port and recovers the data in plain text nornmally after
de-encapsul ation of the I P datagram by the I P/ TCP/UDP stack. 20 This
solution can be inplenented on an operating system nmaki ng possible
utilization of RAWnode of the IP stack 44 in | ogpback on the transnmitter
side and is done aEC()erIH:Iar?gglJt]t?ettﬂégfd:I o r?@q?ecﬁ’gr?ic 1 201) 18r r3Wal V¥ the
UDP packet Vid@at&gra®. CAS port, 25 (2) recovery of the scranbled IP
datagram (3) passage of the original descranmbled |IP datagram (wth the
destination | P addfe8s se&plaktethggel zperat.i®nonis heapiedddrhOAgr (IRh RAW
node and | oop . ) er f _the data on the destination port by
the final cli gﬁ?éﬁt§%ﬁ§goi‘égg S&f%&n)t hé (?ﬁl'feen){b]s]i%l,nq h %S%Jc%taﬁ?%m uses
only the I P stack THei n ddRIFP nedeuwdturecei vENg 4 he ydalgy N guderigo pass
themto the de franbl er 35 as on transm ssion of the data for

re-transmtti hg vPRERRESDS the PPRENdaBpl I cateerrilFingr etlre di digf Eewent cal | y

represents a §§é§d§CEé?PEEQHt%¥§t%ﬂ@ Bidd .r&ééé*ﬂ%ﬂéﬁsf”%ﬁfé”ﬂ%%%Fr
according to the invention. Thi§ system corprises a user tern na . a
service 10 pra%i dempBisea: ECM generator 12, a database 16, an offer

presentation server 64,_an access conditio editor 66, a RTSP type
audi ovi sual command &at%h%n%/ 72 e&ﬁelrnﬂ&nﬁéﬁ‘ acteRECPFRVI R tPE. Hherl

foll owi ng st epengeBChbELEha HEgHe® 2gGess to a 15 VOD service by using a
chip card. The principle can be extended to_other types of point-to-point
servi ces. Access staftsti®tdh drayBeed iserampliiag comtirod ) phendi cathing phase

starts just a r SCL] ects t rnet ,access provider
74. 20 Duri ngé{'l igb?gsﬁgo)n%ﬁ%ggé?g%ﬁe%}fset&% e?%‘l’r‘lrgﬁgfh?ghilg I ead‘g’?’%%s,
dynami cal | y acfuatedmbyibfeoficosefujpr anfdematdont. the tine of connection to
the network and t UA .(unj que address) of the card. 25 Phase

o1 fisas

he 1
Presentation of th &N @ 4usER R EEC . FPIRF heRjuést ToRLan R
presentation sgp¥eEefindhanusrder b Palt foheeiiesc .P%&%d@&?ﬁﬁnégg the

services offering in terns of acquisition of right and in terns content.

30 Presentati theofintentpage, i S foptipaydloadndceambid ngpranedodi r #ctdy) py the
operator. The Bage thﬁg apgz)ears SP19013 HM 23 on]y on demand by the
subscri ber, atBEhePERABTof 2fel JAFSSS SiGMEF O dreadiampl ccomizire®: P ogram

L0 Lo A o8 e o B AR T
unfold in pargpd@|@f’descrambling of the content of the payioad.

If the field (payload descrambling way = xi), xi
being a binary value, the header 24 comprises in
addition a field (ECM_CA descriptor flag) indicating
the presence of at 1least one conditional access
descriptor (ECM_CA_descriptor) in the header 24 of the
scrambled datagram 23, and a field (ECM_flag)
indicating, when its value is equal to 1, the presence
of at least one field ECM() in the header of the
scrambled datagram 23.

If (ECM_CA descriptor flag # 1), the header 24
comprises a field (Nb_ECM_CA_ descriptor) indicating the
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- The first at the navigator's destination: phase 10 2; - The second at the
scranbl i ng system destination; phase 2'. In this second phase, the
presentation server retransnmts the entire URL of the filmto the term nal
in 15 the HTTP response (for exanple: http://servl.nane-ofthe-film ram
Phase 3: Launching the execution programof the film player 20 The user's
navi gator activates this program (in thelpresent exanple, Real Pl ayer) by
passing it in the filmparaneter "nane of the filmrant. The player is
connected to the URL http://servl/nane-of-the-film ram An RTSP (start,
stop, 25 play, rewind, forward, etc.) command session is then opened

bet ween the t } pal and the c ng. gat eway 72,. redirecting the RSTP
request to thlg{lﬁ%g? éaf)fprggfalcg?e m%@%ﬁr%’w—e‘”ﬁbnﬁﬁf% egﬁy t(;'?sanq t he
flow server 6has@eevedtoal tieCcoabanbled38aPhgeand23kl ow server connection

SP19013 HM 24 The RTSP server then opens a TCP session with the concerned
server by deliverifget hehEadar herdd sepdso. . ) .coprbsss Laanchifield the

broadcast 5 T 6 t i the filmin the UDP/IP
datagranms to ?ﬁggé§¥%§§ﬁ¥%élg%%§§g§—é?€%gL%§q38§FSZs 6F:th8a§épgér 3% the
sour ce addr espoasatblée taddrdzas: iffy t biee f sRak-tcldfenth@shthgedestsd Ngtd o

address. 10 Phase 6. Scrggblgng of the proq&ganhe scranbl i ng gat eway,
whose poi nt - t 6YBEFAPRERPRBRY) af@dicatdate £hfut SWRFEREI VPTALOPhOT | HRE of

detecting t henp@idk-t xPOi Np Sef¥ies i(%etz‘%%é%a_%?dl& ihB16801h8eN ¢y
generically (via origin) or personally 15 (via dressee) or according to

the URL the dbdhedaneg dard. Phdse 7:sdtreict osingidfizedpoi nta-to-posd
o time-out (WBATFERATEYBET BB ERE B e EamRl et AR e dat a
for X secondsandTheff@XxdmMiRUra) Ueegbri-B8 POLNEutQrBOLBE .tiMe-out is stated
at the tinme of configuring the general paraneters of the equipnent. SP19013
HVM 25 APPENDI X The header 4 comprises in addition a field
(scrambling algorithm_type) for indicating the type of
algorithm used for scrambling the datagram and an error
correction field (CRC _32) for the descrambled useful
data.
If the datagram 23 is scrambled using an algorithm
functioning in the block mode, the header 24
(access_control_header) comprises in addition:
’ - a field (payload padding size) stating the
number of filler bytes added at the end of the payload;
- a field (IVOperator_ ID_ length) indicating, when
its value is different from zero, the presence and the
length of the 1initialization wvector field of the
scrambler;
- a field (IVOperator ID value) indicting, when
the value of (IVOperator ID length) is different from
zero, the value of the scrambler initialization wvector,
and
- a field (RUFl) reserved for future use.
The header 24 comprises in addition a field

(ECM_CA_descriptor_flag) indicating, when its value is
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access_control _header()f.acces: _control, header_start_sequence
hebder | engl h~2 bhsveral orl _nunbert6. bitsaervliae |Iff B 6i1: poyl ood ~rpe
~t8 bitsPQ Y.~ ~d..saronbAng conkrol ~ ~~~ R ~y ~ff1f (RaYl oad_i acrnbgnp
cartfrol hdp)f 6.. bids_ scram blfng~dgorfthrn:, lypi':::, r<

" PQYl ~. , PQddl n~_ekxe3 6~ts . Payl oad- deecr oMftag-wYR ~: b~fs’

dror pa~|oad CRC323 bike.. |Yoperator ID4inQ h3~ 6' .Waperctor_ta rolue

| Voper ot or ~D~1 enQ~ RUF f~ ~It; . 8 bits Iflpcvfc:d~ds:crarrk:lir,5 wayc; CC
| )(2 bitseCl ~ CA~~esci ( pt of f(cg 1~1~ CA;descrtptor_IIag 1 blt ~c~f_ftast
biiRug z: 1:1f (EC(_CA deactipta~ flag==1)f s :b~Nb_EGN C ~, desar ( pi or

~ ~~= "$ Itson_nume~ for (ia~;;~n;r+ 8
EcrlaECI ?WEY%ége}tﬁybr%f The presencé of at leagt one conditional

access descriptor (ECM_CA descriptor) in the header 24
of the scrambled datagram 23, a field (RUF2) reserved
for future use.

The headex 24 also comprises a field
(ECM_CA_descriptor_version number) indicating the
version of the block (ECM_CA descriptor).

If (EMM _CA descriptor flag = 1), the header 24
comprises a field (EMM_CA_descriptor) indicating the
version of the block (EMM_CA descriptor) and a data
block (EMM_CA descriptor).

If (ECM_flag = 1), the header 24 comprises a field
(NB_ECM) indicating the number of ECM in the header 24
of the scrambled datagram 23,

If (payload descrambling way # 010), the header 24
comprises a third field (RUF3) reserved for future use.

The access control message comprises:

- an ECM _index pointer for differentiating a
plurality of ECM for selecting a particular ECM for
descrambling; ‘

- an ECM table table containing the data of the
ECM and the phase changing instructions.

By way of example, the access control message has
the following format: ECM() {

ECM_index 8 bits

ECM_table() 8 bits

}

where ECM_index represents the ECM associated with
the descriptor of conditional access, and

ECM_table(), represents the structure of the ECM.

The ECM table comprises:
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r

FCl ~ t; A descrlptor_ficg=;j)~ ~~-~_de~nptor_wrsian nunber8 bit:_Elf

f |
| _Crt_desrriptor()1l (EC-1_flQ==f)(~e Ec~ for (r_~;;;i++) . s trtxEc~t~j!
f (payl oad_descrcnblir~g_woy_~pl8)~ ' RUB 3 1 R bits a bra SP19013 HM 26
CLAIMS 1. A nethod for transmtting information (20) with access control

over a network (3) using an IP type protocol, characterized in that it

t
I
I

conprises the following steps: 5 On trans®i ssion: - scranbling a first
datagram (23); - defining a header (24) conprising at | east one datum
identifying the access control neans; - concatenating this header (24) with

the first 10 scranbled datagram (23) in order to create a data bl ock (26);
- encapsul ating the data plqck .(26), in econd .| P datagram (30); -
transmtting this se@%d‘cﬁy%d&t’e&ﬁ%ﬁﬂrt ﬁeslo‘f/e{]t%l? het wor k, and at
reception: - extractiangeidieqdahaibheekgf ke thedal ageamnr a4 vethon-

extracting the header (24); 20 - descranbling the first datagram (23) if
access to thike®ath) i s authorized; - delivering the descranbled dat a.

ECM_table(), has the following structure:
ECM_table () {

table_id = 0x0 or 0x81 8 bits

NOT_USED 4 bits
ECM_length 12 bits
NOT_USED 8 bits

For (i = 0; i < N; i++) (
ECM_data_bytes 8 bits

)

wherein,

table_id represents an 8 bit field that identifies
the type of data contained in the table;

- a field (descriptor tag) indicting the start of
a conditional access descriptor ECM;

- a field (ECM_CA descriptor length) indicating
the length of an ECM descriptor;

- a field (CA_system_ID) representing an
identifier of the access control system utilized;

- a pointer (ECM_index).

By way of example, the conditional access
descriptor (ECM_CA descriptor) has the following
format:

ECM_CA descriptor () {

Descriptor_ tag = 0x09 8 bits

ECM_CA descriptor_length 8 bits
CA_system ID 16 bits
ECM_index ' 8 bits
for (1 = 0; 1 < N; i++){
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25 2. The method according to Claim1, characterized in that the data bl ock
(26) is encapsulated in a UDP packet. SP19013 HM 27 3. The net hod :
according to Claim1l, characterized in that the data block (26) is

encapsul ated directly in an IP datagram 5 4. The nethod according to one
of Caims | to 3, characterized in that the scranbling step conprises the
foll owi ng phases: - defining the service$6to be scranbled using a |abel to
which an | P source address or an I P 10 destination address corresponds; -
capturing at |east one access condition or at |east one private key. 5. The
met hod according to G aim1l, characterized 15 in that the data bl ock (26)

conprises: - the headerBgéﬁggégﬁéggsbﬁgggroI hegggéﬂagnving the information

necessary for processin rans ed dat termnal (4); - a
sequence (payl oad) }representing the useful 20 data (20) to be scranbled. 6.
The net hod according to, one_of the above ¢lains, characterized in that the
data bl ock (26) ob@BfyvERe REIPELEBRI hyPsyAfSRE1SEerASORREASESRIt () Access
control header () p-ocieis fayload s ocdets }. SP19013 HM 28 7. The net hod
according to aimb5, characterized in that the sequence (payl oad) observes
the follow ng syntax:a p@ytbedgshdftieldytiesdircacins stpaddengthytes phectets
(p can assuneiéhe ngue.O) }. 10 8. The nethod according to daimb5,
charact eri zed ' FREFhAESFhe header (24) conprises: - a first field

(header _| ength) represent ividdier {0l denaddy of did s, ecsf(%ﬁé; 1-a
second field (payload scranbling control) 15 indicating the node o
appl i cati on oF2®hédseEafbrrng of the information (20). 9. The nethod

gggfiggggat?igiginfﬁe GRanRgEELLZ8Y kﬂet@ybélg%ig¥¥gﬁbffgl §ﬁ§8£i§§% in
has the following format:

CI ()

CI_tag = 0x13 8 bits

CI_length = 0x01 8 bits

CI_value 8 bits

}

The service operator comprises:

- a SOID_tag identifier of the block making it
possible to describe the zone of the service operator
utilized in the chip card;

- a SOID_length field indicating the length of
said zone;

- a SO0ID_value field indicating the wvalue of the
SOID_tag identifier.

The service operator is identified by a field

presenting the following syntax:

SOID() ({
SOID tag = 0x14 8 bits
SOID length = 0x03 8 bits
SOID_value 24 bits

}

where
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- - = /sy /= " T/ 7 - - T/ T - - - o I

20 (EDC) representing an error detection sequence. 25 30 10. The nethod
according to aim8, characterized in that, if (payload-scranbling contrpol
~ 00), the header (24) conprises in addition a (payload descranbling way)
field indicating the node of descranbling of the information (20). 11. The
met hod according to Caim 10, characterized in that if (payl oad
descranbling way = 001), the header (24)1tonprises in addition a field
(ECM CA descriptor-flag) SP19013 HM 29 indicating the presence of at

| east one conditional access descriptor (ECM CA descriptor) in the header
(24) and a field (ECMflag) indicating, when its value is equal to 1, the

presence of at le CM) field 5 represent.i an, access control
message in the heg%:geIrﬁ-E\gﬁ ue 1f.epfﬁ§e%tshodaacgf[d1ﬁgi g tOeRFLF¥IRe, 2
characteri zedsénvibatzohe (FEM Chedeshr tREOEhibagardl), 10 the header (24)

conprises in addition a field (No ECM CA descriptor) indicating the nunber
of bl ocks (ECM CA T2 cFFHATR)ing ckrbions ahe sPhepdeed(24). 13. The net hod

according to Caim 8g,chi ts is&:ﬁq dn t t he, headeyr. (2 conprises in
addition a field (accsg%s%é%%tl%{)l egéilrlfg& gﬁgt_tshéaqdiee%c%ndﬁﬁ% gerol“f’ possi bl e
to identify the stariscofamiidnteaderiviad4d by fiked dvely ereghar nunber)

i ndi cating the curéent versi on of .the header (24), a field (service_ID)
i ndi cating the 20 &% ®nce %f t A22GERTMEELGRL4Y a LFERFSS$REF d (58 oad

type) indi catsagadbeinyPeceivaeta byapami jLsd bi gl LRYEQ) reserved
for future use. 14. .Th% met hod acco?di ng toS 3?% 0,17238% rgé:t(P riO%Zd in
that the headehe (Pgjtianpreses itheaddliiteron &stempl dal scr anblthig alager,it hm

type) for indicating.the tiype of algqrithmused for scranbling the datagram
(23) and an gérur?orégg%‘r"%ct S}éR‘PPeI & C%(L}%Z)W t BT YEE cr &rfbl é&?‘t‘j]s‘"ef @n dat a.
30 SP19013 HMct Béatifon Theqmeishodaceteding Lorehdl @14 sidiar a8 §riged in
that if the datagram (23) is scranbled using an algorithm functioning in

bl ock node, tFECHEARS RRAPTIEreBHeRf | hehdaft ithe client on a link

with the "activate scrambling" parameter (key word in
the URL http://@IP:port/prog_scrambled/name program) .

The scrambling scenario is as follows:

1) The flow server 6 sends IP datagrams 23 in
point-to-point or in multi-point mode. The destination
address of the datagrams 23 is that of the client
(point-to-point) or even a distribution address (multi-
point) .

2) The IP scrambler filter eventually the
datagrams IP 23, whose original address is that of the
flow server 6 and maintains a scrambling session by
address of destination. This filter acts at the
Ethernet level in the drawing of Figure 4.

3) The IP scrambler then concatenates the header
24 (access_control_header) to the IP datagram 23 that
is scrambled at step 2, then send this field over a UDP
stack via the same destination address as that of the
initial datagram.

4) The destination datagrams of the flow server 6

are not intercepted by the IP scrambler.
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5 - a field (payl oad_paddi ng_si ze) stating the nunber of padding octets

added at the end of the information (20) ; - a field (IVCperator-ID_Iength)
i ndicating, when its value is different fromzero, the presence and the 10
| ength of an initialization vector field of the scranbler; - a field

(I'VOperator-1D value) indicating, when the value of (I1VQperator-I1D-1ength)
is different fromzero, the value of thel8nitialization vector field of 15
the scranbler, and - a field (RUF1) reserved for future use. 16. The met hod
according to Caim1l, characterized in that the header (24) conprises in
20 addition a field (EMM CA descriptor-flag) indicating, when its value is

equal to 1, the prese f . at a ditj.aonal, .access descriptor (ECM
CA descriptor) in ?ﬁeeﬁgg etrzgo#e?%gtzsecrtgl% es(ijr(?g}%&glrngmp(%%aér?i et ( RUF2)
reserved for égquipmense.d@5nd7.tHée setdnal] fegorshdgld o {a@nt ¥, the
characterized in ytqg t the header (24) conprises in addition a field (ECM CA
descri ptor vePSFBMPnuRBer )PFTRITEETHy t REVRHES onCREEOFSI nga¥® t heR®F ock 30
(ECM CA descripptQibie: SP19013 HM 31 18. The method according to Claim
16, characterized in that, if (EMM CA descriptor-flag = 1), the header (24)
conprises in additirorcalfliesl'd (iEMVr@atdiescriijt ora veradilen mnberhei nobcati ng
the 5 fol |l ow Xr%f[i on of the block (EMM CA descriptor). 19. The net hod
according to ai 1Tt characterized in that, if (ECM flag = 1), the header

(24) conprises in addidterrcytiRld (15&8 EeM: | ndi catipgmidPethe Jrumbere of ECM
in the header (24) of the scranbled datagram 20. The method according to
Cl ai m 10, chatfedierreed vebt erver 157 (preniusal Yeing atihe ngrawgs=atg0),

t he header (Zﬁfgﬂqgg_éﬁs a field (RUF3) reserved for a future use. 21. The
nmet hod according to alm 11, characterized in that the access control

nmessage 20 conpri ses:upgiting esf (Ehdt IPdedrdulat fHer enti aldbgs@rwérral ity
of ECM for se%,zgti ng a particular ECM for descranbling; - a table
(ECM tabl e) cohtaining the data of the 25 ECM and t he phase changi ng

instructions. 22. Thegdwiihodpase9hd Nok t e el aéé'}a?fﬁdml&Par%éﬁ-Féi L, t hat
the table (ECM tabl e) corrprils)es: -gan identification field (ta ?cej tll'l% 30 -

a field indi c&%%g the I ength of an ECM (ECM | engt h).
The evaluation of the UDP/IP tunnel fields on
transmission is done according to the following

mechanism:
~ the scrambler generates an IP datagram with the
following information:
* the source IP address is the IP address of the
scrambler. This address is a public IP address.
¢ the destination IP address is the address of the

destination of the initial datagram.

¢ the UDP source port is dynamically allocated to

the opening of the UDP stack.

The scrambled UDP flow port is not the same as the
original UDP flux port in order to prevent looping
problems on the client s;ation. Two possibilities exist
for assignﬁent of the destination UDP port number
called in the following UDP IP-CAS port:

- dynamic attribution by a signaling protocol

between the scrambler and the descrambler. This assumes
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SP19013 HM 32 23. The nethod according to Claim 17, characterized in that
the conditional access descriptor (ECM CA descrlptor) conprises: 5 - a
field (descriptor tag) indicating the start of a conditional access
descriptor ECM - a field (ECM CA descriptor_length) indicating the |engt h
- afield (CA systemID) representing an 10 identifier of the system of

access control used; - a pointer (ECMinmoex). 24. The nethod according to
Claim 14, characterized in that the identifier of the type of 15 encrypting
algorithmconprises: - an identifier (Cl tag); - a field (Cl-1ength)
indicating the length of the identifier (Cl tag); - a field (Cl val ue)

I ndicating t e%val ue ﬁf the\P&O identifierla&gt-ta 25. The_net hod
according to ohe SF PRENSFoRF ct aFREURhE &eFien nthparlirBtsénd ce
operator is igeatiéies-by a field conprising: 25 - an identifier (SO D tag)
of the block making it p055|ble to describe the zone of the service
operator used in the csifpiamation avaliug dleddadddeit ) dendiidHtdatg drhe

| ength of sai afield alue) identifier (SO D tag).
i ndi cati ng th%lég(?u gfg%ﬁ%nsﬁ§BQBtéﬁﬂc%g%gowm% rufes:
- the known ports are the ports from 0 and 1023;

- the registered ports are those from 1024 to
49151;

- the ports dynamically assigned are those from
49152 to 65535.

Procedures on reception: IP-CAS virtual stack

A "descrambling" software 35 is installed on the
client station (Windows, Linux, MacOS, etc.). Two uses
are envisaged: either the utilization of a pseudo-

5 driver 40 or the utilization of the loopback in "raw"

mode.

1 - Utilization of a pseudo-driver

Figure 5 represents this mode of use. The data are

10 received on the interface of the access provider 42 on

of the internet network 3 (FAI) and migrated via the IP

stack 44 of the client machine to the descrambler 35

awaiting UDP data on the specific IP CAS port. This

descrambler 35 recoups the data of the UDP datagram via

15 the IP stack, extracts the header <discriminator -

access_control header> and descrambles the origin IP
datagram.

The descrambler 35 provides the IP datagram to the

final «client 4 awaiting data over the original

20 destination port.
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26. The method according to Claim2, characterized in that an UDP source |
port is dynamcally allocated to opening the UDP |ink. 5 27. The nethod !
according to Claim?2, characterized in that the attribution of the UDP
destination port nunber is done dynam cally using a signaling protocol _
bet ween the scranbler and the descranbler. 10 28. The nethod according to
Claim2, characterized in that the UDP destination port nunber is a val ue
assigned by a certification authority. 15 29. The nmethod according to
Clainms 27 and 28, characterized in that the receipt of the | P/ UDP datagrans
by the final client conprises the follow ng steps: - receiving the second

| P datagram (30); 20 - _receiving the UDP.pac ia the static or,dynamc
UDP port previousl 5%85986; to Fgg&?gﬁ%ngt@ﬁﬂk@es%qﬁﬂﬁ?%gt? hreh%iat%én% ock
(26); - extraeliegtt helrader €@4) the serRdmadihe fidst gsscasrbledelP

datagram (23) 25 to_a pseudo-driver; - extracting the data fromthe first

dat agr am ( 23) DetwerkditQgmupe bt fgeved@pgsc kadetro tihiee Ide sthiardt:i on

application. 30 SP19G43 3Q. .. haod according_ to ai m
characterized in that ihgg%ggglé\?i %glg%%t %é Uﬁﬁpggt%é an@aif‘)? tgﬁémf i ﬁg?
client comprisescrhebllell 06 apdspepvides theeritd rbe e seeexd | P dat agram

(30); - receiving the UDP packet on the static or dynamic port previously
opened: - recoverifg ang ddsdiHnbl #RYlifataaRa BPociewedding esdradtPng the
header (24); LAreiteibiadvEd 4y t08ohbsSholRadaiagiamdAl) ayep:L!

| oopback addr%ss cl)f t he stack; - extr%%%léngot ﬁg ggt gh%r omt eﬂ¥i P%%Eﬁ

dat agr am ( 23) temtorafdrent odgeadcapenlabivhe adesthamavivagiapd® cdbtagrahs 31.

The net hod according e Cl ai 1 to 30, characterized in that the IP
servi ces tran%ﬁﬁ ?F&a@??ggﬁ&%ﬁ §§5‘I@f‘f'l ows over IP. 32. The method

accordi ngig 0 one ofhEhaighlukildh 3an2BeChaniprdenzed bR that opbeat Png
services transmtted are data transmtted by satellite over the |IP nétwork.

33. A transni f¥&temormaleingitd RRASIRr tan a® ey nawakvdek agabverof
L0 e 1o TS eadh, 92 e QiR (e il e e
associ ati ng t FaIl Bxdaxeagr 225 afiZ3 pssudo -adhiesderdaq 24) the level of the
IP layer is done on an IP address proper to each
15 network driver according to the following mechanism:

(1) arrival of the UDP packet on the IP CAS port,

(2) recuperation of the scrambled IP datagram 23,

(3) passage of the original descrambled 1IP
datagram to the pseudo-driver,

20 (4) recuperation of the data on the destination
port by the client 4.

This mechanism makes it possible to recuperate the -
original datagram 23 without modification, rendering
the function of descrambling completely independent of

25 the final client. It utilizes only the IP stack in
UDP/TCP mode on reception of the data.

2 - Utilization of the RAW mode of the loopback

As is shown in Figure 6, the data are received via
30 the FAI interface 42 and migrated via the IP stack 44

of the client machine to the descrambler 35 awaiting

‘'SP19013 HM
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30 conprising at |east one datumidentifying the access SP19013 HM 35 E
control neans and an indication of the scranbling nethod used. 35. The i
transmitter according to Claim34, 5 characterized in that it conprises i!n
addi ti on nmeans for defining the services to be scranbled using a | abel to
which a source | P address or a destination |P address corresponds; - neans
for capturing at |east one access 10 comzfition or at |east one private key.
36. The transmitter according to Caim35, characterized in that it
conprises an |IP data flow server (6), a gateway (8) conprising an IP
scranbler, 15 an ECM generator (12), an EMM generator (14) and a, database

(16). 37. Arggeiv capabl e of receiving scranbl ed _data according_.to .
Clains 1 to 3. 5820 S, -Icﬁ%tar ec8Pve%%§ccd‘$Qﬁcrfg€it% A Bi37, POR&ract®H zed in
that it conpréeesramBberf 9 extiperhigst RBecheaader JR2Pnhofume @Al bl ock
of data (26) and neans for activating at |east one access condition or 25

at | east one Pifvattdi&keyIP39. stadler adfli ngeshdaateessheont hehdeyst e3din an
| P type network. L.zed_i ag, | risges_a_transnitter .according
CH EDRRLEC LSl Dokl BOTRLLRES * EATRIL L Sl 25

to Caim33 and a recelver 30 accor 40. A

scranbl i ng antdhaccesdgdnallr olrmevdfeadim | P2Ser virees @gdirasibl@rd 35
transmtter according to Claim36, characterized in that it conprises in
addition a huREAVIGREchFRESi nfBr f REATBRMde?d ni bRy tike sefFiiales alignhe

scrambl ed andafigf c¢AR! Wk G EABSLrIRE AGCRRS COMM ILON,0E, 008 Ribyale

key. 41. The device according to Caim characterized hat™ the access
control neansotolBPise 10 a nenory card for transmitting the private key.
SP19013 HM The IP datagram 23 is re-transmitted in the FAI/IP
10 stack 42 via the IP stack 44 by passing the IP loopback
to destination IP address of the machine (127.0.0.0).
This re-transmission is done in RAW mode because the
re-transmitted data constitute a complete IP frame that
should not be modified. The loopback mechanism of the
15 IP stack 44 retraces the data without re-transmitting
them. The descrambler 35 is pending on its particular
port and recovers the data in plain text normally after
de-encapsulation of the IP datagram by the IP/TCP/UDP
stack.
20 This solution can be implemented on an operating
system making possible utilization of RAW mode of the
IP stack 44 in loopback on the transmitter side and ié
done according to the following mechanism:
(1) arrival of the UDP packet via the IP CAS port,
25 (2) recovery of the scrambled IP datagram,

(3) passage of the original descrambled IP
datagram (with the destination IP address replaced by
127.0.0.0) on the pseudo-driver in RAW mode and
loopback,

30 (4) recovery of the data on the destination port

by the final client 4.
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10%9&' ()-3"10%& ()-s! 10%9& ()-s10%& () 98szX7 21 109} O&' () -
121 10%99& () - OgéﬁU@@RF?§e%t%EHQM@g%?{Verl~6i09@am) addeﬁﬁw&qgndxtﬂqns:?{

[fég:yf (20 atkaR P50 b BT g SRt SN bomhtha SRR Y 65y
10%' ()-0 &ﬂnB{htéﬁnQGQQQQQQQ(prGV1deﬁ&Z&.() 0! 10% o' 0&' ()-0!

10% o’ o& () - 0! The following steps describe a user's access to a
15 VOD service by using a chip card. The principle can be
extended to other types of point-to-point services.

Access starts with a subscriber authentication
phase. This phase starts just after the subscriber
connects to the internet access provider 74.

20 During this session, the remote user terminal 4,
his IP address, dynamically actuated by the access
provider 74 at the time of connection to the network

‘and the UA (unique address) of the card.

25 Phase 1l: Presentation of the officer

The wuser makes a HITTP request on an offer
presentation server 64. The user terminal 4 receives a
page presenting the services offering in terms of
acquisition of right and in terms of content.

30 Presentation of the page is optional and can be

managed directly by the operator. The page then appears
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10% 0' 0& ()-0! 10% o' 0& () - 0&bzodY: ! 8*° 10%& ()- 10'0 10' 0 10' 0@.0% 0& ()+!
109%Kk&' ()-0! 10% o' 0& ()-0!8 10% 0_0& ()-0Cz[ <dY:!8&! 10%¢& ()-3 10%¢& ()-|
LI 109%z& ()-'4 L!109%& ()-! |
L! 1096F& ()-s 109 & ()-. <t xWBdY: ! ! 8y! 109kk& () - %

y! 1094 NJ & ()-9% Ay! 10941 & ()-%

y! 10%8S&' ()-% ! 8y! 10% f & ()-% Ay! 1094 ] &2 - UCewU3dY: ! y! 10%bzb& ()-% y! 10%
SzS& ()-9%y! 10%] z] & ()- % y! 10%kzk& ()-% y! 10%kzk& ()-%y! 10%b& ()-% ~\:
111 10%4H8 ()-M | 10%4H& () - M.s10%4& ()- 10z 10z

10zA10% & ()-!y! 109%2SzS& () - 9WPxVA~\: 1! @O0%HE ()- !109%& ()- 10% & ()- -

051006 & () 10 AOKLONEIATR £, | FObrhaNrSCr Fibbamut) The Eind of

DAXO{\ : 11 10% B2 daddfb Ridhts & F3P%xBnple. ! & Z109REE () -

Phase 2: Program selection

5 Phase 2 presupposes that the user has selected a
particular service (for example, selection of a film on
a VoD service).
Two actions unfold in parallel:
- The first at the navigator's destination: phase
10 2;
- The second at the scrambling system destination;
phase 2'.
In this second phase, the presentation server re-
transmits the entire URL of the film to the terminal in

15 the HTTP response (for example: http://servl.name-of-

the-film.ram) ;

Phase 3: Launching the execution program of the film

player

20 The user's navigator activates this program (in

the present example, RealPlayer) by passing it in the
film parameter "name_of_the_film.ram“:

The player is connected to the URL
http://servl/name-of-the-film.ram. An RTSP (start, stop,

25 play, rewind, forward, etc.) command session is then
opened between the terminal 4 and the command gateway
72, redirecting the RSTP request to the most
appropriate flow server, the command gateway 72 and the
flow server 6 are eventually combined.

30

Phase 4: Flow server connection
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10" 9@L0% & ()-& Z10% & ()-1810%" & ()- 1&10% "& ()- !&10%"& ()-

181096 " & ()- - 1dB: 10"! 109%HH& ()--! 10%HH& ()--! 109%HH& ()--!

10%HHE () - - S10984& ()- 10" 10"! 1" #####WX9. : 10H&@L0% () - 10%4& ()--!
10%4H& ()--1 109%HH& ()--! 10%HH& ()--! 19848 () - - ####0331 WWGE:

10H&! 10%4H&' () - mi'! 10944H&’ () - ni 10%&' () -ni'! & nlO%HHE ()- sS10%4& ()- 10H
10HY% &8 ' ( M WUBE: | |
105mL0%H& () - 1 10%-H& () - nT | 10%-HH& () - ! L0%HE () - i | 109%H& () - nt ! 10%-H& ()
- MOCCCCCC- +h, ~_=7R8! RlrsPOUR by "Henl Oferdd -2 $EB%EbhiolOitn the

concerned server by delivering the film (here: servil...).

& Z10% " & ()- '& Z109%&' ()- @uzX6{\:!!!&10%H& ()- !'&I0%"& ()- !&10%&T(F-

Phase 5: Launching of the broadcast

5 The flow server 6 then transmits the film in the
UDP/IP datagrams to the scrambling gateway with the
address of the server as the source address and the

address of the final client as the destination address.

10 Phase 6: Scrambling of the program

The scrambling gateway, whose point-to-point
filters are activated automatically at the time of
detecting the point-to-point services in the base 16,
it can then generically (via @origin) or personally

15 (via @addressee) or according to the URL the downcoming
data.

Phase 7: The closing of a point-to-point system

A point-to-point session can be closed by the

20 scrambling session on time-out (non-receipt of packets
from a source address or addressee data for X seconds).

The maximum value of the point-to-point time-out is
stated at the time of configuring the general

parameters of the equipment.
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. ' () hedder_length 16 bits
109 ()-+ 10%& ()-+ 10%& () verslon_number ' B bils
service_ID ' 16 bity -
payload_type _ - . B bitg
pa);l,pqd_scmmbllng_-comml : 2 bhy -
R0 - . BbiE.
i (pqy!ocd_scrnmbﬂqg._mnw 1=200)} S
- scrambling_aigorithin_typs Lo by e
Ppayload_padding_size ) . ot Bty
pqylnud-fdlwmmbﬂng_yay : T bilg
clear_payload_CRCI? - : R b
_ lVoperddr;_lD.l'cngfb - bl
Noperator_ID_valui Nopmior_m_-lcngtﬁ' . 8 bits
RUF ¢ | T 2 b
i pequcd_desmmblinng:=00 i .
' Ecu;u_dcscﬂpfbr;ﬂcg ' 1 b
EMH_ches;dpfor_flag. 1 bit-
ECN_fle : : I I
RUF 2 o ' 5 bifs
if (E,CH_CA_ductipfd?_ﬂoq:: M P
Nb ECM_CA_deseripfor © B bits

' ECﬁ_CA_dmrlplor_vurslon_numEa( - 8 bits
for (i=Qicmi+ )]~ -

EGM.CA.’doseﬂpf,_er()
!
if (ECM_C'A._descrlpfOr_ﬂeg==i)3 8 bits
. M_CA_dlscriptor_'nrﬁdn_number
EW_CA._dcscrIpforO
I (ECH_flog==1)] .
" NB_ECH 8 bits
for (l=0;i:1++}!
" ECM()
}
| !
it (paylaad_descrambling_way==010))
. RUF 3 18 bits
| | -
‘ EDC ¢ bifs
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109%&' () - 1010EEFFF( GLG [ 9A410! L! ml0%&' ()- L! mlO%& ()- L! nml0%& () -

L! ml0%: ()- L! 0% ()- L!ml0% ()- LGGEHmEHH U410 109 ()-' 9L

109&' ()-101010 &AL0%&' ()- &6Z10%Y& ()=&6Z10%& ()-+H HHI ' []11|Z9vU410
109 ()-!10%8y8& () - 10%&'() 9 } ) 10@%;&§f()liog 10@6t&6&£ 9 10% ()-
109&' -1 JIIKK{ Z9v 09 - - '

1098 8 K?KKKKKKKK\?‘/U4 o™ t%éé/ £6 ?Craafs% EP9( fé‘%@ %@P@%ﬁﬁ with
F410%& () Z FALOMES (aoM&LLberZ8aU4ﬂéwo1@<°/¢t<&)()u@ 7g10‘24& (ip @ type

10% ()-@ 10%& () % 109&' ()- @ 109 ()- @ MBMWBNNNZ Y7vU410 1100818 ()-@
109%&' () - 109@9%?9 ‘ 1@@&r@pt@plzed in that it comprises the

109 ()-@ - ! @k%@ %%é gy%lNNNN:ObQ/Lmo 109%& ()-0 10%& ()-0

9910%&’ () 1010 %{5 % 0%&' ()- @bOObQQ ROSET| [:vU410  10% ()-0
10%' ()-05 On transmission:

scrambling a first datagram (23);

defining a header (24) comprising at least one
datum identifying the access control means;
-~ concatenating this header (24) with the first
10 scrambled datagram (23) in order to create a
data block (26);
- encapsulating the data block (26) in a second IP
datagram (30);
- transmitting this second IP datagram (30) over
15 the network, and
at reception:
- extracting the data block from the datagram
received;
- extracting the header (24);
20 - descrambling the first datagram (23) if access
to this data is authorized;

- delivering the descrambled data.

25 2. The method according to Claim 1, characterized
in that the data block (26) is encapsulated in a UDP
packet.
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9L1096F" 6& ()- 101010 @O%& ()- .109& ()27 zFztz{zzZ[|[: vU410

&10% F'. & ()- & 109%*2& ()- YL0%F"6& ()-S f91096F" 6& ()- FLO%"& ()-

&

F10% & ()-[[[1]]""-"."}] </ 4106F"6 @OY%F"6& ()- N% 10%6F" 6& ()- H% 10%" & () -

X% 109%6F" 6& ()- W 109& () - & 109" & ()-."N~NON3MN, _ TDhA4L06F'6 H "10%

" & H "10% " 0 4 & "1 i % s
"& 8 (106F"6106F"§3<(31231Tb1t%%Ac fﬂ%ﬁll%{g‘%&édﬁxﬁylﬁg/ gl M tha?ddbrized
in that the data block (26) is encapsulated directly in

an IP datagram.

5 4. The method according to one of Claims 1 to 3,
characterized in that the scrambling step comprises the
following phases:

- defining the services to be scrambled using a
label to which an IP source address or an IP
10 destination address corresponds;
- capturing at least one access condition or at

least one private key.

5. The method according to Claim 1, characterized
15 in that the data block (26) comprises:

- the header (24) (access_control header) moving
the information necessary for processing of the
transmitted data by a terminal (4);

- a sequence (payload) repfesenting the useful

20 data (20) to be scrambled.

6. The method according to one of the above claims,
characterized in that the data block (26) observes the

following syntax:

25 CAS_data_unit() {
Access_control header () p octets
Payload g octets
}.
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7. The method according to Claim 5, characterized
in that the sequence (payload) observes the following
syntax:

payload () {

data bytes n octets
padding bytes p octets (p can assume the
value 0)

}.

8. The method according to Claim 5, characterized
in that the header (24) comprises:

- a first field (header length) representing the
total length of this header (24);

- a second field (payload_scrambling control)
indicating the mode of application of the scrambling of

the information (20).

9. The method according to Claim 8, characterized
in that the header (24) comprises in addition a field

(EDC) representing an error detection sequence.

10. The method according to Claim 8, characterized
in that, if (payload_scrambling control # 00), the
header (24) comprises in addition a
(payload_descrambling way) field indicating the mode of

descrambling of the information (20).

11. The method according to Claim 10,
characterized in that if
(payload_descrambling way = 001), the header (24)

comprises in addition a field (ECM_CA descriptor flag)

SP19013 HM

I

|
LO



& ()-$1@(10%# & ()-$ J@(10% # & () - $n#o[ of ogohoi ol oovU410 . .
FLO%F" 6& ()- 9 10%F"6& ()-10| & 10| & 10| &'$ @0% & & ()-$ : UL0% & & ()- |
2110% & & () - ooRpr pppPgzY8vU410 :!10%"& ()- ,s!10%"& ()-

Ns! 109%6F" 6& () - sI10% & ()- - 0 s!10%"& ()- -!Ds!10%J& () -
Pgqgerrss|[:vU410 910%6F"6& ()- MAE"109%"& ()- DW"1096F"6& () -
M %" 10%" & ()- fo%F" 10%F" a& ()- :!109%"&9()-sssssss_ttvUal0

F & 10%r.& ()-Y 9Y 10%F"6& ()- 9 10%GF"6& ()-106F"6106F"6106F"6

@ OY6F" 6& (

)_

: S109%6F"6& ()- tVu|uBEvvww [:vW410 S '!10%F"'6& () -

&% 109%6F"6& ()- D1 10%"& ()-G H 10%"& ()-G !109%66& ()-G

F & 109" & () 1 1 % () ] AL
T100& () - 106F S YR RS st Pl 2t AfaPTobpRyoppdf tional

10

15

20

25

30

access descriptor (ECM_CA descriptor) in the header (24)

and a field (ECM flag) indicating, when its value is
equal to 1, the presence of at least one ECM() field

representing an access control message in the header
(24) .

12. The method according to Claim 11,
characterized in that if (ECM_CA_descriptor flag = 1),
the header (24) comprises in addition a field
(Nb_ECM_CA_descriptor) indicating the number of blocks
(ECM_CA descriptor) present in this header (24).

13. The method according to Claim 8, characterized
in that the header (24) comprises in addition a field
(access_control_header start sequence) making it
possible to identify the start of the header (24), a
field (version number) indicating the current version
of the header (24), a field (service ID) indicating the
reference of the service used, a binary field
(payload_type) indicating the type of data transmitted,

and a field (RUF0) reserved for future use.

14. The method according to Claim 10,
characterized in that the header (24) comprises in
addition a field (scrambling_algorithm type) for
indicating the type of algorithm used for scrambling
the datagram (23) and an error corrector field (CRC_32)

of the descrambled useful data.
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15. The method according to Claim 14,
characterized in that if the datagram (23) is scrambled
using an algorithm functioning in block mode, the
header (24) comprising in addition:

5 - a field (payload_padding size) stating the
number of padding octets added at the end of the
information (20) ;

- a field (IVOperator ID length) indicating, when
its value is different from zero, the presence ahd the

10 length of an initialization vector field of the
scrambler;

- a field (IVOperator_ ID value) indicating, when
the value of (IVOperator ID length) is different from
zero, the value of the initialization vector field of

15 the scrambler, and

~ a field (RUFl) reserved for future use.

16. The method according to Claim 11,
characterized in that the header (24) comprises in
20 addition a field (EMM_CA_descriptor flag) indicating,
when its value is equal to 1, the presence of at least
a conditional access descriptor (ECM_CA descriptor) in
the header of the scrambled datagram (23), a field
(RUF2) reserved for future use.
25
17. The method according to Claim 12,
characterized in that the header (24) comprises in
addition a field (ECM_CA_descriptor_version number)
indicating the version according to the block

30 (ECM_CA descriptor).
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18. The method according to Claim 16,
characterized in that, if (EMM_CA_descriptor flag = 1),
the header (24) comprises in addition a field
(EMM_CA_descriptor_version_number) indicating the

5 following version of the block (EMM CA descriptor).

19. The method according to Claim 11,
characterized in that, if (ECM_flag = 1), the header
(24) comprises in addition a field (NB ECM) indicating
10 the number of ECM in the header (24) of the scrambled

datagram.

20. The method according to Claim 10,
characterized in that, if
15 (payload_descrambling way = 010), the header (24)

comprises a field (RUF3) reserved for a future use.

21. The method according to Claim 11,

characterized in that the access control message
20 comprises:

- a pointer (ECM_index) for differentiating a
plurality of ECM for selecting a particular ECM for
descrambling;

- a table (ECM_table) containing the data of the

25 ECM and the phase changing instructions.

22. The method according to Claim 21,
characterized in that the table (ECM_table) comprises:
- an identification field (table_id);
30 - a field indicating the length of an ECM
(ECM_length).
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23. The method according to Claim 17,
characterized in that the conditional access descriptor
(ECM_CA descriptor) comprises:

5 - - a field (descriptor_tag) indicating the start of
a conditional access descriptor ECM;

- a field (ECM_CA_descriptor length) indicating
the length;

- a field (CA_system_ ID) representing an

10 identifier of the system of access control used;

- a pointer (ECM_index).

24. The method according to Claim 14,
characterized in that the identifier of the type of
15 encrypting algorithm comprises:
- an identifier (CI_tag);
- a field (CI-length) indicating the length of the
identifier (CI_tag);
- a field (CI_value) indicating the value of the

20 identifier (CI-tag).

25. The method according to one of the above
claims, characterized in that the service operator is
identified by a field comprising:

25 - an identifier (SOID_tag) of the block making it
possible to describe the zone of the service operator
used in the chip card; ,

- a field (SOID_length) indicating the length of
said zone;

30 _ - a field (SOID_value) indicating the value of the
identifier (SOID tag). '
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26. The method according to Claim 2, characterized
in that an UDP source port is dynamically allocated to

opening the UDP link.

27. The method according to Claim 2, characterized
in that the attribution of the UDP destination port
number is done dynamically using a signaling protocol
between the scrambler and the descrambler.

10 |

28. The method according to Claim 2, characterized

in that the UDP destination port number is a value

assigned by a certification authority.

15 29. The method according to Claims 27 and 28,

- characterized in that the receipt of the IP/UDP
datagrams by the final client comprises the following
steps:

- receiving the second IP datagram (30);
20 - receiving the UDP packet via the static or
dynamic UDP port previously opened;
- recovering and descrambling the data block (26) ;
- extracting the header (24);
- sending the first descrambled IP datagram (23)
25 to a pseudo-driver;
- extracting the data from the first datagram
(23);
- sending the extracted packet to the destination
application.
30
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' T 1 10% &' .
FO310%& () 't§%¥g%ter%%ed'%gAE%a%)the receiving of the UDP
datagrams by the final client comprises the following
Steps:
5 - receiving the second IP datagram (30);
- receiving the UDP packet on the static or
dynamic port previously opened;
- recovering and descrambling the data block (26);
- extracting the header (24);
10 - re-transmitting the first IP datagram (26) over
the loopback address of the stack;
- extracting the data from the first datagram (23)

in order to send them to the destination application.

15 31. The method according to one of Claims 1 to 30,
characterized in that the IP services transmitted are

audiovisual flows over IP.

32. The method according to one of Claims 1 to 30,
20 - characterized in that the IP services transmitted are

data transmitted by satellite over the IP network.

33. A transmitter for scrambled data over an IP

type network capable of using the method according to

25 one of Claims 1 to 32.

34. The transmitter according to Claim 33,
characterized in that it comprises means for
associating the IP datagrams (23) with a header (24)

30 comprising at least one datum identifying the access
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to which a source IP address or a destination IP
address corresponds;
- means for capturing at least one access

10 condition or at least one private key.

36. The transmitter according to Claim 35,
characterized in that it comprises an IP data flow
server (6), a gateway (8) comprising an IP scrambler,

15 an ECM generator (12), an EMM generator (14) and a .
database (16).

37. A receiver capable of receiving scrambled data
according to Claims 1 to 32.
20
38. The receiver according to Claim 37,
characterized in that it comprises means for extracting
the header (24) of a scrambled block of data (26) and
means for activating at least one access condition or

25 at least one private key.

39. A scrambling and access control system in an
IP type network, characterized in that it comprises a
transmitter according to Claim 33 and a receiver

30 according to Claim 37.
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41. The device according to Claim 40,

characterized in that the access control means comprise

10 a memory card for transmitting the private key.
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