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WO 2004/ 088579 PCT/ KR2004/ 000732 CONTACTLESS TYPE

COMMUNI CATI ON TAG, PORTABLE TAG READER FOR VERI FYI NG A
WERINWsE7ARTI CLE, AND METHOD FOR PROVI DI NG | NFEBRIVKRRE@4/000732

OF WHETHER AN ARTI CLE IS GENUI NE OR NOT 5 Techni cal

Field The present invention relates to a contactl ess

CONTAROTLESS TYFECORMMUINICRTION Q'QG rlﬁéﬁquB@E‘q'ﬂ READER FOR
met hod of providi ng genui neness | nf'ormati on_ of

VERBH NG A GENUINE ARTIELE, ANDIMETHOD EORIBROWDING INFORMATION

ot or mat | cHFORHE HFRAN ARyt AR di Rafae.

that makes it possible to io determ ne the genui neness
Techpfca? Fgi@duct by reading out and di splaying information

of a tag, and a nethod of providing genui neness

i nifhsr nmseohlmfrenaomeiatﬂs to a contactiess corhoumication tagpatportable tag

readefoerSit Mediog it pitviding GeblonnSs A8 ainafia Syt pg more
partidugrigee ray at Rf RdPAEUAD vaﬁéu@ﬁ?éﬁ&fs%‘%o?%t? gﬂf‘ﬁ@ﬁﬁdes

Lai d-open Patent Publicati on Nos
lnforrnatlonmf 2098 Esponding educk eHag qeader that mdkesiit yossiple to

ot Y5 BRSBTS AR BB Mormation o

tag, @leatmétpatlof predaindseriunes R lhib?maﬂbﬁ%‘f"ét proBliet, 'WWh?(g\

and conducts comuni cation in a contactl ess rranner an
inforrgation pbpttifieegenuinereaseef a peaduct isdarovidedi infaousert hydecrypting

infory 36 S el d 1o il R Gine BPRBted RS TRARE of o
product, recording or reading of information is very

vul nerable and there is a possibility of _
%&Hﬂ%ﬂeltlng the information or mani pul ating

[ 96B5A689 1 Bla-bhen G RAtioANGE ) 4,8 E8 b Fajcta-200602

dlsclcmwtebapa}uesefotajeiﬁlqnm pR@dLﬁj’ﬁﬁnfBH’ﬂbtl@@bhﬂrbd}ﬁﬁn% bt purchasing and
13-354310 and Hei 13-341810 disclose network-

omrgedities dABBAJIBERY RYNiSiR0 & e ABat has electdcali) r QﬂQF))'dadtthereon the
S e el

portabm aigassmderaﬂ'@t Geaﬁwmmahﬁommmehvmbkrdedkﬁh thetag. However, since
rnet, eterm nes the genui neness of a
thesec(ggclz ?,%%l r&?oqﬂm@rn HeRternaination @fs the rgemineness of a product,
t; ld b
recoranglg‘a?g‘gte E‘%’@? ?’ﬁfﬁ’gﬁ ggnm @01]9\/ % desﬁ?ro%lg%ia%d ?rheereclg,sg %?SS'b'“ty of
countexfeitingythegnftatration ton rdripplatidy ¢ecoram@a‘rthetmfdahaﬂaﬁ e
conmuni cati on esul t,

éié\%e%“mgtﬁ@rtcﬁ@va%@ﬂn inpeadcty Korsandiaient Bublicatian No. 2002-85144
and é‘sbeLdale Rérﬁtqﬂﬁﬁlcgﬁ&‘? N, 59ei 181354981635 Plei 13-341810

exchangi ng
disclose network-type genumeness determining systems that read out product

information electrically recorded on a contactless communication tag, refers to a
product management database via a communication network like the Internet, and
determines the genuineness of a corresponding product. However, to use the
network-type systems, a tag reader should be manufactured in the form of a desktop, in
the case of exchanging data with the product management database via wired
communication network. As a result, to determine the genuineness of a product, a

visit to a specified place should be made. Also, in the case of exchanging data with
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WD 2004/ 088579 PCT/ KR2004/ 000732 the product
managenent dat abase via w rel ess communi cation
wmeimosds79 as the size of a tag reader increasPGT/KRR@4/000732
tag reader becones unhandy to carry, a cost price of
the tag reader increases, and a charge is inposed on
e B8Rt SBERR ST npRHAREH R 3o the size o

a tag l‘eadagncreades mmwf@@burb@domst mhé Xﬂcpéar&y a cost price of the
is onl

%éktﬁg si nce he genui neness of a

tag reaqey| W?@éeﬁna'a Seharge dejimpased Oﬂﬁ@egléﬁmfr?ewa’gbszsfcommumcatlon
ne

netube U £ e SSBNEorBEldt 1 09 Yeghag 8 tag reader

manUfatiméed Fnbthiectarimoof Hodesktbb; sMeSth&lgénmndnéa of a product is only

12-148950 di s hni ques i n which atagrea
deterngR A e S0, BiagEn 1 BHBLRCDPSHOh MHRIAEICLRY chaheh by determined

pnor%lp H%‘%H’? |nformat| on electrically recorded on a
coht act S communi cation tag and conparing the read

i Aanathieo convemtionat bepryach, dapanése haiddodn PatdrgrPuldication Nos.

Hei 2@8%{4,%&% tuﬁss{%qo%%élg%qa ,nUf ﬁ%{ﬂégo%gpﬁlch a tag reader
deter‘iﬁﬁéé'tﬁ’é b@ﬁﬁwbh@%s a%r@&h%b;} a'i{l]ﬁt%%gt H&%&? Jﬁ‘ormatlon electrically

However, “such an offtline-t £reae o
reco@eumatdwtw@lsbmrmmnimatlaﬁ ta@tawdrdom;ymmgsth’a mm! infortnation with
ac t easeg because ta
referghigu e B BPRUGLN DB 0l Of Haeghie: Sinie i hrmacture brand

namé %aﬁ&@éﬁheﬁf HQ\?&& inforfatios] 8¢Podh@ da%gnpﬁ&?dm%lt id sithlously stored

deterni nes the génui neness of a pro provi des
thereim| yHawewean,istichfant ¢ffinestypé asihentiviatian idevjceasalees the problem of the

v GRGHE 1050 VP TS0 0l ReBA I 2 1 28ir o

prew@ﬁ@l?eﬁbf@ dIIStHQWroddbt%ftﬁhét@hdﬁ)r é\l?ér‘g? %dﬁ@f‘V%Ebo%ﬁ’lce the tag
reader only considers a position of product

read@r lgiéﬂf deteoninesiihe gemumne@a@fusspmﬁtmt wnflgprovides mwdyla result of the

it BhhbRR, P4 G482 Rahon Ry N EPRARI o 81 sunenticatior

procétiurbrab rSlbafty ©F tREr ANRShthtidh M@eaa@ rse@ﬁ\er InGdther words, this
products of newly joined conpani es cannot be the

convehfigneat ttagf regaieni g ©osidges & ppaliENodf produchdligftibutors, but is not

st T8 0ol GEBYEL FLAUIRAEES, A0 SRRl o0 racer

has [lebleis eatsiale prédeas ehathereedistribatddhaftes pdehasitgdof t'h@nfag reader
the product and attached to a counterfeit product. To

or peyiugss sﬁcmeﬁvlbbjoam qRsRRAIHEPaERIMOtPEE ithert $uhiesio of genuineness

'- I ' [
oo B4Ry B 31 L BB 0, Mg shouis oo
updatdel. 12- Zﬁﬁéd,ﬁhe(htﬁwbmvgﬁﬁ@mﬂ@mﬂeadﬂﬁdmmwnéﬂér eecase where
that include a contactless 30 conmuni cation tag in

the tgghiscietachedifrom thedprdbiciandhattachndito d cqu @'ﬁ%@dd&rod det.

St n

S SA0R0, pFOMcERedeheal P AL RS AR L0810, Korear
UtilityaMoeleh Reigistiatient Mg. 2522112 atieshfareset ltdppeduRdtent Publication No.

. Howgver dag(ﬁl i cati on of

Hei 12-251164 disclose genuineness determining devices that include a contactless
communication tag in which product information attached to a product is stored and a
tag reader. The genuineness determining devices prevent the reuse of a tag by

destroying an antenna if the tag is detached from the product. However, application of
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2 WO 2004/ 088579 PCT/ KR2004/ 000732 t hese conventi onal
genui neness determning devices is limted to speci al
w@e@dogsszo such as bottling products and a pr OBCI/KR2004/000732
measure may be taken to prevent physical destroy of
the tag. Also, since the tag itself is destroyed, even
thes@@BRV@dHE GBnaMENeESs deddniifing dRRsEsTY (IMifddiYspecial products such
information to use the tag reading history |nfoprrrat|on
as bpiying progiustsoard adgproaativalmeaskea may. betakeinouprevent physical destroy
nt j t. . Lnpvention ovides a contactl ess
of the G NE%, FBffefS 1l el E 0nP ey R endneBuBRAUER Rinot read tag
readfngauliistarpt inemetion denuigte MHeodugf FaRling distory information for
counterfeit product io wthout physically destp,oyl ng
custerper-gdanieddnaikedinet tag, is attached to a branded
product, encrypts information of the branded product,
and provides the encrypted informati on. The present
Disclosvendf e Ial&mtigar ovi des a portable tag reader that is

handy to carry and determ nes the genui neness of a
pr BHLBresent davantion pepvideason mantastless cenmetinioationatag that prevents

t [ 1.0 A ut.ting the .
tno ESE3AT4SAS, FAITMBHE S0l b HSS A% Attt product
withqut physieallyadestrdwing dhe genvingi pradaetitayNeitfched to a branded product,
i nformati on-of a product, in which rnformation about

encryife infernatrmesthegbranded prediutt and preyides thedeneryatedsiaformation.

b i [ r ' . ' d .
CITEARh! LR B, bR R e B it hancy o cary
and deterrainpscthe glentuirenese $fat produettsy Qécryﬁhﬁg tfbEmAtGY rétived from a
ontactl ess . 20 communication tag that is attached

contgcgiegs GPBUERICATRN frhand evtnutling ke deargpiestinformatione
quF a i i i | ||ﬁ . 4 .
gomjfﬁrggﬁogﬂagrﬂ{?ncﬁédgﬁpﬂo\%@re glnéss ‘gg}ﬁ‘é’?c%iﬂé@é&ﬁézge””'”e”ess

information af teagrodeat dn whiclke dtfermatigroabbus the gendineness POYIRS product is
. i&g‘i%l recei ved Jﬁrcomthe,ta reader, and supplies the )

providedeld 2o tisek Dva dSCRAtG (PPN \§ivied ime phadard outputting the

decrypié@itBirhgbrand encryption key related information are
stored, and an 25 encryption unit, which encrypts the
priagarding hd ongetspect obtheepresantsimventich,tthetdhis pragided a contactless
reader based,op.the encryypti on key related, . )

com et 156 a4 R 6L Pt Bk Sicmproduct informatin.

The 86r56Mss ébllﬂﬁ{drﬁéhtidnh%"geinbﬁld%(’%'c%ﬁfécﬁeﬁ%&ﬁﬁ{nhi@éﬁon unit, which

che roduct and

_communication tag that 1s atta toap
wirelggsty iedelangeasddeta withf artagt ieader, Ttreatesnaapowes source from a power

s A S o B B -CE8 sepueusto
whichMHepradusginférasiftion &iEah&§pon REVREaRRLNES nid ga'ﬁ‘ &e stored, and an

power signal received fromthe tag reader, arg
encryplippl yrdt whish pengsyptssther pegdust snformatiomirtot bé rirassintitied to the tag

readérrbeas%ooqyﬁlte éﬁgr%tﬁroaﬁ (%? relaetrc]aarim%trr'n% loh_ey rel ated

According to another aspect of the present invention, there is provided a

contactless communication tag that is attached to a product and provides product
information. The contactless communication tag includes a contactless
communication unit, which wirelessly exchanges data with a tag reader, creates a
power source from a power signal received from the tag reader, and supplies the power

source, a storing unit in which the product information, encryption key related
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3 WD 2004/ 088579 PCT/ KR2004/ 000732 i nformati on, and
the nunber of tinmes the product information is read by

W0 b@4088579 eader, an encryption unit, which enPCHER004/000732
the product information to be transmtted to the tag
reader based on the encryption key rel ated

inforinationrand ¢he nantherof itiay 1Y produBt PYorhdtdn i%%bd.ﬁry“éh‘éhtag reader
reads the_ product information stored in the storing ’
an eRgyplion unis piveeneyrtsths: puderct informnatian tmbederestitted to the tag

i d .eader .. I des, t.h .
readBEBASEHE o) Uty TN Tel ik iFRERRIOR: fih ninforaatien providing
unit, vdjiele treagis dvé Productf infdrenationdsioted iiMftRs GGG éJ;]ll*fit inNfesponse to a

‘Eéinbgﬂ of times the product information is re
prodygt Jaaimagion JegHestem@saage receives fony dheidag Aeadenipngvites the read

[ re~a c a .esent invention, .ther
pmd“%st Llifg@'ﬁ%lgdg?é[o Trggp%?(?g%ﬁé}?t%ﬁr@aﬂemﬁﬁﬁt PFQVigian of the product
informatiam nifit then maniesv e tine® ahe opioditict SRforARIBHNIS Aeba exceeds a
ta .,Tlae ortable tag reader includes a wreless
pred%tSﬁﬁh”ﬁ Jﬁ?qrﬁﬂc%lﬁ?'lu,e-v\hi ch wirelessly exchange data
W C ' ' ag .and wirel essl, ,
cbcgoldio 38 BAANERS: SIBRLTOE e dierdll, fltatibn, e W provided o

portablentagniezater dnatt mgdsanfirontion redbived FroMizs Boﬁiacﬂ%@sq ‘tommunication
a

e engryption key related information is stored,
tag. 3@%‘?98&?%’% taaif??%mﬂem%cwpt\wr%lasra 160meyiicasibrf r ounit,  which
i I : ' ' on encrypti.o
wirelqehty SRR R BT bR BoRRRTCRN, BRad bidbssly senas
a powgralegpired forkie caritattebsi cdmmomication g eaetotig @At irk@hich at least
specifving i nforrra]ll on _received fromthe contactless
one eé‘%ﬁmﬁ\?%c'&%’u '§iated dnfosmation s, stases oa desamting unit, ayhiolndebrypts data
i r ' [ I .
receiVeR @mh She' shigttddy %fgﬁ'@gﬂ{?aﬁ& % @dlﬁ%étdgﬁh ?ééfa(gtlw, Key related

conmuni cation tag atta to a pr

informatiaiuthatiiniseleoied drom dbeienedy@onf keymrélardPI@SAHRS By encryption
uni t, which outputs

st i A
inforngdatiinn eeadmBe ¢initof whlngn g?@‘?)‘.%g% . BFB()%‘&E ! ﬁft)rlrrHi%rne t{)ls the contactless

provi ded a met hod produc or ma
commykicaiioa teggattachwst ta haproduntrand cetds the throduct information received

| gss. conmuni.cation tag attached to a product.

from GRCAIEREES FOMRIGICRIL fag i aneauipyb s Wiigh outputs the read
produgpie€oriydtion, i nformation fromthe contactl ess

communj cation tag, selecting encryption key related

i AEQATAIRG ton sHibanedirinasprettal theepresent Vreekntioar yimsreols provided a

£yl Lnformati on f.rom gncrypti ke . ]

methdiE Y1 pRAANG K R FRER 8 L e Feoh St mmunicates it <
contattiessucrtmunidaienttag dtereel.totd ARl | Pe ‘ﬁ'i‘etpod involves receiving

i nfor mati on request nessage that requests the pro Uet
encrypligrokemepeaifving infermiondcemdbe cootaetiass abimmnunieation tag, selecting

i informatipn recej ved fromthe .
encw%ﬁfa@! eggt&ﬂﬂ@g&@i'g Ppﬁgﬁﬁp%}ﬁ% t@n%%eresc@w@ét &iperyption  key
specifgimgrisiormatiol éont ehsiyptioh Me9rBRk® Mottt &BHd IMg sfbring means
. rgsul}_l of readi n% concerning the
included in the tag reader, transmitting an information request message that requests
the product information to the contactless communication tag, reading the product
information received from the contactless communication tag based on the selected
encryption key related information, and outputting a result of reading concerning the

product information.
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product information. 4 WD 2004/ 088579
PCT/ KR2004/ 000732 According to still another aspect
w@booulgsspr esent i nvention, there is provided aP@I/E&@H/000732
to which a contactless communication tag is attached.
The contactless conmunication tag in which product
| NAGUOT8INGOR LIl %h@ﬂféi"as)gd&{ T i i
conmuni c_gti on tag includes ? cgﬁ?@gtgﬁgfsgﬁiggﬁnarﬁhit%ea{?i SpProvided a
produeti {0 Whicbhawcoriaetiessy ®navuhisaties et & wittachadt adihe contactless
.. _creates  a power, source froma power signal
cominfBlen “eBr v PGy SRS Pratiel &) sEATPEs WiHem the contactiess
comPuARBEON PENETinElRMESCa Fohtitless HGmF?drﬂcdﬂHrani?r%W wirelessly
i nformation including genuineness information of the
exchppger deteawith erlfegypaden créaigs agewernsiurte from aqovesresignal received
red, NCryptiop unit, i gh encrypts a signal to, . ]
from Jh8" @0 re8e Ty S0 RyBlie® T ol b i cenen SHRINGOHAIt in which
prodiétovfstnidioanincludiiy genuretess hRfRREBAtof thd BFdH&IE?tdrﬂ“encryption
stored in the storing unit in response to a product
key related fafaraation qaresstorerh samgacryptionvinit,fwhicht érecrypis a signal to be

ransfEE ko Rl BAUEF o i R BwLid Pprsh e e the produc

inforrmatioeiord N0 the A6 NATICHP rbSSHIBRLS A prédudtMBformation request
product stored in the contactless comunication tag 1s

messagereeaived feam dhe 4z erades andhrropidesbe read pBodwdt information to the

ringi . A I lis.avjewfor . .
encr}@%ﬁalfﬁ’ n\gﬁ%'%gneM&Mg'ﬁfrg&;@%g?ﬁaﬁrWQWPgthi ggfuingpess information
of thepamdubit Btored ih ke RoAERNEsS RVATHUMBatON Gag B plihtest SRbPSttached to

a configuration of a contactless conmunication tag
the pRRQUSE.di ng to 20 the present invention; FIG 3 is a

schemati c bl ock diagram of a configuration of a tag

reader according to the present invention; FIG 4A
Brief Didsurpticn efthexrawiagy encrypti on keys according to a

t?’d)éd ,En,bodi ment of an encryption/decryption unit

2¥05- ok I8 & Vview for |@tRiainty & aanuing rredugbtauthentisation system

| i 1 enbodi nent of the

acco@%ﬁ“ﬁ%&%@@?g‘%’?‘wumt 210; FIG 5 is a flowhart

| FI@s ilatstratesaa poofigurationfod anedritactigssashramunivatsf dag @ccording to
th i n tpe tﬁg reader according to the present invention;
€ PEgsSgNt |IveBtignit | owchart illustrating a comunication

PFRGEIHE 8 RPHRAR BlotiRdidifm % LBAAFEHEST RS tagddlder according

to the present invention;

FIG. 4A illustrates exemplary encryption keys according to a third embodiment of
an encryption/decryption unit 210;

FIG. 4B llustrates exemplary encryption keys according to an eighth
embodiment of the encryption/decryption unit 210;

FIG. 5 is a flowchart illustrating a product information read-out procedure in the
tag reader according to the present invention;

FIG. 6 is a flowchart illustrating a communication procedure between a tag and
the tag reader; and

FIG. 7 is a flowchart illustrating an authentication procedure performed between

a tag reader #1 and a tag reader #2, according to an embodiment of the present
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FIG 7 is a flowhart illustrating an authentication
procedure perforned between a tag reader #1 and a tag
WO e@desss#P, according to an enbodi nent of the PCEE&RG04/000732

5 WD 2004/ 088579 PCT/ KR2004/ 000732 invention. Best
node for carrying out the Invention Hereinafter,

invemticaf.erred enbodi nents of a contactl ess conmuni cati on
tag, a 5 portable tag reader, and a nethod of
provi ding the genuineness of a product according to

t Ny [ be described in detail with
-———r“BeSt Qd@?&s&ﬂ ih P eol ndravvl ngs. FIG 1 is a view

f deipfadrni prefaRRy aimhisoEimReed ! ¢f Qgcbﬁtabﬂésé’ré?o?ﬁﬁﬁjnlcatlon tag, a
invention, Referring to FIG 1, tag readers 20- '
ortahir tag rerdesoand @c@@ﬂ”mdn@f providing ﬂleegemwmeness nf/arnrodumct according

to tHfS@%é%f’EUBH' 191 S5 HeREhET 3y GFE R refiahid: toothe attaches

drawiiys. cont act | ess communi cati on tags 10- 1 10-2, and
1%éﬁre attached to various products such as
cIfdthilig a Yiewiee axplainng pperalippa@scerding tajther present invention.

STSEHHY P FREO9LTE hdd Y L8020y oS g fo the prosen

inventionkeadadpforaiatieh dfepatdcliesa¢onatigiBation I@g?ssqo 1, 1o 2, and 10-3 and
cerélfl tes and 15 tickets for the use faciliti'es,

display{ r inderamtions e ding coriactigss opn’pmumaatlomdagaem-& 10-2, and

0 8 SR A TR Bt S8, e aner o

Ilquot aggrlcualmrb pfoduuts h& hinsesiosit djdodenddugseBtediafiéhs, electronlcs
The tag readers 20-1, 20-2, and 20-3 may be
macm%(m{f é%\@/gl}eeru Al \vaF s®l§§pfr@§ﬁl5repoﬁ$e ng;@lqs@ad’@(pke;_t@- gertificates and
s C
tlcket@%r ?nééé\béa’é ngééﬁﬁuegkwé é{l{e‘?asﬁlgastr%cﬂﬁtl% e[n‘?udfn]ipocrf;‘arn‘ii documents.
cd'ﬂriel naniactiesd cbhmnmloétldwwtagy 10ht,et0-2r edidt 103 dﬁe square-shaped
a size allows a rsfg1 hl,cg carry . the tag rea

and ’[Eb’l Iim-typg; Rassive tags. A¥asra width gngl a &ﬁr]gylé@f AY — 18mm.
aT‘%t Ry Veaﬂﬁ?s 51 a2(9“25|%{r@y20”§ (ﬁy;gétrﬁa%%%%ture@" |ﬁ°v0aé?>us forms.

i mpl e cal cul ator function Is a rea
The t&@} peaders20-1t hestamldtdaaﬂmt i2Gsililas to nthae e re @ﬁbdm card and has a

thick %&n@?gﬁs'gﬂlﬁf ?% @rﬁ%ﬁéﬂ ? f\'g)g,e/z% @ggﬁeég@l&%@s Such a
size AlRvE pJEreSe R céﬂ}i&gﬁ% gé’g? ré"éfﬁbrbﬁ) h MR IHTRA (&hder 20-1 is

hardware and sof 0 various portab?e deV| ce
driven hyta baltetyeanshhas edlisplayenis imis frsmth Also, aalmpimd:alculator function

o e RS0 A S A0 Sy T o
phonlSJaVIHTcﬁWeﬁ\/etr<’7lﬁhtlé§%zﬁ“1§?1 re8fefN8hky 'SHBW @ﬁé rgbﬁi’éﬂf gi‘f?é(t:ons and tag
ta tl'es

product to which e above-déescri bed co
readefs ranserdingi tontheapreisentinveotien  camybe dmpigmentsid by ddding hardware

and %@‘ﬁﬁér%gﬂo:é@ igpgg?or%b?g 4 etwcae%dthca ncadne & rcnarrllleedt Ey persons, such as
personal digital assistants (PDA), multi-function watches, and MPEG-1 Audio Layer 3

(MP3) players. An individual having a tag reader can check information about any
product to which the above-described contactless communication tag is attached, by
approaching his tag reader to the product and can determine the genuineness of a
brand or discriminate a counterfeit product.

A product code that only should be marked in a genuine product is printed in a
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brand or discrimnate a counterfeit product. A product
code that only should be nmarked in a genuine product

WO 200p08837€d in a 6 WO 2004/ 088579 PCT/ KR2004/ PODKR2004/000732
tag-attached product. For exanple, a genuine product
code is printed as '7' |n the surface of a foreign

tag- Atfa@Hga rﬁ?{)gacﬁerﬁcg' @l a br o@ @n%%gﬂ@i Béﬁgqgtprﬁ'ﬁ&? as ‘7 in the

surfdceaiﬂ‘ta?forplgrsmwr agfreptbeainisrand. an@ﬂalgwu‘(rnéipﬁidm\wd@ i8 printed as
iy 8 r?@ger can, detferm ne the geqr}w neness o

9 'nt?a rlush dpperirtian ¢iha dnatlen BIss dRnsibehrande dirsipdiyjdual having a
tag r’tégﬂ%lh%nt eFrﬂﬁuerfF%dgénlﬂMeﬁé’ég BF%MP%d;bﬁséé‘%r{ g?gq‘ﬂct information

€ product her “wor ds n-rndivi

Outpl&tm]‘( trecdisplayi unit afthedag eeader yhappreachingt Hie th@ readsr to the product.
or 1s enU| ne, t he genui n

uor, if the for n li
In OH? duierdse Yden gn 'Wﬁv'g%'pﬁﬂi%f%chﬁﬁ Bdagdeagenip {agoaf the foreign
Ilquohnmetﬂé‘ﬂ)ré@ﬂg\ﬁ{uor% %%Hgff‘(?gﬂwé‘gehﬁi | eapﬁétr @%cgt—[; g@qgiﬁfsplayed on the
dlspIaWHnitewf%thertagueader S Nsc,owhéara‘nmrﬁnpdmllﬂpproachés his tag reader to
rfeit lo war n

the 159 Gdbe Isathet PuEse o M B S8 if sl eotmierteit prarict mecounterfot
9 P e
S ETEAS R o 2 RS A SR P ntad o
the gemuine grodiect camdliel @Ur eSinbg displaped crm‘opaatlen dsidimiteg! © a number or
t th hand h
smpEoaRebEts, et DEp Shd4h ke setAed: Dudesriiot ppes ssuch as 7
segn{e?ﬁé” LORfthe e Rand; ¥ sifdich ad b e g s G B § VbR hissage can

detected, 15 the tag reader repetitively outpufs a
be 0l$tput acmrldm tooaeewlhofrtmdmg‘ tﬁmamplea |fparrodlegtble taglis detected,

h
the tad 5EA 0K TEhe vk e S o T RylsS e S MR TRl & product
codeli§ s@Bcéﬁéﬁ‘tﬁlW reiddl the t@gsr‘éadéhéufp@% b SROR reJéE}hgoé’(SLiHH wHP@ displaying
read product code mxed with a voice. If the product

the readeproduct apdedn tan quipwiimit, ¥igo, theotag reddeyumiayvaitpet the read

t S e can stored iLn, memyry. h in a
prodm?(%mﬁ‘ Eég \%ﬁ er:&o{ If ﬁ'nec Jelfe] ucga%o%ee |msf|gﬁte£ number, the
amowtosfusticts 98Re Hatal R ﬁolCW@e ahdCeaRbe %ﬁﬂ@dtlhaﬁweﬁi&y having a low

shoul d be marked in a genuine product is printed in

capacife tRigihan &cheler ganobe disedTag th%gprﬁ)dadfeﬁod%adkm iie case, a color

code rt@éﬁ épgﬁo%lggtg% Eﬁ%&é@ﬁ 7 %Vgemf:ﬁ'%l %Péﬁi'@ §e 3}% eqo frb me tag-attached

proddt] t Thedtadi edeer (b&d tihaeblvy, cdder froax éieksy afd §splbys a result of
and B colors according to the read col or code. In case

readipg *aﬁétcemb"ﬁ@gzgn/sffe@feﬁc@luahtsa@f lighé grpitting sipdash éLkRY having, for
exan{éﬁ?q@ C%“ andPB Coforé a%eb'l’a‘rg ugfhtr? fe2% %I%rag&?érjn n@gce%\é of detecting

ng an error nessa

pres@weabf aralilegible tady, $ive tgy szdet ca@@ﬁpréﬁs@ geanterfeitabd Yor a bad tag by
di.spl ayed on the display unit of the tag reader a

OUtpLﬂF'% aniarprinaseagdesing fgyeagtesmingd erlof Eaﬂerﬁ’g of the

0, PRy ThRHrLclou iy IR o8] e SAAPIFH of e
read@fa)qbumahty number of times by one-time reading of the tag reader. The product
codes sequentially displayed on the display unit of the tag reader correspond to product
information including at least one of a manufacturer, a type of industry, a brand, and a
product name. Tables that product information corresponding to each of product tags

is written to are provided to tag-attached products. If the tag reader is put to a tag, a
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30 information including at | east one of a

manuf acturer, a type of industry, a brand, and a
w@emdogtsThane. Tabl es that product i nfornmati onPCT/KR2004/000732

corresponding to each of product tags is witten to

are provided to tag-attached products. If the tag

oSBT S sh ey SR B ror e,

tag readercimving by7-degmieay display wiithierpuafto teligs llgﬁ@l’f havmg a tag attached
reader having a 7-segnent uni t

therq?é,agﬁlfsﬁidéﬁam@;%g greduct Gede Hakingam r@%ggrm Hlﬁiégls product is of a type
of liquBFBES&Y oft:ife 'rﬁss%g g? @%?g}?@fa%(ﬂé'ﬁatqggge flgsg%ll)ll qu@Lext data ‘0014’

recogni ze t IS O
that ksa&epilaqed |atepfredefermnmcb¢imet intmealst e eetd@iizé shahg brand name of

this &P@S‘t & ﬂ%ﬁ%ﬂm ﬁ%se&m @g%él%‘aﬁ? b}gﬁag%ﬁpgItasbqlgﬁxgtdlsa;nother table

i SVERUBL | SASOBEPSHET 8B SRRLIRIORTREH e el ca

recog;mzatlmt this grodugiris duged 1Ryetrs’ dated odlisms of ahlﬁﬁfy@ér table that
lg%ﬁt e{ r&ned @@ms hnt er aI S can recognize that t

is yeg gt table ppgled M 1he PRPQUCthased on itens of an aging

95}%&%&%?% cdéﬁlg}dfétlo"f\rﬁtah@ént%@@é{sl %’%#\Er{tﬁg%ét@ﬁ t%ﬁ according to

pro uct ustrates a con
the pcmmm\leemsncommnl cation tag according to the

pr ent in ion. e% ri to F]G, 2, a contact] ess
Hing B8 15 a@Tadldsearyubiostion tag A capcOring o a preferred
emb@dm%t B’Pfhte EFest?m%ﬁﬁ&WncMBé%rE %@tahﬂ&ééjggﬁp"ﬂfmﬁaﬁcﬂn means 100,

contactl ess comuni catl on neans cont
a corftam uni AP 0a astd@ stegngninit M. 15 The contact ! ess

CoR. o B T PO B RS 0L S bBeltr Hh a o
manrf&tTRER eé‘tp%rffabfé’ntéf%éd’@fd HAELR pSWBPXoPapstihts LfFH?Jn' reteived radio

the extracted power conponents B a POWET source
Slgna|$1ear@hwdeeSsttwt@wﬁacchwet components2a9 aepnnﬂ@'rps;cwrce of the entire

systefft o1, coRl] B A B8Rt Bt vobalide Specin ey storing unit

300 ihfd 8 teRich@tiofed)C8Ad tot QHh@Q;b 1®
commun; gg?il on rre)gns 10 4 Qﬁb ﬁ|r‘€rﬁ3{;{rdrrgt .%Er}f"" eyices through

the centac)igss mmmwlcahormrmaan@ﬁoar eTbeomr@duchurtfmnamm iang encryption

T t i cati on neans 100
ey ifRishaia ard Creah ¥ siEita GRERUR! SSupply Toai t 131, a
damredetritbtitgssusornmidicatndmeafB dWRInchMdihh dhtennd N80, a power
antenna 110 transmits information to and receives

supplynnit afli endemediiatiegt it 183dand 20 meduwatigy winite1 3&s The antenna

110 BB RSTRRNRT g7 HAE, okl ARAHUER i, 2 Shosipacer 20 i -
wirelgusoarashary pIwer pewegt ugplyavgit Signakgp d@wmxﬁérg%@hﬁzes to the
recei ved through the antenna 100. The nmodul ati n

contagfiess communisativmaitag 10sbymipeessing power releiia wage signals among
sngnatlsg?éjc%ﬁvegp thr0§h TRAUALLAS 168! ¢ ThaSaSRAHLALES GhiP1355demodulates

signals received from a tag reader 20. The modulating unit 135 modulates signals to
be transmitted to the tag reader 20. The antenna 110 is a printed pattern or a coil and
is formed along the circumference of a tag. Since the configurations of the modulating
unit 135 and the demodulating unit 133 are well known to those skilled in the art and

will not be described in detail. Since the contactless communication tag 10 according
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be transmtted to the tag reader 20. The antenna 110
is aprinted pattern or a coil and 30 is forned al ong
wa b@4ossscunt erence of a tag. Since the confi guPEL/K&aE4/000732
of the nodulating wunit 135 and the denodul ati ng unit
133 are well known to those skilled in the art and

to th‘@' h‘rrunl i Qth?cfﬁréh?g%ai&%or Irﬁn‘ééctg%‘igotggmg@%g‘éﬁ' 8Rd thin, it is

desiraﬁl‘él ﬂéﬁﬁaﬁéfawﬁéaﬁe fcontautieps esamunioatéont tzgn16 bew gassive type. Thus,
manuf act ur ed ag be small -sized and thin, 1t js
the nguearsiippy vt trah SHEEt ROWSI-CRPRPBRAE fEAM dadia siopalsireaeived from

the té@?e 20 %nB Yi€s ttﬁ(é’%xtrggt‘éﬂf pmké\ec F\eﬁt‘é #’é ¥ S8Udr source of

racts p r conponen ron1ra S|gna

the eﬁbmlsye’d;nﬁ r ofihe tdperatmgp apddenfigiratior @funhel peset bapply unit 131 are
extract ed rrg Cgts as.a power source of 5 the

well lgpqwn @ngw@)@m RGN detalind configuration of the
ggl‘;l'r;e{ Is@‘r‘@@'t.}’mt'a‘ﬂgé rfcﬁ}dﬁ:ég g &oﬁ@#%&l@un% c%g.gu}‘,‘fdr m%ﬁbr)p fike electrical

erasatdev ptagraimenatdeni madeturdyomenmmrEEFPR@Ma) ect flastalROM and data is

oS 28 ST " S S, oy e
memEH@s |té’r b'?'@aé!‘ B{n‘yat%%&gg?%nﬂré’m@n%%éﬂahﬁmé% %—lgﬁ;@v jever, in a preferred

embmdarmarﬁz o_f—loﬂch_rresemt dnyerdifosy, r b totingi veitt 300 tiheludes a single
writaBlefippgabley homae AT eRtLChiTPETARATD Shodua tag-attached
produélfs‘lfcﬂ‘%ié Q"t‘yr% & iRBGstry, & ?Ufﬁét@‘é'i‘eéjbrf{d’@ﬁﬂodﬁ% H%ﬁ‘%f a grade, a

a type of ustry, a nmanufacturer rand, a pro
modelaname za gradtieingicentared datenef, manpfastivej aglateof eelivery, and a serial

numiyg f Sioerd 18 ey e e st -odthe “Bar i ing unit 300

store%oéh eNchbtiohNkes BBD r@%u#@ﬁtfos%crﬁti%heéf BOmANGHI¥RdrP Between the
330 Tequired for encryption of conmmunication

contafé gonamygnication dag | 1€s end dhentag oeaden20ag Alsp, dhe sthdng unit 300
der 20. Al e st orl unit. 3 st or.
store§ ¥hdriiit kel spebBie [ttt o iiiret for Sikifig thg encryption

key 33teat fh@ %Féﬁﬂeﬁ?rﬁdé’ IOtFlSPrﬂwerkmé §ﬁ9m§tuﬁ|’0300619czlﬁéé§% counter area
si de. rt the storing unit 300 i ncludes a counter

for siperg ztbef sHmbesr Phdimers thanpedust infaraatione 3gPoeiicthe contactless

comr{fgﬁ%é[l% 4 8 1@7%1%519 atg(; Iie géeg??%)c?esr.r%oe W%ﬁaﬂﬂﬁﬂ:t%ﬂ) may store

informaylon tadoait thélfacird rede? R atiit toelrfoemisad rés @peradidrt 8Ad reading detail
perfornms a read operation and readi ng detail

information lise date ﬂnqj(él”@a@fereéﬁt!\gl nme of readi ng. The product

| nfﬁéﬁ)%du%ﬂn%%%fgo?\r% 5 ré{f H,ng'g%m'{ %68 gngg%eq}? the form of

orm o

a prdtnmbld@dtal mad@fumUﬁ‘a%@nbmaﬁon‘mm&lmmwfa coMmblrdatiodr ofacolors, or a
conmbi nation of letters. In case where the display unit

combjnation: of dettersadét caseiwhere the displaynnit afylhe, tag reader 20 is of a
7—se@'hggﬂ§/pe08 o@@&ecold@ Rhd8 BR8P RBHbRLtRh SHEBSrd & output on the

oht
display unit of the tag reader 20. Also, the product code may be made up of binary

codes indicating an order of on/off states of a plurality of LED sequentially arranged
and/or color codes indicating an order of emission of a plurality of LED having different
colors. N this case, the display unit of the tag reader 20 is formed of a plurality of LED
and the tag reader 20 drives the plurality of LED according to the product code received
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di splay unit of the tag reader 20. Al so, the product

code may be made up of binary codes indicating an
wo@e@ensssio on/ of f states of a plurality of LED PCT/KR2004/000732

sequentially arranged 30 and/or col or codes indicating

an order of em ssion of a plurality of LED having

from ‘?ﬁé E?F\%?lgs% %ﬁ@@]nié\éti gﬂ)zfe %M&eugfgéﬁ @%)g#f&téeﬂé may be stored
in thé bmrtrmumleade,r b0a ﬂrumlﬂy of peodkatroaldiel Ymay bbliﬁbred in the storing unit
300 QD@?Q rding to, the product code received 9 WO

Q883yentiatty/ RRd G dispiayed; r ovh thisetitienthe tiredyct code may be

rogGERNEAH B 438l 53 et PSR, BB oGOG8, I yory. and

prodyctathme. cdtas, ammdhﬂdsald"faxﬂhg a dode tably cavg obtHiih pr@dlﬂ:t information
and be Sﬁguentl al ng and di splayed. At this tine,
such; a3 3, MRRIIACKIEe a%wa a dyee; fulbidystig: ape aguoduct name through
rer, a brand, a type of
prodll?&gﬂéo%s% Hﬁ%'wgé'%%@t name. Thus, an individual

haiihmgcmtmbdenitaﬁoe treet  obninols M@demﬁrei syetomt obrthe contactless
i ndustry

such ? uf act rer brand, a ty
commypicaligh daadd aersdna Bl PrepenBretleRs badearmnted @s hardware
only ﬂir‘ﬁ@ ic EE@Igﬁ%Htarsoé staifd hafd?@wsé *éa% h%ﬂ%ﬂcp(ﬁ%ﬁ%ﬁsgem% integrated

t he contact
cnrcunhc(éﬁl@ rdystweldhbassmtmnﬂlp#mpsnam@rgatss| @h@mbﬁchlafszan be easily

achicligg, By aene kil i e, Bri i ats RuRPeRad -y Gommonly used various
com[idiél%ﬂdé’d @@sfg (?AB ) 1oOR! §nd 9GP hgf‘ﬁg dRBEHe@M Hetdr T 18RS, since an

and gates circult can be easily achleved by
addltldmﬂe stdeied| radini progreem as nohbse@,rlel&qummbleed dwpld:ammbleyn involving

a 1oy | RERSSNAUREL 1 tprvRIAHR JTETOR s HOWENGE, ik 1S case, product
inforrA8#6h bPBALHYtidh %We!é‘f’éd“lr%%tﬁm ihait iRy \Vésr?%ccbl;dll'fjé to tags is also

possible to avoid probleminvolving I's
storedrlegenma\mlaﬁﬂeumera]on,oasdlam i | GonmtermgasiHesdoe fimitation kof the term of

prsfin S =Gt R T Bl b hal BBl ot mite o
hardwa@ @fly foradiRMay Pqé,i bat Mot uiat 200 may be implemented as a
Counterneasures for limtation of the term of

microfreeessat i s the elaraststistio dunclions of Hbeeprsent timvention can be

achie&[egstﬁ%oﬁtgcg%y écﬁﬂq{ér@hg% 6I{)1|'ts rﬂgﬁee ?ﬁﬁ’ai@%&&}:\g@q Eseggtlji}/io;\gﬁy stored in
the stdrigeominBed. asn andthemepiiiivens the PrésonttiM@ention, the storing unit
characteristic functions of the present invention can

300 physicadiiiraledepive BrRMeTIesyne af Rinclydingithe maie pregram may be
storea%% %P%%I%"Fnbﬁ\o ditionally stored in the storing
ani n

another enbodi ment of the present

I Mrentomstrol Wite280 andlndes!ahten ldﬁﬁ&&rzpﬂldw uhftc210ef information
two menories and a portion includin e mai n program

proviging wait 268r e replay stpel ableclﬁﬁaoupl 230, Tiedc éntpost management
procc%’%'ir?qqﬁﬂﬁ IAE! e, 8‘!”‘[ ‘éré’%‘)?ﬁ‘é@g%wtdeo%&ygﬁqéﬁm the control

ormati1on  providing un rep
unit 2000 &nidniheureplay2@tackasidclidng asit 280nage tive host management processing
unit 270 are selectively included in the control unit 200. The encryption/decryption unit
210 decrypts signals received through the contactless communication means 100 or
encrypts signals to be transmitted and outputs encrypted signals to the contactless

communication means 100.
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processing unit 270. Each of these conponents may be
separated fromthe control wunit 200, and the replay
w@raoaosssd ocki ng unit 230 and the post nanagenBCi/KR2004/000732
processing unit 270 are selectively included in the
control unit 200. The encryption/decryption unit 30

2 i s _recei C ies .
OB g 50 1obls 08 b R AR 570 stored
the tstairg tnied300d apdt gudwidescthet mradsi grodlst tipfdritition 370 to the
contactl ess communication peans 100, 10 WO | .
encryjy RePpEnitKRIBo4AlRsh 708 iRrmafian mseyiding unit 250 reads the

EOEOTY g , 0
orodBEOAAIH 028k £l BEBEPEHESOTETRIGAR e procuc
informatidn 370 throughtthe rcodaktiess tdoenmenicalion imeaked0Ppin essponse to a

read OIRATA IO RS 16aHRD et THR THPOTSHigh dMoYIHInGHeM 250 increases a
counfdrafdiing of e it%iﬂ{;ﬁljfituﬁgqg thHSwﬁ@ﬁe\féﬁﬂe ?rS’ tinf%rmtalti% 370 is read

I nf or mati on e contactl esSs conmini ca
and robacks 108, counteesyalus estoredh in ribed staringanehit! 8000 béferé ae product

, reader._20. The infornmation rovi_din%uit 250 )
informafipB 370l £ealoulit BP SRR U iemit'e A aLRiadetypiingd value, the
inforrlgﬁggﬁ ESWdiﬂd@nRrﬁbJGlBeé ﬁ{&fr@@gbﬁa‘ t3 el Bald®88m from the tag

the counter value stored in the storing uni
read@0R0 lwefautputsh ésteadi o€ the prdduciririformaoid 376, aaadssade indicating an

. t he .c%upt eg_}aﬁ ue (ijs nor e t han a %red?t,erm' nggl val ue, .
INAPRIRENIES 19% iBAd ALEXSRSSY CURYTPSE T diaRs. ndiowakeyo iy this case,
interhdllyl RRe EsthteP VERRM i CORtiklSUshRIncrea88s  ared r%é%rdeg. The counter

out'puts, instead of the product information

valuerears hgehieskied byiangpenific iaadpp capicddtyeataanadent i s read
an_excessive nunmber of tipes. However, in this case,, .
" PG ByCH ryaadamenof HF GmRerQriimiern B ag s read, it s possible to

effectiPsly QR Rshtanthg REANRS rellzedaRuadBthin Ethéﬁﬁg%nﬁ’ﬁ genuine product
checked by a specific reader carried Dy a nmanager.” 15

and afiachigs tbactetaalned)dagio aotounierfieitmproduct ot iseparatingag disused tag

rom b Sl B8 Rl eBirRL A Y 55 8% el BBt procuot
Also,pbyﬂét&mfg edcAlritec valng ih ki BRbATAIBCGnhaedsila area and checking the
counterfeit product or separating a disused tag from

stored gaueategeyrliae ithioRessibig doaetiaeiiely praverfereude ®ft agtag without

s o6 C3aAe 41 4 byl §aell SUEAARE & Hacngg o @ procuc

usingt Bgshyisiallly erodQy sdivssive, aPisnpessiial teeadopt 4 physral Bloeking method
to effectively prevent reuse of a tag w thout
such agdiestioying e peitermpediegantewia whea thayag issdetashedfrom the product.

I ' , t.o C ' ysical |
o, (78, B HEEk P oBLERNCte Wi R BbfRbbhent of ta
inforbtioikiorgacedssothe tagc foragselesttheyiagg Alsmtthy mdithodt®mnot initially
ant enna when the tzgg3 i s detached fromthe ,LﬁrOdUCt' . L .
prevemaiasmptsita; caraiily sletamta dag frompaaredre tispethers ig a difficulty in

genment of tag 25 information or access the
mass?@g)tdygﬁgﬁ'se of the tag. Al so, this nethod cannot

| Ad & prdguct placed on a display stand is read by tag readers a number of times,
when determination of the genuineness of the product is actually needed, it may be
impossible to read a tag attached to the product. To solve such a problem, it is
desirable to put a cover film on the exposed surface of the tag to block reading of the

tag at the time of delivery. The cover film may be, for example, an aluminum thin film
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prevent attenpts to carefully detach a tag froma

product. Also, there is a difficulty in nmass
w@e@dogssron. As a product placed on a display BCEE#2008/000732

read by tag readers a nunber of tinmes, when

determ nati on of the genuineness of the product is

vt BEEKENHBBE St B o RGBS i) Bl e o, T
cover film $s detsichedIfeorh theptdg whew deterinatichof the geriasgtkss is needed.

surface of the _ag to bl ock reading of the tag at the
t ieN¥MbgELivRading THestdeliasy refarancayvalue pbra eseuniee can be set

: | ym tehi ' 4/ 08857 .
afforRU7 AEHEITI A5 OURE:  Er ERanitd AR  Gase ot faads sy as foreian
liquoby andv eagricglttiee pradeictsal &s Uivesioekofgddde, t RY.is TReeferable that the

over filmis detached fromthe tag when determ nation

C ] =1L .
.numbgr-giyeagingrasdidion reiergageivalue of thamesintestbe miteddo 3 — 5 times by

Py f I : .
cons g 6 1 GE/BEFHE<A pach o TP iy Bcfaq our tmes
at thedisee of useodén sheebass of elathing, simcki grmiin@pfloduct authentication may

agriculture products, & |ivestock goods, it is

be BedbRe NHUMRETt Ak MR eeofime i Bgler @idr iafler opurchasing, the
numl%&{@f[r%%ﬁ\gv%é’tﬁcﬁgn trgﬁétrﬁrg(t&@ﬁlﬁgle?gg lthg‘y&g%téro i p'ref%rably limited to

I mes by “considering read "once a
sevetdidens rof timheslel inviiy waryd thevinuenberfafireatiingesestrddtionheeference value

o 4 o e A2t o) e romoe o
stepén S&b’%s df%ttrg'ﬁtﬁﬁ)nt EABnRdI, SRlofedBH et BresRHE ‘?ﬁ@i&@ﬂ&st ﬁﬁteﬂr‘ﬁited to an

er-of-reading restriction reference va
embaedinené whese the fceuatdryaluerf the caunterisectadckednts rebtrict reading and,

o b, A L BB L A St 0o
attachB8 ®MAIMEIL PiclidsS MiqBed Gid%ll%uﬁl_%nﬂle Iﬂuﬂ‘ﬁﬁrcar@é,s gﬁ information

steps of a distribution channel. wever, the p
provigingeunit 860 ireadethe produst infornaatiore 310 ditonedt invtherstotimge unit 300 and

out L e il B SHR 57 SRS ol SRl S ommuniation

meari€£ 900,18 rBBYoMsd tdthe REHIMECERAMMNETréAIRBEhg re@adel AV and increases
attached to fanous pictures, antiques, or docunents.

the conntati gléasd thermoring sinita3GGbwhepeyet the grediiatiopsipformation 370 is

re uct i nformation 370 stared in.t .
react BitPveyRn Wobatd HTHhRERIC sFalm litceb0 does not restric
providinigafrimformationd ®akbl @ndhetddantVahsd.! ess communi cati on

means 100, in response to the readi ng command fromthe

Q

t 4y areambodirpeahwhers thapeedun infeemabiont30 isasequerttially displayed

using HEGRRRE Bt ihe IRRPBRBRBENLI BFRCHE hiuprougpen puralty of
prodiistfoodeBtat antire v ittty rezider 200 rdeeBieRBally B@videcéach of the plurality
provi di ng of information based on the counter val ue.

of produeincedfifodi MERPenRE tignasacenrdingcto anfesiuest fiom dhre tag reader 20.
whef SRS RS it 20 RN e hhSupnit codes
numbggr of times, measures for encryption/decryption and replay attack prevention are
applied to each data.

The encryption/decryption unit 210 encrypts information to be transmitted
through the contactless communication means 100 and decrypts information received

from the contactless communication means 100. A 3-data encryption standard (DES)
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25 product codes at a time to the tag reader 20 or
sequentially provide each of the plurality of product
weowesssaTNuUNber of times according to a requesPCT/K&A004/000732
the tag reader 20. When the information providing
unit 250 sequentially provides the product codes a
r | . e t 1. . .

g APl b B AR Skl B QAR SERT SEbHn s not it
to the &-BES3algorithrancThpt 3-0ZS etgorithmdriplynapplizs0a S \guidstakes various

forms o, G SRR HBRbs 2GR RIS BUePEca Which thice keys are
. ; PO _
sequ%ggéllw @skd f r OcE NRe &0 BIRAHARS ?{f ?F{@g@@@frllcg%@%ﬁth ms, the same

A 3-data encryption stan
encrygion Ke3as 18cEdDr erayplivn@dd3ecaypdion. t hm i s used as an

U SRR SRR AL SRR e,
genuleH¥ss [diBtG Gt AltheARAtiRSinBIugES sidith eghgﬁfb%%‘h? gHg'nc?géitcggon code in

fornms. In this enbodi ment, a casca
a tagn and cdetehminingeywhedher thequemeneat | guiheaticat®mceode is a code

corretggﬁﬁging g% %ﬁr}gﬁ F)quﬁ.!c:t styu@m@%tﬂg;ﬁwegﬁﬁe%%%ﬁ%gﬁgc’:at%omecode from
the ré88&Y PIOQ e ARREF HBAA, b@cc’?rﬁlhg‘sefbt trg&‘eﬁh%@%\?@rﬁﬁﬁs l?éatnuine product

product authentication netho ui neness prod
authenticadionideprarsis omdiundas jedgmenyoannfarmatient displayed on the display

. henti,cati on _code if tag,.and det erm_ ni ,ng whet her
unit GiheatisEand A distybfon fetdBiat bracetig it Sholld beindergone to
correefl HWﬂo@@ci Kh.f@'n%?tfbﬁ.ne product. by reading the
i nherent” authentication code fromio the reader. On

t He aofitst embattiment obthe sgniestiess: cpmeuunicatian/tag 16mccording to the

oo RO 080t FRPREREh RSB SRSy B e mastr

key. ofn tthie ¢rdes n@éuienarkeszruawmﬁétoa@/slewmmbhomhiaueq%iug& all kinds of

. that shoul d be undergone to correctly display product
produygis ds rederiesnin the gtening unéndfidiiofdhe esntacilessoadmpiunieation tag 10.

i 1 rdj t . n
The RRTTRRIGT20 Mod Hhs' R, SGGR ihB8el Koil My i BERHR to read product
inforrdatiory pdfedll tiinds Wwfi greiuttst eThe kencryptior/BeeryplsE, urdit 210 encrypts

. master key 330 that is a conmon unique key for all ) )
informaatier trgnsmifter te extargakdeyiers Py thednfermatien puayidingoenit 250 using

I et i : :
o 4 Rof SAPEL! HEEnERBIAIEH, 158188, 4R apefifl essae receved
from pars Sxidraat devized gndguotides rther imbdrpratedf mabsade rtgsthef information
.products. The_encryption/decryption unit 210 enqrfypt S . ]
Proviging; Walp a8k i oHNee FHQsiete chn ecidentified hyepradust dyformation that is
. I A . .
cispiaEPEITNG R, Rl S0y Ul ool M o BSpIBRIEER ki i 210,
is posgibledgeroeidei geulindness inforemation rwdinudearoos predutts.  Further, if a tag

rovi des t i nterpreted nmessage to the informtjon
that GHro e ARCa P DY PoFHEL S IR eoTPaie® ATatanGeF the tag can

be reBY WIHRAN Gindt & (FYra88 drf@listing tag reader.

In a second embodiment of the contactless communication tag 10 according to
the present invention, a master key 330 as a single encryption key and the encryption
key specifying information 310 for the master key 330 are stored in the storing unit 300
of the contactless communication tag 10. Companies using .the contactless

communication tag 10 prepare for a plurality of encryption keys that is differently
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di spl ayed on the tag reader 20 by the operation of the

encryption/decryption unit 210, it 25 is possible to
w@eaniogks7genui neness i nformati on of nunerous pPPOOERRE4/000732

Further, if a tag that can be applied to a new

product is newy incorporated, information of the tag

a8 A 3 IORY B B 8 P b ancir

type ofprodictst | or bagmmek ancbhegma@ bbmajdn;sbmdﬁahtnay be kde‘[ermlned to
ntion ter ke ngl e encryption ke

use GRETRHCSTLPYRN Koe SS6OIEI0 46 e PP FOPIONUHSIT fih S9MS brand.  In

the d;a%% 6#80%?%%% #hSY produc 8 sthal %%xﬁﬂbrtc%pr%g%fég% Hfr‘lgie encryption

cont act I'ess conmmuni cat’i on
key may |bg dedigreated fiorattiel (ErmpamesnuAll ¢l encryption keyp r@q]mrai for reading

| ur I|t f encr n stha sdlfferently
tags 98 co¥r QI dhe sad faad
L ¥ r
aq d[?ér?' réé% Po?‘a Oer%f ;bln Fb;)ctdc‘g of ogﬁ%ﬁ‘ Sfﬂﬁﬂ“cf]@clrakj fdader 20, the

encrwtmmdegnrypmon halt c%lfﬂetralnsmﬂﬁ dhe lemcdgptiont keyagpduifying information 310
to the GG, 31 241 Ape Gatines ey e eadahet i salpet TP same gasubtion key as
the éﬁcrYﬁ’cﬁB?ﬁsz%ﬂd@for% qQHUGR g PR dermiTberhOf n?gﬁﬁi‘éﬁt Rey specifying

ngl e ehcryption 5 key y be deS|gnate
mformahparm@smaxklhe fmreemmplpptndme&as&tgm@hm agiurBbity of encryption keys.

T S38 e, SEao S SRR MR IR U LSSt s 10 bo

transPRiREYClo aRf BXIEARAI0AeTiES Ty hﬁetlﬂﬁ)rh%@l@ﬁrp?d%dlﬁ&eunlt 250 using this
encryption/decryption unit 210 transmt$

encryptioniay, dneruetsspreeneiypiey rmBeamremvemﬂom ’dnetévdetrmy device, and
t 20 .t l. t he
provigER I KPR ol agrass Cu e HioTERURY S UhiRga 162
Sty galch by bgnig aBe r@u@wloa%yﬁ\@&ﬂyﬁffgwmr%ti@ﬁymo although some
speci fying ormati on 310 na or exanpl e

encwnimncIWSan@. lgaiad edt, alamageausllmtaﬁ toemepiypspandikgyype of industry, a

coreBREhRR oy S eED S T R By M cbbnipe rocuct. Ao

in the>saeid dlaydgy tiee embddiriehhivber@ the tinkjiuevindstd key is &Y, the same
using this encryption key, interprets an encrypted

encryptionlgry isdpeluded Withowt enececk ievparadada exstiagdistilpited tag reader.

Howé’\{égz:ltglsﬁalggfpc{s%ﬁ%%% it 5@3?@@58% I%rr]éécgt é\ﬂftﬁég}g@‘ﬁl& new product

mforﬁneﬂoﬁpeAlsfoy !f@smmﬁ@hmnmr&@ncglphbﬁlk@ s 2pEeecured in a tag reader,
encryption keys are | eaked out amage Is limted to a

it is RAsSIe §e AREATBOEE)R Mewr Pasigts With sahigheF Aegrashel Becurity by assigning
spard &he @gagbﬁfﬁé alﬁ ?Pﬁ&?&jédr\ghé}{ %nﬂew%ﬁgs manufac%red by storing

corr ond| in the sa

one ehbnclyptiorn kv&?ersecuiw agisgare sastyptiok deys Sanldsald inddecorresponding
sane 20 en?(é*/ &ﬁon ke S incjuded without a need to
to thgRfIcivition ke adey lgegsting indayand cap apgsity one of the

encr¥6t|dn5k@sr§ ﬂn@&f]éﬁég%%%daé@éﬁé%% pﬂdhc%%ég’ra%itfn %ﬁ@fyption key for
the nszwftfagc:l ent nunber of encryption keys are secured in a

t a}% ar %?r%eér’nbodiment of the contactless communication tag 10 according to the
present invention, at least two encryption keys 330 that are separated and assigned
based on at least two references among a kind of industry, a manufacturer, a brand,

and a brand name and the encryption key specifying information 310 corresponding to
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it 1s possible to incorporate new products with a
hi gher degree of security by assigning spare
weperpgtsion keys. I n other words, when a new tBQI/KR2004/000732
manuf act ured, by storing 25 one of encryption keys
secured as spare encryption keys and an i ndex
the BRENBEOANKLY € sfdlelY i 18 it 380" &d
© rec’rnges tﬁ;yl%g(fgxé%n &Ez}gn spetgl f%/'?dcf'r?g[ L?"t 290" SHHe contactless
comraupicgfion ¢éag kKBys, which are secured as spare encrypt| on
k . 3S..an wcr tion for .he newtag. In a .
¢ B 2hi5iraB 3B renartetnpatnphat ey i fodi Pemplagy encryption
ke (HfG@natfort 120 _RHPAiRG SR tHe
Y%F&%@'Zﬁ%ypt.on 120 SRRIRGD, iU Eftbgaihah8F the contactiess
comraulslpgh@m tagaﬁbacwrdatg tcezbhn pregent dhesrdiones I%efenmgato FIG. 4A, the

encrmtlgﬁdfg 'rﬁgfb:ﬁgo%ﬁelne M afqpﬁl%&éw@g%@%g%ﬂga {z]:\g %0 includes three
encrygﬂ'ﬁ)ﬁr DM 3B G SFH BB \;VHIC ey g\%}%&ﬁé& %%%5709%9 to a type of

004/000732 the encryption are store
indusitry, ahﬁasufm‘twgr uanid a3gandf Aldhe encapliedeys 433, 453, and 473 and
co t|o 10, FI 4A i |l ustrates_an
indicgi B3y 453 e A oo ey SrEy gt Pealieq Borredponding to
the eRBSPLION KRGS I43B0UBB! hRdd 473 rd &tored! iRGhé Sad P@adé?"idj The encryption
enbodi nenf of fhe contactless 5 communication tag
keys gefc Hralitag tQadelﬁe2(|br@@eﬁtassﬁlﬁéntl‘itonthr%fgsmupa,geaohFd)wahlch is an

en g AR L SRR G A 643 brne. o
exampld,, thé1giuraing of Encrgiioh I@éy@"@ﬂ?hﬂ 8, 884 A% RRY be thre ree encryption

according to a type of |ndustry, a manufact ufer,
keys HS%@%QGCINSIGR% @&Dﬁﬁ algeritheps 433, 453, and 473 and

e of B P B LM, Vit RSl 20, e

encwﬂ)ﬁan/d@'iz:ﬁyptmmd uA 3210 eofsther ednciactibss tdthmerigati oﬂocag-“l‘@ transmits
ption keys of the tag reader 20 are classif

encr
mdlcersn@%)(h% feeéry@iﬂ@o Koy speeiyipg ierdation 340, i.end2y Otli andm to the tag

readégrf%ﬂ g”@ﬁj%trt]%é’ r%aé&r%@g}ﬁﬁpﬁ@euéﬁcﬁhgg#@rﬁiﬁg te&c@priéﬁ a}%&%s from the

indicdeezisd 4&lbctsttd, samd ehtbyption Key émrath@@fcyyﬁtidhrke)k@V@ stored in the
ﬁed in each step of the 3-DES algorithm_ 15 Upon
contaciges ﬁpmu'yca%qﬁé% 1Poi-eprotide taiChf enfred34sh asr enenyption keys for

readiﬁ@g tﬁ@adsurr%rqt £BRtachESS y'%h‘?rﬂﬁﬁ%ﬁfqrgt 'tggnuﬂbt 210n8fcatter, the

conctactl ess comuni cation ta smts

encryptidnfdesngionhenie @d Oyqft ﬁl‘tencdnﬁacﬁwcémnnmmaﬁow fmt 10rencrypts and
to the h_ reader 20. The

deCWPﬁg 'f}feaaév%é’anéau@g S 0 A ExGsivRel g iee Jad ireaderehy sequentially
usmgttﬁé |%/0<5f‘ ,.[y?\épetwpp SRS and sel ects the sane

encrypti as ‘the encryption key 410 stored in
t ﬁhﬂc@dheoemnypﬂlcnskeymarmepetafleab,mheatggJr@ader 20 caJ:Br%@ognlze a type

of indiSffe AL MEBTACITECR BESRMRT & o Ghct g db WiNeh e asoryption Keys

belongh€ In other words, in FIG. 4A, the tag reader 20 can recognize from received

encryption key indices 421, 423, and 425 that a product to which the tag 10 is attached
is included in a type of accessories, a manufacturer of the product is ‘Sam-ah industry,
and a brand name of the product is ‘CAPACCI'. Thus, the product information 370
stored in the storing unit 300 and the encryption key specifying information 310 may
partially overlap with each other in practice. In other words, the indices 421, 423, and
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encryption/decryption unit 210 of the contactless
communi cation tag 10 encrypts and decrypts

WO ndoanssard on transmtted to and received fromPEEKRa@4/000732
reader by sequentially wusing the plurality of
encryption keys. 25 Once the encryption keys are

425 MRS L Ban Dot WohERER! 2318 VRS gpfocimont e

advantageés oﬂ‘bctthEhe ficstygrhbodiniesy andliké ergond @nﬁbd‘tﬁme‘m &fld.can enhance
in FIG _4A, the tag reader 20 can recogni ze from

the dagrae, off semty Ry ﬁQHévtlﬁl'WdlL@w Aba plupaity nfqenpryption keys and
sufﬁ&@ﬁtﬁ geéﬁ.fr@%gatr@ﬂ fM“ﬁc@ Cﬁg}gtléﬁ‘gf Adw ﬁﬁQEE ched is

n cessori es, acturer of

tlf15 f;rx])rfouﬂnﬂhtemlsodlﬁtqrmaf medamﬁawtles%oc@nmm|¢utwﬂldtagame according to

t ,uct

the pressnhdiY dhespwr%ay.qf @n@’yetw.k@ﬁuaﬁ@ mtaadencryptlon key

specffgﬁgqnfdrayf&g.tvagﬁ@ﬁ@%e% 0 i Eg@@pg@épér 88mthhitRon tag 10 and the

tag redtler 20dndsides rendrypticreke e lequird, fornmdadihy p¥aduct mformatlon of all
2004/085579 PgT FRZS ﬁ%gOO?SZ 425 t hensel ves may

the GogrespoBding, F@GEES: nffd thigsrebed "ﬂ%‘ ’tWQ'HVan%ﬁ@Q% of reading

fromaﬁl\éagﬁg%dé’if Ottﬁet&ﬁ'ntébﬂe%ts gree orf‘@éi%gme s%f‘é‘%@done of the

nt an can ance
pluradity urfntenaxtylpyous kegs t 3&0,p Itnanamltsy entryptiony gey ospdﬂﬂf}ymg lnformatlon

Correﬁesws%fa{a’l: Setieteeniton KRG 40 the 120 Gpadfiead. and makes mutual
r&ﬁli@rﬁ%%sﬂe‘hﬂﬂﬂu%cﬁédrﬂbtﬁé‘ﬂ 18cRiet8hdb B %nc&yggg)n key of the

present “i nvention lurality of encryption
contm@sammMnMprtagomO kewer&pemdf ysmg a motaryedcheme3dP a random

schefiie T SrBacin 65N Ao et COBNBIGRENOR (el 10 1 aipavRiacand decrypts

. informatioh @ehasgéd Qsﬁl‘hcﬂl'ne' lﬁb%ﬁ&él‘ 20 l%flngame sél@@tedpencryptlon key. The

corres ondln gro ucts.” I n this enbodi nent
fourth exab Pt qma@fessemmmgnmtlon dagt‘tﬂs acegrdirgntiethe present

i, S5 SRSFALS B ot el S 06 oot

com0RIcARbh @y HOYe8PpESdd BY REahdih nfévén tiGHPKEEFP N8ad ti
to the sg?%ct ed encry YI on g 9 to tcggptag r%ad% ad operation,

the sgaenderbodimenkean éﬁpwptarbab iyte doperwitle alcausterfeitreader.

oy, S5t e ERFELTIA BB 18 ggrans o
presémitiavantieh ehe eral@tyfoﬁ@\@mpl@nﬂéiegﬁsé&s 3BoedrRAERS ptibm Rey specifying

contactl ess comruni cation tag ncrypts and decry

informatien ets 8i0eerstatastinhencemactiegs emmqaﬁqusta@ghand the tag

s ShIRRER R Pl Lt BRRASTER by B ifponcin

prodmteSeEbchldfvmm emryEﬁ@n &éyamt@@ﬁSh@fccmécttls*sbecdmfr@hlcatlon tag 10
enbodi ment. Since the contactless comunication tag

includes @t desinto BPCEMEAR kRysi that @ne jassifind ray assignad 9ccordmg to at
Ieast;tﬁ/%grgfeﬁ'lﬁ[wsé% %ﬂ%oonpig V\X‘Il;{ of frief2ls b?&g&'ﬁﬁ@fur&a% bIENEO%Rid a product

a coun it reader
name. For example, the plurality of encryption keys may be three encryption keys

used for each step of the 3-DES algorithm. In other words, in the fifth embodiment of
the present invention, the contactless communication tag 10 includes a plurality of sets
of the encryption keys 411, 413, and 415 shown in FIG. 4A and a plurality of sets of the
encryption key specifying information 421, 423, and 425. The encryption/decryption
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In a fifth enbodi nent of the contactless conmunication
tag 10 according to the present invention, the
w@banagssry of encryption key sets 330 and encrR@I/K&R004/000732
key specifying information sets 310 are stored in the
contactl ess conmmunication tag 10, and the tag reader
. i i
it 49 Sty SOENRS PRI=HGNS ok A8 1A% procpssengpppypton and
decryftianhe Salectiqt DtﬁrthEegn@'gpmomﬂ(eymf thentag tis geaformed using a rotary
communi catl on ta des,_at | est two encryption

schefil) 8t Brandaiuseielas: s Thareaieroe aeeoutendelly caenptaand decrypts
inform@@8h éx\éﬁaﬁgé&'vﬁ RS l%@g%%dgr B%P@ b éélgb'l%Hr%ncrr?phon key sets. In

manuf act ure uct ~ nane
the simitarpiay ta the thindreboginéntei thy pontactieey somayuhieatidn &gy 10, in the

fith SPEERIaITH ofce Brercuplias Koy is shecTed: edagaarieng0 san recognize
a typ%(bftﬁ&]é%hﬁgaerﬂbnwé@u”ﬂe'roé‘ Jﬂ)g og%ln;?t%ﬂhb?ﬁ e Thus, in a varied form

communi cation tag 10 |nc plurali
of the rflétheem)bwmem they protilict lrﬁoﬂnatdeSM&mtbmemryﬁtl@l kép specn‘ylng

mfongag(an Qﬁbr&ﬁ}w ﬁgq ﬁgh%@gm%g%oadlqj&og%bp wﬁ@ each other. The fifth

emb@d]ﬁfe‘x‘]@tbio%@eééﬁlﬁbﬂ% é&n%%@%ﬁoéﬁzﬁ) according to the present
CT/ KR2004/ 000732 unit 210 sequentially use

Inverﬁiolmr das yaditardages pof ohotheythearfitstoremabedimserdsc ithipmuighn the fourth

ecryption. Sel ection of the encryption key of
emchﬂ&\epgsg is perforned using a rotary schenme or a

I A GoSBCEAPBdinTdldr Fahbontddiiess %nﬁﬁﬂ#@ﬁflbﬁlté\g 10 according to the

encrypts and decrypts information exchanged
preseridnyeriioa: onsi eneryplions ke andenentiont kezncwe@)tlosenﬁzrm.e\lhon used for

e g BRI R0 TGS B s commrictn

tag 1@Témlmmmm i tbRtaeliesy BbhPRuriextidrs té@em fl&ﬂnpém@s using the
ag reader 20 can recognize a type of industr

contaﬁélﬁaas serm@Hcationtasnt0 perpate feloa phiraliaf. ermyption Ireys and assigns

e SR, RSB oBrbly BT R g e B8 sty enor o

manufattoreredridior 3 Wand ahbiorsd ’@Eblw pﬂ@d@ctQ)OOTﬁB)taQ@ééd@ 20/includes an
overl ap W|th each other. The fifth io enbodi nent of

em"&ﬂﬁ'@"c‘%ﬁ% graatieasmeghieu that faroaraate allothec eBerprgn tkeysheecessary to
eaaBS3ER ) BYENLAORGNTHIAY A5 18k BRLAPER 1] Hoaton mocui

creates xarh emchgdionekéy Qfsmgﬁ @neoséed valss of canpliniatit oPrsdeddvalues and
tQ the present invention, one encryption

encwg@accorfgrlﬁg?%ﬂnfeﬁnﬁ@9n EpeRlVeDHOM e kad. ohhe dednBesrof encryption
keys | tidaf Heeﬁ%%(’ij%dn pﬁgﬁfgégreta@%r %%Hfgr&[né( @eba 8lﬁ'?é/ nf&y vary according

at of t conmuni cati on ta
to a ipacametked value loé a dunetion. eszl!dthougmmnmtedanuh&@rl@‘ seed values are

1 S us contactl| ess conmmuni cation tag
S’forego '@p@'\eeF%Fe%\é]%I beit sy PRssIIR Cloy gesigRale: piTesaat @@gry@tf@n keys to
numérbs %&ﬁd@%t‘i’l’&u\;‘%yﬁegd ftBetfpgj?é&é tﬁ&ct%q‘e%@e% %O fefrhus, the genuine

exanpl e, a type of I ndustr nd/ o manu rer
prodtmtdaudhelactldatlandsmdfmeceordwgetco)fth@rm'dsemslnv'éheoh&gan incorporate a
number oq new t(g/peg Colf lilr(ljlc‘fus;’cry, manufacturers, brands, or types of products without a
need to upgrade the tag reader 20 even after the tag reader 20 is distributed. Such
incorporation is made possible by assigning a new encryption key to a corresponding

product and attaching a tag storing creation information for creation of this new
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20 encryption key creation nodule that can create all
the encryption keys necessary to reading of a tag of
w@2@e08ss3pondi ng product. The encryption key CPEEKRQV4/000732
nodul e creates an encryption key using one seed val ue
or a plurality of seed values and encryption key
ti inf ] Lve th g T n

enorfiRR, W8 B, e coftBshaifhd mBred @, . AP E) p nlife 24ERGhe  produc
authermtiodtion 28y sterh reccording de dh giresemieinveation, asiaes ProduetSnformation is
. to paraneter value of a function. Al though a )
d'SPlﬁwﬁ?Pé‘dthen@'ﬁB@W Wit gsesenfancass hiscpossiblecto parform geftyine product

i . . : o di _
authEAEn 3 it 8t B RL 18 Sl nymton oy
upidreadencrytionagey eadatiod Omotlules , muecigeneli fier exaAplst a result of
. aut henti cati on system according to the present ] i
involyiRgedt poRA MalUe Mo raibriRiesral Vallppas ticeed ©psaption key creation
; j tr f r r C :
ior AL VRT3 WiEten, WBAAD L gbY B 41" B Shbmton Koy
creatidrt infommetidradput Menc%tiba.kgysctrghm @sforrbatidn should be understood
to INGliEx JoTeAapr 580G NdR0 203 sEiTelan SReBRSeRdiey In he tag reader 20,
kN i j ' ' f 0 :

For SRR P dYSLG 19Y SRR AL A ek succossive cade
sequendé Kird0oding 0D oraufacturgprode, adyand ¢due, cand esprotlich@ode or text
. I_grﬁduct. N so, in g&&{genui ne pgod ct authentication
inforgQueR fchiqing & MENVIACHYET PREGe AtPTARY diAmerRnd Aryeduct name.  Also,
the eRCRPHiDh KV GEAROK %'ibdrﬁhm.dim%ﬂ'd@ié%n‘?%oh@efuﬂbﬁé’rlnsa&na Yderations that

as ‘'sentences, It is possible to performgenuine
can greatduan enayptiemkey asingna eeed vakepad at lashoneyarametsr. Thus, by
appridlG ,Sein gy » Creaiono R ORBHAD O i eBPRARN Key Creation module, it i
possBIAHP Rtually’ Ssddré rimerolidobierpstich %@2§ HBNUFHBH &k seed value is
i ntegral value as received encryptioh key creation
storedrin thertad wader@@ever, the present invention is not

ligmted, to thi fd Kk ti i nf, ti .
o A T 2 e BB RM e ESS b GAI 10 acooring

to the! pHSSeTt a9bntibA, UPSH _lr*é@eiEﬂBP_é FaGi&%t foP br&dRtiihiormatiaR9rom the tag
creating an encryption key in the tag reader 20. 10

- readerof0,ehargnasyptianédeaiyption Loih 2d8yofctheacardactiessocomniumication tag 10

b c Y e . nce ingluding a,. s
rensfflS s S35 e R UBOR S o 4 BoPrionboy, specting
inforratién 310f or thet taNrdatdr ) B8 caus@nHE ag§ HeBteP20Bto Breate the same

brand nanme, and a product nane. Al so, the encryption

encryptiphdrayaas Bie anepliomkey Ralusterechimtheotag raasieriZhs Thedeafter, the

encnfRERCEAN By, 510, SDERHE JFIBLP' ko Vailo®to exema
devicapbyoipiei information| poviting anit 2SSy tigentiypribATkey interprets the
encryption key creation nodule, it is possible fo

encr}ﬁ%@@éﬂﬂ%ﬁagééaﬁe@'vm frervihe edemabdeyiseransl bearputpets thadnterpreted
mesHEE” 3 Tk el Braydiphobnt st T BE e il npddpent of the
contdatigsd @oamauridatigh tag 10, sufficiently numerous encryption keys are assigned
for a type of industry, a manufacturer, a brand, or a product by more sufficiently
securing the encryption key. Thus, even when encryption keys are partially leaked out,
damage can be reduced to the minimum. Also, similarly with the first embodiment, it is

possible to additionally incorporate new tags that have the same encryption key but
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to the present invention, upon receipt of a request
for product information fromthe tag 20 reader 20,

W0 ba4/o885ry pt i on/ decryption unit 210 of the conPEKRe®g/000732
conmuni cation tag 10 transmts encryption key creation
information as the encryption key specifying
[ r r :

store Qé\&e@%ggep g?fél?g%t?)eﬁ :\ﬁl(teﬁés’lg rrée ?%gﬁg;%g% é@ e%ﬁﬁma%mbuted tag
reademcrAApo i irthisegmB8@insary wbenraa héwe prra@crteadieslré@ to be incorporated, if

reafter, the ncrypti ecr tion unit
a tag. 3Bt Nel SPRRPTGN 1S BEY an gaytqse@s@wrafarmgaon used for

I t |
eGP, A 180 50 G B pion oy
that ofess sagespeding éay tsinmna sterek seetabludeand e encryplien key specifying

. uts the i ter et ed ssage .to the information

mforrylahsp dreﬁglvg,ql gfwefﬁ\gt he IE is rpesgiblenio Jncerparate more new
t@ac n

P e SaeR A oHeRabe %@?@gfé%‘.”ane floafofivhle mairaining higher

securityddegreg, a nanuf act urer, a brand, or a product by

[F%% S%\Erféﬁﬁﬁ%% & é‘f &Wn‘g?%gér V@Sgﬂﬁ(ﬂe@ég according to
the ptebent HRBRASH CR Q@)rirngg&#’ﬁf-‘@oboof 1 @bﬂtd@t‘l@bs%o?ﬁmgplecatlon tag 10

simlarly with the f nbodi ment, 1t I's possi
storescatdelaﬁttt\l\l@rmmyptlcrmbem%ﬂ &mmtmlﬁdman@aselgmd according to at
tion key, but 2004/ 0

least /rlg‘fg )ég%@w )é,qeeogg\gua @ dpan pgm%laohrand and a product

namé\ﬂahﬂoéﬁcrﬁpﬁlﬁﬁﬁey eresidhafraatien & tH@Qeﬁ’c‘;r%f oR léb%@lf)‘flﬁ@ information
reader. Also, in this enbodi nent, when a”new product

310 cerrespanding to the at heastjwioaeeeryplion keys 2805t dndblsaen‘éwdlment the

encr (iR oRor CRREE A etk Ry 3Bt B the stored

encrypﬁmheke N THee BiPrddirRr PN cRVsy it @ﬁ‘cﬂyﬁﬁoﬁfke? ér’ééiloﬁfmformahon
correséﬁondl ng tag using a stored seed val ue and

from élmrcswma ﬁS&égmgpmatgﬂnﬁgg Thaod ereates tlne_=§emﬁe@|n¢rts/pmn key set as

that %ﬁ&g%ctir?gh% Egﬁ}?g'tléa%%gﬁ'?ﬁ%r# %"E‘}{L?ﬁéquotbgf?}@‘t 8 &%c(?ﬂ Dffhction or an

operatisrhpased ahitod ré\zh;l\l'ai sRcrptdmkey chidiver infeifationtdr an internal seed
degree. In a seventh enbodi nent of the contactless

valugg iseyentn emppdiment bgsdampdventage of erfiansiing security through

oS5l 1y 9, ORI R0y Bl REy B B5HL BB to o s

embddig®n830 that are classified and assi gned accordi ng to
at |east two references anong a type of industry,

mdR @k etdhtl embodiment of Ml canfacligss conprupicatign tag 10 the storing
unit G;I’;@rey?éﬁtga 1Y c&h (l)c‘r%\'?logn%ﬁrmﬂé’to‘?@s légﬁ t%cﬁﬁagt)ﬁgn keys 330,

I'ng 1 nfornmati correspon tot

which aaeblaswleelrw@asm@medmworaﬁ@ tol art Iebsist\nmmﬁelnsmes anmbeg a type of
%5 encry on/decry%tl op unit 210 encrypts a message
indusigy, s%qm@ 2QUWIRET &7 REPMtheaRY of erod eam%woﬁnﬁagpélonm@y creation

riorShof SRR E) 55 4T eoB0ENPERSIRARY 182080 an s
identiicdtion dafoenatitre farespecifjingythei emtristipnskedy areation mformatlon In this
embodiment, the encryption/decryption unit 210 performs multiple encryptions on a
message by sequentially using the stored encryption keys. The tag reader 20 receives
indices about encryption key creation information from the contactless communication

tag 10 and creates the same encryption key set as that stored in the contactless
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that stored in the contactl ess communication tag 10
through a specific function or an operation based on

w0 b4/0885ed ved encryption key creation informatPOHK&200a1000732
internal seed 20 val ue. The seventh enbodi nent has an
advant age of enhancing security through multiple

AORICHAGH v BeroaigR! &' Sddific 9 thRn l
eom conpar i sgtr?@to the03|gxth géerrbo |lflr%§{&{?bg gﬁ ‘éﬂ.‘g'%ﬁ'on Based on the

received fflieemand antinterearsesdivaliss communi cation tag 10,
14767 L Mt o eV Fo0 41 kS VRlR S5 erdAtiem information

420, 38R Ardshdéx eébr%oﬂamgglt@dhé%ﬁé ﬂSnthyat fréﬁﬁ)&{ .hfeﬁmatuon 420
ref erences anong a type of i ndust ti/ menuf act ur er,
8%

accortingi¢p thegightlp esthasdimeaainef thereanfac sapmunécationrtag 10 In FIG.

48, & RoRfidiiain EOL SHBSBUME 1 BrE el B reisrs to the same

referéméed Mahé RN f‘PIefér@ﬁ?@' timG. tas, Qﬁéréﬁéﬁyﬁﬁoﬂf@{e)ﬁr@l@t is@8ted in the
information. In this enbodi rrent

contagiless onsnuaisetioptiagH Ouimcludeschpes feapmptm keys 411, 413, and 415,

cecn SR BB DaBE b SPGBy s Hhrr, anc <

brand.NdF ereexaraple, 158 Plirlilyast érmryprtrcﬁakewm mf@maéh@msfrﬁgy be three

the contactl ess conmuni cati on ag and creates the
encryplips kaysrysed ivreachystepof dke BrlaESsalga@tﬂmnn Paameters 491, 493, and

195 BERLAR  H AABERT SoR T B b reppton v

411, op8y and 4m5ba?ede@ltbr’ehen tﬁ@@t@hﬁ?mmt@b@%twg i®Aot necessary. The
internal seed value. FIG 4B illustrates an encryption

indicge¢2Q for skerifyng thenen@ypiiorckey sreationdnfarmation 49 arexstored in the

stor P 485 6 SERCRIEE0GH ik B AR 8L OB S SEARhARRC 1ot
readexf20 lithe tay peider 29 requustgperifying df&ﬂeléhcrymloﬁl I@y 4$ncﬁypt|on key
configuration that, corresponds to or

creatipR IntateiafionJor ReCaliagean PRATUPAOTE koy u%mmfm .49@ @rcd an index

o BN SRCRBEH R BR G JAERGBIRAE 02 1 o same vy,

encrmhon)kaw ‘abci’'ed/ 83, ricryptibd, keyncredtibn infeaciatioh 2\5&30¢Q3 sand an index
term ned ccordl n% to a type of indu

‘A4 t
01" 423 Gorieshand 1 Qe AROeTpARRAN RRrTVRlGHEEK 2345 415, encryption key
creat@nul’rﬁbhﬁé(tldﬁ ‘SHP W%' 9Ad K&y Snddd ‘Oﬁlﬁ%m{éﬁé@ﬁ’%@e another.

hree encryption keys used in each ste
Encr;qjt@or keysmof Ftheamt mrasled P a4@ Jroaped 1149;6 txgeg reachpdf avhich is an

t tion 49 at can cretethese
encwgﬁépi%&%h%‘;&” lebiq or aipe olindlete’ Bayapalasispbancya brand.
oﬁtoFéd'%atuan E%ucpuﬁnfbhhétléﬁ #RIm N]RESSARY - reEBSr 20, The
|nd|ces for specif e encryption key~creatl

encmpﬁboﬁdmrypmmgmtaﬁw sefothesd qontadiles&Scmnmunr@atmm ltaQEOCO transmits
cont act S com"lrlyyn ca and ar

indicqy ghdfip SRS R FRRPVINGS BBt 3 10l e forS 10 ‘08 and 04
The tég%‘ﬁéér 20 RSIKsW P 8orPés gomirRNER b e kK¢ YablES Hor ¥hé¥e indices and

extracts encryption key creation information for creating the same encryption key set,
i.e., here “1324’, ‘abcd’, and ‘2345’, as the encryption key 410 stored in the contactless
communication tag 10, i.e., here 133", 256", and 267’, from each of encryption key
creation information fields 433, 453, and 473 of the encryption key assigning tables.

The tag reader 20 creates corresponding encryption keys by executing a predetermined
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creation information for creating an encryption key
"1324' 411 is 133" 491 and an index for identifying
WO Pi0g/0883¢y ypti on key creation information is 'PBRI/K&R2E4/000732
In the sane way, an encryption key "abcd" 413,
encryption key creation information '256" 493, and an

oncr 5oy ST G208 b BRE2081  rB8frormetion ana
a seédiivalumtd selecR e crdfied @ndryptionridys adénchplion keys for reading the

correspond to one anofher,. Encryption keys of the tag .
contacliggs [COIMYPICaPB e d Q-ntU"Qfﬁ?&%z téa&ﬂ%vpm/@ﬂcﬁyl@fl% unit 210 of

the BREICKBLS eBnIANnRARLH Bi\90 cRRNHL %dadééfg@s%fcjrﬁggﬁﬁ "Yansmitted to
a manuracturer, and a brand. “Upon recel of product

and reteivethfronmthie teg réaddra0 byaskmueally using2this plurality of encryption
encryption/decryption unit 210 of the contactless

keyscomuni cation tag 10 transnmits indices as the
SO0 B SBRE HERNBACEIB E8nipst compliiciion tag 10

oncedhe resepygiinnige yeis apepifiednthectagtrebtes 20 rram rebegeize rediype of industry,
an extracts encryptjon key creation infornmation for

& MGG thraOL A PANCE MGG 408 endlyRion Keye In-other words,
x "EIC d) ' \ iohh L0, ; ;

et FIG R bes o 0 Sgpich P DO/ i Rey crtion

inforination 42€), eand 313¢ ,ind@§6the tagdrezrieT' 20 fcaanrexzaghizef from the received

erorgglny oy JRAER 451 gt BRYIAAD JESt nPiasidchilpoWhiohrfe contactiess

I . r Ii 1 1
comfcs8oitsg 29 & AR YA BR0E1 44D Binutacrer

of thequiodRED !/ Sa0aBIndestty,yand anbland oaswt obhel godichis ‘CAPACCT.
Thus, 1 Goyepe G o b BloRth ABboRbGRr, B el aTaoR 08 370 and the

~ encriitohViRdy Spbdifiy hsmiRpA 10 oMde St6ARG NSO may overlap with each

communi'cation tag 10. Thereafter, the
othereincprasticen/ eethgptwards uthier indicesot2 1,143, cand 425 1re8y be parts of the

proct Rt iion 305 T SaRb GoRoffiett oLt fobifier™ sRtnunication
tag 10YactoRdifg it ahé Yresdm thiidhition Maer flviahtagds 6MNE6thithe®kth embodiment
keys. According to the eighth enbodi ment of the

and thengeiantie sn it.cafllsenin the eghth eneodimensneinggthendices are

transfiffifed SRP RAAVED = BErESy SRR, B g inieif o8P’ dFufipggof the tag
read®eP® ifactlitsted 23 Willldesorib&y latém ot her words, io
referri ng to FIG 4B, based on the encryption key 410,

t HehreHgh Jiisi RCREYree theatatbrraden 26 sReGIHRS aeprespengding encryption
[ : y 2 . ' L
ey, BEGH1 RREUA ROk Ronc5cral hoERBbARLYESE, cdlfpypication tag 10,

receivbgla iespoaseitd tihe radquesh, artkdisprlyscheeaeseivedmasponss bArthe display
tagt 10 I1s attached is included in at
e

: . ed . ype of
unit. ac Be & riigh, cantastiasaceipaunicgtiophiag {0ié attgoheshrin a product,

encry @RSt dpREAEs a5 WY (Pl 4l 20, gpg e contactess
commaohicdtiorthg thearepsoceassfulnbnd rtatis, ocortsdpomrithg peoduct information is
successfully displayed on the display unit. [f the product is a counterfeit product or a
forged product, the encryption/decryption procedures will fail, and thus, meaningless
information that is not readable by the display unit or a counterfeit product warning will

be displayed. Thus, a customer can check the genuineness of the product.
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encryption key specifying information 310 of the
storing unit 300 nay overlap with each other in
wEe@enssse? | n other words, the indices 421, 42BCT/KRA004/000732
425 may be parts of the product information 370. The
ei ght h enbodi ment of the contactl ess comruni cation
0 t P :
o ok EBBRORIC Wil Z80POF RS Hal Rk 3, BRgraipg to the present
inverdmneraceivesba gilurality. ofApsomluct sotlée refiaged ko ellfﬁmﬂénhprdduct information

'nce he i ndices are tted and r ce| ved,
from 3ag SBalasfless Camoy TFStiom kith 8 A cuRAsal, QUUL: fee prsuct codes
S t er
on RSB AILE hAL I, i W RSERLF8ALE & ity of produc
codesds nstfzrﬁdmmrcmg stamingyytii 300 ok the comtguiieds mmmmﬁcatlon tag 10 and the
i nf.or i on st d in,the contactl ess connunicati.on
tag 14581 20 ‘spguBabiell, €e8ds R<HmaboRiays ﬁBer\%%%@tpmgH@t codes. For
S Yy
crarOPU ek o pBGe! 1604680 8o s, RISYoL it podes i =
manulfac’ajr@rr, dhecaecondrdjsplpye@rﬂrdémtycpndeors proraadpaed the next displayed
n.the t.a reager 20 t he cont actl es

prod i A st wiiEfa FToguG: BomBet 496 pakh Rifdughyghus, a user having a
codeGablESAP PSdihiAY Prbdkict infbPha ﬁ’?rﬁ ﬁ %ﬂé}‘?&f%&é ls¥quence. In an

di spl ayed on the display unit. oduct Is
embedimené where theodisplayoiniahas & pluyslitypofocalot LED;ethe code sequence

R A T T R

diTHR) @ontbildssotorAnMittitohitaht1 6P HHE EoNPEINIMIB200 lof thdBontactless

di spl ayed. Thus, a custoner can check the genul neness
comrggnicaiiomtagutd .may have2eoleabed srerpainkRey Opdadibg3anit 220. The

leakegn g@\f;g}?)hlaﬂ gé)? ﬂ.&)%%g§ {nt 7%2%5% Eﬁ é@geread erad 2"(]) the contactless

comrﬁhlhllbaiidm Yta?f 101 el UddactioaRs o ebahfdrdio tal fif e4teMast one of agreed
product information fromthe contact | esSs

enc%ﬁéiﬁ»ﬁuh%%tlsoh@aka@ 94t anbihe etjodule ds |Moanteduirs tage that are newly

manﬁégﬁv&j aﬁ@pfe%tk oiI ﬁ% &ﬁﬁ@tﬂ?ﬁ k'%{ {?r %A%v%?%f ' pm%fﬁce{keg encryption

key upaidéing iumitsA20r @dcarrdstéTEeﬁlEmg @gcrtg'ptlbn &@2 vﬂfh Fésfpect to the tag reader
contactl ess comruni cation ta and t reader
20 thed atteqpristfoaraad thegonfactiass Qﬂr@@uawtl@netagt @nd directs the tag

readéF 96145 LusEod ey Eﬂ{:ry{)ﬁéﬁ‘lroﬂ%gr a[elf [&y é#éngé% g)b@{ﬂleg%gggd encpyption key

roduct code "anon
updahn@uhanZOrer the second di spl ayed product code is a

d | d d de i
o leaRPd aRerVRIGRUEY FbiatngaWE 230, RRpISgaghe st embodiment of
the cBﬁ¥ diesé cb%rﬁﬁﬁl%aﬂ&k?'tg Cl’l‘)”a&@d‘r@ﬁ’@ o] ﬁpéé‘é%t invention transmits a
ormation-froma dIS | ayed cod€ sequehc

uniquemnadtardey thaesleould @edmespllya.ysedrtotthbaag acpdien 20.i ch@ﬁag reader 20
col.or LED, E%j‘ code, se nce be a bi nary sequence

delete 1S OMWTmaSIal e AT} FeGPIdsR regriv rrasteaé@y aha new encryption key.

A ISSISEN S CRTRLA) 884iA3 o ) oy B ISLEOLUBIC A contactiss

commautieatiadtagn t0 g the tagyreagea nig isi poSsnB@Oto r'@dece a danger caused
by hacking of a master key.

The leaked encryption key updating unit 220 applied to the second embodiment
of the contactless communication tag 10 according to the present invention is mounted

in a tag of a type of industry, a manufacturer, a brand, or a product that is the same as

22



10

15

20

25

30

15 | eaked encryption key updating unit 220 is a nodul e

mounted in the contactless comunication tag 10 to
wele@ensssad e a counterfeit tag if at | east one PET/Re@a00732

encryption keys is |eaked out. The nodule is nounted

in tags that are newly manufactured after |eaking of

o 1420 AR 0 B 5B S BRAAE S oRBD IRt ' o be

newlitaysed thihiesapeeader 20 The tagadade?2028ischris aht @Ry assigned
to, read the contactl ess communi cation tag 10 and

encryptiosckay e steses PeBawrregeivied er@Yatiorkeyras gpt eaeryREgn key of a

corresAbaIng SRR 38 o s BRERG M Raehry & prmesnggeing brana

or a conréspbHdimpptadedt irrah edex catespobdiig®theontddtRess communication
contactl ess communi cation tag 10 according to the

tag 1|9|= esent invention transmts a 25 unique master key

"6k B AR Ko PSRy LA 2B 8HEh B Smpaiment o

the coatantleesl cmaahmnckmh ey 40 resorting Y@th@ﬁré@mt invlntibAii§ mounted in
g Elpr opriately ?efl ning a key upgrade protocol
the G@B%ﬁ/@éléﬁ cREINRYHERRAN 10 MalvaRt heateaoriegsueh an@ type of industry,

a man@fhdtGRIeS bﬁgnq{ dnd & S&f’dt%&t 4R t?m%dé?gﬁq_%sqﬁgggél&ed encryption key

caused by i ng o a master Ke
and éaosiisi corréspondirda encgypliont k@&)tmpﬁn@w the healypeseddto the tag

nt  of the cgnt actl ess comTunl cation tag 10
read%r%rd.“ﬁbettegtrﬁ@ 6F L WpdetRR AIOBIPtios Ko GoIesPANing to indices
assigrd B e LSt BRThIMcafo MR QG By hgBhg eniiption keys
in aPCahlERAN04@b0 tategory cakEdr ee;xsmy;pie; on Kley ﬁalsb of the contactless

ranspits a,correspondin enr onkeytat to . .
comipuiiestion ad 16 SRR [bedder ENC DR Biesiaiated g5 047 2345 s
assigedICas &n SRcropiich kg &?%S?Bﬁamgefbcfﬁéobfa‘?ﬁ Ifﬂéxa‘@gr However, the

stores a new recei ved encrypti key as an encrypti
leakade gnorfyption deryr epgating) ugltt%aﬁ)emdy dineketstheytagareader 20 to update the

oo DB A U P SRR B 0. ating i

220 Ryt diRecltkHEhhie S &P aRER b td I
engr y{)tl gn key Iu dati ng Eynl t 2'@3/ apg% e {e?q:élﬂr]eﬁ?ﬁﬁﬁdnay set the

new engygtion key &y sedmtln@ocm@of im&@&:@mpaceaenmyptlag k:e&, if a sufficient

o R R B ST R oo an existing
lndeW@bﬁﬁgpb%ngu@h 56784 i$ Y S, Qﬁe'l@ﬁk‘é@ réhcrytioh ke%/ updatmg unit 220
manuf act ur er, brand, and a product that are

transgiitst ‘e’ lng‘@adcpfeﬁ@?@pan@ﬁwqxag regadgr 20 axdnaictssthe encryptlon key ‘6678’

comSABEPABEBEERE L BV S At B BB 507 as

encriliohyksy eorr&SHthdiey (e S MHeRJ040 iAhaSult RS HIfE érﬂ:‘iéyptlon key
the contact|ess communi cation tag 10 with new receiv

corregpengptq te iRdiges ‘04’ and "15 in the tag reader 20.
The leaked encryption key updating unit 220 applied to the fourth embodiment of

the contactless communication tag 10 according to the present invention updates
leaked encryption keys among a plurality of encryption keys stored in the contactless
communication tag 10. The tag reader 20 updates the encryption key stored in the
index corresponding to the leaked encryption key in the encryption key table with a

received new encryption key.
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in a table for each category. For exanple, in the case

of the contactless 15 comunication tag 10 shown in
WO-R@B4/0884579 a brand i ndex i s designated as ~04'.PCRE&3004/000732

i's assigned as an encryption key corresponding to the

brand i ndex However, the |eaked encryption key

ﬂgﬂﬁ% ééé@i]e r%ét@;rfﬁ&%%ﬁﬁﬁbggﬁ@ iﬂﬁ?hﬁﬁ’%g%ﬁpe I‘Il h embodiment of

the aamﬂactblse dominedloenon ytagi hakeyrdingdtd theg prayent ildAhtioayupdates the

ransmni,t newencr tion key to the tag
entirg &&H@f‘tyyz‘éft onivPlian Kewsetn stodll ip e sonjastiess qeaymugication tag 10.
C
Thuss E KA Rl 8 Gl 220 1 BRECOH s Byt tag

10 trkmutaraensmssaqdneﬁcplumh&npf encnybtla:m keyisets twthe tatereader 20 and
he | eaked encrypti.on

requ C 5 thig dag ?1'%53%&9 15 5p0ate fhes e plias key pote samaRRSNdng to the tag
readilg)?b?’sé@g?té@ereéagr R R %cﬁﬁl‘e? %ﬁ?@ﬁtlpﬁsﬁ%ﬁg&&%{glgned to the

orresponding to
contamlesassommmt@oendagpﬂOom khg StBEd’ elaerypﬁmiSkey table and then

seau B ledales Ble R HERGRTPUA Koy scniBeptniuad eactmon keys in the

order &dee8ipt oPthe éﬁ@rz pich kyd.he tag reader 20. The |eaked
encryption dat i ng unit 220 applied to the fourth

enfihedieakad etn‘crypﬂw muadaﬂlmunﬂ@ﬁmappimd tantheafifti @mbodiment of
e SHRALF R ol GRS S PO 0t g pdntes i
entnrébﬁfrﬁl‘iiy'o‘ﬁ etnaglpﬁlﬁﬂtl@?tée%&o?gd G PR rﬁfﬁ(‘é ' Oﬁhﬁsagt Qea@?eencryptlon

reader 20 updateés the encryptio y store
key Upﬁ%éﬂ'agdmli éggcﬂfdhag:qntaqﬂleeSIoemmdn@ahw gag di® kaysmits a necessary

new oGP EF SREREoN Ty B b bleBedsatBtah kRd sGaasis e tag reader 20
to updée treaéﬁ&%/ﬁﬁm ké?tse@cdﬁ%’spm [tgthentég RHAefPP! | §%e tag reader

to the fif enbodi nent of the cont act I"ess
20 flrébﬁmﬂle%theoenqm@thnkemetsmmnad totibemoatantiess communication tag

i b 58] SAHRARFof Hocid KBl ohiRl SRRy sets wit
receiléd endlyption kegs iretieeskdet BE Fauliptast tK@bneﬂ@ﬁbh 'P@ye'n' t
220 of the contactless conmunication tag

t ridweslepked gnepméiondey yrdatingusnit 22¢ a@plled]ct@ yrm isbxth Iembodlment of

e L e R A T pe—

encryptientkey creaticie inf@fnatidrethiad ghoeladss n@Rlyf iigedt toSthectagireader 20. At
encryption key sets assigned to the contactless

this timsrATheReyPien kay camespontiag &9 BEWERGIRHAS keyhcreation information is
storeH apl & ef'?;@ni st cftﬂHﬁﬂHg:%lt b dzbes Thide a‘a;?éicge}' 20 may register

encryption recel encryp

eX|st|hg&:onirﬁoniycttsredOénGTﬂmmmke)Oﬁdduenan@lrmatlolﬁ)@sksewéd tddéh a black list.
| eaked encrg&ghon ke updating unit 220 applied to the
In t4i5 Cegec i BPRRNE g rquAsts GienHieness %Mrﬁaaamrma@greader 20

can MOrPEERISHNPdéR bR WhEREPthd MRt C8uBAEE 8%y b fiot with reference

to the black list and a date of manufacture. Thus, it is possible to determine a tag
manufactured before a specific date of manufacture to be genuine and a tag
manufactured after the specific date of manufacture to be counterfeit.

The leaked encryption key updating unit 220 applied to the seventh embodiment

of the contactless communication tag 10 according to the present invention transmits
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entire plurality of encryption key sets stored in the
tag 10. Thus, the | eaked encryption key updating unit
WQ2®4/0885te contactl ess communi cation tag 10 tPGIERRG08/000732
a necessary 15 new plurality of encryption key sets to
the tag reader 20 and requests the tag reader 20 to
t ; £

enorfi Boy Hre BT HlomPANIEIR U e RBRNE L3 18 htag reader 20.
For exaonplet it @ aksymedtthatithe @reyption kée 1324t 441 lie$saked out among the

cqQmruni cat i t in the stored encryptjon ke abl e ]
encr}éﬂ%@”ulg% E‘sg[tl\’leggnt NJF"%W?p?i R IRAFNEREOD Ky %1 867 stored in a
j iHO ' ; anQf cgl :
newlf HERSNEA SRR iy BbAhlR 37 2028 SHBCEIBptn ey cration
informptian icogrespondipgoahp! rievd enoryplienskeyt 1 567bisd88ht Infthis case, the

leakes| BoERPUPASH: FBRETG N 125 Aelilis ncavitiasy keY dieptan information
‘ 1 i | ¢ 3 i t: .

199 PR 0, e 00N e encpi ke
tablec4a3( e’stbmqtaigr@wd cequeste necoygingof neyy encegitionrkey creation information

aned NEOrmagion i s tored in th pnt actl ess . )
138 coﬁ:ﬁ‘H_ﬁ’i ﬂ‘lﬁ ?% re rlé)& e?‘h@C{Sag 3%e§ae?n%pm k%gﬁrg@@n information
corredpofRdihgt 101 ¢hes PABIN kYL’ URGH %%%%EB?N@S/ fétﬁ%t%ﬂ and creates the

information as a bad tag in a i st.
encrypiion, keyf ‘186€pe Ay adesully preduetsnforgationreamamet be read with respect to

a cofeBRR K bl he etuior &8k Eia a1 Al $xistliy distiitbd tag and
such'd &duriteffen 8naR existingtistbaes ﬂaglﬁé d@f&nﬁné’@f&b@fcouP?rfeit.

manufacture. Thus, it is possible to determne a g

sl ,a theurcontaniiess ecemppigation thg e bforntheutcaotrak @nito200 of the

b ' At 30 f act d after the .
contat R R ufiEdh 1 1o Re BRAINGE LI B infeiogan include the
replalyeattack esl6ehng i @nit kB30 Uptatén@ypitr t8fhiates, esblbp Afisck means
sevent h enbodiment of the contactless conmunicatlon
attempiingito access@ seyved by hackingsa lng-imnessags tranamitited by a user in an

onnl B AR B RS0 SO a6 AR Plggaoe o o

serverag Toesuper with suchr@in gierptite séivet sradsaiiteRldghiatreliest message to
.encryption key "1324' 411 is | eaked out anobng the i
a cliesh @fiepindding\asransdom aumber inthe jpgsin fegpieshmessage and encrypting
a i 1567 s St i d .
e 15385 VAR08 fifecd S8 1o SBHE udfods E o RIS humer i
respaaTse lpglin omedsagecr daki senver dhgicks tiad ravda nuesrdhdigati®enticating
t he nq?iége(ncrypti on key '1567' is "138. In this case, .
the regfive HH MassagBtansh PREYItS, jngatn Aglyuwhen 4be raademeaumber is the
i . ' . Tf o ) . , -
sam 36 8L e KRB 46 Q2000 OSIR f, arkBF sty chanoed each
time, tihis paagible to peevent drayisitlfsiliﬂye}f repaaﬂeellylﬁﬂngfthé Banmelpg-in message
.and requests recordi ng of new encryption key creation
bya"?ﬁ’?élﬂ'ﬁ%f‘?@ﬁy b[OPEE‘Q.te‘F BQUeghe tag reader 20 extracts
! ! y i . i @n.i I e . . .
e P RS SE VIR kDAL ECE SR e KR tbéhnigues in genuine
authdrdicatiaml! eS48l0 irtnoduotieat een effectiveiy pyetdntra kead rddqufedt message of
e . it h
the ta?qsag%éir@? %blc;;r’a Pers%%lrjlgé rﬁcar]ssggggaotfltr?g cggpa%%ssp gorrn%ﬂudnic\é\gt%on tag 10 from
being hacked, copied and used. Thus, replay attack on a system of the present
invention is impossible and genuineness authentication can have a higher degree of

reliability.
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a counterfeit key having the encryption key "1324' or
an existing distributed tag and such a counterfeit or
w@rooensssrd ng distributed tag is determ ned to BPEI/KR2004/000732

counterfeit. Al so, the contactiess comunication tag

10 or the control unit 200 of the 15 contactless

c i n

Y RLIES baSRIERRE CoR of the'PaRlrBEL 200 of the contactiess
comm@ication etagr yifk iamcotding nioq ties , presphtijinegritiork mapniaclude the post

attenpting to acce server by hacking a |l og-in ) )
mangQeIBeR-PIEESSROL YN0 250- aReeding detall IntoRialigndd stored in the storing
i hept#eati LAt jtt] :
it 3001976 R CPMARIILR' LRI V) Tfpd g i, tne
information grroeiding anki2GG storesdhe readinge detaiemsomeation 80cka as a serial
client after Jncl,uding,a randomn er in the log-in )
numMbe( R 8 FRIgfJeadiy %ﬁm{ﬁgi iegdef K InoRy AssidBgdedtiea of the storing
unit 388Sa%Re AMFNIARNChIFMing NFHiI988 §Hss ‘ﬁ%’?‘j}rb@iﬂ@op?oduct information
nunber in a response | 0Qg-in nessage. The serve
whert hetige tsiteredainda motinidreareahtivat sudrmeges thet nomber o reading is more

v ST 8005 S P S on 27
desidzrfé}s‘é‘ltt@%rbefde By PREJUAR MBFMBLEIP B hiko ﬁﬁgﬁﬁﬁﬁfﬁgil information

ime, it is possible to prevent a possi
with respest édla specifig terrvinahiteall logsi in with smgpectiic enctypfion key, i.e., a
ugh repl bl ocki.ng t ni ques. The prese i nvention ,
reacifin 6 shaBedta i Rls R HNB MiRer eCTedlifie  The Géntere configured
with BafdReRé iteatis Fimilaueha icBhIrach eéadt. C%vﬁ\fe?,cttﬂevl%'aﬁer gan recognize

prevent a read request nmessage of the tag reader 2
a date of palepohusarethvdgecdIrms genwinensssesuthentinativaandna date of

et AR Do B Rl poeotr o
a ta%_ﬁﬁé@ﬁécb*t@ A rStuBRRUPRRIIRES Phraitel ¢Ré ireAd&RBaRaffclvely use the
égger degree of reliability. 25 W 2004/088579

inforrpefierkre oAt 0ePeREr Thanagainenttinipsmadiomal sustamenorienjed inarketing.
°&\|§6‘etrfe°%hi’al%ﬂ§§§tlﬁ&ﬂ%u%ﬁc&ftiﬁg fegd"ﬁﬁ)gto'ﬁf@geﬁpntrol unit 200 of the

commuini cat’ron accor

contdotieestdammunmication! tage 10hmayoRicluderRResiiasH PROCSRFR] WGt 290. In
unit 270. Reading detail inforpation is stored in the ]
geneggl oini nvolatile meygory; theyaugbst S evailable seading ©4tE periachgf available

sl BTG PRSP ST BT 0 OB ot 1
yearsa dtoweler, hOiyears Bridozshdatte rbduets dhaigaref pddsestéd for a long period

.reader 20 in an assigned areag of the storing unit ‘
of timeo SUPRe a8 nPHMAYINGDTEPPESI AMKigUaRi tPictitesio@Bdnseulptures.  If the

i b nfar gt i i R :

con 4844 AErioh sy TOLEeRgoH R RYAUN FrBLALERy P20 in e

contantless dadmamunicptied etagr M) nfed amdlicatiotdigdsr datahés pesécorded in the
. manage t_procgssing unit 270 is_i o designed to

Storingy GPGeOndEV M B Bt SERCING BRdeiefigah bRrOCBSes (the data.  Refresh

procé Y oGRS belfBiMEdBh tRB entire data, including encryption keys, product
information, and counter values, stored in the storing unit 300. In this case, a refresh
buffer is included in the contactless communication tag 10, and the refresh processing
unit 290 performs refresh processing by repeating read and write operations in the
unitof blocks having a size corresponding to capacity of the refresh buffer. In the case

of products that are refresh-processed, it is desirable to set the number of available
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with respect to a specific termnal that logs in wth
a specific encryption key, i.e., a reader for
worawansssgy regardl ess of the nunmber of readi ngPCTVR&2004/000732
reader is configured wth hardware that is simlar to
a conmmon reader. However, the reader can recognize a

{
s o5l P n0fiBbr BFA VG0, ARHETe
altdreiafter] peferpyd eedtidvaentyf sirtietth@ fesder®0 aill be described.
discarded in a distributor or a tag attached to a

r il neds gr sahematigrilper giagrammef e saefigwation of the tag reader 20
accoﬁﬂ\g% 'tlY@k)Veslé?ﬁlrfvg tiohNformation as post customer

ormati1on of custoner-oriented marketing.

A R@ferﬁﬂgétcﬁlém a&tthestag cegdBri(caddordingae tAd ppésdriténvention includes
control unit 200 of the contactless conmmunication ta

a marpwalion iiitu880.aardpplay it 868s si srunchioutmgounit 9702@ gattery (not
shomgﬁgfil at lesd cBRRYRiL AP Uk BY 2 §tBﬁg§Ligﬁi]e§1(? e lr}farrpgtlon reading

e reading or a perio

unit 7501idreda abhieol urdc?@@li ng and it is known that data |s
years. However, 10 vy

or]ll_ pr eserved for g yt 10
is '{GOH‘%HBH' glien %\'fog @t'@.“"t‘ﬂ% Sﬁpﬂep%%égst@@ b@ﬁoﬁ |Ik@n@ read start
buttdpe’ e dl%lak Jfﬂgcu hmﬁﬁdéé”t?iﬁ%ﬁ W9t i @'ﬁ*{é a‘%\Hp‘i‘é‘?&N -price display

pi ctures, ptures
dewammmnihamtyanC@gmbﬂJdlm‘g:I7u®@né|hteorr af plesimty)b@m‘ﬁcﬂ'l I[EJD Software
uni t 29 in the % efcon actl ess conmmuni cati on tag{
that yrgpler Vs aoedlgnlatar Ugstionyds Mqunteq in dbe ceelrol Wnfthe00 and numeric

keysSaiY I0p@ratBt ke %Q%Eyeckey i Wﬁed’fm rtﬁ@%glgigﬁﬁgloheéﬁ?%o The sound

processes the“data res processin
outpmtemrhb@?r@dnmnbemneattadetodamacrapmwgssongmreughyepslnqﬂe transistor and
pr oduct or.mat, i nd counter va st or

ed
implaffoates" S ﬁﬂ%@kah{hatmputﬁ@ Pk SO, Q1 e ether hand, the sound
outp@tuﬁﬁﬁrQ?’(ﬁ mdE lbad§Sund rhixfhoC eR aﬂﬁt%%(egoé“"gﬁﬂégﬁ?hégéage stored in

0, and ‘the refresh processing 30 unit 2
mempey and ositpuds ties mixedsesd mpssageepéhe ibatteryeathydveia primary battery

e $5hEcHRL AN % 81 e S SRR e socondary

batteje Aﬁl}%ﬂg mMbARUSE Y [[)ﬁ'c?éne%r ﬁﬂéréféx%‘ié“apdrﬁeﬁéﬁﬁéiv W?ta thickness of

is desirable to Set the nunber of avail
2 — owa/ 08Bse thickaTsxebedatEry hag an indldenge IU@DgetherthmimeBs of the tag

[t the f..available r din. reinafter
readgy B, S EHe ot B 1 Rt s an BRI i form of a card
and ifl@Re Foie that D@ belehSilyecfibe ki alltt OCko dh@garrﬁmeplf)at?ery area of the
configuration of the tag reader 20 according t

cardiypes &3 readesnd0 dro shirbfiberbaftpry ds imseriesi menebeayotrude from one

e S0 FR.ASTHR Ll SRR Bl iy v v

of a it 1Yk and ¢arPBe inserial ihey ¥ pobkét ofthewllet.2 W rel ess
communi cation unit 500, a storing unit 910, an

i niffgr nireless r%ﬂmﬁglca@ﬁnt unk050@ nwiralesslyt exchamnges mma with the
cont J?I%tsgﬁ&}rﬂﬁﬁluﬂ dafiBn ufé'gt 183Qnd GiteESy TG MBc8EsdYPpower. The

read
wireless communication unit 500 mcludes an antenna 510, a power sending unit 531, a

demodulating unit 533, and a modulating unit 535. The antenna 510 wirelessly
transmits and receives data with the contactless communication tag 10. The antenna
510 may be formed in a pattern printed along the circumference of the card-type tag

reader 20. The power sending unit 531 wirelessly transmits power necessary to the
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io button. The display unit 950 includes, but is not
limted to, a sinple lowprice display device or a
wao kionogsspe LCD i ncl udi ng 7-segnment or a pl ural PEK&R004/000732
col or LED. Software that inplenents a cal cul ator
function is mounted in the control unit 700 and
[ e \ [ u [ ; .
conté‘n(%ﬂr}é?s%u@rpﬁg%?cﬁﬂﬂ o] @#ﬂfou@ﬁuﬁign&*epﬁa télﬁdm ?ﬂ'geiéi%rﬁ&ﬁllatmg unit

533 demodualztes edsngmalaeaeuve@mrmﬂssoontbbﬂwbomnmmmdatbn tag 10 through
transi stor and 15 inpl enented as a speaker that

the aniemir 918. ndbg @QGH@tmwmﬁq@?@@ﬁmodwes a fignabithae transmitted to
the &%&é’é{%sgrﬁotmr%ﬂ 359 SIRLNE LB b8 gbﬁeﬁt?a&{ ﬁ‘lﬁﬁ Pthe wireless
Tsound nessage Store Menor y- an puts

commaniwtmam‘gsoo Toerdspohds yorthg dmﬁemaommaltrye lp@Wearaupply unit 131,
a button-type al kal,i

IiE % or.a thin batter
the mpgelaiing; it dsPpangnte. ?951@ Y @edlawp 138atnciyded m%a@ contactless
b e C
comiAERNRH I1ERs" 500 551 B confiieRt Eopmribain *%é?l%e@d wil not
deschbedmndeta‘illuence upon the thickness of the tag reader
is preferable reader 20 is

It t he t
e aPaley RGP ot ReniroliAG ohogenth oPySIaer\’ﬂ anidl sred r¥glugs for creating
encr%%lﬁneg%aﬁgg&g%w Yo &f¥bFrh ﬁ’oﬁ BxEndRyd Ste s@aghh Sthsrk‘iiorlﬁg unit 910.

car -type ta ader
On tlmblathert handba’mleemgln progwam aed amburdai&y forf cﬁnouytmdrr kxeysonecessary to

d f .
inforgefigh lAngR o8 4 siySdiElesbrngsniTD.L hTfe Bigbiamait 910 may

includé™ Fﬁ%n{/&éﬁfet Riémdt }/ JPROML aRd Vat ﬁp%@a@h&e}(@ﬁ?ﬂ space RAM or a

W rel ess comuni ca unit 500 ges
singldaflashhinbémbhe  Alsat ateadilegsdeiemfurcrmtlonnabagt nagsamelad by the tag
w rel ess rransm t.s .necessary p ... The wre
readgh o8l 5 Siafed i dRFBuRS i Stls” BfFketelh cansiasoggize inclination of
custdRvRY bf?@é’dlﬂg tHBirbadiRd detail HTORARGGH frBeh tHY ’Eag5|?é’adeﬁ”2b connected
a nodul ating unit 5357 The antenna 510 wirel essly
to thelranmmutc@Sand recei ves data with the contactless
nic on. t 10. The.an enng 510 be fo
Sarftol i P dte, K0 APl Eled /A7 o EmdtercHlEicroprocessor.
The Qﬁffo@'mbﬂéﬁ fe@ling emste7580and hﬁepéﬂéﬁypﬁﬁﬁ@ibe@p}ﬂlﬁht uﬁﬁlﬂo may be
wirelessly transmits power necessary to th
implernenteds 85 7snfivEre KiIR2 e coowe anit cHHd @ctmessfactured as a component

sepafaRH bff e "erffb "l VRt T nBHRE By (vt 750 requests
prodEittoMfbABaieNtiRsh B18S coptIRtIess ajonmuhratidl fdy a0gih rkSgonse to a
ant enna 510. The nodul ati %g unit 535 denpdul ates a

commagd fror she enanipyiation vet % and]dlsetﬂytsébwpé@,@uct information received

c onen C Lt utj:
from; 8, BOARCLESS ' Emtin GIER Roan 0 20b E: Q8RB adhg Bs0.  The
encrﬂt‘tbrﬂd‘é piéorl Wdit 71e dm@ SWUEC ts inffAmatidrh@ransmitted to and
nmodul ating unit 135 t he denpdul ating unit 133

receivad| (e ithet r@r@@ﬁ{e&éu%\gmuemﬁem dagi ot méeyghodhe wireless

comﬁ\[mctéﬁ ﬁgﬁg ess comuni cation tag 10 and will not
descr|8e in détail.

The information reading unit 750 interacts with the information providing unit 250
of the contactless communication tag 10 and the encryption/decryption unit 710
interacts with the encryption/decryption unit 210 of the contactless communication tag
10. The information reading unit 750 displays product information received from the

contactless communication tag 10 on the display unit 950 in the form of texts or
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A main programfor controlling the entire system and
seed values for creating 1o encryption keys necessary
WO e00m883rat i on exchange are stored in the st oPCTHERAWUN00732
910. On the other hand, the main program and a
plurality of encryption keys necessary to information
ha
arapBESTTT VPR R A BRSRARUFORY RISy Piemetfior O LEDAhe information
provigirgg unRCBH0 atisplays mmmutargod&snasyprsﬂaclem%fvhahora recelved from the

contigliiee” CapETHaREIRY (e R 4Ne cdRpio s SB0or ot {16 case, the
mforHéﬁoﬁ:f%{/lGﬂ"ngu?hﬁ 7%%0&@&%‘5&%@“% r%@ﬁ@f‘b&fes from the information

ation of custoners rea the readi ng
providingauhit 260 mf tiae icontactless chmmmgcatmdag tandsequertblly outputs the

recelg| BiAdHeE FOES 208 ShePay i Sy odbes BITAItgRS product codes is
grouEQ& Qﬁt‘éa&hé'?né e”Snd“ﬁ'atnsﬁﬁl@ecﬁ'ﬂ@rﬁ e mfgrmatlon providing unit 250 of

ncryption/decryption unit 710 may be ment e
the eotact etssmcarnmmnldaéloodagrtﬂ arthe pta@lityr oharudmtcodesj msequen’ually

tranqrﬂft&ﬂﬁgriﬁ%ia &%Jﬁqmqt%@qggaaﬁérg Em\g&bé l}@ljt 250 |n response toa

requeSf AbARRO ThibFRGHAA ?e£d?ﬁ§] it BSG of IREUAY GhHeN2D agTFa@ information
in response to a command fromthe mani pul ati on unit

read@gpunih d 5@ egrasis théglyalbiuastproduet n@des)frorreede(zewed message and

th ntactl ess, c n|c onta 10 n
seaugr 8L Sishisg the *3Rei BT Rl PBfee 50 Mo r Heplay unit 950 at
predélinfiféd Xidhs iftBevAIeCr TS Snforthaficfireading" @mis msDt §é’(%ljé?‘ltlally outputs

and received fromthe contactl|l ess conmuni cati on

receivMedt prioslugh codes v gheedisplayokiitini Ageerdinduin @ Bt crhéeadmg of the

o GHTREE D TS Y d b GIPS1E ol Rubleppeep souna. The

~ inforfRtionnic@@ingP Onit %Oléls@ﬁlﬂcltldj& eﬁ@%ﬂ/ HivieoolodR @ingnititercalculate current

unit 710 30 interacts with the encryption/decryption
timeuniTheJdntpraationgeadingaanit éé@ tramsmitsi wheiaffeadipoiand angerial number

of a }'% U R \?&gl i dBﬂéadTrftﬁtodlln%%&lHé tlpﬁé’gH&tserlal number stored as

rITHtIO tacti

a pagtisfireadingtdetail irfgrmidtioon t he di spl ay unlt 950 in the
formof texts or 28 WO 2004/088579 PCT/ KR2004/ 000732
grsbﬁﬁf@rymmquwtmrsway 10recelyss ancEYRitaaskey. seagtipn; information

from &Qtracldgz% CBF‘E'EO@EQMW%@W QR rQU%r?'tﬁ‘@ vHFEIéssgﬁgmmurgcatlon unit

produc es as ormati on recel ve
500fcr@méd1an @tmry;atam key froomthe irecediveh enag/ptiondeyt beeation information

di spl ay unlt 950, In_ this case,.t f or mati on
andrﬁcﬁﬂeﬂll Malugnstored g  thee stpERg U éﬁa ap@ BFOGSSE&% neryption and/or

decrg/gﬁ(?rg Heh&e'afgd)éﬁaﬂlgﬁéh kel OKisY, e ‘é‘ﬂ'gh/ﬂ%?ﬁ d}gcr)tlﬁiﬁ)n unit 710

s comuni catron tag’ 10 and sequ
recemﬂspuéacnybhonrdcegn vemquﬁyomjctnfcmmmmn byhecamsypinigating with the

encry Rl BRe RBOS 4JHt 270 o Haf cPlalsSh St icEip Bl i olects keys
relatet’ §1dPreiy tre2@%agffrom among encryption keys for a plurality of types of
industry and/or brands and/or products which are stored in the storing unit 910, and
processes communication between the contactless communication tag 10 and the tag
reader 20 using the selected keys. Such a communication procedure will be described
in detail later. The encryption/decryption unit 710 of the tag reader 20 corresponds to

the encryption/decryption unit 210 of the contactless communication tag 10 and may be
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the contactl ess communi cation tag 10, or the plurality
of product codes is sequentially transmtted to the
wo a2@4m088ader 20 fromthe i nformati on providi ng BEIi/KR269/000732
in response to a io request fromthe information
reading unit 750 of the tag reader 20. The information
ty [ u
configERe P, Ol A % sk SeRLHbE oS 6f the contactiess
comuiugpiadips tage Tkt rSmedepcrwtmt/demypiaonnprtdtceddresplp@yformed by the

50 at. pred tjnme intervals. The
encrylisyaiyBfion Btk A40Ls PpediGSatacot M 150 saager 20 are essentialy
denf(@h 3 (R peAunoB Qe iR Pl X8 i dmbodiments
of the ontactiess tcbmmumnatlmtqgn 0,uhey Wil Aotdes arilvegiuin daat@bh@re

2 IReirsd BipadioBel Bt ke rer?%éié]ﬁ?@ et b e préspRbinvention, the
encr%’tﬁ)ri/@é&?ﬂﬁéh Gﬁltrﬁl@té}% s%?Qhé Cis tfoﬁ/dééi‘?ptﬂi(n unit 210 of the

read I nNg and a serial nu a reader to a
first embogimenkeobthe eaotaciiess qmmumbatnmm rteg &l daruhad embodiment, the

red as a part o adln det ai |
storifir 08} 61,675 StarBsb Ac mteh iRtecy dt | SRGgniancaRion key.  The
encry SRR AESySIEH Yt P10 keﬁibr)%t@aédd)ﬂebﬁ{p@é orPBtioh '{PRdmifled to and
contactl ess comunication tag 10 through the w rel ess
recewgdfﬁmm the rontagtess camojunicationdag 40 mngylm nustérekey.

B AP 80 e S B 35 it imvertion

the dwcﬁﬁﬁfé)ﬁﬁﬁed?ﬂ@ﬁdfpbhi@rf1@fbyr@spoﬁé§ koY Brhe @RcHPHBE/dRByption unit 210 of
created encryption key. Al so,

the sepeng gmbndinent pﬁthezmoratacﬂessl@mmunw@puésg dflcr ypttlmerembodument,

o K 6108t BB 2 BRI SRt Bncces. e

encristiomidecadiicm urig 730, rexehest enkgpton redyals Edcﬁ;ﬂng information, e.g.,
read tag from anong encryption keys f

'nd'0§; [f?(gi{;htflt\ %%fSWﬁ@é‘? 37 encrygtien kWamd encpipimasd aim}rmts information
transmlﬁgéi' ‘ch SndMbESvaA froph B %g' Jkuﬁﬂﬁq%&ééﬂ%éﬁ{;@g 40 xefnd

Ses conmunicati on

cdmwthmiabmb’a)dlmgnﬂaf ﬂ’@ltaghmatm Bpateadeig & thes bhésent invention,
t he sel ected keys., Such conmuni cati on procedure wl|

the gpgryption qqgéxpthmua@(amcqrrgﬁgpndsrp@the encryption/decryption unit 210 of
the thing r@ﬁ%d(ﬂlg‘( ‘ﬁ?gﬂf 'd?)?\térl{ﬂ'egfl %rﬁfmltcgﬁ f 34g rﬁ)adqé tﬁ% embodiment,

correspon € encr ecr p on“uni't

as cdﬁmepumiwmmsm a:lmwerrparhrbn tht(hgzlALChraedanﬂobkeywolm stored in
004/ 082§ PCT/ KR2004/ 000732 configured to
the sifingeunib 1d Ot Rpsedeon 5568 ARV e, 8riperiohindusteys aimanufacturer, a

bran&C8h@ Y bEstfu Pon fus t GRIRIN €78 'e‘ﬁ@gﬁfﬁ@nﬂo@c ti?)‘ﬁeuralt 710, feceives indices as

encrypt ecryption procedures
pluraéencly/ptlonrk/eglesqsrepﬂymgnnﬁmnnatlcm&om tr&nbmhan‘em§c©rhmdmcatlon tag 10

r eader 20 re esse ntical to . thopse

and S5l engPRRN k8% b ar gho Heelapipss FommnisAirblag 1 from each
corre3pBRGNEERABIe> OfTheh C

Egy |W§E ngt dg—ggr %be@w Bﬁ@ tal ﬂbﬁgﬂ}ew Iﬁfda |¢L£étglt'éﬁ&' performs
mulhphebedcmphontmfechﬁImagnrm;ﬁm‘matm transmittaty to candhaeceived from the

D resent inventj. t?& . .

contattiess Communication tag using encryption keys.

In a fourth embodiment of the tag reader 20 according to the present invention,
the encryption/decryption unit 710 corresponds to the encryption/decryption unit 210 of

the fourth embodiment of the contactless communication tag 10. [n this embodiment,
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encryption/decryption unit 710 corresponds to the
encryption/decryption unit 210 of the first
wepdvansssent of the contactl ess communi cati on tBQI/K&2004/000732
this enbodinent, the storing unit 910 only stores a
master key as a single encryption key. The io
i h i i 0 t
a pluRRY BB HBH KR TR In e BIBRG LA S B TRUR ST tables.  The
encrypioniedrgstiorconitii Daateives fraticeidasisnoyptiba keysspercifiiay information
In a second enbo‘ﬂj ment. of the tag reader 20 according
and {Qplis, &Py a8s GRCTYRNIPEN{aRIR, to SREcBh QnFRYRtioly deypyfari e contactiess
I RES PATHES 0
com e B 1S o o shSPREnRREN R B PHIY RilcHbisd decrypts
informatiomirtraremittedt tog abd. reiceiveli forentiedicortictiedd ddmmunication tag 10

. Storing.unjit 910.stores a plurality of encryption keys
US'”%@&%&%H% ﬁ@‘_’WBt'?'hg?Y:%s. ~The encryption/decryption
unhta fiflPerRBINMERt @Pﬁé§9§ r@8d §8&5HInY ©¥%he. present invention, the
information, e.g., 1indites, froma tag, specities an
encryplionydedryptideeynit 10 comasppnds dmthel encyptionidecoyptivhi @iit 210 of the

fith SHEEELE Gfcfhsh CoBIAGHESS omEinatane ibdtrmntn G, gabodiment,
simildrig Wit tf arReedinamtt 9 ﬁlh?al@fla%?eéﬁcdéﬁﬂ’cﬁpgét%s i?ﬁsﬁeiored in the

_tHe encryption/decryption unit corresponds to
storingneinit 131G n/ thee rensrypiionideary@ivh ohit Z10e rédeives indices as encryption
embodi ment of .t he contactiess conmuni cation tag, 10. In
ey PREE AT or farion Trofd Tl FobERlers SoBRuReA Rttt And 160ks up the
encrypbiohi Aeyoftablds %A;spﬁs%ifgm‘arny PEARPptHY kéP! Set Siott W& contactless
in the’'storing unit 910 based on each category, i.e.,
comrgunpiggliorbftagndlst rihe enasyptioaddaargptiona unitr Z48, sequerdially performs

i OB G c o8 ™56 BRI B HBb At ot ard Geceived rom he
contzRHess E:Mirfm&miﬁétﬁtm@}j 0 ubingrerchgtpalst | ess
conmuni cation tag 10 and specifies an encréftlon key

sén o oixth pebegimant pehe tashiaasdes 20 aecardingi® theopresenh invention,
the e%ﬁpﬁﬁﬂf&%@%ﬁoﬁaﬂmﬁﬂ% Eﬁgr@g%ﬁﬁ t)qog{edgﬁérwﬁc')r?/ﬂegrrypiion unit 210 of

sequen y

the sixtic ieymiiddimetie of i icontvileb foonimuhieatién aag Mot t ef thie embodiment,
and received fromthe contactless communication tag
the engryptionidegiplign Ui K&Qsincludes am ensivntione kBy dirstien gnodule. A

t r ' . pr [ [ .
sood i ABcE S0 Ip e ABRIMIOE0 LR FRERNe L BY W Pl i a e
area efcthgpstoaingdenit Y0 on incorpoitéd afnd stigedi cak tah program code of the:

enbodi nent of the contactless communication tag 10. In

SNCYPHPE  dRodirRRiAN M9guiRD 20028 08BEYBtieTHeRRYRtioN/ 0uTl7 FA0 creates
cnen B R U WL AR A pBul ing o ancptr

key eeatigptinforiritiony dedredurfiom 1€ catactiess codinm@sication tag 10 and
encrygii AR HOr YO IEOTGRUN SR Ji AT rReglved domiBe Contactiess
Comng%@tr:?gﬁ %?%%grg’ygﬁﬁg%%&wio’ﬁ%yégbrggg and decrypts 5

i i arsexentinembadsnenttefdhe taqarehdee 26i acedrding rto the present invention,
the e%grrgltpﬁgrtl)d%%?yp igrrWuunqg 7 icgpreég&dlsoto the encryption/decryption unit 210 of
the seventh embodiment of the contactless communication tag 10. In this
embodiment, the encryption/decryption unit 710 includes an encryption creation module.

A seed value necessary to the encryption key creation module can be stored in a data
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using the specified encryption keys. In a fifth

enbodi nent of the tag reader 20 according to the
wW@e@g/me88579 nventi on, the encryption/decrypti onPCRKR2001000732

corresponds to the encryption/decryption unit 210 of

the fifth enbodi nent of the contactl ess communi cation

ara! 89110 s Mo ST, FEBberb s 4 Y B PG coce of e

encrystione kelyn crdrtions traodule. UnThe 9&Acryptién/decryption unit 710 creates a
encryption/decryption unit 710 receives indices as

sequenee yqft eaerypliey lsqyécbmweinﬁﬁkhv Xeryting rtben @nasyption key creation

I
roc§ENLE5E) 968, SRR S Akl A OTRBIONCynd poqvently

performs mbmp@em@vpt@ﬂdecwm mindafdratativAdrakidmittee to and received from
encr¥ ption/decryption unit 710 sequentially performs

the contagiipss spanatiegian &y Heesipgitheensrntiendweyst i on
t rlﬁ%@léﬁﬁde%BPamelrgecﬁgﬁgé’%f‘ééﬁ@rtﬁac %fnﬁcchl tﬁéspresw;c invention,

conmmuni ncr ypt eys

the eachqiomatecrydtianhenit 240 reeaespolls de tus éhﬁlg/ptlcnﬁd@eryptlon unit 210 of
i nvention, .the e ptlon/decryptlon uni t

the gkﬁﬁ’i?ﬁ%\b&@'m%ﬂtﬂ% e ARG e GOPHNHBIFALIAN ¢ 329[01Q>f “rables as
conc{agt‘ga% di jghRt aﬁ léﬁ%f%@t.%gé |58 SIGUT M A dhg unit 910.

I'n this enbo
The encnyppbnkﬂlebmpmonpmmbﬁ 10nextratctd enceyptiveskey oem:ti‘qmtnfonnatlon from

. creat A, seed val ue necessar
indicg T PER R TREy e GRNIASIeRs ceBmuivaboncas 4l Mihardarece to the
enc ti%ﬁ gégtﬁﬁle?t OThgget%}gbtlglﬂfQ?ﬁ@/phBﬁOUHPrﬁOe%k%;\/‘t%s a sequence of

tored as a program encryption
encryptieat keys inydseauentially em@cypmg dhé dermryplicrocreation #ilule using the

ol e B, BB SRR, 503, L8, SR e e
encnfp"ti%?\?débrﬁypbtﬁfnobﬁ‘flﬁfo%a[@ﬁQl‘éf%%fté@rfbtzh‘gj FUEARLE FBRP the contactless

communi cation tag 10 and encrypts and decrypts
commuiicatien tath10 usingnthetentrymioankeyisecei ved from t he

ctI ication tag .10 usin encr ion .,
&K, B8beraeRt ab AT e Bl ckT %07 SeshioR,ta fheBresst ifVention can
specW@@ﬂ@bélgmbopﬁd&lcpirﬁ‘éﬁﬁétldrﬂ\é%d@8 typk s |ndustr¥ a manufacturer, a
encryption/decryption unit 710 corresponds to

branénéngpai produst rygne offoomireceived oﬁncrsptlctmé@yespaﬂfylng information,

enorFB° KRt pRERAERy oBF o RRE Al pifibusty Kl creation

inforratiomn! e fms;ﬂwrth@tsmm"édaqim@urbtwnﬁauorﬁoﬁemé \@é,p!a/ unit 950.

necessary to the encryption key creation nodul e can

Suchsapgcifiingrang displayingicansoo eopli %ablwm@mbwmnt the fifth
embc?c{@%ggf B’Lehge%‘]‘%@@ §&b§§a@ &,1 tl’u—[J j{;l‘ﬂﬁ{ I@ﬁﬁ%ﬁiﬁpgnt As shown in

FIGSe gatandn4Bpgtddrict Tiferraatiory I@bh@@bdﬁ@lhgﬁbl pidice’i for iddth category in
creates a_ sequence of encryption keys by sequentiall

which gaizeeRansiing enerEloR e Ak incdatt s sloreduadhe staringgunit 910 of the
tag rédifer’ a'rtl‘ﬁgs,qpﬁr BRSID t5heBlrf Bt 18kt " BRI bPPrddi8t information

sequen
based on |nd|ces received from the contactless communication tag 10.

The tag reader 20 according to the present invention selectively includes at least
one of a leaked encryption key updating unit 790, a replay attack blocking unit 730, a
reader authentication unit 770, and a refresh processing unit 720. These components

may be incroporated in the control unit 700.
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5 perfornms multiple encryption/decryption on
information transmtted to and received from the

W@ 0vbagtsiess communi cation tag 10 using the enPCHER2@A/000732
keys. In an eighth enbodi nent of the tag reader 20
accordlng to the present invention, the

CTAPHGHESEENDI A VB Lodhls SRS Bcaming  lsken

encrwtbﬂdke;em)nofhé benieetiess cormsutioatiam et 00the &aktd. encryption key
as i o conceptually shown in a | ower portion of

updaﬁnmumtg eI @sgar@ﬁ@jwrﬁe%m@%ﬁnﬁ@puﬁntkeyﬁboredvnéhe storing unit 910
1
and GIREED B U RO By o & ol XA e Bl el Y the storing

unit 800t a@dtaitesd cmnmmlrmits amd agetdtionst tharebfea calrdanlyt described in
encryption aj<y tabl e. The encréptl on/ decryption unijt

relation o te 43¢ eloakede RNGRVRIIN KadncHp@Rting, Wl s2Bp of the contactless
Com,ﬁg,ﬁ,&gp@%g&%go%awh a9 bbRRsBRBEY Pt i On creation nodul e

extracted encryption key creation
i ﬁﬁmnrmﬂapattacidbmhmlgmnla%& geeefatesmnnoné-tipleeuse random number,

adds JiG rEBAuP BRI iR Be?qezﬁéhé’%a%ﬁ%‘%%é%tp@%esage information
to théoerv&g&%ﬁ/ag%@gﬁamémoyg,gxsﬁ rads m%s rﬂpﬁe;@r ggﬁ? information

ader ccor t e prese |nve
recel\sepxﬂaasfa/reetpdneasto thevinfprrodtion, amd oheelts i theertrgctedtrgpdom number
of | ndus nuf act ur er,

. br.and, d,. .
s thep g A® e RO RLRAEE, MY Ees REpH P dRONALREEN g hegiransmitted,
thereibxftﬂ’éémﬁg Reblaf BREYRL | PRe *% ¢ aeakk ‘P.)‘ibdkﬂfi?ﬁ?@?%@rborl%rslegnds to the

di ces about” encryption Key” creation or mati on
replagiatisickplocking pait i280eaf the axuntactiest momernipication ttag 10 and will not be

I splay upnit 950. Such specifying and di spl ayi ng can
descr%l%cg %”@H to at least the third enbodi nent, the fifth

e"l"h‘édié%? ,a&ﬁ%tﬁgﬁéﬁtﬁlﬁm@bﬁﬁﬁﬁmc%@ WS Sﬁthal portable tag

enbodi nent . shown in 25 GS. 4A and 4B, produc
readerriboauf’aenmate@acasqibadan@ chsplayﬂjau’émnnoatmamsmunﬁym@uon on the

CQrr.es ond s are includ
dispi upffRsl) 0ot ERRhBRSHR RikBpr Siohs e (A6 ceiEST 20 and the
exterA8l pbitasdle ltég'@aﬂ@ﬁ&bbhﬁltlﬁﬁlyﬁ@ﬁébﬁ Yrefiabili§asf tﬁeﬁprtAthentlcahon
of product information based on indices received from

betwem tee twactegereadetrifu alsoapedermed) bebveaméhe a{grelm eommunication

i 8, 58 A0 bR GR0 DHAB B BUESHIYBl, o e e

way, Wéht@gtr@nﬁdbcmon anitePleypaateCin Althekiiciionbdtwédh tag readers.
reader authentication unit 770, and a refresh

It is mrg{eégglpr{@agmq rephay attaelk ngcdgmH@lﬁt@O intgfveees in authentication to

o, B SRRL BE oo 5 Bl Be g roader. Such

operaihmMﬂheoepla%atw@ﬁwl@cl«i@umﬂmowﬁlmb@mes@ﬁbé@h@démllﬂé‘tea
| eaked encryptign key fromthe contact] ess

c mwﬁf@&h.mﬁce%ﬁng_ymtﬂr?@ reasReRNEYRtigfpkeY Felrtag information stored
in tht%igg)"i‘fsnlgor it @LI ) tﬁgls%&% idlfe %%{ﬂgff SR8 B80S 58 Tnformation.

storing uni
The main program that controls the control unit 700 of the tag reader 20 is a memory

device such as electronically erasable programmable read-only memory (EEPROM) in
which data is permanently stored. Also, like the encryption key related information,
information that should be stored differently according to the tag reader 20 is stored in

flash memory. In the case of flash memory, a term during which recorded data can be

33



10

15

20

25

30

and updates an encryption key by storing a newy

assi gned encryption key in the storing 5 unit 910.
w®eiaiosssd enbodi nents and operations thereof aPEI/KR2004/000732

al ready described in relation to the | eaked

encryption key updating unit 220 of the contactl ess

i [ 1 ik | e describ Jh
read SSTIRDEE 19109, AR $rdl uABh s ARICHINh T ong or a tong
periodsef tiraa ditiere isTh giossibalitg of idsing dinsl@McRipIBATKdY? Thus, the tag reader
information to be transmtted, and provides the

20 inclydiichifia Erfreshopiosessing et (46 rerfeensds ypad stataiin thersame address

e, 858 0 BTG, B THRRBILAT 5685} Ehing sucn <

problexi.r act ed random nunber is the same as the original
random nunber added to the information to be _ )
t RSN corponenkepbile uoeRdRE 2Peancgydinpttadhe pragent invention, the

: t i Int r d . -
mier LR PR it 190, WG ERIABYGL by S unt 10, o
drivingpoineuit éat diving dbe Idlsplag wiil 8500t key sian degier fobe@yi scanning the

detail. Th (r)e der authenticatiaon unit 770 , .
manipiiefion; ukt 830 .ihes medulating: vk S9er 2 the damodating uni 535 of the

. i . . er di X i ti.an .
wirel 5, BRI i S0 e baiof ¥andiboit 583 d8psioned as 2
singlatSi€nt iAtdhisdimé ub s prefierableothat tameint viduzt adeipot@nélike an inductor

the exterpal po ble tag reader to nutually check _
of the @PW&BiSFPWQdf'ﬂf héﬂﬂs %‘f'Haﬁ@ it {PPienemation wé&he ASECransl a portion

of thé AholEaRLAbES c%'n?dbr%ﬁx‘(lg ng%‘gﬁﬁbcg{‘ﬁn%ﬁgén?%n of the ASIC.

communi cation unit I on,
The tegeeadéer2e thatygperalhtakey & sandrsitiptecinciuded. onenABHe, saweal individual

comeibhish & Ratoro B LRIBGH kge e seofientLEDSpERghY ahat is directy
conn&bl tbReprifebaircaltiRekd BhasiitRIng mélggffg%gﬂfi\ﬁauﬁrﬁnbéhents, and

aut hentication to block hacking per usi ng
the batteryy ranchai keypaet wésnsucy by adiecting Suttindype dattery and integrating

T e e
type.gtm;)l?g,g%@_récﬁﬁﬁﬁg Qrké‘ds_‘{,%leQEgK@ﬁdéﬁbﬁﬁ (0 Gi@frﬂfu‘f‘&? iirPI'élr%e quantities at

_ in the storing uni't 910 that is nonvol ati
low piiseory and re-records the read information. The main

| s I ' 00 of th .
P IO P RdrdinbdB Rzt Rvbafigh abe dnpented in a
celluler phahke Pk GGk AMMBEDOe be3dverd| ka8 et the (KSPBINf the &lular phone
which data is permanently stored. Al so, like the

servesgg thye Mnaripwlelion aindt 230 aRdar Hawidoerystal displasael the edllwar phone is

eSO B NP 08, A ghone v
as thid %ﬁng&ﬂiﬂf P10aame the dHicrdSrovbssut o e defuldptiphofansdifes as the
33 WD 2004/ 088579 PCT/ KR2004/ 000732 read is limted to

contreb upit /00. Adus, riedhist caseh by eHEiIn asly aesanfigurations efithe wireless
comrie A0 it 380, B o ud BFBok, FaRTECH] o 188 roacer 20
according to the present invention can be completed. At this time, a software module
for implementing the function of the control unit 700 should be additionally installed.

FIG. 5 is a flowchart illustrating a product information read-out procedure in the
tag reader 20 according fo the present invention.

Referring to FIG. 5, in first step S500, encryption key related information
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20 including the refresh processing unit 720
re-records read data in the sane address whenever
wo e@dioss§7e he encryption key rel ated i nformati OPCT/KR2004/000732
t hereby solving such a 5 problem Anmong conponents of
the tag reader 20 accordi ng to the present invention,
t
corrérsiﬁggfﬁggt ??gfr?d?rrl] g& %%gf Bgéedérﬂbve}t Egé)séc}rdc%u effér%ﬁl?e among a
type of iinvdusdryt Iatenﬁnutaawrem,na ﬂ)r@f:ﬁ@ ared hemosluﬁhnhn@ is storeckitythe storing
t,930, the

unit §F7 PP tel eace 20EmyastaR BHID e tBeieager BHcRAsES an encryption
key éﬁ‘hbﬁb [E FHRATPHIONCIAYY Rilated lhfoﬁ%loﬁrbi%{ééemoﬂl‘%eﬁtoﬁﬁg‘Urf‘lg91O based

nit~ 531 are desigried as a single
on ertcry;ﬁlqm‘r ¢lyr apeeifyimgt informationy recaived ofrpondine  déteeteah contactless

i nd f th di it 5 1 | uded )
Comﬁ‘ﬂﬁl%éhgﬁtt%‘f grgr@f:%%/gtrs Al e%p'galgean m‘ qu? é‘§ ﬁg eencr)I/prLon key for
d t
o R TR O} *ché'@%‘é@‘}%‘%"égd%’?'ﬁ%%a” gqervption key by
creaiing=thel eénaryiplien ey asihgsérgrgptiorckey escalion mfalrmatuwecaived from the
j ndi vi dual 15 nponent a batt un|
tag {hendeP iVt SRRTeed ipriattitoaorbin fhe’iafer igh 910 In step

SSZ@QH@Q@?Q@a@@r QOFéridF*;ﬁg aid ‘t“rlelhémh@f’efri]'|rFf8rri‘|‘5‘ﬂlc9ﬂ1 rédfest [message that
he individ conponents, and he battery, and

request gyt information t@%%tﬂ@t@l n@ steprﬁﬁﬁo ythe ta@remqr 20 decrypts a

procloP RSB o6 31, Bl S 8 . @ procuct
namé,yRfd Al ?giadby érﬂﬂttﬁ*s;ﬁlgyél #ReStprolfi& iFermafss’ nfedla S as visible
di stributed in | %@quantltles at 20 low price.

informatjon.eadiee tm)r%aﬁﬁs egcryptstthe ipfosmationiraqeestirassage by addmg a

ana ARSIyl B, bbbt i orormatr

messRfeV eecsivddh dramniheu cahisetiesdidonddlnidatdon 1dgdv0d and checks if the
crystal dlspla of the cellular phone is used as the

randefins pumper @ftth gséecrxpéasi pmuaiqrn@tlﬁemsage tlﬁéhe same as the

oA b (BH998 SIS BEpbl PRI S B0 ctionaly

copirgpntitholreplay tat®Ek, Thiss, ondet thies taxpseaddy 28d dbdrgvernlenchyption key
ai:om‘l ur at,i n of, the wirel ess comuni catl on unit 500
updafigg kgauestda rmaélpnptr%@hé%quq% gisseedipg 9fhe lealed eaawption key and

upda@@g{p\f@ﬁﬁo\i (HeX? érﬁn}sd?@npkgﬁelﬁts VeBlH O £3] bfeader 20 replaces an

et ed aso vvarehDuI

encryp’mhelmanasslgnedetofamnrresponﬂmghprmimt vath anhéw7&fcryption key and
uld be additionally installed. 30 FIG 5 .is a
seledly ik HAerOTYRAGT HoX A 30 SHQURAN Ky SomeTant sasaaupigation in step
gs5Procedure in the tag reader 20 according to the
present invention. Referring to FIG 5, in first step
S50G, 6encr fipwchart RipptrathgBecbrmmunicationaproc8duiébetween the tag 10
tE 8 /O88é5ﬁ{9a££CT/ KR2004/ 000732 corresponding to an
and tBR g ped y that is set based on at |east one

r H&ERIMLIONIE%B, 3 user requests check of product information by pressing a
specific button of the tag reader 20 in step S600. Thus, in step S605, the tag reader
20 detects existence of the tag 10. Such detection may be, but is not limited to, a
detection method that complies with 1SO14443 standards. The tag reader 20
executes a protocol that selectively specifies an encryption key. One encryption key to
be used for communication with the tag reader 20 or a plurality of enqryption keys one
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type of industry, a manufacturer, a brand, and a
product nane is stored in the storing unit 910 of the
wao aw40gsader 20. In step S510, the tag reader 2BCT/KR2004/000732
specifies an encryption key anong the encryption key
related information stored in the storing unit 910
of Wil B0 3o PISF S YRRy BEEIILU A, bRIGEdTHhar Bestored in the tag
10. tBoy sp@ciydars @necydionhkeg,pthe tagdeader PPt transinitg as encryption key
ncryption key for urrent co ni catjion. At thi
sPecly R ToRHE HES ARt Bt SO ek O LergnsTYRAPT gy sy the tag 10,
i ng [ ;
i St SRHOT AL Bfs TG AR 180 rEder 0 ALK R FafRlor ffider o an encryption
key spexifyjing taguesy nsessagendnd rieanisonitssther edciyptiohekest spécifying request
uni t 0.,ln st i 0.S520, the tag reader 20_encrypts
mesSle. . i g 40LEBnsRLS AT Hiore kEE speRiidba gBraiztoR Recessary to
e ST itRe RheAEbni KeyABIESHoAR td et &rktiond R ifyi
SpeCSgISg, th% tasub?legder 20 Jeg‘?t))/pts a eprodrg@go e?%ﬁ@mfymg request
messages @t iaonindex oh dlee iemcaiplion Keayohin stap S845. | AdIthidi timeathe tag 10
brand pame. a, product . nane,.and a grade,,and di spl ays
adds; o it cAu R Tdeven FoEs 45 ad Helehi 20 End” s Rakdom number
gendrafed iRBtheGhg 100 D eh8APEHN Iyessddiiing fld@sage and then transmits
i nformation request nmessage by adding a 15 random
the engrigelion ey hepaaifyingmmeassageequbyes, itetss agesiblée to yrotect not only a

he .pr ct. inforpation nessage received fromthe .
ransyfyBh e oe R 2 BerVed a0k T tiiapldy Fdine An encryption
methodndeed merdiATis i 3tDESURRIINGA,e8ndd IsAfbieC this ThefdRlt isO8 symmetric key

nessage is the sanme as the original random nunber

methgddaa engrlienikey@nebe ideanipdign ey areddenfisal.t her eby

S G5 i SRS AT b il 06 oy ot o
an eh@@?Eﬁ@rﬁ kenfaer emdryotiort Rey speeifgsd mfdirpaasdlitdthetag reader 20. The

| eaked encryption key and wupdating with a new ] )
encrgfionykgy eieaiiey Inf@rmaé@n 38 goparameetehyseddaan gocryption key creation
| ages.:an CLyYpLl S| t : e
functicgfre@pgf}{ i%%&gr%%uéé&gp@a@s{e\?v%éﬁgp yﬁi@é‘ﬁ”kg’y n‘gﬁl&mented as a
progeeh de tise tdrerewier@icr Vptstom S620, dise tay esaderP20 ereateéy an encryption
faor current ?,on'[%ni cati on #'n Steﬁ? 5550. 25 FIG 6 is .
key wsing A RAFEYRIPN &Y ﬁfqeﬁ@na upsHAm masgdi of %ﬁ@@éd\(ﬁ'ée stored in the

storiﬁh‘éﬁgﬂ Og%n\fﬁaﬁlﬁeg 8?191;)/&%@8!{9&}6%&2@@ grffggfl(a)%g% tr@@éi%(‘i % the tag 10.

For exdroplentwiten gy spedssalug 8 129456, the Ipararoetedf nidyebeagn index for
reader 20 in SLGE S6Q0. . Thus, i.n st er{% S605, the tgg L
seleqtigg e obeeYRIALENGIYRIPR feXE Srerted Hom g Peghutgiion & combination of

the seeHSAIION @ﬁ)fﬂ%?t%tﬁﬁaﬁcﬁ tH?tpérémeffdrp%g})ﬁag%dex for selecting one

etectlon net conplies wt
of nwhenodaretsryption keys theddan 29 drawe dyt ssramblingt acalta woatl indicating

the SERENAINT BRECO 1 DB Se cBlRPofic: BATRIIFEA¢TEA bfi 2 Ragafaeter related
to dl\gggwg%/sg@ gg%@opr%@ﬂ(% I(?%E?/ngﬂé)lb 326595 WBHR RN catPRGhe seed value
in the unit of blocks. Regarding creation of the encryption key, various methods are
well known and descriptions thereof will be omitted. If a plurality of seed values is
stored in the tag reader 20, encryption key creation information stored in the tag 10
includes an index for specifying the seed values. In this case, other components are

the same as embodiments having a single seed value, descriptions thereof will be
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of which is used after being specified by the
follow ng protocol may be stored in the tag 10. To

W@ p@aiogsp7an encryption key, the tag reader 20 PCHRRA04500732
an encryption key specifying request nessage that
requests specifying of the encryption key to the tag

ot PSR ue ook hERpsb 3y pE DB 30ny, e posse

to addegemsineness agthentidatiorataget prddut:t@hﬁVMttdlﬁ”@réfﬂYencryptlon keys as
speci fying request mnessage. The tag 10 transmits

many gg @pstYRiiRNK@ysdpatean ba grefﬂfeer wﬁho@tna needdeamgrade the tag reader
20 aﬁé}ee?hf;%ﬂ Hl%lsﬁlfhettgg rs{a‘ éyﬁl on key as a response to the

encr ypr | eéityi'ng request message, e.g., an

| nidexenéryptien &By Ispetifying frfprmatiors hegy 56 B inBextfoF Specifying one of
tipe, .the tag adds a random nunber received from

a plupgdy pagnp@@aen k@wsanlﬁ this sasRN RiBLY of erpeviiian keys (e.9., several
hunc 5 b Endplch KBYs PO 6165604 Bl B 3R tags s sored

in the‘rtagse&miermus Indites forpspesiibing droepcyptici k@?tonI‘ié )’(a@10 and one of
e but also a recelved nessa

the p:l ag'lf"g{'ngE’A%eg%@F?ﬁcPrﬁﬁ in{berag %edﬂl‘\%ﬁ%g rﬂeﬁ@eraZO receives
thesé3| hac@an i/ 8:9 Qﬁ)&ﬁﬁt%gtﬁeﬁ (?ans)ﬂggééd Fork&Yeurrent tag

an encr t|on rypti
mongzlthﬁ pluaixhty ibS efﬁbreyptlalg kégls caim thisowageby usmgmecmuiwwy of encryption
creation tion used for
eyse oy BoTblBE, e rniiGateen audierdiseton yrael products as many as

encryéﬁlt)ﬂr PhdG ér}‘?eetoaﬁ)r'r@%l%@lt t@ Elfe tlﬁ%‘@ég g%é&é‘r 58Yafter a user

reatidn information Is paranre g Use
buysdhhe tgpraagler8y creation function. In this case, an

AL B0 b 5 B e SR et B TRE 5 5 ghorption key

hARE ShfofRafid e MREb - i
speclfRd ioARamE iaPosn ALAINPL! FRIRR KBY stBEPalyally ofencnpin

keys stayeddn the tage10.st Dhe tag m:acterQDOrespdnda bysedacting ane keihe plurality

._ecreation i t|on Lve t he t 10., . For .
of inflERtr@varh sl (ERiTiom 2T %o 189 429 1feeBrencryption key
is sp&@Hlede RNthidesse, ftﬁé taQ %Q@éﬁ 2 spBEifies a%%Y%ﬁa?éter key with the tag 10
encryption keys created from a permutation

an enwyplicimkeweosespansing teaneg of ke pmﬁahthmdjce@recmmq frohethe tag 10

et JERIBAES RSB DGkl EhORISAOART, ik, o enuinenses

prodisatraanbénti@tion dysterancludindithettagd 0 hhe tise sy Y@éd’@r 20 according to
the unit of blocks. Al so, the paraneter may be a

the pp%ﬁe&ﬁmvmlpmcaﬂwowﬁ@ rapre ehamced SeicuEls i n an

350 e BT ol S B P Bgon o cn

be peﬁomhl@d ¢oIc aYiybe oof kﬂ)ﬂstr%/airidms aneiahofictaee antibt akb@id and/or a
and descrlptlonsthere will be omtted. If a
produygty r Ahpgythersasee gnoampties key can ke yped fomprodectsaef the same type of

indusrtﬁ/at?regro%%ctsegﬂlye%%ﬁ\% Bé (ffrlﬁgﬁé ntl’lé}fé]'re lnﬁfbgc?@l%gegy the same

or Speci fyrn

manufeettireral u'Ehle | i mlansfacaﬁrers of hae sampofypat of dh@ustner the same
same as epbodi ment s havi ng a single seed val ue,
manqgg’rél,rc?,rﬁt pfAbe srneotyPRi Pf 1pdustes produce new products and the new

products are read by the tag reader 20 according to the present invention, product
information can be read without a need to update encryption key information of the tag

reader 20. Also, when an encryption key is commonly used for products of the same
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WO 2004/ 088579 PCT/ KR2004/ 000732 omtted. By using the
above-descri bed encryption key creation function, it
WO 200p0887Dl e to add genui neness aut henti cati OPCT/KRQ@k/000732

products having different encryption keys as nany as
encryption keys that can be created, w thout a need to

ind U

kind, $PBES Heyl BRhits, oA add2 B 5% 18 tBfls o Rileselslts o the new

produetg. be an i ndex for specifying one of a plurality of

encryption keys. In this case, a plurality_ of
eﬁﬁ?>§pﬁﬁ%ﬁa@é§%d?fe5% fransgyis g PrOHﬁﬁhmrgnaifonerﬁqW ir@ssage that
r. o H e
equi S ProBGERERRRoNo e BREIY R4 46 okl B reacor 20
addssp eandgmrmyrabererecejvedl foomikby taf thend aondllyandateterapidom number

the pluralit f encryption keys are stored in the tag
of thd ¢80 Fedraf o ine rostyth I GmAION wReSmashage dackingn Shorypts the
g 0 e .
prod5enERRRIEN SAReEliEkyp DeHot Slodih Dactshghich rev. The

tag IiOnthetireceisgs the pisdug infeemption abgugstohessagey fonethe tag reader 20
ut hent i cati on

k , 1t is possible, o, add, genyj neness i ]
extrat B oo, BOEbEE et IS g B e e prodat fatmation request
rica t eaqde fter:
mesRRRlahg is2 PSP tHABIANEY B the Xalo 76 Pind LiRIckS if dhe extracted
rand@munambey i fthe reanyptasothek praviously tansthiited tranddag nliber, thereby

checPEr L) O siFRESh AR L% 4 88, Tl el 10 may furthr

rfofificd PRECERR of 'HtonallP BBthdnfick ablre ag A i
be 20 r%@ondso ngl e)?ti ng noﬁelo fﬁe pl Sragﬁz?y Ao leation of the

tag readercs bydbeitagd & man bé petfagmad byt recaivingra rébpense message to a

specliSed8 BSest TAREVRAS 2o B ol rSBE S0 ne' Plfiet above, a
portidhef Eﬂmub@ira@rmati@ﬂﬁfawpﬁé BreiQls]f 8EE@BRORSHNEh b%%ﬁon key index

of the pl urallileté%i i ndi ces received fromthe tag
or anenaryptionske\eefesdion MfagMation kwlexuner ous encryption

k T iJne 0 Jut hent i cati on. .

< S 0, D085t R P BT L o it 300 ang
checks dhederatted tbenter ersfné. | MV eNtd Afeté@AiNBEOMACdRSiIfy is already

enhanced security. he above-described three

|

compleisddnaistnan aliqveahle giﬁsﬁﬁ the tagh 40 yheeksrfurtbgr ceadings G the other
i anuf act

nand?RPSLTEACIEY oA tUPEyBL i ALREF il flars RO 568 1510 exacts

prodwsicinferimatiork dsom athebstaried uhitr 300 odivgt Greafest e p¥ddlct information
type of _ industry or products of the sane type of i
mesﬁaﬁﬁuﬁﬁty'st%JPSBP%SWS@Q@M%ON@Q $6t0.safk this time, after adding a
ena WGBSl 6 BTGATEL0 8 3 by SREERBNAR, e tag 1
encrypypethef protiics tinforpratido c esingva pmadtert keynthdrbby nevwalilg a product
inforrgrOdUCtS are r reader 20 according to

T s B0 Bk A0 Bt T st G sbaton mossage
o 1§ $59 1444092 1 paeSeAs. VRS SRBRRATH BF U frodet mormatio, he
tag 1@nincygasesntieegoustec ormium by this esfioriry upitodRE tirs stép t3850 and stores
readiﬁfrjl rIw‘z'lxs’cory information including date and time of reading and a serial number of
the tag reader 20 that requests reading, in step S655. In step S660, the tag reader 20
receives the product information message from the tag 10, decrypts the received

product information message, and checks if a received signal is replay attack by
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37 WD 2004/ 088579 PCT/ KR2004/ 000732 ki nd, nore new
products can be added to the tag reader 20 after

wo 2t0easss7Df the new products. Next, the tag rPEOER23/000732
transmts a product information request nessage that
requests product information to the tag 10 in step

. i i Ol 5 .

checkie i ariddir] shirfer efdon' 63 Roriied R 208 i 3 Wme as the
originartesmsmittetiaandbnt hembag riéitderdet&rntined HRapthedietkived signal is not

i nformati on request nessage and then encrypts the ] i
an Uﬁfaditﬂ'ﬂdtreﬁlﬁ@'@ﬁ%ﬁt’i@ﬁ'ab’eﬂﬂ?@gt th?e@d@@d% Qﬂgglﬁhl@ys product information
in sté;?g%bgi ed master encryption key. The tag 10 that

rrecerves the product information request nessage from

t hen tupdateeprisoesdihg proicedatesmiayebe podormed opes lédiaid efcryption key

i ncluded in the received produyt i.nformati on request )
bemﬁsnﬁagé%@éoaa@_ e foerRadgs 2Y- « Makywicesed@pyhews InddGrd, if the tag
oeaBf SRR 1nd PReSHAER 1T SR ToRERE S Sa s 1o, ne
tag thdrdisngts Bnaeneyptiveckey gpaatei equest ayesddgecko thé tag reader 20,

., . this time, the t 10 . further perform a process .

instegfl QipTeRARTYY el M ARSIV NN RAae, Paaahs 480 Teader 20 receives
[ [ f r : : :

e BRI S eblst LR SR o rplotdai A s imormaly

assigieelcicf @ coedpondingdgg i$ dcardad and iorapiacddiby reenelerencryption key.
20. As ti d , ti f duct .

Also; Redpaerar s05P8enss byt i Ricians an encryption key for

comr?lﬂﬁfc‘é%h Qﬁitﬂfg@lﬁf% 'té‘ﬁ’elio. qfhr@ur%rgg}sfés)éfﬁfd&ésgéé’, Eh&E&th@Mew encryption

information i ndex. In step , e tag 10 extracts
key ishdesignatiedr ag dhaeendryption &eyrfongommuniGaiforgntihe tagedRsand the tag
t he extract unt er ue. If it is determ ned that
readﬁgggipler org g&cgﬁwu&}é%gbnpl eted nore than all owabl e
LipTes.7 e fbaghaR ihettingaH hlkentiéaigrodddutd peAbRREd between
hand, if the extracted counter value is smaller than
a tagireadabi#d endes tagheadat #20 ascording 4o am ciokodiment of the present
information fromthe storing unit 300 and creates a
PSduct i nformation nessage that is a response
NMERSRAEhg IO FREEP, SAGOT tHY twh sy Fedtyrs & HesigRdtd8s @ master in the

random nunber received fromthe tag reader 20 to the
authentinalion praceduns: i Glicht drsignrajionomay alaws § piser theperate a tag reader

vt g B0 o B Bt 0 s, i ston 5700

The margdrthg reb@ecinvatightos estisgtdndendfonaTghbendrevadag réders in step
the tag reader 20 in step S645. After transm ssion of

inve

S703.hAfterdbadnasier dagnigaday andhdave fag tepders gea determieed, a procedure

or SRR STl 85700 P B bl Bt Ao o 710

The Hiagterdhg readémgreatud @ sessiomidemtifios travisnifs theesdssn identifier to the
reader 20 that requests reading, in step 5655. In step

slavestagh readass; agd ra gaamyijcatiose e n H frgderders includes the same
sess!déi@%@@ﬁéér?ﬂwé@ﬁ? WEnf=hiny W cdAhuHeatbRcsadtich b&veen tag readers.

Thus, even in an environment that shares the same radio frequency, a specific
connection state can be maintained or managed. Thereafter, a procedure of assigning
an encryption key necessary to communication is performed through exchange of an
encryption key specifying request message and an encryption specifying message
between tag readers in steps S715 through S730. This procedure is similar to a
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product informati on nessage, and checks if a received
signal is replay attack by 38 WO 2004/088579
wEQDAKSED4/ 000732 checking if a random nunberPCTER2@e600732

in the decrypted nessage is the sane as the original
transmtted random nunber. If it is determ ned that

procéfigre’ SRR 8Mhste? kKBYbet@Bel '?Faé"té@fa‘r‘nb ﬁl%stgg%%d@}’ and will not
replay attack,” the tag réader 20 dispfays product

be desgriheddnidsiail.i n step S665. 5 An update processing

DR BAERlor Br el BRfceh, PasRR0RM SRR dfendsdn encrypion.

In dtRGewoRss, SHIME daBeffG@ plopér tagheabiag it Ca88iméd that the proper tag
transmts the encryption key Specifying request

readaemgydveca preperanarpptiamkey.t athusy ancartbeimasten tag reader encrypts

o crBRK B BB o B TR0 05 by ergpiod check

. mes$RFS R the ?%?eédl‘@' ineStchesriss, e 81808 t4E SrebBef iR, %)ts the received

encryptio ey update request nessage, an exl sti
checknmeppagen erelypinahe; decrypiethahegk messgaed and shen transmits the

e di I j d is.replaced by .a
oncrfEf HRACHRSHRR, i b85S ACHbeuhBr 85 Lol Botpacer may
display new thedafislayneriy pihi etepkey7405 tAat QRET ¥RGEOTMKSYadelis received.
communj cation wth the tag 10. Through these
Therpafiere 4B Inagige dag HeadedeaBipid the recaivgd irnneskageyaad echecks if the

asqt ' 5.0 [cation, . the t 10 .
e HEs AL P48y By SHBBRIL B, B Syt e recolved
mesddde. 1f ihe exifdcied medsadel isthe alahitd a8 h@ Wrighidl iteRishiiled message,

procedure perfornmed between a targ@%eader #1 and a tag
the masigefagspeader dataimiges dhahthenslawe feareaden isea fag seader having the

right %@é@@?iéﬂ i'?cseyRetﬁngengthteP h&hé if the QQﬁ%&%Hterﬂgif#’&)e fs®@ferent from the

desi gnat ed as a hmaster |
origirealt tememitteti mespage e the enastoc haglaebdeadietrniibgs ahhbtha slave tag

user to operate a tag reader that first presses an

readgly it | CHaKAH! teguEsdobar b MRASieriag cioadss diealays, a result of
| : i der .4.Qv hga

detoinghh o2Afic IS U SeARRTR' s G700} Bhggor, e prosnt

inverdid0Ss nafttlisnitechto thesteeembadimerddeandrible slavneetdgpgeader may respond
aders are determ ned, a pr.ocedu for opening

through MERFadk PEPEaSSI. drOhPalY tiadEcRPRREMEPBaFR Ssarding to 2
previbiisi§t &gte8d e 4R tF@euHﬁséfeb}/ﬁg@t F RRNGE, & %ﬁpﬁtipgrthe received

sesSion identifier, transm e session |
mesgaget he sl ave tag readers, and a communi cation between

tﬁ&eta rezilders !.ncl ude% t he sanme qs)essi on identifier, .
t HOeeBipSAIT IPLPRIGHy e BeolRIRMERtSd RS sommyieh seadabie codes in
comp{ﬂg@r FERRIBOIS recotbityy AR THe 8BnpiYer RBBle F&rdf ?@t%gia include

.the same radio frequency, a specific - connection
all kindmofrecaeding appathtosesimabict dath thatahndrg reacby eesimputer system

o Bl 08 o P R SRl SR SR b Ram, C-ROM
magnetic tape, floppy disk, and optical data storage, and carrier wave (e.g.,
transmissions via the Internet). The computer readable recording media can be
distributed in a computer system connected to a network, and can be stored and
operated in forms of computer readable codes.

While the present invention has been particularly shown and described with

reference to exemplary embodiments thereof, it will be understood by those of ordinary
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encryption key, specifying request nessage and an
encryption specifying nessage between tag readers in
WGEe@pmssS7d5 t hrough S730. This procedure i s siPCT/ER2G08/000732

a 39 WO 2004/088579 PCT/ KR2004/ 000732 procedure of

speci fying a master key between the tag and the tag
skil 303 Aol ARinacsin BAR e stah e mallR hergin without
depadinefrds the spiritramt scope of thegirbsentinvetttion as tibiinedby thvé following

a proper tag reader, it is assunmed that the proper tag
claimg.  eader may have a proper encryption key. Thus, once

the master tag reader encrypts a check nessage usi ng

its own encryption key and transmts the encrypted
IndusttialcApplivebilige to the tag reader in step S735, the

S AGEPE18S th 5% Beasipt iBoet Toied acesBal-siadanshinis TG, T is possible
to ap?lyﬁpéﬂhﬁ% bmucﬁgafn&ﬁ;@gg@g%@% £ of Cp}a Pﬁea%ﬁ'l?]dmg not only

his tine, the slave
produdie thiapéey genuing prostueh aBthehtichtion 1alhdahe Hiereek oﬁmsﬁmmg, such as

ol G e BRE GEABL IS 178080k oo, cmge &
mediE&csY e dRSHES CanlcP n’(a?ih'n@fyab&taéﬁobdroﬁnﬁ%kmég He®® continuous and

random nunber of the received nessage
long-tera sen@@em@ﬁagta authantisatiomesuch abdgewellgiynand art works, appraisal

opor, SBANAGH FERREruntlbe B T RS i B, money

marké@tilégééurﬁ%fﬁﬁﬂllmmh@md&‘hrhé‘l@ts‘)t her hand, if the
extract ed rressag ferent fromthe original

t Fasrihe Dostaklss @aderwecwdtr@toﬂag presehtrindentiomhas the shape of

o ol g, 3Gt SHE o S e ¥ e orwetets

Therefers rpliroaasers caarsilpiahd ddifvepliont dh@akrtﬁ@@@huirfer@fssrbf a product
S750. However, the present invention is not limted

any tiraet%é’h@ﬁ%m%ﬂﬁtrﬂout@mcam@tsamm by deeaiver punehasers to sell a
coun{e E%o%%t ttfér %HQB fﬁ%%%%ﬁ@%c éﬁ#&ggng\%%wlgﬁﬁﬁ grchasers will

recel ved nessage acco

perfoagr @@dumd eprodutthautiherticatiohyt eAlsel ifottise 3dreible terminals are
pting the received nessage. The present
dlst”bw@éﬁpu GnsERIeTEdN lAfgIeantitigs a distidlioneand pamchasing tendencies of

consG85Eof e BATBNE B LESARFBERLC AT, ol o resr

dlsplaysnplmdmlbt irdoonaliiory aanﬁalnmmqmrchamcd?arddi‘r@ctmahd &2Rily check a

g t t t d Sch conput er
resul (gfreacllréeb a c nﬁé%&; S e K Serg;gﬁgbl u np

Mgt éé‘cotréﬁﬁgatof ih%pBMrtéiblé kbagafé%dgptdcﬁa}dnﬁ’@tt? htﬁtaoﬁr%ggnt invention,

and carrier nsm ssi ons
sincel geruinetproditteacthentication daplamxﬂsa oneeffectiveges® &f aarc @ncryption key

t t t t
and qgg}tg\stlskélgéggé g),qll %@ogﬁagg i peerrr]1dcgrr]1 rgi(?a(’c:er(?rﬂna’ccl)on by the naked

eye, it is not necessary to additionally access to a network or to previously estimate and

store a large amount of data. In addition, even in the case of the same encryption key,
a product can be distinguished by displayed contents. Thus, if the same encryption
key is applied to a new product that is distributed after distribution of a tag reader or
other kinds of products, the genuineness of a product can be performed without a need

to upgrade the tag reader. Also, according to the tag and the tag reader according to
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30 operated in forns of conputer readable codes. Wile

the present invention has been particularly shown and
waelemensdsed with reference to exenplary enbodi PENKR2004/000732

thereof, it will be understood by those of ordinary

40 WD 2004/ 088579 PCT/ KR2004/ 000732 S_ki [l in the art
the ﬁrﬁ?éérétvlﬁ(ll\?m F?éq|8§sdr)l?l tﬁgéﬁﬁ%ﬁﬂﬁé@gsﬁ@%ﬁjﬁs g%g? using limited

memofy bpendudmgnﬁn emz@ptlonrke@scrdaﬁimmmbdwe et dam hamer@s encryption
g’z 5Indu ? IJcaE%Irlty According to t

keysp(pre§ Nng; ﬁv@HE iBh of @ichpliaNskeys. - Fvasu aiag tlﬁq;“tﬁgtrggder is already
I t

Obta'hlﬁghztn%??g’%?g% td C?n@cg'gb?r/ag%er@% uh o%%% Sypes 9, é1dustry, brands or

prodmts inrthg subjend wf tge nuret prwel«tt gathanticaioo $ycdssigning new encryption
t hent i Catl{ﬁf{] at . the ti %r hasi ng, such as

keysg HiceEporatRe \REQFUCTS e an; goevption dwycet a type of
(PAY} C

mdué‘iT))e 2 @%ﬁ?cgr Sgﬂgéﬁ%ﬂﬁ :F&ga;i}éé 6%’% OBB?{Q r.the remaining types of

industeg dorands, nuqaredactd aﬂeod;ﬁaremmwtgamlsemengr cduclbe maintained. If an

Ihe t| cat on, .suc s jewellery and art works,
encrylioR, At QUL o s LG SPIS! 1o Bhare SUFARIapEyent use of a
counf’émaltt fé"é&%tr%frpfestdé%t Ebsﬁn Jl@&déllygﬁﬁfé%gogfp}%&uct by, aSS|gn|ng a new

mar ket abl e securiti es, | npor nts
encr;_tpt@npkﬂy bltkee taaigltmadyerrelaased giraducto fﬂtnespthes@r&sent |nvent|on has

i nventi on has, a cell ar hone
an adyhiiRee Seh phah it et Ban dse 4 5ad rSader o auhew edketlay upgrading
alrea@y digtibefcy. nunﬂ@@u@ftéﬁ?eadé’r%masers can easily and
conveni ently check the genui neness of a product any
t iAle0 aagcomlingeiodihe priesent inventian,dantimitingt thenpumber of reading, it is
ur.chaser ount.er f

poss{iiE 10 5o il ISR, o lad SHtheihi EAURD e taBhe Ao, it s possible to

prevémftﬁbélf'tﬁétssmdlb no® &ef fé’d%b@%’rhﬂ?elﬁ? dudtfor a counterfelt groduct with
aut hentication. Also, if these portable termnals ar

highezorelipbilityl Bucempessenis whysical imetarge. qA!mt, iy performing a memory

o) B Bl o SEBBND o S VERTHE o e AR o  tom o

presdrostiqeiof alte ihagectfiocdaemoty 5o aysroauer Ut dHud Bt heRl for a long
as plaintexts, purchasers can directly and easily

periogipf dimey SWCQs%ﬁ @nwﬂue@@r@rhwom&mn@ltw@eﬂwemﬂg@anﬁanphwblﬁ products..

AlS({' Q‘.t,b%rrdl serﬁ‘“ﬁ?%rﬁ%%cq{ f ﬁgs%lﬁlﬁaegc? tﬁcﬁéﬁ ﬂ%l‘?ng a genuine

agy rea r acco ing to the prese

prodisdtreethgnticition meesags andt Akavinptiag itorcapgpan diitiéntication system by
ef fectiveness of an encryption ke& and contents
ef

coping g\@qhamab@t@cboaqcb@n@apg@ rfichabiliyegt ggngime product authentication.
Also dg&?cfd' n'léa‘fd ﬂﬂ? BYeddif lﬂ\at%?gﬁi)n Gﬁy n éicr@ticﬂ?%e?ngg ﬁz—?é’ out, the tag

to a I Ona access a ne MDT evi

read@siksi opgradaddn @fﬂmeetmlhgi‘f @enewtyudimrtﬁut@kmtag I Thus, in a position of
ition, even in t t he sane on key

userss i cisarier SEmeER LRGN ShucnoTropen CaraamiSlsed by the
advent"&F: cduntbfiit SHBBUGSCEAR B Pinimized.  Also, according to the present
invention, since mutual authentication between portable tag readers can be performed,
it is possible to prevent use of counterfeit portable tag readers that operate with respect

to counterfeit contactless communication tags.
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30 key is applied to a new product that is distributed

after distribution of a tag reader or other kinds of
w@e@dogtssy the genui neness of a product can bePCT/KR2004/000732

performed without a need to upgrade the tag reader.

Al so, according to the tag and the tag reader

cordinpg.to 41 WD 2004/ 088579 PCT/ KR2004/ 000732 t he
Wha{a Cq J J_bg' venti on, _ it i S possi ble to secure numerous
enicr yptA ogoritayifesss icomrhiinitatish ttgﬁnmax 1Y attaehedi 189 a@Product and

encryption key creation nodul e at can nunmerous
providgs pPjeAud inforaationrthe contasiiess gpommaunicgtion tagheemprisiog:

k f : a | S ead obt ai ned .

‘S Bonf B8 oo Rl AR B A1) DR R IR Bite win @ g
readéma@rsdtey .a powsrsowiceSrarhas power siyriah eesaibb® fronPthe tag reader, and
Suppgenw ne product authentication by assigning new

MAPPWAr SREES; t he i ncor porated products. Al so, even

L2 A B R e SR gty rlte

informmbtiom ermstured; anpes of i ndustry, brands, or products
are different, thus security can be maintained. If an ]
erdr GREYBHOR aipit, vhicky RBaNpiR the predughdeiormetion dorke gransmitted to
| [ el t reader
the te3{qeldel B85l of A WHentiBnKortel R MIBHBRIS s quct by
assigning a new encryption key to the additionally
rel easgg_@pr oduct. Thus, the present invention has an )
advant eRIEACiRssgrommunicaten dag of skaim 1. a¥hereiiuthe ensiryption key
reatél PRUIRIRAY ol s gbAityBon Rol SACENEVPASY RE YV progyet information
and emorgptiorokey ndex infdrimagiontiedivatidpa stbring doliation dftthesencryption key
, S}SgPOSSi ble to grev nt, reuse of % tag w t hout damagi ng
in a steping Qeang inguded in Hiefggdeader; @9d prevent tags t hat
S i i r I AGH £ : f el :
oA pkoR U BRERCS S FRITRO Rely TR RER Ertesponding
to thergreiryptionmkeh ddsresponsy tdynpenéryptiomdkey specifying request message
.r%ié_esh rocedure every tinme of reading, it is
receiyed UPR) {16 §95680Eme a linit to a term of

preservation of data in electric nmenory for a product
that should be held for a long 20 period of time, such
as. ant iTieesprdactigss ceonrkgnication Waglefclaimangeharein the encryption key

el PRI P8 sor et 68 hA Y B’ GRaBbEReRLy and seed
valueP irigc Infewh atRiN ity BESARG [BBStEH _td?h%bi 88ed Q/a%éPYrB( a storing

an aut hentication systemby coping wth replay attac
meangninckidreria éhe tag easidertandof genui ne product

S g A A T—
an erdpyptRadesy ssedifyiicadedestimebidddrodeiVelBbmanB ey Yee;}deer.

di stributed-tag. Thus, in a position of users; t
reader is upgraded w thout any mani pul ati on and danmage

cgused j roducts c be .
cAset 5% ddifisa AL Rl A el o Vifofe Shonvtion oy
relatetl fermaticralincludéent plpdlitp rofbetapstion kel/a AR ted@ryption key index
. readers can be perforned, ]
information indicating storing locations of the plurality of encryption keys in a storing
means included in the tag reader; and
the encryption unit provides the encryption key index information corresponding

to an encryption key selected from the plurality of encryption keys in response to an

43



10

15

20

25

30

it is possible to prevent use of counterfeit portable
tag readers that operate with respect 30 to
W@ ouwangssfei t contactl ess comuni cati on tags. 4RCTARR2004/000732
2004/ 088579 PCT/ KR2004/ 000732 What is clained is: 1.
A contactless communication tag that is attached to a

e SRS B PRCHEL A BB oSeacer.

contactl ess comunication unit, which wirelessly
exchang}gs data with a tag 5 reader creates a power
sdurce he)ﬁmtasﬂm cemgniicationdpged daiohd + Wheteiy the encryption unit

o8, A8t IR oA, R BBAE: o BEASBUS . procc

informaltieh esing thecédieéted@n@h@ti@hme@ld and an encryption
unit, which encrypts the product information to be

transmitted to lo the tag reader based on the I
ggé:n;rﬁﬁt'ﬂ@ c%ﬁya[crtl%%fc%g?hﬂﬂ‘&%ﬂ&ﬁ t§§ ?fzcl?ﬁﬂ %n@%g{lﬁ & plurality of

encrigstion Ikeyatlsdclaeélﬂedaamd)mss’midw%c@fdlﬁ@ctbyIét cRi3sifiedtion reference
for encryption of t he product information and

inclugdingr §iptaash okeyol Ad¥Rre it iBFHBY. oh MarNTagturag @ braed. agd a product
na %ﬁflon of the encryption key 15 in a storing neans
i’'ncluded in the tag reader; and the encryption unit
prtbgielesyption anit rgqmlentlallgeyelleoﬂ;eanléﬁ@ym&in &8y from the plurality of
corresponding to the encryption key in response to an
lﬂ"'ylfséi’lson key specifying request nessage received
fromthe tag reader. 20 3. The contactl ess
communi cation tag of claim1, wherein the encryption
kehe relhat eumtanﬂ&BSMmmmnlaad:lbudag ofi clhed! Wahereint the encryption key
on key an val ue i ndex

on.of . t encr
olat g g o S RSBl s orerypton key
and géédi“?/a!Jb %o%txofﬁé%at%aﬁﬁlda?ﬁgué*ﬁﬁﬂ%q é‘tg) f 'Er'?éag)g]rallty of seed
and the encryption unit provides the see va ue 1ndex
valugsnihar steringmeang ineludag in dlaeltag teadez;Sarah encryption key

7 068 neryplion, M o liaRR oo, §Aflen st BFPrimegiosr Ceraspanding to a

seed]valu@%@cféd ﬂ@nﬁﬂﬁar Mlﬂ?élﬂ’}m oK8¥ed rv@hﬁseiﬂ r‘e@h@ﬁg@% 2R .enoryption key

includes a plurality of encryption keys ahd encrypt
specitgng ireaesst messageseceived figine the tag readeing | ocat i ons of
the plurality of encryption keys in a storing 30
means included in the tag reader; and the encryption
ug.t pri|ng &ﬂﬁa&t’l@seé&ﬁmhlc@ﬂoh%(?( bﬂ@%\’ﬁ"n'?”fvﬂﬁé'f@hi e encryption unit
correspondi n to an encr ion key selected fromt
provigesr e toyodicte iderrpatiam tﬂeﬁﬁ itagr eegsians efteo em:ryptlng the product

information using an encryption key created based on the selected seed value.

enc

9. The contactless communication tag of claim 7, wherein the plurality of
seed values is classified and assigned according to a classification reference including
at least one of a type of industry, a manufacturer, a brand, and a product name; and

the encryption unit sequentially selects a seed value among the plurality of seed

values.

10. The contactless communication tag of claim 1, further comprising a
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43 WD 2004/ 088579 PCT/ KR2004/ 000732 encryption key
speci fyi ng request nessage received fromthe tag

w0 e@des857%. The contactl ess conmuni cati on tag PET/ER20041000732
4, wherein the encryption unit provides the product
information to the tag reader after encrypting the

B4 QRN M MU STBHIBH ot

requedterdiscarding aflam endrypticar keerakedtth@udheme dontactless communication
. classified and assigned according to a classification
unit ang Wpdaing infga Ingiv gssigned secrvphien deydotthe sag reader.
i ndustry, a manufacturer, a brand, and a product o0
name; and the encryption unit sequentially selects an
erfdr. y ptTihen certactiessncohmmuphivaitdn tag oF clgiRe 1y RVher8irk S storing unit
. 7. The contactl ess comunication tag of claiml, _ _
incluggs mannvalatde memmsyi gndiiyther sorprigieg a Felsesmmreeessing unit that
' ' o f ' f an
resod 6 198540 PRl 1ol LA g 559808 b A procuc

informatioe anhithg stdrimg umgjt.| ocati ons of the plurality of seed
values in a storing nmeans included in the tag reader;
and the encryption unit provides seed val ue i ndex

i r i i . | .

R e RSP Gof o OF S E3URBL i a reply

attacknblogkingonnk ewhickO gepecateyi agonedjies tusee saademr ecaiberd adds the
fromthe t reader. F .The contact| ess conmunj cati on

one-4g  B3e dRARRT NUIRST ofdh IRTREENRT It berirensmitisgh &vithestag reader,

provid 8§ tRé ‘Pt%ﬁha{iéﬁ % TRE | eryRiohNénit, ahedck@4Ph And®m number extracted

encrypting the product ‘'nfornmation using an
from énformatioro redeivedcfreat the tagseddemistthe seehe @sdtie sawdtime use random

val ye. 25 9. The cpntactless comruni cation tag of
numl?;qrafhﬂrgt’)y Rﬁ@k'@gr{ep%é( %F%kal ity of seed values is
classified and assigned according to a classification

reference including at |east one of a type of
i Adust rhe gontastitas t coramunicaioanthg aidclairpr 6ddatthemmemprising a

and th ncryption upit seguentially selects a d .
covefiy ybrtInaily spRara AlpehsT 6 o fag pxpdiedsyiiace and Bloghs reading by
the tfPrdadier) ess communi cation tag of claim1, further

conprising a 44 W 2004/088579 PCT/ KR2004/ 000732

| eaked encryption key updating unit, which transmts

o 248 B, RO ABRD o 58 AR Bomoring
decryptingumitcihbi @8crypts data received from the tag reader based on the encryption

key related information.

15.  The contactless communication tag of claim 1, wherein the contactless
communication tag is destroyed not to be accessed by the tag reader when the product
is unsealed or the contactless communication tag is detached from the product by an

external force.

16. A contactless communication tag that is attached to a product and
provides product information, the contactless communication tag comprising:

a contactless communication unit, which wirelessly exchanges data with a tag
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unit and updating into a newy assigned encryption key

to the tag reader. 5 11. The contactl ess communi cation
WO a940885¢4 ai m 1, wherein the storing unit i NncPCMER2004/000732

non-vol atile nmenory, and further conprising a refresh

processing unit that reads the product information

storin it d re-records the read oduct
reacph RS b hOlRF Bl 5 BT SR o0 EROnT WEHEG reader, and
suppliestiepbRepse@eauni cation tag of claim1, further
conprising a repla attack bl ocking unit which

génelodng sin invehieh the peasluchindemmatior @ncrypdion keyerelated information,

and fBTHBE: 8ot HOPIIEE BioyhfatloN 18588 1Yt k8o Péader,
| RfroERByb BN LMt hicH ehiiptd the! Prdduct iekhatibn dor Fe #@Msmitted to
nunber extracted frominformation received fromthe

the tag kpadeasdpased on the enereption kayeretaied dnfegmatienrantiom 15

R o BnSBIRT S REWH R R &iiogt?: itk ffppton stored in the

storirponit irsigs@onse €@ ugrodgctunfdrmiakion rééiuéﬁﬁﬁé@dégﬁ iceRelefom the tag
to a tag exposed surface and bl ocks readi ng h

: . , the .
reader gproyigtesr thegead prnﬁiélct:dnioamm@ast%émuemwpe{@h ynily and rejects

of claj i Sl Vot ' . Lo
provoe hEl® ok WSS B0 uRper BF Rl B BBk bratin is
read elkeeedw aypédaterminey refdrahes valkeor mati on. 25 15. The

contactl ess conmunication tag of claim1, wherein the

contactless comunication tag is destroyed not to be

a Ss oduete i .

oS S A SRR BRI F BAREHS, by comprisng a post
managsmetieprotessing hmitpwhitincteaoly the preductrinfdrmiativassto@@ in the storing

l.ess co ication tag that is attached

.16, A t ] 1 . .
unit apd area?ig{éugtcﬁtaé!ﬁdevem WG@% DiyaRar ?ff]flm%sﬁoa@@ IpH&e storing unit
exceé@@ﬁﬁ&ﬁ@&eﬁeﬁﬁm%?&bheé‘ vaftl Sﬁé\lf\,ﬁfrbﬁﬂgg :’th§l gro?uct information and

ich W reléssly

contactl ess conmunication unit,
the rerdingngetaildatoa avintanager agadédf; MWoh20pdstoBivhagement processing unit

.PCT/ KR2004/ 0007'3é36r ea%der, cr%at es a pfovver source from
receiyes gBANYYRSt IPKERIaien reAvesiMessads Faadhe maprger reader.
supplies the power source; a storing unit in which the
product information, encryption key rel ated
i ABor ndtheoeontaaiesst bemmunicatioof tag ofeslatrh el 6y rvalizrein the information

SR TR P T e
a serLd; HUPTBErISTQ g rebBBr I tFRRAfE RBIREd9E ihRPnRABHYBHIES message

y related information; and
every time of reading and stores the created information in the storing unit.

19.  The contactless communication tag of claim 18, wherein the information
providing unit reads the reading detail information stored in the storing unit in response
to a reading detail information request message received from the tag reader and

provides the read reading detail information to the tag reader.

20. The contactless communication tag of claim 16, further comprising a
leaked encryption key updating unit that transmits update request information that

requests discarding of an encryption key leaked through the contactless communication
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an information providing unit, which reads the product

information stored in the storing unit in response to
w@2ro8kice | nformati on request nessage recei veRCT/K&2004/000732

the tag reader, provides the read product infornmation

to the encryption unit, and rejects 1o provision of

i R RESHNE B TP B8 HESRUAIGY Bip T B

reference value. 17. The contactl ess comuni cation tag

of claim 16, further conprising a post. nanagenment
pPdcessh h@gcemapﬂe%pewmtgaa%thmtaqo%@m 16)f\5hwn dhe storing unit
I n te

inclueS TR dlafiRemERir S iRt o PHG d PR Briocessing unit that
readsurhlnda mmdeetdmfdsrhmtmeﬂetreme iséatinge Uait earek re-abcmrdanitte read product
. rovi des the product information and the reading
mforrgg’gl%npg the sioRchdYEr reader, if the post managenent

processing unit receives a managenent information

request nmessage fromthe manager reader. 20 18. The

c@2t actThes contautiess cadmmunicagonf tag af roldifh Weﬁueﬁh&rtdmnprlsmg a

i nf.or pgt.i on ro uni t creates date and tine o
replay GifAchPIaRing i G o ealTerateid Ongtirtn YeeNPHY nUgTber, adds the
one—tﬁﬁé' dde %H’?Sﬁl Hurdbdra® TFBARALIGAAb béaﬁéﬁé%ﬁtetdh?o [the tag reader,

product ormation request nessage every t
providesdihe gnfanvation te ghe renocymiminednit, ndtoakat if anrandoh’n emumber extracted

rom JBkmalfo e atEiramnEn ol RRdP it 16, 691 \BF A9eCHRe ke random
numBetagherébg br"%ﬁmﬁ%g%&ﬁdﬁ" nformation stored in the

storing unit to a reading detail
i nformati on request nessage received fromthe tag

| 2Bor oDl RS uaEaon SBOX8P CHIET g THEheELomPrising a

coveﬁr‘itjfmvlﬁ'tl@é’ttlb b%l)ﬁﬁttéblﬁ’édﬁolﬁ,taé @&?Bﬁd SQTRES 8hABIScks reading by
| eaked encryp ion key updating unit that transmts

the tagheeaderr equest information that requests discarding
of an encryption. key | eaked through the contactless
conmuni cation 46 WD 2004/ 088579 PCT/ KR2004/ 000732

upyt artheusibtidss BorAnuNicatoy SOOI eI WHdre tHee ¥ontactless
to the tag reader. 21. The contactl| ess comuni cation

comrpjcatior fag in destroyrdmet o becacsessethyy dhe tag rerdardren the product

o oS AL B, Ak O gSRA ebhifbut by

exterhalfdrddie storing unit and re-records the read product
information on the storing unit. 22. The contactless
communi cation tag of claim 16, further conprising a

981 1 o ol 1y BRI 18, 18 enr

key relateer irformatian a¢ludes tan bendrystiaikelebrt enbn@nbagof the product
reader, provides the jnformation to the encryptio
informatign gperyption, keynmgexnnfaseatient indiceting a storlng location of the

encryption key in a storing means included in the tag reader; and
the encryption unit provides the encryption key index information corresponding
to the encryption key in response to an encryption key specifying request message

received from the tag reader.

26. The contactless communication tag of claim 16, wherein the encryption
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frominformati on received fromthe tag reader is the

sane as the one-tinme use random nunber, thereby
whbmeksssg repl ay attack. 15 23. The cont act | eSBCT/KR2004/000732

conmuni cation tag of claim 16, further conprising a

covering unit that is separably attached to a tag

oy EERE3HHABATELEeS  H6RC e 16k RoarbCot fh HEEHREon key and
seedWetueimiaxhinfaravitiont ihaating@ StORRY MocRionasF thatkded! value in a storing
destroyed not to be accessed by the tag reader when

meansHigc dbttheitag readasi aad or t he cont act | ess

R ARa sl i3 SeB VA Ao iR o e tpo reader o
an erdrystici keyl Spedifigrie reyuidse nrissayetrécslived froliethe telgatader.

i nformation includes an encryption key for encryption

of the product information and encryption key index

701 % RGP RO ARG ko g contactess

commeaidation &gl thépoetableyfzig readencoémprisingdes t he
encryption key index information corresponding to

th
efcWiRRIESS RRMMUNIGRIGH, A4UL t Whigh KEQI9SlY opXRiange datg with the
con RS KORHAAEMH ES SR RIeLr R 1 OBAGE s fr e

contddflesgkommunitatoretay;ypti on 47 WO 2004/ 088579

PCT/ KR2004/,Q00732 key related informati on includes, a .

S EeR100A9 OB NG 8 gt GRS CHENBHOR Y SR tad Talation is stored:

seed in i j i<ndigat i A8t Qrj

203 gt T, RIS A, B8LAeR! IR tho contacties
commucicatie tag hasedt @y enengéion keaydralatedeintorynatioanthaiis selected from

j.des th | ue i ndex i nf. i . . .
the cPaRBEPN Y Toiale MERYRIarLAY EBGMEURR ey SRgoldng dRloridtion received

from%§&%8f|§§§'%f,ﬁﬂrﬁ(gmogﬂ?gt ag reader. 27. A portable

tag reader t reads i nformation received froma
camt aofdrewdionc gradingc atnitpnwhigh, relqeeptsr trbtlect dgformation to  the

contqrﬁﬁggﬁ E:Rmrgc 7 nﬂﬁlil'gé{l?r}'g 'qu?ﬂfi%tggelfﬁ S%%\?Q%rt] ilaﬁgtriegas nei tpfoduct information
recei¢EN Gt tRSSorasIBYY &thhPRidaiBndag; dMd el essly sends a
power required for the contactiéess communication tag;

a agt eutpuyunihi which owtnuwa the reashprodustingeronation. on key
related information is stored; a decryption unit,
whi ch decrypts data received fromthe contactless

COBMUNITHY beRabladiagaeedep of VMY RY] Aheckdd thel edd@dhtion key related
information that is selected from 15 the encryption

inforrratjon enaludesi af drasitorm encraiony ey oanddbe sgraryptiomdinit decrypts
prodd&fiﬁfo%tah% re&&ived “?l%m the contactless communication tag by an encryption
key selected based on the encryption key specifying information received from the

contactless communication tag.

29. The portable tag reader of claim 27, further comprising a leaked
encryption key updating unit that upon receipt of encryption key update request
information concerning a leaked encryption key from the contactless communication tag,
discards an encryption key designated by the encryption key update request

information from the storing unit and updates with a newly assigned encryption key.
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fromthe contactiess comuni cation tag; an information
readi ng unit, which requests product information to
W@ b@4/0885m¢ act i ess conmuni cation tag attached tBCHKR2004/000732
product and reads the product information received
fromthe contactl ess communi cation tag; and 20 an
out put unit, which outputs the read product
i nformati on. 28. The portable tag reader of claim 27,
W8 ei Mhehpodableytag madeeyofradiat @d, whireihnniia encryption key related

inforggipd SO bAean Pt PRI ol SNEBUGE: Ko aninis Glasediss o assigned
accofdifgtd e c%%%gfﬁz%ﬁibﬁ%rér%ﬁgé‘ Wh&ﬁ&igﬁg%tt I{%%spl’)n@nof a;type of, industry, a

enctryption 25 key selected base € encryp
manufpetuiréry iantrandf andet producernanepand r om t he cont acti ess

TR, 8 e St B o
contéb@l@@&'db@an]hfcaiiB@totapﬁ%gr}q_r%ﬁ%rﬁ’érgﬂﬁor?%&yéglé& dkiﬁ%rg the plurality of

updat e request tion concerning a lea
encryptionylsyisobasas ohrtbm erceyption key spesifyingninformatiooretaiged from the
di,scards an .entcr tion key designated by the
contagilery SPMAURISS "Eﬁé ‘e request information fromthe

storing unit and updates with a newly assi gned
encrypti on key. 48 WD 2004/ 088579 PCT/ KR2004/ 000732
381. Thd hsopodable tegoreadadef ddimcRdj wheTeinvther encrypticn key related

inforeiiit i e B ey T oy B renfion & aront sporyption keys;
and assigned according to a classification reference

including at | east one of a type of industry, a 5
milteif deerypéen anir degrypadthe pproduct informationd received from  the

ti i 1. ts th duct i nfor.nat i
contd 54 Db flod 66 i ARCeE GG SO LRd Shecap solecta
base@no ey BhtabtisaYkSEIspetidng riafrhiitionl Waildd fRfm the contactless
encryption keys based on the encryption key specifying

commypigaiiR tash recei ved fromthe contactless
communi cation tag. 10 31. The portable tag reader of
claim 27, wherein the encryption key rel ated

i 3Ror ITHIhieOPoﬁablleut@Sr@dér&ﬁsélam%ﬁe@ﬂhéwdémﬁﬂ%ﬁng a leaked seed
creation of different encryption keys; and the ] ,
valueq apeating ounitinfhet, el pleseitfeohseedc valuer sipdata gaquest information

' e taact ' (elp
conof il SERaLE M85 L AE LSRR HO Rl . romoves o
seed hatiesl desighbted: by riliptseed ke sipelatd yedqugst ififormationfrom the storing
. received fromthe contact|ess,  comunication tag.
unit and updates with a newly assigned seed value.

33.  The portable tag reader of claim 27, wherein the encryption key related
information includes a plurality of seed values that is classified and assigned according
to a classification reference including at least one of a type of industry, a manufacturer,
a brand, and a product name; and

the decryption unit decrypts the product information received from the
contactless communication tag using an encryption key created based on a seed value
selected from the plurality of seed values based on the encryption key specifying

information received from the contactless communication tag.
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32. The portable tag reader of claim 31, further
conprising a | eaked seed 20 val ue updating unit that,

W pwn/08sscei pt of seed val ue update request i nf PCTERR2@A/000732
concerning a | eaked seed value fromthe contactl ess
communi cation tag, renoves a seed val ue designated by

S8 ng el it R o5 s BRECY, CRRLATY, Rbtier Ehising  leaked

encryplione ke§3.updatngouhibtitat) agpdreareeimf of! a'?maté?,request information
wherein the encryption key related 25 inforpation
conceningdéaakedyl enaiytign ofkeyeeteldteducinfermations #paysthe egontactiess
0 . q : D . ;
comiiioRj34 057 EEREY At S ZRILIAL bR SeRiited by e
updateanefi@sstuirdsrmationb frand thanstorngruiti cindnapeateandithheewly assigned
decryption unit decrypts the product information
encrypdien;relaied ifarmakon.cont act | ess comuni cation tag using
an encryption key created based on a seed value 30
selected fromthe plurality of seed val ues based on
t 138. enclhep portablketags el yofnglaim rf 7 rioethep wonewrisinged replay attack
fromthe contactless communication tag. 4

blockinghunt 39y generatrs Goaneiieise Janda Wgﬁbl%dctsa@e one-time use
a i ; t her kS :

anddfAEiRh ) 38 Rdiod 1 BErvSAERINE 16 o 585 Sager, provides tho

informatien eor #gu estryjiptibnr umit,i and chemcksrihiangahéakedumber extracted from

) encryption key related i nformatijon fromth .
inforgghhaereued 50 1870825, ko S8V a8ty BRRding aipe random
I i j jgnated by the 5 update request
numt?éﬁfg‘ﬁe?rgit)}/g[]&?(r rrqe?[?ﬁ%% ng unit and updates with
new y assigned encryption related information. 35.
The, portable t eader ,of ¢clai.m 27, furthe . o
cgﬁpri s1|1'1’?g pgrt,ag% : 5??%%&0‘@&9?36'&%%;; "‘(h‘ﬁr‘?'“v\ihecﬁto”"g unit includes
non-SARE&hemdty CBRd tlufRe M ESmbABHI™ HBFB8H . prBe&ssihd /init that reads the
one-time use to random nunmber to infornmation To be '
productanfommiatied from thee stosiggrusdidend reprendrde ghe read product information on
th tnforrm ion to the decryption unit, and checks if a
© SlAl§oti'hunber extracted from infornation received
fromthe tag reader is the sanme as the one-tine use
random_nunber, thereby bl ocking replay attack. 15 36. o
TR . polhalpostablgytagergader of claimizh. whereihe eadio figguency (RF) circuit,

stori uni_t.. i ncl ud - j. d . .
tho FARA BB %, BFREHBA Tl SFETRE Yorp of the wireles
comrh@aAratién @nitryr@wﬁtenhéﬁt@d mRtapplickliomspbeifis irtegrded Biruit (ASIC).
and re-records the read product information on the
storing unit. 20 37. The portable tag reader of claim
27,, Whefej ' , ' ' . . . :
" or mattioRoftabed Rfet oL yierslt! e pfcHhegion ppacing unit
spechiesr & Murdityt ooprdduet Wforhaien from a type of industry, a manufacturer, a

brand, and a product name based on the encryption key specifying information received

from the contactless communication tag and provides the specified plurality of product

. information to the output unit, and the output unit outputs the specified plurality of

product information.
39. The portable tag reader of claim 27, further comprising a reader
authentication unit that authenticates an external portable tag reader by communicating

with the external portable tag reader and outputs a result of authentication concerning
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conmuni cation unit are inplemented as application
specific integrated circuit (ASIC). 38. The portable
wo a@4m088ader of claim 27, wherein the infornatiPCI/KR2004/000732
reading unit 25 specifies a plurality of product
information froma type of industry, a manufacturer, a
n the encryption key

the e%%@?'f@/@?}%‘?@éf% oﬁ?‘ﬁ%ggﬁ@’gg ﬂf romthe contactiess

communi cation tag and provi des the specified plur aI ity

of product information to the output unit, and t
A@Eut e podablsutag readelpicrlipina g |whareuwh@foutput unit outputs a

er of
resupE tng O] FEoER nfraton TRt S e
unit that authenticates an external portable tag
reader by communi cating wth t{he external gortabl e

t 4d-r eddi® PaHablsutas, feaderr selrim 27, awhaeei iteatqusput unit outputs a

oss£SF564800% 8 HEALOORRER, LGP i ing e

havin'@ﬁelffemrttaimllc&st ag reader of claim 27, wher ein the
out put unit outputs a result of reading of the
product information through 7-segnent display. 5 41.
Ttll%.por'ltl?eb rt‘éBFé ’fa?""ijé‘édeﬁ’f01‘3}:I%5rﬁ1 H@Feﬁr‘?'tﬂet&ﬁput unit outputs a
out put uni £ ot put resul t Fead I ng of

resulpobrbading of thenprodoat mfmmaaglbnathmugmdli’fe;erﬂfoelelpgmunds or voices.
emtting diodes having different colors. 10 42. The
portabl e tag reader of claim27, wherein the output
uniaf Oufﬁéjhéﬂﬁblertgﬁqghgg of 8%%"297 %hél@@ HePSmation reading unit
i nformati oh throug Ifferent beep sounds or voi ces.

receid8s arphurglily taftpreducigcodasdeslateid td differemt, praideickinfotrhation from the

contastisdsconuBuRisanat et soareraalinutardlie Prodicstiades da the output
unit. fromthe 15 contactless conmmunication tag and

sequentially outputs the product codes to the output
unit. 44. The portable tag reader of claim 27, further

O St 80 R AR AL B birn S 4805198 3! Snoryption uni

that Eﬁé%tc@ﬁata?% RClriimrhRedkRY tHe cohittibss %ﬁﬁhhﬁlﬁatlon tag based on
sel ected fromthe encryption key related i nformation

encryliopnkey falated irtoymeatieniseleaied ifieho theeneryptied dieyeelated information

o b R8T GESR GO TN e S BB Gomuniatr

tag. tag 25 reader is the sane as that of a credit card
and thickness of the portable tag reader is simlar
to a thin-type battery.

45. The portable tag reader of claim 27, wherein area of the portable tag
reader is the same as that of a credit card and thickness of the portable tag reader is

similar to a thin-type battery.

46. A method of providing product information using a tag reader that
communicates with a contactless communication tag attached to a product, the method
comprising:

receiving encryption key specifying information from the contactless

communication tag;
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46. A nethod of providing product information using a
tag reader that comrunicates with a contactl ess
W@ 0vmssscat i on tag attached to a product, the PEL/ERA04/000732
30 conprising: receiving encryption key specifying
informati on fromthe contactless comrunication tag;
5 200 / 4 [ : .
el PR snaRpcd, Kol PR N o TiispRiiding g the recelved
encryjptiont lesespesyirninfymiaton fem speaypfion kegy irefadedninformation stored in
fromencryption ,keﬁ/ related information stored in a
a stogng mersreshsed o theitag feadeke tag reader: transnitting

g?@g&@ﬁft?ﬁgt :é@fofn?@rﬁa?fon”%ﬁﬁgﬁ trtr‘l%s%g‘féggg%ts rkfGests the product

Frmation to t contac
informationto ¢ comtatihess camniunicatioa tagpduct i nf or mati on

oReEHBaap BERaIF BTBIbIE IS EPEY 6 GaFiRs afimanication ag
t | I i ' h
baseltth fé UL RAARH Ky oI HEGMBRGRA RN 19 1 he

roduct 1 nformati he ne cl aim 46,

f wuteting @aesult of geadirg eoncemirngniheygrodoat ikyrmagidat e
request information concerning a | eaked encryption
key fromthe contactless comuni cation tag; and

r QIPOVi Pgh A e%éﬂé’&lhﬁ’ﬁ%?ﬁnﬂfé?ici%n rRghpy the

encryption key update request ormation fromthe
streceivipgmemesypdiod keyatpdgten requasihdmioymationgredcerning a leaked

encryption key. 5. 48. The nethod of claim 46,
encryifierefey fromant onfaiess cREM Bt s ARt | o

| Cﬁ-ﬁi‘iﬁ iohS

clrigbséiq, [ egngé%{frg;gt'isc%hgg acco?ég%drj}gdyt ﬁ%n‘gﬁﬁ‘gn If%)étuipgr?te request
informetien drome thenstoridgmyeans srdsipdating vithaa ngwly assigned encryption key.

i ndustry, a manufacturer, a brand, and a product
-name; and 20 the decryption unit decrypts the product

| 1 MBEAO dtR6&I0f &laifl 28] WhereifOthkaghdrgston key related information
comuni cation tag usi n% an encryption key sel ected
e

includlesra phealiy wfagnaryplign keye el isoelareified Rnsk @ssignedeaccording to a

cas RSB PORHEL BTG BB O SRR o flgpuracturer. o
bran@f afd aigfbdet dieseiritl t he encryption key rel ated
information includes at |east one seed val ue for

cribat ideerytion; fumily edacryier e | BrPdusy s infampatiamdrasgived from  the

. . e Yl g _
conthlE 58 HEpIAB TR Pd POLUES BT 9 deEBipor the puraity of
encrgstioRéEAbaSEd bAdhesérgypetivreRey wpecilying exfousation aeseiedd from the

contactless communication tag.

49. The method of claim 46, wherein the encryption key related information includes
at least one seed value for creation of different encryption keys; and

reading of the product information includes decrypting the product information
received from the contactless communication tag using an encryption key using a seed
value selected based on the encryption key specifying information received from the

contactless communication tag.

50. The method of claim 49, further comprising:
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val ue sel ected based on the encryption key specifying
i nformation received fromthe 30 contactless

W@ ommssscat i on tag. 50. The nmethod of cl ai m 49PCT/HRRGV@1000732
conprising: 52 WD 2004/088579 PCT/ KR2004/ 000732
recei ving seed val ue update request information
c [ I I
Cgﬁﬁﬁkﬁggﬁq?e&qugé %ﬁgg I% Yl%lsyﬁ'nforfrﬁé)cm@ d@@r&%ﬁ@ﬁw@% \&aked seed value

ving a Sse

from @h“ébaﬁ@bﬂds@&omhmmmw)n\ftagpan@pdat e request
information fromthe storing neans and updating wth

a reBWvingha segd a@luscdesigaaigs. bisthe seerhyalyet tstate regyestnformation

[
from fie sificThPabs apfaitibihy M F HehiFadiieR spe vife.
values that is classified and assigned according to a
cIaSS|f|cat|on reference including at | east one of a

type ofThengipdhed of Llaimafs ueereinr theaensryrtion &ey tae encryption key
relate%!] ﬁ}gfprra ﬁ&mr‘ncl u deoplg ﬂﬂb'&?lsgted U Es ?@é‘t‘:ﬁ classified and assigned

on |n Yie pr odu

accordifigrtoed ictassification referéncanindiedingrdtalebbesse of a type of industry, a
communi cation ta usi 8 an encrl%/({r)ti on key created

manyfastitien @ Rragdeand 8 RIEIYEl RATPBAAY om t he plurality of
S I A egid Wi ; ;
AR U BB AR AARFRESH PrSct infomaton
receigedniiminc e eontanfesd cdm@mumicationt tagd usingc bai endifyption key created

basefinpy feeh Velir: SEIRCHGH | EAROEL PLHralv: Oh Seey! veluesehased on the
encryap"t[&)?f K@éﬁufw 'Ihfo'?ﬁaﬁeﬂtré&élbgt? fronf 5elle e fhunication tag.

g encryption key related I nformation
desi gnated by the update request information fromthe

crirypit i ey Odef P 48, MhBeimep e seiuingopgfe roquest
inforti6h oFcafhing WAGRr oSAIBIAPKEY reRRES BifoRfialod Hrh tHE contactiess

use omn g the one-tine use random
communication déag;refnek nat i on to be transnitted to the tag

LiEmOvind ey BligE ke geldted iPRnagheh digsidnaii P Update request
inforfna@Bh I fRSATtABLtOFng Aseinseand rupdiating Wwidtd n(eﬁﬂl}d%"ssigﬁnedt &scryption key
same as the one-tinme use random nunber, thereb

relatéd Un‘mrn@tlorepl ay attack. 54. The nethod of clai m 46,
wherein the storing neans includes non-volatile
menory and sel ection of the encryption key rel ated

| FERr MR In&tABAIdfSEaIm UB, SattRet icBprRIHY Beheratk®ya one-time use
related i nformation correspondl ng to the receive

rand@nmrrymbern adsing plbei Ppprine nies mendem Muwnbendeyinferspation to be
transn? I‘ceaetloa{heed té@fr%a@{ p%v% nod?rge ifformation to the decryption unit, and

checking if a random number extracted from information received from the tag reader is

the same as the one-time use random number, thereby blocking replay attack.

54. The method of claim 46, wherein the storing means includes non-volatile
memory and selection of the encryption key related information comprises:

selecting encryption key related information corresponding to the receivgd
encryption key specifying information from encryption key related information stored in

the storing means included in the tag reader; and
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the storing neans included in the tag reader; and 53
WO 2004/ 088579 PCT/ KR2004/ 000732 reading the
weperpgtsion key rel ated i nformati on fromthe SPOI/KRQV04/000732
nmeans and re-recording the read encryption key rel ated
information in the storing neans. 55. The net hod of
cl.al 6 I u t r '
c rlgﬁg‘né dghsewc)%‘aﬁt@} IOPI kQ}Z ﬁe’é}r d| |§1{&Fh%ftiro nghncﬁﬁe £R%hG%means and
re-recofdiigtria r@adsenmy;iticﬁdkéy mlatedtuyfpanaﬁom irdthet stpring means.
manuf acturer, a brand, and a product name based on the
encrypti on key specifying information received from
c COEM [ : .
cI arm Z’t %g@ﬁgr8conptnlc3%1’1gph%%%al??ﬁ%%@ﬁgagfz@é&ﬁ%lt of reading
inclugas eutmittnfg)atpdlhrbhtyt efgprodadeinfdinationmspacifieid fngmwa typa bEindustry, a

ternal portable tag rea and oytputting a resu
manfackiiehenbrand. @oﬁmfﬁv@%@aéﬁ e jog k@g specifying
infor%gﬁgﬁﬁ’ ceived rbrﬁﬁth'ée&cﬂ'ﬁ?ct@cs ﬁ@atléf@?éi
|ng o resu rea cl udes

receiving a plurality of product codes related to

di f ferent product.infor [ and sequentially

o Hburt (i PEROY G URa dBp st cORBUBED 55, A o oduct
t%d{‘ﬁérﬁlbaﬂngoﬁﬁaéﬂe‘?ﬁé BrEBIY Gt?gg fRadefdpy Scéth ing with the

contactl ess conmun catl on tag I n whi ¥h pro uct
externaf port#tle déag readerpaed, wherein the 20 contactless

co catl on ris a cont ac
combtade Baub A aBRERTS pancSBing bediiemel gl tagroador
with a tag reader, creates a power source froma
power signal recei ved from the tag reader, and
smﬁﬁpl i elhet methoéaoiedzlqim/\éﬁ sherein oalt[mtﬁngr@f tme tresult of reading
r.oduct

incIu&% &e Ylpgna (g*ura Orq oﬁﬂgggﬁqggﬁ%g@%ﬁ%H{}Fegﬁrsltiggpduct information

and é&imauy ausyu&mg PR r@b@.véa ?fr@@hct%%d@@cr yption unit,
whi ch encrypts a signal be transmtted to the tag

reader; and an |nfornat|on providing unit, which

r st rroduct i.nf.ormati tored in th r|n

eatls, LS BUOGUES NP AT OBk St el DGonSLAT 10 bttached, the
conté&l@%@g&)rhﬁmﬁdeﬁdnf farymt Wehitirprodact’ BAGhatii iPsWiedeSwherein the

the read product rmation to the encryption unit,

contagilessicammgnipaiéon ’Fﬁ&b@@iﬁpﬂw corresponding to

SN ELRERIES BhTRRARM Shi DR GRS bREGhde b6 with a tag

read@:t, toredted o poWbleSOlEr@er@rﬁQﬁﬁb@éBé'@&anE&éﬁﬂé@ﬂﬁM H#EPreader, and
supplies the created power source;

a storing unit in which product information including genuineness information of
the product and encryption key related information are stored;

an encryption unit, which encrypts a signal to be transmitted to the tag reader;
and

an information providing unit, which reads the product information stored in the
storing unit in response to a product information request message received from the tag
reader and provides the read product information to the encryption unit,

wherein visible information corresponding to genuineness information of the

product stored in the contactless communication tag is printed on or attached to the
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product. 59. The product of claim58, wherein the
genui neness information of the product and the
WO r®itosss79 nf or mati on printed on or attached t oPCTIER2004/000732

product are unique 5 codes that are assigned to the
product. 60. The product of claim 58, wherein the

pro EWU|neness informati on of the product is a color
correspondlng to the genui neness of the product, and
the visible information printed on or attached to the

product_is a color_correspondi ng to the io ) .
gettli netfs Preduetnel ralRm o8, vaIereinnihe, aeayitensssciniprmation of the
[ e; [ .
prod & Pé@o?@% \{%{)IQ in c@%égc@iﬂe by h éjcfédh%rﬁefégg}é %%%uct are unique

codebhhatm&@s@gneﬁ tm&neqiredu@tr the cont acti ess
communi cation tag is detached fromthe product by an

external force. 15 55
60. The product of claim 58, wherein the genuineness information of the

product is a color corresponding to the genuineness of the product, and the visible
information printed on or attached to the product is a color corresponding to the

genuineness of the product.
61. The product of claim 58, wherein the contactless communication tag is

destroyed not to be accessed by the tag reader when the product is unsealed or the

contactless communication tag is detached from the product by an external force.

55



