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I NVENTI ON Much of the communication gp.4dje I nternet involves at eaZ. on;a0

client making a request to a web-server, and the web-server resppnnlg?

the client's request. By web-server, we nean a deV|ce|mmwummMﬂmﬂmmo

devices (e.g., datastore, directory, machines, and soft R o

conmmuni cates with a client usi ng the HTTP Protocol. For a pﬂ%kbcuhag we

application,. we define an origin web-server to be a web-server tha ;fth

conpletely trusted with the functions and data of a \Aebelmmummmm”’mmten

regar dFtOLDIGF SHEINVENIGNY for the application. As it en

the length of time that the client must wait for a response a&ﬂw;b g

the load on the Internet and origin web-server, Lechnlquis uggesefsgr

2l 50 1 ora gl ARiHDRAS It eld & comun® ANtk o indyoeBral hresiedual | y

also r : LR

ol os®rhe dntéinet aidispotifiodllyoreblica)otd WhicRSURLartd hslSn R 8 mpéi?glirj]e\ﬁg cess

Proxy web-servers can be integrated into the Interne ponnunlfa '

in several different ways. In sone conalguiﬁélogfi FLlﬁgLssgrvgys qﬁee

rfg§5s%é%i§%$%§$f§§§ﬁﬁ2g%§ﬁgﬁégﬁ§h£eL|feﬁ?, fetching content fromthe 20

grfgin web-server as necessary, or the proxy web-server may refer the

CI$ent to another proxy web-server or the origin server if the proxy

web- s dMyeh of the gerapluaicaidorsiat the Infernbieines lvesni lenst @pLSisht mKing §FaREst (o 2

[ ' ient first kes a request to the origin web-server,
The. ort g i IEis<br Vet Sroat s B JIGHY reavetpPoeybsorver hes maar e

r equesdeviet opbdllebtibnbLIVRRYESE Sdattore h&ecﬁ{]r%%%@,ﬁ?;@ fs\éggg%mar espond to

part of the client's request, but refer fusted 25
webtds cpgarunicstesaviphon tlieanusing thee TER Pansedl. For a particular web application, we

define an origin web-server to be a web-server that is completely trusted with the functions and

data of a web application with regard 1o the security policy for the application.

As a way to shorten the length of time that the client must wait for a response and to lighten the
load on the Internet and origin web-server, techniques have been developed to allow the client to
15 be serviced by a proxy web-server, also referred to simply as a proxy, where the proxy

} web-server is usually closer to the client or more lightly loaded than the origin web-server.

Proxy web-servers can be integrated into the Internet communication process in'several different
ways. In some configurations, clients always make requests (o a proxy web-server rather than the
origin web-server. The proxy web-server may respond to the client, fetching content from the

20 origin web-server as necessary, or the proxy web-server may refer the client to another proxy
web-server or the origin server if the proxy web-server is unable {o satisfy the client’s request. In
other configurations, a client first makes a request to the origin web-server, The origin
web-server may refer the client to a proxy for the current request or all future réquests, or the

origin web-server may respond to part of the client’s request, but refer the client to a semi-trusted

25 web-server for a portion of the response.
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SUBSTI TUTE SHEET (RULE. 26) - 9 DEC 2005 In nobst cases, the content

of fl oaded to a proxy web-server has been limted to non- sensiti ve-(BaDEaC 108%
that access control schenes are not requifed. Non-sensitive data is
defined as data which does not require an{/ access control, and may be
accessible to any wuser on the network. On a typical web-page, enbedded

i mages are ﬁlnm%%‘ta@ﬁ%k@ Qt cBﬁfént éﬁ‘{b‘éﬂéd Y& adﬁxro'xly v@h §é?€er0ﬁ£el5eeﬁal'i}qlted ?&Tn[)hﬁt ed
data or sensitive data is defined as data which has sonme restrictions on

who can obt genpitive dagx spphatsaceessreontrp] sehethed e noh sequired p jerssensiive datae is

obt ai ned by e’?ﬂ}gﬁ%@' ?{a_l @@e%(a r?ogltre(ﬁjlre ﬁgl' a%%g %%nH?ﬁr&ﬁd WG&CLQF& ng(;ls} OI’ a

avai |l abl e to restr sers, dat A i's personall
speci fi c useser oﬁiahmnetmdbs(‘)nl Ptyparal web-\plagegmmdd@:blmagmalaramd exanlenf non- t he

Internet are |ncr y sho | so benefit fr t he rf nce
Ll o 1 o St Ry b the B Y eiie ol SRS e i ie b 5 Bith
the proxy V\H%% softfetestSctidhs %\&ﬂxcﬂ@dﬁ%lﬁ @n tEx@lnpl’@Ui’@S!;‘@nctbd‘dﬁb %‘&ude%&"gest 8t
situation is conplicated because in many cases the proxy web-servers are

not under t#e abrinedoby subscrntienin arset of tpgistsed usehcinaged Bat Webhavalablerts 4 a |
into the clag t?lctegfs]g§@lrﬂsefsr YSRFnIeR ggf%&{aﬂsz%d f&rOJ ReifidfusiCul ar web

application, ine a sem -trust serve to be a web-server that
is partially trusted for the functions of the appllcatlon with regard to

torver iy CalidnHingingioRcssREs: S neffbnaliAbal@ridnt U Bl iard bitidaiag "
tunnel I'i ng imi they shéiildialkoiehefitefkomm thd pérfmmhwgalnﬁmﬂonde@bgqsﬁsxy Wwéle-servers.
transacti on but tréda?em -trusted - server t be trusted Wlti}ﬁds

| ong-term sih%ﬁﬁr%ﬂ {ioth requires pﬁ%?%)’s‘é(ﬂ? E&W ) g%‘@eﬁ“"*ﬁ?e&%“f"o‘?‘e

origin web- AN but kR SituafioR $ECbneptichied b%@atﬁé RVindRy BastB IR0 PwWERARY ErsAre
client to access restricted information froman origin web-'server through

a sem -t r ushecdindenthe sprieel of Ay ednsent peadddass Sueh proxp N@brsee/eahfaapp@rthe algsg o
enabl e a cl pe 1ttﬁxs?e‘ac&§t? &rfars! IFot %}%&}flﬁrﬁ@& %@gmﬁiﬁ&{”v@é‘dé’ﬁde% Se szé‘d ver

through a sem-trusted Webo server exi sts to reduce
security ri wkb-sérvasionty xwekiserver that mtanteally tosstddofior theéﬁlyleinorfswftt}n@appieetdbn

exists to protect stored at. a sepi -trusted b- seryer. anpl e
of the | nvolfhafeard g il Ricf &Pk abhHeaEh: (R darGulE nshBi-Rlst §iB:
access to refvdri mhede itikRd i hethoidatidn s &otesst tousse tenifieS£SSEMtunnelling to an

R\ LI BQ 278Q. .doc: gnm
[ Q r?gln webgserver for content, and non-sensitive transactions, but the semi-trusted web-

server may not be trusted with long-term sensitive data such as user passwords or secret

keys for an origin web-server.

Thus, a need exists to provide a method to enable a client to access restricted information

from an origin web-server through a semi-trusted web-server.

Another need exists to provide an apparatus to enable a client to access restricted

information from an origin web-server through a semi-trusted web-server.
A further need exists to reduce the security risk of using cookies for authentication.
A yet further need exists to protect data stored at a semi-trusted web-server.

In an example of the invention, a client would use the method disclosed herein to gain

access to restricted information at a semi-trusted web-server.
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- 9 DEC 2005 -3 SUMVARY According to a first aspect of the present

di scl osure, there is provided a nethod conprising: enabl i ng at | edds DEG 2085
client to access restricted information fyoman origin web- server through
a sem -trusted web-server including the Steps of: authenticating said at

| east one client; creating a client credential having client-specific
environnment information for each saiSURMMARYSt one client; presenting the
client credential to the senmi-trusted web-server; correlating said at

| east one client with the client credential; and providing said access to

said at | eaﬂ:%eﬂﬁlg td §Nfirst %B&rtd&n%é réde® QHGSlﬁép%fe}e Qf aﬁrgfldgﬁeas%hod

di scl osure re-i's provi an appar at us ena ast one
client to acwemsingstricted i nformation from an origin Web server through

a sem -trusted web-serve ratus co thenticator, to
Valtdat e sai d at FROpE Bhlsadiieg PR ots SR jlmiibp PP A el Bebn
credential favirnroagh eBémbResed web-s&u iholddgtthd stégydtat i on for each said at
| east one client; d a corga&!rator for matching said at |east one client to

the client cr eden%’*ft nticgting saif} at Igast RISk conbi nation with said

aut henti cator andc@gtrfl & cHeRNéredntial ﬁ@&lﬁé ch@nt%@élh@ @Hrdnmeht nf@RfatiON For
client to safely access restricted inforfration fromthe origin web-server

t hr ough t heeas8ispidtat lpgsteanegdisntser ver . According to a third aspect of the
present discl osurﬁl,esé(,jn therQr‘éHQx‘?q ﬁqhggéﬁc%ﬁt&fwem&act ure conpri sing

a conputer usable aV| ng er program ’code neans
enbodi ed therein ém'relatnrgtslaldlm lmst cbrmaﬁﬂenmeh tHei ckient dredemtiakeasd restri ct ed
i nformation from an %réngl n, web- serve LFHrou h..a sem -trusted web-server,

the conputer real@Bl ?abcb?%’ﬁ?scth%‘ r?lts Uity article of manufacture

conprising conputer readable program code neans for causing a conputer to
effect the steps, of the abovenentioned nethod. According.to a fourth
aspect of tREcHAineda@ sarad aseent of theuesent disglpspre.dhereds proyifedansapprras for

enabling at least one client to access restricted information from an origin web-server
through a semi-trusted web-server, said apparatus comprising:

an authenticator to validate said at least one client;

a credential creator to create a client credential having client-specific
environment information for each said at least one client; and

a correlator for matching said at least one client to the client credential, and for
working in combination with said authenticator and said credential creator to enable said
at least one client to safely access restricted information from the origin web-server

through the semi-trusted web-server.

According to a third aspect of the present disclosure, there is provided an article of
manufacture comprising a computer usable medium having computer readable program
code means embodied therein for enabling at least one client to access restricted
information from an origin web-server through a semi-trusted web-server, the computer
readable program code means in said article of manufacture comprising computer
readable program code means for causing a computer to effect the steps of the

abovementioned method.
According to a fourth aspect of the present disclosure, there is provided a program storage

device readable by machine, tangibly embodying a program of instructions executable by

the machine to perform method steps for enabling at least one client to

[R:ALIBQ]2780.doc:gmm



devi ce readabl e by machi ne, tangi bly enbodying a program of instructi_ nﬁEC 20
executable by the nmachine to perform nethod steps for enabling at |eds b
one client to [R\LIBQ 2780.doc:gmm - 9,DEC 2005 - 3a access restricted
information froman origin web-server through a sem -trusted web- server,
said nethod steps conprising the steps of the abovenenti oned net hod.

According t geodss dsirfttals REFSimaont REmPAL SERIn HiebSERSH tigroufQr SenhiStridtéd kdBd an
apparatus conprising: neans for enabling at | east one client to access

restricted $§EYSrtAid mEHod staps spmprsing the sigps of ieabpverpensiogrd metos - t r ust ed
web server including: neans for authenticating said at |east one client;

means for creating a client credential having client-specific environnent
i nf or mat i onAtegrdingcte sdifth aspecieab theopreserti disalosuneatheref 1 provisked reni agpardtes

client cr edg(%}{,l% ingd:© the sem -trusted web-server; neans for correlating
said at |eaS ne €lient wwth the client credential; and neans for

providi ng sai d acmeass fob eaablthgadt lesashe elientabiRbéss réstfioediin@ristich Fomt dn
aspect of thegig_re ent disclqsure, there is provicg‘g‘ij1 a conmputer program
[

product confPt -Serves Qv @ SRminrustedauet S YRERAYIBS put er r eadabl e
program code neanmepiefh@Hedtittif) fid Aledspbdd Akngnabl enent of at |east one
i nf

client to access restricted information froman origin web-server through
a sem -trusted weleansedgiercreating @ oehpnt egredantigh tlasingr clienirspecifie emsarpamient

sai d conput e Bar 300 &Eggée{gtat 1699??%%?&9;9 conput er readabl e program code

means for causing a conputer to e any one of the abovenentioned
appar at us. Accor dinegnstfor presenviegtie depeatdaitial toehpsasietmistel]l web-sauver; t here

is provided a conputer rogr.am pr ct conprisi a conputer .usable nedi um
havi ng conput er F@gﬁ‘gbf%gmﬁg%t&ga%égagg%“m%‘eg%g@fl'é@occi’teﬁg?rsﬁ???“ﬁgran ausi ng

enabl enent of at heastfoppRvidih®stid hessA6CaiASt [aAsidnetlieat. i nformation from an
origin web-server through a sem -trusted web- server, the conputer readable

program code nmeans in said conputer program product conprising conputer

readabl e pr AGEAHINEORE a "BRASashEt SOHR! Pdsdht CRIBMILAR, theS GibbidBMa cHfuref
t he abovenentioned apparatus. i
program product comprising a computer usable medium having computer readable
program code means embodied therein for causing enablement of at least one client to
access restricted information from an origin web-server through a semi-trusted web-
server, the computer readable program code means in said computer program product
comprising computer readable program code means for causing a computer to effect any

one of the abovementioned apparatus.

According to a seventh aspect of the present disclosure, there is provided a computer
program product comprising a computer usable medium having computer readable
program code means embodied therein for causing enablement of at least one client to
access restricted information from an origin web-server through a semi-trusted web-
server, the computer readable program code means in said computer program product
comprising computer readable program code means for causing a computer to effect any

one of the abovementioned apparatus.
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[R\LIBQ 2780. doc: gmm- 9 DEC 2005 - 3b BRI EF DESCRI PTI ON OF THy 005
DRAW NGS These and ot her aspects, features, and advantages of the preggglz
invention will beconme apparent upon fu{th%B@r consi deration of the follow ng
det ai |l ed description of the invention en read in conjunction with the
drawing figures, in which: Fig. 1 shows an exanple of an environnment having
a client,. an origin web-server, and a sem -trusted web-server, and the
probl ens associ ated w th grAEFEHESEEPETISNTF TEH PRAVCINGENf or mati on through
the sem -trusted web-server. Fig. Z shows the deploynent of the nethod
described in this invention for enabling a client to access restricted

information,in th nvi ronnment describ by Fi 1. It shows. th

aut hent i cat hese @ngﬁbe'r,as%?céss gﬁt'érfﬁr%ndaﬁga%t&?e%atps rp.resﬁ'iltg{nv\!g\ﬁmo\)@ heqomes
enbodi ment  gpatent GpdFeihel Sdhsidetativh o thddlIBwirRCdubdiRdleb@iptRh TR indentfdn
client credential for the case when the sem -trusted web-server and the

ori gi n web- whenksad ieanjynstign adthithe drevingfigureaie whiglice domai n, (e. g.
. 2 . tively) . Fid. 4. har t
PhodY i Pueeg IR Dk SRRk ST LSRAT YA bl Al i v

ser or

embodi ment shdvrusted WelgserSer, khd thdprobtenss assbdiged vatt atdlieht adcksidig adseetddne
actions taken by the sem -trusted web-server for the enbodi nent shown in
Fig. 3. Fignfgmatepéhrgughthesemistipsied webrserver- which the client credential is
presented to the sem - trusted web-server by the origin web-server and the
origin server redirects the client to the sem-trusted web-server with
HTTP r edi r eEigi @rshoWhithe daploginemnef theddnethed dedchibed as ¢his \ilmeamtibhdooenapling a

web-server and, seni-trusted wep-server gare npt located.in. the s domai n.
LR VLI BO SiB eet et pieraaer ey By dsesitodcy Bisos TEripe
shows a t hi ihd 28K B0 NérehtOr, Widsetatop  dndlcBkrbiatbri S ai ded by the origin
web-server installing a first client-side programin the client browser

that sends client-specific information to the origin
Fig. 3 shows a first embodiment of this invention illustrating a technique for presenting a

client credential for the case when the semi-trusted web-server and the origin web-server
are located in the same name space domain, (e.g. proxy.company.com and company.com

respectively).

Fig. 4 shows a flowchart that illustrates the actions taken by the origin web-server for the

embodiment shown in Fig. 3.

Fig. 5 shows a flowchart that illustrates the actions taken by the semi-trusted web-server

for the embodiment shown in Fig,. 3.

Fig. 6 shows a second embodiment in which the client credential is presented to the semi-
trusted web-server by the origin web-server and the origin server redirects the client to the
semi-trusted web-server with HTTP redirection. This embodiment addresses the case
when the origin web-server and semi-trusted web-server are not located in the same

domain.

[RALIBQ]2780.doc:gmm



web-server and by the sem -trusted web-server installing a second =9 DEC 2005
client-sid in the client browser that sends clien

i nformati oenW Oag%gwsem -trusted web-server. 5 Fig. 8 shOV\sEFE@g&é‘éﬁ‘feﬁnce of
events for the enbodi nent shown in Fig. 7. Fig. 9 shows a flowhart that
illustrates e ac ns .t kenb ori.gi er for t

shown | nFtE § o el UnpoBiiths R bR riRioR KB FY W ra et oo ST O

t aken by qtiaR ch@ftisidergisdrad IM\ﬂQ HeRtR6wEe? that Bds EINRQHIHTY infoR@Ubr t'a tEé &“lglz

10 Fig. 11 shows a flowchart that illustrates the actions taken by t

ori gi n weMsbsenvorandibyrthe pemittrustpdawebesoier instaing aiepandisdiepir edeeprogramt in tlnehe
sem -truste 0 hart t illustrates the
actions P%ﬁ(gﬁvé%\%e{ﬁét S%Pfls ?lﬁ:’gtosr'p]eéleni {onéoYi'ﬁ: sterpé\}g&r wv\?lé?ﬁrvval idating a
cooki e as part of t he correl ation pr ocedur es. Fig. 13 shows a flowchart
that illustrates the actions taken by the origin or sem-trusted 15

web- sePvEig. disbaviiihe sequspceofeyens @réke grahodiragnt shewvipindd@ dur es descri bed
above. Fig. 14 illustrates the use of shared keys by sem -trusted and
origin web-servers. Fig. 15 shows a flowchart that illustrates the actions
t aken by Fighe showga flowelizristhatiBusttates the acriess taley yahaiodgio owrbaatvel for the

di stribution, throug trusted web-server. Fig. 16 shows a fl owchart

t hat illﬁ%‘g?ddﬂﬁgt#‘ﬁyné’é?lgg]ﬁs taken by the sem -trusted web-server when it
20 serves partly secure content. Fig, 17 shows a flowhart that illustrates
the actions taken by the client when receiving secure content. 4 SUBSTI TUTE
SHEET ( RBigEl@6hows Dfl®rhagOhs iNGraRs 08 38T dhsPAKEN UFBHe s¢66-48stEd gieb-b8rver for the
illustrate Wi!he u of, new content-type that distinguishes secure

cont ent . e‘ﬁg peghy Wf‘éngﬁg a better understanding of the invention may be
realized by referring to the detailed description. DESCRI PTION OF THE

| NVENTI ON 5 The present invention enables a client to access restricted

i nf or dft Fign 1t blucwaqhﬂw@mnithatrihmtretds theebtiorsitaken by thet orjgin web-eervenfonereating an

whi ch the geceas wﬁf:bceuprrgselntsed & HASELREEded Delbdier - The Tigure

Fig. 12 shows a flowchart that illustrates the actions taken by the origin or semi-trusted

web-server when validating a cookie as part of the correlation procedures.

Fig. 13 shows a flowchart that illustrates the actions taken by the origin or semi-trusted

15 web-server when updating a cookie as part of the procedures described above.
) Fig. 14 illustrates the use of shared keys by semi-trusted and origin web-servers.

Fig. 15 shows a flowchart that illustrates the actions taken by the origin web-server when

creating secure content for distribution through a semi-trusted web-server.

Fig. 16 shows a flowchart that illustrates the actions taken by the semi-trusted web-server when it

20 serves partly secure content.

Fig. 17 shows a flowchart that illustrates the actions taken by the client when receiving secure

content,
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shows a client, an origin web-server, and a sem -trusted web-server wQiffr 2005
are connected to a core network such as the Internet. The client 10 1,

seni -t rust 84* W8 %server 104, and origin web-server 103 arecrosmestad to a
core 10 network 102. The client, sem -trusted web-server, and origin
web-server can be directly connected to the core network as exenplified in
the fiBigr &8 ilbistroteetheamnobenaoonreitagpy/inat dikioBlsHBIIRNN cfoh{eﬁwa' I's, routers,
and subnetworks. The sem -trusted web-server may be on the "route that
packets in the network foll ow when the client comunicates with the origin
web- se : .en of time that the client nmust wait for
ares pgﬁgfao?%é? gg%?é?@@ﬂ%%‘%“*'ﬁ%ﬁf @ﬁ myepgon 5@3%&5”{ Hé‘?@f fedrHngvsntheer ver

t he seddtaitedyissaptiveb- server may service the requests of the client.
Generally, a sem -trusted web-server is chosen to service the requests of a
client ifthe serni-trusted web-server is closer to the client than the
origin web-server or if the sem-trusted web-server is |ess |oaded than

t he orpESCRIPIPION GRTHEN ﬁgqui gurations, clients always 20 nake

requests to a sem-trus Ee0- ver rather than the origin web-server.
The sem -trusted web-server may respond to the client, fetching content
fromthe origin web-server as necessary, or the sem-trusted web-server

may  eFlgrpresent iohergivn eneblenotiien (e astesstiedisted infSmARMNRLUS! a LA 1 REd Q1 N
server_if the sernj-trusted web-server is unable to satisty the client's

r equesteO-THVSt RelPicaksiwirgumentiin wduchahe pecsps oceirsgs ilakasd m FigqueBlic figurt he
ori gi hveha SBEMEAn oridif 1.0 - ver ZCgma refer.the client to a
sem -trusted web- chré}er\*%g%‘v?h‘éﬁ@a??réh U ﬁgt§¥er5f” ‘é{‘;'F frGtcarRecteddadst s, or
5 WO GRFOTISIK suckhaDBE I@BME. PCT/ USOL/ 46648 the origin web-server may
respond to part of the client's request but refer the client to a

sem -trusted web-server for a portion of the response. In Fig. 1, the

sem - tThestiest ogb [ IWSohl ssarily cqgnsider to be under the
control of the ’%e@ﬁttgtﬁgedgfeg\%&vee?qg% at%ﬁe"“ér”i of 'S%‘H-ligra\rfe“r"“ﬁ%w ©fe0r¢ he

seril- metrstred0eBhe eisngrsemstrogtd webisteer, andvbiifinVRGRdetydr arf H1E i?e%ﬁ?ri ty policy

for long-termsensitive data. However, the sem -trusted vve% server is

trust 88‘('?‘?66@:5%%&0?62%&‘}”8%aS@é@ﬂpllﬂl@hmi th¢ Ggwe, erdheysendietcongectedamnsact i ons,
the sem -trusted web-server is

~and S§herntdd ' 0 caus
semi-trust edm%;b kt élgbiofgé?gggr?%@P gtg‘fo\f%r %‘E&E'@gy ugts eSrscrygt mayke an deneeded
to provecthat prekensi theaicadork i IRSWRLES thedliehBmmunicates with the origin

web-server.

15 To shorten the length of time that the client must wait for a response to requests and to lighten
i the load on the origin web-server, the semi-trusted web-server may service the requests of the
client. Generally, a semi-trusted web-server is chosen to service the requests of a client if the
semi-trusted web-server is closer to the client than the origin web-server or i( the semi-trusted
web-server is less loaded than the origin web-server. In some configurations, clicnts always
20 make requests to a semi-trusted web-scrver rather than the origin web-server. The semi-trusted
web-server may respond to the client, fetching content from the origin web-server as necessary,
or the semi-trusted web-server may refer the client to another semi-trusted web-server or the
origin server if the semi-trusted web-server is unable to satisfy the client’s request. In other
configurations, a client first makes a request to the origin web-server. The origin web-server

25 may refer the client to a semi-trusted web-server for the current request or all future requests, or

B B U U



sem -trusted web-server and to protect sensitive user credentials. Q;FDEC 2005
pat ent prov@vg%g/oiﬁgmi ques 10 to provide access control tOPE?ﬁfSBJ/fﬁ%fB
information at the sem -trusted web-server w thout risking “Tong-term

sensi t i vahederigin webseraersaay respandite garhehthe ehiend's reqyest butrefes glre gigastaer ds. To

enable a clien ss. restric i mation at the sem -trusted
web- servégmﬁﬁfl#%u‘?el??egg r?&”?%‘haq %@?‘He’rs}éﬁssf'ti ve data, additional functions

are needed. Fig. 2 shows the structure of any nachine that is running in

the network that can deploy the invention disclosed herein. The 15 machine
201 may BeFig dthe pripidausiadomep-teneer &y nas Aecessapih conpidered tp bgaderthy epntradef dien
web- serv t e A I iy t .

com - {1 uSP LA b B o btferit il ol S PR S S aed 0y
devi ce 52@ith mepdré nethe isegirityhpdicly ford ofd-@m casitivetdatao Hdwewer, denpabanitsd

i ncludi ng an aut henti cator 202, credenfial creator 203, cr edentliH;EI
pr esent at"i0-SO4T ISARHICE RiAHArZRtions BESF &eRbFrs J98-SeRsi SIHESKHBBYAMERts of
this i nV%\E\l}]rieHﬁg fokr REntBM! 'Eg@éds{%%{e%miz%st@@%@@cr%rqy 8 qrusil b?theedﬁg% nal
services ich” are already present in the network. The authenticator 202
first autvebrciveptaesss bmntrol inethodd &t neealet! hepotactihn rasexisianfoemad@ct thehe
credential creatpr 203 generate credential for.the client to,b sed for
subsequentmEBR e toratend (oL et arcprraddiiely Osban S rmiaedibiiohe
cl i entjcrgpRNtdedbeds®cdit®! BP@ktribled Hif6EhatBR aB@E V&hi-thiMed Wdtesesved deMbiaisking
correlator 205 correlates the client credential with the accessing client
and the dongsierm sensitivi datatat thesemi-pastighweb-servérisuelt asrusenmsivordest ri ct ed

i nf)ormati on, the client is referred to the origin web-server for
authentication. After credential creation, the client is referred back to

the sem -Tordagbled clivilo aRkyaresttitted GleMatibh et the GigisttustiddvebhRrer aetaadtiraking
presented to the sem -trusted web-server. After the credenti al

corr el at ilong-tetrp sensitive datayaddatipnglefyngtiqng are negdgdo hié 2tshovhie sirpepre o amequest

by providj o £t Nt ' I

SUBSTI TU‘FEACEE}EE%?{SFE%E‘EE%@-G 88‘%@@‘5{)%’8 d%@(’ggfegg‘é%&}?’ isstp {ng’f%%gﬁ Fig. 3
shows & frhachine @0b any ive distrifutddensongnkeciieny serni-frassddradh-segvea, drigithwelgiseavéror
presenting a.client, credential for tfhe case when Lhe sem -trusted

web- ser vémsied geentteiitheclinn diustedagenisofas seaudrugied wepseiel and Hutiieesathol nane
space dongi & difwi-sBvEX YAnyCRVRANY1 SRFALBARR A En S RonkiSRRE Rur ¥6h¥anents?

. 1
this enbodi nent, the cller?f makes a ?Equest to the origin web-server. The 5
request iiscledingsn aelentiedteor 22 credenttiabereatdr2 03, wedensiel presentaor 206, apd wiedemtiadt ed
e ey iy a0h B e BB AT AL gt fort 1 aShblchiol 562 55} S hrotided tNe

20 by external services which are already present in the network. The authenticator 202 first

authenticates the client 101 to the origin web-server 103. The credential creator 203 generates
FJ credential for the client to be used for subsequent communications. The credential presenter 204
communicates the client credential to the semi-trusted web-server 104. The credential correlator

205 correlates the client credential with the accessing client and the client user identifier.

25 When a client requests restricted information, the client is referred to the origin web-server for
authentication. After credential creation, the client is referred back to the semi-trusted
web-server to repeat the request and the credential presented to the semi-trusted web-server.
After the credential correlation, the semi-trusted web-server responds to the client’s request by

providing the requested content if the credential is valid.

SUBSTITUTE SHEET (RULE 26)



-server, the éredenti al creation 325 conponent creates a client
\é\?gdZﬁt:’al in the formofan HTTP cooki e which includes client-speci f$ (QEC 2005
envi r onmeWP R#4PHat i on such as the apparent cl ient | ntepgetusinatacol (1P)

iRl b server.sets. the 10
I ]
ook o B he sl fenA b of ! MRLARN 1TRRE b My WEP IS Skl B dich

web- seCTREENYA) forbe sasegrhen theetenserustd wibi-segverFTPanc e bEGHH Wdb-scBRE 845 §rct he

-t ar r web-server are in the same nane-space
o nCFlea I YERREARL B8 Bt o “ b BRPRLCE s ot comus ec

- (B2 5) Wihehis e otin @ th B RS mak OB S quhéé‘r‘r‘ b gst
ﬁg sg:s\fg:e A?)the Ssemo-trusted web- sersver& he cre nt| alschSFr@"eatl on 330

conp nETfUEY &% Padneliness refrared ietie nrigth eb-srrukiby th@sdnheru@iedwzab SPREI Theclient

t. cl t I P address and the
FTp oientiGhd (Pt 8aMmUGeh, B8 SEBP RLROkichubn Tisommmments e tachrigin
web- sewbmnvesmmisddn@at&}eauorneﬁe%ﬁmpblﬁén@gre‘a@a%ﬁ&rﬁ%ﬁed%ﬁ% Frf'hg grB{ heaﬁuser
i denti Lﬁfg specified in the cookie. The fornmat an t e

cooki e qopkigsvirigh sgludas ﬁllt’gﬂ SReLifi d%rgirogmsrhaeuﬁ)rlgegﬁdvng\rb@}g% tih]g gfr%trez,g 01,%,23[
t e ofi
I 'm':,iiit lrrrrgér{ﬁasﬁﬁ%cac(w dg’ esga”#ﬁ%ﬁﬁg’vﬁﬁ?&m oEmakarer B arigin web-sdreqy s4G1he

kichen dhe\ei hEARAL § £ ne started at the origin
&gi%\e/ﬁoerdgjlo Ilﬁ[&sﬂngg 405, Etsﬁgeg?flgol ﬁpgﬂﬁelb L%’téerolv\zerb qurg)yﬁlgr O'HtSsages from

a cl i eWEb-seysernsingdiTVP rﬁgdlwch%s&geusq the sdnaiptrusldd Wélﬁse@sfdrgh@ong]m%% seRleYer

t ted. The client may
Ut hort't aalEgals i sBucs it {RrPPnte| ok corcentisameass bt bust vasatl | n

Fi g. IReb-egrvérd™ SG«bheﬁhﬂhe BReht RRka RENL: &?tth@g?]rgxtrus%ed é[)Ot her ?‘ﬁ@j It the

lient is not authenticated in step 4 10 en 1n’s or|g|n
\(/:velbesestcmséTmiSWidtWeé’t@SvthheWﬂemai carelaivd Y30tcompsndrd c@r’&@ﬂeéﬁ%@prés@nt&!ﬂe client

t 410, then step 415 is executed. In step 415, the
IO?I ?n&ﬁgﬁ tg Z‘?e\e/ée%rehps ﬁ% %néﬁ?mgﬁ@é'i’ff’f'ﬁa“%’rﬁwl? Bnihe ABParet olieratR edirtss acdeate a

cl i entthe HIUPHeladdr iMdIr@ALbS Iﬂlﬁrc%gkl'ens @alﬁlo% gm ﬂﬁ#%d \?VF?g%ﬁ/grgagpgﬁds t%l lhce nt.
Next, in step 420, the origin web-server ers

seni - tFPIHEFEYFINGtC gereseont@Dofihn abdrydertifier mec@cﬂ iIMIRTEEHIY EThd B HAMNSALt O step

[ anot her ness - 9 DEC 2005 WO 02/ 093377 _
gg?’/ ?Jg%ﬁﬁl’)oéﬁtﬁ OOkI%argﬂb‘{RHatﬁgqu\&chbrt that illustrates the actions taken
by the sem-trusted web-server 300 for the enbodinent shown in Fig. 3. The
flowchart is entered in step 500 whenever the device inplenenting the

enmbodi ment Kig 4sthamsedleaichbhehas diustratesitie@0tRRaIER by The gfﬂﬂn weBs&VEPs RPRr ¢
20 the embodiment shown in Fig. 3. The flowchart is entered j in the step 401 whenever the device
~ implementing the embodiment is started at the origin web-server 310. In step 405, the origin
- 3 web-server waits for messages from a client. Upon receiving a message, in step 410 the origin
web-server checks to see if the client is authenticated. The client may be authenticated by
presenting a valid client credential as illustrated in Fig. 12, or the client may be authenticated by
25 another scheme, If the client is not authenticated in step 410, then in step 425 the origin
web-server initiates authentication and returns to step 410. If the client is authenticated in step
410, then step 415 is executed. In step 415, the origin web-server uses client- -specific
environment information to create a client credential which is stored i In a cookie that is set on the
client. Next, in step 420, the origin web-server refers the client to a semi-trusted web-server.

30 Finally, the origin web-server returns to step 405 and waits for another message.
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sem -trusted web-server waits for nessages fromclients. Upon recei vi‘ngDE.C 2005
nmessage, the 5 sem-trusted web- server checks to see if the client has
submitted av@3Yk*d " cont ai ni ng a valid client credenti al Hcthé?J”@ﬁ‘@ Step
510 i nvolFies$ sbows &fawchagt thitdlladtiaes thecacd desntakenl byithe Sene- tcustekllv&b setvieh300 for

client-specific.informti t.h t em-truste server gbtains from
the cli efie epebodimenyshquwy ‘é‘g"ng Ia:fh(f f{]oy@ﬁan s ?‘Wéeifplsgﬁtéae ‘@GET’I‘FF&! e deicg ot
valid in .ﬁb@&e%&g th Qﬁeo&ﬁﬁm 1§§Qné§at€iﬁ@§é‘rﬂ1ﬁﬂsted WebskRRr $6P, Infs{aﬁ 505, the

sem -trusted web-server refers the client to the origin web-sefver and
returns tscm&@umde\pelswver IWfaits ey metss@qs fromendiignts| BHpon seceislngah messageethe510, t hen
step 515 is. 515, oki client credenti I S
ipdnt od St VP SRR o3 it Plior® BB oq0l ot v

web- ser velieftRedkstidl th 6510 Stée5 W inedlles cdrralatin®ihe 28ehtichedeh D irP@e codlic t he
client is not authorized in step 520, then step 535 is executed. In step

535, the Véﬁkﬁllﬁtltrmﬁlﬁé llwgrmn%@n\mt theesami- trasted WBb-gefuer obsmmfage thelienteasc| i ent
and r et urlr\?strtdt%d ?r]f Fi % He cllterrﬁecr ({ehﬁﬂ 1110% Y @&e dlo{tééazflh hgp §tteer5)3(§ ‘% elkFéurt]e%n step

525 15 i s executedrand t content I's prow oW n

step 525]n tth@S%%ﬁﬂhe s:emsxtuetdd wobRever néiks thetlignigo the oagmm&ﬁ&rwa dnd\&turss tfoor
nore nmessages, ws a second enbodinent in which the client

cr edentd é}eP|595 p?fégeeﬂteéﬂ"fF‘éF“Pﬂ'e‘s yelif ngstepstl @cthemter SkBY iy gxecaitng: By stemeél bithegi n
web- ser I

e 1 uar e plnt EsRLE Ty R Qg R e £ A R 8D e ind e
addr essesveblserveadeckitoseil thehélemr is guthonieed-is step 620. alf dlesoénfmt- is hotstudbrized in

We-server I ted int maln al t it can
0T Rlen 328, 08 2ot S Bedelist D T SO E R e et VRt & EHRsEn: ont
makes a n'ié%%@%thE‘Ehérﬁ%n&’Féuﬂtho% SRI ‘I@t'he R i Reeestd insstépojf@t hBE Ste 525

referred to tthe origin web-server by the sem-trusted web-server.
cl i entlSi ds engtutedhandcthe echterd ig prevndccilgnlthemdmisﬁwlmnwtemﬁh&mmmsted:at | on
630 conpo At t -se the credential creation 620

o oo et tenttiCto Jiepo T RaliShok Hlore badtee T o1 1ot IR cooki &

whi ch includes client-specific enV|ronnent I nformati on such as the
apparent client Internet Protocol (IP) address and the HITP header
i nf or mat iFag 6 sipes @s@gedwlabmbme@to rthe elmt eredrnsiak in prasentedhto the seaeirinusigH t o

the Semwe%rs‘éPJch'od"?y hé?ﬁ%l% rvc?‘l%‘Fb &@%H?_ﬁ%ﬁ 's«!}vX}Ea%ﬁgc{%%{s tﬁﬁlﬁgﬁﬁo‘%ﬁ s the

client to tHe sem édirection

r ef er encgembtridi@l web- &Mcrcﬁsed&whtHHTP mﬂﬁkmmm ﬁhtsrembuzr'ﬁfénsﬁ)ddres@¢srtactasa lwhlalIRL.
When the client 605 nmakes a request to the sem -trusted web-server 635, the
pr esertlathenTigin pbraaer apdsemyi- Vlé‘ée%w?‘?ﬁ“é}’% REeNat dpcpted inthe spme doragjaralihgpeh

cooki e i fe t a
ol ent orsaaats B BANL e obifrs T ol Mbmal 1k id SRR AR TP BN

( RULE 26)request to the origin web-server. The request is sometimes referred to the origin web-server by
@_ ' ] the semi-trusted web-server. The client is authenticated to the origin web-server with the
authentication 630 component. At the origin web-server, the credential creation 620 component
25 creates a client credential in the form of an HTTP cookie which includes client-specific
environment information such as the apparent client Internet Protocol (IP) address and the HTTP
header information. The presentation component 625 sends the client credential to the
semi-trusted web-server 635, and then origin web-server 610 refers the client to the semi-trusted
web-server by HTTP redirection including a reference to the client credential cookie in the HTTP
30 redirection URL. When the client 605 makes a request to the semi-trusted web-server 635, the
presentation component 615 gives a reference to the client credential cookie in the form of a

URL query string, or if the client already has a client credential cookie the cookie is presented to
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- 9 DEC 2005 WO 02/093377 PCT/ US01/ 46648 t he sem -trusted web- serygarDEC 200
the correl ation conponent 635, the reference to the client credential
cookie i s WOEWWHIZel ect one of the stored cookies at the smwust)r/ummed

web- ser ¢ senfiluistddnedh-sdri e n ey ch as the
appar ent cﬁ ent SI P addresés? gnngﬁt%Sgéthq_qrrE& t%ogger |Sh¥hgrma Oqg %"&ﬁﬂf el at ed

to the @W@nval@pebemusad taselddt bosofithe stdredreobkigs atltBe sdrii- mlibeedc\lvélﬁmrvé At ches
then the. sem web- server sets the cookie on

h |
the ol i i FIFESRR oo bt iodiropiiisine FrRreaq! GRE Sefoernd espOREs o
the requesder isforigation8s a6:E8a8d FPML ERnt cféﬁcﬁtﬁgaéjﬁﬁlrstrétgc?ﬂtlilg ﬁ Jiﬁ@%ﬁ fg,'&;e:jn' n

the cookie. The format and val i dati on of cooki e are
Fig. $1matehes the disovmsedentinl; tfdnehmmlﬂmmtedlwebvﬂar\(ahsﬂ@thﬁ:%b@ltlb@ﬁ theSciRhdRd by

t he ori |nsta a first client-side programin the
client glr'tg\r/\%mgguets aatngél?e é’l‘iS?Hq’v@pﬁ@b"cf FSPens &9 Hﬁt’F%ﬁ%%"&ﬁ‘ég ¢diegs gontrol
web- ser v thearer |Bb'ntmlesé&mcdtlﬁlt'}$et&@ e 8 84 %‘rﬁ'f ?II\J]§§I la“)ngftﬁf:%g ond

client-side programin the client rovvser sen cf'fi c

i nf or mathlustrated in Rig. $bni -trusted web-server. This enbodi nent addresses the
case when the origin web-server and sem -trusted web-server are not

| ocated in the sanme domain, although it can al so be used if the servers are

in the same sHOWRA thirdlen bl %rﬁfm%!cﬁ‘%%e aHb Fearld %5?;{;]@6}\%%36?%%{@%‘ |Illp[:,g

cooki es for authentication by using nore |en

i nf of Gatifost cliem-sidv mogminaditiecitent boersal thﬁl’sbndmﬂx%ﬁt @elﬁlﬁ@u@t’%hnhfbn tQ‘?he &ﬂ:lg' n
being referred to the origin web-server by th

b-
Weg] -Sf ; \Jg[’ éRC%WP%ﬂl “irygigd weh-semyer l%sudlwmmqoa@tcle@ttsmetm@mnugnm
ser yidnt btdvset (ht @HB{'@I%'L §ﬁ’éciff%r]nﬁoirglatlﬁg {SREE EIMhi e Y eds%el{/r%%/ be gnhanced

with the first client-side program orrgin e fshe

cr edent fEbodimeat 4ddres*30hcaspovhenthearigat @sb aeroén Aidtsemi-a4QBY lw@b séxQert fHenbor m
client-specific environnent information

f
gucﬁnal,jr }5‘88apQ&P&%%E‘P‘P'én%ﬁ%%#ﬁé@ a“P’P%t‘ﬁ@df the| spyveesciale stbe sanok ddraaibTTP

heades Thike i cif envi ronnent
i nf or mat | lgnh{mﬁg{n%:ﬂéﬁggllergglfl%%q%@ﬁ%h@ug n]gsc'? 81?:' Slegbtﬁtaﬁ@g'&lgdb?'ba)f SO as a

hash of clignéspacytradnvirPnmeidrigfosmaih, in cvis enbediflent ate &@nﬂh@l&%%% \Qﬁﬂh'tﬁé er.

The presentatlon cocp g 725 25 sends the client credenti al
seni - t r P§IB Y SRESHIVERRPET bl ‘”ga[ﬁ@"tf%Mhéﬁrlghnrwwetﬁr@erbyéhe sef0-trusiefier s t he

I t redirection jincludin
et or e paveRoThe ekt sl RE K She B MER-SRE MR ki BubePiertion0m
When t heonpdnent WARS nikiesenhatied webithé Arst Elh’tﬁ]t-%ﬂi'é‘p'r&gr%t &gk M'@Bng:ﬁr B sefvep;

t he esent ati on conponent 715 gives a referencé to the clien creden 1a|
cook@e ]ﬁcfeﬁémf%FW? n 20 gmppnenteregtesiapdientaredentialia the foentof ah HET®ycobkiz a

client WhRHSIARS client- -specific environment information such as the apparent client Internet
) Protocol (IP) address and the HTTP header information, as well as additional client-specific
environment information that is collected by the first client-side program such as a hash of the
local IP address and browser application process identifier. The presentation component 725
25 sends the client credential to the semi-trusted web-server 735, and then origin web-server 710
refers the client to the semi-trusted web-server by HTTP redirection including a reference to the
client credential cookie in the HTTP redirection URL. When the client 705 makes a request to
the semi-trusted web-server 735, the presentation component 715 gives a reference to the client
credential cookie in the form of a URL query string, or if the client already has a client credential
30 cookie the cookie is presented to the semi-trusted web-server. In the correlation component 735,
the reference to the client credential cookie is used to select one of the stored cookies at the

semi-trusted web-server, and then client-specific environment information such as the apparent
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30 cookie the cookie is presented to the sem -trusted web-server. In-gh[}eEC 2005

correl ati oqgglcaggﬁg%nt 735, the reference to the client crﬁgf@%ﬂ“‘&ooki e

is used to one of the stored cookies at the sem -t
web- ser velignt #hatldrése and thied i Fisipaderfinformatidnras wetlnts atldifionatetiemmspadifih as t he

apparent 9. - 9 DEC 2005 WD 02/093377 .PCT/ USO1/ 46 client | P address and
t he HTTPCRERABICN} HSAReR %b{alagdzém%F corzelafinm compagnt 3 ﬂﬁ?&ﬁ?ug‘iﬁée pecpR

envi r onngfdnedsiak Qrdgdrh m&x@ta@édnsq)ebaneﬁmeoﬁaﬁmgImh'e Olfen® 9{&&@1@?{?}% <£4Q through

the second client-side programis correlated to the client credential. If
t he cl i entederdiat s théreengtiusted webrsediensatsthe codkeqon the cEentifort futis¢ ejuesttander ver
sets the cookie on,the client for future requests and 5 the.sem -tyrusted
web s dE PELTUNGA e e Pagudte Hhithisl bRt Bl sopuplet Bf biep detiShs

i denti fi gpeciffe@ef telB6kikN ThE R rma0ifid&aliddtidn b HerboldB drevidhdtfhadd iR Figf 1 t he
cookie are illustrated in Fig. 11. Fig. 8 shows the nessage exchange that

occurs in the third enbodinent as illustrated in Fig. 7. A client sends an
HTTP reques 800) to the origi -server ...The .origin -server..repl,ies
wih | an R BREOT st elfedle Bt Bh Y oL S RSEREL B R T
user as gliés eéndk Bh AT P. rd§uedE(Bo0Yab theuripifpiveb-JdierC Thedvigin GRbisesemiepliesatith

aut henticati on response nessage &810 .including the authentication data.

It the udeputheptigalipryagusibmessagsc8ya) Maighduprsicatedde theiusyr asa weidloandgi n
web- qu¥ﬁéss rmstp Pt 9idht \r%@heé%m{ ﬁ% aagf}ﬁa@on%ééﬁ)ﬂée ﬁés%géeggp @qn&t}@gg gﬂee nt

(815). client rogramruns on the ent machi ne an ers

envi r onmaathentichomata. dfithe aseg ID apd pesewsrdldr: vaiddted SascedsBulbyf at thesorigin ent ' s
browser and | ocal |IP address. This inf o[jmation S hasPed in.the (i'l i ent 15
fof priv3Eh-ssiver hehthepsgln web-seryea aends pstient Progedp fethg cligh G otheedlictn to the

origin - %%()C)-. O di = : l,d Ifg as
descri be Fﬁgﬁﬁﬁ{sﬁg | g.heTlﬁ arlll% %n%g?t&\&‘ggocgﬁée gp@%@ghﬁﬁgg?%glegég&?g&ilﬁ t he
r edi r ect andusf IID hEthe kclient's b{B&E1) andThel (} adgiresal Thieirfamatien isdlasiedsn teesenthe

cooki t th i -trusted. web- 830 ' di rect i bl
o t hSs HRPI RoIG o By SPesii rtg i M PERAAB R 8 SRR BRI RY R
request trge bh%n%ﬂseweﬂ&%%s IerdSRbNiefas &3 dedtatel HOHig at10hdiifclddes ah€ference

redirection. Tf the sem -trusted web-server and original web-server share
one domaitn therdoekictimthe redifeetion ofiib¢ clikas (828 Thookpimal web-senecr @lsp sinresdbreeooiist

i ncl ude a, cooki.e en.the sem.~frusted  web-seryer |.00ks. e oki

f £ om wine ALF Sem el B Pr Bl 4rdf h e B ETiE R g MBRER UBbd FefiSRELS
web- ser vahe el piRbeds SARI ¢fdifg eakduestftd ﬂmstellﬂengété@%b@adexctgsg 2 @iididateddina
cookie in its accessible storage, then the sem -trusted web-server

r edi r @8t therpdirestipm if the seminsusind WYetnsgrver and original web-server share one domain, then the

client includes the cookie. If the client does not include a cookie, then the semi-trusted
web-server looks up the cookie from where it is stored by the origin web-server. If the
) semi-trusted web-server does not receive a cookie from the client and does not find a cookie in

its accessible storage, then the semi-trusted web-server redirects the client to the original

25 web-server and the process restarts at message 800. The semi-trusted web-server can implement
protection against oscillating redirections by allowing a client only a small number of
redirections in a specified time frame. If the semi-trusted web-server has access to the client's
cookie, then it sends a correlation client program to the client (840), which gathers client
environment information (see 815) and send a hash of it back to the proxy web-server (845). The

30 semi-trusted web-server then verifies whether the client's environment hash matches the
environment hash stored in the cookie. If not, then the semi-trusted web-server redirects the

client to the origin web-server and the scenario restarts (800). If it matches, then the semi-trusted
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25 web-serverr and the process restarts at nessage 800. The sem -t r adt &L 2005

web- servery@aoysEml enent  protection agai nst oscillating rletqli/(,gﬁh%(ggs by
allowing a client, onl ﬁ@a smal | nunber of redirections in a specitied tine
§

frame. Yeb-pHuero@hdates hercaakindas deseribed laieidn dégdds If herchekie s ahitl) ten dsoki e,

then it I rrelatl [ Rr clihent (840), whic

it her STTTERIR ALY Clte Sl B RIEATL Rl SookTindledaiies Miihe

back t cautheizatioxyif teklisets \cerdeaBAb)re sTifRicdOtsaREsstihdieyesbiedaRfSRENSET (hbhen
nt's. environnment hash matches the environnent

verifies whether the clie g ,
e SiBEEa % Wovided So eicBent ff iobihen CHERCISnE SaVAC B0 Tbeivomsr ey or

redir . | t ; el = SefV | the scenario, restarts
(800) 1t e PU S e ol O e R e L) S AR R R S b ez -
9 DEC 23050 tMCIR2(, 408 3i87es PR (pRRY/ cH61i6 48tHaele &eibasiort@ foflatgsiidg cooki e
(as described later in Fig. 11). If the cookie is valid, then the

sem - t rY&R-8dV§leb- server extracts the client's credentials fromthe cookie

and continues with the authorization. If the client's credentials are
sufficient to access the requested information then access is provided to

the cliRipt9 stidwsnofiowdian thdi@leé’&tb%ﬁmeib%hzd@&icﬂ’@he(&ggﬁ webErve LI (hd Tt €d S
web- server updates the cookie (as described in Fig. 11 sends the updated

cooki e SRRNIREY 8aghowBEgFig o - tAier slartingithe anginsvedrsesver KRO0)ptiwbiedfoc cokée | N

t he i 1. sen,s te web-.servers. Fig. 9.shows a

flom@ﬁgﬁ%%@égg@g{éﬁ‘?ﬁé‘%g‘tvh’% %Le]heéx{/‘fé peshithg ?fég'Br“Yeérsﬁr%S@‘g@FGlé?“‘i n the third

enbodi reaniromsesioPmbtionH000) &6 deffiibed iSFial 8 bddeddiS: P&l ﬂd!‘?ﬁ'g&?ﬁ Ve (900) ,
cll éen

it-waits for request 10 ness_a%es (905). Weh receiving a request,
t he or iHERL Whirhdepertsregnseties inlarmation. Theevigiowsle servérrekamines whathéOd Q)lidas

d i ] h 6. . I | i id h lient, which
report eodiedoltllfnt ShiSERS T e e oTrf e BIRE e inimmotesermiatir o
valid andokd @tigi@Rvebfyeﬁleﬂvhi@s“for%meﬁFoe)‘élués?sj@bfa)h'dthéf.@v?sze fhg%ﬂ_gfnr\?eb%eir\%ﬂ | s

referred to a proxy web-server (92 and the origih web®server waits for
ot helS mythenticates(thoBlent (1253 byissieling dveauthengemionabyurer toelic dleneatdhentihcales t he
client QZﬁ%Hg%sendilgﬁ aglé ut hign i c}gti on request _to the client and waiting
for tHXE PHULEEFRANSE (48 §53L e‘%é’s Ige EngsprRgs B mdy8 103 If hegyigeticagos and
810) . Ifhild bend kBl bl S, : f I dden ssage is
sent to thgh% cl I&»I?Ef‘dg% ggg‘;dtj%@e%%gé %rsfrgpﬁfh\fe fie gg@?/?é)rsan\%gﬁ{%srgglgc‘ﬁe 'c?FW(S? waits

r equesifer gtbasqueists (901)s lictecast fthe origigiwebvwebres shioutd awiakd Bumbsidr fiifag number

of faile aut.henti cation pli,ocedhlre?( per client and |ock accounts where a
cert ai AURCRiIGaUGR PEQredwespsy ¢lient and lock accounts where a certain limit of successive

20 authentication requests have failed. If the authentication is successful and no cookie is present
then the origin web-server creates a cookie for the client as shown in Fig. 11, and sends the
cookie to the client together with a redirection message that refers the client to a semi-trusted
web-server (940). If origin and semi-trusted web-servers do not share the same domain, the
cookie must be stored in a directory accessible to the scmi-trusted web-servers. Otherwise this is

25 optional. The origin web-server then returns to the state where it waits for.incoming requests
(905).

Fig. 10 shows a flowchart that describes the behavior of the semi-trusted web-server.in the third

embodiment as shown in Fig. 7. Afler starting the semi-trusted web-server (1000), it waits for

incoming requests (1005). Next, the semi-trusted web-server checks whether it has as cookie for
30 this client (1010). If the client does not submit a valid cookie with the request and the

semi-trusted web-server does not have the client's cookie in other storage, €.g., In a directory,
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20 aut hentication requests have failed. If the authentication is succed HEGI2005

and no cookyg dhpogdhesent then the origin web-server creat ‘i’%TﬁJlsﬁﬂ%lﬁse for
' e client

th [ ; Fig. .11, d ds th e to th [
toget her Wit e Sl iebtes S Ssagiety eRyeT LN ) o Gorig aralinn. Qgeaise the
sem -tr U%Eﬁnﬂtru%@w%ﬁ-rsé’ﬁiér éa?r?éﬁ% cliehf en&frbﬂhé}lt?\ﬂgrn?ﬁ%'(w . %ggggiﬁﬁérﬁgf’d\éer s do

not share the sane domal n, cookl e nust be store rectory
accessi blpogramtah deseired inrRigt7e Thevedmistarstedveeb-setvee theh serifidsi whdtiser 2R @pekdanal .
The origi.n web-.serveﬁethen_ returns to the st re it waits for incaom ng

te wh ; rl
request s nfospelon aaddhe glientinformation sterrd i he cogkie maleh {1949d as Hhetraiechigdiior 2of
the sem -1t [tdssLibt WRET SELMEH: id RfdrRE td hk HginQIALI R | crBste §?§M@%droﬁharqgg 5 r;zlnfg

After starting the sem -trusted web-server (1000), it wal
request s it d@edhen tiesemi-trigtedsweli-sarvar spdatestbb cakiod 3 Hhe dksribbdintig. i3t Thas as

cookie f .t hi | i,ent (1010).,1f.the client .does not .,submt a valid
cooki e wqﬁ%é%ﬂémfszeauee R\ o e’fth’é?s theHien 18 e&ﬁa_ﬁé‘%@? ﬁ%c?k‘?tl?ﬂf@hﬁﬂis thave the
client’s gapkz&idnbfeid@entlotadSthe fedhested MfANMALiSEA0R0Y If thd cIRHBR Hof UTE SHEET
- 9 DEC 2005 WD 02/093377 PCT/ US01/ 46648 then the client is referred to

t he ori giagwthpegedsieragesss (hegedlested infersakpe thep deetseowirrugled sehiseryer sehds a

sem -t -seryer..gat.her L ent envionnent i nf i 020) usi ng
acli ei;lqjs&s”%gded\éﬁ E‘%%%rggr?r‘% %‘g Ch%ngéfqllgiﬂm’lrﬁtuﬂsg}? thf.w ﬁ’ég %tat&?[qbsﬁjslf@ag{}gﬁ}%erver
then ver iduthegizedwdtheie clibg igpioRiled aecess(ll 030YPA fr&vard3dtht BemClrh @t wétfepvdyat i on
stored in the cookie match (1025) as illustrated in Fig. 12. 5 If it does
not, therdefs t@ thegtaitingstate{E0Pbd to the origin web-server to create a valid

co§ki e (1015). If it does, then the sem -trusted web-server updates the

cookie (1035) as described in Fig. 13. Then the sem -trusted web-server

ext ract s Rignd | dllustrate’s an exanjge of atltent covkid thet iccekted bpathd oeigckeb-téreer. The

aut hori zatign of ,the client to access th(E-i- réaqueste,d informati,og (1040). If
RRd P the

the cl i efPOKIE CRRSYStS SRR ¢ PYT SRRl ART PRERASSE B8t SSPBF IRt ROTCEREN t he
seni - tfghAoNERs SENY Blient's M Sddesd s R ;3& ﬂ?ﬁ'ﬁgﬂﬁ@%ﬁ%v&?l fdes; (ﬁv{tibﬁﬂ.tclié 045)

and returns to the waiting state (1005 lent '1s “authorized then
t he cli enorrelgtipr mfordatiomgatbaed ¢itlREHY a clidnt-sidapratsam { HdS5) arhiash ofibe elient's

b- t t h Lti tat: 05).,.Fi,g. 11 il |ustrat
ol o Stausienistas ta b T G Mo-2orBbTL iR i i epiihilioh e rea e
cooki e ccaumbﬁmioafbyttwor?ﬁ hid scRllerudRa twéb%eﬁ@ﬁ{l% P%)edpindlI PR BanBBhibit pattBRB

encrypted. The encrypted 15 part consists of e client's I P address as
seen by t(hE20%rd ine stamp-inddudieg the treatyn timp of basboki¢ (1d6); a global time out value

20 valid for the whole domain (1130) which is usually a fixed offset added to the creation time; and
a cookie inactivity time-out (1135) which is a fixed offset added to the cookie creation time. The
clear part of the cookie includes the key identification number (1140), which denotes the key
) used to encrypt the upper part of the cookie; the domain name of the origin web-server (1145);
optionally a copy of the encrypted random bit pattern B (1150); and finally a digital signature
25 (1155) over the fields above whereby all fields are used in the clear for creating the signature.
Afterwards, the fields of the first part are encrypted using the key Kc (1160) shared by the

semi-trusted web-server and the origin web-server.

Fig. 12 shows a flowchart illustrating the process of validating a client cookie and returning
client credentials in case the cookie is valid as part of the correlation procedures. The client
30 cookie may be present in the HTTP request by the client, or the client may provide a reference to

a cookie that is stored at the semi-trusted web-server or that is available to the semi-trusted
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correlation i nf ormation gathered either by a client-side program ( *BOBg( 2085
hash of tﬁg client's request header as seen by the origin web-server

(1110); OLNBA" s user identification as used for aut HREFVESIHOH DY t he
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part ar encrég%ﬁg usi ng the key Kc (1160) shared by the sem -trusted

web- ser & Paugs " EAIYD FOMete §@‘r"xﬂé‘?l thep ghe copkistipinyalid pndsiepa? tS is executed.
il ki d
i 11 ustrgtde lilﬁet&rﬁ?{f}&%ﬁe‘fﬁm ﬁ‘xkfélgﬁ}( d R ‘ﬂjtbg gtgol\?e g Irr{%t g?pre[ﬁigz}ng 6[? lg? ation

client credentials’'in case t e C e I'S va

pr ocHUup?é@msTmachhn ﬂa;b |30, deokicp 108 isk@e@n&S dRtstdpr vtzbenftﬂETlé% WBaHefecy t he
client, or the.cl %\%Slr)ra% provide a reference to a cookie that is stored
at the ‘QS&POE'Fdéf‘&Hl hasdegemarked aneampremisedior Hifietghtenet lnecugieyris-desivst ed 12

ST M BEEE b B ofize 2 DER 2000l 02000 B3 LB 0088

-server throu an external ‘device or |rec
th

n t hie chtdkedt Iﬁ the sipadtererdeds h@ nidieh, OteinghdcomRie is BfvaaH aﬁ&’st"cEQQ 13 E%x@étll&f't
can beuﬁuég henti cated and .a cooki e can be created. The cookie validation

proced essc‘%{?at“éreéipe%‘?‘é‘ﬁh=1‘5%5‘eﬂ h3$rigpxerped, In step td¥kicheritspeafic yptieimeyt

usi ng tik entid t 0,.sel ect. ropriate
docr ot | o TRIoh & ORI BE s G4 bEP LS Soms BPde P oS MBI L2 10. the
gl obal informacon smmobsuappmmmptaydrusrmdMT}fhdﬁh@lsr]asmr% %Bﬁ.@lfﬁﬁn iR g 1T the
cooki e has expired and the bltdpattern is conpared go the bit pattern

C

copy. |90nPERIORoYRIl othgscliskprest vﬁnt’lﬁorﬁmrhmfommwglsodaas 4 havb-oftite local tibee

i nacti tern dblt attern co are not
caqual  pifier Brofts ocbs el o Ip RRLE P disepbloaBE temumusted Yetagys o015,

the pr dyehs scoohtchientisiaeadrbghamndh fiek o 1230, it e ‘P?ﬁ%@ d and
t he b|t 10 patterns mat ?jh %*n step 12‘:5L0 tkllen léte ?gﬁllsosﬂfewfgﬁ{}’%lcﬁ In step

12230 mvtrg@mfz@yn{qg@gthms @bmky@for eqbrdity okt clmnstmplﬁh}.@&rbﬁﬁerbeﬂbmmfdﬁed
as Comﬁong i t(ijle cool'ue ﬂ‘?h&? t1senn equa 1(t:yuig1ls% 12%5 tﬁesr= trhg cookie is invalid and step 1215

. isexecuted. If there is equality in step 1235, then step 1240 is executed. In step 1240, the client
access credentials in the cookie are retrieved. In step 1245, the validation process reports valid
and returns the client's credentials to the caller. These credentials are used throughout the

25 authorization to decide whether to provide access or not to the client,

Fig. 13 shows a flowchart illustrating the process of updating a client cookie. After starting
execution in step 1300, step 1305 is executed. Step 1305 checks to see whether or not the cookie
has been marked valid in the validation process illustrated in Fig. 12. If the cookie is not valid in
step 1305, then step 1330 is executed. In step 1330, the cookie is deleted from the client, local
30 storage, and any cookie directory or storage device and step 1325 is executed. In step 1325, the
cookie update process stops. If the cookie is valid in step 1305, then a new inactivity time-out is

set in step 1310 and step 1315 is executed. In step 1315, the semi-trusted web-server checks the
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step 1225 is executed; otherwi se step 1230 is executed. In step 12259 tFe 2005

signature Okl e 1is checked. If the signature does , then
the cooki e%gtopﬁg;g‘ﬁ d and step 1215 is executed. |f the mén@tsﬁ?}eg@oes

mat ch, t Hken n@nwmgsyswm oxet (fithakeylusedshyethe ¢l is stillivahid - $hekes mn:y not be
v 10! Uk ke LBNRLTRAION be B PR RRat S 5 USAEl ebimstun.

Sonme cli en -Specl Cc envir I Oon Suc

and HTTP visbagdever ltaisdatii@ yhat higke§ [sQid loMp2r edlident in seprind s thoRey Wbl ehget Vi,
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1930, 1 ehdpE 3R Shy Sme Rirelhey RREAN e SE) ih e MRI AR 1R P 2P o1

i s checkededupdd. equal ity with the client-specific environment information
stored in the cookie. If there is not equality in step 1235, then the
cookie is invalid and step 1215 is executed. If there is equality in step

1235, t hQﬂ $4 ﬂﬂlsﬂ]'gtépthls kef &RAUEd by &é?mstgﬁf%d Jv\?e‘g(%ervteg Eglo'rlg A Va%e?ﬁ:?ss

credentlal in the cookie are retri eve I'n step ation
process rpecpimttpartwéthectoomdbotlmgwmslsnmhteced Imcmirﬂdasomareﬂﬁmlosahs Thekéyhenugal | er .

These credentlal hrou he, 2 n t.o eC|de

whet her - OmBHEioh8 Reg i EhestionGHmPG 140 e Ky A 5T o Rplioelly G nar «
i 11 ustyoatiniodtRalu | PFIes. SAthle bRaHind) thetbrighd KEY- s&@&l&e%tes/éfkte%mﬁ @tk b ABw
execution in step 1300, step 1305 is executed. Step 1305 thecks to see

whet her ey reotewt key idensificetionaumbisnand ameply tivag-out valruetahedmaihutmtl socurq:iwn:ess
illustrated in Fi 12. 1f the cookie i t valid in n step
1380°1 5 acehiiubiel wiEparkbn s SRt heltbs ht Srafpridt SR sk e

| ocal 30 19}, QRS idéntidlicativh SFARKkey tRit L&k we@eremr%rtﬁg@odkw OiRe aeamstheﬁbd1325
is executed. In step 1325, the cookie update process stops. If the cookie

i s val i d Wab-ssrvepisi@oBn te he pompraeser ithe pligin pyebtserver issies pgewsey entry witkp 1310

The 197 A dRy i BENhEmbto A58 shd s o Blest DS RN RRAONEG i (5

see i f t mewkey issaediggyrstiieesealiit@sted wWab-sérvers to/&dt b dlobdhtm&eyt vy toee ¢ keyval i d
if the key has timed out or if the origin weh-server has sent a nessage to
the seni @gu%wandsme%ﬂeéb%mer%vwW@r%ﬁa@kl@w'n@ébe pld kﬁbatedwd@mgem i d If

! n step %g‘;;f%,ted:(];.% Fﬁ@' 3 gncggle}ngqg&'énﬁ’r% théhn are r@@%ﬁ%ﬁ?ﬁ tl‘lje‘?b%%kﬂ &lel?

in step in step e cookl e |s encrypted
wi t h t he asthertication axel dreationrdiamatvedokia Thirewhye godkiesranid fus@rinforaittbnanidted tte p

1325 i
2% cookies that were known by the compromised web server lose their value for replay attacks.

Fig. 15 shows a flowchart that illustrates the actions taken by the origin web-server when
S creating secure content for a client (1500). This part applies if the client retrieves information

that shall be kept confidential even regarding the semi-trusted web-servers serving these data.
Embedding secure content into information served by semi-trusted web-servers enhances

25 scalability and security as most of the information retrieved is not highly sensitive and can be
shared by many users leveraging caching in the semi-trusted web-server. The small amount of
individual and sensitive data is retrieved transparently for the client and automatically by the
semi-trusted web-server from the origin web-server. A special secure content handler, installed in
the client, will present the secure content to the user in a way that makes secure and conventional

30 data distinguishable for the user. To enable secure content, the content provider determines the

key Kclient, which it shares with the client (1505). It then encrypts the sensitive content with a
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executed. Fig 14 illustrates the key entry used by sem-trusted web- 58r R 405
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(see Fig. 13) and clients presenting themare redirected to the origin

web- serRigr16f shiowsaufldvashiattaBatii Dubtad ter R a6nsaik «pifbyahs §hiCokd e b S r Ween i
cookies and user information related to 20 cookies that were known by the
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secure caver (1 k®). This idemtificasionsoablenthbprigiamebt senst exldetemisethe ke Keliiances

25 scal,ahid.it d securi as nost of.the information retrieved i s not
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is retrieved transparently for the client and automatical [y by the

semi 15t raaged drwebdependeon the@omtehtsitsetiagd s desdbmsred\wgrthe rigineebabrveeqee

content handler, .installed in the ﬁl ient, wll ﬁresent t he secure content

t o t he RIEFUCSCL IHGRIPCSASHTC AYREY PAB O A EaaY codnvihd P¥hal 30 data

di stingui shable for the user. To enable secure content, the content

provi der determ nes the Kkey Kclient, which it shares with the client
(1505). It then encrypts the sensitive content with a 14 SUBSTI TUTE SHEET
(RULE ﬁzﬁg - g DEC 2005 WO 02/ 093377 PCT/ US01/ 46648 key Kcontent (1510). The
key Kcdng - P%’Séﬁéﬁ"gﬁgﬂfééﬁwll%“i’é&f the getis daksd g dhe Jienhwhenereeqiving setuent

content (1700). First, the client's browser will check whether it has a registered program for the
type of content it received (1705). If the client receives conventional content then it processes the

. 20 data with the existing content handlers (1710) and returns (1715). If the client receives data
tagged as secure content, the browser will automatically look for the respective registered
program to handle this content (1720). The client recognizes secure content by its special content
tag (see Fig. 18). If the browser does not have registered a handler for secure content, then the
user is prompted and must go through the installation procedure. The client-side handler for

25 secure content is installed via a secure connection from the origin web-server; throughout this

process (1725), the secure key Kclient is installed in the client program as well. Kclient is known
only to the client-side program and the content provider, e.g., a cgi script or servlet in the origin
web-server. Next, the client program as part of the web-browser is triggered to handle the secure
content-type. The client-side program extracts the protected key, Kp, attached to the secure

30 content (1730) and computes the decryption key Kcontent for the secure content by decrypting
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(1700). First, the client's browser wll check ether 1t has’a regl stered
progr am fhe Set:llrre comtgmie I&KS)olbmtbmmossublhvoetO\ﬁbﬂnQ aﬁ%HTML-TtagéorcsbclemtomeUel ves

convent i o cont e hen i he 20.. ata Wi e,.ex

Content - Rieh ERDeeEds Sl coBLBF R T (Dsh 0 Lt @ of S8 et rbintctehuse,
tagged agoseflded (FS10) ot the kétarddowne(l8ys) | autonatical Iy | ook for the
respective registered programto handle this content (1720). The client

recogni zes secure content by its special content tag (see Fig. 18). If the
browser does not have registered a handler for secure content, then the
user is pronpted and nust go through the installation procedure. The

cl i ent - silde nbed thae thefforegding haratitknedaine of thesndré pérahérr dbjeta afd srabodiMents of
connection fromthe ori ﬁ_l n web-server; throughout this process (1725), the
secur d 5k &ie Resenkinvention; Jdisinyeation pay h%%qduferrwarmwekwg% Tlys) altheagh st i s
known o g., a
cgi scri g'%%owg@rgv {&{}5 %lgag?%&%%\%%ﬂgg%@??g%ﬁ%h BLGO%IH éﬁ{ ﬁf)r ogram
as part divehtien mbrtatﬂrr awsapplicadlet toioggeareahgementsant] gpplibaioneduwdl be clear to

content-type.. . Th ient-sid am e t.h rot ect.ed
et ached BB peileinihy 814t monieBHoTs 176 sh Rt CepRpient F8 treLESh PoRdwey
Kcont ent dbQirtifd o Qe dpfriteRa sEdpe o YhedRFentibh.| Tik descriddBeibbdlitentidat b BLLE 261
20 construed to be merely illustrative of some of the more prominent features and applications of
) the invention. Other beneficial results can be realized by applying the disclosed invention in a

different manner or modifying the invention in ways known to those familiar with the art.

The present invention can be realized in hardware, software, or a combination of hardware and
software. A visualization tool according to the present invention can be realized in a centralized
25 fashion in one computer system, or in a distributed fashion where different elements are spread
across several interconnected computer systems. Any kind of computer system - or other
apparatus adapted for carrying out the methods described herein - is suitable. A typical
combination of hardware and software could be a general purpose computer system with a

computer program that, when being loaded and executed, controls the computer system such that
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- 9 DEC 2005 WO 02/093377 PCT/ US01/ 46648 the key Kp with its own sect @tDERERN
Kclient ( e resulting key Kcontent is used to decrypt the secure
content aﬁgﬁ@h%%%pthe integrity of the secure content (17£é$“m?Hﬂm#bsulting
cl ear t akearrigsqut thee marhat e desas bersheadin SEhetphesemeihvbntions et ales be anbaRlePiesent ed
by the client-side program.in a way that shows users which part of a page
is sec &58‘*’88%%%&'3&?50 }’d’FP‘g'a‘fod“Hf§g%P ‘%E {easys e@%lﬂﬂ@!he igpiemenstipmp bt he
new coh@nddstaép&itde ii 1 I 00).,/A new ta

808y T e e e SR COMD BB S b P B B

progr athqsemetlddsed as described in Fig. 15). The protected key section
(1810) conprises the key, protected by Kclient, to decrypt the secure
content. The tag is followed by the encrypted secure content (1815). One
possisbiddmpid ans) CAJ. 805) is to use a speci al
T o ot ot REES o LR oL HE R OM B el P ol ) e B Seif.

hand| emany fnguddel eodetes eiofatioandfad weoftihereriotLinteadeConhdta slyﬁﬁm(h]aSill%?fmand the
secure.qpntent (1815). Another possibility is to define a new HTM.-Tag for
secur e UEHPYHN Proghss1BR C?W?gﬂ"é‘bfé%?"s‘fot”ﬁé’ pwHGwlar optiearrithendjractigob)ftaridher

poi nt e t i i I : content key (1810), and the
secur elb(r:gﬁtthedri:?h éE ?Q?g})ldbc%);% Pg&ﬂ%‘?godg{oﬂ%f Fatgjggagre b?oéjﬁgf H%taﬂéb (bi[ﬁplr%q’lléﬁo%g‘rﬁé of

t he noddfgerttmatend! fodm.ect s and enbodi nents of 15 the present invention.
This invention may be used for many applications. Thus, although the
description is made for particular arrangenments and nethods, the intent and
concept of the invention is suitable and applicable to other arrangenents
and applications. It will be clear to those skilled in the art that

nodi fications to the disclosed enbodi nents can be effected w thout
departing fromthe spirit and scope of the invention. The descri bed

enbodi nents ought to be 20 construed to be nerely illustrative of sone of
the nore prom nent features and applications of the invention. O her
beneficial results can be realized by applying the disclosed invention in a
di fferent manner or nodifying the invention in ways known to those famliar
with the art. The present invention can be realized in hardware, software,
or a conbi nation of hardware and software. A visualization tool according
to the present invention can be realized in a centralized 25 fashion in one
conputer system or in a distributed fashion where different elenents are
spread across several interconnected conputer systens. Any kind of
conput er system - or other apparatus adapted for carrying out the nethods
described herein - is suitable. A typical conbination of hardware and
software coul d be a general purpose conputer systemw th a conputer
programthat, when being | oaded and executed, controls the conputer system
such t hat

17

CHRQTITHTF QUEETYDI I & ney -



16 SUBSTI TUTE SHEET (RULE 26) - 9 DEC 2005 WD 02/093377 PCT/ US01/ 16648 _it
carries out the methods described herein. The present invention can” | S 1%
enbedded in a conputer program product, é/r]i ch conprises all the features
enabling the inplenmentation of the net Flg s described herein, and which -
when | oaded in a conputer system- is able to carry out these nethods. 5
Conput er program means or conputer programin the present context mean any
expression,_in_ any |anguage, code or notation, of a set of instructions

i nt ended t oYes@laiia system having an information processing capability to
performa particular function either directly or after either or both of
the following a) conversion to another |anguage, code or notation; b)
reproducti oh in aA mkthddkecemirismg:erial form 17 - 9 DEC 2005 -18 We claim

1. A nethod conprising: enabling.,at |east one.cljient to access restricted
"t or mati on {1 om SHODTE o Ravene iy e RRRi S0Gice Slim ol SR Snshi ey
i ncludi ng t&evatiepagloh seravitriesd weinbérng iacludingtthd #gstofone client; creating a

client credenti al havi.ng_ cli ggt-speci fic environment information for each
said at |east one?Wthgngiggin #deashenadlient| i ent credential to the

sem -trusted web- §84URY a clieR! éBd&kiaNHadiRY Qli@ﬁt-s{p@é’lﬁ&_eﬂoﬁorﬁhérﬁr‘ihfdﬂntdﬂoﬁ o
client credential; an providing said actcess to said at | east one client.

2. The net heashseidat diasipneslientai m 1, further conprising serving the
restricted inf Or}gﬁggénﬂﬂg l'tl% a%hfeicrﬁ%%nhlggt%tthé)&?rgftkdﬁf}e@gwéqh e%eqh the

sem -trusted web-server: accor claim?l, wherein the
step of creating combpatingessidsit dastgne dibet with thetclispetedentialeand r onment

informati on and the %I.i ent credenti.gl ln a coPki e in said at
providing said access to said at least oné client.

2. The method according to claim 1, further comprising serving the restricted

information to said at least one client through the semi-trusted web-server.

3. The method according to claim 1, wherein the step of creating comprises storing
the client-specific environment information and the client credential in a cookie in said at

least one client’s browser.

4. The method according to claim 1, wherein the step of presenting comprises:
sending the client credential to the semi-trusted web-server; and
using HTTP redirection to refer said at least one client to the semi-trusted web-

server.

5. The method according to claim 1, wherein the step of presenting comprises:
~ sending said at least one client credential to a directory accessible to the semi-
trusted web-server; and
the origin web-server using HTTP redirection to send said at least one client to

the semi-trusted web-server.
6. The method according to claim 1, wherein the step of creating comprises:

collecting the client-specific environment information; and

storing the client-specific environment information in the client credential.

[RALIBQ]2780.doc:gmm



| east one client's browser. 4. The nethod according to claim1, wher 2 nDEC-A05
step of presenting conprises: sending the client credential to the

sem -trusted web-server; and using HITP pgdirection to refer said at |east
one client to the sem -trusted web server” 5. The nethod according to claim
1, wherein the step of presenting conprises: sending said at |east one

client credential The nietBod @6EsHIMMgARE @Risth b6 € whereih @hé @Mient-dpesiit €shvironment
web-server ;. and the orlcgl n web-server using HTTP redirection to send said

at | east on’é‘fmaéﬁﬂ incu E’E”ne_ seni-trusted web-server. 6. The method _
according to clai i optpgs ﬁT‘?Pllflﬁhlﬁét%Qac%%F oFEa“r‘g%ﬂ dl@Qst BRé"Pl'ién%E%ﬁhestFC" llecting

the client-specific environnment information; storing t
client-specific enhishodtlenkP dddfess nfithe amachimetuised by saadat least daaclicat;.

[ R\ LI BQ 2780. doc; g@g@séiig?ngggﬂﬁ%?dg%ﬂé%{ Zmi %{}%}; thod according to claim 6,

wherein the client 11°81 i ncl udes: a hash of
the HTTP- Request hhatief aaisesidetitausddetnsdaidadedst odlieheprogfin; and/ohash of the
| P address of the machine USe(% bﬁy said at | east one client; a process
identity of said 3R 9oudupatioRotthesent browser; a hash of a user identity
used by said at | east one client program and/or any conbination of these.
8. The method according to claim1, wherein the step of creating conprises:
pl acing a ffrst cTh@ﬁIFS@ﬂ@écq;dl@gﬁ%ﬁiaaﬂ lswheremthe stgp of engating ¢asmprisessol | ecti ng
a first set of thg.Gli < [ ' #.1.0n using the first
client-side progr r%]&hggn ftﬁ)g%%%&{?l?g{a&i%&q@f%gﬁg@{eir%tﬁbespeci fic

envi ronment i nf or caltectomg & irdt et afithgclrent-gpdei fieenvémonmantdingirovation usihg thei first

set of the clli nt-speci fic environnment information in the client
credent i al , Shent-side program,

sending the first set of the client-specific environment information to the origin
web-server; and
storing the first set of the client-specific environment informatjon in the client

credential.

9. The method according to claim 8, wherein the step of correlating includes:

the semi-trusted web-server placing a second client-side program at said at least
one client;

collecting a second set of the client-specific environment information with the
second client-side program;

sending the second set of the client-specific environment information to the
semi-trusted web-server; and

correlating the second set of the client-specific environment information to the

client credential.

10. The method according to claim 9, wherein the first and/or the second client-
specific environment information includes:

a hash of the HTTP-Request header of said at least one client request;

a hash of the IP address of the machine used by said at least one client;

a process identity of said at least one client browser;

a hash of a user identity used by said at least one client program; and/or

any combination of these.
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9. The nmethod according to claim8, wherein the step of correlating-9 DEC 2005
i ncludes: the sem -trusted web-server placing a second client-side program
at said at least one client; collecti Ng-9 second set of the
client-specific environment infornmation \%I "h the second client-side
program sending the second set of the client-specific environnent
informationy{o thenhe aRMHodlACHTHRE WeRIMA AT Hfther SoHRpITS ﬁ%@éhﬂ&uét@&w%@%%@r set
of the client-specific environnent information to the client credential.
10. The et hesgssing en dinaryptes e¢rsiom of, thoirestactad tinformatian, anddwigreinhide séepond
client- spe (ST I
HTTP- Reques?ge%{élg%er gFﬂs%g?%ha%ﬂf@g@% gnggcalni&eﬁgfi?%lé%é{sbtat ;ﬁpcgé%agqn%e%tfalt he I P
address of the machine used by said at |east one client; a process identity
of said at Igast Fe client browse i den |t used tﬁ/ sal d
é 1 Key

ot Tenst ondferi eNhE prEONELIFEOL Brclahg OUNBr DS SRErRiTgels o Parta
[ R\ L1 BO| 2784 BR0GTHT pro%idPCir2ids 1R0schhraHed W 000br a0 ol i srinabaian 1,

further conprising the sem -trusted web-server  accessing an encrypted
version of ##dat 'égqttomePh%iltueﬁmimﬁéanSIOaﬁathméﬁal Kex toea Yof creating
the client credential includes adding a decryption key to the client
credential. 12. The nethod according to claim 11, wherein the decryption
key is a pailial Kby methﬂdjamdoediag&qnclaﬁmpk owvhai¢inghe stepuafeanthdnticating nchudss ed
web- server su in ormmation o said at | east one client enabling
conversi on §F ﬁ%ngpfgﬁefgﬁsswé) f%‘eg’efull key. 13. The nethod according to
claim1, wherein the step of authenticating includes enploying a

user - passwor, sche 14. The et hod, accordin clal 1, wherein the step
of aut hent i ¢4t i ng TRACHIRR 2cCqEtng @ Gl ! o heieinghe Sierah 4ithehlgatngginches

met hod accoagllblagnggt hstione Gertiffegeei n the step of collecting the client-.
specific environnent information is perfornmed by the origin web-server, and

15. The method according to claim 6, wherein the step of collecting the client-
specific environment information is performed by the origin web-server, and
the origin web-server storing the client-specific environment information in the client

credential.

16. The method according to claim 8, wherein the step of placing and the step of

storing is performed by the origin web-server.

17. The method according to claim 1, wherein the semi-trusted web-server is a proxy
web server.
18. The method according to claim 1, wherein the step of creating a credential for

said at least one client is performed by the origin web-server.

19. The method according to claim 1, wherein the step of correlating said at least one

client and the client credential is performed by the semi-trusted web-server.

20. The method according to claim 1, wherein the step of authenticating said at least

one client is performed at the origin web-server.
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the origin web-server storing the client-specific environnment information
inthe client <credential. 16. The nethod according to claim8, whet &iDk (2605
step of placing and the step of storlng |s performed by the origin
web-server. 17. The nethod according to @Ia|n11 wherein the sem -trusted
web-server is a proxy web server. 18. The method according to claim1,

wherein theyptep /f aﬁﬁﬁ@ttuh@&e?iaﬂ'ir?gdﬁ@éds%nef @fent 3cesdtestRAST in@Hhafibh &8 | S
performed by the origin web-server. 19. The nethod according to claiml,

wher ei n t heaserginofebessrvesithrphghya semldmeﬁced welsserperesaid pppaatuseamprisngs| i ent
credential is perfor \cbn}ggtogpm{%%mesgd%?eeagtu bch%ﬁ ver. 20. The nethod

according to clai it enti¢ating said at | east one
client is perfor ﬁEdct&ﬁeﬁthﬂB orehigt ntd/\ﬂbeaier ¥ etlient Rededémdid 2K8Gngl ocliqgspecific DEC

2005 -21 21. .An apparatus, faor e bI|n at | east one client to access
restricted F%W‘WHEBF%OWH{‘?%W%?F@?H \ﬁéﬁﬁo% & 4% ough a semi - trust ed

web-server, said aRpRéla{or FolCRRRAING! SARF atdBast Bhd 6Rdrt G IR clieRt ¥RUEHRL, nddbs at
| east one cl | ent; a credential creator to create a client credential having

cl i ent - specPrking imeambaticit with said mathesticaterr andzsekl eradential creatas o enqblecsaicnt ;
and a corr ehla[ ggt bR HEkGRI Q@elliadcge trebiRRRE 19%‘?'%19 16 Honl Qlﬁé Bﬁ o lv%f)"servgr

credenti al , for workin i nation sal d aut hent cator

said credenthra;hg}mhead:mr—trustecbwaﬂ&lsm&al d at least one client to safely
access restricted information fromthe origin web-server through the
sem -trusted web-server. 22. The apparatus according to claim 21, wherein

the credent pal cr¥h¢ appAhtas @scdrbiag t6|dla&fmt21%mlﬁ‘drémctheI&vadl’e@tr‘ul”&ﬁléat(bméterreﬁ&lﬁd: on
in a cookie set in ég.l d at |east .one client's browser. FﬁS The appar at us
accor ding t SIAPFRID CORRMBST WRETSHeNcR } 4Pkt O Bidbab it oRG client's
credential {RWHRE sem -trusted web-server. 24. The apparatus according to
claim 21, wherein the credential creator stores a client-side programin
said at |east one client's browser. '

23. The apparatus according to claim 21, wherein the credential creator presents the

credential to the semi-trusted web-server.

24, The apparatus according to claim 21, wherein the credential creator stores a

client-side program in said at least one client’s browser.

25. The apparatus according to claim 21, wherein the correlator stores a second

client-side program in the client’s browser.

26. The apparatus according to claim 21, wherein the semi-trusted web-server has
access only to an encrypted version of the restricted information, and the credential

creator adds a decryption key to the client credential.

27. The apparatus according to claim 21, wherein the decryption key is a partial key
and the semi-trusted web-server includes an information supplier to supply said at least

one client with information to enable conversion of the partial key to a full key.

28. An article of manufacture comprising a computer usable medium having
computer readable program code means embodied therein for enabling at least one client
to access restricted information from an origin web-server through a semi-trusted web-

server, the computer readable program code means in said article of manufacture
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25. The apparatus according to claim21, wherein the correl ator stor_ei [?E
second client-side programin the client's browser. 26. The apparatu C 2005
according to claim21, wherein the sem -t{rusted web-server has access only
to an encrypted version of the restrictéd&“i'nformati on, and the credenti al
creator adds a decryption key to the client credential. 27. The apparatus
accor di ng t grfrbinh empereBliabld B PR YR mRins‘®Y chiil Pebtbter ¥ TecR R t he
sem -trusted web-server includes an information supplier to supply said at

| east one #kpseficlaiinth i nfornmation to enabl e conversion of the partial key
to a full key. 28. An article of manufacture conprising a conputer usable
medi um having conputer readabl e program code neans enbodi ed therein for
enabl i ng at29.east Thmaticleicfmianufaotiae aaoseding &t ¢laiat 28] thexdampragd romd ableqrogram
origin web-seyver through a se{n' -trtusted b- server, the CO%FI‘ readabl e
pr ogr am codePqFEReADS i said agicl; of waRuigetutefnerGOmALisME SOMRYET roansble RiBgraghm -
9 DEC 2005 cxifé B fhrdaléing @ ¥BMbefer (RFFHRPING s&g%félmnﬁ?@ﬂ? neans for causing
a conmputer to effect the Steps of claiml1l. 29. The article of manufacture
according to claim 28, the conputer readable program code neans in said
article of nuf agt Y ; agr, e
Tean for ool ng b oaant oE JEAPP KR b R, WoBRAT ABoRliB YbeaRE®
st or age devéoCmstracipablezedwyablebhitimematking itd pgrfembodtliodgstepsfoognabling gt least

it east on EB NeBeod ekl FRRIMRIUE AR oF HEMD P refERgh g p el | "0
web- server {ristedigbb-8erver)said niisddslepsionpeicingthe sepschiiviiitnod st eps conpri sing

the steps of claiml1l. 31. An apparatus conprising: nmeans for enabling at
| east one client to access restricted information froman origin

web-server gfir ougRnapssaius tomplisilgweb server including: neans for
authenticating said at |least one client; neans for creating a client

credential havi ngmewisefor copllirief atcleashwine shipminio access gesirieted infoonatigicfiomadd at
| east one Céﬁ@gt&eggﬁgﬁ tHrBhgtP ESHENI R Wi sl dritudibgdent ial to the

sem -truste
means for authenticating said at least one client;

means for creating a client credential having client-specific environment
information for each said at least one client;

means for presenting the client credential to the semi-trusted web-server;

means for correlating said at least one client with the client credential; and

means for providing said access to said at least one client.

32. The apparatus according to claim 31, further comprising means for serving the

restricted information to said at least one client through the semi-trusted web-server.

33. The apparatus according to claim 31, further comprising means for storing the
client-specific environment information and the client credential in a cookie in said at

least one client’s browser.

34, The apparatus according to claim 31, further comprising means for:
sending the client credential to the semi-trusted web-server; and
using HTTP redirection to refer said at least one client to the semi-trusted web-

server.,
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means for correlating said at | east one client with the client credential;
and nmeans for providing said access to said at |east one client. 329 T8¢ 2005
apparatus according to claim 31, further .gonprising neans for serving the
restricted information to said at |east” 3§e' client through the sem -trusted
web-server. 33. The apparatus according to claim 31, further conprising

means for s§oringrhdigy, a?ith@&@coﬁf?ﬁg bd ¢ blﬁm?@Y' WREERthe 'oH%fH WB-b Qe iMs ‘H’I‘TP

client credential in'a cookie in Said ] east one cfient's browser.
The appar at mshra@mm sapdt wid htaleast3ane clmntt Herthe sempi-irestedy wwban@ef,oand fust@nrdu ng

t he. cli en t o rﬂ@%ﬂ{eaﬁsotéﬁ‘ Q? (fllgggs%la aPFeta&don\éeclﬂeﬁte I'%%égl’tla ?ﬁé&?fg?gg SBlble

redlrectlon one cli1eéent rus

server. [ RtothtBghRit@dediwebgemer: 9 DEC 2005 -23 35. The apparatus according
to claim31l, wherein the origin web-server uses HITP redirection to send
said at | east one client to the sem -trusted web-server, and further

conprising sgans fR¢ ap%ﬁ?éﬂﬁd“&cS@'xﬂjg t%tclzin%aﬁt ﬁ&ﬂﬁr 66m6ﬁ§m§ﬁl%ﬁl@§‘ffoi al to a
directory accessible the sem—-trusted b-server 6. The appar at us

according to clai ?ﬁlt'ﬁ!itlng thetchent- @Gwﬁmem’lf@“mn‘sfoﬁwlon awl | ecting the
client-specific e&Xhﬁ%ﬂfé‘%ﬂ%nﬂ sgfeaﬁ eh‘vx%hm thes Jtioggn ﬂh}clfék{ GRlergRECi i€

envi ronnment informati inth nt credenti appar at us
accordi ng to claim 36, wherein the client-speci f| c envi ronrrent i nfornatl on

i ncl udes: ﬂash ﬁ‘ t he TP- Reguestt t]eladgﬁ‘ao;1 sai ﬂ’?a ast Qne cl ¢
request; a“hash © ARRATTHES J6ETELS Br O L PR ORFTE eﬂleﬂgs%eﬁl glfwﬁogﬁlff‘ one
client; a nff@;m@nuﬁtﬂmjdsty of said at |east one client browser; a hash of

a user identity used by sajd at |east one gl i.ent program and/ or any
conbi nati on of t hBash ofghe HITP-Requesiihgades of spid atlgast one chgniresiest; ur ¢ her

conpri sing nmeans f Qhish offhAMH Lfirds bt RimechiRNsed by €ifaPRAATHALLGRI d at | east
one client; collecting a first set of the client-=specific envi r onment ,

i nfor mati on usi nga presessiidentity of said at least one client browser;
a hash of a user identity used by said at least one client program; and/or

any combination of these.

38. The apparatus according to claim 31, further comprising means for:

placing a first client-side program at said at least one client;

collecting a first set of the client-specific environment information using the first
client-side program;

sending the first set of the client-specific environment information to the origin
web-server; and

storing the first set of the client-specific environment information in the client

credential.

39. The apparatus according to claim 38, further comprising means for:
the semi-trusted web-server to place a second client-side program at said at least
one client;
“collecting a second set of the client-specific environment information with the
second client-side program;
sending the second set of the client-specific environment to the semi-trusted
web-server; and
correlating the second set of the client-specific environment information to the

client credential.
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client-side program sending the first set of the client-specific
environnent information to the origin web-server; and storing the fiI9rBEC 2005
set of the client-specific environnent ig%grnation in the client

credential. 39. The apparatus according claim 38, further conprising
means for: the sem -trusted web-server to place a second client-side
program at said at |east one client; collecting a second set of the
client-specific environnent information with the second client-side

program seffli ng Theeapparadiiscacsanding tor lanc B9, avhereipdbs first and/or thsraeeend elisnihe
sem '”USteﬂ;feci‘fﬁQhﬁ%r}fﬁ&it (70 %i&qlriﬁélﬁ&éspg the second set of the
n

client-specrfic environnent rnformation to the client credential.
[ R\ LI BQ 2780. doca lgpsimo{ the HDETP-R@Qbest RdadéOof shirbatdpgspmd clenamgoesti ng to cl ai m

39, wherein the fjrs d/gr the second client- specific environnment

“nf ormat i on i nol s o UigBiadtRs EREMheing Sl RS Hdr S riRla: | cast
one client requesdprocéss idembityodf safteat IEAsesll it B¥bwkére machi ne used by said
at | east one client; process,. identity, of said at, | east one client
browser: a hash ofhdshgdauserdgaity 9se§§waks&até%ﬁswwlne@b&rpg@ﬁé apdPnt
program and/or @Rofititioabiffes@f these. 41. The apparatus according to
claim31l, further Conprising neans for the sem - trusted web-server to
access an encrypted version of the restricted information, and neans for

addi ng a degrypti lent ;Gre ' ' | an. .42, The
appar at us a@éor diﬂfr;}g3 léfg%(r:%tgsi %n&ﬁiﬁh%ﬁgrcéaﬁﬁ ?ﬁgh Q@%rr %ﬁé@%&i@%i ?03 tB%r%f”inél
key conpritsustgl welasavEérdp atdess s oerypted verdionl teaesteictet dnformgtion, amf medrat | on

to said at Least. one cljent enabling conversion of the partial key to a
ol ey alor addiae ARRarvaldkerd Bes g FSETAT e SreiPner compri o ng a
means for
42, The apparatus according to claim 41, wherein the decryption key is a partial key
comprising means for the semi-trusted web-server to supply information to said at least

one client enabling conversion of the partial key to a full key.

43, The apparatus according to claim 31, further comprising a means for

authenticating by employing a user-password scheme.

44. The apparatus according to claim 31, further comprising a means for

authenticating by deploying at least one certificate.

45. A computer program product comprising a computer usable medium having
computer readable program code means embodied therein for causing enablement of at
least one client to access restricted information from an origin web-server through a semi-
trusted web-server, the computer readable program code means in said computer program
product comprising computer readable program code means for causing a computer to

effect the apparatus of claim 31.

46. A computer program product comprising a computer usable medium having
computer readable program code means embodied therein for causing enablement of at
least one client to access restricted information from an origin web-server through a semi-

trusted web-server, the computer readable program code means in said computer program

[RALIBQ]2780.doc:gmm



aut henticating by enploying a user-password schene. 44. The appar af dsDEC 2005
according to claim 31, further corrpri si ng a nmeans for authenticating by
deploying at |east one certificate. é conput er program pr oduct
conprising a conputer usable nmedium haV| é conput er readabl e program code
means enbodi ed therein for causing enablenent of at |east one client to
access rest 1
rusted webP S RAIEL BRI, RIS 0 rihy Tor Lkl P et to
conput er pr effecithe gppactustofctmpr2lsi ng conput er readabl e program code neans
for causing a conputer to effect the apparatus of claim31l. 46. A conputer
program product conprising a conputer usable medi um having conputer
readabl e program code neans enbodi ed therein for causing enabl enent of at

| east one client to access restricted information froman origin web-server
through a sem - trusted web-server, the conputer readabl e program code
means in said conputer program|[ R \LIBQ 2780.doc: gmm- 9 DEC 2005 -25
product conprising conputer readabl e program code neans for causing a
conputer to effect the apparatus of claim?21l. [ R\LIBQ 2780.doc: gmm
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