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WO 20081095250PCT/AU2008/000151 WIRELESS NETWORK

COMMUNICATIONS SYSTEM TECHNICAL FIELD  The present
WOoRAEBMIBT TR lates to a network of devices which communicate BECidV2HEH00151

other via radio frequency. INCORPORATION BY REFERENCE: The

following publications are referred to in the present application: 10PCT

Patent Application No. PCT/AU2004/001052 (W02005/015774) entitled"

Radio Ne‘%vork Communlcatlon System and Protocol Usmg An Automatic

(W02005/015811) entltled Radlo Network Communlcatlon System and
Protocol" 15PCT Patent Application No. PCT/AU2004/001054
TEOQHIROOHQIHEIY entitled "Collision Detection in a Non-Dominant Bit
Radio Network Commimlcatlon System "; and Australian Provisional

hﬁﬁ’é?&eﬂbﬂh‘é%‘&ﬂw B A0GHBL B EH R Y rssvhich FoRmERicHs

wittebae o BvGHRNAIIG ?W’#an Provisional Patent Application No.
2007900637 entitled "Wireless Network Communications System"

INCORPORATION BY REFERENCE:

The following publications are referred to in the present application:

PCT Patent Application No. PCT/AU2004/001052 (WO2005/015774)
entitled “ Radio Network Communication System and Protocol Using

An Automatic Repeater”

- PCT Patent Application No. PCT/AU2004/001053 (WO2005/015811)
entitled “Radio Network Communication System and Protocol “

- PCT Patent Application No. PCT/AU2004/001054 (WO2005/015751)
entitled “Collision Detection in a Non-Dominant Bit Radio Network
Communication System “; and

~ Australian Provisional Patent Application No. 2007900639 entitled
”Selective Communications Network Functionality” .

- Australian Provisional Patent Application No. 2007900637 entitled
“Wireless Network Communications System”

the entire contents of each of which are hereby incorporated by reference.

BACKGROUND

Short range wireless communication networks are becoming more widely
used and in more and more applications, including commercial and domestic
applications. Such networks can consist of from two to many nodes, between

which wireless communications occur. In one particular application, such
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the entire contents of each of which are hereby incorporated by reference.
BACKGROUND 25 Short range wireless communication networks are

WM Mhore widely used and in more and more applicatioPSTIALRIG¢PO151
commercial and domestic applications. Such networks can consist of from
two to many nodes, between which wireless communications occur. In

one particular application, such WO 2008/095250PCT/A1J2008/000151
nodes or devices can be used as part of a building infrastructure for

nOdeﬁ@olq@ms@gnwﬁswd@ﬁm@fﬂ?fréfbﬁﬂéiﬁga%\ﬁ%?ﬁélwﬁﬁarr@mml
pufRmaRe, IO RIS HRARIAGSHELRSN B AlRI R - RRUARIN A,

aining reliab ommunication between the no presents a
considerable challenge, because when radio is used in buildings it suffers

from interference and attenuation. There are many sources of interference
T traleas Gl b EREHS Wﬁﬁﬁﬁilding 10materials used, other

wireless devices, and the objects placed inside the building. 2. Scalability -

Most networks have an upper limit on the number of nodes that can exist

IR a R%i‘f‘é‘i’fi'ﬁtihié)mgﬁﬁﬁg IREIPIE GREB M HifiRWh iR daterming anrd
can have many causes, including exceeding
nodes presents a considerable challenge, because when radio is used in
buildings it suffers from interference and attenuation. There are many
sources of interference and attenuation, including the type of building

materials used, other wireless devices, and the objects placed inside the

building.

2. Scalability - Most networks have an upper limit on the number of
nodes that can exist in a network. This limit can in some cases be
difficult to determine, and can have many causes, including exceeding
radio range (the distance between nodes becoming too great), or more
frequently, consuming all of the available radio bandwidth. This latter

case is also known as congestion.

There are many wireless communication systems presently deployed, which
aim to solve these problems. Most available systems solve one problem only,

at the expense of making the other problem worse.

Some systems use explicit routing of messages between nodes. In such
systems, each node needs to know the path to every possible destination,
through a series of intermediate nodes. This improves reliability, but has

some consequent disadvantages:
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15 radio range (the distance between nodes becoming too great), or more
frequently, consuming all of the available radio bandwidth. This latter case
WO280809638vn as congestion. There are many wireless commhidEaef$/000151
systems presently deployed, which 20 aim to solve these problems. Most
available systems solve one problem only, at the expense of making the
other problem worse. Some systems use explicit routing of messages

between nodes. In such systems, each node needs to know the pathto .
every po%'sig\ieﬁﬁaﬁﬁ?aﬂ‘@r%??%Wgﬁfﬂga&éﬂ@g%ﬁﬁ?ém?é%%qﬂ%&ieadmg
This improves sqliaiytynbai-hamRorBe £ensad et abiadyaniagssn & it is in
Messages may be repeated by many intermediate nodes, leading to a

long "on-airttansitdrenyife aqutestofitsfdastamonals it is in transit from its
source to its destination.  b. Each node needs to know the path to every
possibleRieStrritinadswsrdstrekinewh the pethriodeveee grossihbe/dasignation,

memory to W?cﬁhaté%%tsh tlf?'tse%gﬁ %gggtﬁné so ?os ]frl]é(l)\;es %ﬁ(lee Vgerovtl\;rlfll’o store
because when one transmitting device wishésto communicaté wi
several receivittgpdévices, it must have routing for each of those

10destinations. Due to the physical limits on memory, the size of these
tables isdimigattitla Spatanildpés alsostaliatby wik)ereseaoasiansite to
the need to repeat multiple messages over a large number of devices or
nodes, this BEARGRHPEGRYICR tiehssdramamERierke with several

receiving devices, it must have routing for each of those
destinations. Due to the physical limits on memory, the size of

these tables is limited.

d. Scalability is also limited by wireless congestion due to the need
to repeat multiple messages over a large number of devices or

nodes, this being dependent on the size of the network.

An alternative approach to that described above is to dynamically discover a
route from each source node to each destination node. In this case, a separate
phase of software execution is needed to run the routing discovery process.
This is because routihg discovery should not take place when a message is to
be transmitted - it would add to message delivery latency. The separate
routing discovery phase needs to be coordinated to allow each node to
interrogate the other nodes in the network, and find a path to each
destination. However, this approach suffers from the same problems
described above and involves very complex processing to perform the

dynamic discovery.

Other systems use a technique known as “mesh” networking. In this
technique, each device that receives a message retransmits it, so that the

message propagates to all edges of the network. Mesh networking provides
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15 An alternative approach to that described above is to dynamically
discover a route from each source node to each destination node. In this
WQ /W BSParate phase of software execution is needed to riRtHAV3RHERPO151
discovery process. This is because routing discovery should not take
place when a message is to be transmitted - it would add to message
delivery latency. The separate 20 routing discovery phase needs to be
coordinated to allow each node to interrogate the other nodes.in the

betiardiRbHiY fedanpaintEagEh FOSHRARER2IS0MBYRY, tHIGphrosyer this
rechiess bomihe sanapeeiems escibeshaheuaand involves very
co

lex processing to perform the dynamic discovery. 25 Other systems

use a techniqug ke as nfBEsly AN WSiRhyPidfesddliing

device that receives a message retransmits it, so that the’'message
propagates to all edgeswidies treanstiy Mlstanarwishlinganes reagegton
2008/095250PCT/A1J2008/000151 better reliability because messages

can be repeatéd riimy dippreatloalsvanakis pepniggeecstitnasddibnyer

of drawbacks, including: a. Because messages are repeated by man .
nodes, adding mo H g'f&sg%%st\ﬁ%?ﬁac%# %?&thggﬁg'e%:gﬂé%% '%%ngle).ls
This approach alspifhakesdpeedsheianowitithrineidvinpigiessages
repeated many times. A consequence is either increased latency, c()ir the
need for higher barrnslatidibaihamnaddothraaieRseeiedqnd ¢
Some mesh networking systems require a specific node to 10be _
designated as @& cSamaE BRRFNEMHO HoBEIMERE e [SAMER GroBepific node to
network. be designated as a central controller to coordinate the

operation of the network.

It is an object of the present invention to provide a method and system which

addresses at least one of the disadvantages of the prior art.

SUMMARY OF THE INVENTION

According to a first aspect of the present invention, there is provided a
method of processing a Transmission within a wireless network, the network
including at least one device that transmits the Transmission and at least one
device that at least receives the Transmission, the method comprising:

receiving the Transmission at the device that at least receives the
Transmission;

determining whether the device that at least receives the Transmission
has previously received the Transmission; and

actioning the received Transmission only if the device that at least

receives the transmission has not previously received the Transmission.
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It is an object of the present invention to provide a method and system

which addresses at least one of the disadvantages of the prior art. 15
WGERSIIREY OF THE INVENTION According to a first aspect BE#{4U2008/000151

present invention, there is provided a 20 method of processing a

Transmission within a wireless network, the network including at least one

device that transmits the Transmission and at least one device that at

least receives the Transmission, the method comprising: receiving the

Transmission at the device that at least receives the Transmission;

In pRATISHTIAO HeIbeR1he deylis ek aasierRNASRA Janeassan
previously received the Transmission; an actioning the received
andransseigsisfnonbhifrip eldeViemtnaissiciras treepiiay the faassksgonhas
not previously received the Transmission. WO
2008/095250PCT/A1J2008/000151 In one form, the device that at least

In ERAINES Ahe] eSHUSRIENHS PaRRESIMRGADES R SteRRhaGERIMNG she
Transmission is accepting the Transmission. 5 In another form, the device

Reperttat least teestepschacticmiag ol anarmispionds rapeatingths of
actioning the Transmission is repeating the Transmission. In one form, the

Trgfgf)l%?s(?%{le‘rmining whether the device that at least receives

In one form, the step of determining whether the device that at least receives
the Transmission has previously received the Transmission comprises
determining a Transmission Signature for the Transmission and comparing
this with one or more stored Transmission Signatures of previous
Transmissions, stored in a memory of the device that at least receives the

Transmission.

In one form, the Transmission Signature is derived from the product of an

Originating Transmitter Identifier and a Transmission Identifier.

In one form the Transmission Identifier is provided to the Transmission by a

Transmitter generating and transmitting the Transmission.
In one form, the Transmission Identifier is m bits in length.

In one form, the memory for storing the Transmission Signatures has up to N-

1 entries for storing the Transmission Signatures, where N = 2m.,

In one form, the method further comprises comparing the hop count of the
Transmission with a hop count threshold and not actioning the Transmission

if the hop count is greater than the hop count threshold.
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10 the Transmission has previously received the Transmission comprises
determining a Transmission Signature for the Transmission and

WQaMpaR§%this with one or more stored Transmission Signate¥/4P2008/000151

previous Transmissions, stored in a memory of the device that at least
receives the Transmission. 15 In one form, the Transmission Signature is
derived from the product of an Originating Transmitter Identifier and a
Transmission ldentifier.  In one form the Transmission Identifier is
provided to the Transmission by a 20 Transmitter generating and

In ROBSRIRING AR Tsansmissianid senainttadhe dasmissioridentifier is
m bits in length. In one form, the memory for storing the Transmission

Signatures has up to N25 1 entries for storing the Transmission

Ac§39&%;gf%savg!&ﬁéﬁd“a§ﬁ& &g}@{&r R 1Bntheathgd fthetcompsises o

compdring the hop count of the smission with a hop count threshold
dewied fuatwatinnirte the chramaritissist ditiatmojraigons isegvesitsr thedevéce

hop,.count threshold. In one form, the wireless network is a multicast
COMEfdSEnetwork. According to a second aspect of the present invention,

therg jeRuiRMrecha & RNiGe {orserinaivitekess multicast
communications network, the device conj’f}:_rising: a receiver for receiving a

Tramsesssiéor daterminiagrshethesthminivgsmietion hies beansmrgiensly
has een&)reviously received; and 10means for actioning the -
received, an : ..
Franshiiesion only if the Transmission has not
means for actioning the Transmission only if the Transmission has not

been previously received.

In one form, the device is a Repeater.

In another form, the device is a Receiver.

In one form the means for determining whether the Transmission has been
previously received comprises means for comparing a Transmission Signature
of the Transmission with stored Transmission Signatures of previously-

received Transmissions.

In one form the device further comprises a memory for storing one or more

Transmission Signatures.
In one form, the wireless network is a multicast wireless network.

According to a third aspect of the present invention, there is provided a
wireless communications protocol for a data transmission, the protocol
having a frame structure comprising;:

at least one data field for data to be transmitted; and
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been previously received. In one form, the device is a Repeater. In
another form, the device is a Receiver. 15 In one form the means for
WQ|208%91P2¢ whether the Transmission has been previously r@€ditAdgp008/000151
comprises means for comparing a Transmission Signature of the
Transmission with stored Transmission Signatures of previously-received
Transmissions. 20 In one form the device further comprises a memory for

storing one or more Transmission Signatures. In one form, the wireless
netwdFlaash onglfcansmistian mwagﬂeré&?w&%aﬁg%smﬁﬁw%e@%w

as&%iﬁ(@&%fﬂ[ﬂ\fﬁgtﬂ’&n@ﬁ@sﬁ%ﬂfo"ided a wireless communications

protocol for a data transmission, the protocol having a frame structure
comprising: at least one data field for data to be transmitted; and at

1niS5s! a0e Tranamicsian enier Ted for & TranoIpslon SR ot el

for a hop count associated with the Transmission;
In one form, the hop count is cleared by an originating transmitter.

In one form the Transmission Identifier is an identifier set by the originating

transmitter.

In one form the Transmission Identifier is unique to the transmission for that

Transmitter.
In one form the Transmission Identifier is limited to m bits in length.

In one form, the Transmission Identifier is incremented with each
transmission, up to a maximum of 2m - 1, after which a further increment sets

the Transmission Identifier to 0.
DRAWINGS

The invention will now be described with reference to the following drawings
in which:
Figure 1 - shows one possible application of one aspect of the present

invention in a room;
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In one form the frame structure further comprises at least one hop count

field 5 for a hop count associated with the Transmission; In one form, the
WU cleared by an originating transmitter.  In one fBEH/#1&2008/000151

Transmission ldentifier is an identifier set by the originating 10transmitter.

In one form the Transmission ldentifier is unique to the transmission for

that Transmitter. 15 In one form the Transmission Identifier is limited to in

bits in Iength. In one form, the Transmission Identifier is incremented with

Figyen frasBRnspreristsiaiannlanstyierk withdivgideyices trk use

witl&neshasis e doansminsiel WeRLHAHD G0 RBAMNGR e
invention will now be described with reference to the following drawings in

repadhrs25 Figure 1 - shows one possible application of one aspect of the
present invention in a room; Figure 2 - shows a representation of a
network with five devices that use wireless communication, with one

Firans Bitistiowea eabisears fhié WedwopRIEFsBrEigLERSwiblaome Tiskiesettter
of the network of Figure 2, showing the Transmitter and the two Repeaters

angd AhadmP RS REAT SR ReARER HHERGIME IaRHBITEIMS arrangement of
Figure 3 with an original transmission and two repeat transmissions
between the two Repeaters;

Figure 4 - shows the arrangement of Figure 3 with an original transmission

and two repeat transmissions between the two Repeaters;

Figure 5 - shows a transmission frame structure according to one aspect of the

invention;

Figure 6 - shows the frame structures of the original transmission and the two

repeat transmissions of Figure 4;

Figure 7 - shows a transmission frame structure including a hop count field;

Figure 8 - shows the frame structures of Figure 5 with the hop count field of
Figure 7;

Figure 9 - shows the exemplary frame structure of the frame structure of

Figure 7 with actual data;

Figure 10 - shows a method of actioning a transmission according to one

aspect of the present invention;

Figure 11A - shows the method of actioning a transmission according to one

aspect of the present invention, at a Repeater;
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10 Figure 5 - shows a transmission frame structure according to one

aspect of the invention;  Figure 6 - shows the frame structures of the
WQRHIBEAPIRAhsmission and the two 15 repeat transmissions of P{gliad/2008/000151

Figure 7- shows a transmission frame structure including a hop count

field;  Figure 8 - shows the frame structures of Figure 5 with the hop

count field of 20 Figure 7; Figure 9 - shows the exemplary frame structure

of the frame structure of Figure 7 with actual data; 25 Figure 10 - shows a

method of actioning a transmission according to one aspect of the present

Figlyl%“i'?@ - Gias HAmshoys sha nsHing QLARIGNRGSHARIRERO one

ccording to one aspect of the present invention, at a Repeater; Figure

aspelt ofloevprerentdthothtibactbailgeeivansmission according to one
aspect of the present invention, at a Receiver; 5 Figure 12 - shows a
method of processing a transmission according to another aspect of the

Fiptaserl investian alatebepiivdeiging ddrapRavssimateddhg to another
processing a transmission according to another aspect of the present

aspRrRiohepreseatdReentionigh AeRereaitdivs a method of processing a
transmission according to another aspect of the present invention, using a
hop count, at a Receiver,

Figure 13 - shows a method of processing a transmission according to another

aspect of the present invention, at a Receiver;

Figure 14 - shows a method of processing a transmission according to another

aspect of the present invention, using a hop count, at a Receiver;

Figure 15 - shows an ISO model communication protocol stack and the point

at which a new communication sub-layer can be inserted; and

Figure 16 - shows a structure of a device for use in the present invention.

DETAILED DESCRIPTION

Various aspects of the present invention will now be discussed in more detail,
in the context of a building control or home automation system. It will be
understood however, the various aspects of the present invention are equally
applicable to other network applications, including but not limited to,
extending the range of wireless headsets and wireless computer peripherals

(such as keyboard, mouse, printer and scanner).
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Figure 15 - shows an ISO model communication protocol stack and the

point 15 at which a new communication sub-layer can be inserted; and
WEHNSAIBY shows a structure of a device for use in the preseREFHERNMA00151

20 DETAILED DESCRIPTION Various aspects of the present invention

will now be discussed in more detail, in the context of a building control or

home automation system. It will be understood however, the various

aspects of the present invention gre equally 25 applicable to other network
R BR S  EFBBIRH TR0 X EhaREahe! iy BPop i cfaention

adwpghiet ol dvikiese W@t@ﬁmg&?ﬁﬁﬁmgﬁ%’@%_%&ﬁﬁe
printer and scanner). WO 2008/095250PC T/A1J2008/000151 Figure

caifd paualbxdstaniep preamsidrbafficpset uptbe praeeappliertion. as
applied to a domestic home automation system. Of course, the example
could equally illustrate a commercial office set up or other application. 5 In

InFiggee ] thlbeee sssfrmmmaanettvookid D0ob Odvidessart eagestiintar e6tinl1
havin%sa window_2, the deyices peécfrorming various functions. In particular,

hayIne i Wi %ﬁl&e&%ﬁépﬁ LRLKh VR R KA S Wyetianss [Ripprticular,
thaseqs sHed ePRAlRte4aAPIAR i CRRSIHIDNING RY SIRR &%ﬁ@iﬂage&igled

system 6 with associated curtain 6a, lights 7a, 7b, 7C and 7d, wa
sResiesHdngaddhe b rRondibanbig sestEach stdtaiives 1ol Bpstededivath

Nk pay beEontkllg ntroller devices 8 a d9.%r) ne aspect,

asremote contrroﬁerf%’m Rgcs%’mt%rﬂ%l %‘gﬂf@nﬁ‘{% er g to ten c%n%fcl)?g}%ﬁ

cooftaelered 3 to 7, as well as optionally directly controlling 15 each of
devices 3 to 7. For example, curtain 6 could be drawn and opened via the

user operating wall controller 8 directly, or by the person using remote

E£angpiesRaireeyr oFdy&antoling wa 9@%%51%&%f&9@&%}t@4kﬁ%e5

9.  Similarly, lights 7a to 7d could be turned on or off of otherwise
8 andReth srsoaspgctormalite Sy dile8anap s ontrbicthe atlornntroller 8 to
thllly %ﬁ%ti&negicr SR ces 3 to 7, as well as optionally directly controlling
each of devices 3 to 7. For example, curtain 6 could be drawn and opened via
the user operating wall controller 8 directly, or by the person using remote

controller 9 directly, or by controlling wall controller 8 via remote controller 9.

Similarly, lights 7a to 7d could be turned on or off or otherwise dimmed at
wall controller 8, or the user could control the room illumination directly via

remote controller 9, or by controlling wall controller 8 via remote controller 9.

It will be understood that these devices and this arrangement is exemplary
only, and any other set up could be used, including multiple rooms, multiple
buildings and any other controllable device such as coffee machines, security
alarm or monitoring systems, hot water appliances and ovens, as well as
office equipment including printers, facsimile machines and telephone

conference devices.

10
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remote controller 9, or by controlling wall controller 8 via remote controller
9. It will be understood that these devices and this arrangement is
W@$/pParylonly, and any other set up could be used, includinGR(A#3R98/000151
rooms, multiple 25 buildings and any other controllable device such as
coffee machines, security alarm or monitoring systems, hot water
appliances and ovens, as well as office equipment including printers,
It%@m”e machines and telephone conference devices. WO

fous b8 o eyatpeshmb ten BatiowA asRe kel iberstsoerthitwration
BV R AP et of R esRY SPEBN RN RS USER IR Wiek 1aAG:8"

coOmmunications protocols such as those describe atent
dggopileatiom NGT PaEHUL0OpURELISR (WRIZDOA/ULB0ZAD@T10ERd "Radio

nication, System 5 Protocol Using An Automatic
O B RO KR SR Kooty S and
PG54 280 hatiiagti RRejsehetvotaommmiagiioncastemand
Protocol "and PCT Patent Apglication No. PCT/AU2004/001054

PEAOAGHHI84 608105 P B AIGS Berntigad Radin Netwinakt Bit
cRagiRNe IRk @gi@é%%ﬁi@dat&&fe%&ﬁf@nﬁﬁé& ?x?é?f&%%%ﬁ@fh of

which are hereby incorporated by reference. The various aspects e
Pigilesahi2004n00H0maMVE805 ApTHie )rentithxinafot isitm dyterttoorin a

more'the vari spects.of the jnyentions as described in, co-pending
N QB R NEh RS e Ehitnbgn i the entire
conemB wiieathrg WeheR k& WeetiBpaibor poe-eadinycrITigRIs-ef 15 which

are hereby incorporated by reference. While the various aspects of the

TS HRVAIPI W e égémvémﬁ)ﬁqa%@xagfo%@aﬁﬁﬁéa%
"point-to-multi-point” wireless communications’system in which a
copabisiatiio it aTs AMecRr tarsthe pidp reaspertsaidho iectitions as

day cts.of ntinvention ma be appliedtoa .
e e T B RN e s e
" SeantiiyefGomone dexiterto leotherk Functionality”, the entire contents of

which are hereby incorporated by reference.

While the various aspects of the present invention will be described in the
context of a multicast or “point-to-multi-point” wireless communications

system in which a transmission is transmitted to a plurality of receivers at
once, the various aspects of the present invention may also be applied to a
“point-to-point” communications system, in which transmissions are sent

directly from one device to another.

It will also be understood that the repeating function takes into account the
fact that a device could send the same message down through its
communication protocol stack (from its application layer) several times. Each
copy requiring transmission by the top layer of a protocol stack has to appear
in the destination node(s), irrespective of what goes on in the underlying

network. This means that although several messages may appear the same to

11
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It will also be understood that the repeating function takes into account the

25 fact that a device could send the same message down through its
WQaMsIAeAation protocol stack (from its application layer) sev@€l/az8/000151

Each copy requiring transmission by the top layer of a protocol stack has

to appear in the destination node(s), irrespective of what goes on in the

underlying network. This means that although several messages may

appear. the same to 2008/095250PCT/A1J2008/000151 the
fhaep%@alﬁ%ﬁ%x;n S5 t\%/¥et ?&B%Eﬂcaﬁ%ﬁ%%éé%}fé%ﬁ%%%%%fé%d
didisHoEbYtiee sppaanBaiHREtinRsNIREINEY 18YSrs Of 2 CAmmERIEaHR

protocol stack. 5 Figure 2 shows an exemplary network of devices
Pliﬁéhﬁeirﬁaékransmitter Ti, a first Repeater RP1, a second Repeater RP2,

and first Receiver R1 and a second Receiver R2. It will be understood that

any of the devices may also perform any of the functions (i.e. all devices
Figiane Besbapabion ebizanstaittingreorkoe\degices anthglasar dpeateniHeu!T1,

in this example, they perform_at least 10 the fupction_ indicated. As can be
o R R R P, I A AR AR T2 1, eSS ARRIERT A A0 1
setRBRIVRIRIWREROIVRVRY B8 WRl A3{36RAIR! R bRRCINeIBL 439 also

Repeater RP2 are out of range in this example and can only receivé 15

Periprm ARIopfNRe flarrE paaider@l dexicesrawsivherapakinistioarsiniRixg,

Jepgatsthe ission retr its this as M1'..to he receiyed b
O S P T e M R R B oo
theHowstiowanaticateshd subset of the network of Figure 2, showing

Transmitter Ti, a first Repeater RP1 and a second Repeater RP2.
Transmitter Ti generates and transmits transmission M1, which is then

AseeirdsbudiratiRepeate RBbnipich TapiaiaRs Dits Janshissian M,
as MI which is 25 received by second Repeater RP2. RP2 will then

whithiitsraraieed s Rereivar R2 as well as Repeater RP1. Receiver R1 and

Repeater RP2 are out of range in this example and can only receive

transmission M1 via Repeater RP1.

Upon receiving transmission M1, RP1 repeats the transmission and
retransmits this as M1’, to be received by Receiver R1 and Repeater RP2, and,
incidentally, R2 and T1.

Figure 3 shows a variation and subset of the network of Figure 2, showing
Transmitter T1, a first Repeater RP1 and a second Repeater RP2. Transmitter
T1 generates and transmits transmission M1, which is then received by first
Repeater RP1, which then retransmits transmission M1 as M1’ which is
received by second Repeater RP2. RP2 will then retransmit transmission M1’
as M1”, which is then received by first Repeater RP1. In arrangements not
employing one or more aspects of the present invention, first Repeater RP1
will then retransmit M1 as M1””” which will then be received again by second

repeater RP2 and again retransmitted as M1””, a fourth copy of the original

12
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as Mr, which is then received by first Repeater RP1. In arrangements not
employing one or more aspects of the present invention, first Repeater
WERPSHAFIHEN retransmit MI" as Mr" which will then be receiveldgaliz (/000151
second repeater RP2 and again retransmitted as Mr", a fourth copy of the
original transmission Ml. It will be appreciated that this will continue until
some limit on hops or retransmissions is imposed. Figure 4 shows the
arrangement of Figure 3, with one or more aspects of the 5 present o
raRRenTsieedMiedt withkearpspriater Huhithis wWillinardinwe tersH somsilimit
OM%gpgpfgw%ﬁ%gigﬁg RyifirstRepeater RP1 which then retransmits
transmission M1 as M1' which is received by second Repeater RP2. RP2
will then retransmit transmission Ml as M1", which is incidentally received
by first Repeater RP1, as in the mple in Figure 3. However, in 10
B S e S PO EIELRC 0B GRS P G Eo Bty the
pibisreaivpltitishBpheatah RIBs ewihasly, IEReaheHEtrBNsHl aaasapy of
a given transmission, Because first Repeater RP1 has already

trapgaHsHRR v BichiniThin rrecived far rshRersedriebtlandrnbsiaen
reMhn Q6 HIAELM RSFINS REREIPr BRIEHYY ROLIG Sm %J%Wge&é%r%%\étw

as in the example in Figure 15 3, and thus the cycle ave
RBPoRdt?. Wik eenl setransonie t imstanisss oMb naeMibh, iwtiehnistineild etrtally

R R Bk S L T
acRERASHIE ik Qa8 BESHY S SR TERNLESY dEHARSE RS SRR this

may be incorporated directly in the transmission, or 20 may be derived
expanple firsh Saneatr RBAtHaHophiaeranrspissisrnrrricanasorinef afgiven

tr%%n‘ﬁs%qlbﬁ e%ﬁﬁ?,@ ?ﬁgtj T{E(EB%raecéjre[@h ?1%{8 %r&&&?%mqﬁ@& M1 as M1/,

fransmission protocol according to another aspectof the present invention
it priVidetsreodate tirammAroeniingla fiaien2ibdamOviginatingoT dingiyittecond

Identificgtion information, to identify the Tr itter thag originally 25
RS WAl CHRETn 4 RO B 5087 L arh R R o Figare

3, igeatibyih enparicldlat iansrai saion bRoReA fiek] AR S0k et Al JABHMPSs of

transmitted. This frame structure is shown in Figure 5. Of course, any

copgRtitIda dhalase atlidi snsofarg eb this papectiof ispliesioricsudirets
Ré;',r?ggﬁ%f RY %Q? ; éoc%%ﬁ g%%%&’*%é??%g%%l aln%i“%’eéggéglcﬂ?&‘f mde S,

e order of these cou changed as desired, as wou
besadsestbacspydiad pender pritedinghewmiqul wilhemappsaciaiedtinal ke
arrangements shown in Figures 3 and 4 may. 5 also represent a

S BB SRR S PRB GRS Attt dn shesranfmaission, or
m¥¥YrBle TR GOBHTBIRAI9RSrYRIEHon Identifier for that transmission in the

data frame of M1, as will be described in more detail below. In one example,
the transmission protocol according to another aspect of the present invention
provides a data frame 20 having a field 21 for Originating Transmitter
Identification information, to identify the Transmitter that originally
transmitted the transmission, a field 22 for a Transmission Identifier to
identify the particular transmission, and a field 23 for the actual data to be
transmitted. This frame structure is shown in Figure 5. Of course, any other

fields could be added according to the particular application such as Header
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Repenifere

Figure 6 shows the frame structures with exemplary data of the original
transmission Ml, the repeated transmission M1' transmitted by first
WERUEEAS20 RP1 and the further repeated transmission MI" tP&TEATIREQ$/B0151
second Repeater RP2 in Figure 4. It can be seen that M1 has frame 20
with field 21 for the Originating Transmitter Identification which in this
example is identification information 15 for Transmitter Ti in Figure 4, field
22 for the_Transmission Identifier to identify the particular transmission,
STHIRR GRS SR A R 28 SFREL RERI for BrcblhPe Ainase o5
ddsansifion AREBdTanaRsRion MR RReIaceYatD ISt Repeater
RP1, RP1 will check 20 the transimission signature as described above to
determine whether that particular transmission has been received by the
' =P vigusly. The transmission signature may take on
e el R SRR et o ot
also mépichseatia gevitetbgsotny idreldeletifienh Sughagion SRWaTaadHsESS a
tf‘l  transmission signature may 25 be derived from a combination of the
my %ﬁ%?ﬁ?fféﬁi?éﬁﬁf?@aﬁ&mﬁ?i‘éﬁﬁ‘éf%ﬁ%e Transmission Identifier in field
22. This will provide a unique signature for each transmission. In this
case, one or more different transmissions from different originating

Figuypce shewystthnéramerytimeguresentib saemepirapshaissidithaantifiral
' h. ariginating device (e.g. . .
S AR e e

RAramsiissifur thentifiesdeschn aiissspsMiBSiaansha hsaviesiond

uniqueness, each transmitting device increments its own Transmission
ééﬂ Figute #ansmits a new message. There need be no

relationship between the Transmission Identifiers 5 in different transmitting
devices. In a network in which devices can not be uniquely identified, the

It gasnulog veandimidibh hae dtdiere Adisvitl2 Ziehd 2 béaurtioe Osigvasialy

g e N H SIS A I S AL

need not be
for Transmitter T1 in Figure 4, field 22 for the Transmission Identifier to
identify the particular transmission, which in this example is ‘123", and a field

23 for the actual data to be transmitted.

Once transmission M1 has been received by first Repeater RP1, RP1 will check
the transmission signature as described above to determine whether that
particular transmission has been received by the first Repeater RP1
previously. The transmission signature inay take on any form, to allow the
transmission to be uniquely identified. In a network in which each device has
a unique identifier such as a network address, the transmission signature may
be derived from a combination of the Transmitter Identification in field 21

and the Transmission Identifier in field 22. This will provide a unique
signature for each transmission. In this case, one or more different
transmissions from different originating devices (e.g. transmitter) may have

the same Transmission Identifier, provided that each originating device (e.g.
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10 used in this application. Indeed, field 21 need not be present at all in a
transmission frame in this example. Of course any other means of

WQRMBN A8entifying transmissions may be used. Once the firdt(Hépeef/000151
RP1 has determined the transmission signature for 15 transmission M, it
will compare this with transmission signatures stored in its memory from
previously-received transmissions. If the comparison results in a match,
first R%}i:gc%zit(ér RP1 will determine that transmission M1 has previously

Trsnspoy g95y e BHEFiIthR PABS drarimitsianddrdibien fos Anyaf s

triaisdisiishRerepien Ry hala dhes alRmissinBRigna iR far 20 M1

. inits memory and retransmit M1 as Ml as seen in Figure 4" Figure 6
INgKFRST L Pamenfdiraasarasivmeld eavisersedn tine it pemseuiin obw

i ission M Repeater,RP2 will compare this with, e
e B SR T O omden s

intdhifferdnsitassthibidrcodpetean results in a match, second Repeater RP2
will determine that transmission MI! has previously been received by it and
it will not retransmit transmission MI". If no match is found, second

InReRealen R B2V Stors e LRSI PO R 5 ﬁéiyrﬁi@{dm&,ntﬁé gy
and retransmit WO 2008/095250PCT/A1J2008/000151 M1' as MI" as

Treasmilssigguld entifiguia 6ielsb@ mimy frervaiquestcansaittddatnansissission

I NPW receivin nsmissjon.MI", first Repeater RP1 will again
o e e RS R Bl dpec it be
udetditifibasiap piidiedid 2 1 n(faesk dielkithe sesdenas e thaasenisgiof N, and

the Transmission ldentifier in field 22" is also the same as in transmission

ransSRIN EARR Rt RIS RERRLei 6 St Anbathatsmeaaswfitgriquely
iAROREALE) RESREIIROMAYSEEEiNg match will indicate to first

Repeater RP1 that this transmission 10 has already been received and
retransmitted by it and so it will not retransmit it again. This will break the

OO R B R R S R et e B S S Pl Fon
transmission M1, it will compare this with transmission signatures stored in
its memory from previously-received transmissions. If the comparison results
in a match, first Repeater RP1 will determine that transmission M1 has
previously been received by it and it will not retransmit transmission M1’. If
no match is found, first Repeater RP1 will store the transmission signature for
M1 in its memory and retransmit M1 as M1’ as seen in Figure 4. Figure 6

shows the frame for retransmitted transmission M1’.

Upon receipt of transmission M1’, second Repeater RP2 will compare this
with transmission signatures stored in its memory from previously-received
transmissions. If the comparison results in a match, second Repeater RP2 will
determine that transmission M1’ has previously been received by it and it will
not retransmit transmission M1”. If no match is found, second Repeater RP2

will store the transmission signature for M1’ in its memory and retransmit
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While the frame structures shown in Figure 6 includes field 21 for the 15
Originating Transmitter Identification, it will be appreciated however that
WRRHERFHEed not exist if other ways of uniquely identifying eBEA/AU2008/000151
transmission are used. In a further, optional form of the present invention,
if the device receiving the 20 transmission is a Receiver, the same actions
as described above may be taken, however, instead of not retransmitting
the transmission, the Receiver will not accept the transmission. In a .
MuaghbLototesmiok R dorigareiRy Y&gﬁibeﬁr&mfefaffﬁ?éﬁ%’?%lﬁed
tra{gsff'ﬁgglgﬂtg@lth_e operz_ation of a Wirgless network, there can be placed a
limit to the number of times that a given message can pass through
repeaters. Placing a limit on the number of times a message can be

copied (number of hops) assists i preventg expansi ok g a
U B VBTSSP R BBOR O A g che
thadasmanaehyigxaessdy Tl @gyisadneiatemnista identifarabionnih field

the amount of network bandwidth that can be used by re-transmijssions. In

210 i ﬂﬁﬁ) #ishe MR o8 ATl Aadmg iR Lot fhR T6aRE S Rission
1adaRe: FOHI oS R rANSEISRIOR fremendmhih fialds 34eREng3and

24. 5 The first three fields are the same as those previously described in
ideptitidrtansmission signature to that stored in first Repeater RP1’s memory.

The resulting match will indicate to first Repeater RP1 that this transmission
has already been received and retransmitted by it and so it will not retransmit
it again. This will break the continuous retransmission cycle described in

relation to figure 3 above.

While the frame structures shown in Figure 6 includes field 21 for the
Originating Transmitter Identification, it will be appreciated however that this
field need not exist if other ways of uniquely identifying each transmission

are used.

In a further, optional form of the present invention, if the device receiving the
transmission is a Receiver, the same actions as described above may be taken,
however, instead of not retransmitting the transmission, the Receiver will not

accept the transmission.
In a further, optional form of the present invention to provide a further
refinement to the operation of a wireless network, there can be placed a limit

to the number of times that a given message can pass through repeaters.

Placing a limit on the number of times a message can be copied (number of

hops) assists in preventing expansion of a network to a point that would

16



10

15

20

25

Figure 5, and are labelled accordingly. Specifically, field 21 for Originating
Transmitter Identification information, to identify the Transmitter that

WQRHIBAM2Z¥ansmitted the transmission, field 22 for a Transmi$$idMU2008/000151
Identifier to identify the particular transmission, and field 23 for the actual
data to be 10 transmitted. In this aspect, additional field 24 is added to
accommodate the hop count. This hop count field is cleared by any device
issuing a new message or trans 55|on forg:ﬁg rst tim be it a

e U BRAPRR BT AHE PSS R HEHRa b E5E PR UpEStahound
on 11 IRCHARIPISSIAR PR BRERINIAHY AR QRETRBe R BaRIaFasHHERI KNS, In

copy a message that has a hop count above a fgaven threshold. Figure 8

onetfioms, tHesmaehtrevediys pmhding e kep caas helditp thstansspesiohat

in Fi ure8 addltlonal h count field i e d24.
fra%ensgr}ﬁélgl ra(I)’n rasrhoé1 } Wi %e%@iﬁ%gh ogg::@u?%

Thé RASIHIEs [ﬁiﬂdﬁfmti@@wmh a8 thﬁsemmﬁk&dsljdéemmbudnmwe}anmm
for Transmitter T1 in Flgure 4, field 22 for?1 Tra Oﬁ%r ntifier to
i

Figgeafinai psrbedledacs Y wierifealf ¥ e BIRREAS
Tréﬁé%?ée%%a%mﬁc%%ﬁhﬂmﬁiﬁﬁsﬂr@@%ayﬂﬁéy @@er%gﬁﬁ@eka @RgouNt

, since M1 is the original transmission. It will be appreciated that in

@wsﬂytmpbsﬂad:ié@ré@ﬁ@plﬁ@lm fiebda2A fiorenid vansands o Sdrsvidier
to %}éﬁl'él l%él%l Slﬁoul ra?ﬁ “Si%gié%,'”d&afte cf' ESC %S?rt%d %]\H% §to be

ances nce ransmission een

trakegaivedibififniRepeatesfiifioRR Iml‘tﬂ 2hesk die & ao sivission signetine
as described above to determine whether that particular transmission has

hopesrirdeeived by the first Repeater RP1 previously. In an alternative form,
Repeater RP1 can first check the hop count in field 24. If this is cleared,
then by definition, transmission M1 can not have 10 been received by

Repeater RP1 (or any other repeater) previously, and
This hop count field is cleared by any device issuing a new message or

transmission for the first time (be it a Transmitter or a Repeater), and it is
incremented by each Repeater that the transmission passes through. In one
form, Repeaters refuse to copy a message that has a hop count above a given

threshold.

Figure 8 shows the same transmission frame structures as Figure 6, except
that in Figure 8, the additional hop count field 24 is included in each
transmission frame. M1 has frame 20 with field 21 for the Originating
Transmitter Identification which in this example is identification information
for Transmitter T1 in Figure 4, field 22 for the Transmission Identifier to
identify the particular transmission, which in this example is ‘123, and a field
23 for the actual data to be transmitted. Field 24 has a hop count of 0, since M1

is the original transmission.

17



10

15

20

25

Repeater RP1 can act accordingly, such as retransmit transmission M1 as

transmission M1'. The frame structure foras shown in Figure 8 shows that
WQRGSIHS2E the same as for MI, except that the hop count in FERIARHIEL00151

been incremented from Q to 1. When this optimisation is used, repeater

RP1 15 will still store the transmission signature in its memory. It will be

appreciated that first Repeater RP1 may also or in alternative to,

determine whether it has received the transmission M1 previously by

It il b @ py exiateshtinisaichesg saamples malrsue epaeu. asa
niESEPGRRR 8D 19Bwweyst fisld 98%%%8%%%5?&"38 LTI TBING e e

this, and does not preclude theuse e transmission signature. Upon
cleatedhonf raksrpissimsdyidegrrutid RepeateniRBRAnvitssee that the hop

count is not cleared, and therefore cannot assume that it has not received

this 25 transmission before. In this case, there is the option to compare

Othte bemseussith MIese! hamgeeatibias) elsst Rbschan saentRPPelolcheck
the preset threshold, second Repeater RP2 may then continue to

thgdtanamissinatisnainas prelescribe abivie tadrliviozina whether that

pm?a&@yétmﬁﬁﬁ@%%%%e@ﬁw@wsa? t&giﬁygggé 'Ea*%srh]eﬁlfoum s

equal to or above the threshold, second Repeate may elect not to
prestianstyitlinarsaitssiortivid foegaRigss tinRigthendinethidwstteckifedount

e e L Rto e IR i e B CCLRL A FROBEIGR BT RGN e
beseraRdiRenedi wpRAMIRPIOGReshy Hibe ehRakdD praMoUs e aaiRt by

comparing the transmission signature with transmission signatdres stored

Repeatendthdrganaiat pesatdisiglio caich @ireatsanisaidns ansndsstonpstlsan

ﬁéﬁgﬂﬁ j fc fir ,RP2-wi termine that transmigsion M1’
has p?’g\{;l)?us y bggé ?g%%%egﬁ l%tlltl%en ﬁw fa%?%?r%éaﬁ%we FERowWs

thraal fidsioad thié saneadstios Mupexdapt BRepahtehfPdowiltsiorelie4 has
transmission si(gj?ature for M1' in its memory and retransmitas

been incremented from 0 to 1. When this optimisation is used, repeater RP1

will still store the transmission signature in its memory.

It will be appreciated that first Repeater RP1 may also or in alternative to,
determine whether it has received the transmission M1 previously by
reference to the transmission signature as previously described. The presence
of a hop count field does not require its use in determining this, and does not

preclude the use of the transmission signature.

Upon receipt of transmission M1’, second Repeater RP2 will see that the hop
count is not cleared, and therefore cannot assume that it has not received this
transmissjon before. In this case, there is the option to compare the hop count
to a preset hop count threshold. If the hop count is below the preset threshold,
second Repeater RP2 may then continue to determine whether it has
previously received transmission M1’ as previously discussed above with

reference to Figure 6. If the hop count is equal to or above the threshold,
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MI" as seen in Figure 4. Figure 8 shows the frame for retransmitted

transmission MI" in which it can be seen that the hop count in frame 24"
W28 hcremented again, to 2. 15 Upon now receiving traffShdEioes/000151

MI", first Repeater RP1 will again check the hop count and compare this

with the hop count threshold. In this example, the hop count for MI" is 2,

below the hop count threshold of 5, and so it then proceeds to check the

transmission signature. The Originating 20 Transmitter Identification in

seferoRepeRisEiihe iM% siRet A0 B ANSEh AN ERissing M1 regardless
ofmﬂ@%?%@?@ﬂﬂ%&éi@'@@@i@%ﬁ&ﬁ%&?{ﬁ1&§?%%@% ission MI,

yielding an identical transmission signature to that stored in first Repeater
RP1's memory. The resulting match will indicate to first Repeater RP1 that

iS transmissjon, has alre been received and retransmitted it
I R R R P RN B e F o i Tagac Hob count

off¢tiabelvissihe thielshdedciieddeoiedalepdardg RI23algyRo el igh the
above example, the hop count was 5, then first Repeater RP1 may then

hesk R SHIPH fes B RS RATNIR B dsanspiReioR signasteaith
rRRSRIRESIVED Ry st Reneates RE%Q@H%%H{E@QQ{BH@{ lg-thgfigme

structure shown in Figure 8 includes field 21 fo Originating
tramangssitas|detidicatiopaiiseitl besalipiaciaeatthafitsisRigpeatee REAtwill

xist if other ways of uniquely.identifying.ea ansmission are used. 10 .
A R S AT bV e 7 SERT 1RGSR RER Thee Gy b il
ndbectiRRSINASIRMhdSRACIVEY, 11e163MAACHORUAT IBRA REFSARAVRIMAY]]

be taken, however, instead of not retransmitting the transmission, the

steggddic drapmise i sigmaE e fRnMaidn. itsoresesoaibrritansrai YL as
X f. IS [ssien. t edina

o S e e o ik

traxsmipkofraviié’ 20 hasidleld @thfbe deer thasthisdiop idantifier, fesme 24" has

reviously descyibed, field, 25 for a Message Type, field 24 for the hop
bégg&ﬁﬂ?ﬁéﬁeﬁe%ﬁﬁ%nﬁt&émitter identifier, field 26 for a destination 20

address, field 27 for control/data length, field 23 for the payload data and

field 28 for CRC error check codes.
Upon now receiving transmission M1”, first Repeater RP1 will again check

the hop count and compare this with the hop count threshold. In this
example, the hop count for M1” is 2, below the hop count threshold of 5, and
so it then proceeds to check the transmission signature. The Originating
Transmitter Identification in field 21" (if used) is the same as in transmission
M1, as is the Transmission Identifier in field 22" is also the same as in
transmission M1, yielding an identical transmission signature to that stored in
first Repeater RP1’s memory. The resulting match will indicate to first
Repeater RP1 that this transmission has already been received and
retransmitted by it and so it will not retransmit it again. This will break the

continuous retransmission cycle described in relation to figure 3 above.
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The above methods are now described in general terms with reference to

Figures 10 to 14. 95 Figure 10 shows a general method according to one
WQ3HBA%tIhe present invention, for use by a device such as FKREPEA{EB/BP0151

a Receiver in a network of devices. At step 50, a Transmission (generated

for example by a Transmitter) WO 2008/095250PCT/A1J2008/000151 is

received by the device. The device then determines whether the

Transmission has been received by it previously, at step 51. If so, then the

If g fhe abavopsamsants hor sredib i as8ptben fist SepestenRPdanre
thgat%v&%%&h@h&b%raamgm@mw%%@aleégedy%%%%ﬁ% +10%Rd
ansmission. The

it 5 will proceed to step 53 and action the ormo

begrtiveredviee tardirsviR ¢ypedte MiNheutdidbelyype of device. For example if
the device is a Repeater, then the action will be to repeat, or retransmit,
the Transmission. If the device is a Receiver, the action will be to 10

AgsfiepiHite TrRNGaYss iohubityik BRMNHErSIaed B 8livd UGS 2 EYGRe
IS labelled as a Repeater or a Receiver or indeed as a Transmitter, this

Origiatingnasnamitierldenidbvationdsn e sppradiated dhab this Sieldat
dbRstimsRLinRGtian fore given agtioR i RAYhS IGESAY

" capable ofsiransmission?;re%e%%rgg aﬁé%?euﬁ}r%?bugﬂ%e %%%ng gi%g%d

usede or more of 15 these functions, either temporarily or permanently,
within a given network as required. Figure 11A shows the general method
according to that described in Figure 10 above, as used by a Repeater in

Inca TEMIQSK, QpiRiieefoth e PhE(Ohedel THPRSHURS RIHERRRIEF LRy ing the
example by a Transmitter) is received by the Repeater. The Repeater

trapemissienima i aeeiviear the semeststiesranslesadberbabpee mast be taken,
o T
acTephshudsiomsimdssivnt.been received by it before, then it will proceed 25 to
step 103 and retransmit the Transmission.
Figure 9 shows an actual example of a transmission frame for a transmission
that may be used in a network applying various aspects of the present
invention. In this example, frame 20 has field 22 for the Transmission
identifier, as previously described, field 25 for a Message Type, field 24 for the
hop count, field 21 for the Transmitter identifier, field 26 for a destination
address, field 27 for control/data length, field 23 for the payload data and

field 28 for CRC error check codes.

The above methods are now described in general terms with reference to

Figures 10 to 14.

Figure 10 shows a general method according to one aspect of the present
invention, for use by a device such as a Repeater or a Receiver in a network of

devices. At step 50, a Transmission (generated for example by a Transmitter)
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Figure 11B shows the same procedure as would be undertaken by a
device that is acting as a Receiver and not as a Repeater. In this example,
WQRMHPIIDY, a Transmission (generated for example by a TraREA ie)18/000151
received by the Receiver. The Receiver then determines whether the
Transmission has been received by it previously, at step 201. If so, then
the Receiver will not accept the Transmission (step 202). If at step 201,
the Receiver determines that the 5 Transmission has not been received
is 1ggeaivsstdre theedevicn phsedeuirs thep %?Mc@' etﬁ'{fﬁ'éﬁsmission.

Trdh¥illi 0 dineisssheed faatipea @yqﬂmgr{]&?g@h akihssermpshadsmay

e employed separately, or in com . Thatis, ina %ven network,
devive orillhotoretiRebatErensnrissivnsikmea). Shabisiehela ity 88 HsSet
out in Figyres,10 and 11A, and pne o re qr ‘l;%eép i el$,09 emgllpyc
defpisre e dAr e RS S AR See i By SR LRGN AMEIOK
wiB fereveissies Gihasiascaccefiingdhesifdsiorsmission, this merely
means that the transmission is to be considered for whatever other

processing the receiver normally performs. This other processing may
include taking some action in response to the transmission, but may also

ThiDEHEE sliscaishing the {5aeaMisEiBa ftanyiotibbetroty pppbidatestdte
end function performed by the receiver device. 20 Turning now to Figure

exampiesifethe dhevise dna ReperiterothebrtbgpeiorovithReonisstheod of

ret%%usrr%i 0#8 IS- s 1B8 REpRAIRYAECEIVE R IRBITEANGIBISSIRAAIVHERe to
§ and then determines whether it has received this Transmission

ac&lqjﬁthelmxﬂiﬂsmmmhiiﬁwhrt& oy dhestking thetTuahbwsgimaQéeVice is

A RO

previous y-rr’etcelve

mddATRIHSRIOAS AL Ras-HRr Rl SlemAtuitabalanPdstitiadeterrionds
that the Transmission Signature of the currently-received Transmission

that function for a given action. It may be that all devices are capable of

transmission, repeating and receiving, but have been allocated one or more of

these functions, either temporarily or permanently, within a given network as

required.

Figure 11A shows the general method according to that described in Figure 10
above, as used by a Repeater in a network of devices. At step 100, a
Transmission (generated for example by a Transmitter) is received by the
Repeater. The Repeater then determines whether the Transmission has been
received by it previously, at step 101. If so, then the Repeater will not
retransmit the Transmission (step 102). If at step 101, the Repeater determines
that the Transmission has not been received by it before, then it will proceed

to step 103 and retransmit the Transmission.

Figure 11B shows the same procedure as would be undertaken by a device

that is acting as a Receiver and not as a Repeater. In this example, at step 200,
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WO 2008/095250PCT/A1J2008/000151 matches that of a
previously-received Transmission, the method proceeds to step 304 in

WMt e Repeater does not retransmit the Transmission. If, B¢ Bi&pP2803000151

it is determined that there is no match to the Transmission Signature, the
method proceeds to step 305 in which the Repeater stores the 5
Transmission Signature in memory and then retransmits the Transmission
in step.306. Figure 13 shows one form of the general method _agéqi}el strated
a TR DI SR S IOR SRR SHERHS TOFRIVBRLEY the

ReREFEIVELEREINES P ek Hrapaminsion R SlePhRCraRssthes BeleisiBesn

whether it has received this Transmission before. In this form, this is done
receiveddekiticptier ivremignat step Sinitame (aesdhodirapivws willagh pacept
the iR oS IREBAPA WeP Rl REM P ARSI SARIECS
previouslyrreceived Transmissions that it has stored in memory. [f at
TraemiRdoit itdatey baaaddleited thye it isfomistien Sigridltpioaddti¢o step
currently-received Transmission matches that of a previously-received
203ragk AT AhenE ARSAYSSBeeeds to step 404 in which the Receiver
does not accept the Transmission. If, at step 403, it is determined that
there is no match to the Transmission Signature, the method proceeds to
step 405 in which the Receiver stores the Transmission 70 Signature in

It willtheyndrrdeeshiahinm gheamnagbw mlsrash 06 thegsmpethade b e

) i i
o B G ey
mdre Rypeseetsiin. Herbtansriissignemgyldye theomptéwd g tetwttian Figures

10 glaé[]ﬁn S,SaI?I orte %tl’u{Ielng Xrbaﬁlslt{%rceeqvlgrrsng%(r) rcyrh%?oy the method as set

out in Figure 11B.

It will also be understood that when a Receiver is described as accepting the
transmission, this merely means that the transmission is to be considered for
whatever other processing the receiver normally performs. This other
processing may include taking some action in response to the transmission,
but may also include discarding the transmission for any other reason

appropriate to the end function performed by the receiver device.

Turning now to Figure 12, there is shown one specific form of carrying out the
general method of Figure 10. In this form, the Repeater receives the
Transmission at step 300 and then determines whether it has received this
Transmission before. In this form, this is done by checking the Transmission
Signature (described above in detail) at step 301, and comparing (step 302)
this with any Transmission Signatures from previously-received
Transmissions that it has stored in memory. If at step 303, it is determined

that the Transmission Signature of the currently-received Transmission
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Figure 14 shows the method according to another form of the general

method of Figure 10. In this form, use is made of a hop count as
WQRERA5APtescribed in detail above. At step 500, the RepeatBf TetEp8g000151

the Transmission and checks the value of the hop count of the

Transmission at step 501. If the hop count is determined to be cleared at

step 502, the Receiver knows that it has not received the Transmission

fore, and proceeds at step 503 ta retransmit the Transmissjon. If at step
R G R b A e e P B o oc (0
stepREada i dich &R feseicivinavhetianihehor caunkiniessthan &
preset threshold. If it Is determined that the hop count exceeds the

steyylentiif detcrrained thasdbareds s pratchdrdiicclTrasarissisarSignature,
the'RIERRSHHRIH 4Bt 1R %Btﬂ%%tg%{t @ﬁgﬁgamrgg&eemﬁ%sholq, the

method proceeds to step 506 in whi e Transmission signature is

Tragisoeisstbn(Sigh thea icomparery aitid stere dcfransmissidre Signatwiesion in
ste 5%6507' Of course it will be understood that the decision point could be
B&letted such that the Transmission is not retransmitted if the hop count is
equal to or exceeds the threshold, and the method proceeds to check the
Transmission Signature if the hop count is less than the threshold. If at

. Step,R08, it is deteymined that 15 the Transmission Signature of the
Flg}fﬁ?r?e?ﬁﬁ??‘-‘?gvc%%%l{‘?@ﬁ%@ﬁ &Tnrtatmasthost 8t Yirsiased jorEigrred 1B,
for ThanshissiaakiespeRG BRRGCELSHR SRR VARG the RERRAIRL

does not retransmit the Transmission. If, at step 508, it is determined that

Tragapissien ahaten & thar themdsipmdiss alretherihfsth ocopiveddliisto
510 i i e R ter stores the Transmission 20 Signature in

e R T R R eaon B Tt

Sigaathtedd eatrinsinifsdthe irdesailisaiondp 40p iR coggparine Easpoalay

hi orde.éof some of the steps ma%ge changed, such as the steps at 510, 511

this Wits psy, Srepgrpissia ot Hes &oan mrakidnabintecaivisthe specific

TrafQrmigfithe %@‘R%Q%%Wiﬂ’%&ﬁtﬁfﬁrﬁ%&ﬁgE(B,?if' RRAME kRG]

identical except that instead of electing’not to retransmit the Transmission,
thatbeREsIsatgnipB Signature adddist aherTntlysreissioer] Tsanstimiesiomthe
ral method for.a Receiver. with.teference.to Fjgure 11B. ,Various
ma B RS I e oo
steppd(MescrilledatioyB dyepregirresmog AbedprabReTies MiSKIPROTE SR YR
using software described by the following psuedo-code: 5 Transmit by a

403k firdaterrnngst By thers dsnerepeshelo thecEraesmisrismisigaature, the
metREAYIRIceeds to SRIJANS TISFIORHARRINE G QI INGSHRIR I Bnsmission

transmission 10identifier
Signature in memory and accepts the Transmission in step 406.

It will be understood that some of these steps in Figures 12 and 13 may be
performed in other orders. For example, with reference to Figure 13, steps 405
and 406 may be reversed, i.e. the Transmission may be accepted and then the

Transmission signature may be stored in memory.

Figure 14 shows the method according to another form of the general method
of Figure 10. In this form, use is made of a hop count as previously described

in detail above. At step 500, the Repeater receives the Transmission and
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Clear hop count field of message Transmit as normal. (A multicast
transmission system would mean that all devices in range, including

WOS0eHI8P3Will receive the message) 15 Reception by a devicBGRAUZ0A$P00151
operating as a repeater: IF message hop count is clear THEN Accept
message and process it as normal 20ELSE IF message signature is in my
history THEN Discard message ELSE Accept message and process it as
normal Add message signature to my history 95END IF Transmit by a

chaelrcthensiely o péiherrpscave ehibie Tuneranineioncakaler SRAiAIbS iop
oA SR PRI 5 s
not received the Transmission before, and proceeds at step 503 to retransmit
the Transmission. If at step 502 it is determined that the hop count is not
cleared, the method proceeds to step 504 to determine whether the hop count
is less than a preset threshold. If it is determined that the hop count exceeds
the threshold, the method proceeds to step 505 and the Transmission is not
retransmitted. If the hop count is equal to or less than the threshold, the
method proceeds to step 506 in which the Transmission signature is checked
and then compared with stored Transmission Signatures in step 507. Of
course it will be understood that the decision point could be selected such that
the Transmission is not retransmitted if the hop count is equal to or exceeds
the threshold, and the method proceeds to check the Transmission Signature
if the hop count is less than the threshold. If at step 508, it is determined that
the Transmission Signature of the currently-received Transmission matches
that of a previously-received Transmission, the method proceeds to step 509
in which the Repeater does not retransmit the Transmission. If, at step 508, it
is determined that there is no match to the Transmission Signature, the
method proceeds to step 510 in which the Repeater stores the Transmission
Signature in memory, increments the hop count of that Transmission by 1 in
step 511 and then retransmits the Transmission in step 512. Again, the
particular order of some of the steps may be changed, such as the steps at 510,
511 and 512.

The operation of a Receiver in accordance with the specific form of the

method described with reference to Figure 14 above will be identical except
that instead of electing not to retransmit the Transmission, the Receiver will
elect not to accept the Transmission, as outlined in the general method for a

Receiver with reference to Figure 11B.
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Clear hop count field of message Transmit as normal. (A multicast
transmission system would mean that all devices in range, including other
WOS0eHM8P33Will receive the message) Reception by a device tHR4&tTig\U2008/000151
operating as a repeater: 5 IF message hop count is clear THEN Accept
message and process it as normal Increment the hop count field of the
message Add message signature to my history 10Queue the message for
normal transmission ELSE IF message signature is in my history THEN
Discard message ELSE Accept message and process it as normal 15IF
the message hop count is within limits THEN Increment the hop count
Vit eflithdeesadigm a network may employ one or more of the various

methods as described above by programming their respective

microprocessors using software described by the following psuedo-code:

Transmit by a device that is not operating as a repeater:

Make new transmission identifier

Set transmission identifier field of message to transmission
identifier

Clear hop count field of message

Transmit as normal.

(A multicast transmission system would mean that all devices in range,

including repeaters, will receive the message)

Reception by a device that is not operating as a repeater:

IF message hop count is clear THEN
Accept message and process it as normal
ELSE IF message signature is in my history THEN
Discard message
ELSE
Accept message and process i1t as normal
Add message signature to my history

END IF

Transmit by a device that is operating as a repeater ~ where the message

originates in the repeater device

Make new transmission identifier

Set transmission identifier field of message to transmission
identifier

Clear hop count field of message

Transmit as normal.
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Add message signature to my history Queue the message for normal
transmission END IF 20END IF (A multicast transmission system would

WORE8$08P@II devices in its range, including other repeaters, WTYAZERAS/000151

the message.) 25 In one embodiment, there is minimal modification of
existing processing and layers in a non-mesh communication protocol
stack. This is achieved by, in one form, allocating two new fields - the hop
count and the transmission identifier. These fields are populated and
(Aﬁ&ﬁ&@%b?%m&mﬁmmﬁ%twrsﬂba AeTicesidAaaaed
o@ﬁ%‘f'?&?&é@f@“&ﬂf%@éﬁr@ftﬁé %.Qgg stack. With reference to
e IS Open Systems Interconnection (OSI rence model for
communlcatlon protocol stacks, the data link layer usually includes one or
more.Medium Acces ntrol M C) sub-layers. In one form, the new

Rece ?‘lnodﬁ Chflo gu%ﬁ?%%%fp?f’e AR %%BF%Wemstlng MAC layers,

as shown in Figure 15. The new sub-layer is referred to as the

MA@M@&Q@@Q&@@;J@@MA@MEM@% layer applies the algorithms

descrlbeg{ in thg seudo- c%d%raol:g:%\ée apd,makes use of a history cache

Ssa
that is slg Iy smaller than the span o ? possible transmission identifiers.

These exdfipf@§to ot ikdhy WaY lifit tHearldé odadtes in which the
inventionpdantise saxslied Joe the possible placef implementation in a 10
communigadion pretecelssiaeks F the-historycaehie sizing and access

rne@%%Q§TF message signature is in my history THEN
Discard message
ELSE
Accept message and process it as normal
IF the message hop count is within limits THEN
Increment the hop count field of the message
Add message signature to my history
Queue the message for normal transmission
END TIF
END IF

(A multicast transmission system would mean that all devices in its range,

including other repeaters, will receive the message.)

In one embodiment, there is minimal modification of existing processing and
layers in a non-mesh communication protocol stack. This is achieved by, in
one form, allocating two new fields - the hop count and the transmission
identifier. These fields are populated and managed by a new communication
protocol sub-layer which is inserted between previously existing layers of a

protocol stack.

With reference to the ISO Open Systems Interconnection (OSI) reference

model for communication protocol stacks, the data link layer usually includes
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Figure 16 shows an exemplary architecture of a device 600 (for example

device Ti, RN and/or RP2 in Figure 4) according to one aspect of the
WQREaHPISE80invention. In particular, there is shown an antennaP6#6\U2008/000151

connected to a transceiver 602, via an optional impedance matching

circuit 601. The transceiver 602 is in turn connected to a microprocessor

603 for passing received and transmitted data information to software

running in the microprocessor 603, as well as control data. 20 In a typical
onmpremeindiedivme Aseenns et HilMA ) stemlapeignbyapstprmethe new

ce. ' ' ey if present, wil signed
SR e L A A
shpevsam Sligfeckin3hEle e tiadsyeivisrré it colnd he tithet ACHOESH sub-
circyjt, or an -the-shelf transcejyer |IC. Such integrated ¢jrcuits are
Dt avites TR RN i B BT RO e
pIRSTHBSASADAOr IR EIREORsOF dini by enalithina: aNdliB1y othalie,
Some transceivers include automatic impedance matching, and such a
then tbespanwbpessihie ranmaniedanddeatifiersnpedance matching circuit
601. The microprocessor 603 will be chosen to provide a suitable
capacity to operate the communication protocol, the repeating and
Thesrerstagipiestibms,carid any atheliivictionsatesictdeittesdevichieAGhe
. _Typical microprocessoys are 5 available from many manufacturers,
ingfiti

REFRerRRREd RLFIRRATSIDA Raes od dptplemeniatiom ine
coRietmi¥ihen hr asetiva RIS ReRasisH WAt iZiHgathin sQuinction

with the communication protocols described in any one or more of 10
metPdsU2004/001052, PCT/AU2004/001053 and PCT/AU2004/001054, a
small microprocessor with approximately 20K to 60K of program memory
and 1K to 2K of operating variable (RAM) memory is suitable. The
Figpesditnchbbequenexahipladeyich®ethyyil dfeadbieiseiond (fpiesalinple
regulations, and choice of transceiver 602. For low power operation,
device T1, RP1 and/or RP2 in Figure 4) according to one aspect of the present
invention. In particular, there is shown an antenna 606 connected to a
transceiver 602, via an optional impedance matching circuit 601. The
transceiver 602 is in turn connected to a microprocessor 603 for passing
received and transmitted data information to software running in the

microprocessor 603, as well as control data.

In a typical implementation, the antenna 606 will be custom designed to suit
the device. The impedance matching circuit 601, if present, will be designed to
suit the antenna 606 and transceiver 602 as will be understood by the person
skilled in the art. The transceiver 602 could be either a discrete circuit, or an
off-the-shelf transceiver IC. Such integrated circuits are available from many
manufacturers including, but not limited to, Texas Instruments, Motorola,
Chipcon, Nordic, RF Monolithics, and many others. Some transceivers include
automatic impedance matching, and such a transceiver would remove the

need to include impedance matching circuit 601.
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frequencies in most parts of the world include 433.92 MHz, 868 MHz, 916
MHz and a band located at approximately 2400 MHz. A memory 604 is
WQRMSANAYEd to store information such as software 20 instrudd4&dgs/000151
data, including the transmission identifiers referred to above. It will be
appreciated that memory 604 is shown as a separate block to
microprocessor 603, but could equally be part of microprocessor 603.
Possible devices having a hardware architecture that may be used to 25
implement the various aspects of the present invention include the x585xA

series and the x58 [ Il swi d n
T R S T B P B Ay
opviesethinventiannicdtiengliiotencic theayea thagandyeceoivdite fingctiens,
practical memory size of the microprogessor tical microprocessors
ar}?‘a%ﬁiﬂﬂ%eﬁ@ﬂsﬂﬂfﬁé\?é}ﬁ?ﬂ; Fe TR oo gRessors are
avaaufier SAd.SIRaty REeYERTiRes A idaIeStRNY OTe. g AR ERN s,
identifiers that have been observed in the past. This aspect of the
Zihoge Fieestadeefor candvithizyzotdfement to allow operation with the small
amounts of memory available in many low cost microprocessors. 10 In
one example, the transmitting devices use an in bit transmission identifier.
WHhesrgferslbetivessibid trapsanigsiondtiontifiersediinbeinjine tisnge ith tRen
- 1, and the transmission identifier range is N = 2m. Using binary

compATEGRtIgR e Grih deReEiBRdidB ANk PRERHBYH. Maximum value
pd3M AT AI0LD, iPeremerixihoayseh ey o R OYeHwRRE s all

over" back to 0. In this example, the history will hold no more than N-1
snprdvinigsaposrasssiowith approximately 20K to 60K of program memory

and 1K to 2K of operating variable (RAM) memory is suitable.

The operating frequency of the device 600 will be determined by local
regulations, and choice of transceiver 602. For low power operation,
frequencies in most parts of the world include 433.92 MHz, 868 MHz, 916
MHz and a band located at approximately 2400 MHz.

A memory 604 is also provided to store information such as software
instructions and data, including the transmission identifiers referred to above.
It will be appreciated that memory 604 is shown as a separate block to

microprocessor 603, but could equally be part of microprocessor 603.

Possible devices having a hardware architecture that may be used to
implement the various aspects of the present invention include the x585xA
series and the x588xA series of wall switches sold by the present applicant,

Clipsal Australia Pty Ltd.
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identifiers (or Transmission Signatures if appropriate), because anything

larger could leave entries in the history when the transmission identifier
WONEHBB8r. The roll-over is effectively re-using a transmissiBATaEPR{#g000151

so by appropriate sizing of the history store, the identifier that is re-used

will be removed from the history before the re-use occurs. If a re-used

transmission identifier is left in the history, it may be possible for a receiver

or repeater device to discard a message that should actually be accepted

 Acsorelingtiinstherspeshod Blerresadtareatienit bt oifisiengissomay

bel ak%%ﬁ'%g%to‘?}%%‘é%ﬂgtﬁffe_h'%E%Qca{[‘ Q%%@&%B%%ﬁ%ﬂ&%?é’% %%Je 50T
ittms, and Iinerficient IAsertion of new items into the history. According to
Pracithbnespsstafcdse rbaert finiantionnarfytheysinil ficaéost snpiodhitite
. by limiting the size of the history to N - 1 entries or less. In this case, the
siaedHRRE IR TS c AR e Ly i A
tratggiflipnsding devina: hhirallanspsisntcahsipaltication of 5 the
operation of the history store: old items never need to be removed, they
are simply over-written with new items and the history store can operate
as a circul uffer with only a single update pointer. In one ex le, if the
T R O o BRSSO e
opistanhsiot ik iseallyhavemod thamadgnixietdblenatreog tbancést
entries. The history store therefore in this example can hold 2,3,4,5,6 or 7
MEREREECHPEHEther example where the Transmission identifier has 4 bits, N
= 16 and the history cache could hold 2, 3,4 ,5,6,7,8,9,10,11,12,13,14 or
15 entries. 15 In this aspect, information is loaded into a history of
Ininveraiagpksshgdsamhpiitiogrltideestosecinrthbihisensgsgion identifier.

Thehore. 1&01510%|s%ll%t¥rr§hsmission identifiers will be in the range 0... 2m -1,

and the transmission identifier range is N = 2, Using binary arithmetic, once
the transmission identifier reaches its maximum value (2 - 1) a further

increment will cause the number to overflow and “roll over” back to 0.

In this example, the history will hold no more than N-1 previous transmission
identifiers (or Transmission Signatures if appropriate), because anything
larger could leave entries in the history when the transmission identifier rolls
over. The roll-over is effectively re-using a transmission identifier, so by
appropriate sizing of the history store, the identifier that is re-used will be
removed from the history before the re-use occurs. If a re-used transmission
identifier is left in the history, it may be possible for a receiver or repeater

device to discard a message that should actually be accepted or repeated.
Performance of a Repeater device will be compromised by inefficient search

of the history, inefficient expiry or removal of old items, and inefficient

insertion of new items into the history.
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In the minimal implementation, the Transmission Signature is specifically

made up of two pieces of information: a hop count and a transmitter 20
WOoRENEF23hplemented in a MAC_MESH sub-layer. FurthermBd/482008/000151

previously described, the size of the history cache is chosen to be slightly

smaller that the span of possible transmission identifiers. The approach

then assumes that each incoming message is compared to the history of

previous Transmission Signatures, and those incoming messages whose

Agggrdingto rnatherpanedrditha riesentisse i miwibes sgaplifiepsion
o ; ) il i Sianat .
b B I N I P S Wi
casezehmnlpsiticy iarthetitanshigsiendoeptifisr spemeffiekisosissionddehtitieys
overflow where excess bits are discarded, effectively causin value o
e s R R R e i
thihegeisien oo malleistoay dherenslal eldhR Hansrissinddrnitiasydbe they

history automatically "ages" out old entries by simply adding new entries
arpgEnpY RYesrBIadenaritlbsesvHipras ampthathissarsstanesim apeaatRps a

ciféﬁ?&r%ﬁ??ert%ﬂqvgﬁ tmgg%%%%%gg iegae0,1,2,3,4,5,6,7. An

increment after each transmissio rough this sequence and then
starts again from 0. If the history has a size of 7 entries, then it is

automatically the case that incoming entries fro single transmitter will
I G AP et L T AR AR s A, TR N0 B
thBBRBMPI, tRehididtyGtthe R MRSARPALVAIERO SIS I UK IR ot

will cause the history to contain transmission identifiers: 7, 1, 2, 3,4, 5, 6
more than 7 entries. The history store therefore in this example can hold
2,3,4,5,6 or 7 entries. In another example where the Transmission identifier

has 4 bits, N = 16 and the history cache could hold 2, 3,4
,5,6,7,8,9,10,11,12,13,14 or 15 entries.

In this aspect, information is loaded into a history of incoming messages. The
information stored in the history is a Transmission Signature.

In the minimal implementation, the Transmission Signature is specifically
made up of two pieces of information: a hop count and a transmitter
identifier, implemented in a MAC_MESH sub-layer. Furthermore, as
previously described, the size of the history cache is chosen to be slightly
smaller that the span of possible transmission identifiers. The approach then
assumes that each incoming message is compared to the history of previous
Transmission Signatures, and those incoming messages whose signatures
match will be discarded. Those incoming messages with a Signature that does

not appear in the history will have their Signature added to the history.

Because the signature includes identifiers of finite size, in particular the

transmission identifier, some fields can have a binary overflow where excess
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15 The 9th message (with transmission identifier 0) will cause the history
to contain transmission identifiers: 7, 0, 2, 3, 4, 5, 6 and so on. 20 It can
WQ 208895204t prior to inserting the incoming transmission identifi@fAREY($/800151
history, that identifier was not present and so the identifier was correctly
added. This approach works well for perfect transmission. In the event of

a lost message however, then an incoming message may have a
transmission 25 identifier (which is being re-used following the roll-over)

bigendésprades: iffertiniepsausiog thenclidereh thet Thentifiesds nellyver
iy essages iscarded er, sly...Lhere.are a number
o e P e S B AR SR R Y
thiasgansifaie tisassniissienidiattiifiers, AMistcopsidesatitisnBbllensisionnt
gor example, a sqan f transmission identifiers using about 5 bits for
ol e, BT i AHRe R FTIRE TR RS Ry elork et BntifF using
Fc Bistaiy1with shaizeappiRXisiaiabnialbihessize wiiha sRaratild tia &A% ion

with about 16 entries. Another solution is to prune the history when an

idprddfisirspieedshad ArdvBsOThidpritirerreniafier eachssmestairsion goes
n d) entries for the transmitter of 10 the | ngmessage only.

A S o T e b R R B et
7 ¢herRigriienes Bf fulrnge icatipethefdaan shaittingodrifgesnaist dsahasiiete

the case of sequential lost messages from a single device. The number of
trasPHies YRR ShseHeinaeas (iR TcBYATBpIP othid Hufomips, when
Stﬁ@fﬂg%m};@ﬁhistory that are pruned. 15 In one form, the pruning of the

history for d single entry is slightly less than half the span of transmission
0, ibeht¥ids),.dnd can be implemented for a newly arrived message, as

TH? lgawrsr’fessage (with transmission identifier 7) will cause the history to
contain transmission identifiers:

7,1,2,3,4,5,6

The 9% message (with transmission identifier 0) will cause the history to
contain transmission identifiers: |

7,0,2,3,4,5,6

and so on.

It can be seen that prior to inserting the incoming transmission identifier into
the history, that identifier was not present and so the identifier was correctly
added.

This approach works well for perfect transmission. In the event of a lost
message however, then an incoming message may have a transmission
identifier (which is being re-used following the roll-over) which is present in
the history when it should not be. This causes newly arriving messages to be

discarded erroneously.

There are a number of solutions to this situation, as described below.
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20 The operation "Add message signature to my history" is changed from
a straightforward adding of the signature to the history: Add message
WEHIBNEW my history: 25Find the oldest entry in the history Bd/A4H2008/000151
signature of the incoming message at this point And instead this operation
becomes: Add message signature to my history: Find the oldest entry in
the history Add the signature of the incoming message at this point 5 FOR
each history entry LOOP IF incoming transmitter ID matches entry in
history THEN IF incoming transmission number is more than "x" away

Of@Mution is to use a larger span of transmission identifiers AND a
considerably smaller history (for example, a span of transmission identifiers
using about 5 bits for example, yielding transmission identifiers in the range 0
.. 31), and using a history with a size approximately half the size of the span -

in this case with about 16 entries.

Another solution is to prune the history when an incoming message arrives.
This pruning removes excessive (and unneeded) entries for the transmitter of
the incoming message only. This has the effect of allowing a large history,
which is useful for recording the signatures of a large number of transmitting
devices, and also handles the case of sequential lost messages from a single
device. The number of lost messages that can be handled will correspond to

the number of entries in the history that are pruned.
In one form, the pruning of the history for a single entry is slightly less than
half the span of transmission identifiers, and can be implemented for a newly

arrived message, as follows:

The operation “ Add message signature to my history” is changed from a

straightforward adding of the signature to the history:
Add message signature to my history:

Find the oldest entry in the history

Add the signature of the incoming message at this point

And instead this operation becomes:
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10entry in the history THEN discard this history entry END IF END IF END
LOOP 15 Where in the above, "x" is the chosen number of entries to
WOSMH0952/R history for a given transmitter, and "x" would typiB&KAIE008/000151
about 1/2 the span of the transmission identifiers. 20 According to another
aspect of the present invention, there is provided a machine-readable
medium containing software instructions that cause a machine to perform
one or more of the various methods described herein, and to cause a
Addpgssese Higureterada/BitiiséatY signals in accordance with one or
more of the various protocols described herein. 25 Although particular
embodiments of the present invention has been described in the detailed
dedtmigtithe dlddsberdndardfootidtaryhe invention is not limited to the
emglc#i' ents disclosed, hut js capable of numerous rearrangements,
oA SRS BRI S R IR BB BE SRR A B FRNIO
2008/095250PCT/A1J2008/000151

FOR each history entry LOOP
IF incoming transmitter ID matches entry in history THEN

" 1

IF incoming transmission number is more than “x” away

from
entry in the history THEN
discard this history entry
END IF
END IF
END LOOP

Where in the above, “x” is the chosen number of entries to retain in the
history for a given transmitter, and “x” would typicallyvbe about %2 the span

of the transmission identifiers.

According to another aspect of the present invention, there is provided a
machine-readable medium containing software instructions that cause a
machine to perform one or more of the various methods described herein, and
to cause a machine to operate and/or transmit signals in accordance with one

or more of the various protocols described herein.

Although particular embodiments of the present invention has been described
in the detailed description, it will be understood that the invention is not
limited to the embodiments disclosed, but is capable of numerous

rearrangements, modifications and substitutions without departing from the
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claims that follow unless the context requires otherwise, the words
"comprise" and "include" and variations such as "comprising” and
“including” will be understood to imply the inclusion of a stated integer or
group of integers but not the exclusion of any other integer or group of

scopeagfetise HvEneioefeldockficadionp eodaranietivnssuchicationWdbe and
should not be taken as,.an.acknowledgment or for, ! ' £
SRR AR B TR SO SSAutal P Elpseo
the%@gm irvénmsthod of processing a Transmission within a wireless
network, the network including at least one device that transmits the
Transmission and at least one device that at least receives the
ThigRRRONRAN dDEcRRIR ComPRiRg RS aIAGINE I RARISHE R At e
eVite that at léast recelves the Transmission; determining a
reqlriaesiisioniSigttetwe fds themMristhiasiblinelsett Lpod wrsiptiouisesh as

an QOriginating. Transmifter, Identifier, identifying an Originating Transmitter,
BRI R
sta‘\?&mﬂ%g@:@Pﬁ%@ﬁ@ﬂﬁﬁ%&%ﬂﬁﬁiﬁﬁm@%&ﬂﬂﬁoﬂﬁf@ﬂ@chhw_r'ﬁlteger
stored Transmission Signatures of previous Transmissions stored in a
or gremp9fdntagedsvice that at least receives the Transmission to determine
whether the device that at least receives the Transmission has previously
received the Transmission; and actioning the received Transmission

Thandfsiering tbailyapamissivim Sigaapecficationiemotyaoidishdeldcechbe
at least recejves the Transmission only if the devige th least recejv
(iR o I HOOTT A PR BRI e P e
fomgtr?ggtzgf tamshinGRanbvhRRVIbBggdevice that at least receives the

Transmission is a Receiver, and the step of actioning the Transmission is
accepting the Transmission. 3. The method as claimed in claim 1 wherein
the device that at least receives the Transmission is a Repeater, and the
step of actioning the Transmission is repeating the Transmission.
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wherein the Transmission Identifier is m bits in length. 6. The method as
claimed in claim 5 wherein the memory for storing the Transmission
Signpigres has up to N-1 entries for storing the Transmission Signatures,
where N =2'. 7. The method as claimed in claim 1 further comprising
actioning the Transmission if a hop count of the Transmission is equal to
Zerd. n@tdmedtoeressiatamigansasaion Wilnither Coekssisiely odmibar bk
hRaEBMhORIRE chEr S RISEAN M AN AR qoMBhRERSNRd RNRAPbne device
aFﬁtl,E)mg tthe Tran%m%5|on if the ’r%%g Cotkiné is more than the hop count

I ATES EOTFHE e S AS P R RS BRIHEPein the memory for
storing veifingbniissioniSignatthe ddvirs thattat Mast eevaiess fhe ‘Stanimgsdien;
Tlransrlm%%&?él&ag%%mﬂgﬁggeé&%%@él tBthﬂ?%@ mmﬂﬁsﬁ&%@mgmn the
claim 1, further comprising: finding, the aldest Transmission Signature .
R b eniTeTaRaE TRy METNRs: FEGHNESBh SGRdiliee
eftysinitiee, andmbrynwritissihe deteifrmeduded msthissiciv&iJnatsmrassicd;. The
memo%ﬁﬁpﬁ eekinlaiindd f@'ﬁh%ﬁ&m{)@@ﬂﬂlﬂé‘l@iﬂ%ﬁ@ or more stored

Transmission Signature entries stored in the memory after receipt of a

EAARTRSSiom SisaR A REPFrEoRS JLRPBRisH R shonsd . i & memoy afiiBe dgyice
dizdmedeasictacaiviis WiecTeinsmissitiy o deeméaraoryethqpriiratbvidhthat at least

Quigioating Heagsruiteridsatlieral he e hananiasipg matches

the Transmitter Identifier of the entry and if the Transmission Identifier of
receivef TPHRE R EF6HVRINN RS THENCA hed dvdpiihe dratimbsionrisngge in
alvendrooty ibfehrésdta thaton lientifeivaftthe enymissitie snigrifoy delde the
@ﬁ%&?ﬁ&%i%@'ﬁﬂ‘eetqaﬁh&l%%n%éé’ Ry SJ«Q&Q&%&%@&U@QS&{QM%HR&?&? a
frame structure, the frame structure comprising: a data field;

2, The method as claimed in claim 1 wherein the device that at least receives the

Transmission is a Receiver, and the step of actioning the Transmission is accepting the

Transmission.

3. The method as claimed in claim 1 wherein the device that at least receives the
Transmission is a Repeater, and the step of actioning the Transmission is repeating the

Transmission.

4. The method as claimed in claim 1 wherein the Transmission Identifier is
provided to the Transmission by the Originating Transmitter generating and

transmitting the Transmission.

5. The method as claimed in claim 1 wherein the Transmission Identifier is m bits
in length.
6. The method as claimed in claim 5 wherein the memory for storing the

Transmission Signatures has up to N-1 entries for storing the Transmission Signatures,

where N = om,
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wherein the wireless network is a multicast wireless network. 16. A
method for generating a data frame for transmission in a wireless

coMmMurtigatigiitonetwodkaithel Math@siGoMPRISIRG: GSRRIAINY actioning the

t nsmissjon.}deflntifierf rtighen{jfxin the transm'ﬁsion' generating a
I n§mlss10 1 Oop count o ¢ 88 iSsion 1S equal t0.zZero. .
ata frame for transmission, the data frame comprising a transmitter

identifier for the transmitter in an Original Transmitter Identifier field, the
t@@%ﬁﬂtﬁﬁéﬂ rlag Qﬁﬁ;&i@;lgﬁr:iﬂrblﬁiftl}f9(?&%@?&9&153@&?;&5{&%@?}%%@8&% east
e data field;. e method.as claimed in.claim erein.generatin
hT e T e g e ket e
filaht 58norhehanatiedwmenutditheedhivldlaim 16 wherein the transmission

identifier generated is limited to m bits in length. 19. The method as
claimed.in claim 18 wherein the transmissjon identifier is generated by
ifcremé i 8% ARSI O TdERtMe? WHHTTERCA Y AMEMISEISH, 90t the
riteptisnussiof Jgndtpeftdasuipdh 13-fuerhés ifocieonep tse 15 drenisaosrigsitures,
idgRiifigr_tg.Q. 20. A device for use in a wireless communications network,
the device comprising: a receiver for receiving a Transmission; a
MIiCroprocessor;

10.  The method as claimed in claim 1, further comprising:

finding the oldest Transmission Signature entry in the memory; and
replacing the oldest Transmission Signature entry in the memory with the

determined Transmission Signature.

11. The method as claimed in claim 1, further comprising pruning the Transmission
Signature entries stored in the memory after receipt of a transmission that has not

previously been received.

12.  The method as claimed in claim 11, wherein a entry in the memory is pruned if
the Originating Transmitter Identifier of the received Transmission matches the
Transmitter Identifier of the entry and if the Transmission Identifier of received
Transmission is more than a predetermined number of entries away from the

Transmission Identifier of the entry in the memory.

13.  The method as claimed in claim 1, wherein the Transmission comprises a frame
structure, the frame structure comprising:

a data field;

a transmitter identifier field; and

a transmission identifier field.

14. The method as claimed in claim 13, wherein the frame structure further

comprises a hop count field.
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an Originating Transmitter Identifier, identifying an Originating Transmitter,
and a Transmission ldentifier included in the Transmission; compare the

TiansnEs iRt RigNS ke Rthe chiah s RESSaN thath IR QRRIALIRG @ SiaT@Est
T“rqz%glggrsliggti‘%r?ignatures to determine whether the Transmission has

been previously received; and action the Transmission only if the
Transmission has not been previously received; and storing the

TrnamigsipfuSigPagerertiitiie Memartragdk- The deNiaasedclaimed #reless
claim 20 wherein the deRY7:ce is a Repeater. 22. The device as claimed in
e

cﬁ%Wﬁ@%ﬂ%%ﬂWﬁ%ﬂﬁ %81% ) B\VEPS23. The device as claimed in
claim 2¢&wehdiegr tianswiiedosd deatifier oisidentifiiticatbewiredadssiostwork. 24.

The deyigerasiglaimedhimalaimil wherelithe stePdalAGHRNNgtiBrising a
Transmission is repea ng[the Transmission, %5. The device as ,C|?.{1 }!ll‘l
TSR] efrf@fﬁbep T3P HBHOTi Ry e A A HHBSTH 96 'SERBIHE thdbe
Tramsmissioilei?BieT headBvicenasictaldeatifior diaide20 dutrereqt kwst one data
'l}{é@’smission Identifier is m bits in length and the memory stores up to
N-1 entries for storing the Transmission Signatures, where N = 2m . 27.
The device as claimed in claim 20, wherein the Transmission Identifier is
noybits ithkength@hasthiaimeimorylsitores wheteiiN ghrenities fbe Staringtieture

M%Wﬁmélgﬁmgﬁ'z%%% bhe h%g‘éount field.

18. The method as claimed in claim 16 wherein the transmission identifier

generated is limited to m bits in length.

19. The method as claimed in claim 18 wherein the transmission identifier is
generated by incrementing the transmission identifier with each transmission, up to a
maximum of 2™ — 1, after which a further increment sets the transmission identifier to

0.

20. A device for use in a wireless communications network, the device comprising:

a receiver for receiving a Transmission;

a microprocessor;

means for a memory for storing one or more Transmission Signatures and
comprising instructions to cause the microprocessor to:

determine a Transmission Signature for the Transmission based upon

the product of an Originating Transmitter Identifier, identifying an Originating

Transmitter, and a Transmission Identifier included in the Transmission;

compare the Transmission Signature of the Transmission with the one or more
stored Transmission Signatures to determine whether the Transmission has been
previously received; and

action the Transmission only if the Transmission has not been previously
received; and

storing the Transmission Signature in the memory.
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Transmission Signature. 29. The device as claimed in claim 20, further
comprising pruning the Transmission Signature entries stored in the

memoryrfieriieaeRhifea thansmissicntatthagetiot Rrexiglatyrbeen
received. 30. The device as claimed in claim 28, wherein a entry in the

memory is pruned if the Originating Transmitter Identifier of the received
RansniBsitsvipaatciiimedénmiainspoinderelantifideviteisa Eaeejveind if the
Transmission ldentifier of received Transmission is more than a
predetermined number of entries away from the Transmission ldentifier of
{7 enthSHERIS S R TR S NS, BETHHELEH RAT 2D RGPt
tharelessmery dtkther comprises instruction for actioning the Transmission if
a hop count of the Transmission is equal to zero. 32. The device as

claimediie claifte29swhenaid the mgmony fuiBRICAMPHESS HISHURLNS tak

¢pm Sariisr;%[;[lhlgrgog tcf‘lcl)u&lteo[frgggm'ggggsmission with a hop count threshold
ROL Actioning the Transmigsion If the hop count is more than the hop

count threshold. 33. A machine readable medium, comprising instructions
for causing gemachineivnpRarfaimiaimesodik A GRS UG aof raRTRIASIARe

\ﬁ]thin a wireless network ?ﬁccordin to any one of claims 1 to 15. 34. A
5%%85#8%&%%%%% ,r%% (m'g instructions for causing a machine

to perform a method of generating a Transmission within a wireless

NRIWOrkiaceRieing (RaY ag8h JaimR L6 @ Bransmission Identifier is m bits
in length and the memory stores up to N-1 entries for storing the Transmission

Signatures, where N = 2m,

27.  The device as claimed in claim 20, wherein the Transmission Identifier is m bits
in length and the memory stores up to N-1 entries for storing the Transmission

Signatures, where N = 2m+,

28.  The device as claimed in claim 20, wherein storing the Transmission Signature
in the memory comprises:
finding the oldest entry in the memory; and

replacing the oldest entry in the memory with the Transmission Signature.

29.  The device as claimed in claim 20, further comprising pruning the Transmission
Signature entries stored in the memory after receipt of a transmission that has not

previously been received.

30.  The device as claimed in claim 28, wherein a entry in the memory is pruned if
the Originating Transmitter Identifier of the received Transmission matches the
Transmitter Identifier of the entry and if the Transmission Identifier of received
Transmission is more than a predetermined number of entries away from the

Transmission Identifier of the entry in the memory.
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31.  The device as claimed in claim 20 wherein the memory further comprises
instruction for actioning the Transmission if a hop count of the Transmission is equal

to zero.

32.  The device as claimed in claim 29 wherein the memory further comprises
instructions for comparing the hop count of the Transmission with a hop count
threshold and not actioning the Transmission if the hop count is more than the hop

count threshold.

33. A machine readable medium, comprising instructions for causing a machine to
perform a method of processing a Transmission within a wireless network according to

any one of claims 1to 15.
34. A machine readable medium, comprising instructions for causing a machine to

perform a method of generating a Transmission within a wireless network according to

any one of claims 16 to 19.
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