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system for perform ng secure transactions and

comuni cations providing unlimted secure data 5

storage, software access, network access, and

transaction SROUNE UNIWHSAE ’I'R&Ngﬁb’[lléﬁi SYRaEdar e

requi renents. The present invention further relates to

a communi cation device and a secure token for use in

t he secure uni ver sal FIEIER EACTHEINWENHEN BACKGROUND OF
THE | NVENTI ON As transactions, conmuni cation, and

ot her inter .QNs,: [ ' .

o1 oot r 5K GRS RS Eerki TERRE ¥ pnit e IR system for
f perfaaititietingranedctiohs a1l @nimaisaohs pr&iding unlimited secure data
comuni cations and other interactions that is.als .
CHPIAER sefvars a&ﬁeqsw@twglérrag%ﬁﬁoan@é{@&caosFamh’b‘a%ﬁSt"Ylﬁlgmlmmal user
& ﬁ%%lrgﬁ[ﬁﬁ}ﬂeﬂ% L"I‘He'&y% £OnLRS RfhEl85ies /% Eommunication
exchanges,; I nteractions, transactions, and

céeviaenindat seonrs takenfayyudsan dessecwed uhivetshketrangsarog. sydsm.
SUMVARY OF THE | NVENTI ON A secure uni ver sal

transaction syst Lﬁkﬂﬂﬂ@ﬁﬁgsﬁhﬁﬂgn&ﬁﬁﬁ?@g@é of

transactions, copREfRtcattrots—and-othet

el ectronic interactions includes a secure token or

ot her Ag@asmclMl ESAERREGH, 86d ¥ihbhintRadtiods Miedb@kasingly
user, a secure operations and resource conponent, and
opesfosmethslectronjpatlyn theanced incorasescion a serare systant {prcppducting
identity, of the use 0 ysi : . . :
e eiseda Rt SRefREHGhE KDY Bnvenient
VR itid aisi a8 capabdeeSsippeiaplad dnpls@enting @tideiss typs of electronic
operations and resource center and functionality and

i pchAREeS; ipferastione drapsactions, audepramppicalipns &5 Aipyihgdlesired by the

c ni cati on device. The secure universal transaction
system may be inplenmented to provide functionality

such as secure instantaneous gl obal noney transfers

and forei gn exchan§&MEBARY & THE INVENHON

networ k/ I nternet access and data exchange, secure

el ectronic and.telgghoqﬁ.congynkgatiqns f all t¥pes,f
secur e/ tPEHE FBLFEASTEHRT ASYEPRCPY THT € PUIETEEES, ansactions,

| EMBmBRICEHRSE 8fid 80r BpBe6T dlbArRMEd ialerddtioNSmeludeds scodfe token or
econom ¢ val uation search engine 1 WO 2008/ 060725

PaTiEB2e0 Hevitd 3sspeiatedavily atingividiel pest.cowsvisoperpdieny and resource
Vggﬁlg]oqfenfs, Ghd Orke grorgtt)r%lco;n%]u%tiéa%gfal ldlext/iXes tﬁgtc\}ég'i?y the identity of the user

using the secure token and a biometric reading and, upon completion of the verification

process, enable a user to access the operations and resource center and functionality and
information stored in the secure token using the communication device.

The secure universal transaction system may be implemented to provide
functionality such as secure instantaneous global money transfers and foreign exchange
trading, secure network/Internet access and data exchange, secure electronic and
telephone communications of all types, secure transactions such as electronic purchases,

live purchases and other financial transactions, an economic valuation search engine
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advertising and other information (such as travel

i nformation, electronic navigation maps and di spl ays,

etc.). 5 The secure universal transaction system nay
rB&udiiBR lf&%@a@%e? el e RBRYE dfchre %bt‘é?ﬁﬁ@ﬂlonaﬁisﬁ béhee

system using a val ue exchange unit. The securé

umt@r&alﬁﬁbnttfﬂmh@aa:hty ¢mchyligeoresk tr gmablingayidse games, books, music,
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r Blawiiaayte ubdversab genseetiqmotysient wry else b Huplsaested i provide a universal
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ﬁmgeysyatg{ﬂ %glg(adYa]?\l/e ?)ééﬁ?n%% eu@)e/ chlg gé@r@ﬁ?@ersﬁqﬁﬂg&tmn system

r Reihst may be inplemented kOpM@YIde Gthedl Giictibiality as dsire@ be the users
secure financial device (credit/debit, banking

p@;y%@nmplqmlfcqr@ ggt)he SEBQY Qser§tag@ea@@e@gq}p@@mctlonahty using a

i nf or n [

0 TR 58 obe, hhscpandips sy shams
f requ eAtseédry edkeA st dseylﬁﬂie)Semabm'WSnsalamsamm)n system may serve as a
i nformati on, 15 cal endars, contact | ists,
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G arcrdg etc.)26& Iﬁﬁglap&k &I(%fétd{t%bﬁ/ HERRAE! Ibagfrﬂéﬁ?ﬁmcuons) secure

ease’ hec ani sm or key access = systens
petsmige devied @nﬁgaatnmwdeseed by tlmm)selsapslfw heosysietre incliting personal

reqU| es. a.password |nc udi n e net wor.k .
éca@aveﬁ) e oanfe et S B A U BRp I riomation,
ﬁ'ft&ct Yists! ﬁl@&i&l'?ﬁtaoﬁet%ﬂ@ﬁ&freﬁ Qﬁétscﬁnéﬂl sddress @3, etc.),
or any ot er geogr aphi cal 'l ocating 20 net odolggi
€y access

staesgEvEE (clm:trmncs{mlagmmﬂacﬁ(g@leaw wechanism Qtdteél,

transacti ons vi de a ad

¢ DR haser oy SaeER ey ERE T B AP P Rguires g password,
t RERRIRGnRuters, MRt dTRY, PRI @Fd £1d BaaR cSM%ie@SﬂihalAdSﬁﬁhfaﬁon
uni versal transaction systen1|ncludes an operations

ameinbers,sig- s rackipgrpblesator ﬁfemer@smg GBSser a5y ohsr gpegraphical locating

R R e e Sy

belowRRMnY Rediipe] Thnd@idgalan ds desed bgehcompanéitie eoareadken and/or
| east one network, a processor, and a data storage

c@ﬁp@ﬁkﬁﬁmﬁﬁO§HWﬁWﬁP%btlon devi ce for enabling user
I nter agt ge&ﬂ‘ C %mrsgman%Q&{OQt k&gl% 11'1(9{}@63 aﬂﬁ)%g{aﬁgns and resource

conponent, the conmnunicatio vi ce I ncluding a token
| edrepdrrathaving dfisnbionietric wauiéty coorpoaerdjd sengnchsaawaty ¢omponent, a
i nput a, bionetric re du@g a connunlcat

CERFRBIHBISELTLEOIEReAEN TRpeRaG RS APERINAU YR St g gperations and
CTTRE Eahbenbgmd mea@%etr{é%m&p@ﬁﬂ}ces@&s aﬁ@d dhRASRIRES
conponent,” a user | nput conponent to enabl e t he user
t compgment; aZommunication device for enabling user interaction with the operations

and resource component, the communication device including a token interface, a

biometric reader for enabling a user to input a biometric reading, a communication

component for enabling communication between the communication device and the

operations and resource component, a user input component to enable the user to input
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processor, and a data storage conponent; and a secure
token adapted to interface with the token interface of

t he communi cation device, including a token security
CQORRAARR LN HMfoAeARMAhIoNB: dorRaniChtion ERUR, artd\dp@ cdatpadnent for
storage 5 conponent for storing user dat a. Lser access
tmovﬁmgop@mtan@n@ the ser cSRIQEISE0Te b AR Slordgs cempanentcld a
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ce 0 conmunt Ca

biheling i aGok @it mity@Bindbicht By deheratisgs sevatioh@glepand a data storage
bi onetric reading associated with the secure token in

tAPENTIONERAET SteTIRBUR oty SsaRshesitio Bie apretioph#deQiiee component
qg ge i %5@1@/ \fk%%ﬁ@ .:sier&{lre t & R38R Wil %i(%n 1ntertt1‘ace of the

Ssecurity conponent matches a
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action system 1ncludes a token interface,
bseomﬂiyrcompoaad enatéhes aemabﬂppn@ng h@uu$36¢0de@8$q¢mmd ‘alth the secure

i g%}e C S el g—F F%ﬁnﬁ 8§SRE &in&@otnégttﬁﬁﬁ% bcws ané resource

Q%ﬁhﬁ%eﬁmd an operatlons and resource conponent, a
user input conponent to enable the user to input
comuandsommumication deticofer usg m a feeureqioiiieial Fansaefipn system

diggllpﬁ%s' %g’g?ﬁj {'Inté %:F,gaglgg Ew rg:?1 gpr gblgnsg(r}gel nefr% {H%h{ fBiometric

CRREA ? e omm B ctnednipohedt ff@C&labﬁnga&a;ﬂh@ﬂcitmm betesdnahe
20 with a secure token provided by the user, and

vissraRicatinardegice and ap OPUREONSFEA ASOBIGE CAMRONSIELIIFEE WPt
% %o&%@tﬁo thabit B KOG BbinRnGEH R idrhaRES g 1RC

e Ssecure en 1s 1n ace

t eoeRuhibitRINnf e epdn ddnpntccompumém &ri pmwdmglmﬁrmaﬂmm to the user, a
bi onetric readlng ent er ed gii_lhe user tCh%f a )
PTesRsEen and ad#R A9TaEs SORPRGY TN IPKER éltgfgc&rl%a Ppiaddn intprface

D Q0EEE RO A SIS GRS e By R bl ons
cresdespambangniss the doynnowdentian slocica isgrbrmitted anlyewbet e gecure

Etg}l;%gﬁéﬁtggfa%tdg\%]g}gﬂlg){?l%yggﬂtggfg(gea#gﬁg gq{glgl%glrggtiq%géewce the biometric

%heﬁﬁ Shlerdd’ r%ﬂﬁé‘ﬁéér QAhtches b BIBAME Ekgldﬁ{g asQRef@L AR thePeBure

resou ce co ent accessed by at |east one
ctokeruimi tha bparaticiewand eesoiree lconipsneut tavk erseewstili poqkygenerated by the

TR R A N T
AffIERSted By HEoRPRIOAL hiFesaitte EQ8UHeAE Conponent

A secure token for use in a secure universal transaction system having an
operations and resource component accessed by at least one communication device
includes a token security component for generating a security code and a data storage
component for storing user data. User access to the operations and resource component

is permitted only when the secure token is interfaced with a token interface of the
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readi ng entered by the user matches a bionetric

readi ng associated wth the secure token in a

bi onetric security conponent of the operations and

I ESHRMIEIR R RINENS bicti Area§iap ehieyeddydBe A8DMALRY aBYometric
the token security conponent matches a correspondin
seeding agsociathel wisls i saturd takien in 2 hionpdtusesutiiaompenent®1 the

stored b he operations, and resource, cConpo t. A .

PR e kseBSE ERip ey M 4 ERPIL f A BRIy, e ok security

ORShFneANHaRReh a R ERPInLREVANRBle AR6618ERE tviththakecure token and

| east one comuni cation device includes the steps of

i siored radhnepaaatians aneé rasewisn CoMPPneRt.comruni cat i on

devi ce; ' ' ' ' j .

communi TP Eh o RtsBhe TEbifun @G Werh Biftnt Aoperations and

bicedate tsnp@rdi n@edsed by bhkkast On€ osmmmnhicatidrodevikevincladdsahe steps

the operations and resqurce conponent; . conparing the . )

et IBICEACIHE GrFee P E0keB FH Ry CORHSAINIRNIce; ftpTEg pigmetric reading
[ - - [

o D ke erdd o AP A from the

bedrmvaanicative davicerte the dpetatiohs amd resantcacpnapuohenty eomparing the

bi onetric readi in.the operatiogns and. resource )
c?iﬁ‘ff&igx bifmetris feaf it %Elogﬁ%r@é@gg atGia19A g e seoure token in
S hEratiOkehdlBsdud& oAbhtOR Rl thaf BSOHEE S ed Between the entered

conponent via the co ni cation device; and permtting

usiemetrizcreading end the biooetno néadatg io theysrationy prd tdseurce component,

conmunj, cati on devi ce. when t he cess..code fromthe

SEUTEPG R ACrRT CoMECr o Ok e8P CAECOmpra oy agsource
ndheda d ddnirhghisflon Rvicekad &ieﬂnitt‘iﬂi?uéép 8écatd 0Nke

and resource conmponent. These and ot her features and

aehramueigationafysietnevip itheseomminigasionjdgwicawhien Heecassess code from the

apparent to those skilled in Lt fro .
BR PP B st sl oRlc el N g gggyretoen i
afhd ofeatibnsaed reddudsd doadpovientenbodi ments of the

i nventi on, includingébest nodes caontenplated for .

car ryi Haesegnd piher faaliaen andrpdvandages ohfhelpresent mxenitiopgvill become

{ . . e ; Ce . . " o
AT DL BB A1 A i i
sghowint andrids@ibep éllntratiteerpb@Bmpits iofitherihvemnion, including best modes
Accordingly, the draw ngs and detajl 25 description .
astereplaied ferariaate o the ipyention: sdt il beeaiedofh seiion s

[)?%é?lg o irﬁ’o%(ijﬁcaﬁ&sEf% Hﬁ%ﬂ?&@ﬂsﬁ&:mﬂaﬁ W FloGront the

es a diagramof a secure uhiversal transaction
sspdtieandi soopeuafi the presers évention. okesorflioglyethehlraigiags amd detailed

central operations and resource entit C?RE , .and a
escription dre toabe regarded as 1lﬁ1sﬁat1ve 1n nature z}ild(no res)tnctlve.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 provides a diagram of a secure universal transaction system including a
secure token for each user, a central operations and resource entity (CORE), and a
plurality of communication devices that enable communication between the secure

tokens and the CORE.



30 plurality of conmmuni cation devices that enable
conmmuni cati on between the secure tokens and the CORE.
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di agrans of a secure token for use in the systemin
Figure 1. Figs. 3A-B provide diagrans of a portable
comruni cation device for use in the systemin Figure
1. Fi gpigé JN-evird@™e ﬁla%%lgsr S Rbur tGlentbAhseaR BieAdyk@RSin Figure 1.
and resource entity ( E) 5 for use in the systemin
Fi gur eFlgs 3A-8. provide disigerss of apartgblerrogimunicaionalgyice for use in the
E r]f(::[‘r.)ndu ted by the CORE and a portable
devi ce in the systemin Figure 1. Fig. 6
pr ovi dpjg, & HbAdELIiabraRsid dngaDRREAoho Asd Rbourbeentity (CORE)
S 00 illustrated in Figure 1. 10 Fig. 7

p%@VFQj@éhQS)@tf&lgrfaFﬁgblfelthe operation of a universal
exchan r
Cr anoacl ooy ot PR A S B RS el BY YR'CORE and o
Wble&@n@ﬁﬁﬁiﬁtﬁﬁl@ioé&n tHeIsystémah@ogmml Figure 1, a
secure_universal transaction_ _system 100 i ncl udes ab 15 )
secur eFigok BFpVidet ardiagram Of Passihle gperptipns of thessystem 100 illustrated in
clsl [ operations and resource entity (CORE) 102,

a comuni cation device 103 (such as a wirel ess
por t abFig. 7 providesiachidgram od ¢ apeyatiooof eaufvembq:xohﬁngerssrstem
system ch secure taoken has an enbedded co
C]}ilil erpﬂgpcﬁaql%a éC(glé%W}lV?I'?al t@am%lﬂ% ﬁ}(st%aqc]%lgs e system of Fig. 1.
processor for inplenmenting a constantly evol ving
security 20 al gorlthm an i nput deV| ce for receiving
i nputs fromthe user, ; N el enent .

Each s e to opt onaII : ' ;
o op o5 thRubd Haﬁlaw?’q fssSite ﬁaﬁtr%lé?%w sy, 190 includes a
debadel tolint 10178f S4cBRBE dfAhd§y8Eom, %&eﬁral%@ra@%ﬂﬂ%soume entity
i ncl udes one or nore databases or other data storage

e(GORRY £02, and h compwaicationdevemtlS (sedhasdanirelpsdierigble

stora e syst r L I sors, one 25 or
g@m&ﬂ&% Orgm\g/}l %Sgg fh;@ sgsﬁgré] ing all avail able

rret hodBadhf sevdre €skends o einbedicd $EmPORTLIP (ir&tﬂﬁ(ﬁﬂg hetoeiey
all conmponents of the system 100Q, incl uding
| earepqRent suoh anp arasesrer IG5 ampleseatig acopsiany ateéwmwwy

AR A o RGEHEL oE R s PR by BAE sorese

t elkmont] ®hch secure token may optionally include an LED display screen, as will be

described below in more detail with reference to Figs. 2A-B.

The CORE 102 includes one or more databases or other data storage elements
with associated remote redundant backup storage systems, one or more processors, one
or more communication devices for enabling all available methods of wired and/or
wireless communication between all components of the system 100, including the
Internet 104 and other public and/or private networks 105, and a security element for
implementing the constantly evolving security algorithm of each secure token 101.

The communication devices 103 may be any type of device having some storage
and processing capacity, communication capability, a biometric reader, and an /O

interface for a user. For example, the communication device may be a personal
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reader, and an 1/O interface for a user. For exanple,

t he conmuni cati on device nmay be a personal 5 WO

2008/ 060725 PCT/ US2007/ 074327 conputer, a wreless
RYnifdrea G/ARTE P%&ﬁbﬂ@ébnﬂﬁﬁmgﬁi%niiem&ﬁnﬂlﬁr & Pprtadid Rlephone or
t el ephone or dummy termnal, public kiosk, or
aF@Adedummydamanalepvd:fhcrl@m ot any ck@vy@@apaéﬂe efyieesiving a secure

eivin rlc eadi n enabl i n
{%We é??egﬂ%g %y]é)tnée % ﬁi‘f}%’neé’ﬁﬁ%ng Conatnlé%la%} 1Ng 1 %%q&ég@tem
t&)nﬁ%hfeﬁ’t% Jandnyiasiafi the dsefr e pérfanaddytdestied A@ctidialify using the
comruni cation device 103. Each conmmuni cati on _devi ce

1@ weraiagiesice d GAmtiastcepmapnieationedeyice d (2 finchades a
b(%gvﬁ\’sﬁ@?gﬁionpe?%ﬁém &g%%?ece}@g Q%agée/rﬁse%%eésﬁ%ﬁg r@%rtr%r}l’e Internet
psrowser( opdtha@n@immiiri¢ation rivasdnit;ruge o mont pats @®ptodmeaisfor connecting

Ztggxt]ire%gsygtgg{s,e pora%\;quéé gérgsp gggpg)@ggéérstq g're]t%}o\?fport %{ct a port or
Vgﬁgueys aag{ %ﬁm dl%@élbﬁg/c \éhfé@ugceat%@% it 4 QKR tdikh 10ANghPa

omet Fic T ea scanner,
f biometrjorremter,rsaeld es retivaliscannes dongaiprinbreadsrs veing recogiifion system,

pattern analyzer or ot her ¢ t t.hat en
Yo Sl P Rt P oGRbonrt (g SBoLey bp e FORgaL eation of the
CRRPYLE dbitible BhuRicRch d&EHEMA! CRinhRBni@/INCRTicEY P03 for use in
for use in the system 100 may include, for exanple,
gtbn eystem u AP n@ypmlnmwd:g(ameh:s geheriguniss pencha\sgé, leased, or otherwise

SOy 8 o bt Rep o B YR e Pl evices

afoE Lf;u&e SscNriRkogid 6thé‘ﬂ“t§cﬁ1@ﬁérﬂitlloﬁ |&o aﬁa@(fsﬁus(equmet@andmdual
e an individual is passe enpl oyers, etc,

Vil @rpéssqmafﬁ), iemplapea aic-, IWéﬁﬂli én i ‘éé\!ﬁfl ANSeER 8 KEGUEE tokemanto the
g S % q gqu evarf: 1s ? ﬁa\% cgests % B%V@Oﬁﬁcl%ﬁ %.n& M Egﬁe&%ﬁ:tlons
F2°%h Fq 41 ? 0ACti6Rs eneri

cmgme cgaﬁdrmrbodﬁmﬁ@tﬂoﬁ devivg UnNednij@ietivh wiuthttheum 3 rseeure token.

secure _token. The system 100 operates as folloms

user i Rlaserystenh] W) eeraies asfalioie AoRerHnseys hises heﬁﬁ%?ua? token 101
[%J&rﬁﬁhhﬁﬁtl&ed/év?c% 159308380 2hi ?s ERRIeiBre MiREBLER s retinal

readi ng, such as retinal scan, fingerprint read ng,

veehi, fgketpeind readang, o¢in phdtan sinooretthiér bioreetde ngpdidgahat identifies the

identifies the wuser..The_ conmunication deV| e 0

{¥55hs Firg COURRIGH eM"@%éé@Pﬁ@“%%‘ﬁ’ Oi'%CORE 102

IR [

R Rt ad&b??&dﬂ@% _—

tdmemﬁl@%ﬁntp@ﬁer(t o€ ﬁrpr(E(bEE 102 (diestabdd inaletan hmlqvh wiithfreferance to

255 B i g AT L L8 AR EIER e o
C@EanliQﬁe eaoRE e éﬁlctﬁé SeciRI4BRerb sk 6 QS AAN dodiptsdéle@inBryption and

the encryption and
security algorithm identification process, the user’s access to the CORE 102 as well as

the data stored on the secure token 101 is enabled. The user may then use the
communication device 103 to access the CORE 102 functionality, thereby providing the
user with a fully functional computer with virtually unlimited storage capacity, an

unlimited range of software access options, as well as access to unlimited
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t he conmuni cati on device 103 to access the CORE 102
functionality, thereby providing the 30 user with a
fully functional conputer with virtually unlimted

St RGeS afrhﬁ%ctlcﬁﬂl aﬁ@ Ioﬂ{eq hfadtb % ad esm : egﬁ dw in further

access opt| as Wel'T as access to un
20041 @68 ?éﬁrelﬁﬁél’ foL}Sgﬁk@ﬂ/ QM4 dhimunicatiembatweémthe secure token 101,

s onl L E LR SEERES oo
Ak (GREBHAILS %dd WRReDBY WRSRel Jl@ tIRGfstP € cérﬁﬁlﬁﬁlca&;ﬂ device 103 and

communi cati on device” 103 and the CORE 1 is
etnasyts ¢lgk refides tCOREI1SEO? cmanmn@atmudevmdﬂéBftg e Wispieared tosthe user

reguested, by th t '

daer&?‘ SlortinmYing Seor st en Al el € AL R e boipe he
l(ﬂﬁmmeldéﬁﬁs@ﬁe sesdord RithehdICORBANY fdr@xhbilebsabgging off

and/or stored in the user's secure token 101, en t%

uasrehagingithe sﬂwd: taksdmnif 1t fhem thpeomamyiogiontdexicad 8. Ehels

g?&ﬁgﬁgétfon Vi Cﬁ glt()?ﬁ %gg%varlpg{e gj&r othgrol% Slr“%}n kgthé Qa%% Br%cess

CABIBMnE 8 tHNinfBMhERatldhof tHE1Syste0 DO mhd?élinhlﬁﬁmdﬁwnaﬁvwes 103
103 is then avail able for other users using.the s

piesd @t stom@@@rquqggatgcbwtth the ysgh behmay he ,fqyﬁltglprst qf@ccess to the
?6@0& Jﬁ%bl%ﬁ tnI a3 ﬂﬁ sC&e f'oﬁ%é% 19F glrrgdy zwggmpanylng

ore any Oata asso |ate W th t e user
f sicinletricakading.of access to the CORE 102 mhen enabl ed

o conp SRS SHEIERT<S 2 AT & St TPk b ARl dn system 100
FoBliaes a3 le%%n ?0 fof Yfofin Qgﬁ'ﬁssjagi]atéﬁltﬂﬁl% ds@r an optional
il

syst em | nc es a stor age el enent
sdieplay glethant2 (s swidi aestaacLED sdrednhe qnbfarrv;suahdls;piay rmalilamsm and a

S CamABRes 208c il obies SemE 0l iy “ShBOh e needed for
20 ratibRCordRd &sRhPAROR RSV thd QhnERYf the Bkena0Y widhles the

needed for operation of theé systemand as desired by
t sveuwplean Y1 th hecespitesystom 1A olaeresorithere cowannicatiok dpvices 103,

101,to0 access the s

SO PSSR Ro B R ES Ry Peabte FoRutlaPB dBvices. Data stored in
CORRKAMSay iBEIwle ?érs&ﬂil EStoAABHIR tEbWwasr cTald ©Ren, such as
Data stored in he t oken %ﬁlnclude persona

i pereamahdata (e- abbitth infesmatigie pd@essipormglienh ideptidigatian information,
per 1{;%13{&9@150%(%3%?at%enpfgc&t&ls' ﬂgﬁgﬁtélﬁﬂl’s aﬁg ﬁegéysmrorgla ion, etc.)

catr on’ 1 nt or mat
( aﬂﬁlcﬂhyﬁicl]gid@ﬁﬁptmtdatmeh dswouldﬂidanﬁﬂﬁéed:]hq:aﬁ@oﬁmdinvers licenses,

pollcy i nformati on, etc, and physi cal descrlptl
aspci] SeruRtReardh me@tl%cair% V%T&%’Efgiﬁtfab%%é% LOMEHE %%P&ty cards,

! érﬁle&ﬁg'stypes of identification documents), financial data and account information
(such as bank account information, credit, debit and/or other account information,
available credit balances, etc.), access data such as network user IDs and passwords,
credit/debit card and bank card personal identification numbers, and subscriber account
information to enable the user to access selected functions, products and services

offered via the CORE 102, and any other types of data desired by the owner of the



25 social security cards, identity cards, voter
regi stration cards, bionetric identity cards, and

w@ehenet7ypes of identification docunents), fi nBeDs1007/074327

10

15

20

25

30

data and account information (such as bank account
information, credit, debit and/or other account
information, available credit bal ances, etc.), access

5 eﬁe?t?iﬁagbl;@? a(E:lar PREEs 58T, kéogﬁuég'?ﬁje @ﬁﬁé&%@ ®r access functionality

and bank card personal
|dmmmibyﬂmtwumrnﬁﬁh@@smi@md subscrlber account 30
i nfor ion t ble th r to Iec
f unct i BifsOP @P%‘dﬁgﬁ@' - (o e ?’Qﬁvﬁ& g&am Ig fhéfp eOtE‘fﬂtSéeCtmmc

1841 @&hﬁ@u of 8¢, hPes pRividéalon tieschedosh e
gp??ﬁ 7 WO 26087 060225 PCT/ US2007/ 074327 secﬁg\é@%aﬁy

tmﬁmmaumd@mdd by thectobersawyert such e thiken ovvmr ltdpmfm@pn gHermation,

0@%0 e a{1 gaggz{]c?i%% é{forayai%lfl;@dang%/ é%eﬁ %ﬂﬁvz\oﬂeagata as deg?ed by the
QS REDbEnerdf thelrER R ANistrduRe lof HeaskdrOITIC THA d&¢pldyscreen 202
touch screen, etc., nmay be provided on the secure

tQskidn saayre tokenii Shmay f@rﬁw Brqvifieor SRty spmpaisondeatysg byaatching

tﬁ% %‘lug ﬁ{e’ co%%;?on%%ngﬁ#% %rC({)IQE rﬂ)ﬁ f\x}lﬁla[hé Qlue on the secure
orna or I on, transaction

nﬁkﬁihﬁilon or any other type of data as desired by

the token owner or the manufacturer/distributor

t he t ohkapniiay fafetp}@a@resﬁp%ylag bs é@ﬁlozfgé on gandgy cgn?élétLﬁa@s in which
LRk ERadt Q%rd@nmﬁeﬁgﬁ&h EQ‘% ) floa &W&dré&ﬁ The display

feature on t e correspondi ng
axcoen miay provide tHeQREr WiR awnsmhl reb@d wé bl euthorizdietrasactioas and

10 token 103, A simlar safety feature al.sq nmay b .
HEPEY o BRAiondR F5 g eredl tare Eloplis an] Tgto For pypumple, a visual
Clc8Gtid: dfBlad endblBg ﬁl\é'u@'&%ﬂﬁlé Hedit 881 %0 §dePa805rSHsEs MAGhAcredit

di splay screen. The display screen may provide the
usled balantde. dn thiesagadunt eeritichtion pedcessaifithoetedié dard company’s computer
nsa tlon account infor Qn,to
£ SESET i hE S dalps i relah MRl E R KR o presented
]{5r ﬁ&}ﬁl@éﬂﬁﬁn BirSd, @ teRkdies if frlite®r Tefephbie, Titelet andatitbr

to see past purchases and the credit card balance. In
ttramsagtioos whergdhe eredidcidris petos disct contagthwith thedirediteardj company

Ogg)rlllg% nl ygb:)e ld}e%gﬁdhlgpilﬁ%g%&l%?% elldte tgﬁ{mgamtnlg Gnd §L?Jse(yiently

e car en present

f@daﬁ@gme hysital RaFdsgon ﬂrh&nieﬁt&ﬁﬁlﬂﬁi 4 phiysical ¢edit caddlevice, such as
Tel ephone, Internet and other _transactions where the
o etk logation or somatunicatien devee M¥nt act with the credit

car PR oEO: S ks A cp sl Pl o e
tGORENY2] aral todasute t]npmheftmkreﬁtls a naat, teoogmlzad tkaan phthai thalsystem
EMegg{q%g S%Iflgggqfé\t fgy@g with t%e rblec}rgétll'lc rea 1antgI c%li]legtcred by the
portable communication device, insures that the user attempting to access the CORE
102 using a communication device 103 and a token 101 is a valid user of the CORE 102
as well as the valid owner of the token 101. This security functionality of component
203 may be accomplished by implementing any number of security protocols between

the token security component 203 and the CORE 102 via a communication device 103.
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The security conponent 203 of the token 101 is used to
identify the token to the CORE 102, and to insure

wo bas/06d1es t oken is a valid, recognized token wehUs2o00ner4327

system 25 100. The security conmponent, along with the
bi onetric reading collected by the portable
comruni cati on device, insures that the user attenpting

t 0 acqp%se bh®o&HNRR:, eddiioksh [‘@1 ﬁoﬁ@@@%&oﬁﬁfy &ﬁh Yhi B3
103 and a token 10T is a valid user of the E 102

awntealihg as evdleng algouﬂmﬁ@rc endrypth ell infRenatipd storgdh pr the token and

securlt functi on

TS0 ferBray e ISR ORE B by adi o ReakGyatg the CORE
ProRt 0&&dess REhYEORIBI0Z 1ig alcokiin$@Eivh dEvicE DIPR AN en&ﬁl%d when a
and the CORE 102 via a conmuni cati on device 103.
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ts%g Gl gl%gr%ﬁbrye%] ng 8{ % ﬁ%ﬂrl'oﬁ Yn 8 wg&ipﬁdlﬁg ?ec%glg)% (%Iﬁ[!)(ﬂlgnt of

gor i encry

she CQ)REDDOZ hma Nfsithantay lbeSﬁ‘dﬁSd arnthadaess cpeaasmf dhetmken 101
the CORE 102, thereby acting as a(%atemay to

10g insklled 48 bptly the securiyreompengnt203 of Safgkene Kl %}4 the wr&f‘épondmg
300 SRR E L AREN0R, TIRSPURY o QALY dbencrptn

g onitiein met}ebe $@cuuimple, 8 stresp{]uyeqnﬁp cmﬂteofdenhﬁca:txmhqmodeﬁﬂsuch that
and a correspondi ng securut% onent of. th
foe: el Srcion i CadaELy DreYRt (SRR of the

10 Becfity Ofdle! AREQechPily al%&qlthhpéfaﬁ ek @ﬁ’cr&ﬁtl&%ﬁhﬂt&h@a stored in

sec rity coriponent 203 of” the token 101 anhd
dhcs@$pnmbmngn.3ﬁcummnmumoa@bﬁ®nmlﬁkscmgeEQRElQazheThe

?f%?}%%@l 3R By gﬁi%g%@%jogt g@%@ flkid0 & SR'CORE 02,

i dent i FHieCAddrRRmRS SGRaRdSHER deb@ity cORBbnd@3638f bken 101 upon
character s transmtted separately to prevent

iinsestierepfi the token 19 hanto g saminumicater devies/ 1 (oand, sulpspguent verification

S(ftg# elaloﬁg%}cgro%dltggiﬁlﬁlgg¥ (;)%31 & fl)fep écrr?a%le JOm Jonim ca@ o% device 103

hedweasmite b?@l@éldfcﬁnﬁlﬁiﬁeﬁh&ﬂ:ﬂewdehe_% t€ tHETTORB A0 d6r Venﬁcatlon
devi ce 103 and the CORE 102, and all data stored in

{WeorOricaonn ofithe FienegisAdin Byitke Q@&E\ﬂé}@eﬂlel agapiflem stored in
SEEH, iR Lot kAR S LO9PE Eop

O a conmuni Ca
sitihsdftieg tn itgtidl facess tate chafactehao bihiohethe GORTE agtiurity component

I nput by the user of th ortabl e cq ni catjon device

roSPonds ith i saemdaceess 59a HETack ATIGH 106 HOHEYY EampgRsnt 203 of
t?kér{]l CRondd%ith Aehi g@ EéJeEsC@Jd'e QRaracttP ARd ¥& 5 Fnifth iiADaccess

of the bi y the CORE 102, the

nmetric readi ng
adodeiid éxichargied betaveen tlﬁi()sesmdiyrcbmpon@mqmﬁthﬂ tokzﬂil 01 and the CORE
co icates tp its. E securlt

FEFAL £ GRPBR E A T CAE G 8 R STALE PR f secure, as
Whé Q&egs}"&d%t%@ﬁlﬂﬁlli ¥nteRADYIES iser. Because transmission errors may

occur between the CORE 102 and the token 101 inserted into a communication device

103, the system may be designed such that each security component may provide an
incorrect character a certain number of times before access will be denied. For
example, in one embodiment, failure by either the CORE security component or the

token security component 203 to provide the correct access code character more than



responds with a second access code character, to which
the security conponent 203 of token 101 responds with
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access code is exchanged between the security

conmponents of the token 101 and the CORE 25 102. The
access code may include as many characters as

NGHESWHI ﬁésﬁlf)lrf@ﬁﬁﬂ bf ac%@é‘sl’tB fhe GORE! 112, 2CHREM SIRLR nhay be

not manually entered by the user. Because transm ssion
eparrmedaheregt thetCRRE We2 and/ hleth@SRElrel@llela hefl ISBu?StOcR enmore
101 in erteg, @. nnﬁg o devi ce .10 t
Sl iy e B o758 Vi e ST Al 8erates a new

Alcod@ndod A BOREacckCRHE aCdvetNalicadtRil actess to the CORE
certal n nunber of times before access will be denied.

FHP2 130the xekiepl 18] viaw envemumipdfiinanice 103i | ure by either

t he E se C

conpon ecureztég&{s 101 r%gl{}lpsg N§ ﬂ-ﬁ s%tg{nqulg)((:)trﬁé}élg%gg& il ddng%ultable

chafedigl Slichm fn(fbtﬁlhp\lﬁsth cOMb NG SO 6 ay have any shape, design and

PCT/ US2007/ 074327 twice wll result in _denial of

alosadeoipwshansd, rockapgulapcard, eig kuiiableercytoning datpas Jescribed above

r n

Bl B YAl orp et 2H 2o Blind R COREG2 LRI

clumirahiestion ddvice d 08 such d3en RO of & powgjabdd gnnmuimnatgmﬂavame Secure

a new encryption code and a .new CORE acce cod

elpkeip 19 cpaslag ppnufectsd i e RS ek ‘b‘ij‘ Frredoaher

llQ%’IltY bR Tigk' rUr(f@Jg' H%%&irﬁl‘fé&@re& Q?’hav%%qfléltffﬁhg ﬁ%arlllgés Secure
e’ln 'syst ém 100 may be nmmde of any suitab

nuakars %)) mmm msludet &IPS lotatst ormtherdogation meniteting de‘amjto

e T BT e e b e et BE R G B s i

dgpatibiad vARQY £perdbd @aﬁt@ {10856 thd et Acophiimefion device 103,
el enent 201 and accessing the CORE 102 via a 10

cowhana parchbssckisgite ocaie? childh Aepanic ptfosmay ey bepyiogided on the

conmuni.cati o k 101

e Eflord s o bl yrorde St Bl Siepal o may be
Ofradkb BY the 1edéd. f yi ng mar ki ngs, or may be nanuf act ur ed

to have no identifyi n% mar Ki ngs Secure. tokens

01
nmay al A8ditigeal seirisy Eplyresguay also be insfuded in 3‘@'&?‘?"6?1 foken 101, For
e I d
B AR QRO e Y BRIkl Boddiflat may be
i xutﬂxﬁqz?dbyalﬁe token 101, éri exhmplepehson punt [rovides osaduee token 101 to
user. of a connunlcatlon deV|ce 103, _such are
seetildy ip othep sifations wyhigh limitadensonihe P%ﬁw"f?fé? ngot E@ﬂ are
p QYbdeth 88h siGatiohQ WHRHT Rleh Qe BNy glrﬁgg}nEﬁe@%ﬁlrﬁukmle access
e user to send ani energency Si gna at may be
tleadkﬁff dymglésechoctaker 10]Ad“ehrtexmnp]le meaccmdm;cefve&t amees

may al so be incl uded i secure toke r .
m¥plementat10n, a primary user ﬂas unlimited access via tﬂe secure toﬁen 101, while

one or more secondary users have more limited access as defined, e.g., by a transaction
value limit or type(s) of access allowed. Thus, when the value or transactions
authorized have been used up or accomplished or access limitations exceeded, the
secondary user(s) can no longer authorize transactions or access all or designated parts
of the system 100 using the secure token 101. The primary user retains full access and

can reset or reload the secure token 101 for subsequent use by the secondary user(s).

10
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val ue of transactions that may be authorized by the
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secure token 101 to a child or in other situations in
which limtations on the use of the secure token are
desired In such situations, security neasures nay be

i pl enpy ﬁedZIWHé ctS4h bkhfle @P& &&tre toRUE! 61 (ﬁé@.fgnafofshsfégh System
secure en 101. For exanple, in accordance with one
2800. nipltesembadinomt, the mcum:aolsenus eonshrastedm # pdin shapedrEng an

BretabaBRet ) b e gnelt el Wiirfle ARl fER R Tieral e
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Thus, when the value or transactions authorized have
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e XSS eq%i%gf ({35‘ Is n'%rggftao@ Sih¥%n %?ﬁ&gaﬁ )LEif%l:r&?l i n %%ctrod(ejs to enable

rons or CCess a

p@dnttz&:t afk elkcthibgl cothantalion busicsg tHel”tek@ﬁmlr@dtaQiOﬁﬂnﬂIﬁdatlon
The primary user retains full access and _can rese

r &¢vdeedl Brrec pevisied in Bledhm of tyoronsemsse fgh03,ad Hp thyjgurround
of
p%‘gr/% ij Vi J%‘}%g ;}tel’l?éﬂ'lgalx)gh% %Pegggﬁ@égltzéggsaZr?Sea)?g 20 may. be aformed as

Setring drolahtht @intee Sogr20d@n elaslemdel ofths tdésin siléiﬁ)that both lelestrodes
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SHESEPIREYidg- byrside; ‘ith sircuBfesSr 8f thsriokensl 4t (& Wégown) Inan
antk ARAE Bibodindith 39& RKERY 61 LFhmBkEehe@WirdIRY Hithithat

cannot be accessed w thout destroying the conputer
cturmpmuricatéont dexiced®B nfo exariple,arsing dindraghenaydrapsmissions, such that

hi | udi t.he. dat a t
o Biefigtes B pBanameics Rt R AR e Ar ok BD T ) e
LEI R ahiR i@ 2riced08 G ERHESadcesseh &l COREOMDALS the I%Gmmumcatlon

el ectrical communi cati on between the token 101 and a
cdememi@Bat i on device 103 are prOV|ded |n the f orm of

two co ntri r s 205.an e

centr aﬂ1 5& i r‘gél?t %F‘i“é‘? ﬁ’gﬂl \?%12 qoﬁt %n &{% exemplary
2Pt 0HindRde R Yedufity Gremdt Wbl&@le@ﬁﬁnputﬁ!@ t}&r(CXDRE ltOB @s authorized
central coin 204 on each side of the disk such that

bby theatvener pHihedost/siodencsepirs éekenil@d- followpd by Hiedssvangepf a new
f Q
SRR R s e it O bR in 8 CURE 102. I an

V\hll‘.e@hz&ii&hMpWrﬁdﬂtdtlbﬁ a GRAM4R ibe ddsuehtvetesr mere s6@yre fakens 101, one of
exa using radi o frequency transm Ssions

t Whic 1ﬁBr0é(!¢9étaF 8dadkuprthaficar pe 6ﬂ§7§re@d}l theosentha S’E‘G primary secure
r l%g;glll Eselgstb S&E ﬁaﬁllé‘%e gtge h }Q]an grggetﬁéltatlon the OCW(IJlSrE of the lost

omvuii cat’i on devi C to ena ess to th
1 §2usd takérhE) Icmnsnigoito atcusjmneld@vvlcelowﬁan torobtame a ee;ézmement token.
gzgto@%'e?ﬁegﬁlg{ysfegtgﬁeergaylgg' mllp Cl’ll'lgl‘ﬁgd su%%qﬁag%gpe%{e

access information, such as a non-matching biometric scan or incorrect password data

de gy SF incorrect

may result in erasure of the data contained on the secure token 101 or/and permanent
disabling of system access using the compromised token.

With reference to Figures 3A and 3B, a portable communication device 301 for
use as a communication device 103 in the system 100 is illustrated in detail. The

portable communication device 301 includes a token interface 302 for receiving a

11
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i ssuance of a new 20 secure token 101 and new
correspondi ng security conponent in the CORE 102. In
an alternative inplenentation, a user may be issued

t 3B ol ERI1® 1 S EMhRIhRKENSmMBle 309 Bor@habliMpl cobarm$nications with the
provi ded as a backup that can be activated in the

e(\‘/@RE wandmhmnpmumpsrs wish theaiser ofitherdgvsed Yt a biamagtapreader 304,

SRS ol e 0BT TRLTRLS &y D e 37,

S£hisét Gput Sadd 308, b SfticablNpediphe] @sedee 309 badheas.spedkers, cameras,
Anot her security feature may be inpl enented such that

rédpeated entry of incorrect access information, such

as a Nl GRLEMNARL O ELLLE AR liaBle dRERE ‘Ee%%fvn%a%&\éﬁfe%ken

data Tmay res In eras ata conta

t 108 sdestablishiken cdiitction withl theaeome eokien 101 sabtabiegeonfmunication
system access using . the co ron1 eg t.ok

PG BS ke D b aRe e AORAGDBBIA e fitpenflons well as access to the
CORTUBGFh Hf%n[ogé?lvi (ﬁeon%g %ecfuﬁ'iy Ig%cHﬁ%a@ébé"en satisfied. The token

communi cation device 1 e system 100 is
| intenfate 302hay inolietea physithleconpantivabkeveen nﬂmlnkqat (loand the device

devi ce 301, incl.udes.a t.oken jnterface 302 for
it B e 3 MRS D BUST 0D TGy iz face, for ensbling
SRES S0 kR tOtd iRtHeBEANI0E 3hi F6Y tf@@l‘rﬁtﬁn @é’taft@fhe token 101 for
enabl ing communications wwth the CORE 102 and

chomagni cations with the user of the deV|ce 301 a

bi onetf,ji c reader 304 305

o) enentiegsatng gty S HERT G EBm Bt gRiRy 30Fmay

?}dee Intbef arldBlephéiRMoaectid iy using “@l&ﬂlaﬁ%k Wﬁ?l%[ds@&ﬁﬁla&tlon
evi ces 309 such as speakers, caneras, 5 etc

trmzréﬁds, mecdy #s it g zeHlpr tsehnolgeys ROTS b‘p@nwwy,ﬂ@ble« modem DSL,
I Vltaﬁte of z%rﬁluc{t nqgtﬁgd a 9&1&1@@ &ﬁﬂlﬁ tveen the portable

connec e secure 0 ena

C@iili’iﬁdﬁm@zﬂidn%wcb g0Masd tHefGORBK 62 aﬂ(ﬂ)&thaﬂehtiti&e aQﬂREed 632 the user
via the device 301 as wel]| as access to the

stdrib goqondange vithitbe dasten ofifbesysisan 1 9Q yF ereéF’é‘Elﬂ’ @ ‘Hié‘%}lé’n to
gﬁgﬁf}m Gt I{Eeagcesg—r}ﬁeh e ﬂnﬁiﬂﬁlﬂt{ CRvREZ 0T a’ aﬁﬁ] tiHl&ion as a

connecti o et ween t en 101 an
dellutze teléghdbngrpaptr, FBW, lext smepsagigaysiemnbel/ frqmeyids otier as

a radio fre terf f bl t
i thaplitE st by e 85¢r0 18k copmgiatpe e dn S ey fgo enable
dn%‘fal@ oth@ %efe@é‘&ﬂm%gﬁlcgt%n te@&n%[d%?eor ot h& R fRAdtiRBlity for

303 of portable conmunication device 301 may
%epsmr\afde devicer30ét and tel ephone connectivity using

wi red an
’?h 18rrnetvrm‘10rrga|1 er§0 %1%9%“ for example, a high-resolution digital camera

that functions as a retinal scanner, a fingerprint or vein pattern reader or such as an
infrared scanner or touchpad, or any other device that enables collection of a biometric
reading that may be transmitted to the CORE 102 to verify the identity of the user. One
example of a biometric reader is a retinal scanner comprising a camera that issues a
movement command generated by the CORE 102, which is visible only to the eye

being scanned and is followed by a flash. The movement command provides

12



met hods, such as wirel ess cellular technol ogy, POTS
connectivity, cable nodem DSL, WFi, satellite, or
w@roososdtes net hod avail abl e for comuni cati ng PET/UE®N7/074327
the portable comunication device 301 and the CORE
102 and other entities as desired by the user and in
accordance with the design of the system 100. For
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f PAHEEs a retinal scanner, a fingerprint or vein
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t werlapentedrpy the CQREASE and is foll owed by a flash. The

noveneqt . & . : _ .
o) Lelhss SRE Beue 91 flep b diplad dBRERRMREPprovided as part of the
r gdriabée ¢osnrhwdieation demite 8HeE of has port tueablertbe iiseako cdnmscetrae

to elimnate the use of video or television |nmages .

L PR R BRI TG cRHER, SiABRen O 41Dt GERge by ity images may
15 Tﬁ@di@ﬂﬂféﬁetﬂ th CRRPBRCh HEBMpFRiEnGition 2R c AIEBIaYRBk¥N a§ display the

movenent that wll notHPy authorities in the event _

t vedue ofithe tasbiransedtionsand ghegser’s @acesadt balanseap b yeBingdpierseqyity

desj gnat.ed | i.m.ted.ac s to 102 is..all .0 or
PR Gry e EERTaT oy, ap el ok BlFdaife a9 oo be
tRlBhe conmuni cation device 301 further includes a

processor 305 and data storage el ement 306 to , )
f aci | i The esetr hwubgeviest 30Srimapbe ¢ keypgd of aterdata entry device provided
communicatio devi 301 Littl

20 RIS SRR ISR 3 BB Mg oo g
I @IitaRiEdrd jes/bbird ahd Redus€idahteya, @ftoddhaceenaoudapima voice
device 301 is controlled and inplenente by,tge CORE
11FRognTHeN $hstep with @anickaphgncz oFAYY pfaerdeyice ya\yhlg thediser may enter
%ﬁ&ﬂﬁ'&mﬁﬁﬁ& 'tt?ei&%v?c% £ tlngﬁt deliRtes RRY LAB!iklude ¢ credidebivbank
conmuni cati1on device 301 or as a port to enable the
usd réadeG euvhessta raagnetic card reader or manual entry keypad, that enables a user

25  to enter card account information. The card information may be matched with the
biometric reading or other security information to insure that the user of the card is
authorized to make payment with the card. The communication device 103 may also
automatically contact the card authorization system via the CORE 102 to insure proper
authorization for the user’s transaction.

30 Optional peripheral devices 309 may include speakers, game controllers,

musical keyboards, and other devices for use in carrying out functions provided by the
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conventional display screen), printer, scanner, or any
ot her device by which imges may 15 be displayed to
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may di splay the value of the last transaction and the
user's account bal ance as a redundant security

feature to insure the integrity of the system An

a@@R@ R4 1t'hega%‘{t'aﬁl% cg%lﬁ’lllcﬁﬁof? RevilL QY. qggckn-lr @ys’t&ﬁfsrfor the device
i nput eV|ce be keypad or other data entry
dﬁﬂhneypmmbcngdukﬁo as part of the portable

communi,cati o Vi C 01 or as tp .enabl e, t

Gser (On HHGpIeioh A goReln s BB s o A ey 1 Figure 3B,
CRREd HiceB 1 Qﬂaﬂde%cartSEéh inferfaBdl§1Bt FRNfor KR OE an LCD display screen
recognition systemw th a mcrophone, or any other

d&\7, e &cyyoanhishgantrepadsids, anaa digttalrcamiers thetserves as p metinal scanner

o1 B (R oo R BB B iR g an

CappeoigiatalizeQf iV inkhles BR WY incByRtonet Hadtiné) abhey have any other
user 25 to enter card account information. The card

| dimsnsians rronfiguistionas desued b the usreandigr Shesysicen raplamerger.
of het i8Rkt to bELITRICORE 107 HSHE S IR O3l include a

csetakity Componemuol CaprocdssaeMRe @ ddta Stonape cddnsent 403 with a remote
autonatlcallg contact the card authorization system

vhagkymeys %zmtia ORYRHECAYOBHEIMPATPHIH zat i on for
the uspge &c 237 g%e 4o§9n hdigaad peL gsm£ %&1@&%&@

309 may |nc ers, me cont ers, si cal
k@ymxarpdstpcdmdimgtahavokﬂmg a:lgmthmrto usdch an ezs@ﬂ\nyg algouthm stored in

funﬁtlons roiégégdgéﬁéﬁi&fkﬁggﬂﬁgqgggtg %SZAQasweuasa

C&Bﬁk‘ﬁ‘lc%ﬁdﬂé‘v&ﬁi’daﬁ@n SChpordeRtinan@caved tﬁﬁﬁetfrférreéI&l@g data collected
device 301 may al so be provided. An exanple of

pb)r ¢aab cemppwinatipe devien] Gewitbesysem 1¢0 prdomptdhet the received

ce- 301 i ncl udes t 0k t
S s Ryl GRER LG T SAFMOEeH o e iy ToEpaE T may
%dﬁﬂa‘ﬁb@@édﬁn@i‘ﬁroﬁﬂﬁﬁtoﬂ&ﬂa@gﬁ,s’t&wdﬁa ¢H Gk lsdter 208 it lidiag but not
serves as a retinal scanner 304. The portable

climiterhiocdatGQRE de% fiem dirqcticemmpaigation Wity netgriesych ay 04 and/or

a

o TERG S S LG DR ik M8 LRGN g cvers

cﬂaﬁelgumatuﬂmg s notslfhit@bioley etyigedesHrdaard @r pt‘d'@alﬁﬁ&teeﬂhg the
inplenenter. Wth reference to Figure 4, a ?

fstems 0 ¢ thﬁéllsly@faéﬁplz berwiesy tqgﬁ@? glgments 131%3‘1‘%’\?6119“1 ¥ hy manual

j&@gﬁg ﬁt a processor 402, a data storage el enent

8 renote backup system 403A, and a
conmunTlesgrocsssorcii2and data stéfddge components 403 and 403 A are used to

implement the functionality of the CORE 102 as described below in further detail with

reference to Fig. 6.

The communications component 404 of CORE 102 enables communication
between the CORE 102, the communication devices 103, the Internet, and any other
sources, networks, etc. that CORE users wish to access. The communications

component 404 enables all types of wired and wireless communication methods needed

14



The security conponent 401 may include a processor for
i npl ementing a security protocol using an evol ving

W@bk@snsd7ein t o mat ch an evol vi ng al gori t hm st or BdI/U82007/074327
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each secure token 101 (as described above with
reference to Fig. 2A) as well as a 15 bionetric
readi ng verification conponent that receives bionetric

rgadhitde Batdsicd AfGiRdlityRdY 1RASRIED BHBHUsCRIILRR a8 satellite, RF,
103 in the system 100 and mat ches the received

bWalie POITS, arat ethevi dcomnokatication oradhbdsor each syst em user.

The segur j C nent I9_a securit

or ot ocsteply) BRSNS CORKADE Py ek ebed by g gt

| feleltdsBudtitteditFigdrt 1 4 dtribatddySteiiio fhe@vdrk e dhhpiget or nodes,
conmuni cation with networks such as 104 and/or 20 105.

Toriagy wilyer arshiteetarcdhaicay baysed te dmnlemept the dimetiengliy oh the secure
gu%%{vc%%aﬁ]gr:a{elsga@tiér? Le3|</s¥er111 3L BYE] Nereift] €MENL, i nCl udi ng but

_ ery prece of data and/or program
accessFiggretNgroviRlys s amclioth] divck adgrah bf thetcemainications between

bet ween tagged elenments i s allowed only by na

par Arwrersiichidhe mtenhdD PlugeaesBriigob asgr 34t e Itl%ﬁfélgfsﬂs a
CQIRANALS o 3&0%”&%9%@@0% 61%%2? lgg gs%éh E@éﬁ%\})f ir}?step 502, in

functionality of t cri bed belo
fnespidnes todkeprandptthé hser eptbwravicmetric rbading §ich Bl @ retinal scan or

communi cati ons cqonponent. 404 of CORE 102. bl _
Rl 75 iR AP HEd Beftie PETUFRBIoB S £349 B security

A foREntdd3 o fHECOREEIPDC n sRPB08NHe KBy conPIneRS403 of the
net k at CORE The

rks, etc. th users wish to access. o
COORENI 2 4tansmits 8onfoorapom efithe binesria bdadingdb ithe gapergunyeation

i red d.wirel ess comuni cati t hod eded .14 WD
AR PE TR FopRgRn: 104 Tl Hiesiuly falponent
fapcsfitpd@chietoRdn 101EnRME:s 8 prob&h ofSbiaRlingthabecesdddd@ by
satellite, RF, WFi, POTS, and other communi cation

nesmiTouisicatiugt vaith the se¢veity aereponsnbd 0k ¢f the CORE BidRAa

maybe per.f or med a gent.ra .em j | eq.. |
regtmuR il e 1033 ERUDR, anebE Wi Bt i 21 o oo s05.
Othe RER#EScodeds Obtamdy, BbhRCeR 6 el @t U0R fiitdibnalAan idxsabled, and the

used to inplement the functionality of the secure
ustiev & CORE sesaing semisiosy lleenaayisdtivagbereeen fhe (PRE 182, the
5seBﬁr%‘{619e%t3105} afnﬁ Qﬁ% éo%ﬁhrﬂ?%ﬂ)‘ﬁlﬁegic@%ﬂ Od I'}E)?ed during the session.
communi cat'i ons bet ween e conponents of the sysgem
1BGtdp 3065 tHedt@tichinsebimnty algorithm swikiph H0ihstallétein(S@RE 102 and the

S Sl S 10 A PRSI blheghen 101
{@ggﬁ]ﬁg&gb@ﬁ@s&g{ %rg&é%ria% 4 ig%g%aglﬁwgl&:e% R0 9REY thé user has
successfully logged on to the system (i.e., the biometric reading and access code have
been successfully input and accepted by the system as described in steps 502- 505
above). In step 507, the user transmits a function request to the CORE 102 (for
example, a request for access to certain software, a certain service, a certain network
site, etc.). In step 508, the CORE 102 accesses the functionality requested by the user
and provides it to the user’s communication device 103 via the CORE communications

component 404. For example, the CORE 102 may download to the communication

device 103 software requested by the user, provide access to software programs stored
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fingerprint image, which is transmtted by the
comruni cation device 103 to the security conponent

wamsneo7ehe CORE 102. In step 503, the securi tRCT/US2007/074327
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conmponent 403 of the CORE 102 transnmits confirnmation
of the bionetric reading to the comruni cati on device
103 via conmmuni cati ons conponent 404. In step 504, the

SEQYTH WhFPIR CRE 182 arPéhaBle thOBsct 86 tdethé SdBard @dnning in the

initiates the process of obtaining the access code by
COORENIOZata thg waprf heanhreuiedion; deyice d Apon@nevidoa lik betrgen the
CORE 102 via, the o) nication device 103.

dotEp BEHonRssE 0T AT R Pk 3l BG8e DRViqHR requgged by he
5085, Intsh AOCBSUsEDnpl&eDit dedid funtddhaltty @88 $nitigtes Hivg-off
Core 102 functionality is enabled, and the wuser's

CoREEss stsrmomasdhatidssesapn. Aldsagcagiatedns medifedby thsaser
%ﬁl JtQLZSngiQI? “;é@ thﬁcg gw{%f&ﬂ?@y $0d0fYn HRECORE ltO ,ein the secure

conmani cat1 on are encrypted during
stek&i 101, or bathséralelHan as tésired dgiid wsat arslaniniatgordance with the
algorithm which is installed in CORE. 102 and t he..
saetationpgraateters of thequsemdOft For exagple dfthe userigs upliged a software
;1%8 NGeRGEMLE %s‘hsglll( &da &wﬂln{eﬂt, H10€edod@tid 1 @his B8 fnay be stored
ep to generate an 1dentical néw access code after
tinehaiSORFhHE, tleusecwes $dkghl191) ardgtdand/ortio an krtemas memory device
(i.e. ,ﬁ{)he bi ometrj c.read. nglzggnd access code have, 25 1
proBReertodhe FRPIMpicAtoR dsviee 100 SEH &P BYTPRECAY ST aifehiocal or
de&fofd 6oty it @Por eR&mple ObcorfiAd@kceské &?&HE fhe t he

user transrmits a function request to the CORE 102 (for
ecommpinssatmnrdeyiged 03 boby thedeQBE2 viar the comawhioatipenetyork, as

atepbedaed fy e SR B Rs S P R e h gl Bscauent
r CORESEIDYIntskp H19ethe uBGdoROEHrESs istcohiplétbanisSe CORE

conmuni cati on device 103 via the CORE conmuni cati ons

3Gsdemisonmateds du stepdi 1ehensr scmeves thoareuredokepghpl from the

downl t h ni cati on device 103 software
rcé)%%gl?algﬁl y(fef’%gqggg}], provi de access to software

pr ogr as® aBérsee ofkBe WOuRBABHAGOTRSrRET I IS0RT B DAS 27which the
and run within the CORE 102 and_enabl e the ﬁser. to use.

t GEREQO2 piael dhe sepierigkannl G pentapscihe same sqrugty #goribmy -Wilerem the
. . . . : Ui

AL, 18 6ol U il Ry CORuPR B e ke
SHI1Y iwten (et Bigs bEGnd aftecthbjast bele saqence has teep px&Dgd. In this

the user conpletes the desired functignality. an

| iF P be SR AIa 1) CRRBLELE T P AE 8 Pptgfinal code
?ﬁﬁé&e" All data generated or nodified by the user

u

Ing the session with the CORE 102 may be stored in
t he CORFel@®thérraltetnetivesagnaty methed tHOTORE seputity, cogyponent 401

P 5 S550 Bl RSP R b B BTSN e e
RO @ vih botBfinkt286n Badcd 03 ditRElugorSictssafu€user log-on to the
system or upon user log-off.
CORE functionality that may be implemented using a secure universal
transaction system (such as system 100) will now be described with reference to Fig. 6.
CORE functionality may include one or more of the following, as well as any additional

functionality desired by the users and implementers of the system. In some
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program and created data (such as a docunent, file,
record, etc.), this data may be stored 10 in the CORE

waoems/oedies secure token 101, or both and/ or i n BEI/US2007/074327

external nmenory device connected to the comrunication
devi ce 103 such as a nenory card or other |ocal or

renote nenory device, for exanple, a conputer accessed
ifpfshdrtatihs bPhe SCQRTMRIVERLT PRsARBh SFutdf el sulM ab 11

CORE 102a1t/5|¥1% tﬁlg SConmini cation net vvofi, as Smay a%)e £e;
demisactign loy s¢riiee fisos mayd ecaudyh@ically elsggddobyt vareus antaidsyfor use of

the user_ in_.a subsequent 15 session. In step 510,
DRBOHS Siteph B RO RIOE e deCest S SRR T SCRRE Provided by

SRS§jsmtermnated. In step 511, the user renoves the
secure token 101 fromthe comunication device 103.

An al tRostabfiingtions: A hesuseenivérsal trapsagtion systams suchtasgystem 100 may
Fi E\L,Jre 5 ist one i n \I\@i ChtﬁLhe . CORE,.102 and the secure tal
FIREHS IEE LSO R MUPHY POSRESTUET P S8 PESPT 1oAY HRATE Poste
tigbsited) calr@ ety Bld! Bhdditise $€bie émbddiResttTBhSERRM 100, postal
each device (CORE 102 and secure token 101) when the
Jgegtionalify ipprovided sugh that eagl indiwdual 9aé culely uefsienpd g unique postal

S5, B, L9080 R 65RO I gions

executli on

sl&guad apdaté theyptiysiasigiostarl dellviesyr alirdsy er 8eloury inforritibadssociated
the CORE security conpgnent 401 25 generates a_new

rgheths catiye Ths$nBicy Pyt iealiygrmems, Bregastib pouting gpde

t : : ' nimgat j '

PR Sk SERio oty AN 18R o P Ll et e posta
wperatinsecentay yiaotht CARIREO? tonartdioa &dttet for phstingiraseteen the postal

i mpl ement ed usi.ng a secure uni versg}lxl transac&(iﬂon

QPETAIRNY QTR ierdsUgS p BRIIYD BYSUREI LI IR hcleliers RagkBRTOR T ther
e5iBhE e donrtddDy the posttl dEREy kbR e a8 @liolatiBRY debits the user’s
i ncl ude one or nore of the foPII ow ng, as well as any

addiunit Glonexdmple tbaok af ¢regit/delsit acsduiyy fartike appdicablapdstage cost.

iqpl ementers of the system. |n so 16 2008/ 060725 .
BB Gncos S LR oo BREE e pdersaiiyl postf Rutng

WaHY, 8RS AkipidnR 2 fdul POstabBLeR cdREeBoth i@&;tif?i@? Rligits if

transaction or service fees nmay be_ automatical l'y

cleeesged- Blre vedd mag benpravided onithy mgdimgdly coymuiessick ps theongh a

functjons [or for ,acece Q the infor '
PGB IpRY ebloreRl AR TS bl BB TR oG ted on

Angrally & AeinigitsedeaddbNfoaai).on system such as system
100 may provide access to conventional postal

ser vi d@% exypplp, ausereedes’s 28] (péred BB Posialapsrations computer as an
address for Prometheus Corporation, 9500 Wilshire Boulevard, Beverly Hills,

California 90212, USA) and a destination code 039276 (stored as Byron Blake, 301
Park Avenue, New York, New York 10022, USA) may generate a unique posting code
352851039276 (the sender’s unique postal routing code plus the recipient’s unique
postal routing code). If the recipient changes physical address location, he may access
the postal operations computer using the system 100 to update his address, and the
mailing will be sent to his new location without any change in posting code.
Additionally, in one implementation of a secure universal transaction system

such as system 100, the system allows a sender to transmit documents to the postal
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websites, courier services etc. In addition, in one

enbodi nent of the system 100, postal functionality is
w@e@sieees such that each individual and entityPCEUS2007/074327

assigned a uni que postal routing code, wherein the

entity may access a postal operations center via the

CORE 10 102 and update the physical postal delivery

i nf:
SRS Qb Rer R RURGS REHPEIGH B i, 'TRE scoure
wuriivarsal prassaation systanmopay bd émplesgatediseasthof a ¢drafiechhdrd gopy of a

IR TR e A
| 833Y GlayfLfive®e kihg dayii@h§ildtatibe wefdkile, FURREAYtOHMay be

conput ér issues a unique posting code for the letter,
pargitengentest sush et thesdasninkints gre enchwteictampiegnbiccessdy postal or

post al del.iver ervice and. aut o i cal | i ts .

(0 By SR Em R E Feriht s R SRR bl sl TR Byl recorded
adiflQiétirbnicioctientaP PA kéoakd Glogedsdedee neeBsnical Phatinginftiigackaging
posti ng code rradv?dl ncl ude, for exanple, the sender's

LEYSigmempy B¢ providsdtvherein degpanentsyyre papicgand sealed jidgligery

p r ) tS1:d

A Bl P 9:E808 R BMIRE ARIREIY bR iy
canpluyes, is privbntad td mamtdgh i coffidanialityesf-the deduatentsarA digital file
code or | abel or by hand e.g. , witten in_| ong-hand ..
oRdrpeqrd e SeReRAIRs $raof ondeltyivpisead thessrdasngay access the digital
" QR Yeco si@ﬁ’l%hﬁmﬁidéﬁgﬁ d&qg@(e%,zﬁgé td S8R &AriKBation of
t'he postal opetrations conputer as anh address for

Richivertyh €lesti fGoatipo patomfirmatiod) 0f dwdustent deliBeni menaldo be provided to

Bever | l1s, California.Q0212, USA d
& st e Sperunasenotber Bird pacies s s oaBiveendaios s
Park AvgRERitieNaMl S@iIcKtiod¥e Vet O Sourd Y erd@Mtransaction system

generate a unique posting code 352851039276 (the
swbles Systamm il ouim Figst miay fasilitriegduentionbly storingan the CORE 102

recipient's uniqu ostal routing, code). 1f the . .
€ RioBA! soTit B ] o ERFBER soppneliayig qucationa
Aasiaaes shdheasReBdoM. iAalte, uUPRErsRREJE. EUsdtS iiag abés the educational
system 100 to update his address, and the nailin

wiofiwapreanspprtiqipath inselpettonioeducatimmaltudigeby asppssiremmg & QIRE 102

X of?etrinré}g vf:aoa%?'co%gmé%jalltig%l ﬁgﬂké ¥(’i)3 ﬁ&%ﬁg'rlsgwrg Hﬁ(ﬁfl 3b1 OPhe CORE
0? a Secure-unlver sa ransacti on ys{ em SucC as

Syt ey 4188 endbiterealysine atdebd PVEluatidaBderering, $ucans five and pre-
docunments to the _postal 17 WO 2008/ 060725 . .
PegordeshBiges anhiaptio ProgERT: PethBIay SHHIR spabls 2 gegsde obtain educational

dcee!rljif\i’cedlﬁxP %‘f ?é%geggol}{ tgl%jng ;égﬁéo%%%@ﬁ@egﬁﬁ%%ﬂgfoﬁgoﬁ it fifeir

uni ver sa enented suc
t domimanicationi devieds h@d fbr capymissiomto e QORI 1 02 midéoreatharsites (e.g., a

o GRS S T P SETEAS 1B 102 may

| QAL QRIIRE AN setHRR BedRk &Mt sBMulRations between the
communication device 103 and the educational entity to insure that the person entering
the information into the communication device 103 is the person to whom the test
results and other information are correctly attributed. Accordingly, a secure universal
transaction system may be used to provide sources of and access to education as well as

educational accreditation worldwide regardless of the location of the students or other
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prevent access by postal or delivery enployees unless
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recorded and el ectronic docunents). A secure

cl osed- access nechani cal printing and packagi ng

system nmay be provi ded wherein docunents are printed
gr%gigf’e%@sj (ﬁqnﬁoﬁngﬁéﬂ VMF%OQ%CK%Q% AddWith @ﬂecl erh&tdth of the
ocuments, tor exanple, by posta or delivery 10
esgplueyaesrsal ’Sarmaet\imrﬂyeltdm; therfeORE dIOEi stomes and implements or enables

confidentiality of. the docunent tal .file nd
rEEEEA0 ARYD oy S@E‘eﬁlé’rBYlgﬁcf H’é‘f%%?’;l} uggrefis and/or
SGREEuRINnACIaSHHtes BE a Hdidnalic bdsis it p&pis Khvie 2l access to
the conmuni cation device (e.g., 103) to obtain

vetucitiopa tltdiving the ghibialenline e@ecrattlpﬁﬁﬂcsastﬁmn stgdents worldwide may

confir t|o ment, del i.ver

R D G e Y
agnyoRs hif B 16061 téﬂﬁblﬁ%ﬂﬁ@h indivadidl ity Bogtdss ﬁﬁo@h&he curriculum levels
educational curriculum A secure universal transaction

s3tdieonhes gwh page ety dimerdoingihe Gfetimepahaydesire.t at e
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sof t I Ohal cCourses UCE

CiABy beG¢ddad pydvide wordeide ateks tol mﬂsltmtedtmsa&uoim @fsgoods and
school s.. institutes, universities, etc. Users na
axEdees i interaee athebhrorks ilenhane oaRY 2p%FAme H&f?%g Yser may use

%{Z@ﬁj%%?ﬂ# G ALICR A8kl dAinkR B, AE&PaSHiNGrd nﬁo&%n or any
1 erings via any conmuni cation devi ce
usthagypdef finsmeal indoreition stbod in Theer CORIE tokd2 1%%@ bsim the CORE

enabl | - t t | off
U s o
th(gr%lt %ﬁfan?%q;fltﬁe G1NES o pRr PRI gbols ULGH dxah ?le the

cert |cat|o or degrees by taking tests or inputting
r moohase griceé Dordered gnodsihay bdddducted diromuthie bayerdonacgennt datnot
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d&*ﬁh%&eﬂl@& daﬁadﬂj&o DBfa&Diﬂsﬁaﬁtaﬂétﬁlﬂbhbecdrﬁpdnsoﬁﬁwuhthie sant and/or
other information are correctgx attribute
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r SEAtREEASTS nf or mati on. Moreover, in accordance
with one inplenmentation of the secure universal
trans a@idb‘af‘wéy Bh@b abd Sudiolg! A% $¢QH & anieBdal tFiRbRIBAkFstem

or enabl

may be used to implement a global trading and auctioning system to enable users to

post items they wish to trade or sell and buyers or traders to obtain the posted items.
The security measures used to access the system (e.g., a biometric scan and password
decryption as described above with reference to Fig. 5) as well as the financial data

stored in each user’s token provide instantaneous secure completion of such
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Figa u’fs)anaﬁlemw thesughithe Systamandipagiag any setqurreaﬂ faem usiag financial

user's toke rovi de i nstant aneo I eti
IR SO OB IS S MG 1 o 7R AT enLe, Basspor, or other

registration information is automatically uploaded into the user’s secure token 101 for

access by authorized agencies, such as police, customs agents, and officials from any
governmental or international agencies. Tax refund or payments, pension and/or social
security payments and any other payments to or from the user may be remotely and
instantaneously transacted from any location worldwide using the system by accessing

the appropriate network site via the CORE 102 utilizing the system 100. Moreover, the
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user, wherein the transferor selects an amount to transfer and a recipient, and the

financial information in the transferor’s and transferee’s secure tokens automatically

debit the transferor and credit the transferee. If both parties are not online
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Architecture Casino Operating System,” which is incorporated herein by reference in its

entirety.

The secure universal transaction system may also be implemented such that one
or more communication devices, €.g., 103, operate as an entertainment console,
enabling the user to download and play live and electronic games, videos, music, books,

and other types of entertainment available anywhere in the world via the system.
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When used locally, the £ units represent the local or national currency. The X
units must be either exchanged for goods and services or exchanged for the same value
as the purchasing currency.

The X units may also be insured by an insurance fund maintained by the system.
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account. The X units are tradable worldwide for comparable goods and services
because the T units represent goods and services being traded and not national

currencies.
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the Nation A.
The purchase price of the X units through system 100 in one implementation

may be determined by the highest conversion rate of T in the nation where the
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25 the Internet, through a retail outlet, at a
UNEXSYSTM center or at any |ocation using a purchase

woreiokoeh725The val ue of the purchased E units i SPCT/US2007/074327
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i medi ately added to the financial data of the user
stored on the user's secure token 101 and in the
user's CORE account. The E units are tradabl e
hase t

R ol P URRLAL R0 SEINIE B B RA g o
agndble alic D @tltdhmlr tBebtainrthebst mse fo2 dheMDuRitB8/A066F 2Ber the rate of
PCT/ Us2007/ 074327 . Ip the U stem a

b Saln e e desh S byiiBe St B0 A per ith PR rpdigtion capacity

%Sﬁ/se}ﬂ@es%re%ﬁée%‘%c&ﬁes%b%)& £RRHh SV WSS E@d%‘rﬁkﬂl rates

etermnes on a continuous or periodic basis t
re] Athanehe bkisld ofewmnifsdry théeysenuo, allod uma?thrchased at a lower

parti ating nat val uat | ensi

sy SoR aimatarpsah « ey SoritatirR FRARCH REGH ing gold units
CRARGE 3Lhal €0 ¥AlOMRY ﬂfantﬂliheﬁ@w%ﬁ§§l§}%r | Th@aee value of the T units
participating nation is used to cal culate an i ndex

mre@catwonhwo@sjytznmbmg thmaumts;a dyramig éigstment purchase for

| cul
E;‘ie??l?‘&ﬁ%ﬁ gé\%ef} ft‘f&%nver r e S %z% nu%%l g)‘i(‘cﬁjgll% exchange P‘aders.

to aurENEXSY™Mdehth, ﬁﬁﬂh(ﬁﬁayﬂfeﬁdipﬂemléiﬁécﬁusnigeuha s€cure
tokens when E transactions are performed, registers
tunevarsah freaeetioheysteapAtscrbriLaloye. apetaessite gliealize prices for goods,

as%gllé(eé%ﬁd'i %utlcgs {}lrtﬁg g%fél %E%l\%?lgﬁfbhgyGOQ&s %Q’@lcef ci(res?urces

unequalmzed assets e€s a porta

eXAY enor&Bxpanbivt Netonsd higtions will gmdualyt ieecbmy equal is ptite through
t he unequal.i zed a sets avail a gjﬁe in al]l rti Ci Pnatl n

6 9f Feesunitsa PET $& e%‘?a‘g‘;mg} rehy eﬂ]&] € prpnomies an
X Cﬂ%]ﬁbﬁfy ﬂﬂ@%taﬁ@a[rﬁ lof PRk IREVdeR nhfidns WikEde uni ver sal

ge 'system In such countries, the E units nmay be
r edeenWith réfsreoe togltigds,, a weversat ezsqhaagﬁjsytsteheﬂiatmpy baimplemented
ble in local or. nati

ST RGBT (AR et Porpra o] e T bperates as

I folibwtrated by system 100, the user's secure token
101 may contain additional financial paynent
i nf or natstepry01s UREX SRS @Stddlshescﬁabaseh@e\mlue @iy t, albaatketsghrough

C accou i n addi t. E credit infor
(s SEB2 s opant ik Pieso T akor Pl B GEM basi.
uni t s. inaespl 70228diskitem vsér Kigh SUtcth b@sales point, which are credited to
nation-by-nation val uation index for the E units,

t he
carbuyay2for axample bymstoniog e/~ puich#serdata i the Suye secure token 101

pr t e
RSRED BRI of TP A SR Py gy
OdafP O6tEpartsoh ét@® by naichifi g teuatronthe adrapaiding g@mdﬁt, in the
services and resources that nmay be exported fromt ﬁ
CORE 102 with the value on the secure tokén 101. Buyers of Z units anywhere in the
world are offered the X units with the best exchange rate, for example, first buying X
units issued in nation A (having the least expensive goods, services, and resources), and
subsequently buying X units issued from increasingly wealthy countries having higher

prices for the same goods, services and resources. The value of  units available for

purchase from each nation is determined and limited based upon the production
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produci ng nation, herein Nation B. These goods,
services, and resources are those that 25 may be

WO p@entiEes i nto the nation, herein Nation A WheCBUSIET7/874327
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purchased fromthe producing nation, Nation B are
spent wi thout harmto the donmestic econony of Nation
A. The allomable value of inports to a first nation,

' : < 00hs R NRiduPEks B (HERHatRnS OTHR, the =
N?h??@éﬁﬁ§£t e va uegofsE uﬁ??smburchasgd ron? I1t|on ©
Binstp eotrespnnding éo Matlowest fost gaodst(ﬁarpuampbsm rpmpn d\)afe sohdfirst.

e deUBRIPIA Byt &SGR BuRUTEBHTG B ERorT AF A forgesDiees ina
thakBadeleeRrd Qﬁ@gﬁr@ﬁasgg’ fNRxZRBRY, ROR(dR B.

PCT/ US2007/ 07432 production capacity of
goods/Instepi 10ésthe aslvg o€ B Huschasedi] Zatsl the genversaon pingoods from the

AR Priefhoota ntin Al fo MeRbirRAR Plreh e dRh Bl RBrepfiRS an
Soptighidd doR@ersidf tfadtoriflichn¥dntibhd c&ﬁf&ﬁ@@oﬂl@&smﬁ\l For exsin®ile, a

i ncreased production capacity _of
guodist peichised & theSoeniginalingde aatan Avaay st ¥ whilethe sagprsproduct
wi.t h rsion rates 5 of E than the |ast sale
1PUE“%%$?§g 8 € system 100, all E units purchased at
a | owdan step(im‘ﬁ eths iparthast eleaie o eselhthe goodapinciysed in nation B, the
conversion rate with new buyers belnq sold units t a
rapehage(raselleryrealizes gyist g%lﬁaﬁﬁldtnﬁtéorpB FAlis6s 2 BEhaan Ofﬁﬁ% tax first
té?(ﬁm‘f}?é ﬁiﬁlaf’%alé Qf"%d%dk’ BlehSront BRITEGHAS Afie SR %M Us lvxbéll as the sales
units a dynam c investnent pufchase f
aaxn ﬁumahs sals ofithk lallawabla vapor psodsredudlito dreciadie er&st@nmn that
such as foreign exchange traders. 10 The UNEXSYSTM
é§@?@ﬁ] whi ch may be inpl emented using the secure
uni vergalept708nhe ‘féde@ﬁ‘le@ Y88 W lg266h BeF tRODViSed iARALISA Bbut
to equallge prices for goods, services and resources
mura;ltaeecbamatmm pds assigned @k otrade dinsdtion fwallpwalle amport items from
S0Ur,Ces in tlaIIy nore expensive in sone nations
Wnﬁ¥@dﬁﬂ “beconme equal in price through use of
t h e E mRidpS70t OUNEISENES Burt RRSE Vi If alIEwaB 1B @S items in nation A and
equal i zi ng the econonies and 15 subsequent|y the
sesahld drean Bf nation iBnig dsderie epvers sle ests afidhe wpRE 8 Burchsep in nation B,
#ggu {)ggnﬁlem(%rgasedgalaz tax q‘ex%ﬂhé{ ﬁg Izagl{%l ?’%ﬁﬁ@%@a&?ﬁ&l@ 'Bftgg&is in nation
t A Sl pidvading VS €68t %U@(hs Iﬁﬁ réily amilkBR inmafogB. This produces a
operates as follows. In step 701, UNEXSYS stabllsh S
amplipkien efiecien (e dometic PRrahasgROREE §f THAGEGR N B Fath a net
%ﬂll‘y tﬁhtscﬁ{eng H?nét[bgﬁ%( ar%fabgaorg ‘ﬁr hﬁﬁer Mb&%mé@ﬁg ?oods and services,
resources on an average nat asl In step 702,
tdmmﬂamtgam mr)niytqfsla&rf Bpllhns deyels;aﬂdemtlpml NutiomBiredlizas the
credited t

benetits of the purchasers from nation A making purchases in nation B. The net result
is increased purchases in nations A and B, with increased government tax revenue and
economic stimulation for both nations.

From the above description and drawings, it will be understood by those of
ordinary skill in the art that the particular embodiments shown and described are for

purposes of illustration only and are not intended to limit the scope of the present

invention. Those of ordinary skill in the art will recognize that the present invention
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the buyer, for exanple by storing the E purchase data
on the buyer's secure token 101 and CORE 102 account.
wab@sweweml di spl ay on the secure token 101 neRCPUS00TUET4327
a safety conparison feature by matching the val ue on
the correspondi ng account in the 25 CORE 102 with the
val ue on the secure token 101. Buyers of E units
f ' ;

aﬁﬁ%gé&(ﬁbggg g‘ﬁ%ﬂel%legﬁ@ngﬁ g(lg{ﬁgfdéﬂaﬁnl; ﬁ’&’g&t}% is%ﬁ Er essential
Uchiat & tdristice (R éferenadsito detdil{ bipartiapnldrivenbod asdntearp @nsintended to
goods, serviges, and resources), and subsequently
bl’ﬂ‘itﬁ@e ﬁoﬂﬁpffg SIRENEAf r om i ncr easi ngly weal t hy
countries having higher prices for the same goods,
services and resources. The value of E units avail able
for 30 purchase fromeach nation is determ ned and
limted based upon the production 26 WD 2008/ 060725
PCT/ US2007/ 074327 capacity of export allowabl e goods,
services, and resources in that nation. Thus, the E
units corresponding to the | owest cost goods (for
exanple, in nation A) are sold first. In step 703, E
units are used to purchase goods, services and/or
resources in a market selected by the purchaser, for
exanple, in nation B. 5 1n step 704, the value of the
purchase of E to the conversion of goods fromthe

mar ket of origin of E (nation A) to the market of
purchase (nation B) represents an optim zed
conversion factor in conventional currency conversion.
For exanple, a product purchased in the E originating
in nation A may cost X while the same product in
nation B may cost 3X. 10 In step 705, the purchaser
el ects to resell the goods purchased in nation B, the
purchaser/reseller realizes a net gain, and nation B
realizes a net gain of sales tax first fromthe
initial sale of goods then fromthe resale of the sane
goods as well as the sales tax fromthe sale of the
al | owabl e i nmport goods equal to the value of E spent
in that country. 15 In step 706, the redeened val ue V
in nation B of the E used in nation B but purchased
in nation Ais assigned as a trade allocation for
all owable inport itenms from nation Ato nation B. In
step 707, LTNEXSYS purchases V of allowabl e inport
items in nation A and resells themin nation B in
order to cover the costs of the user's purchases in
nation B, 20 resulting in increased sales tax revenue
in nation B and increased sale of goods in nation
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A while providing | ow cost goods not readily avail able
in nation B. This produces a nultiplier effect on the

wa@lowem6i7es pur chasi ng power of citizens of natiPCI/BS201/674327
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a net result that citizens of nation B are able to
purchase nore donestic goods and servi ces,
stinmul ati ng the econony of nation B, the devel oped
nation. Nation B realizes tQﬁjéﬁﬁpenefits of the
purchasers from nation A makTTig purchases in nation B
The neA seastlhiveisal traigic@asdstpml adigadsing: n nations A
and B, with increased governnent .tax_revenue and
econonP ORI AT 404 FIOWEe CHBPIPHL RAHINE Fr om t he above

descri ption I 7! i e under stood by
o? gfh‘ﬁ' bﬁﬁ@é%@%%uxl‘l# coMdohet

t hose of inary sKki the art that the
particul ar apdvodd sentity emomenind descri bed are for 30

pur poses of illustration onl d a not intended to
e the sg bBapicatiar raube PhoRhirg fommEang) betveen th
OfSHr fIn¥ afilf kdsburc® c&rﬁ@oxﬁ:’iﬁ atd dtlledsEGRAwSKt hat the

present invention 27 WO 2008/060725 PCT/ US2007/ 074327

may be enbodpredessor,enther specific forns wthout

departing frﬁ%%g&éﬁgg%éﬁ%gor essentia

characteri st 9% o details of particul ar

enbodi gesthmudicetidtPdevidet foneleBlih® usdr intbractidiewiE dReopefations and
the invention. 28 WD 2008/ 060725 PCT/ US2007/ 074327

OlepPUVEs Jomponsat teeccogrnumieaiion deyigp dcdudingh syst em

conpri si ng: ions and resource conponent,
i ncl udi ng %“???gﬁgﬁg%hetric security conponent, 5 a

second secus bioynetiidreads for, erabiaaliser cainpona biomeaiwerbding,
for enabling conmuni ¢cati on between the operations, and
resource comPORBHRICARRN AMNaRsaY fop prabiag frypungation between the

pgo‘%ﬁrﬁﬁﬁi@ﬁt%'ona&&icévag&'ﬂ?e o}ﬁepa[ti%gg Fﬁ@i@&ﬂ@@éomﬂ;g@eﬁt,

conmmuni cati on ce f enabl'i ng user | raction
Wit h the opsnsdiimgmus canponentfon inpedtingorspoceemnandstaad information

co ni cati on devi.ce including a token interface, a
nggg?FPEm?E%@QPn#ch%nabling a user to input a
bi ometric rgagihs component for providing information to the user,
a processor, and
a data storage component; and
a secure token adapted to interface with the token interface of the
communication device, including
a token security component for generating a security code, and
a data storage component for storing user data,
wherein user access to the operations and resource component is permitted only
when the secure token is interfaced with the token interface of the communication
device, the biometric reading entered by the user matches a biometric reading
associated with the secure token in the biometric security component of the operations
and resource component, and the security code generated by the token security
component matches a corresponding security code associated with the secure token in

the second security component of the operations and resource component.
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a conmmuni cati on conponent for enabling communication
bet ween the 15 conmuni cation device and the

wo@p®@sati7ens and resource conmponent, a user i NpPRET/US2007/074327
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conmponent for inputting user commands and i nfornmation
into the conmuni cation device, an output conponent for
providing information to the user, a processor, and
20 a data storage conponent; and a secure token
adapted to interface with the token interface of the
chnmunA Geduire nnidtenshldeansaatioh wgktery aecdrdikg mo sleowidj wherein the
conponent for generatin a.sefurit code,,L and, a data
SERSFAAIPBS ERHISSRIEAE COBPOTSHL TG cKE 48 gentsaizgg gprgpfier system.
user access to the operations and resource conmponent
Is permtted only when the secure token is interfaced
V.t h t Aeetuwk eniverssldranaasionkystéra acemdingite eleinoh, whaeindhe

the hionetric readi ng entered b e _use tches..a
LARBHRORT G b SOt S BRI eplrd o HEe TR oF AR,

t eIt @otking. Security conponent of the operations

and resource conponent, and the security code

generated by the token security 30 conmponent matches a
correspandi ng .secur.it . ' ' t

Do RSB O PP AR raeRtee
Ofi8metricaBsdenivh dBS@UOE ebtamipanetihal i2Qed DO Sirbibhadric security
PCT/ US2007/ 074327 2. A secure universal transaction
sSpEnORFRICEIEYR FRiinebmags pspogiatediyatinig usereof theruteitefra-

and resource conmponent is inplenmented as a centralized
conputer system 5 3. A secure universal transaction

sy.st en\3eané dnivgrshlarankaition bystevh @cairding e claopéy wheéreimshe

and resource_ conponent is inplenented as. a. network o
dremettiUeatsr ichipitcepr aYfainta digita finggggind “ﬁ?ﬁexfélflgléﬂ frst

U td-Q i i | i ' user
HARERL O S ARCOrd gL LB B e
refttheisdcuiatalgen.and the first bionmetric security

conmponent stores a retinal imge associated with the

user of the secure token. 5. A secure universa

tg ansaglskQite GYvERAN AMSAOhRYstEA ablatiifiy to clhif Swherkii@he
bionmetric reader is a device for obtaining a digital, _
f hingetrisricader ismdeyicenfar obfeinfrigr ayein Batkirp praege andgbe first bipmetric

Z%g@%@gf?tg@%&%t %‘[Sqr%eadiﬁglié%gcltenfl %Iplgg%rﬁgécrigte(i FRf¥he user of the secure

token.

7. A secure universal transaction system according to claim 1, wherein the
biometric reader is a device for obtaining a voice input and the first biometric security

component stores voice recognition data associated with the user of the secure token.
8. A secure universal transaction system according to claim 1, wherein all

communications between the operations and resource component, the secure token, and

the communication device are encrypted.
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of the secure token. 6. A secure universal transaction
system according to claiml, wherein the bionetric

w0 e@de60725 a device for obtaining a vein patt eP@I/URRQGE074327
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and the first bionmetric 20 security conponent stores

a vein pattern image associated with the user of the

secure token. 7. A secure universal transaction

syste ccordi.n | al- [ ' '

L ader™ PR HDP e e Bh 3yt S hal B ctalth By ik the second

f debsrity Rb@iBhdnt of SRMpetativns &l reupa@nipositar@smaiicaes with the

recognition data associated with the user of the .

slekep CupiyEAMPENETA, (3 geNeF e fh AFEPSDde USRS SY PHESPSBRHPD O
' l:aim 1, wherein all conmmunications

%%ﬁ§é%ﬂﬂgﬁé&%%g?glions and resource conponent, the

secure token, and the communication device are

encrypted. 30 30 WO 2008/ 060725 PCT/.US2007/0 43%7 . 9. h dat

Al et uhgeqis Yaveiar! ansarign SYSHm S ding & €81 ngliptgn cach data

cligh&t _:Etor&@ﬁlrtgé Pgérgﬁorﬁ%ﬁe REsouRe Chfnbbient A RBRERH fm hdess via

operations an sour ce conmponent conmmunicates wth

tthe at leadt ene setwork by an cleploondn tagtassagintest witk therdatcelement that
code usin n evol ving encryption or other security
dﬁﬂﬁFﬁ@ﬁﬁ%sg’ﬁ .°ﬁ¥e§8%HPe uni versal transaction system
according to claiml1, wherein each data el enent

stored in the operations and resource conponent is,

ptlot echedcure vaiverseldeansadtion sysiem accardiagto elabn devhereia thy

an electronic tag associate '

e B TS O pFRRGRREC Aot st REHR G gt one
SRBHC RetWirk Sdrsileabil AR HRE hie@RtvextE tvitha comfrtiinigtibw deties. m
1, wherein the operations and resource conponent

enabl es user access to the Internet, at |east one

p#}l | CANEL O ﬁ{ﬁ'ver%ﬁl J%séc?i%ﬁ%g&ﬁ a@édrﬁi"ﬁ%% BRIMAA KwlirBin the
t Hé comruni cat’i on devi ce. . A'seCure universa

t ¢onmaagtiton kyeemidecwirdiesspactess ¢d tiermtkinet whepeiliv rtehwork, or the
comuni cation device enables wirel ess access to the

| PHOEHGRAWORKe public network, or the private network.
13. A secure universal transaction systemaccording to
claim1, wherein the

13. A secure universal transaction system according to claim 1, wherein the

operations and resource component communicates with the communication device

using wireless communication technology.

14. A secure universal transaction system according to claim 1, wherein the
operations and resource component communicates with the communication device

using wired communication technology.
15. A secure universal transaction system according to claim 1, wherein the data

storage component of the operations and resource component stores software, data,

access links, personal preferences, financial data, or other user data.
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20 operations and resource conmponent conmmuni cates wth
t he communi cati on device using wreless conmmunication

wo ewinal7eyy. 14. A secure universal transacti oPCBHYS108T074327
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according to claim1, wherein the operations and
resource conponent communicates with the comunication
device 25 using wired conmunication technology 15. A
seecure r

SREUT CASBLIENARErh t?e[ﬁg?(%frogg st%ﬁéﬁa%gdgg ASSOEANY, baelAthtoken
Omaa“rﬁabe providendn lemmn:ab@nmtrﬁmmfghtw]st]m theseswnt td@n grovides and
dat a, |nks erson ref erences, financi al

deFgve a%{?fﬂ%lrt us ationy WO 2008/ 060725

PCT/ US2007/ 074327 16. A secure universal transaction
system according to claim1, wherein the token

i hit.er f Asecyre ouivehessl tzamsaditiootsystemlacondingdo claim dug’hemm thi token

t ne e? EIE{)?’,I gggg{ﬁ%sg \éllagaelst??fgl% t%o&gﬁ év\i'ﬁ%} @18 Fgcglre %rlgen prov1des and

tfe@a%scddt@ﬂoﬁ;%ﬁ& BomAGARhEbNEVic. Cl ai m 1, wherein the
token interface provides a wreless data interface

t hrough which the secure token provides and receives

B ver ST SRS SRR, Ry loR b G e Fnhl o Sl dy Wrein the user
Wi ﬁﬁédﬂnﬁdﬂentuﬁandeslaq(dypwt conmponent includes a

keypad 19. A secure universal transaction system
according to claim1, wherein the user input

Cparpo ngr&l% LFQ ﬁll{é/gl%?l t?antsgéfff)? ﬁ]gtéﬁearéco dhedl cla/ﬁ‘rxsie% fein the user
uni'versal transaction Sys accor ai m
wingtedompdnentiseludesi atputh weggponent i nc I u d es a

m crophone. 21. A secure universal transaction system
according to claim1, wherein the output conponent

| ¢! udgSAndhRRLAY ﬁaﬁfsgﬁgm ggel%zacco%dﬁl%cibl il Vs}%@l%fﬁ the user
transaction systemaccording to claim41, wheréin the
oinpputommpmaanandesi axolcuefdone printer. 23. A secure

uni versal transaction systemaccording to claim1,
wherein the output 25 conponent includes an audi o
speaken.sedfte ufiveREMEshsiHoNK S dcE@GIMBEb CRim Y %hefdin the output

according to claim1, wherein the secure
component includes a display screen.

22. A secure universal transaction system according to claim 1, wherein the output

component includes a printer.

23. A secure universal transaction system according to claim 1, wherein the output

component includes an audio speaker.

24. A secure universal transaction system according to claim 1, wherein the secure

token is round in shape and includes at least one contact electrode.

25. A secure universal transaction system according to claim 1, wherein the secure

token is polygonal in shape.
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token is round in shape and includes at |east one
contact el ectrode. 30 25. A secure universa

W@ e@s®ec23 on system according to claiml, wherBCTnuUsive7/074327
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secure token is polygonal in shape. 32 WD 2008/ 060725

PCT/ US2007/ 074327 26. A secure universal transaction
system according to claiml, wherein there are a

plurality of communication devices used by a plurality

of users to access the operations and resource

Asinponk stcurduidVersal tsgsagtien syrtere peairding tmelaio 1 omhergistthere are a
accor.di to cl.ai.m 26,. wherein at |east. one of t .
Gl gl onpm udhgh dSvigtyied bua PP st § Syets By operations
agasssHuE@ bhfpopRRr ati ons and resource conponent than

the others of the plurality of users. 10 28. A secure

uni versal transaction system according to claiml,

e T

CRRTB M CFitialty GRRIskREs pathittdl S@iClereat WyeMeTagedss to the operations and
transacti on system accor di to claim1l, wherein the

n !
gesauwree coppongiidhar e Ioﬂt?é%Ofégq’ plugalidy of ¢sers dent i f yi ng
t he geographical |ocation of the secure token. 30. A
secure universal transaction system according to claim
128. whex ebdurd reivapstansaisn aysem aswudiag te dajno hewherein the
provi des postal functions for, users. of the syste 20
FpmmpuEeationdleyise siudes 24ocaig fet lﬁmlfw@ttﬁwe&é@%%b’%m of the
%oﬁhﬁ?ﬁ@ﬂkﬁﬂﬁ@&&n the each user is assigned a unique
postal routing code, each user provides delivery
information that is associated with the user's unique
postal ,routing code, and the operati.on nd .resour
Chpond e BEYERY trmehciien ULl ShrURRLR P hoSheriay Brseoure
Yibkdh inBRIAESETocstor Fir Ykt fRAS iRl geb Srdphitl 16€#i8n @ (1Y ek token.
mail to the user. 25 32.” A" secure universa
transaction system according to claim 31, further

e GO B P O
edpREdHoAY hitPdekdurtd edtponchBstoldefpdred thadctiohs fir edrs ofthealstem.

servicing the recipient location and printed at the
postal or other outlet servicing the recipient

| e at | R %ecbux% Iﬁ%lglgrgﬁré%ngcltlgﬁ is?s@em %9co§¥iﬁ% e h 3@,%f1éf§i§1¥he each

to'the reci
user is assigned a unique postal routing code, each user provides delivery information

that is associated with the user’s unique postal routing code, and the operations and
resource component accesses the delivery information associated with the user’s unique

postal routing code to direct mail to the user.

32. A secure universal transaction system according to claim 31, further comprising
a document delivery system in which a document to be delivered to a recipient is
electronically transmitted to a postal or other outlet servicing the recipient location and
printed at the postal or other outlet servicing the recipient location by a secure printing

system for delivery to the recipient.
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WD 2008/ 060725 PCT/ US2007/ 074327 33. A secure
uni versal transaction system according to claiml,

woL@Be60123 he operations and resource conponeneCT/US2007/074327

10

15

20

25

provi des user access to educational software and
facilitates user participation in educational courses.

5 34. A secure universal transaction system according

3 cl ad Rchre WIGESH rﬁijahgh%tioﬁ PREGS hQRSdiRDEh EISHP Y WRerein the
conponent enabl es the user to conduct el ectronic

taparasians arshrssowrss cgnpidnentquovides usat aasassde eileeatiogd sofiware and
secyre universal transacti.on sxsten1according to claim
Faciliigfrs userpartapatiog 19 sAYCaHongl SOURSF- r esour ce  conponent
enabl es the user to performreal-time pricing

conpari sons and obtain retail outlet |ocation _

i34 or ras¢aure waverselttiaesast amrsiysiana e¢oording ta¢laim 1.3ghergn the
secur.e universal transacti S¥S L0 . I 1.
ST eiel BT e o R oA RSP PR Ot rhlions
Sﬁﬁ&ﬁﬁéb@ﬁnﬁﬁm3§§p&ﬁ@kﬁd authentication certification
created by the communi cation device of a seller of the
item 37. A secure universal transaction system

cordjn 0 ' i . )
o500r A By B S Sl R e e
Sopeiiohdandresairt €tontibnantamybles th2Giserstopeefdith echl timet grieing
seller. only ugon verjfication of delivery of the item,.
tComEREsHIs R obag reikoutlst locahan afosmption uiieg thyjcgRmunication
SHSfem according to claim1, wherein the operations

and resource conponent enables the user to participate
in voting and other governnental functions. 25 39. A

secure uni versal transaction system.accor.di ng,taqo cl.ai.m
156, il E551E WA VerSp) FRRHCBRR Y PRORTIPE 10 Bl roteein (e an
GRADIAR JubéhadeEliakiR §RIALICL a8la8cla5 &tﬁdnﬁ@ﬂ@g?e%cation

transact’i ons using the comunicati on device.

2068¢DB0th2 SoGTMIBH00 A¢\GraiaDarsellanot the demwur e uni ver sal
transaction systemaccording to claim1, wherein the
operations and resource conponent enables the user to

37C €S SA 8EYuRS hidk 0B Hansketibl kst accvidin@ tOeluit $4,ushdd¢in a sale
the communi cati on device. 5 41. A secure universa

tanzmvsh asspeiated ye thesslesef e rignnperfosmedl yiathe sysigra bgiaseligrdo a buyer
aoperati ons, and, r.esour , F OV :

Vl? gre?ﬁgé) {:E) (}Hﬁﬁ%}e{: only (}1@8@ g\%ﬁ@@a‘ﬁ%ﬁ N3 dgﬁ‘%\ﬂ' gfeﬁle YR to S hryer.

38. A secure universal transaction system according to claim 1, wherein the
operations and resource component enables the user to participate in voting and other

governmental functions.

39. A secure universal transaction system according to claim 1, wherein the
operations and resource component enables the user to conduct electronic financial

transactions using the communication device.
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to a global trading system wherein transactions in
the gl obal trading systemare conducted using an

w0 paosioeEr2s onal val ue unit that has a geographi Reil/Dy2007/074327
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vari abl e val ue index based upon val uati on of
unequal i zed goods in geographic regions in which the
10 gl obal trading systen1operates wherein the

oRer at t

o b eGSR CRRRRR Aror ARRES ARRT 1) Wiercin the
rapgravioas andades@ired cdriygonentrineblesthieanal to\iatase enfritsininent activities
each geogr aphi re i on. |n ich the global trading
SARGPEIHuC d’éfnzgttgg BO{FY1he i nternational val ue
unit equalizes a value of goods, services, and
resources worldw de. 15 42. A communi cati on device for
efabl i Agearesmversd trnsassion sysae aceording (eelgian 1, wherein the

transactio co a_token .interface :
AR o eSS SRR A% welr SR i My fiiticdlion device
bfb% Ha'l FradiBRGVAEm, wREeid tRARRBhSiatth® floBATRANG Yysfedl are

enab conmuni cat i on between the comunication

d@nd@ﬂée veingan wiesnationeheelumenit haides eecegapaiadht varigble value

ﬁ% g&l lté%ogloV 51?)”& ?.lg%q%g ﬁJtd dgotoﬁse in C%en%]{] hﬁlg gtggﬁhs in which the

dgiéﬂbaq EradiAR sPstérn WheRORIPOhESIn theopdpativtisdhd gesonfco rcnmpomamt
to the user, 25 a _processor, and a data_storag

casmpiatrs e 2eRmEapically Mariablxerlus moex w&k@l@%at%%b@cgwa% lue of the
19{&?1{ 1368 delinft if §5eH ée %ﬁ&)ﬁ.ﬁ i8Y & Hich e §186a14881ng system

Wher e user acces peratlons and resourc
CopeRaess aiid Whereinthe intermtiviat edlu©mnitieytiabiees svabesr of goods services,
only when the secure token is interfaced with the 30
taé‘r@éFﬁoquﬁeéWé@é" t he communi cation device, the
bi onetric reading entered by the user natches a
bi onetric reading associated with the secure token in
t4% opacatmimomscation d@Ecanor 2008ihg B0FAS0 RCTHSESIOBTE BTGl
resource c onent . .and a security code generated by
tﬁ@%“é’é’ﬂr%“%k%“%%es a corresponding security
code aspRet dk&thcwi th the secure token in the
operations and resource conponent, 5 43. A

commurd biamietriv rdaddr der eneblinathe gsar o dipat abiwmetyigegeding,

the bi onentlr;l{n(l:lcerttleoandceomplonent for enabling communication between the

communication device and an operations and resource component,

a user input component to enable the user to input commands and information
into the communication device,

an output component for providing information to the user,

a processor, and

a data storage component,

wherein the token interface is adapted to interface with a secure token provided
by the user, and wherein user access to the operations and resource component via the
communication device is permitted only when the secure token is interfaced with the
token interface of the communication device, the biometric reading entered by the user

matches a biometric reading associated with the secure token in the operations and
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a device for obtaining a retinal imge and the
bi onetric reading associated with the secure token is

wW@2008060128 | mage. 44. A conmuni cation devi ce aRCDDSI0NY074327
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to claim42, wherein the bionetric reader is 10 a

device for obtaining a digital fingerprint inmge and

the bionetric reading associated wth the secure

t.QK&Rcd Sonthodbdt bl a §dcRERT d¥ik BbndriBBY titecufte token matches a
conmuni cat’i on devi ce according to claima42, wherein

t dverespandity security &dde asseciatad sathithesedcare tokanainthggpagaticass gnd
pattern i nage and the bionetric readi ng associ at ed
vﬁef?*mel%mfpr?ge%tecure token is a vein pattern i mage. 46.

A communi cati on device according to claim42, wherein

the bionetric reader is a device for obtaining a . _
véi.ce Amnpmmuaicationdevitorasording toedaimmy, adstsin tedipmptrip reader is
t he secur token i.s_stor [ - I :
T ST R dh R tud B Bipel AP Rl ey Bhét wit e
whenritbkdne a eiabiniapes and resource conponent enabl es

user access to the Internet, at |east one public

network, or at |east one private network via the

C n . . . . .
hor o eap RS i8jce el ind VR, MRl BN Bro reader s
dedévie: fonabhisng digitelsfngangrins smage andehd bibmetretreadihg associated
public network, .or the private. network. 49. A

CHHh seautp dokendy # digitaLRgethtiy 88| ai m 42, wherein

t he operations and 30 resource conponent comuni cates

W th the comruni cation device using wreless _ )
c4ffmunicatminamidagioh deviogyeco8ingio Q40842 GdpEn the biometric reader is
PCT/ US2007/ 074327 .50. A comuni.catjon devic : -
EUBHER RECPGTLES 1 o TR SRR AAG: DR 5ffing gociated with
I 82 QLIRS ok EARONGIM pafiiiiAgeat es Wi th the conmmuni cation
device using wired comunication technology. 5 51. A
conmuni cati on device according to claim42, wherein

t token interf.ace .provid n e ' - : . -
Wough et cates deet phfits R Bur Ha iR BN ARkro reader e
datievicd fo@ %kﬁﬁlﬁ@%ﬁ@@ir@@f arnthe Bidneeric 2Ading assdciated with the secure
conmuni cati on device according to claim42, wherein

t token iskséared Meige fegegnition data.

47. A communication device according to claim 42, wherein the operations and
resource component enables user access to the Internet, at least one public network, or

at least one private network via the communication device.

48. A communication device according to claim 42, wherein the communication
device enables wireless access to the Internet, the public network, or the private

network.
49. A communication device according to claim 42, wherein the operations and

resource component communicates with the communication device using wireless

communication technology.
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provides a wireless data interface through which the
secure token provides and receives data fromthe

w@eosnel7esat i on devi ce. 53. A conmmuni cati on devPCBUS2007/074327
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according to claim42, wherein the user input 15
conmponent includes a keypad. 54. A comuni cation
devi ce according to claim42, wherein the user input
conmponent includes a touch screen. 20 55. A
conmuni cati on device according to claim42, wherein
t3e usAkcomnpuication dpdcemnticotding toddsmad Ayivhephihn @peraGonstand
conmuni cati on device.accor@%@% to clain14§,.mhetein. d
tIREOUEER (AP OB FORERHIICETGS Y coMgugalon deyIEssIng wire
a%muﬁmﬁ&ﬂﬁHﬂ&%ﬁbb p, device according to claim 42,
erel n the output” conponent includes a printer. 58.
A comuni cation device according to claim42, wherein

the oufput co nent . 30 ingcl udes .an audi 0. speaker ..

B 2008 ROBETRRBET AP FTa 8 NPeSiR e R indece
dsyliaes AFEeEtHE Goh@ctthRiuBh HichRE E@uft tokén provides and receives data
communi cation device enabl es user access to postal

f o thoemnminicatins dgyigeat i ons and resour ce conponent .

5 60. A conmmuni cation device according to clai mb59,

wherein the each user is assigned a unique postal

rgput i Ny ceRBRiNiRAGH deved adebrimipsclarl 42y ehyrdimthe tokhiinterface
that is associated with the user's uni que post al )
ravidegya wirgless data interéacs parpugh whish dbgiscewedplrpgrrovides and receives
C C . livery information associ at ed
Wﬁ#ﬁﬁﬁﬁghﬁg%ﬁﬁ?ﬁﬁ%éﬂﬂ?éﬁ%taI routing code to direct

mail to the user. 10 61. A communication device

according to c¢laim6Q, whergin the c ni cati on .

Vi ceAsPEvIcatign dgase esouling o Fiam ‘P?mwe{?éf} ﬁheé’ﬁ%ftlew}t

i ' . o0 be delivered to a postal or
6?ﬁ%$h%ﬂ??g?9§%rV| ?%g the recipient is electronically
transmtted to a recipient |ocation and printed at

the postal or .other, qutl et servici.n he recjpient. 1
| oat | BrsorBRnRNPy dpyonyear G ST N b e CeTh B
t iengoRehith&0les a touch screen.

55. A communication device according to claim 42, wherein the user input

component includes a microphone.

56. A communication device according to claim 42, wherein the output component

includes a display screen.

57. A communication device according to claim 42, wherein the output component

includes a printer.

58. A communication device according to claim 42, wherein the output component

includes an audio speaker.
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62. A comuni cation device according to claim42,
wherein the communi cati on device enabl es user access

W@ eooseng2s i onal software and facilitates user PCT/US2007/074327
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participation in educational courses via the
operati ons and resource conmponent. 20 63. A
connunication devi ce according to claim42, wherein
¢ OMHﬁ@ﬂﬁéa?i%n 96K Q&:oﬁﬂf?%{oecﬁalﬁp& Yifefeid ﬁle(b%ﬁﬁllﬁﬁﬁcatlon

ectronic ansactions via the operations and
r w/mmremablemnm nedess todmstGd fundtiorsnmial thieaperatinnsiand respurce
according to claim®63, wherein the conmuni cati on
JdEPRBCBInabl es the user to performreal -time pricing
conpari sons and obtain retail outlet |ocation
information via the operations and resource component.
66). A Aconuminictioodediey a@erchng:tmrdaanSSt ovlmr@il thegach user is

wherein the an itemto rchase

e a e Reh e e R I A s ey G @RI that is
apkhenta Gathl tREuscr Bnldule %Eth%uﬁﬁ@éﬁ&dammb BPerations and resource
conmmuni cati on devi ce of seller of the item 38 WO

2008} DETREPSTthe/Seih Ty ulfmwon@esocmte,do\mﬂm fiedigen Hnique postal
m 63, wherein a sal e anount

dev
ag@-eggyfan&ﬁFﬁggg? %$u§% i tem perforned via the

secure uni versal transaction systemby a seller to a

bu is debited fromthe buyer and conflrne toth
sé |erA|q¢mira@aé109 dSVIG?)é?POBB%FOe‘iI?ISh G iieian dhg @mipgpication

C&c%%e ep%gvﬁl% é&gssstglt ledr%&iug ﬁgﬂgé?g %’s@érgf}ﬁ Gt Rfiment to be

CdHHWfHanhlp@@taH@Vothﬁ cadeisediicigg the retipient Aklec‘nfqmlce]ﬂ)ntransmnted
t he comruni cati on devgﬁﬁ enabl es the us

to. . ..
ok iceIpiRRt ocaron, B1d el e pRSYal Qb oEr AR SFTVicingdhe Eipient
VioRatid}€for diRPe 85 sQR%e BT ORMTS ¢ nept . 68. A

comuni cat1 on device according to claim42, wherein
the communi cati on device enabl es the user t o conduct
electronic financial transacti

oL 0 N A L A0SR 0 I REILcin

AG&REUMBIel Qsérlatdd¥l APedudfing] e &RITALNiItAed dseRparticipation in
devi ce enables the user to access entertainment

aeduiceiidniag sowses iz e wperatiofamdACIRGAAPMIRDEYN devi ce
according to claim42, wherein the communication 20
devi ce enabl es the user to access a gl obal trading

Syst ema JRRA@liPatiohdIR$iRE htiding Fo é1An 42, wherein the communication
device enables the user to conduct electronic transactions via the operations and

resource component.

64. A communication device according to claim 63, wherein the communication
device enables the user to perform real-time pricing comparisons and obtain retail outlet

location information via the operations and resource component.
65. A communication device according to claim 63, wherein the an item to be

purchased via the secure universal transaction system has an associated authentication

certification created by the communication device of a seller of the item.

38



gl obal tradi ng system are conducted using an
international value unit that has a geographically

wae 200860725 val ue i ndex based upon val uati on of PCT/US2007/074327
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unequal i zed goods in geographic regions in which the
gl obal tradi ng system operates, and wherein the
operations and resource conponent generates the
geographically variabl e val ue i ndex 25 and cal cul ates
a regional value of the international value unit in
eéch ge@gnmphn@tlpe gievine a¢aerding torclaine6d vdisadin psalgiamgunt

%sssfgcﬁgpﬁ]%e %H)é‘ 5 %WH}AWE%@Z}F(@UK&C I oei%grﬁeeﬁ/r% Ce%saéf ‘fr%ﬁgag{15}gsystem by

| Ded1leeisa Eu;lee eAdebited Bon e Bhydr whd gorfiitneg@o g{eﬁﬁéhbﬂﬁimedlately
| ocati on of the communi cati on 30 devi ce.

2aune/ @ewictenpthe sdour aeditd to thezellg @éﬁélﬁ?@ Yeéwf@ﬁu%?f delivery
us ni versal transaction system havi ng an
@@%gﬁgﬁéﬁgﬂglegsource conponent accessed by at | east
one communi cati on device, the secure token
conpr|3|ng a token securit nqonent for eneratln
9%t

a0 ec upicoynageation digvice ageo dlRrntre ISR Hsfonpgyrication
S&é}ﬁéen&labﬁ%E [heﬂ.@&ato WREY t@m%%!h 34§ 6fter %@Ve&ﬂﬁental functions via the
operations and resourc conpone Is permtted only
Whematidne asé easoerct oku@ponent.i nt er f aced with a token
interface of the conmunication device, a bionetric
readi ng entered by the user matches a bionetric
regdi ng AaGlidkdd ddich a&,l@)?dln§ RFUEiE 41D KARrdiR R communication
bironetric security conponent of the operatlons and
r ésieer anabled thearspotoaondud sitcone finandial troshstiganhee sheeperations
b%yihe t oken securlty conmponent matches a
‘@gﬁgﬁHFW§’§@E rity code associated with the secure

token in the operations and resource conponent. 73. A
secure token according to claim72, wherein the secure
t 6ken Agoppuirication desice hegosding i ¢laiE fi@eherein theeammppication

%Vt 1%05}1?%6 eruggﬁto t%élésg 'eg\%%rﬁglﬁ{n%ﬁg E%Iﬁgﬁleg 313(? é%dﬁ%st 0
recelves data fromthe connunlcatlon deV|ce t hrough a

wireless interface. 20 75. A secure token according to
cf&i m ﬁkZJOHWh‘é}l@ﬂthtdﬁél% éeqmng A 42, 7e1eei kg coniunication

Wﬁ&’i’cee’ en Eﬁs ﬁlestﬁglutro eo e n o F%cgsé‘ g)rsEﬁQ% Gl ¥r8h fnsactions in the

ereln e secure ycat or for
| diebili tfadinposyktem zgeogmchmhsidamingl andatermationd] valve unédbatdas a
t gekoeg?aphlcally variable value index based upon valuation of unequalized goods in
geographic regions in which the global trading system operates, and wherein the
operations and resource component generates the geographically variable value index
and calculates a regional value of the international value unit in each geographic region

in which the global trading system operates.
71. A communication device according to claim 42, wherein the communication

device includes a locator for identifying the geographical location of the communication

device.
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25 77. A secure token according to claim 72, further
including a display for displaying a current user

whadoanes2dr past transaction data. 78. A t okenPCT/US2007/074327
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conprising: 30 a token security conponent including a
security code, a data storage conmponent for storing

user data, and 40 WO 2008/060725 PCT/US2007/074327 a

dyBpl ay sEQhre BikER SINIsE th R s&Fd Glffersid GandiRliGN SRt hddSE an
transaction data. 79. A nethod for accessing a _
ceprenativine and mRowys tenpdrent angessad bp et lgest one cemuunication device, the
resource cogﬁpnent accessed by at |east one

RSP OB ce, the nethod 5 conprising the

steps Ploken McafifyA&mi}bnentSBE pérRrdtidl @eWrith cade, and

communi cati on device;, entering a bionetric reading

i nt o théate sleragaicomppont denstame useddani tting t he

entered, bionmetric readin I qm;gj' i.on .

devi c eWP%e'tnhué 7 %’ﬁgsrsa? ﬂgn egar%%ﬂgr gelggrﬁ ?% € C%Hnr'%@ﬁlgﬁﬂ;s pfamtted only

CWRARAThe ReLurd R kemisahRefabddonl b tekeh e@etfig ofithdcdmmunication device,
bi onetric reading associated wth the secure token i

n
t hbiogsiicerding enistpdihydbe pecs matehss A bipmetyn epdingassqcratedswith the
q _ _ . . . .
N L T
Cevmnent, and & sdeatiiyt dode geasratad bg sise tok@deechnityroohtpenent matches a
secure token to th openationagﬁnd resoFrce ﬁongonent
VEORTEEPRNAINE SeEwRtY fod e RSB raled Vet ssryreakeh inythp gperaiiens and
aGE8RSe {dnddinCOMUNI cation system via the

communi cation device when the access code fromthe
secure token matches a correspondi ng security code

ociated with the secure token .in.the operations _and.
T our BeSishsbienreordne dosiat §E0thgeit o BPEEORS S in
ti@?é%ﬁh@ﬁdé@’ﬁq@dﬁ, b8 cRpRPEeASoRNt 'y, storage,
editing, transm ssion of and access to user nedica

data, conprising: an operations and resource

C onent, i | udi ng,. a. first-bionetri,c secur.iit .

SR On& Hbcurt, Mol 318 aind 16 HE0R 22naliEtih e 86 1bkeh provides and
C&géwa:{ & 7R (ROsRAMARicafie den@thiongh @ aviraless Gabifase. of

nmeal ca

75. A secure token according to claim 72, wherein the secure token is polygonal in
shape.
76. A secure token according to claim 72, wherein the secure token includes a

locator for identifying the geographical location of the secure token.

77. A secure token according to claim 72, further including a display for displaying

a current user balance or past transaction data.
78. A token comprising:

a token security component including a security code,

a data storage component for storing user data, and
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dat a between the operations and resource conponent and
at | east one network, a processor, and a nedical data

wa@e@sage2zonponent for storing nedical data asBODUS10eT074327
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with one or nore users; 41 WO 2008/ 060725

PCT/ US2007/ 074327 a communi cation device for enabling
a user to access and edit stored nedical data

associ @&1§ﬁla¥‘ﬁf5rrﬂl§ﬂ%ﬂﬁ§§ﬁuﬁ1@ ube? bARhES or P ARACHITRWaEA!
data via eraction wth the operations and resource
conponent, the comuni cation device |nclud|ng a token
interface,. 5 bi onetric reader .for user tQ
Phat A st Br Ao FeP AR e P rE shpt i fnd
f REROARI e HOTBEERECE htBasPbnd EniiBElcQ®In deddedthe method
associ ated with the user between the communi cat i on
commsisingbic steps ofper ati ons and resource conponent, a
user i ' r ggnands and

i nfor na??%lﬁﬁl%%%%&%?gog ﬁémjg:hggm%c atc%&goﬁl d(few te and for

enabl i di@erdpCesiomeBicadaligginié thg comnidigcasivodedice;medi cal
data associated with the user and entry of the new

user niEdRsERiting theenipred biogelir reafing fopping cammupjigstign fevice to the

%mgg&igg&%gg Usel,.pedi cal data input by the user

ransm e operati ons and resource
C 0P o N@fipabivig tliEGemﬂBah”hmmtc reading Mithnebibmetric elding associated
co nicatio devi_ce, 15 an output co onent f or

Figfe {1 1 e GPEEFIERT Af-HesPURRE LOUROAENT o i t ed or
e nt e r eghdYa ﬁllaﬁchliss 8Ltect@ PEREESHR entefdihidmERiceRtiR APthe

conponent; and a secure token adapted to interface
vbmimetrheread)i@m thebperhlzas apfl rtdoercezomomnn,rtra:nalmwng an access

devi i.ncl udi a ken s curity onent
e Tm (18 Sec kel B e B Ao oG via the
qgﬂﬁﬁﬁﬁaknﬁquﬁkq&mng user identification data,
wherei n user access to the medical data associ at ed

Wi th tpremiftiag usdiaccasstosthe p@dmunlcatm”ess@m wirjthmeonamynication
(R oSBT REPE ot B oo REh i T bR BORbE pecuriy

CoyAdENoe Rtddomitidgi¢ise@ure tdken i tiewperatiofiead reghurce component.

80. A secure universal transaction system for enabling entry, storage, editing,
transmission of and access to user medical data, comprising:
an operations and resource component, including

a first biometric security component,

a second security component,

a communication component for enabling communication of medical
data between the operations and resource component and at least one network,

a processor, and

a medical data storage component for storing medical data associated

with one or more users;
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entered by the user matches a bionmetric reading
associated with the secure token in the bionetric

WG e@anet7ys conponent of the operations and resoRCTES2007/074327
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conponent, and the security code generated by the
t oken security conponent matches a correspondi ng
security code associated with the secure token in the

second; sREMEAENHOIRRREH erdblif S used o ARBENIXAR sBREH medical
resource conmponent. 42 WO 20087 060725

RET A4S0 O/ith3BT used and Thenterynswarsenmedical dafegga interagtingy with the
risi rovi,der connunjcgkgon. evi ce
|

di cal
Ao RS AiEs STRBien, e og Rt ieh se kB8 ineh

s& M9 Gltess

and edit stpgpgenhegreal data associated with the user

and enter new user nedical data via secure interactign

with the opeipmelinrsadsndorrengblingausesfpivRuiy biomelix readiag,
system of claim 8L erej [ f . . :
To the user: famrimpe AR S PhiB ine CY i b AR medica

I $DaH:66 160 RRMNBO LisciBYtween Heondechitaiotidet e and theyopestions and
of medical providers, and wherein a | evel of access
gesairecangpoResle| ect ed medi cal  provider may be defined

by the user, ol %P?C&MSIZ&H%HE R mf?%tg‘%n?&p&"m‘]‘%‘?‘%% 3ind thformation

secure uni versa ransaction s or ena ng

piatd the copmtrivaitation dewitd andgfor embling técess toiand lediing@f the stored

| otteries, conprising: an opgerati and resourc .
Claﬁebgqflrélﬁ{a’ aSFWtEAjWHB %heausp{ iugi[ erﬁqy ¢ QW USEL Img CSngata associated
COIR BIRGREr, wherdin SRFARH oSERIH ket HQRPPASAnpA by the user is

communi cati on conponent for enabling user ‘accéss to
atirchsmyptaerdt to ¢hepegaratrons and resowce pemporngahby thegommuny¢ation somponent

a ocessor, and.a.data storage conponent; 20 a first
dUﬁh%FWQHQPFGHUQR§HWﬁ?’for enabling a user to

partici pat & Suthii@oRipené: forMéfayGRFelude Meditalidatatfcessed,
via the operations and resource conponent, the first
ceshited oF eatevedbydbeises, i ncl udi ng a token interface, a

bi onetric reader fpgngnabling a user to input a
bi onetric r%gﬁ?ﬁﬁ?’

a data storage component; and
a secure token adapted to interface with the token interface of the
communication device, including
a token security component for generating a security code, and
a data storage component for storing user identification data,
wherein user access to the medical data associated with the user that is stored in
the operations and resource component is permitted only when the secure token is
interfaced with the token interface of the communication device, the biometric reading
entered by the user matches a biometric reading associated with the secure token in the
biometric security component of the operations and resource component, and the
security code generated by the token security component matches a corresponding
security code associated with the secure token in the second security component of the

operations and resource component.
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i nput component for inputting user conmands and

information into the first conmunicati on devi ce,

i ncl udi ng ganbl i ng betting commands and lottery

$¢! eCtin@RGsterd®f @Hnrﬁ %bpﬁﬁth@ﬁé&ﬂﬁ%[ﬂg d %edﬂapﬁﬂo@idég communication
information to the user, including data relating to

tdeweicg &rtﬂnabiglgaa:pnowdler e@nem@al\mvm@m @Gee2md edit stored medical data

PCT/U 4327 rocessor a _data stor

it e ool BT RRR el et PucBlstpirion with e
wbagu&Qenhqggﬂuddudmﬁbﬁ@g of the first conmunication
device, including 5 a token security conponent for
generatlng a security code, and a data storage

f
rr? g réﬁlg tg%fzm o%tcﬁm%ll Si %ﬁgﬂemd(ﬁfféﬁ‘teﬁm%lg bPadte& 1o ‘i‘l‘feclfs%f‘ medical

Ies Vi oeralons

lamGtiTe€in 1he Bpeatsdis dnd rpRirdetcofponetit ynaMWprbh%&&)odlfferent types
token is interfaced with the token interface of _th

foif medicabpreifidieesapnbwherei levelioh acssvgrapied do aégla‘ftﬁ%megwal
N eadi ng
BRI e i B PR ot ARk B, ¢
security conponent of the operations and resource
conmponent, and the security cod ener at ed. t he )
3k en A Bt Uy HaRR oMY P AnehlinedSH twa m gambling
%@ﬁ%ﬁd.st bd YndtRfife ARSALd 3b& Engyhéh the secure token in the
secon securl%y conponent of the operations and
I esouran@pentiponautresouids @mpoiit, mybidag of cl ai m 83,
wher ei n eac er's eli q I|t fo access to the
ganbl i ng aé fféﬁ%l?*@ﬁtqcse%m system
adnln|stra%qkmgmjgwngpcag@bﬂ&ﬁtrator of the ganbling
activities. 20 85. The systen1of cl ai m 83, further
corrpr i Si ng 2 C@n‘siel@mmloc@ﬁmpﬂn@mﬁmﬁﬁa@@@ user fsessdpapti ng
Et S 0 ere bgl cViffe network to
6’3 feing 3&%0% rtIH% one" Pgﬁore ganbl i ng activities via
t he operatmqﬁsaﬁgﬁ arfldesour ce conponent, the second

conmruni cati on devi ce i ncl uding
a data storage component;

o

a first communication device for enabling a user to participate in the one or
more gambling activities via the operations and resource component, the first
communication device including

a token interface,

a biometric reader for enabling a user to input a biometric reading,

a communication component for enabling communication between the
first communication device and the operations and resource component,

a user input component for inputting user commands and information
into the first communication device, including gambling betting commands and lottery
selections,

an output component for providing information to the user, including

data relating to the gambling activities,
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second communi cation device and the operations and
resource conponent, a user input conponent for
i nputting user commands and information into the

second conmmypiseakbOandlevi ce, including ganbling
betti ng commands and 30 lottery selections, 44 WO

2008/ 0607252 &uIT 510620 0FMPFuaE;andan out put conponent for

provi di ng i nfor ion.to.the user. includi tf a

el at | haoRs 1 Re BiahBrch Geirlite Sl ths kg it Rtbe o Mty
AcdihanisitRnaReiceOipRARBt ; 5 wherein the first and
second communi cati on devices are configured to provide

di fferent ustokemeesasty qoapamentfor gmerafiagis|seeryity code, and
activities, agﬁ%ﬁ@% cﬁﬁégﬁ%élf&vs%ririgg}%{sﬁdatéjef i ned fee

structure payable rfor iclpating in the
ganbl i Whers@luset 4dc€s to tHEgambiliag ayitities ik tied aperatidds and resource
wherein w nnin ot her payouts, fees,

i el

otgRenonent reattied onfirsthen dhersesweitalieads interiaces vithdhe taken

PR EL B Mt i al bi¥ e iff th
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ofatches dlsiemesic remding hssbciated ovitht the sectfe token in the biometric security
component of the operations and resource component, and the security code generated
by the token security component matches a corresponding security code associated with
the secure token in the second security component of the operations and resource

component.

84.  The system of claim 83, wherein each user’s eligibility for access to the
gambling activities is defined by a system administrator or by an administrator of the

gambling activities.

85.  The system of claim 83, further comprising:

a second communication device for enabling user access to the at least one
network to participate in the one or more gambling activities via the operations and
resource component, the second communication device including

a token interface,

a biometric reader for enabling a user to input a biometric reading,

a communication component for enabling communication between the
second communication device and the operations and resource component,

a user input component for inputting user commands and information
into the second communication device, including gambling betting commands and

lottery selections,
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an output component for providing information to the user, including
data relating to the gambling activities,
a processor, and
a data storage component;
5 wherein the first and second communication devices are configured to provide
different user access levels to the gambling activities, and each access level has a

defined fee structure payable by the user for participating in the gambling activities.
86. The system of claim 83, wherein winnings, other payouts, fees, losses, or other

10  monetary amounts associated with the user’s participation in the gambling activities are

automatically deposited or withdrawn from one or more of the user’s financial accounts.
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