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content of which is incorporated here by reference for

all purposes. Field of the invention [0002] The
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access permssion to digital objects. Background
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users to secure the communicati on between users.
referepgo r aflpupaseshari ng of a digital object, users who
Wi sh to share their digital object nay define one or
nore access perm ssions to the digital object. The one
or nore access perni ssions nmay be transmtted to the
trusted third party, Widldbf fliagasicd | the access
perm ssion information fromall the owners of the

[0065]91 t @the ORleS&H Sirvendidie rénéﬁekegbn@my {2 RRAeS IdTe dBEGESShjects in
: perm ssion information to all” the ‘consuners.
confh AR ekt APy 05, ek SRR s permisio

to dggrllt%f Ob%gCCtGSS per m ssi on

Background

[0003] Nowadays, it is common for users to share digital objects through the network.
For security reasons, users can communicate with each other relying on a public key
infrastructure wherein a certificate authority (CA) is involved. The CA is also referred to as a
trusted third party (TTP), which is‘an entity to facilitate interactions between users who trust
this third pérty. The CA issues digital certificates for users to secure the communication
between users. |

[0004] In the sharing of a digital object, users Who wish to sﬁare their digital object may
. define one or more access permissions to the digital object. The one or more access
permissions may be transmitted to the trusted third party, which manages all the access

permission information from all the owners of the digital objects in the system, and transmits



i ssued can be anmended, for exanple, be revoked. [0005]
It is desirable to have a flexible nechani sm such that
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controlled. It is also desirable to have a |less costly
mechani sm for the updating of the access pernmission to

the deapst pbrmubgier isfomnativinntot Alé they somumesu mAdteynatifvelynghe producer can
I nvention [0006] In an enbodi ment of the invention, a

direchl Wiérd thekicest pemhigsios It ¢id corsuiet. Ings dexirable that access permission
provi ded. The device may include a digital object
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device is provided. The digital object access
perm.ssion server conputing device may include a

receiver to receives@ngﬁgg?ﬂqh@[naﬁﬁnﬁed access -
perm ssion nmessage froma digital object owner client
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[0008] In an enbodi nent of the invention, a trusted

tran§ifift VRS créAEoH dnfkhde@ ¥dcess petmisiovintkechgenhi ch may include
a receiver to receive a created or arrended access
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computing device is provided.  The digital object access permission server computing device
may include a receiver td receive a created or amended access pennissiqn'message from a
digdtal object owner client computing device; an access permission stofage to store at least
one personalized access permission messagé for a digital object, wherein the at least one
- personalized access permission message is uniquely addressed to one of at least one digital
obj.ect consumer client computing device; and a transmitter to transmit the at least one
personalized access permission message to the digital object consumér client computing
device uniquely addressed in the at least one personalized access permission message.

[0008] In an embodiment of the invention, a trusted server computing device is provided,

which may include a receiver to receive a created or amended access permission message



perm ssion creation circuit to generate at |east one
personal i zed access perm ssion nessage for at | east
wor@sasges al object fromthe received created BET/SG2007/000365
anended access perni ssion nmessage. Each of the at
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it enf or
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perm ssi on nessage being assigned to the at |east one
mesdaggi t al obj ect, wherein the at | east one personalized
access perm ssion nessage i s uniquely addressed to the
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access perm ssion determnation circuit nmay be
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the invention as described above.
determination circuit may be included to determine the downloaded at least one personalized -
access permission message, and an access control circuit may be included to control the
access of the application to the at least one digital object depending on the downloaded at
least one personalized access permission messége.
[0010] In an embodiment of the invention, a system for generating and distributing access
permission to at least one digital object is provided. The system may comprise a digital object
owner client computing device, a trusted server computing device, and a digital object
consumer client computing device. in accordance with the embodiments of the invention as
described above.

[0011]  In an embodiment of the invention, a system for generating and distributing access

permission to at least one digital object is provided. The system may comprise a digital object



[0011] hi an enbodi ment of the invention, a systemfor
generating and distributing access perm ssion to at

wo e@ssoee digital object is provided. The sysSPETBGEN7/000365
conprise a digital objectower client conputing
device, a digital object access perm ssion server

owngpgliant Compeing deviceaa figitat ehicd @EGRss PETBHENN FREVAICPMpRting device, a
and a digital object consuner client conputing device

trusied sapeo competingnl¢vicd, laad entdigidalneinecet cofisuniee dlientecnmputingsdevice in
descri bed above. [0012] In an enbodi nent of the

accdriaRBiWitthe ambedifReis@ff tigainedntioh Ay desceibediyeor amended
access perm ssion nessage by a digital object owner
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access to at |east one digital object by a digital
permyis§ier t secvsns corpputislgl davice,oppcihng @&veansratiagd aapmrmb@ed access
of generating and distributing access perm ssion to at
pernhigsish meseage bgiat thustedgetadr chmpatisgy ¢vies, armethodof dadrolling access to
Brief Description of the Drawings [0013] In the

at led$§tdfe Aetal bbik& vyef BERA D& BsmRaMer &licte Behputing def{R! arldoa method
the sane parts throughou% the different views. The

of g?lﬁ]eg%fﬂr%%&éigﬁerglﬁ g[&ﬁ Rirh #g%l(e) QOU%SI%S?P H%‘tgﬂ)bﬁect bﬁ/ a system are
inciples of the |nvent|on In the foll ow ng

“’&i &eription, various enbodiments of the invention are
described wth reference to the follow ng drawi ngs, in -
which: FIGS. IA and IB show a digital object owner
client conputing deV|ce and a d|g|tal obj ect consuner
client conputing B¢ an WiRgs h an
enbodi nent of the |nvent|on respectlvely FIGS. 2A

[0018hd 2R gieodrasvimiisgilikel raﬁh'pmbt claragas gemenillysrefer setheesame parts
conputi ng device

throughout the different views. The drawings are not necessarily to scale, emphasis instead

generally being placed upon illustrating the principles of the invention.. In the following
description, various embodiments of the invention are described with reference to the
follox;ving- drawings, in which:

FIGS. 1A and 1B show a digital object owner client computing device and a digital
object consumer client computing device in accordance with an embodiment of the ihvention,
respectively. |

FIGS. 2A and 2B show a digital objéct access permission server computing device
and a trusted server computing device according to an embodiment of the -invention,

respectively.



and a trusted server conputing device according to an

enbodi nent of the invention, respectively.FIGS. 3A to
WQ@EBhoslos1s2d | owcharts of sharing at | east one di BCT/862007/000365

obj ect subject to access pe¥m ssion generated by the

producer according to an enbodi nent of the invention.

FI GIGS. 3AJ03Eshey sy of ghang ot least epridigitaliabjst subrest to access

access perm ssion informati.on for digital objects -
permaission gemgyated ba thegmbxhatenacordidg toraa embodimhént of theliBenbion.

shows a flowchart of generating a created or anended

aC &S 4RA6WS 8 $Q8mITBH Sa@eatidy and digHib@ingodeces tpeaiRsibn information
client conputlng device in one enbodi nent of the
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CESS perm SSI n nmessage tor at |east one digital

Obj a d| bj.ect access ssian rver
co t i néhoavesvi‘ ?ﬁ‘a‘g PfEBsHing f © ‘%‘3‘{[‘3?}1‘(’;r PRYATSE 2ess permission
FIGS, 7A and 7B shom1a fl.owmchart of storing and
mesgagtebutd Atgital PRiesh AAPFY SHendceumRRUng, V%S Bh ope emhpdipgnt of the
a trusted server conputing device according to an
inveatibndi ment of the invention. FIG 8 shows a flowchart
of controlling access to at |east one digital object
by FAGdibghdows adhjwashhrt o dsstriButing] dceeds peomission ngesdapel foe at least one
according to an enbodi nent of the invention. FIG 9A
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1gacc§§ganc% mnf%ﬁan eﬁboglnenﬁﬁzf t he |nvent|%% &g? vice in an

emﬁ%ﬁm&§9%§ﬁ%1ﬂw£MBHart of periodically downl oadi ng the
perm ssion nessage of FIG 9A according to an
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permission message by a trusted server computing device according to an embodiment of the

‘invention.

FIG. 8 shows a flowchart of controlling access to at least one digital object by a
digital objec_:f consumer client computing. device according to an embodiment of the
invention;

FIG. 9A shows a structure of an access permission message in accordance with an
embodiment of the invention.

FIG. 9B shows a flowchart of peﬁodically ‘d‘ownloading the access permission
message of FIG. 9A agcording to an embodiment' of the invention.

FIG. 10A shows a structure of an updated access permission message in accordance
with an embodiment of the invention.

FIG. 10B shdws a flowchart of periodically obtaining the updated access permission

message of FIG. 10A according to an embodiment of the invention.



wi th an enbodi nent of the invention. FIG 10B shows a
flowchart of periodically obtaining the updated access
w@eogiosseon nmessage of FIG 10A accordi ng to aPCT/SG2007/000365
enbodi nent of the inventionm FIGS. 11 A and 1I B show a
structure of a conplete access perm ssion nessage and
a $IGE8ctf andi 1B shewgratmeie efca eamsplpieraeress ipsimissier mgssage and a
in accordance with an enbodi nent of the invention,
structerepefcani anghmentel laGeeskl pinsibsiovs mesdagewe hevotdante with an embodiment of
periodically obtaining the updated access perm ssion

the iNP&RREEredce@VélyNng to anot her enbodi ment of the
i nvention. FIG 12 shows a Merkle hash tree in
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Descri pti I'n thfs cont uting

devi ce as Eeferredg&)o inclu s.butt.i s not limted to

mesEEy 2 BRTD8 1T RRSE QSV?en&Sﬁ‘E‘St‘%"re,n 'Wbi | e phone,
personal digital assistant (PDA), notebook, |aptop,. - )
pef%%ﬂ]a?l Sh@&’ﬁﬁd‘l’lé‘ik,le Rash frse iy 3cser a’é‘iec".‘”ﬂ]} amgBpodipent of the invention.
enbodi nent of the invention relates to a digital

- obj ect owner client conputing device. The device may

include a digital object storage to store at |east one
di gital object the digitddesokipgioh owner client
conputi ng device owns, a key storage to store a public

[00148Y Ofh tRisldoHEKE GhS BEMBUt el 3 Geifél 46 iftHe® bufls not limited to
private key of the digital object owner client
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tgc&gia}t erm ssilon creati oEtci rcuti t to create or anend
noteqe ‘g’epﬁﬁsg%% GAPRBCE SRR ECat | east one digital
object for a uniquely addressed digital object . .
[0015hns UARe carbiodinent opdy G ABVEREQR ciglatephéo e digital neliject owner client
further include a cryptographic circuit to provide at o
compatigg devive. Jihbldevick mayenghupdecydigitali abjext storage torstoreat desistone digital
the cryptographic circuit may be configured to encrypt
objethtbe digial ebjerovanee ktiett cdapating fevice 6®hgn kKysagge 10SItérg a public
t he public key
key of a trusted server computing device and/or a private key of the digital object owner
client computing device (the key storage is optional in an alternative embodiment of the
invention), and an access permission creation circuit to create or amend access permission
message to the at least one digital object for a uniquely addressed digital object consumer
client computing device. The device may further include a cryptographic circuit to provide at
least one public key cryptographic algorithm, wherein the cryptographic circuit may be
configured to encrypt the created or amended access permission message using the public key
~ of the trusted server computing device and/or digitally sign the created or amended access
permission message using the private key of the digital object owner client computing device;

and a transmitter to transmit the created or amended access permission message. In an

embodiment of the invention, also the cryptographic circuit is optional.



of the trusted server conputing device and/or
digitally sign the created or anended access

W@eoosiosseon nmessage using the private key of tP€1/SG2007/000365
digital object owner client7conputing device; and a
transmtter to transmt the created or anended access

[001dr i Bsitin evetysliment, Ithe aligitakbaldeatesivnasf cliane dompating aevice, also
al so the cryptographic circuit is optional.[0016] In

exclidnigsabdyrbedeliredetotas “produckry dveds aviigasconeadipieal objecewhich may be shared
conputing devi ce, al so exchangeably referred to as

with SheOReR! "ThePrGuct creSRFAmEAER 44ceHs (patmiddlb® fiesyidt € tHERY least one
be shared with other users. The producer
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anended access perm ssion messag n an_ enbodi nent _of
emboganeng g thejiByentiopcthg riggl&abprsozﬁw inglde phiepsigepostion efasfile, e.g.,

a portion of a file, e.g., a text docunent, an inmage
textfddcementy anuthage fﬁilet,ea,n audio (idey o video dile ar muhtitimedianfife. | &a another

hi anot her enbodi nent, the digital object nmay include
embatlich@@she aighal dbjevd nﬁfy iBclGAv R IdaRT a Portigh aft coridpdtél program.

one enbodlnent the key storage may store a synmmetric
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Dat a Encryption Standard (DES), the Triple DES, the

perTpiSsian dBePSTRSC BSIRE i the STmaiae koY AEBYT emprgpiions any kind of symmetric
International Data Encryption Al gorithm (1DEA),
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[0018] The producer may include a further key storage

Tripl® BES[ ¢hed Advlhéed Eayrypfion Stagddrél (AHE)E BlodGisk,ul@ernational Data
client conputlng devi ce (al so exchangeably referred to

EncAtiof AlsoHIER (IDEAY TSvdHdR! CASkewsNTCARIT- irssVRd@eRm RCS, RC6, etc.
talned fron1a publlc directory of public keys. The
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object consumer client computing device (also exchangeably referred to as “consumer”). This

public key might have been obtained from a public directory of public keys. The
cryptographic circuit of the prodﬁcer may be configured to encrypt the digital object using the
public key of the consumer, such that only the consumer»who has the corresponding private
key may decrypt the encrypted digital obj ect.

[0019] In oné embodimént, the created or amended access permission message may be
encoded using thelXML format. In one example, the created or amended access permission
message are encoded in a data structure similar to a X.509 Certificate Revocation List format.

The created or amended access permission message may refer to an access permission



public key of the consuner, such that only the

consuner who has the correspondi ng private key may
waele@sypt32e he encrypted digital object. [0019] PET/FEE07/000365

enbodi nent, the created or sanended access perm ssion

message may be encoded using the XML format hi one
meseagrptienewlyelefinehacsess permissinnledt mayoefes toan agosss pemmission message

nessage are encoded in a data structure simlar to a
withXaeilededceedsi eain&siday ohadnodter leirtbodinmntathe ciéated be amended access

or amended access perm ssion nessage may refer to an
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perm sSsion, or may refer to an access pernlSS|on
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expl ained in nore detail below It should be, noted

[0020hat barAn enbrdimentc Bigiceptadcateamended aeness RIrMIsSiaR TBestage includes at
be provided instead of using the X 509 standard.

leasf Gﬁﬁﬁf thei folowerghdeda mrems:, ideitety oxf ébe difital objeetnaientr antiertseomputing
perm ssi on nessage |ncludes at | east one of the

devike) fiawiof gheladeated tog Eienddefdcedsypediidsion wWeghialidabiteef at least one
owner client computing device; tinme of the created or
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VI C%%d duraﬂ oﬁ new g&gss Oﬁerm?sa fc'on &’ 801gt g'vglﬁl t}%bli efehst one d1g1ta1

ty € | e cand adit {on New a perms
associ at e Ieast one dl |taI ' ct and
objechgnd;the jap leagt %’ﬁéit %}F%P Igpt opsERer Lish Eﬂ%?“tlﬂgj dgmce type and time of
conputing device; type and tinme of anmended access
amepdedracsesscermission jassostated with theeat dgast enesdigisal @bisichandathe at least one
obj ect and the at |east one digital object consumer
digital iobject comgmuter rujiente voropytingx gévige; dapay odate lof the evévoas created or
created or anmended access perm ssion, digital
amefd@NaddessLpérnidsivn, digial dignajeof tHRWhigitalCobjentovamelibntn@mputing
devi ce. [0021] The access permni ssion may include but
deviddy not be limted to any of the follow ng
perm ssi ons: output, execute, edit, delete, copy or

[002‘1?Wn| ’?l?edacfcggs p%IIH{SglgS W}laﬁ&e ﬁﬂrmﬁf noque limited to any of the following

permissiOns: output, execute, edit, delete, copy or download for a predetermined number of
times or within a predetermined period. The permission to outpﬁt includes any kinds of
ouput, e.g. view, read, open, print or play, where appropriate, a multimedia file, a video, an
audio, an image file or a text document, etc.

[0022] In one embodiment, the cryptographic circuit is configured to providé at least oné
of the following encryption algorithms: RSA; an encryption algorithm using ellipfic curves;
Paillier cryptosystem encryption; ElGamal encryption; or Cramer-Shoup cryptosystem.
Other encryption algorithms for a publié key infrastructure may also be used in alternative

embodiments of the invention.



times or wthin a predeterm ned period. The perm ssion
to output includes any kinds of ouput, e.g. view,

WO e@d/03open, print or play, where appropri ate,PEr/SG2007/000365
multinmedia file, a video, an audio, an inage file or a
text docunent, etc. [0022] In one enbodi nent, the

[0023] ypt Dlag aypslated @i pmendedi accesn périsséah tEsgagovingle bgt transmitted to a
| east one of the follow ng encryption algorithns: RSA;
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Pail'lier cryptosystem encryption; El Gamal encryption;

to dRFritHA IR acStA8 PBrrfisH B BR¥$HE Betwdel Whe Fro@hddRtan@Mhe trusted server. In
algorithms for a public key infrastructure may al so be
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tran§HEH 35 s Sl SR b Elsh B g By g S doR b greiugd created
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or a@éﬂdﬂds‘,@?%ﬁ PRREY SHQIEMIBEFAZRSIA SERTALE pergoraiZed AgPepshgermission message.
trusted server. I n another enbodi nent, the created or
[002afre nd&dothercasisodiaenti cfshe inverSaap®videy aaligital lobject access permission
transmtted to a trusted server conputing device which

servBBonUting ldevies. e Thd @evi@CBhy Bié1ude @at&ive? to BiteiNe @dcrase@ 85amended
perm ssi on nessages to generate personallzed access
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I nvention provides a digital object access perm ssion _
server conputing device. The deyi i nel ude

persPiliER) PSS HegRErbE BeSpen et el fise aEaglof the at least one
perm ssi on nessage, and an access 8 rm §si on storage ..

persppalized pecess PHEYSYOTHREST3EY éso\’l%lﬂ?ej%& é}@ﬁsg do 98¢ ¢f 8k f‘%ﬂ one digital
~message for a digital object. Each of the at |east one

objegleeansumer ghient soowyting device sThyndelsess gy figherninglyde @ transmitter to

. addressed to one of at |east one digital object

transmin sheatr leadt ioan tpecsonyied ragcats \penmissidih enadsagede thayt least one digital
further include a transmtter to transmt the at |east '

obje@%nﬁ@ﬁ&%i@hﬂ&ﬁfblﬁﬁgﬂéﬁc@erm ssion nmessage to the at
| east one digital object consumer client computing

[002‘§$Vi C- thisOQedxt,| fRe tdigital OBIHcEXLoesd PamBistid Sdrv@PédRfuting device as
access perm ssion server conputin devi ce as

defined above is also exchangeably referred to as “server”. The server may be a non-trusted
server which serves to distribute access permission message between the producer, the trusted
server and the consumer. The server may also be a trusted server which serves to distribute
access permission message between the producer and the consumer.

[0026] In an embodiment, the created or amended access permission message may have
been encrypted using a public key of a trusted server computing device and/or digitally

signed using a private key of the digital object owner client computing device. In another

embodiment, the created or amended access permission message may be encrypted using a

symmetric key.



defi ned above is al so exchangeably referred to as
"server". The server may be a non-trusted server which

W@ e008es43d di stribute access perm ssi on nessageCheGOEM0365
the producer, the trusted gerver and the consuner. The
server may al so be a trusted server which serves to )

[0027] st r Inbam embodiseeant,pibe rat Jedsb onerpsesandiZgdtageesn pehmission message is
producer and the consuner. [0026] In an enbodi nent,

digitdily sigsit asingra private cayasfc gestrpgedrisayeo compsthegydevieg. In another
have been encrypted using a public key of a trusted

embd8InYéit, ﬂa@YHPll'éa'sﬁgnéjﬁéﬂs&fhliééﬂjéwessﬁb&h{i@idnym%ésﬁgéQ; étferyifdled using a
a private key of the digital object owner client :

symbRiRUtd g device. In another enbodi ment, the created

SYmSr £ﬁ§¥ded access perm ssion nessage may .be encrypted

ing.a s tric key.[0027] | enbodi nent, t he, at
00341, g i S ot s PR SERBRRE L e e created or
digitally signed using a private key of the trusted
amegded AGCeSAIRHUISSING MRSFIZEA0 hetrugted seaver cAmpEtRgAgvice: fBugthe server
| east one personalized access perm ssion nessage is
distemaes gteedreated gy amendedsiccéss peemissjodO@8sage diven the producer to the
enbodi nent, the transmtter is further configured to
trusieddasei.t the created or anmended access perm ssion
nmessage to the trusted server conputing device. Thus,

001, S4BT RSO Rl e D BGESS: et

g ; 02 . . .
one 3z BR8P TR NGB S5l . Tous
per sonal j zed ccessﬁﬁernission nessage from

he

the peryier, digrbuies dhe PERARIAY AR AETIPRG e Bppethe trusted server

di stributes the personalized access perm ssion nessage
comppigng device tp tle #deasbonedigital whisct erpswae dient eommiingdevice.

| east one digital object consumer client computing
[00303vi cBimilapi§30ie diiziallajdcy mayhiacldidgiat ddastobpertionrreya file or at least a

include at least a portion of a file or at |least a
port@rdfiacdmpluted pEopigah he exiaingd sbvovas expl ai ned above.
[0031] | In one embodiment, the pérsonalized access permission message may be encoded
using the XML format. In one example, the protected access bermission message may be
encoded in a format similar to the X.509 standard Certificate Revocation List format, or
similar to the incremental Certificate Revocation List format as will be explained in more
detail below.
[0032] A further embodiment of the invention provides a trusted server computing.
device. The trusted server computing device may include a receiver to receive at least one
(optionally cryptographically protected) created or amended access permission message, and
an access permission creation circuit to generate at least one personalized access permission

message for at least one digital object from the (optionally cryptographically protected)

created or amended access permission message. Each of the at least one personalized access



[0031] hi one enbodi nent, the personalized access
perm ssi on nessage may be encoded using the XM fornat
woosss3exanpl e, the protected access perm ssiBOT/SG2007/000365
nmessage may be encoded in aiformat simlar to the
X. 509 standard Certificate Revocation List format, or )
perrgissiph aressage ishenifurly adrressed togumetdfiaf leasteonraigitehobjeer congymer client
format as will be explained in nore detail bel ow
complfis® devicé. uThb arustdixeciamenipofing Hevice wagt alaninshulei adansmitter to
a trusted server conputing device. The trusted server

tranSRITIRY AtNéhsOlEne efsomBlizddieldds BerthissRsiteghgd. O I ecei ve at
| east one (optionally cryptographically protected)

[003;32 gggﬁldthﬁrcoﬁfgiﬂ dfdLAGEE §e}vé}%mg§ﬁﬁ§ BevES R A8 Bhar@Bsh1 & Referred to as

S_permssion creation circult to generate at

l.east, one personal i zed acces erm.ssi o ssage ,f or

the AFUFeL¥TVese 10F Grirish SEDPRE® FPOFRd T Rl BRI sefver therefore
cryptographically protected) created or anended access .

gengratepeispralizac acoeseberpugsipngnesspge tor epghyeansymer and may digitally sign
personal i zed accessperm ssion nessage is uniquely

the paishmalizaichcress pammis§iommebsage for anthenliigtipn purpopesct
consuner client conputing device. The trusted server

[00349PUln B: e@Yodithef \thelt@Asrhittel we RardshAangi@ Attledst tode personalized
transmt the at | east one personalized access

accd3€ IS mEBR88YS a sbiREBH edphaibidd SboRveNAIh théd@ansmits the at least
trusted server conputing device is exchangeably
ref t c o ser e Lr ‘ .

one §§Fs\?’ ({elél%l%(si a%c%? l}gse?@gs%h@%s%gﬁ@er @yy %ﬁ’ﬂseun%érg'us#'e tgge?veénrb()dment’ the
therefore generate ersonal i zed access perm ssion .

trangFpiier Y Fi3RSTRL 1 A ds7S LR PERRBAAEY A0S PAPRIGFIe piesRg directly to a
personal i zed .access perm ssi on nessage for

Con@RGient i cati on purposes. [0034] In one enbodi nent, the
transmtter may transmt the at |east one personalized

[0035¢ c esSinphrly] thei digitaledbsent endyoinalude at/ astas pertiohaifreefile or at least a
above, which then transmts the at |east one

portit@r sfar@hipatd phopesn as plainedaiveessage to a consuner.
I n anot her enbodi nent, the transmtter nmay transnit

[0036]€ 2aln bRAGhbRRRE HIROARAET Of aRCRGRISadRBEsPEMiRIdn message may be
message directly to a consuner. _ |

encrypted using a public key of the trusted server and/or digitally signed using a private key
of a digital object owner client computing device. In another embodiment, the created or
amended access permission message may be encrypted using a symmetric key.

[0037] The Vcreated or amended access permission message may be uniquely addressed to
at least one digital object consumer ;:lient computing device (i.e., consumer).

[0038] In an embodiment of the invention, the trusted server may further include a
cryptographic circuit to provide at least one public key cryptographic algorithm, wherein the
cryptographic circuit is configured to digitally sign the at least one personalized access

permission message using the private key of the trusted server. In another embodiment, the

trusted server may include a cryptographic circuit to provide at least one symmetric key



[0035] Simlarly, the digital object may include at
| east a portion of a file or at least a portion of a

W@ o0vplos43e9 progr am as expl ai ned above. [0036] |PCDRE2007/000365
enbodi nent, the created or 1anended access perm ssion
message nmay be encrypted using a public key of the

cryntegreplud algaritem, stdret thei efypwisraphin eirruit igstonggaredrtp\aceypt the at
key of a digital object owner client conputing device.

least nneapersdmatizehdroekisipemissibh enessaga usig arsyamertuiekieya clnessmbodiment,
perm ssi on nessage may be encrypted using a synmetric

the k@sted k&Q@ﬂﬁla% RelsdeeRér9Btogfaphiteditaf caf g % a Bl Sigh&tre algorithm

nessage may be uni quely addressed to at | east one

a9 bRt HEim. Oth&ni GORRAS Yiafrithm&may also b
anconsu t? _bﬁggggfﬁéﬁ an e&god%%%ht 0 t? SgﬁnﬁgﬁFion,““yas° ©
t he usted server. may .further include a cryptographic
can‘&ellaroé{tu[)?'ﬁ{eoc 3[8%1 Cg’trg‘fltfeast one public key
cryptographic algorithm wherein the cryptographic .,
[00331; cuiTge iat leashong peenalized; cess) PSSR TREsage 13 dgdyed from the
one personalized access perm ssion nessage using the
created omamerded agfess permissien owsgeVee.. byl decaypdinigghe encrypted created or
enbodi nent, the trusted server may include a
amendyP hogsa phintission aiekdagt Gapl/avbyl@erfyingagl aatigital signature provided
symmetri c keycryptographic algorithm wherein the

oveF HEREQRBEPHNirkerfdled Gbdeks SRR MeésBse)lAd WAV MR th BEe8d permission
| east one personalized access perm ssion nessage using

to tifd agi%{f%;,{]e' Lasdibfated RihIMENIOR PR Manshifé, trust ed server
may~i nc qe™3 cryp P

tographi c Circul carry out a

igital signature al.gorithm and/ or rypt ogr aphi.c
oofth 2" B o R il S g ebeestpg e s e rhishion message may
algorithnms may al so_be carried. out by the o ) .
com‘ppy(b@]é Qfeéﬁﬂ‘ii Qr amended ACCRSOBMISHNA tqtth¢ atleast 9pe digital object, i.e., the
personal i zed access perm ssion nessage i s derived from
comiphate aceas pamussiembriomeitiandes thepesimei. oin aestbergembaligent, the at
by decrypting the encrypted created or anended access
leaspetigipes soinalizedem sy Pelnains 610 mebyagy atayfepmpeiseag@esspettingssioal which has
signature provided over the created or amended access

bee® W it&S lof Nanidiied Gceatid PrRNViovk n&n%ﬁ@eda?@l@éﬁlﬁ% Nic8&ss Opermission
to the digital object associated with the at |east one

mes &%,395",3 fhe updated access permission information for the consumer. In this case, the
updated access permission message has a smaller size and helps to save bandwidth costs.

[0041] In one embodiment, the personalized access permission message may be encoded
using th..e XML format. In one example the personalized access permission message may be
encoded in a format similar to X.509 Certificate Revocation List format, or similar to the
incremental Certiﬁcate Revocation List format as will be explained in more detail below.

[0042] | A further embodiment of the invention provides a digital object consumer client
computing device, exchangeably referred to as a consumer.. The consumer includes a digital

object storage to store at least one digital dbject and an application circuit to carry out an

application using the at least one digital object. The consumer may further include an



[0040] hi one enbodi nent, the at |east one

personal i zed access perm ssi on nessage nay conprise
wa@bdososss2d ed or anmended access perm ssion to tPer/a62007/000365

| east one digital object, i13e., the conpl ete access

perm ssion information for the consunmer, In another
enfaspgssiricnid i enfpige aglowndoadtof ghlsasions perapnaliegd aecessspermission message

perm ssi on nessage may conpri se access perni ssion
beinghissignéth® the ahleastamteatigital objeet)cvdran teeattléast pneepérsamlized access

gener ated personalized access perm ssion nessage,
perthisSion rhd¥Sagénid aintgheRE BRTEssBE kdTtHesdighall 6Hjedt rdhsdierf ddient computing

the consunmer hi this case, the updated access

devREr M Z%%@ssgﬁﬁ-ﬁg&?ox{‘ ﬁéﬁeﬂnﬁlﬁ']ﬂ)ﬂ Qfrcsit Zrﬁarl%‘ﬁg nehB& :tﬁedetetmine the

save W osts. [0041] In one erfbodi nent, R
rsonalj zed-access rm SsSi on_ nmessage e._enco
oo aRET RS SRR 3RS CndRRA, plP RS fT 3Efpss conto

. access, perm ssion nessage may he encoded in a forpat .. -

citcaft gayabe isuded 05 cemirel fibcaseess il BE ApPiustion dp theigast one digital
or simlar to the increnental Certificate Revocation

object depenidingan thgsdowlpadsd ablepst pinp perspralized acoges permission gygssage.
[0042] A further enbodi nent of the invention provides

[0048]di gir érle @bb@tiinent) drucoRsuraén may firdrgp uiiclude gl emip@graphic circuit to
exchangeably referred to as a consuner. -The consuner

provid& htas (ﬂledﬂ)ﬂi'lf‘cq{ey(@&dﬁﬁgraﬁﬁi@ rAgsith®, Shefedn &e &r§p®braphic circuit
and a

one digital object n application circuit to carry
Li . . v | . L _ .
may el b SBLiy Bk ehioib S Rl BRI B QllcRey forming the at
1 irqg%%ltg.epforce a downl oad of at |east one
m“g%?% F'i°2KG" access permi ssion nessage being assi gned
to the at | east gne digital object, wherein the at
[0044} 5 s t Incanethes eappdiment dheeqnsumeiyapyfuthes inclyde ey storage to store a
uni quel y addressed to the digital object consuner
pubki¢ kesnof & tragted seryereompuing drvige cBwsconeumersmay include a cryptographic
determination circuit may be included to determ ne the
circdiovnproaidiecht ddast @sspublin kep eryptopahphiedlgarithes svhpesinitiesergptographic
message, and an access control circuit may be included
circhi® mfaQ belcOhfif?ed RCAfiFhtiOAte tHRAnARDI sefiRt boMpitthel d¥RicBlusing the public
| east one digital object depending on the downl oaded

‘ k QRS PE) Ijé6de access perm ssion nessage.
ey?%%%%?ﬁﬁp ong eﬁ%@g@%pnt,éthe_consuner may further
[004§T cl uﬂleonae e%l}/o%rgg{t?t‘gg dSwiloaded ;gergo%alized access permission message may .

be encrypted by the trusted server. The cryptographic circuit of the consumer may be further
configured to provide at least one of decryption algorithms, such as RSA, an decryption
algorithm using elliptic curves, Paillier cryptosystem decryption and ElG.amal decryption, so
as to decrypt the downloaded personalized access permission message. Other corfesponding
decryption algorithms may also be used if the personalized access permission message is
encrypted using other algorithms.

[0046] In another embbdiment, the consumer may include a cryptographic circuit to

provide at least one symmetric key cryptographic algorithm. The cryptographic circuit may



provi de at | east one public key cryptographic
al gorithm wherein the cryptographic circuit may be
w@ooBioguseed to decrypt the encrypted at | east BPEESG2007/000365
digital object, thereby fonwing the at | east one
di gital object. [0044] hi another enbodi nent, the )
be copfiguried to dagryptuthe Wewniasded, persenaliggd agesssapamission Hesage using the
public key of a trusted server conputing device. The
symonotsel key, mychi isc hlgdensad cfoy pnogptipgitbe clomninaded personalized access
provi de at | east one public key cryptographic
perrisgioh infddgngewherei n the cryptographic circuit may be
configured to authenticate the trusted server

[00£9 P UL OB Yo G ettBblithenh ShPetTbictr KfNitQd cdrfutddi®id@Wnload the at
sérver conputing device. [0045] hi one enbodi nent, the

t
ownl oaded,.per sonal i zed a rm ssi . . .
cos 0 R, SO ST OE A8 08, B A0 08T i ime
. circyit of t egfggsuqer may be f [tger configured to .
ISty ifQe CXAMpiEa rd S?Std’é‘ErRPb%OPg'ﬂFe | FEFSLRFARISSOGHessage 1s not
RSA, an decryption algorithmusing elliptic curves, o
dowmkdaded eftercthg pxpiny et @ predetsrmived pariehdf neatiglaccess of the application
decryption, so as to decrypt the downl oaded

to thealigitdl abjeziatlapbedstseder m ssi on nmessage. O her
correspondi ng decryption algorithms may al so be used

[0048] t B G SEBRiIERY IRCARFToRRA Bt IS0 1B&G SeHAfzéBaccess permission
‘ encrypted using ot her al gorithnms. [0046] hi another

mesgél‘g%%g%r{ﬁﬁgés’ a lefife < qgltﬁ[q%{' bE&RY al fifdiiddor @1{%&‘18 ';agg'hﬁ:ﬂ%&downloaded

to provi east “one synmmetr

cryptographi c.algorithm .The cryptographic cirgcuit .

ot 18 e PR i Bt ptsinbt et S SR g Sho@H fmbodiment, the
persaonal i zed access perm ssion, nme sag? usi ng the

enfosgern@rquitcmpg\be Ganttgnreds toy dsterming dthe Jieteaence HmbRgs (o at least one
downl oaded personalized access perm ssion nessage.

persp0dizell agepsopetimspiaromgssagerisoleri daswnloaded dassef @iy dhercurrent time and the
circuit is configured to downl oad the at |east one

refeppacs amabeérzafth precieoss dpenlvadei mansomeBzdgecess parpissipalmessage, and to
of predetermned tinme instants. For exanple, if the at

enfdr&atht doRA1dRA oF AAdti18RH 0RE F@SShaBLEd AR EdseniRSiDAFResbdze comprising

not
the determined reference numbers.
[0049] Similariy, the digital objéct'may include at least a portion of a file or at least a
portion of a computer program as explained above:
[6050] In one embodiment, the downloaded personalized access permission message may
be encoded using the XML format. In one example, the downloaded personalized access
permission message may be encoded in a format similar to X.509 Certificate Revocation List
format, or similar to the incremental Certificate Revocation List format in another example as
will be explained in more detail below.

[0051] In an embodiment, the at least one personalized access permission message

includes at least one of the following data items:



downl oaded after the expiry of a predeterm ned period

of tinme, the access of the application to the digital
wobjosos43pmy be deni ed. [0048] I n one enbodi meneCT/BAE07/000365

downl oaded at | east one pensonalized access perm ssion

nmessage conprises a reference nunber being a function

of the tvensomef thppedess premirsion messeas fatmateast one

personal i zed access perni ssion nessage i s generated.

| n anot hdentigyrbhitie nmsted s¢rver eonfputiogdedce,cui t may be

configured to determ ne the reference nunbers of at

| east ongefity ¥Fnaligatdolieceonsiféntisdi @Ompats@devit® tdavhich the
downl oaded based on the current tine and the reference

nurgegéss?gnﬁs%ﬂﬂeggdéeg%w&leg@Qed personal i zed access

perm ss on rressage and to enforce the downl oad of the
at Ieast rsonal | zed access perm ss

corpr | <1t PO GPRPhIGES REFES SR BT 4&%@? o fhed.
Simlarl t he d| |taI fkﬁj’ ect na |ncI ast a
portion %? t“élefanf}eé eesgiinfopgationm F‘&‘Wj Crﬁat ﬂ‘p"d?%}de
program as expl ai ned above. [0050] In one enbodi nent,

t he dowrd refatense pumbenef] thy eutreat aeosss premissooingssaass sage
may be encoded using the XML format. I n one exanple,

t he dowiliaaitedf the askeasilohg digitalcsigss, per m ssi on nessage
may be encoded.in a format simlar to X 509

Certifi qppes tiRRYAHPAUrAonbShew QEI¥BS perfissidnAss@diatb® whithEthe at least
i ncrenental Certificate Revocation List format in-

an Q%ﬁ%lgggl%‘?&%nﬁ%ev&%}oalgﬁ e%’f(mn@ﬁ gldcliteﬂ S‘tﬁltﬁilgtd@i/ilce

bel o an e e a

personal.i zed acces n1SS|on e incl.udes

Peast or@od e RS rPRke dogR %??3 ReuPErigh Supecied with the
access perm ssion nmessage fornat identity of the

t r Jsaskenesdigia obieshsk the digital shiect consumer pyersfmalpaﬁﬂga deyiice,

obj ect consuner client conputing device to which the

access pwparamkiion ofgewkgé unexpiredrassese permission associated with the at

least one digital object and the digital object consumer client computing device since
the previous access permission message,

expired access permission associated with the at least one digital object and
the digital object consumer client computing device since the previous access
permission message, |

unexpired access permis‘sion associated with the at least one digital object and
the digital object consumer client computing device since the previous access
permission message,

digit_a_l signature of the trusted server computing device.

[0052] The at least one access permission as defined in thé access permission message

may include but are not limited to any of the following permissions: output, execute, edit,



the tinme the current access perm ssion nessage is
created or anended, the tine a next access information
woreasags2ai | | be created or amended, a refer ene€r/RGID@ED00365
of the current access permissi on nmessage, identity of
- the at least one digital object, type, time and. )
deletsrcapy on dovninad far ecpredgiermineds nenRbesefoidmes er wikhit a trsedetermined
at | east one digital object and the digital object
perioénsuner client conputing device, type and tinme of
revoked unexpired access perm ssion associated with
[00331€ an fifieGt crAb@iifet bRkheoRiveatiorafdlate® &isgstedl foabgedetating and
consuner client conputing device, type and tine of
i e : c SNBSS0 t i :
O T B e PRl R ThEF e ity somprie =
. .consunmer client co ti .devi.ce since the prevjous . .
digifa? SR Gyl smipBng deVice s 5oFied sdver e ing deied and a digital
.associated with the at | east aone digital object and i i
objech gongugiet gliens spawpting devife Aescribehabavsmbhie skiem ewflﬁcb_@ described in
since the previous access permn ssion nessage,
detaglbelq.r ed access perni ssion associated with the at
| east one digital object and the digital object
[0039nsunBstherl embbdieip Wi the ithentios relates etot Aayptemv fo@Ugenerating and
- access perm ssion nessage, digital signature of the
disthibiiHoCALcER ¥&niGRIPHY hNRadl CoHeCHigitdI0i8dt. THE s§éteCR8Y comprise a
one access permssion as defi neg1 in the acceSs
.. r ;. | K . L. ] t .
aigiBF \IBIEF Rl EIR0 S SLHOE 2Bl itk Sobl) Fimiion server
edj.t, del.ete, cQ or downl cad for a edet.erm ne .
cometitgh AOtiFo 3 RSO SFT TIPS g, SSse e AGRE L OB consumer clent
[0053] A futher_enbodiment of the invention relate to
COmPUERE; @mefaé,degcéwgﬁ g‘pcp\ﬁ:g The,system will be described in detail below.

[0055] Other embodiments of the in\;ention relate to a method of generating a created or
amended access permission message by a di.gital object owner client computing device
described above, a method of distributing access permission message for at least one digital
object by a digital object access permission server computing device described above, a
method of generating a personalized access permission message by a trusted server
computing device described above, a method of controlling access to at least one digital
object by a digital object consumer client computing deyice described above, and a method of
generating and distributing access permission to at least one digital object by a system
described above. These embodiments will be described ip more detail below with regard to
the figures.

[0056] FIG. 1A shows a digital object owner client computing device (the producer) 100

in accordance with an embodiment of the invention.



di stributing access permssion to at |east one digital
object. The system nmay conprise a digital object owner

W@ koosfs43edmput i ng devi ce, a trusted server conpor/BGLP07/000365
device, and a digital objeat consuner client conputing
devi ce descri bed above. The systemw || be described

[0057 deThé¢ pbrddetavil00][ BapAjcluiieod bteragertidddd rseome abieasthane digital object.
invention relates to a systemfor generating and

Reléliasit inifétiatiog of GeCgitleshiécs Sfop Bxdrfiple] elce@fion &Res désgtiald with the
obj ect. The system may conprise a digital object owner

digifdl b ”z%t GRIRA 2 ivaE Y t6fmatfonY Baindle B0hEAIcitBLEHSS, may be stored in

per sSlon server conputing VICG a trusted server

u gdevi ce gita Q
the %%%U?Pﬂgﬂé’e e 18 el ot %@%ﬁ?ﬁ% if t ﬁﬂéted server,
] escrlbed i n detai el ow. [005 O her, enbo
icthigy of B/ eOmERIBEr Pé:rual e@fi&sata ke mrBPIghe @&?@F%{t% ! Symimetric key
created or amended access perm ssion nessage by a
usediingd syhmetsicdety coypiegraphir etgoridhony dn inddjtigrdceess pemuissipr d@ssociated
above, a nethod of distributing access perm ssion
witheesadeast ofie digitakelsitctangy 8e giored irtheestdragry 1@1.ditgistumlderstood that
obj ect access perm ssion server conputing device

therf 88§ Helfte WRAVGhe storfBE NPA0inQhe PRIABER 100 IwRerBiRsoRRAkdrE8Ys), which

access perm ssi on nessage by a trusted server

storECI0RAL rpgmqa%\éhcﬁlag b2 g)rr tgcet?% ggﬁg g)ass@vggcg%){]a? I%fb The st%r);;lg% 101 may

contro I'ng actes j ect

mclwi%eqﬁﬂsabt?@sbgfg@%%wﬁ AP ot ng. and

di stributing access perm ssion to at |east one di

[0038 ecTheproduesy 4 D@ mayduthsrdagludg,y accessRegpisginn atﬁaﬁ%ﬁlgcmt 103 to
wi Il be described in nore detail beloww th regard to

creat e afnegdinesss pa@PEGionAhsagertosthe ws leastdonyi dlgitaloibpqg:@for one or more.
owner client computing device (the producer) 100 in

uniq@elaiddaRed cohéuimean enbodi ment of the invention.[0057] .
The producer 100 may include a storage 101 to store at

[0039FaSt TRNBrddudért AJ0 RIINGE inchitRk &Y BRMsmiftéOI0Ftd Bandit e created or
digital oObject, for exanple, encryption keys

ameﬁﬁétp&'c@sts%gnﬁ\fsglgn Hégsage, €.g. to a server:

[0060] The producer 100 may optionally include a cryptographic circuit (not shown in
FIG. 1) to provide at least one public key cryptographic algorithm, and to encrypt the created
or amended access permission fnessage using the public key of the trusted server computing
device and/or digitally sign the created or amenaed access permission message using the
private key of the producer. Examples of the public/private key cryptographic algorithm
include but are not limited to RSA, an encryption algorithm using elliptic curves, Paillier
cryptosystém encryption, and ElGamal encryption, etc. The cryptographic circuit may be
configured to provide at least one symmetric key cryptographic algorithm and to encrypt the

created or amended access permission message using a symmetric key, in another



di gital object, and sent/received information
pertaining to the digital object, may be stored in the
wet@sags2401. The storage 101 may al so store KRgESGEOTN00365
as a public key of a trustasl server, a public key of a
consuner, a public/private key pair of the producer
emt@dm@tsﬁmmiqsmfnbg/ symmgtricrkey ayptagiaphie akgoyithm include DES, Trlple
cryptographic algorithm hi addition, access
DERIARS, Blowfisla IPDEA, H’M@tﬁsh\ﬂ(ﬁﬂSThé&&tAS'@%ﬁ RG2, RIC4] R@5, RC6, etc.
object may be stored in the storage 101. It is

[006)der 51®OB bikties 4 H%It@l a5t REndiRIeR clibi@tofipRtifig Géﬂ&?(tﬂ@&onsumer)

in the producer 1 wherei n sone storage(s), which

150%6&8&?38% @ﬁlbtﬁlﬁl%ﬁf]%thgﬂweﬁ%ﬁ be protected using

asswo or tokens e storage 101 nay |nclude

lati)e stora 01 an 0l.
1006803 S RAEPREa Sy = i apieh P "léﬁqgé Oxg gt least one
. permssion creation circuit 103 to creat or anen
digitad obisst. pdhercersugier 14 smayefurther Welude 3 keysitogge 1l gﬁ gtgre keys and
obj ect for one or nore uniquely addressed consuner.
accds® PbGiissitre npsogacelatin® tharat heast onecdigdasobgedt.r dymsapiplication circuit
105 to transmt the created or anmended access

155 Af4yTHs Sicliledets STaf§, out afl -applicatiofs Qilsitgl the [0 06 orlhéigital object. The
producer 100 may optionally include a cryptographic

appHéa'h%H'cﬁrc{u'ﬂ 955 SRRVEE 4 Soffb&fe plogrhB, RIrQ%hABlea MibRRSH P‘ﬁﬁl@ to open a
l'ic key cryptographlc algorlthn1 and to encrypt th e

dlglga'i %ﬁtegp&lgfchqgg'}ﬁ c@rﬁérﬂ" Sﬁ‘le eﬁggﬂ?act rcﬂﬁ' 1'39 rﬁeﬂpalso be a

ser ver CoO

e S 2 e T R, e

roducer . Exanples of the publlc/prlvate key

[0063] y pt The gpnTuEnes| Lidr maynfurthen ingdudsyan gpforest CIrqurﬁ 127 tq gnforce a
RSA, an encryption algorithmusing elliptic curves,

dowiRkiad| afeat leasy phe pysomahized acgess pomyission nids@ardieing assigned to the at
encryption, etc. The cryptographic circuit may be ’

leasE ond digithlecbjt@, pheréirdthealt 1dacpsie persormlirdEhdcess pedthission message is
cryptographic algorithmand to encrypt the created or

uni@RBNARNeREF RS the ROSINS OThifRRARDENsUR! (hdt theSABRgetfission for the
ey, in anotherenbodi ment. Exanples of the symetric

coné%?ﬁ/er G¢ ¥B&a9&f aphl CoRLARE 154 Hla'yrlﬁltlﬁﬁiee a PERivel 1684 receive the at least

one personalized access permission message in an embodiment.

[0064] An access pérmission determination circuit 159 is included to determine the
downloaded personalized access permission messagé, for example, to determine the validity
of the personalized access permission message and/or to determine the content of the
personalized access permission message. In an embodiment, the access permission
determination circuit 159 may be configured to Vauthenticate the source of the personalized
access permission message and/or to decrypt the p_ersonali_zed access permissi(;n message if

encrypted.



DES, AES, Blowfish, |DEA, Twofish, CAST-128, CAST- 256,

RC2, RC4, RC5, RC6, etc. [0061] FIG 1B shows a
wale@sad32obj ect consumer client conputing devi BET/§GH®7/000365

consuner) 150 according to1an enbodi nent of the

I nvention. [0062] The consunmer 150 may include a .
[006§] i t Bepepdjnec onsther dgwnlpaded: @t deast congt persenalizeheaccess permission

di gital object. The consuner 150 may further include a
meskape, &t avcageohtrdl diruiitlél eoktegls thermicess of e applicatmsitothe at least one

nmessage relating to the at | east one digital object.

digifi objesY. IFeR kX Apl6] fi6iH ithe ddvmlsaed Persbielized @etebOpeiatission message, if
out an application using the at |east one digital

i1 NPLUCRLPE LA ol I 0048, BOLLURSE e vide

di gi-t,al _obj ect i,.ch. is JPEG i e.docunent . .The..
plasit BF ISt vilinoy bE oRie O ol FRARR S dhay B fihieved by, for
~exanpl e, a screen for disp|aying._the diqital,ob'ect.
examplge STplementing, thengscessepnial cvazw? hek a3 gcplugan & the video player, or
enforcer circuit 157 to enforce a downl oad of at | east
implementing therasicess sgntelceiswitplén ras ssdigital rabjesth geerlpedgrgm associated with
assigned to the at |east one digital object, wherein
the Video playdreast one personal i zed access perm ssion
nmessage i s uniquely addressed to the consunmer. This

[00683Ul d1t§0HA&stoBAtthdthe comp@s B&)icH ﬁr‘ég%t b6th 48 producer and as a
consuner is updated. The consuner 150 may include a

conb 561161 10 SRURESEL Lol 0008 P 950REbAE o ot
RS 5EeD S50SR SR BB ShHak bR oy nte o

access perm ssion nessage, for exanple, to determne
the Pfﬁéu%ll&?jﬁlt%/ﬂ@ﬁo@%‘@eﬁé? andasraleed Be¥ess permi ssion
nessage and/or to determ ne the content of the
[00673r s ohl&l. i22e dhaws e skigitad ohjest acnessnpersasyion $emverrcomputing device (the
enbodi nent, the access perm ssion determ nation
servet) 200 iatcotdiflg tmyn abadimbngiNtieeinventiut hent i cat e t he
source of the personalized access perm ssion nessage

[0063]d/ OThd &]{&E@ Q0 PlaytiA6luBEE sQRAet 26T 0Ae68SS a BRATEIDE affended access
message | : ,

permission message. The created or amended access permission message may be

cryptographically protected (e.g. encrypted) using a public key of a trusted server computing -
device in an embodiment. In .an alternative embodiment of the invention, the created or
amended access permission message may be digitally signed by the producer 100 using the
producer's 100 private key, thereby ensuring the authenticity of the producer 100. In a further
embodimenf, the created or amended access permission message may be encrypted using a
symmetric key by the producer 100. An access permission storage 20 lumay be included to
store at least one personalized access permission message for a digital object. The at least
one personalized access permission message is uniquely addressed to one of at least one

digital object consumer client computing device. In an embodiment, the at least one



encrypt ed. [ 0065] Dependi ng on the downl oaded at | east

one personalized access perm ssion nessage, an access
w@oesnpiz2ci rcuit 161 controls the access of theCT/SG2007/000365

application to the at | eastoone digital object. For

exanpl e, fromthe downl oaded personalized access
perqgealmeésﬂcws (PEBBIsgen messdge thay g@ﬂ@tﬁim stgneeh ysing eprivate key of the

consuner's previous right to play a video is revoked,
trustedsemvied emnpitangeievict. (hanotlersorbedimet) tHe atdtadh enapéreortabized access

play the video. This may be achi eved by, for exanple,

perthi¥BioR fRiR§dgB ndy R cehPRE WY 4 Hmidkiricely. Telack8sspermission storage
plug-in in the V|deo pl ayer, or inplenenting the '

201 Qﬁ S0 SO helredelv: 58 L{b}%thc;ngﬂlly %&{p@oe%b%&ﬁll ;9 e@t@%)(ﬁ{%ﬁ@d or amended

gram associ at e
acc erstqu t&@ ea.con'putlng devi ce nmay act both as a
‘3?8838%?‘&%8 48%a consuner, i.e., it can send/recelve
gital objects and assoclated erm ssions to/fro

10063‘&1 her Thaparvers200apey figtheg igelude & BARTRITFZ Welpi s the at least one

accordance with the invention may include both the
personalingd exccass peanigsivh anessagsutoethe 1@ Jeast ode sligitab objesb ogmsumer client
- [0067] FIG 2A shows a digital object access
compating dslicy) Fie ty@ismittst| 206 infiy deybease(litt eraf@iiiy ee)re@died (optionally
according to an enbodi ment of the invention. [0068]

cryplé&a p[iﬂw@r préfitc@R¥rdaftal $10Snéhded GREMS 'pedfidsibR Iﬁ&gﬁge% fAe trusted
created or° anended access pernission nmessage. The

servaf €ated or anended access perm ssion message nmay be
cryptographically protected (e.g. encrypted) usi ng a

bl i f a trusted server co ut|n e e in
10085 oIS Son a i SPErSrePuelie JaYie e Bt ferveh 350
|nvent|on t he created or anended access erm ssi on .
[00Hssaghe waited eseanegi 258 Mgy SpefHdel apieceiner Bﬁgda dgfeip@n (optionally
usi ng the producer's 100 private key, thereby ensuring
cryptégraphicaiyrprotected) ofeatet eor mneesded rcceS9 permissiorf mesdage which may be
enbodi nent, the.created or anended access perm ssion
optioARageryipeed dsimgenmiblipked ofitHenonstedsymee2 50 andi@ydigiyallyhsigned using

~ producer 100. An access perm ssion storage 201 nay be

a pri\)’zli‘é k@e@f the producer 100. The created or amended access permission message may
also be optionally encrypted using a symmetric key in another embodiment. An access
permission creation circuit 251 is provided to generate at least one personalized access
permission message for a digital object from the (optionally cryptographically protected)
creéted or amended access permission message, wherein the personalized access permission
message is uniquely addressed to one of at least one consumer 150.

[0072] The trusted server 250 may ﬁnthef include a transmitter 255 to transmit the at
least one personalized access permission message, for example, to the consumer uniquely
addressed in the personalized access permission message.

[0073] In an embodiment, the trusted server 250 may further include a cryptographic

circuit (not shown in FIG. 2B) to provide at least one public key cryptographic algorithm or



store at | east one personalized access perm ssion

nmessage for a digital object. The at | east one
W@eoosom3kd zed access perni ssion nmessage i S uni BOERG2007/000365

addressed to one of at |eagt one digital object

consuner client conputing device. In an enbodi ment,
symprietricokey! ersptogapbiscalgasitm sees worretest Werahienst ene prsspnakized access

may be digitally signed using a private key of the
perrhisgion p@ssage using o prvite key dansinge syrmnetriokeer

enbodi nent, the at |east one personalized access

[007A$T M Bifd @iktdERHRH 250 B4y RECIENConer @brél Stofe AnGtyshiowh i Big. 2B) for
key. The access perm ssion storage 201 may al so store

o Y AR ety SRR IRRE W BrsdlcB) GERGY permission
The server 200 may further include a transmtter 205
MeSPAgCAP ¥Snit the at |east one personal i zed access
erm ssion nessage to_the at Ieast‘on??digital obj ect

(009355 URKIS. G OriE S Ao wigharts of sbaniga Teash A igitgh Objess subject to

may al so be used to transmt the received (optionally

access pgmisyicagencratadibyshoproduesd peeording tnlaroemberimgnicofdbe myention.
perm ssion nessage to the trusted server. [0070] FIG

[0078B ShEMG 3A heisd abl exampRr oft® mdistiation defvihe eligitdd @bject (DO) by the
trusted server) 250. [0071] The trusted server 250 may

produb& dt%fie RoALERIr (R 'an LAbolifndrRC HefGe e pRINEENRLAYa DO or after the
cryptographically protected) created or anended access

f
confiH PSR 10 e o TR o BPU O BN WL Rumer, ez 2
digitally signed usi,ng .a privat ey of t roducer . .
key StgfrEeTHEre flodhocof0o Reh &E‘&ﬂﬁl&&@&?eﬁ@r 3B bR gdeceived is
may al so be opti onall)f encrypted using a symmetric ke¥ .
alreagdy registered incthisodoraght 1f yof, iccrgistrigiomprasesends i t3ldn If no, it is
circuit 251 is provided to generate at | east one
deteppinsd b BOY sdether desDPeas wvaed.odf itds shegprofluger 4o deégisterathe DO to be
object fromthe (optionally cryptographically
sentPthet@Otiedvned batisdprotducieadeshcaption kepdomhsIDOwill be generated at
nessage, wherein the personalized access perni ssion

307."ESIB R4Re bénsHRefliEleYisRE tHea30 g6k RdOtR B0 idhot! Rafel b9NMBe consumer,
consuner 150.

and the consumer will determine at 311 whether the DO is still valid, meaning whether the
consumer has access permission to the DO. When the producer owns the DO or the
consumer has access permission to the DO, the relevant information of the DO, such as the
identity, loqation, encryption key and access permission of the DO, is added to the storage at
309. If the consumer has no access permission to the DO, the registration process ends at
313,

[0077] FIG. 3B shows DO upload by the producer in an embodiment. The DO upload
starts at 321. A network storagé, e.g. a server, is identified and the encrypted DO is uploaded

to the network storage at 323. The location of the DO as stored in the storage of the producer

is then updated at 325, and the uploading process ends at 327.



[0072] The trusted server 250 may further include a
transmtter 255 to transmt the at |east one

W@eoosom3kd zed access perni ssion nmessage, for eRempGEE07/000365
to the consumer uni quely aderessed in the personalized
access perm ssion nessage. [0073] In an enbodi nment

[0078le t The trawpmjdingaf opsor Fsye lgrtﬁlrféneqtmmywnwodlment is illustrated in
cryptographic circuit (not shown in FIG 2B) to

FIGpB6yvi The produeastartste traodhit thekBPsat Bt .odhapmoducer obtains the public
al gorithmorsymretric key cryptographic algorithm so

key ®F theOcddb@hecCaind! dieraiindsdfite cdRSurp@! sSEUblicikegds ailC eslid at 333. If the
perm ssion nessage using its private key or using a

conﬁﬂﬁ@?‘% db@xch&‘)grls [VafdAL. TB? chédk‘fﬁ%e%tﬁecf ¥&Hifidal aﬂﬁl\bnty, the producer

I ncl ude one nor e s orage ( shown in Fig. 2 B) f
erved
_proceg(?sson e\ k}g g f regsteertra(?n %z)zsl tg%tr % §§ gg en'p%g ﬁ?ﬁg ondy CE‘}I /{)}Je_BS The
: GS. 3A t 3E .sho flomchar s of sh at
progwsr dt gt a etaa}lgist Bieede 18 d 30 elégntﬁiﬁfin? rE BOs or o send
generated by the producer according to an enbodi nent
referﬁmccsri@ theridentifieshenchdebPOsugloaded torrongtwark sictage tethgfcopsumer. It
registration of the digital object (DO by the
is thehaldteeminedrat 336 vadcls IDOe attributesnare b bdisewint.g. Bamhdinails be searchable
producer sends a DO or after the consuner receives a

tagsDOThEPréR@bss bt tac&Rs IpRrMissibRfoH @add DAY and Idel il rs1%'is each access
the consunmer, e.g. a key storage, starts at 30 t

nﬁggion a{ 3415 Aﬂ 43! Qtﬁw&&éjge& ést &%at@ﬁv&th?chbﬁagm cg:r the 1nformat10n

recerved i'$ a ré y registered in the stor 1
t he registration end If no, i

deteigdingf APREy Sa %%levsﬁé BREP SR Besiid ng e e Rqrmasgwn The DO
the producer to register the DOto be sent, the

attrigiie getol R PHdoRRE e eangumsics PReliGkek ékﬂ%@fhfée L%crypted DO
will be generated at 307. If it is the consuner to

attribeigs setetogether Path dheeenaeypted RRODOr ithe metwaskuréerags refigences to the
consuner, -and the consuner will determ ne at 311

enciwptet] T¥0s irbaeii@ itise &instithervat134d, Tihe DO irforkibhas sérdteo the consumer
consuner has access perm ssion to the DO Wen the

is upiaRAUS e ¥ASe A BAIDEA e trBRSIRIBTEUIBEes ifdsaE 3SB.S
permission to the DO, the relevant information of the

[OOW SF'@ A SBB@S the flowchart of a consumer receiving and checking the DOs

according to an embodiment. The receiving process starts at 361. At 363, the consumer
identifies the producer of the receivedvDOs, obtains the producer’s public key, and checks,
e.g. with a certificate authority, whether the producer’s public key is still valid. If the
producer’s public key is still valid, the consumer proceeds to decrypt the received DO
| attribute set at 365, e.g. using the private key of the consumer. At 367, the consumer checks

| whether all the DOs in the DO attribute set have been registered in its storage. If not, the
consumer determines for each DO in the DO attribute set whether the aécess permission’s
signa@e is valid at 369, e.g, using the producer’s public key. If the signature is valid, the

consumer registers the DOs in its storage, e.g. a key storage, at 371. The received DO



identity, location, encryption key and access
perm ssion of the DO, is added to the storage at 309.
wo tooslogsseonsuner has no access perm ssion to tPer/Be2007/000365
the registration process ensls at 313. [0077] FIG 38
shows DO upl oad by the producer in an enbodi nent.
inforymatigs @a@‘giﬁ%ir gecodingly in the storagsr# TiBopagdhe gecgiving and checking
server, is identified and the encrypted DO is upl oaded
Inomssmhbanétﬁnrk storage at 323. The location of the DO
as stored in the storage of the producer is then
[0080}dat BIG.EBE sidfws Bficweiet sfdupndititgrepeioed DO by de @hsumer accordlng
327.[0078] The transmitting of one or nore digital
to aﬁ@nﬁﬁﬁﬁnéﬂi‘ PR RRBRGNTEMe dohsimhbltikihe DO Rdu u@pr&@ss at 381. At

The producer starts to transmt the -DCs at 3
P r t ﬁﬁﬂ

383 &?%ﬁl‘rfﬁ%r%eg Q&?&FE% IB@&@ E(Erlje (#quth,p AL ﬁs %H%ﬁ? Fefl@&gﬁ aatd selects
at . 33 If the consuner C key a

the PR IHOUPYCS BartPlen B dapHAES S3§ ﬁ’eﬁls o dighal object
proceeds to |dent|f% a set of reqgistered DOs that are

(EDQ) ipebtewad and deqpptedrand g validity 34 themintegpitwefliibe DQ s dwggked. The
det erm nes whether to send the identified encrypted

confdser otheri deteemnihes af 882 neleesher chet has patedsidn ot thecelepted dptions for
DOs upl oaded to a network storage to the consuner. It

outptﬁ ByheHecRiak BhdThdeest FmBsdn \WbioehutddOvah tid BstiRfie®DOstiA the storage.
be sent, e.g. thunbnails or searchable tags. The

[ h

Iy OB o e 3T 35 S 12 S0P b bp e ol Waput prggcss ends at

a DO attributes set is created which may include the

I nformati on determ ned above, such as the DO

attributes to be sen and the access rm ssion.

100§k ot Ths Bhows PRsess o SFRding, @ad rﬁ%@lﬂggfﬁQs OB &ﬁgﬁspgndmg access
public ke&pat 345, and the encrypted DO attri butes set

permisgiensmey W chrricH @ut hetrgen the modicer andhthesonsusne, thersbygehieving a
references to the encrypted DOs are sent to the

peectorsendigital ojéat. shiheg Bl ncdess pamissiorasorsmht The prbducer may use a
consuner is updated in the storage at 349, and the

netwdrREdthdd fo? Gh@iRe 82SDOP dbthathe Fohsurh&) 60 naly! sGaridDiRDVS with the
the flowchart of a consuner receiving and checking the

conddrier d1rect1y The access permission is associated with the shared DOs, and is created

391

before the sending of the DOs from the producer.

[0082] FIG. 4 shows a system 400 according to an-embodiment of the invention, wherein
the access permission information for DOs are generated and distributed for producers and
consumers. There is provided a trusted server 410 within a protected intranet. The trusted
server 410 may include or be connected with a database 414, which for example stores the
access permtssiori information related to a plurality of digital objects owned by a plurality of
producers. The trusted server 410 further has a signing/private key 412, which is used to sign
the information sent from the trusted server such that the receiver may authenticate the signed

information. The trusted server 410 is capable of generating personalised access permission



according to an enbodi nent. The receiving process
starts at 361. At 363, the consuner identifies the
w@eadossey of the received DOs, obtains the proPUIEeG2087/000365
public key, and checks, e.g4 with a certificate
aut hori t whet her the producer's public key is sti.ll
mesgage) for eqcx CORBINISY bagdon't ge pesss Rerispiongniormafonsieried in the database
t he consumer proceeds to decrypt the received DO
414an bn¢ bubaiiment cftth&@BSentodng. using the private key of
the consuner. At 367, the consuner checks whet her al
[0083)1e DOsstriuButidiesdradlo iabsipoviRl ihake Iremet, rvagils by @Gnected with
inits storage. If not, the consunmer determ nes for

the 8R%&fRd %e‘? 41ve Ei@ea(thts&hlmﬁtoﬁ &?&erM@bhﬁﬁ tRBNAECRTER a Rlurality of
perm ssion's S|gnature Is valid at 9,"e.g, using the

prO%)utg%S ﬂ(r:rgcon:@n:e:rlts Itlcl:rougl;‘{1 éh%ﬂérﬁit it%n ?% lill s%:l'nﬁe \ér?llé){.'rgeg;q%?ge;ween the
st.ora ei ve ormatjon is ed .. .

trusted %5 ﬁ*d?) %Fﬁ’é cpsligasigpers7 3t hesteds serverc 14 tﬁa distribution
and checking process ends at 375.. [0080] FIG 3E shows

servgrsf Bdhodngdr theo bragiucgrsficonsymerse dhaysy eani@itpya tsiytent JpE (gepgrating and
according to an enbodi nent of the invention. The

distdoutBignecess tperhissibh eo Aiinl bpettspsothas digithl Giftcts Aan B83hared under
the consuner selects the DQ(s) for output, e.g. by

flexibié Béhtiol B RPrdduzer. €BY iidlvidd disEfutich ServBR 420} Whith doGiot need to
output, e.g. to print, play or display, etc. At 385,

I jjs obtained and
be e{??sglﬁ pﬁlggglgt 'tﬁeaégftgﬁﬁ%g?ﬁ@% Integrity of the DO
ked.. The consuner. the termnes t
100dgf PER R U E I R e ASPeiRR T SEBS 2 e natags in ceai
out put y checking the access perm ssion aSSOC|ated
belay Wﬁhtr?%r%& the eperatipns of distributian g aggess permission messagssfor digital
_can be output at 389 with the sel ected options, and
objectse ouput process ends at 391. [0081] The above
process of sending and receiving DOs with

[0085)r r eA fienthic pyodicee transpdtsnthe I3 aad nieey adseciated raceds pertmission to the
bet ween the producer and the consuner, thereby

congtebr SHeNgrodudee Ghayt @mieR® 'théligBinkcd awékseﬁémﬁhb%ﬂ B8 chdabe new access
access perm ssion control. The producer may use a

permission either on its own initiative or on demand from one or more consumers. For
example, the consumer may have.an enforcer requesting for a download of the access
permissioﬁ message periodically.

[0086] FIG. 5 shows a flowchart of generating a created or amended access permission
message by a producer in one embodiment of the invention. At 501, the producer identifies
the consumer(s) and the digital object(s) to which the access permission needs to be created
or amended.

[0087] At 503, the producer creats access permission entries for each {DO and

consumer} which is identied at 501. For example, the producer may decide to amend the

previous access permission which allows a consumer to have full control over a text



network storage for sharing the DOs wth the consuner,
or may sharing the DOs with the consuner directly. The

W@e@e®s43per mi ssion i s associated with the sharedr/BEH07/000365
and is created before the gending of the DOs fromthe
producer. [0082] FIG 4 shows a system 400 according,

docyrgent to erBHENARSACCSS PEMRISIAY @/ﬁtthmgy oy this qomsurgerde yiew the text
perm ssion information for DOs are generated and

docuthattr | Inugrexthedr caxampleg tloe peodacs may sevoke she Pheiausi access permission
provided a trusted server 410 within a protected

.gradtmtb@r@hsuﬁé}_e trusted server 410 may include or be
connected with a database 414, which for exanple

ore LALSS bk ' | '

008 0 5 R BRI LSRR b A
praoducers. The. trusted servern 410 rt.ner; ha . 5

one 8 AR GoBpybe s o] bRfesREl A oREng N HIRR 05 Ryng the producer's
informati on sent from_the in;ust ed serv&; such that the '

privatsckax) Y Ry PERUREMEY clfe thhis;cgnisdt theottRled o amepded access

trusted server 410 is capabl e of generating

permissigm message ds alse ealiedpiaruses piivitage sevgatioroHstdBRL)”. The created or
consuner based on the access perm ssion informtion

amefd&d Rdedspethisidandddsae odd dndludeane oalyhedokudriccest petmeission entries,
i nvention. [0083] Distrubution servers 420 are

but AEOKEWLcdsh pbRisdioh BitABS andMirhedted Rcds9 PBREikA6n Bhthibs.t her brevity,
trusted server 410. The distrubution servers 420 may

e GRABES s BB b orho LA RS SHOBMIRES fperemed o
o UbRpu e o oo andnd Fit ad hePReudel B thergPRE el be explained in
di stribution servers 410 and the producers/consumer

morg detail hslesy-i 1he YR L Ay mp;iggal]glet?f'e?m&i ysipg a public ke}§ of a trusted

di stributing access perm ssion to digital.- objects, so
serveihfar sefugiyt rghsoobj ect s can be shared under flexible

control of the producer. By involving distribution
[0089¢r veTIse WPBL mhy diiclulie stdtasnead of chdyébllomisg datademseidentity of the

the cost of the system can be decreased. [0084] The

produtetS tfifle ST the' crédifd atdarhBiRiedi Sdckésd PeintiBsise i&@kszed 38entity of the
wi |7 be explained in detail belowwth regard to the

con%.g{ség(ggtelscﬁpt(i) r 8? Igtlﬁ% 31@'&{1 "Qd]e&{s);a%%,s SinPE " S@hrRon of new access
permission associated with each {DO and consumer}; type and time of amended access
permission associated with each {DO and consumer}, expiry date of the previous created or
amended access pennissioﬁ, digital signature of the producer. The UPRL generated by fhe
producer enables access.permission to be created or amended on a per-consumer and per-DO
basis.

[0090] — At 507, the producer transmits the UPRL, e.g. to a server. The producer
determines at 509 whether an acknowledgement of receipt of tﬁe UPRL is received by the

producer. If not, the producer will transmit the UPRL again as in 507. If it is acknowledged

that such a message is received by the server, the producer updates its access permission



obj ects. [0085] After the producer transmts the DO
and the associ ated access perm ssion to the consuner,
wo b@spsoducer may anend the granted access perpP@ESGTINT/000365
or create new access perm @6ion either on its own
initiative or on demand fromone or nore consuners.
entrieg forthg APin the stosegesaiPa - Hasyseresr dhemtrangmits this UPRL to the trusted
:requesting for a downl oad of the access perm ssion
serveessifiggrapet babakv amFigy6. [ 0086] FIG 5 shows a fl owchart
of generating a created or anended access perm ssion
[009 S S aBKS. by skbwy # dleGRhart Bf Afveritaiiag dico®B tpefhistib® message for at least
i nvention. At 501, the producer i1dentifies the
oneccﬁgffé{ st ®d. &i%ﬂaldb%b&aécc@&l E&h{iscs)ont Qertdtl 65mpiMhg device in an
access 6ern133|o needs to be created or anended.
087 t,. 503, the p ey creats aecess 1 SS|
et pent otrtpg ucnbiOF N Rl clon o FolRRERT AL hlifraed access
at 501. For ex I t roducer na eci de to anmend
PerTpifEop riestegedURRL0s & lﬁéﬁﬁﬂ@ wca@yt%f a0 2 ublif Kewaf a trusted
to have full control over a textdocunent to an anended :
servgt se dhat panlyritke itystedisierier eapld adcesswihet UPBLc ohbeitHR]; gnay also be
view the text docunent hi another exanple, the
digiptlgdiged using a privlte kénef ppesduoerssoathateths apthenticsioarof the UPRL is
granted to a consuner. [0088] A created or anended

ensi#6& €The DPRY S5l 08 sERSHGEQ prbiuider,iand W Sirednupdt de&swfg the UPRL
to one or nore consuner is then generated and

| ' ( ' t he producer's private
ma;f(’sg{}?)l Qﬁsé%ﬁéggg@g%tetrgt%mg%gl n this context, the
‘or eat anended, access perni ssian ssage is al so
002 RE 6. dENE SRR S Bt R et seiornigssage for a
. .created or apended access perni ssion pessage can -
digitahebigefe Theat liastyone PersRIIZEE AeRess PREMASSOR TRESSageis paiguely addressed
but al so new access perm ssion entries and anended
to oaecdsat lpast wne Sonsumesst I @s enthodinpentyiheyat leaseé one qpersedaliged access

anmended access perni ssion nessage as generated by the
perrpissioh egessdgs mayf be reegptdgraphically protected using a private key of the trusted

server or a symmetric key. As the personalized access permission message is addressed
specifically to the at least one consumer, it is also referred to as the protected personalized
privileg'e‘revocation list (PPRL) in the following. The protected PPRL may be generated by
the trusted server as will be expiained below. The pfotected PPRL may optionally be
encrypted using-a public key of the at least one consumer, such that only the consumer to
which the protected PPRL is uniquely addressed is able to decrypt the encrypted PPRL.

[0093] At 605, the server transmits the protected PPRL to the consumer uniquely
addressed in the protected PPRL. The consﬁmer may then authenticate or decrypt the
protected PPRL and determine its access permission to the digital object. The server as

described in this embodiment may be, for example, a distribution server 420 of FIG. 4.



as UPRL in the follow ng, and the format and the
content of the UPRL will be explained in nore detai
whedosmns43ihe URPL nmay optionally be encrypted uBCTI§GZ07/000365
public key of a trusted senver for security reasons.
*&OSQ The UPRL i nclude at | east one of the
[0094) | oWIGYy @At andt howdénflowphast ofhgeparafingc @ pessppalized access
-of the created or anended access perm ssion nessage;
permidsint integsage by erustedsserver Cepputingedavideyacodrdingdo dn ginbafliment of the
object(s); type, tinme and duration of new access
inve@€bfl SSi on associ ated with each {DO and consuner};
type and tine of amended access perm ssion associ ated

[0094]t h ERCHNEP &rekrCIHS WRBhple, P iuétedateval 4idef FIG. 4, usually
previ ous created or anended access perm ssion, digital

man?taglgaat H&tgba% &%gg ﬂ?g 8&%:1% 41£h§f HDCB 1 ge['?l%rcﬁl'iaﬁ)q%éo %/ncitnl%s all access

ccess perms

penglgs?lgg ggfgggqt%& élal tvlaga gﬁé@:&g}% 212 rt Ero gg%g a?&) Olygctlnsumers of the
server. The producer determ nes at 509 whether an
trustgd Iseryel- e Bapetmstad ssrver anaeitpgularly vpdate pbRatalase apdpyigg ekpired access
the producer. If not, the producer will transmt the
permhiB¥zbn agteies) as in 507. If it is acknow edged that such
a nessage is received by the server, the producer

[oogsgdat ERG. 115 sRAELHS daedbm;@ﬁlbm@ﬁidcb@sdct:&rdlﬂéﬂ@ 40Bmb&diment of the
e storage at 5 11. The server then transmts this

1nveEP té?hf{ %gﬁt%? %E_{\%p gceeﬁ\%eg\r/\% gyﬂft{)%g@'h ftfg%o@%ltéav"U'PﬁL at 701 for
exaxngtﬁ@ﬁrxgst'“ 55860 TP Bl L35 880 oL kbl VRARE e poducer
erm ssion_server conputing device in an §nbod|nen

whotaeTafis it VERL in vaBd usgriqd tae iryssed pesve &) 405 Ifcthegf@acer is valid,

or anmended access perm ssion nessage (UPRL). The UPRL
the tragtedh seruvercthem tetgrmuisesyyhethex, e digital ysigatuge Of thet WBRL is valid if the
server so that only the trusted server could access
UPRIhds URRrtogrBpkicaIBRIpromagted | winghe digial aignatusé grfetheupiodgeer in an
a private key of a producer so that the authentication
embBflinidhe WPHle digial signature is valid, the trusted server updates its database at 707
with newly obtained access permission entries defined in the UPRL.
[0097] In another embodiment, the UPRL may be cyptographically pfotected by being
encrypted using a public key of the trusted server. Then, instead of authenticating the
validity of the digital signature at 705 above, the trusted server may use its private key to
decrypt the encrypted UPRL at 705. In a further embodiment, the UPRL may both be
digitally signed using a private key of the producer and be encrypted using the public key of
the trusted server. In that case, the trusted server will both determine the validity of the digital
signature and decrypt the encrypted UPRL at 705. In a further embodiment, the UPRL may
be encrypted using a symmetric key. The trusted server may then decrypt the encrypted

UPRL using the same symmetric key at 705.



ensured. The UPRL may be sent from a producer, and the
server upon receiving the UPRL may send an
waelmossedgenent to the producer. [0092] At 60BCT/BGE07/000365
server stores at | east one2personalized access
erm ssion nmessage for a digital object. The at |east
[0058% pBfithoaranpdated databessasexphaings abevertbe syeted seryer mag pgriodically
addressed to one of at |east one consuner. In an
genemteoa i FRRIL \eithére oatitd ewat initistivperrsamalemeed famuethe consumer. One
perm ssi on nessage may be cryptographically protected
embéiréht df Peh¥atifz KRYPPRILtD§IsidRHE FE. V. @t 51, the trusted server
symmetric key. As the personalized access perm ssion

gendlaRs 30PpRE BFLLES Ak §c§e}§8f.nt:f.. calsl & tlé?nid; fbde h{%?g}gRE NPecifies the

consuner, it is also referred to as t prot ec

rsonaligzed privilege. revocation |List . (PP in_t-he

credf] P APRATEArHEEsy RTEES PR Rgabh MRl ol frgnsumer to
trusted server as w ll_ be explained bel ow The

whog Hieaceesy PepRissin{o Histdigiropigclys casatsd Mt asmengsd.nghe format and the
public key of the at | east one consuner, such that

contgnt it fhe EBREumwall theo ewplamkd t ine dptadt bedowd ARRh PBRL is optionally
uni quel y addressed is able to decrypt the encrypted

cryptoiitbphi¢dIRStbteéed @53, ihreexamples tsihg arddgiial sighdt@re of the trusted server
protected PPRL to the consuner uniquely addressed in

andfoP ¥sif At %?fn? aBﬁBLhasﬂ_r&Fgo?iﬁﬁﬁ USEBotRBYhd PPRLAHAN 88 chp@dBaphically

or decry e protected PPRL and determne its access

prot &gﬁg@%gﬁgﬁﬁ?ﬁ?gs %ﬁéﬂ al object. The server as

escri odi rent may be, for exanple, a

i stribution ser 420 of FIG 4.]100 FI.GS. 7A .an
10098 BRHP oo SR o o B (IR S d S SoHRg ZelubIE ey of the
access perm ssion nessage by a trusted server
corrggpepding sgneear caich dhab palvihe srecHirdspnsdmeraney decrypfdhe PPRL. The

i nvention. [0095] The trusted server, for exanple, the

PPRL may gdargxther embodinent b&eirypted a1 usingmsymmetns kgy if a symmetric
dat abase, e.g., the database 414 of FIG 4. The

key dsilseb&e¢ mAtdgemheat atHenC (easedpeThHE 88/ppraphicatlyeprotated PPRL is
for all valid users, such as the producers and the

tranSARSHAET $7, 16 exthiPld f5Ei8FibEREY Srver BI@xplaisl 8Boveer Ver
may regul arly -update its database and purge expired

[OOﬁ%fesﬁl other embodiments of the invention, the trusted server may also act as a
distribution server, such that trusted server will also carry out the distribution of the access
permission message as described in FIG. 6. Thus, the trusted server may transmit the
cryptographically protected PPRL to the correspondihg consumers at 757.

[00101] FIG. 8 shows a flowchart of controlling access tov at least one digital object by a
consumer according to an embodiment of the invention. At 801, the at least one digital object
is stored, e.g. in a storage of the consumer. The consumer may carry out an application at
803 using the ét least one digital object, e.g. to play a multimedia file using a multimedia

player. At 805, an enforcer of the consumer enforces a download of at least one personalized

access permission message being assigned to the at least one digital object. The personalized



perm ssion entries. [0096] FIG 7A shows the database
updat e process according to an enbodi nent of the

WO noosfsd3em. The trusted server receives a PCT/SG2007/000365
cryptographically protectedsUPRL at 701, for exanple
froma distribution server. The trusted server then

acce$e tpermissier mgssageeis wtieuqly gddisesed\ihothg evasunmds sedheag iR PPRL as
is a valid user of the trusted server at 703. If the

desqribed wbeve.i Theadnifetcert maytenfiste thes dowrload o€ rthel @PRILNatnag plurality of
whet her the digital signature of the UPRL is valid if

Inﬁkﬂ%nyﬁamnkﬁnghy@tographlcaIIy protected using a
digital signature of the producer in an enbodi nent. |If

[OOfdig dix@isaY, i HHnWRed PP isddetﬁﬂl‘?netdr 15 bRE eRGEOYR! by checking the
upda

tes I't’s dat abase at 707 wit Wy obt al ned access

valigiﬁé{)%]tzl g gagritd:%lgﬁfl t e{]l%xa%}dp&%%({}c i RLE}e[ﬂ%gIbLf e(t’lgpipted Thereby,

protected by being encrypted . using a public key of the
the progu¢es graatsd,Qr ramen%e% ACGERS PIHHSSIHN Gt HisnbPe 409 Hératlﬁe of the access
validity of the digital signature at 705 above, the
permnissisietd thedigial abgget as defined ip the/RBRRL ksedetermingsk r&apxi therageess of the
encrypted UPRL at 705. In a further enbodi nent, the
applifaRbn t@mthe [dadital bijectiigtortdlled degpndihgloni thegdewloadeait RPRIeyt 809.
of the producer and be encrypted using the public key

[00103] t hend §ti=h%ﬁf?g oBR PPRL 90D hdtor8ARe with drfibbiiféht of the invention
server wll both determne the validity of the digita

TG 9 nd decrypt the encrypted UPRL at 705. In a
ISﬂéh%ﬁﬁF%Eeﬁgodlnent the UPRL may be encrypted using a

g g AT T RS

705.[0098] Wth an u dated dat abase as explarne

idengioQlethe PRRLipSyer eoe- dagyv e bandoentionplly theesgnagire algorithm for
PPRL either on its own |n|t|at|ve or on demand from

the isseertsosignatee. Ume “issteddiofialata témd¥idemaluides) identityPPRa dogsumer to
illustrated in FIG 7B. At 751, the trusted server

whigiethe IPPRE sis ainfofdbly dddressai i Thad uplacdriataniesm 90S ardk fNaextngdate” data
above, the PPRL specifies the created or anmended

iterPSCETRIUAE (IH §Hk e aitfbrk Acstdd fetBlid%iALRERESEH drbated or amended and
speci fic consuner to
the time a next access information message will be created or amended, respectively. PPRL
number 909 is a reference number of the current PPRL, which may be a linear function of the
time the PPRL is issued. The PPRL includes revoked unexpired privileges 911, which
defines the time and type of revoked unexpired access permission associated with the
respective digital object and the consumer. The PPRL may also include type, time and
duration of new access permission associated with the respective digital object and the
consumer, and/or expired access permission associated with the respective digital dbject and

the consumer, which are not shown in FIG. 9A. The PPRL further ineludes a digital

signature of the PPRL issuer 913 for the consumer to authenticate the PPRL issuer.



whom t he access permission to the digital object is
created or anended. The format and the content of the
W@RRR/0%4329 be explained in detail bel ow. Each RPRRG207/000365
optionally cryptographical 3y protected at 753, for
exanpl e, using a di%jtal signature of the trusted )
[00195} v et imaticed thas thed PR Lestiystusg PEO ki smHarsty afRb (¢artifigatgfevocation
bot h. The PPRL may be cryptographically protected
list Jifoirmgt, otthielr inckidbothe GRL hedder (the 3e8jonGpft the R L formiatyghe identity of
PPRL may be encrypted at 755 using a public key of the
the CRILS RSt Bhe cipRsrEslgoSthah fdrhdit isvukys bighatapgCiThi®@pdate” data -
consuner nmay decrypt the PPRL. The PPRL nay in another

iterr® "R} WBte’P Ba@ N PERE, AlmHBerD rd\kBd cBrtFAREFdrfakifl and digital
If a sy tric key based key nmanagenent schene is

signfP et PRI RLGZTPRR, R ackesd nghRB rifetiael e by the wusted
server as_expl aj ned ove. [ 00100]. L n._othe

servehybEfe hRL» 610 %@HS%%tP&%,enmgdtsmgeréa té“e?%rfoﬂﬁ%}- However,
al so act as a distribution server, such that trusted

the RRR Y, siructie| acedrdingde theyenshodiment of itha invenitandhrther in¢lades “issued to”
access perm ssion nessage as described in FIG 6.

dataTikens 908 vehith usiqeely saddresses rmyortsumes mMFurthdreore, the revoked unexpired
cryptographically protected PPRL to the correspondi ng

privERS WA {1 fle FPRL s@Cdl Do lifeluesSRABRed uhdxpived lctesd fpermission
controlling access to at |east one digital object by a :

sssc GO TR o R3ERE A Rt BicE B Pl Plr M BlO IRL structure

900e§g,. in a st qrage of the.consuner. The consumer my
PEVIdes g persgpa gﬁglaf‘i?ﬁw%ﬂnsglonéﬁ%gsﬁ%q'ng the at |east one
dif]ital, obj ect, e.g. to gl ay a nultinmedia file using a

[00196] 1 | ldtiradesstagd that die HBBL generaipdoby: the prpdugss maynalshke encoded
enforces a downl oad of at |east one personalized

simiee clesthe feRbi foshainasrdessabed laboyy i JRRA meytinelude the data item

- least one digital object. The personalizedaccess

unigpelyriddsbang omsaranereicondumergia thie RERL astrnettird 200t d3evell.
consuner, such as the PPRL as described above. The

[00107f OrEI€y. IRYshBRE Of FRiAErt dsrVpbRaTicAly HERnICRiRhg athe PPRL, e.g. as
plurality of predeterm ned tinme instants.

described in FIG. 9A, by the consumer according to an embodiment of the invention.

[60108] The enforcer of the consumer is started at 951, and the latest PPRL is downloaded
at 953. If it is determined that the lastest PPRL is downloaded at 955, a counter
“DisableUserTimeCounter” of the enforcer is set to be “0” and the latest PPRL is updated in
the storage of the consumer at 957. If it is determined that the latest PPRL is not downloaded
at 955, the time countér “DisableUserTimeCounter” of the enforcer starts at 959. When the
“DisableUserTimeCounter” is less than a predetermined time period “DisableUser” at 961, it
is determined at 959 whether the enforcer has been terminated (if the enforcer is terminated,
the consumer user program is also shut doWn). If not, the enforcer will download the latest

PPRL as in 953. If yes, the downloading of the PPRL ends at 967. When the counter



[00102] At 807, the downl oaded PPRL is determ ned, in
one exanple, by checking the validity of the PPRL and

w0 noosstsker exanpl e, by decrypting the PPRL i fPCT/SG2007/000365
encrypted. Thereby, the praoducer created or anended
access ermssion (e.g. the type and duratlon of th

“Digpbledls ﬁ@?ﬁ?%@bn)‘s tequglhdo gprgiexaseding dhe predetemyined trrﬁe period
t he PPRL is determ ned. And the access of -the

“DisabllUsedtat 901 i the ehoretir giill skndob jvaoting message and disdble the consumer at
dependi ng on the downl oaded PPRL at 809. [00103] The

965s tThe dbwhadihg bh the PR $eh ehds a806Dr dance with an

enbodi ment of the invention is shown in FIG 9A

[00109910¢ihed e PPRL i Pé%@ari%"ﬂﬁle Readry otlfe db»@ﬁlbaﬁhgng hfrghebandmdth

version of the PPRL Tormat, the identity of the

load ﬁl%ge[{e 1(n§reg edt. h%[ %t{'&?ﬁ Q} heﬁ‘ﬁf) ac%%u%pgdn g?&héryer{‘ll.ﬁ(gdlment of the

ure algori e I ssue ure
issu to" ite 03.includes i it f
inveBlRS B dn B 0% RN RS G deiecnsehs bandint B ol
"This update"” data item 905 and "Next update" data
[003 10 m @mlair e theystruchue of tee PRRL A9PriaftIGa dde dke structure of the PPRL

perm ssion nessage is created or anmended and the tine
1008, slex trefawed & as (fiher arnmentednPRRIEY chasid PPRE lsradet #@Dloincluding the
anended, respectively. PPRL nunber 909 is a reference

versisHTHE theOPPRID Gohit! gt idBIR: ofWhé PIPRIPIssRE #hd! dptiRaklly the signature
function of the time the PPRL is issued. The PPRL

algog-i[g‘g}l'l Y Fhe iSS(RE ?%éﬁ | rRd <Rl o8 96H Rent- 10’()"31 fidludes 1dént1ty of a

Ines the tinme and type of revoke unexplre access
I m.ssi o ate ecti,ve di « 5
confife8ed Mt R EPRL B T ABaRET bt B Flsg Next updar
. time and duration of nem1access erm ssi.on
datadﬁ%%@% iaglude ﬂw e theedipert acoess PERTISHPD SHseAsE 1arfgatpdgr amended

consuner, and/or expired access perm ssion associ ated

and \thg Hmehe ncréwé@asno@r@a@m slessasf el benercatad of gimended, respectively.
whi ch-are not shown in FIG 9A. The PPRL further

PPRILnabmbles 1@09disga treferemice matber obfthd kerréPRIPRIsswhich9h8y be a linear
for the consuner to authenticate the PPRL

fundtiv WE heltBAd Belaubinehtsd RPRLGEHsHdAat the PPRL structure
900 is simlar to a CRL (certificate revocation list )

[001212!e ”Hcfélﬁteg@) 'rogg%n fﬂﬂ%&@? n?ﬁ%&%@?,f tHet DY@kl PPRES 1000 may
include all revoked unexpired privileges 1011 since the last PPRL, and defines the time and
type of revoked unexpired access permission associated with the respective digital object and
the consumer since the last PPRL. The augmented PPRL 1000 may also include expired
access pefrnission associated with the respective digital object and the consumer since the last
PPRL, and/or unexpired access permission associated with the respective d'igi‘tal object and
the consumer since the last PPRL, which are npt shown in FIG. 10A. Thus, the augmented

PPRL 1000, which includes only access permission information updated since the last PPRL,

has a smaller sizer and may be used to decrease the bandwidth costs. The augmented PPRL



the CRL issuer and the signature algorithmfor the
i ssuer's signature), "This update" data item "Next
wapdaneis2gdat a item CRL nunber, revoked certi f PCEB€2007/000365
information and digital sigmature of the CRL issuer.
Thus, the access pernission nessage generated by the
1009 rfygherginsbidow e, digital, sigpaturpey_thec BﬁRbelsmSliodér@a the, gggsumer to
encoded simlar to the CRL fornmat. However, the PPRL
authehticate the PPREcssudr bl o t he enbodi nent of the invention
further includes "issued to" data item 903 which
[00112] qURIiy néuilRa abf eBe AuGhiBedBPRL truéther Y000ds sintitar to an incremental
revoked unexpired privileges 9 11 in the PPRL

CRECblRdaE RQ0cddf! Hies HaMAKed WBRYBLd &y AGL QRS patent application
perm ssion assocliated wth the respective digital

PC@%@S&SS@H@ gl-l , vt hidlliks th-lézéﬁﬁfh%g&r (Eﬂ%eve'?ﬁﬁlr of HfeH kﬂrfgrmat, the
provi des”a personal’l zed access perm Ssion nessage.

.. [.0010Q6] 1t is understood that the. UPRL generated b L
lden&lﬁéo r‘%ﬁj@é@r ISHHSF A4 Hhepeigraiis Rlgod k"ért Fdsﬁuﬁ{eséffé‘at‘m)» This
format as described above. The UPRL may include the )
updafe? datatitem, N ext apdated datesitanh CRRausrberpierokednentifieate information

the PPRL structure 900 as well. [00107] FIG 9B shows

sinca idshanwe lvdiatbasd CREL amdldigithll sygrehowm lof dai CRIL tisseerRiRfer theecaptent of the
as described in FIG 9A, by the consuner according to

base? CRIND OTh&aidtessf pdri@ssionV eekdags - %e{n@ﬁléaS];mi@ eidted Gefver, i.e. the
of the consuner is started at 951, and the | atest PPRL

augljf'n?‘ntg(ﬁJ W@g&%‘g ibgtcggamg red f 0 ig%aé.tné%(ge?t fa 'ﬂ*&'ﬁﬁt EMIarttG 8he incremental

ast est oade a counter

"D sabl er Ti meCount er" he enforcer.is t ot e
CRI. riap oY i Moot iBiseed, U RE, Ay e dkeitfived 3%, sisBadifhent of the
. the consupmer at 957. If it is determned that the
invenfip &rthoppyclydes nissueddonfeadse H03gxych ?H’Félf?‘%ahlé refgisrip grconsumer
"Di sabl eUser Ti meCounter"” of the enforcer starts at
to whish thenmegmenitesl PRRIs ishindqusdy Fddressed nfusthernerel theallirhggked unexpired
predetermned tine period "Disabl eUser” at 961, it is
privilegesrifil had thd a®fhfentdde PRRL dthvetueaflOOQ éncliiies révedied unexpired access
termnated (if the enforcer is term nated, the

perngi9i S Ao clAEAr with @8 Asufmer Theffort, heVdipmehfled FHRL bitgcture 1000
enforcer will download the |atest '

provides a personalized access permission message.

[00113] It is understood that the UPRL generated by the producer may-also be encoded

according to the incremental CRL format as described above. The UPRL may include the

data item uniquely addressing one or more consumers as the augmented PPRL structure 1000

as well.

[001 14] FIG. 10B shows a flowchart of periodically obtaining the updated access

permission information by the consumer according to an embodiment of the invention.

[00115] When the enforcer of the consumer starts to obtain the updated personalized

access permission information, the enforcer computes the PPRL numbers of all the

augmented PPRLs which are to be downloaded at 1051. The PPRL number of the augmented



PPRL as in 953. If yes, the downl oadi ng of the PPRL
ends at 967. Wien the counter"Di sabl eUser Ti meCount er”

WO 300884329 t 0 or exceedi ng the predeterm ned tiPET/PELIOTN00365
"Di sabl eUser” at 961, the eaforcer wll send a warning
nmessage and di sabl e the consuner at 965. The

PPRdovnlao &dtictign off time BPREplainsd ehes, sherefore the PPRI] nwmbgr of the
the PPRL is |large and the frequency of the downl odi ng

augurSeriédPPR b @an be dbimplited dising thdeurrent tiaresa. thé\PBREunimbree of the last
of a PPRL according to another enbodi nent of the

dowh D488 dudihenfed FIRIN THe drifSzcerléMhe ¥htistieN@leR Seduests all the augmented
decrease the bandwi dth | oad. [00110] Simlar to the

 oRSRHEBLEE Shp WOSEEETL PR OBy e el 103

ore

PPRL",. has PPRL, header 1001 i ncl udi e versi of
and (e SPICET EpKRLORGs B0, TRARFETRY *BPEHE PRRRLY BBLPALE requested
optionally the signature algorithmfor the issuer's
augmenjpch PHRES argabtajngd g 4035 The ohtainedaceess Permispigngrived from the
identity of a consuner to which the PPRL is addressed. '
augmdited PRRbsare updatediin the stotapeof dheccohblener aypdat.e” dat a
item 1007 include the tinme the current access

[001A6] i Bifd @ifortesmagalsoSnélidii esurér riesctdddn FIGNeB tsb B to request
a next access information nessage wll be created or

the (%Jlﬁggér?ﬁin% 58RO ﬁg&dté’(%déessp RihisQB REOrmARR dt 8 plurhBly VT PRGRtermined

of the current PPRL, which may be a |inear
e

. functjon of the ti th P 148 ] .
timer SRS S T OFruTRER s b s il BHEHL L the updated
the au m?ntfqd PPRL. 1000, mag i nclude all revoked
acCesHRSIBRTIAR IBOrpatiys a0t gAaed; nce the | ast PPRL, and
defines the tine and type of revoked unexpired access
[00143} ni El6iSord 1Asansc | B showat spramiete PPRJ e stryaparedjlgPtagd an augumented
obj ect and the consuner since the |last PPRL. The
PPRAsfyuwetutee bl 20RiRord 01200 mpyther epabadiroént @é tlexipyventignaccess
perm ssion associated with the respective digital
[00108] eCTheatsinplbre FRRIS U@V isSsimdler ththel BERL BiriRlturead0d/ ¢t FIG. 9A. As
unexpi red access perni ssion associated with the

show € RPERE.I MA, dhdPPRL 1RRIaiR12AEhdeP € 160NRIBhg $hd 6&sibADS the PPRL
| ast PPRL, which are not shown in FIG 10A  Thus, the

fonrﬁ?,qggmeﬁgty of the PPRL issuer and optionally the signature algorithm for the issuer’s

signature. The complete PPRL 1100 may also include the “issued to” data item 1103, “This
updat;:” data itlem 1105, “Next update” data item 1107, PPRL number 1109, all revoked
unexpired privileges 1111, and a digital signature of the PPRL issuer 1113.

[00119] In an embodiment, the revoked unexpired pri{fileges 1111 are ordered, e.g. in the
ascending order of an index {DO and consumer}. The digital signature 1113 may be
~ generated by the trusted server as a sc;,parate data structure.

[00120] FIG. ilB shows an augmented PPRL 1120, which includes a PPRL number 1121,
all revoked expired privileges since the last complete PPRL 1123, and all revoked unexpired

privileges since the last complete PPRL 1125.



PPRL 1000, which includes only access perm ssion
i nformati on updated since the |ast PPRL, has a snaller
waewenssed nay be used to decrease the bandw dpPeT/86XNZ000365
The augnmented PPRL1000 furter includes a digital
signature of the PPRL issuer 1013 for the consuner to
[00RH hefhé¢ eempletenRPRIPRIL 00 sthgeseparate3ligital Gigmature of jthe complete PPRL,
_ noticed that the augmented PPRL structure 1000 is
and sheraugmertted BARLN26nmratgaher@ill biycthe ttiustedateever pedodicalpn The data
list ) format (as described e.g. in the patent
itenPdH! the abmpletdEPREGAQ051 jhe PYRIC hehrdet WOES andeis§d8d to” data

header (the version of the L format, the identity of

itenf %0 e/ mgdtChvaAable b &h e &t MORitdIREL Of ttﬁ‘l';esystem. “This
[ Next

I SSuér™s signature), S update" data item "

dat e". data ite CRL, n [, re d jficate
R Bl 8 0P et el e ignp {207 apfl ¥Ry iy 4109 cam be
signature of the CRL issuer qver the content of the
detegginied cy_ therpensymier dks threpRdals iRarvak @E dbe FiRleisaimade fypown to the
the trusted server, i.e. the augnented PPRL, can be
congwresi deadditivn, digital signdtae pfithe doomiete PERA isanot ingluded, since digital
increnental CRL format. However, the augnented PPRL
signatuFéleddiadliterad datiang thealidntenesioPRR D 120.0Foi Beaniple,esveryORSA 1024
further includes "issued to" data item 1003 which '

bit SPRRIEIIC WL Yyl The diQtal sBANGHTR geh&ratlli 8 depfrate data structur
o augmantled PPgE i's uniéq?lilels%ﬁaddresgs‘?ed.a Furthee?ngree,a%ﬁe e as

| 4T ked unexpired privileges 101 1 in the
exP%Lngcrlrgﬁ%ged PPRL structure 1000 includes revoked
erm ssi on associ

Xpi.red.access ted,w th f]ieﬁ
100 3f s CAEFOTIREET 2% PRSI ol R o0 HBRIOVRpor s Rosgepied PPRL
rovi des a 1Iper,s_onal i zed access pernission mssgag.
1126 eud the| separatedigital sigpatysriof thgcomplete PRRLgRased gp evhigf the consumer
the producer may al so be encoded according to the
mayi decive tieniatest RIRL.f br thist cass, thiesize phHihe aapwerted PRRLUARD is decreased,
may i nclude the data item uni quely addressing one or
withoot @chdiigdigitad sizhatuts aad greeMRId atiithitessdsrdesdribed aB&R0 as
wel | . [00114] FIG 10B shows a flowchart of
[00123§ i oficcal |y MRWAI Ri NEwtRRt WPORRAIANG eSKtaining the updated access
permission information by the consumer according to another embodiment of the invention.
[00124]  When the enforcer of the consumer starts to obtain the updated access pefmission
information, the enforcer computes the PPRL numbers of all the augmented PPRLs which are
to be downloaded at 1151. The PPRL number of the augumented PPRL can be computed
using the current time and the PPRL number of the last complete PPRL contructed by the
consumer. The enforcer of the consumer then requests all the augmented PPRLs which are to
be downloaded and the separate digifal' signature of the latest complete PPRL from the
distribution server or the trusted server at 1153. The requested augmented PPRLs and the

digital signature are downloaded at 1155. The consumer, e.g. the access permission

determination circuit of the consumer, constructs the latest complete PPRL from the



perm ssion informati on by the consunmer according to an
enbodi nent of the invention. [00115] Wen the enforcer
w@booslogs3eonsuner starts to obtain the updated PCT/SG2007/000365
personal i zed access perm sgson i nformation, the
enforcer conmputes the PPRL nunbers of all the
dowalngdeh ragmemgi PRRisc land updates [the dontrictsddlateshcomplie PPRL in the
The PPRL nunber of the augnentedPPRL is a function of
storigenyf thescasmher atdd5above, therefore the PPRL nunber of .
t he augunented PPRL can be conputed using the current
[00125)e SindldriyethRRiRforéet HS al€f inth@e b @5 dnteloded@itRd in FIG. 9B so as to

augnented PRL. The enforcer of the consuner then

requrg %S&cﬁv %dlﬁ%%f aHé ﬁ&t@&i dcbass éf’{‘ﬁisgfbnafn?orfrﬁtlgﬁ at a glurallty of

oad t he strlbutlo server or the trust

rver I 1053 the ces down] oads
predp{Eien b B AR SAbl, e LB oy b e dital object if the
u nented PPRLs .are obtai ned at, 1055. The obt ai ned
upd %te‘ge%@ssd&nm%@pdﬁfomti%anwr%m% augment ed PPRLs are
updated in the storage of the consuner at 1057.
[00126D1 18] thkhebeve embedinmmys, athe otrusted sdven geoenatesr thgsPPRL for the
described in FIG 9B so as to request the downl oadi ng
respftivicheorispahet @fd ai@ss thePPPRL sssig ifsndigitateigpatu@! Since each PPRL
plurality of predetermned tinme instants, and may

1nvoqi‘!re§ aatﬂlgxtél r&%ﬂ RIRS BPR4tich, B6EpSthe PPRINETH 145¢ AhmBY A%bnédmers may

t he upda access pern1SS|on information i s not

oo SRRy B i, SR R SRS, e pome

112 cordl ano her enbodi nent of the inven ..

sendtgiod bR te Ty BRR e IR e mtograpvﬁil %ﬁ%ﬁonthm
structure 900 of FIG 9A As shown in FIG 1IA

[00127R K&k 13 ibtgates addeklerhash trepn &y this ergmie d@@r\saﬂlts—'ﬁ déf d2, d3 and
the PPRL format, the identity of the PPRL issuer and

d4 apptoi hﬂmﬂtheyxtitated.sE@hdmfrr@dalI\@@s asstgmed o cryptegraphge bashdi(di), where h
signature. The conplete PPRL 1100 may al so include the

is a oh&-suag thaklo fundddl eigt SHIALL.0The Vilueofwpciaimémalaiodeiis denved from its
- 1105, "Next update" data item 1107, PPRL number 1109,

chil®hbddse¥ @k &d 2un R Lm) p@hwelmﬁ&e; tddoatcdfor? Fh8ivhRk of the root
signature of the PPRL1ssuer 1113

node is signed. The tree can be used to authenticate any subset .of the data values, in

conjunction with a verification object (VO). For example, to authenticate d1, the VO contains
N2, N34 and the siglied N1234. The recipient first computes h(d1) and h(h(h(d1) | N2) |
N34), then checkg if the latter is the same as the signed N1234. If so, dl is accepted;
otherwise, d1 has been tampered with.

[00128] To create signatures efficiently, in an embodiment of the invention, a hash tree
may be used wherein the leaves of the trée constitute the cryptographic hash of the PPRL
contents of every consumer. Every update interval, the trusted server re-computes this hash
tree. The root ‘of the hash tree is then digitally signed by the trusted server. Then, the

signature over a PPRL is the signature of the hash root along with the VO of that particular



[00119] In an enbodi nent, the revoked unexpired
privileges 1111 are ordered, e.g. in the ascending
we@e@sn34329 an i ndex {DO and consumer}. The di gi Pel/SG2007/000365
signature 1113 may be genenated by the trusted server
as a separate data structure. [00120] FIG 11B shows
consymenUpreraagleppsuming that theretreidnvalidoronsemepiU1nUapEs, U4) in the
1121, all revoked expired privil eges since the |ast
systen/i¥| &LeNPRIAIN,L d23the hasheabf the PR ecbntemes@li gomsumers U1, U2, U3 and
privileges since the |ast conplete PPRL 1125.[00121]

U4. The defnplighfuRRikeslkdRe PPRE fScamall ®edhddigthl Sirpaat over the root
of the co%%lete PPRL, and the augnented PPRL f?gb are

t er periodicall The data
ofﬂ&ﬁﬁ@{ﬁ&?ﬂﬂﬁyvbQﬁzrg?g%%%gﬁ?% 00, |nclud|ng ¥he PPRL

. i dt

008! [ tacsoRandhiisn oBE ey Sroebns; e Hokpriof) B Tfficer may
system "This update" data item 1105, "Next update"

Creafg T ATAnGrACEaSS PERMES PP RICSHERBERCI 0w H@T%Sé?‘gw FeRgumer, and

. by the consuner if the update interval of the PPRL is

transaiti ¢hekereated poambeded acsesswermissiom thgssage githeti tgiat distribution server or
signature of the conplete PPRL is not included, since

to adtrgitbdlsesiet NThel tRised Oseietdli thaprahsdlidate the icbeived guess gidrmission
PPRL 1120. For exanple, every RSA 1024 bit signature '

mesbaped eRaRit G SameHatd Hydbrdeddr ﬁlbﬂan di&ré $n GRNGRINE hndSmAy generate
separate data strucfure as expla |ned above.” [ 00122]

res AT R e R LR, 2 e
The 5HBUHHERS ARGFHBrFYST %Efe?sggggﬁy&% pirs %ﬁ?éﬁ% FRSBEctiyF gonsumer
. Size of the au nented PPRL 1120 is decreased wi t hout

citherrsiectdly prgtherugh thg distrightien sesserahle ¢ansuprRpay, thep cppirelhe access to

as descri bed above. [00123] FIG H C shows a flowchart
the odsppstivieodigttall bijeabtepeniling ohdheipeeived persemdized access permission
perm ssion informati on by the consuner according to
meséugot her enbodi ment of the invention. [00124] Wen the
enforcer of the consuner starts to obtain the updated
[00130F €SBhePBUSTEF 3¢98r may be configured to periodically generate the personalized
access permission message either on its own initiative or on demand from the consumer
(which may have a enforcer enforcing the download of the personalized access permission
message periodically). The personalized access permissioﬁ message may comprise all the
created or amended access permission, or may only comprise the updated access permission
since the previous personalized access permission message.
[00131] The above embodiments of the invention provides a flexible mechanism for the
control of access permission to digital objects, wherein access permission can be created or
amended on a per-consumer per-DO basis. Furthermore, the embodiments of the invention

provides a cost efficient system for the control and distribution of access permission between

producers and consumers.



i nformati on, the enforcer conputes the PPRL nunbers of
all the augnented PPRLs which are to be downl oaded at
wda 1@%/0548¢ PPRL nunber of the augunmented PPRL BEmS©®07/000365
conmput ed using the current 3ti me and the PPRL nunber of
the | ast conplete PPRL contracted by the consuner. The
[00132] or Wile e inMentionrhas hean naregwlarbhewngnd dpscribed with reference to
augnent ed PPRLs which are to be downl oaded and the
specfipembadimeityj it shousd beaiderstoaal byt thesd skiltesltin thergat dinevapioRs changes
fromthe distribution server or the trusted server at

in fobibahd dERE hapbesh@dhategiwith@d depirtifg &06h thb epitit gid Kope of the
signature are downl oaded at 1155. The consuner, e.g.

invehli6n AC&ERRd Bgst A b%dd.:ﬁﬁﬁg ml“H@Eéog@ of tHeGi dntiBh 15t tlﬂﬁ‘s indicated by

consuner, con ts tge at est dnp gte PPRL
PPRL
e BESTATABR s UERROLE R Sobeo T R R el

consuner at 1157. [00125] Sim | Iy, enforcer may
equixplercy ofdhe elaims a6 Hierdpredatepdeddp; @a‘lhrzwe |G 9B so as
to request the downl oadi ng of the updated access
perm ssion information at a plurality of predeterm ned
time instants, and nmay di sable the consuner’'s access
to the digital object if the updated access perm ssion
information is not obtained. [00126] In the above
enbodi ments, the trusted server generates the PPRL for
the respective consuner and signs the PPRL using its
digital signature. Since each PPRL involves a digital
si gnature operation, conputing PPRLs for |arge nunber
of consunmers may be conputationally expensive. In
anot her enbodi nrent of the enbodi nent, the PPRL
generated by the trusted server may be authenti cated
usi ng a cryptographic hash algorithm [00127] FIG 12
illustrates a Merkle hash tree hi this exanple, data
val ues dl, d2, d3 and d4 are to be authenticated. Each
| eaf node Ni is assigned a cryptographic hash h(di),
where h is a one-way hash function e.g. SHA-1. The
val ue of each internal node is derived fromits child
nodes, e.g. N12 = h(N | N2), where | denotes
concat enati on. The val ue of the root



node is signed. The tree can be used to authenticate
any subset of the data values, in conjunction with a
woeoshsesad i on object (VO . For exanple, to autpPenscmat/e0036s
dl, the VO contains N2, N34sand the signed N1234. The
recipient first conputes h(dl) and h(h(h(dl) | N2) |
N34), then checks if -the | §laigs is the sane as the
si gned N1234. |If so, dl is accepted; otherw se, dl has
Wh q ered with. [00128] To create signatures
@FT?E in an enbodi ment of the invention, a hash
tree may be used wherein the | eaves of the tree
constitute the cr pt ogr aphi.c hash of the PPRL contents
1. Ae\?iéﬁ‘?nc%ﬁﬁﬁmi? 3 STERPAINE 3CHss REISSIORGtoy ﬁ‘t[}]§'t‘sécf’ne dlg“al
server re-conputes this hash tree. The root of the
hashject, eempasingen digitally signed by the trusted
server. Then, the signature over a PPRL is the
signature of the hash root along with the VO of that
parat leastl ome digitaliolgject dvarer elantpbmputasesdavicey whbsein ¢deb o€ said at least
are 4 valid consuners (U, U2, U3, W) in the system
N1 ohi dightdl ebject Wvnef Elicnl %Iﬁﬂ&{l&&i@f%ﬁ@&)lﬂ%ﬁkd&@ itafsthi$ a created or

q
of consuners u, uz, UB and The digital signature
by re
ovt(.e‘ﬁlr%%{1 e grcggss p'é’ﬁn %118{1 \éqte rdeeG&StEﬂ&r\%%%%@hu%%éé
N1234). [00129] hi accor dance with the above

om%n& geggfrsgorég)rulﬁ]ﬂé ?C\élﬁg Ton S%Ef‘edj \{/9n geur%Fat% gﬁgeaﬁr %?: )P%rsonahzed
addressed t.o.a consu %nd transm t th(e creat ed No]s

amBReFRsY PEEEEQn B@?ﬁ%g‘ggioght fét oreamended pgeegs permission message,
di stribution server or to a trusted server. The

t r odreeain seghvel thegl leagirensl neghenalized caceess Pevaigsiar sressage is uniquely
perm ssi on nessages created or anmended by one or nore

pr addressed to ond dfat $oast emdigitatl objeyt apesienetoiepterosgutihg dexdce;
access perm ssion nessage uni quely addressed to each
consuner in the system The personalized access

petins stdéaanomedigigdeobiey clisuineaclmt toéaputing ddvéce configured to enforce
respective consuner either directly or through the

di stdolRtadOfomahY Blsted’ E@V&Qﬁﬁ?ﬁﬁﬁ g B8 cd, BE thew® Maktnetpgefsonalized
access to the respective digi obJect dependi ng on

thg Le&e %ICM‘SI si Errﬁgéggéé ﬁﬁﬂu@?cﬁﬁﬁesggf 3 S6d QP least one digital object

consumer client computing device.

2. A system for generating and distributing access permission to at least one digital

object, comprising:

at least one digital object owner client computing device, wherein each of said at least
one digital object owner client computing device is configured to transmit a created or
amended access permission message to a digital object access permission server

computing device,



nmessage. [00130] The trusted server may be configured

to periodically generate the personalized access
W@eoosiosseon nessage either on its own initiatiPET/SG200M000365

demand fromthe consunmer (which may have a enforcer

enforcing the downl oad of the personalized access )

perthg digitahobjeessasgess merhissiios SeTvgy competingedeyasea¢qniigyred to transmit

access perm ssion nessage may conprise all the created

or therereded acrended access permnissiar mensagend yhectmped sevetheomputing

updat ed access permni ssion since the previous

perdggoRal i zed access perm ssion nmessage. [00131] The

above enbodi nents of the invention provides a flexible

mechani sm for the control of access perm ssion to

di ghd ﬁhst@@k&%@conﬁﬁ%ﬁ@id&vﬁe B8 IEd 8 g&ePlle GRRa&ne persdnalized
created or anended on a per-consuner per-DO basis.

Fu ra%@ei%g #ﬁsSiéJlﬁxeg%g? gljﬁ]{{f gltresctr%lfte& &eﬁ%\ﬁgg tﬁége S BEI%’%S?(?ITQ' message,

a coS I'clren e con
di strihutign access perm ssjon between producers .
AndVREERHR G &L fﬁi@@&%@ft ReES PRk AFGHRS IPEFRISSIGN Faksspee is uniquely
particularly shown and described with reference to )

s pediessed dorboel phetrieast ope digiteliplje¢econsitest ligeidcomputing slevice, and
skilled in the art that various changes in form and

detilad ftrustey deevendseconfigured nowirdrsanit thbe paidasthgnd rpersohdiezed access
spirit and scope of the invention as defined by the

_ap%;éﬂﬂi@ﬁo& hﬁiss!'ﬁge tolthe dBAPEbjBét abERs pEMBRidmerved chiptting device;
i ndi cated by the appended clains and all changes whic
cone within the neaning and range of equival ency of

core i | ,
o ate G TE el o S LR g R dliesonfigred o enforce

gene o%}nilona% ﬂ(r)]x% tﬂ{e 5{%@}5@% é& QoS sgﬂc'ni?s%na.e eir %Qltnbgtrlit?é} device, of the

| east one digita CONPrtsi ng: eas

digifal object qwner client .conputing device, erein
cnohledit B paSanalles docent BTG aessps TRl e at teast
conputing device is configured to transmt a created

or one digital object consumer client computing device.

The system of claim 1 or 2,
wherein the created or amended access permission message is encrypted using a
public key of the trusted server computing device and/or digitally signed using a

private key of the digital object owner client computing device.

The system of claim 1 or 2,

wherein the created or amended access permission message is encrypted using a

symmetric key.



anmended access perni ssion nessage to a trusted server
conputing device; the trusted server conputing device
wa@oeouBiosseed to generate at | east one personal i BETISG2007/000365

access perm ssion nessage fsoomthe created or anended
access perm ssion nessage, wherein each of the at

| east one personalized access perm ssion nessage is

uni quel y addressed to one of at |east one digital
objetsysteansfickimdldr@nt conputi ng device; the at | east

one digital object consunmer client conputing device

CORfHesdin @ik Aigi_tﬁrt{bwc@ thcudd® Wle@AQ, porfici bt H6ld srus 1@t a portion of a
server conputing device, of the at |east one '

per ' cess perm ssion nessage uni quely
ad ?g@g%gﬁﬁgngﬁe.at | east one digital object consumer
client conputing device. 2. A systemfor generating
and distributing access pernission to at |east one
digital object, conprising: at |east one digital
ob%@@ﬁyﬁﬁﬁ@fc@FPéﬁFZeonputing devi ce, wherein each of
said at | east one digital object owner client
conhetdim ¢hedetvlieast dns digital iohjecedwher ¢licah somputing devaceedomprises an
or amended access perm ssion nessage to a digital
objae€dss FeeeESiope Etats Wirchiel 10€ lgef@apUtlienNgred®di 6€;dnivdded access
digital object access perm ssion server conputing
de?bﬁﬁséi@ﬁ‘ﬁr&e%hfg@ do TR 4tnaReBhd dichi8] &8i6atEHa AhicABK M8FLssed digital
access perm ssion nessage to the trusted server
co ' | Ge: I server conputing device
cogﬁﬁétggﬁgﬁéhggﬁgégﬁ%ﬁ%#%%gg%t one personalized
access perm ssion nessage fromthe created or anended
access perm ssion nessage, wherein each of the at
| east one personalized access permn ssion nmessage i s
unilhgsysiera@éiclaysd®ro one of at | east one digital
obj ect consuner client conputing device, and the
t r wdtesain she Vrmsted sseven foogpntug device aomprises hecrgitogreplgt circuit to
one personalized access

digitally sign the at least one personalized access permission message using a private

key of the trusted server computing device.

The system of claim 1 or 2,
wherein the trusted server computing device comprises a cryptographic circuit to
encrypt the at least one personalized access permission message using a symmetric

key.

The system of claim 1 or 2,
wherein the trusted server computing device is configured to generate the at least one

personalized access permission message at a plurality of predetermined time instants.



perm ssi on nessage to the digital object access
perm ssion server conputing device; the at |east one

waole@shsdz2obj ect consuner client computing deviBET/SG2007/000365

10.

11.

12.

13.

14.

configured to enforce a downl oad, fromthe digita

obj ect access_ perm ssion server conputing device, of

t helhgtsystem« clsia 9per sonal i zed access permi ssion

nessage uni quely addressed to the at | east one digital
objvdurein dhresat st ariel pendonalizrdaccasy peissien m8ssageompuseepll created
of claim1l or 2, wherein the created or anended access
perotafiehddll 4¥e&sS penissioefcthy Bt I0ght Wie digital gbjedti ¢ key of

the trusted server conputing device and/or digitally

signed using a private key of the digital object owner

client conmputing device. 4. The systemof claim1 or

2”ﬂﬁ%r§&ﬁckgﬁhﬁ5eated or anended access perm ssion
nessagg I's "‘encrypted using a symetric key.5. The

system.of clajm1l or 2, erein the di.gi.tal object .

i ncYhsade the af L%%tt ony B%F‘tl}%ﬁedoﬁccﬁssf PFIENHOTL NCPYZE tCOWPTISES access
portion of a conputer program 6. The system of claim

1 @ermissighewhich hase baen |asented oneam¢ngied abinedjthetproviauy generated
client conputing device conprises an access perm ssion

cr gatsondlized hedaekd pdrmigmanessaget he created or amended

access permn ssion nessage to the at |east one digital

obj ect for a uniquely addressed digital object

consuner client conputing device. 7. The system of

C'%%Ek%u&£o¥chﬂHQQ§bn the trusted server conputing
device  conprises a cfyptograph!c circuit to digitally
o A o oS8 el SRR B R BREPESnBEINY A5lcBRomprises an

enforcer circuit to enforce the download of the at least one personalized access

permission message at a plurality of predetermined time instants.

_ The system of claim 1 or 2,
wherein the at least one digital object consumer client computing device comprises an
access control circuit to control the access to the at least one digital object depending

on the downloaded at least one personalized access permission message.

The system of claim 1 or 2,

wherein the at least one digital object consumer client computing device comprises a
cryptographic circuit to provide at least one public key cryptégraphic algorithm, the
cryptographic circuit being configured to authenticate the trusted server computing

device using the public key of the trusted server computing device.



key of the trusted server conputing device. 8. The
systemof claiml1l or 2, wherein the trusted server

W@ oup0543n9) devi ce conprises a cryptographi ¢ ci PCSG2000000365

15.

16.

17.

18.

encrypt the at |east one paesonalized access

perm ssi on nessage using a symmetric key. 9. The
sy <t éigitalfobi¢ch pwndr dienpecomingidavicpcompusingd ser ver
computing device is configured to generate the at

| easdigmaleotjedt sommagd westomc atelesst pmendigisal cobjent s digital object owner

plurality of predetermned tine instants.10. The

sy eliéfhcefnpatins 2\ice oWARY; €I n the at | east one
personal i zed access perm ssion nessage conpri-ses all

cr 3 [

onan st BrPIERAE e ARHAGHREE Hep o apleR) atesGherhtn mesage o
the at | east one.personalld zed access perm ssi,on . . .
ol g G35 e O BE cBREE P 3E B PRI 208eseq dieital objec
created or_anended . since the previous generated :
pecepaIcr shent sempuing,dsvifes si on nessage. 12. The system

of claim1l or 2, wherein the at |east one digital
objaduansrodtes tntzansplif the createdpn amapdadagtese pemmpti s msssage.
enforcer circuit to enforce the downl oad of the at

| east one personalized access perni ssion nessage at a
plurality of predetermned tinme instants. 13. The

Sy Jthe M difal 6bjeétHwhePElicht c&iﬁﬁﬁtﬁ{grﬂévtb% oAlclaiRas! fupher cbmprising

di gital™ obj éct consuner client conmputing device

trol i . 7 .
COMA S\ GRS o 4 POl e o v
Lg?‘ﬁ? gﬁ‘% ﬁ?ﬁé g@'égl_o%v%se} cl?err]1 cgr(reqragt?nnga elvizc%%r %%%%Isnsetric key.

The digital object owner client computing device of claim 16, further comprising;:

a cryptographic circuit to provide at least one public key cryptographic -algorithm,
wherein the cryptographic circuit is configured to encrypt the created or amended
access permission message using the public key of the trusted server computing
device or digitally sign the created or amended access permission message using the

private key of the digital object owner client computing device.

The digital object owner client computing device of claim 17, further comprisihg:

a further key storage to store a public key of a digital object cbnsumer client
computing dévice;

wherein the cryptographic circuit is configured to encrypt the digital object using the

public key of the digital object consumer client computing device.



14. The systemof claim1l or 2, wherein the at | east
one digital object consuner client conputing device

W@ 0up/0548es a cryptographic circuit to provi de BAT/BEZE®T/000365

19.

20.

one public key cryptographi4s al gorithm the

cryptographic circuit being configured to authenticate

the trusted server conputing device using the public

key of the trusted server conputing device.15. A

di ditealigitabpljett ownee cliait icemputingryiderod cthémilde,

conprising: a digital object storage to store at | east
oneyirah (R credie 6t arhfifled iaBdekfperftidstit meWALY include dt least one of the
computi ng devi ce owns; an access perm ssion creation

ci %ﬁ‘g‘{dnkg Ghigalse or anend access pernission nessage

to the a Feast one digital object for one or nore

uni quel y,addressed. di gi.t.al object consuner client
corput | NAHE TS S Poni B oP Rk Gien BREpIRE e

created or amended access perm ssion nessage. 16. The
di gi t al tig dche eigaled OF pgnfed AGERSE PETHYSHRIVINES 28R ¢l ai m
15, further conprising a key storage to store a public
key of adantitisefzd lesst angrdigitalpbiiectagnsianéredient computing dedce;
key of the digital object owner client conputing

devi ce adentitysyfithe bt lesst bay digitdl obJdéve;, di gi tal obj ect

owner client conputing device of claim 16, further

conpris itﬁg:', titheCAMRTR I APEY vk hd@sl PertnPssRInCiskolgatdd with the at least
| east one public key cryptographic algorithm wherein

the cry ' [ [ £, fi . . .
cr ot co 05 BN feck b8 Mcar s A & Bl Siek oGP ich Eompuing
public hey of the trusted server conputing device or
di gi t al F§"€Pgn the created or amended access
perm ssi on nessage using the private key of the,
di gi t al tyisj @k timgued @r@pg%@ccesﬁrﬂﬁammﬁ@nc?éw%?d vith the at least one
di gital object owner client conputing device of claim
17, fur digital objept arsi thy: atdedst onk aligikad yobsecd cagmnten ofientr eomputing
a public key of a digital object consuner- client

device;

expiry date of the previous created or amended access permission,

digital signature of the digital object owner client computing device.

A digital object access pérmission server compﬁting device, comprising:
a receiver to receive at least one created or amended access permission message;
an access permission storage to store at least one personalized access permission
. message for a digital object,
wherein each of the at least one personalized access peﬁnission message is
uniqﬁely addressed to one of at least one digital object consumer client

computing device;



conputing device; wherein the cryptographic circuit is
configured to encrypt the digital object using the

w@oinsioss3key of the digital object consumer cliBet/SG2007/000365

21.

22.

23.

24,

25.

conputi ng device.19. The du4gi tal object owner client
conmputing device of claim15, wherein the created or
ameniEremaies 48 drapapitithe phleasteans pyasonalized Access NEERISHIOB fRessage to
of the following data itens: identity of the digita
objtiexdigiaimbject corentmer olignt comgutig/dayice uniquelyaddressed in the at least
created or anended access permn ssion nmessage; identity

of oat pesasdlized gcodésPeirdissiohjndtageonsuner cl i ent

conmputing device; identity of the at |east one digital
object; type, tinme and duration of new access

perm ssion associated wwth the at |east one digital

2|bj’l%%tdi agi?rgl%}'?gt a%ée L g&%iss? )e/Spng/egiCé&%)}l%% %{&;iceco%f u 0,

ient i'ng devi ce; n amen
access .perm ssi on associated with the at lLeast one .
di dYef{e i gl @i?aséﬂae eli?etestonagﬁgée%weiﬁ RfPL§SI0ggpetstee is encrypted

consuner client conputing device; expiry date of the - |

pr aving s pehlisaeydofon trasted semen evraBingedariceserodigiteliyypigaed using a
signature of the digital object owner client conputing
devyrivete k29 of # lelisgoteadigndjobixct awnaieparompsiting dewee.ver

‘conputing device, conprising: a receiver to receive at

| east one created or anended access perm ssion
nmessage; an access pernission storage to store at

o ot S PO e PR PRSI0, @

ersonal i.zed access perni.ssi | L .
PELARNSN 't 5t RSt T pefsonalized Hecdss Sp%a Ksibf message is digitally signed

using a private key of a trusted server computing device.

The digital object access permission server computing device of claim 20,
wherein the transmitter is configured to transmit the created or amended access

permission message to a trusted.server computing device.

The digital object access permission server computing device of claim 20,
wherein the receiver is configured to receive the at least one personalized access

permission message from the trusted server computing device.

A trusted server computing device, comprising:
a receiver to receive at least one created or amended access permission message

generated by at least one digital object owner client computing device;



uni quel y addressed to one of at |east one digital
obj ect consuner client conputing device;a transmtter

WO 0008054339t t he at | east one personalized accP€ESG2007/000365

26.

27.

28.

perm ssi on nessage to the dfgital object consuner

client conputing device uniquely addressed in the at

| ecot aqepss pRITESSIAN Frealipra eicet t gemAratei ajrleass paggrersopalized access
The digital object access perm ssion server computing
depennissibn ahedsage?2 @or whboasti ond degitat obgws tirammethe rreadtived created or
or amended access perm ssion nessage i s encrypted

USiaf@ndeddatebispelifissioh niesdapyst ed server conputing
device or digitally signed using a private key of at

| east o - gi | Lot (=" e To) [ ;o :
dov; co. "5 i8caBlioE BRI IGRRRE 1RrioRRiocaQiiEk e fimission message is
server conputing. device of claim 20, wherei.n the at .
onst onBieys BRFRALAS oo 8L HhJrail ook ieficell Plasumer client
digitally signed using a private key of a trusted
server COMPURSEEViEyi ce. 23. The digital object access
perm ssion server conputing device of claim 20,
wherteansmittes ta tramsonit the et leass opopérisonalised aaresspenmission migssage.
created or anended access perni ssion nessage to a
trusted server conputing device. 24. The digital
obj ect access perm ssion server conputing device of
cl g RRled WS eREIniiRg deGiet ¥fEainp25,0nf i gured to-
receive the at | east one personalized access
per.Jy Ssi f h u ' .
GoutlsEith 3B TEERA0G G Reokl ARG el hkB1ed using o
co .Sl ng: recej ver to recej.ve at. | ea ope, create .
o TR 4B ot Jo JS1s Seried cHRIPRLLE sEticganalos bty Seed using a
| east one digital object owner client conputing
dewrivateksy g€ ¢ digitabehient ounenclicnbeamPKIngde¥iset t o
generate at | east one personalized access perm ssion
nmessage for at |east one digital object fromthe
recei ved created or anended access perm ssion nessage,

The trusted server computing device of claim 25, further comprising

a cryptographic circuit to pfovide at least one public key cryptographic algorithm,
wherein the cryptographic circuit is configured to protect the at least one personalized

access permission message using its private key.

The trusted server computing device of claim 25,
wherein the at least one personalized access permission message comprises all created

or amended access pérmission to the at least one digital object.



wherein each of the at | east one personalized access
perm ssion nmessage i s uniquely addressed to one of at

wo eashsoee digital object consuner client conpetT/8G2007/000365

29.

30.

31.

32.

device; a transmitter to tuansmt the at | east one
personal i zed access perm ssion nessage. 26. The

t r ddedpsted sqraer commpiting dgvige of dainy23.cl ai m 25, wherein

the created or amended access perm ssion nessage is

enovheptie dhaisf legstaonsupdrianakiegd adcesshpermissineniessage @pmprises access
conputing device and/or digitally signed using a

pr ipéahisit® ywhith ahddi Geérl credigde o amatied Chinedntthe gerpuibus Generated
device. 27. The trusted server conputing device of

Cl YefSboRRizel HEdBEpermNIRIni MésRged Crypt ographic circuit

to provide at |east one public key cryptographic

al gorithm wherein the cryptographic circuit is

configured to protect the at | east one personalized

access. perm ssion nmessage using jts private key. 28.

Thel SisitEabiFeL SonsBmeE A PR B Y IO TATSTI o8

wherein the at | east one personalized access

perrigital objeetstoragrtostnrp et lsas one digtaleied or amended

access permssion to the at | east one digital

objaa@pplRation biecdit toshag ostan/gplicatiynutsingghel eteast ond digital object;
claim 25, wherein the at | east one personalized access

Penfll &FbREr RAGSHAUE E&FTRE & CfovaleRS Bf RET 1Bhst SotN peRbadlized access
has been created or anmended since the previous

%e gylggl?iissgﬁn (E;;E:JE%%@ %'eh%e&ﬁ%ﬁ&gﬁtﬂ%% TeRE bR dﬁﬁ é‘ﬁécét, Werein the at

t CcoITsu ent conputin evice,
i Sin

conpr . adiaital object. storage.to.stqre.at | eas .
o dBi e dscpfticth doBlos DRI oR SR if Gribel] Godiepeel ¥ the digia
out _an application using the at |east one digital

objoBEeet copsurael HeREGomAWIRGdEVICE enf or ce a downl oad of

at | east one personalized access ]
an access permission determination circuit to determine the downloaded at least one

personalized access permission message; and
an access control circuit to control the access of the applicatibn to the at least one
digital object depending on the downloaded at least one personalized access

permission message.

The digital object consumer client computing device of claim 30, further comprising:
a cryptographic circuit to provide at least one public key cryptographic algorithm,
wherein the cryptographic circuit is configured to decrypt the encrypted at least one

digital object, thereby forming the at least one digital object.

The digital object consumer client computing device of claim 30, further comprising:

a key storage to store a public key of a trusted server computing device.



per m ssi on nessage being assigned to the at | east one
digital object, wherein the at | east one personalized

W@e@ms/S43per M Ssi on nessage i s uni quel y addr essedr/sG200tve00365

33.

34.

35.

36.

digital object consuner cli4ent conputing device; an

access perm ssion determnation circuit to determ ne

t he downl oaded at | east one personalized access

perm ssi on nessage; and an access control circuit to

control the access of the application to the at | east

one digital object depending on the downl oaded at

| eq¥e dgital PjesUdasInIa ¢liaftCofpHufitg dehed OclaBsER Gethed tomprising:
The digital object consumer client conputing device of

cl i&&ﬁ% t i Viak 2911 RPN cAypid id algori

t o%pr oV ea]bgitrc éllggg ft@ ?r% féhgﬁ %? %a§t1< g?/é/ pglg{ og}i1 a%ﬁ?dcgﬁ-% gorithm,
al ggrit.h wher.ei n .t.he.cryptographi. i Lt

co et e 3Bk Aoiy Gkl 3h PhABuS F' Plliicyf the trusted server
digital .object, thereby form the at | east one .

di GPERRPtiRpleEse usng t{ieraéblmciaw@g?fleotsfssase%ﬁgemﬁwﬂa dexite-
conputi ng device of claim30, further conprising: a

key storage to store a public key of a trusted server
comput i ng devi ce. 33. The digital object consuner

cl Mhetdiginbhpbjectrgnslemr cHemtfcomipating 3&icd eff ddiar 30,

conprising: a cryptographic circuit to provide at

| e3HerN Eh® Wlfdreerk Bi¥cuif YPICOBAAREd Go adBAilbdd ihe WNEEMRE dne access
the cryptographic circuit is configured to

au L i ce using
t hEe 6T hReLRE ot HEIAH, SRR e v o
34. The digital object consunmer client conputing
device of claim 30, wherein the enforcer circuit is
configured to dowl oad the at | east .one access
perike digitshobjegtcoprmgr chiendcomppiing deicepfedrimeilyi ned
time instants. 35. The digital object consumer client
c onyhetdim gthd edowrloagdedc ptaileasB @newhersenalized eaceesdnpamdistpn  message
at | east one personalized access perm ssion nmessage
comprises a reference number being a function of the time at which the downloaded at

least one personalized access permission message is generated.

The digital object consumer client computing device of claim 35,

wherein the enforcer circuit is configured to determine the reference numbers of at
least one personalized access permission message to be downloaded based on the
current time and the reference number of a previous downloaded personalized access
permission message, and to enforce the download of the at least one personalized

access permission message comprising the determined reference numbers.



conprises a reference nunber being a function of the
time at which the downl oaded at | east one personali zed

W@e@e®S43per N ssi on nmessage i s generated. 36. TPET/SG2007/000365

37.

38.

digital object consuner cl 4ent computing device of

claim 35, wherein the enforcer circuit i's configured .

t o Algnethod 9é generating anpd estribuimgegosessf paamissioasto afnkeast one digital
personal i zed access perm ssion nessage to be

dovabljexs discimbthed domprising: current tinme and the reference
nunber of a previous downl oaded personalized access

perm ssion nessage, and to enforce the downl oad of the

at reedihg, 08¢ Pansadabdrzadcatpaify devios,Ssi aeatekssagaended access
conprising the determ ned reference nunbers.37. A

metdandiseibn Qﬁé%%%%t o @t oflhSiehdt RmE 'cﬁ%ta@ ©Bfe2E owner client computing
permssion to at | east one digital object, the nethod :

co r{'cgj ng: receiving, by a trusted server conputing
deviC€,” a created or anended access perm ssi on nessage
fromeach of at |east one digital object owner client

conputin evj ce, nerating, b he trusted server ..

c oreTPIGE e g drusthd PBAE COPRUTIEFOReRe TN RN Sonalized access
perm ssion nessage fromthe created or amended access )
perberBispion messags dom thecresiad watended agsesspermisgion mpgsage, wherein
personal i zed access perm ssion nessage i S uniquely
addnessktie bleastone fpembndlzad tcapmepatingistoal medspgecis uniquely addressed
consuner client conputing device; enforcing a dowl oad

of tb Bfe of atll@RBEnOigitfl SbfRNEINkEAE AieAESinRANEIdesicon

nmessage fromthe trusted server conputing device to

the digital object consuner client conputing device

unigeibing aAHARHAG L 4t MisBdne RADhaIPRE aBE:S PERiEQPmessage from
access perm ssion nessage. 38. A nethod of generating.

an Qhﬁ? grfigt%% 9%{:{1&}%'&%5%8% T3 8 'tEloolﬂEctl &ﬁ?ﬁm&nﬁi&r}t gomputing

di gi ] ec conpr 1 §1 ng: “recel Vi ng,

‘ gggie%lgzle ugx%glgté’a{igr%g% 3n B 133! ohe p%r%gﬁ/eﬁlrzeg %E@elélg f)gr%ission message.

A method of generating and distributing access permission to at least one digital

object, the method comprising:

receiving, by a digital object access permission server computing device, a created or
-amended access permission message from each of at least one digital object owner

client computing device;

receiving, by the trusted server computing device, the created or amended access
permission message from the digital object access permission server computing

device;

generating, by the trusted server computing device, at least one personalized access

permission message from the created or amended access permission message, wherein



anmended access permn ssion nmessage fromeach of at
| east one digital object owner client conputing

wWa@leos0e4329 ecei vi ng, by the trusted server conpee1/8G2007/000365

39.

40.

41.

device, the created or anemsgded access perm ssion
message.fromthe digital object access perm ssion.:

sercgelr oLhRALIcA¥ gng eeTseralizgd Achest PHFISSIR MEssage 1§ ypigyely addressed
server conputing device, at |east one personalized

acde o8e platd¢astonerdigital ohipet ¢onsemerrdient eommuing dewfeinded

access perm ssion nessage, whereineach of the at | east

one personalized access perm ssion nessage i s uniquely
addraasimiting theoatcleadt ot peesmmblizadeacdesyi peainissivpnemessage to the digital
consuner client conputing device; transmtting the at

| edbjecONReRYPeRARAb 8UeagRBinpAERLESI ON Nessage t o

the digital object access perm ssion server conputing

devi ce; enforcing a downl oad of the at |east one

PerAfRGhE 2 BEwalcad 9T tHRek MaSSdRHerBANRAA abERPbétifission message from
di gital Object access perm ssion server conputing ~

IO Bid ) bRRRCAALkPbeBRLES (GO0° Wby Sl e BB bl object

devi ce quni q sse

personal i zed access rm ssi.on nessage. .39. The net hod .

of CEPSMHT §geft¥r°°§‘8’}1tl¥}£g?"é?‘hmilﬂléelﬁ iaééfr@%ed 'b‘bﬁl@é’ﬁ T‘iaﬁfc‘i"}?d&“nahzed
at |east a portion of a file or at |east a portion of

a QeeAspaMiIsiagnessas4 0. The met hod of claim 37 or 38,
further conprising generating the created or anmended

access perm ssion nessage to the at | east one digital

object by the at |east one digital object owner client

COMpigtnh b sN\dl4im. 374dr-38The nmet hod of claim 37 or 38,
further conprising encrypting the created or anended

aC GRRPeiR Aeig R VB LB AR ARRs 1Y a%o?ﬂ_i’(m bfa KifYor% least a portion of a

computer program.

The method of claim 37 or 38, further comprising
generating the created or amended access permission message to the at least one

digital object by the at least one digital object owner client computing device.

The method of claim 37 or 38, further comprising

encrypting the created or amended access permission message using a public key of
the trusted server computing device and/or digitally signing the created or amended
access permission message using ;1 private key of the at least one digital object owner

client computing device.



the trusted server conputing device and/or digitally
signing the created or anended access pern ssion

wore®sAags2usi ng a private key of the at | east OPET/SG2007/000365

42.

43.

di gital object owner clientsoconputing device.42. The

met hod of claim 37 or_38, further, conprising

enckiggnsthed phdaig RL061P, SirthereoRESIB& cess per ni ssi on

message using a symetric key. 43. The nethod of claim

37 eoeryptng thercrdatad oz @ameniesd avgess ipgpnissjprpietage bging a symmetric key.
protecting the at | east one personalized access

perm ssion nessage using a private key of the trusted
server conputing device by the trusted server

conétrh&tHodIeMd1Sith 374r 381 G tHER EHAPristhg Cl @i m 37 or 38,
further conprising generating the at |east one

e R TR A LRSI b s

 pertiect g Asccapel M Boef38e YErBhag el Ry BERRea server

44

. of predetermned tinme instants. 48.

45.

46.

47.

access permssion to the at |east one digital object.
46.COMPELARAGEEE- of cl ai m 44, wherein the at |east one
personal i zed access perm ssion nessage conpri ses

access perm ssion which has been created or anended

since the previous generated personalized access

perThestéthod SEESA0ET o8B, furtier s&hpdn®f claim 37 or 38,

wherein the downl oad of the at |east one personalized
aCGeReraftid MeSat' 1848t GRS $BSOndlZed QE&E§?@mﬁ§si@h H‘Jek@a?& lat ¥ plurality of

he net hod of claim
37 .0 further conprising controlling, by the at

I eé’sr%dege%‘éllr%lﬁgﬁl{r{}%#Sto%@};rgct consuner client conputing

devi ce, the

The method of claim 44,
wherein the at least one personalized access permission message comprises all created

or amended access permission to the at least one digital object.

The method of claim 44,
wherein the at least one personalized access permission message comprises access
permission which has been created or amended since the previous generated

personalized access permission message.

The method of claim 37 or 38,
wherein the download of the at least one personalized access permission message is

enforced at a plurality of predetermined time instants.



access to the at |east one digital object dependi ng on
t he downl oaded at | east one personalized access

w@etosiosseon nessage. 49. The nmet hod of cl ai m 3FCD8GBEB7/000365

48.

49.

50.

51

further conprising authentiscati ng, by the at | east one
digital object consuner client conputing device, the

trusted server conputing device using the public key

of the trusted server conputing device. 50. A method

of Themaethed oficlanmcdeat 38 fwtheanempasingccess per missi on

nmessage for at |east one digital object by a digital
objcefifroltinbehy tHel £ Néase 6P digitabolsiesti @surhdreclight bsfiputing device, the
conprising: creating or anendi ng access perm ssion

MeSIALE tb td Heledl dRAGLiItaANGh; 8kt Qie%éﬂdi bR Ghe HOWNRAGPht least one
nore uni quely addressed digital object consunmer client

conput i evice. and.tr 1tting the created or
e RS SRS oo 510 The met hod of
clai m 50, further conprising providing at |east one

public key cryptographic algorithm thereby encrypting

the created or anended access perm ssion nmessage using

a plisimethadegf addime3 1 on i, &utheeeerapridegrput i ng devi ce or
digitally signing the created or anended access
peranihesticitingEssthg at least oge digital stgéc chmsnnet clidie cdmgutiad device, the
obj ect owner client conputing device.52. The nethod of

cl hudiedQerver Eéxﬁﬁﬁtirfg?liﬂ@[deﬁisﬁ% th& PEBIPkdyEY thb Grudie@istier computing
obj ect using a public key of a digital object consuner
cligifeconmputing device. 53. A nethod of distributing

access perni ssion nessage for at |east one digital

object by a digital object access perm ssion server
conputing device, the nethod conprising: receiving a

created or anended access perm Ssion nessage; _
A method of generating a created or amended access permission message for at least

one digital object by a digital object owner client computing device, the method

comprising:

creating or amending access permission message to the at least one digital object for
one or more uniquely addressed digital object consumer client computing device; and

transmitting the created or amended access permission message.

The method of claim 50, further comprising

providing at least one public key cryptographic algorithm, thereby encrypting the
created -or amended access permission message using a public key of a trusted server
computing device or digitally signing the created or amended access permission

message using a private key of the digital object owner client computing device.



storing at |east one personalized access perm ssion
nmessage for at |east one digital object, wherein each

woboosloet3ad | east one personalized access per m BEI/8G2007/000365

52.

53.

54.

55.

nmessage i s uniquely addressed to one of at |east one

di gital object consuner client conputing device;

t r Jihe mdthodgf ddim 5, frées tommpdsimer sonal i zed access

perm ssion nessage to the digital object consuner

Cl leREYpERTRHEt AiBHal A éE AsinB Apablic RAI6L 8 degltal Bbjcde catfsumer client
| east "one personali zed access pernission nessage. 54.

Th%o Egéghéwcéﬂ aim 53, wherein the created or anended

access petm ssion nessage is encrypted using a public

key of a trusted server conputing device and/or ’
digitally signed using a private key of a digital

obj ect owner_ client conputing device. 55. The nethod .

of Acmsihed 9B disiiwiiag Acqepepamissivadnessage fopatdgish Pne digital object by a
access per.m ssion nessage i s cryptographically

pr digitat egfectsicenys perprissicat serves gomputingdeviags the dnetleod,eomprising:
conputi ng device; 56. The nethod of claim53, further

C o ngueiveng@ crichated sMhméndeg atdss pérfdstch Messaggnded access
perm ssion nessage to a -trusted server conputing

de\éfo‘fiﬁg a? {east! Bffe PEASOIOAiZ0 abdedd gbﬁﬁssj(‘;ﬁ‘ﬁ{e&%@e TR Jeddt M digital

recelving the at "l east one personalized accCess

per '§§ion nessage froma trusted server computing

deVP’€€” 58. A nethod of generating a personalized
by a trusted server

28?7;3? i ﬁ\gxre%i?al %x’no{[ﬁgsaﬁggﬁ&,@ng (?ﬁbspp%l}zrqa:accesg permission message is
uniquely addressed to one of at least one digital object consumer client
computing device;

transmitting the at least one personalized access permission message to the digital

object consumer client computing device uniquely addressed in the at least one

personalized access permission message.

The method of claim 53,
wherein the created or amended access permission message is encrypted using a
public key of a trusted server computing device and/or digitally signed using a private

key of a digital object owner client computing device.

The method of claim 53,
wherein the at least one personalized access permission message is cryptographically

protected using a private key of the trusted server computing device;



receiving at |east one created or anended access
perm ssi on nessage; generating at |east one

W@eoosom3kd zed access perni ssion nmessage for atPCE862007/000365

56.

57.

58.

59.

one digital object fromtha&3received created or
anmended access permn ssion nessage, wherein each of the
at | east one personalized access perm ssion nessage is
uni quel y addressed to one of at |east one digital

obj BeimARSE&NEintS3, Bitince @AMpHsiAg device; transmtting
the at | east one personalized access perm ssion

me ﬁl?gxgittiégg theTagatgFtolP %ﬂ’leﬂaed: La@ée@ ?&’mlgg}'&{ ﬁie@sa%@ %0 a trusted server
created or- amended access perm sston nessage IS
encrypted usi.ng a public key of the trusted server
corff PH@?@%@?ce or digitally signed using a private
key of a digital object owner client conputing

devi ce60. The net hod of claim58, further conprising
provi ding at | east one public key cryptographic

al dheinmdtigd efredainbiB, further ogmppdingal |y protecting the at
| east one personalized access pern ssion nessage using
| t geqiviN@lige KeYeastBdne PeidBiidiRed Qbcss PefrBiskib Inebsa@S froinOa trusted
at | east one digital object by a digital object
coggH@p&ng#hﬁ@gegggputing devi ce, the nethod
conprising: storing the at | east one digital object;
carrying out an application using the at |east one
digital object; enforcing a downl oad of at |east one

ersonal i.zed access perm ssi pn nessage bei ng assi gned
? o A At qeféﬁ’é‘ifa%‘}fea 8?r§‘i”tai‘lze‘gﬁ‘i°8%§tl36r'%f§é‘f’8i’ﬂ 98¢ byta trusted server
| east one personalized access perm ssion nmessage is
unicqueringdryiees fwdnethod enprisiigal obj ect consuner
client conputing device;
receiving at least one created or amended access permission message;

generating at least one personalized access permission message for at least one digital
object from the received created or amended access permission message,
wherein each of the at least one personalized access permission message is
uniquely addressed to one of at least one digital object consumer client
computing device;

transmitting the at least one personalized access permission message.

The method of claim 58,
wherein the created or amended access permission message is encrypted using a
public key of the trusted server computing device or digitally signed using a private

key of a digital object owner client computing device



determ ni ng the downl oaded at | east one personalized
access perm ssion nessage; and controlling the access

wo@boosleszappl i cation to the at | east one di gi t abCDRGEOT/000365

60.

61.

62.

63.

dependi ng on the downl oaded4at | east one personalized
access perm ssion nessage. 62. The nmethod of claim®61,
further conprising: providing at |east one public key
cryptographic algorithm and decrypting the encrypted
at ﬂh@%ﬁhﬁlﬁ‘dﬂdiﬂﬁ@fuﬂﬁf@&hpﬂiiﬁ%r eby forming the at

| east one digital object. 63. The nethod of claim®61,

; gp}m(ﬁn% Q{T%étsadag;ubﬁk %'% ReyRodPMiHié G1gbanD théreby %éfp?(%raphically

ver conputing device.b64.” The met hod of ‘claim-

further. ¢ rjsing: providi.n t. le . o .
puBl Ot pE e ok R ns ERRoh A Rl BB PRE mesageapiine s privace
au&henticating the trusted server conputing device

usf®j the public key of the trusted server computing

device. 65. The nethod of claim 61, further conprising
enforcing the downl oad of the at | east one access

perm ssion nessage at a plurality of predeterm ned

t i e meilsddanf sontédling hecesettbad ledst alnai digidl, objbertsi n dipial object
downl oaded at | east one personalized access perm ssion

e ekther eldtt '061&211@@ ElvideciheendihdP@mbRing a function

of the time at ich the downl oaded at | east one

PoRAPALILAPARRRLNEE on Mmesege | generatc
HES RTINS G SR

down| oaded based on the current tine and the reference .
nu§brcipg aglogmisadpfsat deash PBa BEEOTRIZed AGIesS BEMHssiIs message being
per m ssi on nessage, and enforcing the

assigned to the at least one digital object, wherein the at least one personalized access

- permission message is uniquely addressed to the digital object consumer client

computing device;
determining the downloaded at least one personalized access permission message; and
controlling the access of the application to the at least one digital object depending on

the downloaded at least one personalized access permission message.

The method of claim 61, further comprising:
providing at least one public key cryptographic algorithm, and decrypting the

encrypted at least one digital object, thereby forming the at least one digital object.

The method of claim 61, further comprising:

storing a public key of a trusted server computing device.



downl oad of the at |east one personalized access
perm ssi on nmessage conprising the determ ned reference
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64.

65.

66.

67.

55

The method of claim 63, further comprising:

providihg at least one public/private key cryptographic algorithm, thereby

-authenticating the trusted server computing device using the public key of the trusted

server computing device.

The method of claim 61, further comprising
enforcing the download of the at least one access permission message at a plurality of

predetermined time instants.

The method of claim 61,
wherein the downloaded at least one personalized access permission message
comprises a reference number being a function of the time at which the downloaded at

least one personalized access permission message is generated.

The method of claim 66, further comprising

determining the reference numbers of at least one personalized access permission
message to be downloaded based on the current time and the reference number of a
previous downloaded personalized access permission message, and enforcing the
download of the at least one personalized access permission message comprising the

determined reference numbers.



