| NFORMATI ON PROCESSI NG APPARATUS AND METHOD, AND
PROGRAM CROSS REFERENCES TO RELATED APPLI CATI ONS The
present invention contains subject matter related to
Japanese Patent Application JP 2005-223738 filed in
the Japanese Patent O fice on August 2, 2005, the
entire contents of which are incorporated herein by
reference. BACKGROUND OF THE | NVENTION 1. Field of
the I nvention The present invention relates to
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FREQREAREONe %@E%m%rzb@&mm MNP METHQP arANR HROGRAM

present invention relates to an information
processi ng apparatus, a recording nedium and a

rogram_which can facilitate changing of an

criiE RAHARN GESy T8t RELATRCL 458 LIS A6 Uovi ded to an | C
chip. 2. Description of the Related Art Recently,
el ectroni ¢ paynent systens have becone w despread, in

wh& h elec%r nchnge isodﬁgosited LN _non- gontaci %Cd

chi %‘? BGERCEs FBY l%é‘h\/f Bhbad8ed PACEreBPE S Laf 52 6F
i h [ . . \

o e O A S AR PogB-0R sl e Amyge

- b - Cli f.
Ja;%&%%%ﬁ %Jt%‘?&h %g%‘fd Sh AuRRLC CllBRl Y3l %ﬁll‘f :L?r[cjser s

suc el ectroni ¢ noriey system

corftfer®@ LUt WGAES e MRS RN ¢euiqes bé(i g@fmeﬁlcéqe
their cards or devices over termnals (reader/witers)
installed in stores to purchase products, and thus can

BACKGROUND QF THE INVENTION
1. Field of the Invention

The present invention relates to information processing
apparatus and methods, recording media, and programs. In
particular, the.present invention relates to an information
processing apparatus, a recording medium, and a program
which can facilitate changing of an encryption key or a
package to be provided to an IC chip.
2. Description of the Related Art

Recently, electronic payment systems have become
ﬁidespread, in which electronic money is deposited in non-
contact IC chips such as Felica (TM) embedded in credit
cards or mobile phone devices and used for product purchase.
Japanese Unexamined Patent Application Publication No. 2003-
141063 describes a server-client system for building such an

electronic money system.



perform paynent rapidly. Wien credit cards or nobile
phone devi ces containing non-contact |IC chips therein
are placed over termnals, the non-contact |IC chips
send and receive encrypted information to and from
server apparatuses whi ch manage the non-contact |IC
chips (data stored in the non-contact |IC chips) via
term nals and networks such as the Internet. Fig. 1
illustrates an exanple of encryption keys stored in a
non-contact | C chip used for exchangi ng encrypted
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apparatus that has keys comon to the non-contact IC
1C ehips(ke¥sacotsesQondi fHet Aohhoser stOred &Rips) via
terminals and networks such as the Internet.

Fig. 1 illustrates an example of encryption keys stored
in a non-contact IC chip used for exchanging encrypted
information.

A memory bf the non-contact IC chip includes spaces of
three concepts: "System", "Area", and "Service"”, for example,
and in this order each of the spaces are hierarchically
formed. Specifically, a single or a plurality of "Areas”
are formed in a single "System”, and a single or a plurality
of "Services" are formed in each "Area". In the examplé of
Fig. 1, under "System", a single "Area 1" is formed, and
under "Area 1", a single "Service 1" is formed.

An encryption key is set in each of the spaces of
"System", "Area", and "Service". In the example of Fig. 1,
an encryption key 1, an encryption key 2, and an encryption

key 3 are set in "System", "Area 1", and "Service 1",




the non-contact |1 C chip) can access each space in the
non- contact IC chip (i.e., execute command to wite
information to each space). Fig. 2 illustrates an
exanpl e of a key storage database (DB) in a server
apparatus. The key storage DB stores the sane
encryption keys as those stored in the non-contact IC
chip, for each non- contact IC chip to and from which
the server apparatus sends and receives informtion,
as shown in Fig. 2. For exanple, for the non-contact
respectHivigidnown in Fig. 1, the key storage DB stores an
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regi stration when
those stored in the non-contact IC chip, for each non-
contact IC chip to and from which the server apparatus sends
‘and receives information, as shown in Fig. 2.

For example, for the non-contact IC chip shown in Fig.

1, the key storage DB stores an issuance package as a
package type, an encryption key 1 identical to that stored
.in the space of "System", an encryption key 2 identical to
that stored in "Area 1", an encryption key 3 identical to
that stored in "Service 1", and a package A as a generated
package. In addition, the key storage DB, for another non-
contact IC chip {(not shown), stores an issuance package as a
package type, the encryption key 1 identical to that stored
in "System”, an encryption key 4 identical to that stored in
"Area 2", an encryption key 5 identical to that stored in

"Service 2", and an issuance package B as a generated

package.



the encryption key is supplied (registered in a
non-contact |C chip), so that confidentiality is
ensured. Therefore, when the encryption key is
changed, a different package corresponding to the
encryption key is used. In addition, there are a
plurality of types of package which depends on which
of the encryption key in "Systent, "Area", or
"Service" the package is intended to be used. For
exa as shown in Fig. 2, when the package type is
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| NVENTI ON However, when the encryption key
"SerofceSponei pgckage is intended to be used. For example,
as shown in Fig. 2, when the package type is "issuance
package", "issuance package A" which is generated on the
basis of this package type contains information concerning
the encryption key 1 and the encryption key 2 corresponding
to "System" and "Area 1", respectively. Further, for
example, when the package type is "service registration
package”, a package generated on the basis of this package
type (a service registration package) contains information
concerning only the encryption key corresponding to
"Service".

Thus, in such a known key storage DB in a server
apparatus, encryption keys corresponding to the spaces of
"System”, "Area", and "Service", a generated package, and a
package type indicating the type of package generated are

stored as a set for each non-contact IC chip with which the



"Service |I" in the non-contact I1C chip of Fig. 1 (the
encryption key 3) is changed, for exanple, it is not
possible to delete only the encryption key 3 in the
known key storage DB, since, for each non-contact IC
chip of Fig. 1, the encryption keys 1, 2, and 3
corresponding to "Systenf, "Area 1", and "Service 1",
the generated "i ssuance package A", and the "issuance
package" representing the package type of "issuance
package A" are managed (stored) as a set.
SergaEcPPPEAPIYS PHCA2RABANIREEKAREEEN - when any one of
encryption keys corresponding to "Systen, "Area", and
"Service" in a non-contact IC chip is changed in a key
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Specifically, in a known technigue, when any one of
encryption keys corresponding to "System", "Area", and
"Service" in a non-contact IC chip is changed in a key
storage DB of a server apparatus, it is necessary to delete
all information managed in the.non—contact IC chip and then
reregister (update) information including information which
is not intended to be deleted.

The present invention has been made in view of the
above circumstance and therefore serves to facilitate
changing of an encryption key or a package to be provided to
an IC chip.

Accordingly, an information processing apparatus

according to an embodiment of the present invention performs



i nformati on concerning the encryption key, second
storage neans for storing the encryption key |inked
to the encryption key setting information in the
first storage neans, and third storage neans for
storing the package Ilinked to the package setting
information in the first storage neans, includes

del eti ng nmeans for, when the encryption key linked to
the encryption key setting information in the first

stora% neans has been deleted in the second storage
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i ndi cati ng whether or not the encryption key can be
linksddto the package setting information in the first
storage means, includes deleting means for, when the
encryption key linked to the encryption key setting
information in the first storage means has been deleted in
the second storage means, deleting from the third storage
means the package corresponding to the deleted encryption
key linked to the package setting information in the first
storage means; and generating means for, when the package
corresponding to.the deleted encryption key has been deleted
from the third storage means and a new encryption key has
been stored in the second storage means instead of the
deleted encryption key, generating a new package
corresponding to the new encryption key linked to the
encryption key sétting information in the first storage

means and storing the new package in the third storage means

so as to be linked with the package setting information in




The information processing apparatus can further be
provi ded with changi ng neans for changi ng the
information indicating whether or not the encryption
key can be used. The information processing apparatus
can further be provided wth respondi ng neans for
responding to a request for use of the encryption key
received froma server for sending and receiving
encrypted information to and fromthe 1C chip, in
accordance with the information indicating whether or
theréﬁrTWmeQﬁﬁ%ﬁnW%ﬁP%ey can be used. In an information

processi ng method according.to.an enbodinent of the
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been deleted in the second storage
for use of the encryption key received from a server for
sending and receiving encrypted information to and from the
IC chip, in accordance with the information indicating
whether or not the encryption key can be used.

In an information processing method according to an
-embodiment of the present invention, information processing
for processing a storage device is performed which has first
- storage means for storing encryption key setting information
representing an encryption key used for sending and
receiving encrypted information to and from an IC
(Integrated Circuit) chip and package setting information
representing a package having information concerning the
encryption key, second storage means fof storing the

encryption key linked to the encryption key setting

information in the first storage means, and third storage



means, deleting fromthe third storage neans the
package corresponding to the del eted encryption key
linked to the package setting information in the
first storage neans; and, when the package
corresponding to the del eted encryption key has been
deleted fromthe third storage neans and a new
encryption key has been stored in the second storage
means instead of the deleted encryption key,
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storage neans. This program
encryption key has been stored in the second storage means
instead of the deleted encryption key, generating a new
package corresponding to the new encryption key linked to
the encryption key setting information in the first storage
means and storing the new package in the third storage means
so0 as to be linked with the package setting information in
the first storage means.

| A program according to an embodiment of the present
invention causes a computer to execute information
processing for processing a storage device having first
storage means for stofing encryption key setting information
representing an encryption key used for sending and
receiving encrypted information to and from an IC

{Integrated Circuit) chip and package setting information

representing a package having information concerning the
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i ncludes the steps of: when the encryption key |inked
to the encryption key setting information in the
first storage neans has been deleted in the second
storage neans, deleting fromthe third storage neans
t he package corresponding to the deleted encryption
key linked to the package setting information in the
first storage neans; and, when the package
corresponding to the del eted encryption key has been
ted fromthe t
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information in the first storage means; and, when the

package corresponding to the deleted encryption key has been

deleted from the third storage means and a new encryption

key has been stored in the second storage means instead of

the deleted encryption key, generating a new package

corresponding to the new encryption key linked to the

encryption key setting information in the first storage

means and storing the new package in the third storage means

so as to be linked with the package setting information in
the first storage means.

According to an aspect of the present invention,
storage device is processed which has first storage means
for storing encryption key setting information representing
an encryption key used for sending and receiving encrypted

information to and from an IC (Integrated Circuit) chip and




linked to the package setting information in the first
st orage neans. \Wen the encryption key linked to the
encryption key setting information in the first
storage neans has been deleted in the second storage
nmeans, the package corresponding to the del eted
encryption key linked to the package setting
information in the first storage nmeans is deleted
fromthe third storage neans. Wen the package
correspondi ng to the del eted encryption key_ has been
pacderst egtlriom Lhé OrNREd 8t SERFE SRBAASJaRd Packewe having
,_.encryption key has been stored in the second storage
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keys stored in a non-contact |C chip;

package corresponding to the deleted encryption key linked
rto the package setting information in the first storage
means is deleted from the third storage means. When the
package corresponding to the deleted encryption key has been
deleted from the third storage means and a new encryption
key has been stored in the second storage means instead of
the deleted encryption key, a new package corresgponding to
the new encryption key linked to the encryption key setting
information in the first storage means is generated and the
new package is stored in the third storage means so as to be
linked with the package setting information in the first
storage means.

According to an embodiment of the present invention,
encryption key or a packége to be provided to an IC chip can
be stored in a storage device.

Further, according to an embodiment of the present
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Fig. 2 illustrates an exanple of encryption keys
stored in a known key storage DB; Fig. 3 is a block
diagramillustrating a configuration of a
server-client systemaccording to an enbodi nent of the
present invention; Fig. 4 is a block diagram
illustrating a hardware configuration of a server
apparatus according to an enbodi nent of the present
invention; Fig. 5 illustrates an exanple of data in a
. key storage DB according to an enbodi nent of the
1nveieldht GTHARSHTIDRT 9 B YRR Mate$a Ssftcdasre &0 be

ackage; Fig. 7.is a block diagramillustrating a
profijied fohan Tomfiigura Gesh 1 B8 RETAGemSAt-

application according to an enbodi nent of the present

invention; Fig. 8 illustrates package update

e L T
PER5ESS! bbbl MISHEILER PERSHEYBHRLS e storea

in PHREESSINY et tcllniH.9- 13 is a flowhart illustrating
package update processing; Fig. 14 is a flowhart

| b yst pathngspagkage .genghabh ANo rPEAESSSEAEN kk¥s LPored
illdstrates anot her package update processing; ~“Fig.
in albrcwrA Kdyowehatlgd Igpystrating anot her package

Fig. 3 is a block diagram illustrating a configuration
of a server-client system according to an embodiment of the
present invention;

Fig. 4 is a block diagram illustrating a hardware
configuration of a server apparatus according to an
embodiment of the present invention;

Fig. 5 illustrates an example of data in a key storage
DB according to an embodiment of the present invention;

Fig. 6 illustrates a.state of a packége;

Fig. 7 is a block diagram illustrating a functiocnal
configuration of a DB management application according to an
embodiment of the present invention;

Fig. 8 illustrates package update processing;

Fig. 9 illustrates package update processing:;

Fig. 10 illustrates package update processing:;

Fig. 11 illustrates package update processing;

Fig. 12 illustrates package update processing;
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update processing; Fig. 17 is a flowhart illustrating
further another package update processing; Fig. 18 is
a flowhart illustrating package state change
processing; and Fig. 19 is a flowhart illustrating
use request response processing. DESCRI PTI ON OF THE
PREFERRED EMBODI MENTS Bef ore descri bi ng an enbodi nent
of the present invention, the correspondence between
the features of the clains and the specific elenments
di s¢l os i,n an _enbodi nent __of the present invention
isFasscigséa Be?gRWC#ﬁFE 1éé§EFFﬁFPgﬁ Packagendedetsd
assur.e that enbodi nents supporting the clained
PrYGRENT%n are described in this specification. Thus,
even if.an.embodinment ip t following _detailed .
doltst ot FonST e RaPutbatl bEGeSEHEhPhaCRaTs Sthrrar fon
featyre .of the present invention, that does not

Profécass rily nmean that the enbodi nent does not relate
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neceSsarily nean that the enbodi nent™ does not relate

upda@cObhetckaahyes of the claims. According to an
enbodi nent of the present invention, an information

Procgssingiapparabushétor i EXasPr £t idg SEhYEher APRSFIREHS
1in Fig. 3) controls a storage device (for
package update processing;
| Fig. 18 is a flowchart illustrating package state
change processing; and

Fig. 19 is a flowchart illustrating use reguest

response processing.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Before describing an embodiment of the present
invention, the correspondence between the features of the
claims and the 8pecific‘elements disclosed in an embodiment
of the present invention is discussed below. This
description is intended to assure that embodiments
supporting the claimed invention are described in this
specification. Thus, even i1f an embodiment in the following
detailed description is not described as relating to a
certain feature of the present invention, that does not

necessarily mean that the embodiment does not relate to that
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exanpl e, a key storage DB 7 in Fig. 3) which has first
storage neans (for exanple, an encryption key package
setting information DB in Fig. 5) for storing
encryption key setting information representing an
encryption key used for sending and receiving
encrypted information to and froman |1C (Integrated
Circuit) chip and package setting informtion
representing a package having i nformation concerning
the encryption key, second storage neans (for
feat‘e%ﬁrp?%,tlﬁ St

. Srpt iCSH P S infor et ot BB iSAEdg et 1S
o g A T ot s e o ohe
1o ke T P BT §e%) T Ko Rrent
aoeAGkAGL 1 1ked L9 11e package seltino intarmation in
e%)he ir%& S oraé@ eans. S Nt or mat T on processi ng

ARRAUYS o RE %?%m@%hlﬁ%&gi@ggﬁ?ﬁgoﬁﬁgéaﬁéﬁﬂgjﬁgm%n, an

i nput control unit

inf&ﬁ]gartyimﬂ Yy Qs d i eGhId A LY Rbd-1h 1KY 6;1: g%&ivré&

information 1n the fIrst storage neans has

app#ielied i -ril3 HhereeNd st ge g el (gbirng
fromthe third storage neans the package

exanflld espond} ngdraddherdel gtediencryptiharh key Ifirked to
t he package setting information in the first storage

stormRANSueAN gRIYelalamg dyeams effcafypexamplkey dapiekage
generation unit 62 in Fig. 7) for, when the package

setidory dspandiatg dro DEhd nd@liet.ed ) efory pttioan nke gnkagyphden key

deleted fromthe third storage neans and a new
settamgr yiptiomakgyprhaspresenting an encryption key used for
sending and receiving encrypted information to and from an
IC (Integrated Circuit) chip and package setting information
representing a package having information concerning the
encryption key, second storage means (for example, an
encryption key infofmation DB in Fig. 5) for storing the
encryption key linked to the encryption key setting
information in the first storage means; and third storage
means {(for example, ‘a package information DB in Fig. 5) for
storing the package linked to the package setting
infofmation in the first storage means.

This information processing apparatus includes deleting

means (for example, an input contrecl unit 61 in Fig. 7) for,

when the encryption key linked to the encryption key setting

information in the first storage means has been deleted in
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been stored in the second storage neans instead of the
del eted encryption key, generating a new package
corresponding to the new encryption key |inked to the
encryption key setting information in the first
storage neans and storing the new package in the
third storage neans so as to be linked with the
package setting information in the first storage
means. This information processing apparatus can
further rovided w th changin

be means (for exanpl e,

the, sqopnd Shatgee B5pPSeated t32Y ﬁgfﬁrﬂg.thg) (Cbardcﬁaﬁgﬁa@

i nfaormati on indicatin et her or _not, th ncrypti on
e g, i RS KAG8d O LG PR RmGel G op F5eBEsingreeybeion
keya&%fk%t(#%oc%%ef LIReLePe o Ryl ded wi th.res R”ghggfirst

neans or exa Ie,_g requesp response unit 65n
stdiadre eah@ LESPYRALDG 4O amieg%e%%og.orexa}dﬁgé’f al B8cxage

encryption key froma sérver t1or sending a

I [V cr -edH:nf o i.on n r IC
ge%ﬁ%ﬁgfqnn%nggcg%ggﬁcg&%Ftﬁq?gggfn%gﬁﬁa?F%ngggggggting

cortReiReifly Ret ththeeeReLYPLheRvkeY ofaRehentseteehddbNeted
an i nformtion processing nmethod or a program

froaCedkdithg rHo s2B ragRodiABAL 260 Lhacpr eaeRyptI¥RNKEYONhas

i nformati on processing for controlling a storage

beetleitegeds ipether gedonr groeaput Reahs ¢ayseddt efrexpeut e
the informati on processing for controlling the

delstedagacdgpicien kbe¢,syenagetidgviacachapatkagt storage

means for storing encryption key setting information
correppesennigngcabhhenceypenanykéyonsedyf dinked to the
encryption key setting information in the first storage
means and storing the new package in the third storage means
so as to be linked with the package setting information in
the first storage means.

This information processing apparatus can further be
provided with changing means (for example, a state change
application 52 in Fig. 3) for changing information
indicating whether or not the encryption key can be used.

This information processing apparatus can further be
provided with responding means (for example, a request
response unit 65 in Fig. 7) for responding to a reqguest for
use of the encryption key from a server for sending and
receiving encrypted information to and from the IC chip, in

accordance with the information indicating whether or not

the encryption key can be used.
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sendi ng and receiving encrypted information to and
froman |IC (Integrated Circuit) chip and package
setting informati on representing a package having

i nformati on concerning the encryption key, second
storage neans for storing the encryption key |inked
to the encryption key setting information in the
first storage neans, and third storage neans for
storing the package linked to the package setting
information in the first storage neans. This

i o ATt PRGCERs IFP &= sy hqﬁi?mfah@spéor%r@ﬁl

f | e, TEP, S14 i Fig. 13 , ) t
acedp@ing OO oot | O il aidsdtt et B8 i ng
, i nf i i h i h b ) )
insd A D ddb il 1hE Nodt QPR IER S 8% Wi ige 1o

( t ! |
per i A0 5 RIS A R F SRR on
del e ypron Ky L

pro QLR A KON (e Sl HEPRAT e Uthrde
devRackage cordespanding £ idherdel @é@ﬁirﬁg‘%ﬂ&ﬁm&maey

has been deleted fromthe third storage neans and

sett@Wy encfamidonbn A rddhhasy bﬁ?%r?é%f;%’i&r[‘ gthe secondr

storage neans instead of the deleted encrypti'on key,
sendigNeratd NG e RV P askage t £OT 11e5RatH Nth 1 e eWm an

encryption key linked to the encryption key setting
IC (nfargmitdean dineduies )f idistp sdrod age-kdRans taichStiatidihation
‘ the new package in the third storage neans so as to
repissdrtmked aMddrdye geckiage sefdamag: iof araraddoning tiche

first storage neans.
encryption key, second storage means for storing the
encryption key linked to the encryption key setting
information in the first storage means, and third storage
means for storing the package linked to the package setting
information in the first storage means.

This information processing or program includes a step

(for example, STEP 514 in Fig. 13) of, when the encryption
key linked to the encryption key setting information in the
- first storage means has been deleted in the second storage
means, deleting from the third storage means the package
corresponding to the deleted encryption key linked to the
package setting information in the first storage means, and
a step {(for example, STEP $16 in Fig. 13) of, when the

package corresponding to the deleted encryption key has been

deleted from the third storage means and a new encryption
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In the follow ng, the preferred enbodi nents of the
present invention will be described with reference to
the acconpanying drawings. Fig. 3 illustrates an
exanpl e of a configuration of a server-client system
in which an enbodi nent of the present inventionis
inplemented. In this server-client system the server
apparatus 1, a Hardware Security Mdule (HSM 2, and
the key storage data base (DB) 7 are provided on the
server side. A client apparatus 3 and a reader/witer
key  Rewy beegr stered dédths BREONE BéRragieg@cange igstged of
apparatus 1 and the %%ient apparatus 3 are connected

the, deleted: RoCEYBRL1PR Ixi FEOFIGL LiHe BRPANA PR KERE
| i id bi | h devi 6-1 t ai ni
cor S PRBHRAS: TPt D8 SPEAYDELPCUREY APt tP ST o
.6-2 t ai._ni. - t Lt | i, 3- f
encg B Ve R Py e P Rar R frac i did=tehnbeRta
meah® %Hﬁ.%kbgﬁhgagﬂgrﬂgﬁs %c%b?eaiﬁh%E%'Eﬁggﬁ storage means
communi cati on”l i nk u3|n8 el ectronagnetic irRddctiren. '

S0 %Eetb_%é ﬁghk%WngthW@ﬁ@ b%ckﬁg%ﬁ%g@?gﬁéfgh¥8%ﬁfgéfn in

iscrimnate between the non-

the@®d rl8- 2cotBgenpBagaNtact 1C chips 13-1 and 13-2 are
sinply referifed to as the non- contact |1C chip 13. The

Ser¥ efhapPpal Bbwsnd, | Fgd UIESEar 564 VERLARPhELRL T P e

a DB managenent application 51, and the state change
predppki €6ateAAiIBA. will be described with reference to the
accompanying drawings.

Fig. 3 illustrates an example of a configuration of a
server-client system in which an embodiment of the present
invention is implemented.

In this server-client system, the server apparatus 1, a
Hardware Security Module (HSM) 2, and the key storage data
base (DB) 7 are provided on the server side. A client
apparatus 3 and a reader/writer (R/W) 4 are provided on the
client side. The server apparatus 1 and the client
apparatus 3 are connected via a network 5.

In proximity of the R/W 4 on the client side, a mobile
phone device 6-1 containing a non-contact IC {(Integrated
Circuit) chip 13=1 and a card 6-2 containing a non-contact
IC chip 13-2 (for example, a Suica (TM) card) are placed and
connected to the client apparatus 3 via a short—fange

communication link using electromagnetic induction. In the
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The server application 11 sends and receives a command
to and from (communicates with) a client application
12. Such a conmand sent and received between the
server application 11 and the client application 12
Is encrypted wusing a transaction key shared between
these applications. Specifically, the server
application 11, when comrunicating wth the client
application 12, acquires fromthe key storage DB 7 a
y which:is |dent|cal to (or corresponds to) an
folémwwn ghabey tstidgr 8@t medss s dontddecioisnits bgtween
The server application_11 then prOV|des t he acquired
th%m-&wéc W Zhard ridqdests tive Jrsiahe P@ngérﬁélfcétcé ac
whi ch i s _used for conmunica on wi t h

tra a
chifge é:ﬁyﬁcé'ﬁ Cof ITPY aSERE ERe tOr 27s A0E R Key
fron1the HSM 2, the server appllcatlon 11
CO“@ﬁé%ygﬁg “BiEorhtend to be sent to the non- contact IC
c d decr s _an encr ed connand recei ved.
FPoh ERs ¥R, 5k aﬂ‘ws P EES MU FHe S pbration 11,

a D%F’Pr!an% %%tl% 91 LQLITE, ©RGT VAL R %”@tg‘é%c YBLY A of

dto b sent an reéelved
q% Qq@ capt act 1C chip 13 using the transaction key
appprO\?'lded by the HSM 2. This reduces | oad on the HSM 2

asrne0gpayed WhbNidacasH Megsnagea@vl:gc&v%eg £EQhmand
encryption and decryption of a conmand, resulting in

to BRe felll qicefhurseatel WhenhiSY 21ithe @Epﬁa&aﬁ%ﬁnuz
application 51 manages the encryption ey package
Suckett ickgmandoserti ahdDBeckbh@ecenekyRieantkey server
application 11 and the client application 12 is encrypted
using a transaction key shared between these applications.
Specifically, the server application 11, when communicating
with the client application 12, acquires from the key
storage DB 7 a key which is identical to (or corresponds to)
an encryption key stored in the non-contact IC chip 13. The
server application 11 then provides the acquired key to the
HSM 2 and regquests the H3M 2 to generate a transaction key
which is used for communication with the client application

12. Using the transaction key obtained from the HSM 2, the

server applicaticn 11 encrypts a command to be sent to the

non-contact IC chip 13 and decrypts an encrypted command

received from the non-contact IC chip 13.
Thus, the server application 11 performs encryption and

decryption of a command to be sent and received to and from
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informati on DB, and the package information DB which
wi Il be described belowusing Fig. 5. The state
change application 52 changes a package state which
is information indicating whether or not a package
(encryption key) of the non-contact |1C chip 13 which
is stored in the key storage DB 7 can be used. For
exanpl e, the DB nanagenent application 51 registers
and updates an encryption key of the non-contact IC
chip 13- 1 in_the key storage DB 7. The state change
theappni-eariraRt52C ehaRgés HSpREkAhE sranearhéPiakeve of
er or not the package of the non-contact 1C chip

proyadeds ki bRE M. 2VMethFhéeBH€§§gé°§9aP€ HAS uheg a8

that th k f_th t 13-1 ca
comga de i thng easgrnas Foa: HER 2 1it hfedmERr  angrgntion

p or e cryption key con ,
and ﬁeﬁr%gtgoPrS th Oﬁ%§n§f0%§§31%%ngTﬁ% %8§es?§%é§éeﬁ% use
of zh ﬁMS orage devi ce having a recording nedi um such

as a “di sk and stores the encryption key package

iﬁ?%%ﬂ%%h@%g and %ﬁ? Q{%ﬁg}?n ornﬁ%? q@ﬁgq%%Fﬁ%Ption
keyW‘prkQE‘;edgéEEiQS]deEb%’atiBBObﬂat £R8 éﬁeﬁggtwnt he V\%en

key storage DB I's encrypted key s ed bet

infbbRatkey BBOr AH8 Eﬁé7p§eﬁa§@elh@%@ﬁatihﬁ biSM/iRiER Ri11 be
tanper-re5|stant device which perfornms nutua

desaggbgatbgabwoasﬂh@hygge pon-contact I C chip 13 on the
basis of a request for generation of a transaction key

The state change application 52 changes a package state
which is information indicating whether or not a package
(encryption key}) of the non-contact IC chip 13 which is
stored in the key storage DB 7 can be used.

For example, the DB management application 51 registers
and updates an encryption key of the non-contact IC chip 13-
1 in the key storage DB 7. The state change application 52
changes a package state indicative of whether or not the
" package of the non=-contact IC‘chip 13-1 can be used. When
the package state indicates that the package of the non-
contact IC chip 13-1 can be used, the server application 11
can acquire the package (or encryption key) of the non-
contact IC chip 13-1 from the key storage DB.

The key storage DB 7 is‘é storage device having a

recording medium such as a hard disk and stores the

encryption key package setting information DB, the
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received fromthe server application 11 and provides
the transaction key obtained as a result of the

nmut ual authentication to the serve application 11.
The HSM 2 al so generates a package for each
non-contact |1 C chip 13, such as an issuance package
or a service registration package. The client
application 12 of the client apparatus 3 sends a
predeterm ned request to the server application 11 of
the server apparatus 1. Al so, when a command i S sent

enc?VEﬁ%Pﬂekgﬁr%@FOE%%F%%%t?%naﬂq Chy Pt kagr %Rﬁﬁ#%ﬁﬁ%?ﬁ]DB
s the copmand to the non-contact |1 C chip

Whl@% W%ﬁg }P#V@eﬁcgﬁb?ﬂa}?et%‘% COrRYBRYENG - WX eT R ERR J#'h tl;e
C 3
keysgh? 5?3‘%?&‘3% L1 e %r%ﬁ?ﬁ%ﬁ?f%rﬂ?@g&e%}#ﬁ}h ma:
koY S ERERET cBE | DrcGitt KO HATKSM 2 and then execut es he
CORMBChy 1 SHCh (gl soti aniss JIRneic Syal ol avig dhe.
guratl on descrili ove, or exanp

'mutHéfr ?éheﬁ@fc%?&ﬁewwnﬁlgeﬂéﬁeﬁ:&ga&{ fd" cn%dlﬁ <?n the

roduct using electronic np tored

basiQ 5Pean98q&@§Eaf5rI&éné%%ﬁiéé’ofhf'@féﬁ%ﬁCéﬁﬁH'ﬁ@?'on

of the Client apparatus 3 sends a request for the

rec@wg@nf:é@rtﬁ@es@f@@yczipgpléml&?wﬁra@ep%f&@fd@@ tlnle
of the server apparatus 1. Upon receiving the

trafiguesén kb SOEyBiedPPd i£atdam 1o genes ahesual
command (a read command) for requesting the

authent Comt bet & tledi Pedde tappeachiai dalance ™e HSM 2 also
el ectroni c noney.

generates a package for each non-contact IC chip 13, such as

an issuance package or a service registration package.

The client application 12 of the client apparatus 3
‘sends a predetermined request to. the server apélication 11
of the server apparatus 1. Also, when a command is sent
from the server application 11, the client application 12
sends the command to the non-contact IC chip 13 via the R/W
4 s0 that the command is executed.

The non-contact IC chip 13 decrypts an encrypted
command sent from the client application 12 wvia the R/W 4
using the transaction key obtained through the mutual
authentication with the HSM 2 and then executes the command.

In such a electronic money system having the |

configuration described above, for example, when the user of

the mobile phone device 6-1 or the card 6-2 pays for a
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The read command generated by the server application

11 is encrypted using the transaction key, and then

sent to the non-contact I1C chip 13 via the network 5,
the client application 12 of the client apparatus 3,

and the RFW4. The non-contact 1C chip 13 decrypts and
executes the received read command. The bal ance read
by the execution of the read command is encrypted by
the non-contact IC chip 13 wusing the transaction key.
' Then, the encrypted balance is sent as a response to

Proflgtsup¢ap &pEFEEanion™eReY oSFRESRY W4thetﬁ@ncw%%ct 1c

ication_12 of the.client paratus the network
oni§03nha Larobr 2HBb FakE PBn 21061 thRecLiFyEr apbatatis 3

h d
S R
h
ok A5 0 LSS SR, TS,

recé}vﬁﬁg EHnggﬁguggUeeflebggw%g %{agfﬁﬂ%}{}e Qﬁ rates a

store non-cont act

conkBgqPahanegq EBﬁmﬁﬁﬁ?efoﬁpgéhﬁégt9H%1g?e ngg—contact Ic

generates a conmand (a wit conman requesti ng

chiph®3 PENreQAt aChah Snebi prld1bor EEML LI RHBE, bal ance of
electronic noney (witing of the bal ance obt ai ned

afties #ded B n@f gerddia iy BPte HOrsd e PrashictcdiSion 11
deducted). Simlarly to the read command descri bed

is ahevgpttheusWhit eheosPaNdageNehakeyd, byndhehsLry&iit to the

application 11 is encrypted using the transaction
nonkeyntdhe eacelppeti3cobhmvble network 5, the client
application 12 of the client apparatus 3, and the R/W 4.
The non-contact IC chip 13 decrypts and executes the
received read command. The balance read by the execution of
the read command is encrypted by the non-contact IC chip 13
using the transaction key. Then, the encrypted balance is
sent as a response to the server application 11 to the R/W 4,
the client application 12 of the client apparatus 3, the
network 5, and the server application 11 of the server
apparatus 1. The server application 11 decrypts the
encrypted balance sent form the non-contact IC chip 13, thus
acquiring the balance of electronic money.

With this operation procedure, the server application

11 can check a current balance of electronic money stored in
the non—éontact IC chip 13.

After checking the balance, the server application 11
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Is then sent to the non-contact IC chip 13 via the
network 5, the client application 12 of the client
apparatus 3, and the R/ W4 so as to be decrypted and
executed. This wite conmand al so contains information
i ndi cating the anbunt of the balance to be stored.
This allows the non-contact IC chip 13 to store the
bal ance of el ectronic noney which is obtained after
the payment anount is deducted. For exanple, after
processi ng, such as transm ssion of a message
9eNREEIFYi AgCPRBagEr ar apBFi €amrendl 1 ToRat cBaPERERY the

deduction_of electronic nnne¥ in the non-contact |IC ,
HOHCHPBt§§t ﬁgscﬁéénléoﬁﬁléﬁgal ﬁstbérpéﬁﬁﬁﬁe pheelectronic

rocessing praqc is ter nate hr ou
mongwoéa§§Fﬁ gpP% ggﬁr alBB?ﬁeﬁgEaFB? p@SE&Et%BBrEHQEBt of
an be he s rver cllent syst em havi ng

er
they RavRERET GhELE RGP atteH Ban CRiarEE et onl s paymBnt
foL; I PONES pur ghase ac?ut 4 fhber BLooSSI0g car

be"carrie SUC nag sue
e B FOLGPAATED oLyl oLk 0y AR E o0

encﬁggggatkgl PCEEE gﬁgﬁségt§ohr?b?eSt?héoencégﬁeehn gﬁﬁand

nt managenent or paynment procedure

is bAshcakhy t8i Mhkahdhadhatk Rerordme, oy +he tHodustuork 5,
purchase described above is carried out by each

theCeNMPeALNhpsNOWALEBNFLY. 08. thidc1d4ehs apBheskudi 39rafy the
illustrating an exanple of a hardware structure of

R/Wt hessenvetoappanatugptedAaBU=kEe0t Al Pracessirnge
Unit) 101 executes vari ous

command also contains information indicating the amount of

the balance to be stored. This allows the non-contact IC

~chip 13 to store the balance of electronic money which is

ocbtained after the payment amount is deducted,

For example, after processing, such as transmission of
a message notifying the server application 11 that balance
deduction of electronic money in the non-contact IC chip 13
has been completed, is performed, the processing procedure
is terminated. Through such a processing procedure, payment
for product purchase can be performed.

With the server-client system having the configuratioh
described above, not only payment for product purchase, but
also other processing can be carried out, such as management
of points issued by a store and-payment of toll or fare in a

case where the client apparatus 3 is installed as an
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processing in accordance with a programstored in a
ROM (Read Only Menory) 102 or a storage section 108.
A RAM (Random Access Menory) 103 stores data or a
programto be executed by the CPU 101. The CPU 101,
the ROM 102, and the RAM 103 are interconnected via a
bus 104. The CPU 101 is al so connected to an
i nput/output interface 105 via the bus 104. The
i nput/output interface 105 is connected to an i nput
section 106 constituted by a keyboard, a nouse, a
autﬂ?ﬁ?b%h%ﬁ%¥e%t%?Feah% Antbatputtekttion 2497 in the case
constituted by a display, a speaker, etc. The CPU, 10
Of BRTR by HNGUPTIRG BF oLBOS| PaYTHT o o REHCE A £ Hoami o 1Ly
._instruction sent _fromthe input section 106 and sends.
simp B2 PELHAT: SOt b BrS cblsi PE R o TR bl it eat forC Tibed
7, . T a t] 108 connected to the..
abofR s ST BT P S5 el o nEORERE PO e By Fig or -
exanpl . I ' : t.ar I t
AL & & i ol AP LER A S B NAEA 5 -
har&@gréogyyﬂé@@f§sof“éﬁb f%éfr%ﬁﬁar¥@ﬁ§ %@'Ch IS
connected thereto directly or a a network - 22 such
ax tdm | ierdiell, ¥rid06alg 8@ )natgrork dhANs Mati§us

that the communi cati on section 109 can communi cat e

prod&ss ith @i Medcdo Y418k S €9 UM St AP Ns t b Ak Of n 8 Wkdie d
conmuni cation link or can comuni cate using both

(Readi r@xt g Mermdhey W TEH €0t Sodddnsdditksn Fog | hex , rRav
comruni cation schene enployed in the conmuni cati on

(Rasdot | Dec-d€® Nesunswf) 103 deskdé0 daispest fa ongramntb be
vari ous communi cati on schenes

executed by the CPU 101. The CPU 101, the ROM 102, and the

RAM 103 are interconnected via a bus 104.

The CPU 101 is alsoc connected to an input/output
interface 105 via the bus 104. The input/output interface
105 is connected to an input section 106 constituted by a
keyboard, a mouse, a microphone, etc., and an output section
107 constituted by a display, a speaker, etc. The CPU 101
performs various processing in accordance with an
instruction sent from the input section 106 and sends the
result of the processing to the output section 107.

The storage section 108 connected to the input/output
interface 105 is constituted by, for example, a hard disk
.aﬁd stores data or a program to be executed by the CPU 101.

A communication section 109 communicates with an external

unit which is connected thereto directly or via a network
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can be enpl oyed such as, in the case of wreless

communi cation, a wireless LAN such as | EEE (The

Institute of Electrical and Electronic

Engi neers) 802. 11a, 802.11b, and 802.11g and

Bl uetooth. Also in the case of wired conmnunication,

various w red comuni cation schenes can be enpl oyed

in the comrmuni cati on section 109, such as | EEE1394,

Et hernet (TM and USB (Universal Serial Bus). A drive

110 connected to the input/output interface 105 when
SuChodfit BICW P hCE PEnBY aBl £0RRYI BRTA21SKHRRNa éL%Nhagnetlc

R gttt e e LR O e
cqui rgs a_program or daE .rec d thereon. .The
us sf0et OO AR Pabe Sy SohBin Lo fLfSr EivE oot o  HEFea
confR18961 SRCLO0 408, RNdoghok 20, LDOUSL N ASE0L A M1 0o

ram or a can SO be ac rougd

andt\!?fré& o&%guﬁ?ééfﬁgn 19911?&‘0' SEQFEfler | Ny t@&nﬁﬁﬁiﬁ%@ion

sect € Server apparatus’ | hav

sch&ﬁ@f éﬂﬂi%é&nm d@ﬁé r £ OGHLAPOYE of Oéeﬁ«éf&m €9 P{ 9UL TS

of the server application 11 managemnent

1imPPRHI €814 Oﬁéélf §<‘9 dok8E 2Rl o Lr LHANUERARRAL EM 1 ON Shemes

stored in e storage section 108 are tenporarily
canI@@d@:ﬁlpics efedhchnathe; RAMA OS2 88 @8 #PrebeseXxecut ed
by the CPU 101. In this enbodinent, all of the server
comappl ¢gat s 4lwirébes OBLAMNQ@GETENS BPPE | CElid O Sditwnel of
_ the state change application 52.are executed by a
Elestnit=l wnmd Dietheoses VEBtigineers)802.11a, 802.11b, and

802.11g and Bluetooth. Also in the case of wired
communication, various wired communication schemes can be
employed in the communication section 109, such as IEEE1384,
. Ethernet (TM) and USB {(Universal Serial Bus).

A drive 110 connected to the input/output interface 105,
when mounted with a removable medium 121 such as a magnetic
disk, an coptical disk, a magneto-optical disk, or a
semiconductor memory, drives the removable medium 121 and
‘acquires a progrém or data recorded therecon. The acquired
program or data is transfe:redrto the sterage section 108
and stored therein according to need. A program or data can
also be acquired through the storage section 109 and stored
in the storaée section 108.

In the server apparatus 1 having the configuration

described above, for example, programs of the server
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apparatus 1. However, the server application 11, the
DB managenent application 51, and the state change
application 52 can be executed separately using
di fferent apparatuses such as conputers. Fig. 5
illustrates an exanple of the encryption key package
setting information DB, the encryption key
i nformati on DB, and the package information DB stored
in the key storage DB 7. The encryption key package
etting information DB stores encryption keY packa e
aPPAFREAGD Aftor FBEI BR P@Pagﬁ@ﬁntnéﬁpééﬁFEéPnl ch#pd 18h
th._whi ch th .server plicatioon 11 conmmuni cates,
Stag%eEPPP8§|P§P LRBCEREr IR FoREREy PaERagECOERRE| RECLion
tion DB.s

108, 358 EBhb R PPake T ool bGEC Ty pbn. CRasEat hyageo a5 to
be g&gguthTbgs§gglegsdlafrV|ce "state", and "package"

val tGes corfesponding to the settlng

t t
Iéggg%late ar%éﬁgh'l a3300|5$:%gg§erv Llcatlon 1,
thelBEOﬁaaggeaeﬁﬁcsggﬂi¥a£95nggfergﬁanehé Q@gkégshangé

and thus'referred to as package generation

app&mEQEﬂBE'QQ al8 eﬁgéh£é8nb eécglﬁéléh§n§§t$fn9hét§@§ver
‘associ ated area" and aSSOCIated service" is

appanéeﬁganl ONHERETESENEhATs@PvEeRCAYPL i eaekey of, thee DB
non-contact I C chip 13. The setting |ten1"package" is

manpgekege sphliogtithosIptand £epresent i dgadge PASKBIEation
As a setting value for the setting item of "package

52 can be executed separately using different apparatuses

. such as computers.

Fig. 5 illustrates an example of the encryption key
package setting information DB, the encryption key
information DB, and the package information DB stored in the
key storage DB 7.

| The encryption key package setting information DB

stores encryption key package setting information for each
ﬂon—contact IC chip 13 with which the server application 11
communicates. Specifically, the encryption key package
setting information DB stores, for each non-contact IC chip
13, setting items of "package type"”, "associated area",
"associated service", "state™, and "package" and setting
values corresponding to the settingritems. The setting

items of "package type", "associated area", and "associated
r

service" are information necessary for generating a package
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type", information is input which is indicative of the

type of package generated using the package

generation information. The type of package includes

t he above- nentioned "issuance package"” or "service

regi stration package". As a setting value for the

setting itemof "associated area", information is

i nput which is indicative of an encryption key stored

in the space of "Area" of the non- contact IC chip 13

and in the encryption key information DB, As a
andsébﬁﬁngeéaraédf P EReP3ElePRgIPRERTBEON abBbRIBBHOD -  In

ervice", information is input which is indicative of

addéﬁlOBnCP§EF|8ﬁ kBg §?5Fé89|ht?%% Shacasppcrakri peeaprand

" n- contact | C chi nd in the encryption key
as?ﬂ?&?ﬁﬁfﬁ BRTPBCCAst A %EF?Flﬁﬁt%ﬁPuﬁeff’B‘?s?%Bl%g | ng
st at package é nf.or

encikBliShe BRIt he DAGF2Gh C%ﬂe 5 on e Pt ing
i eefo0epaen! 9&%&;@4@ %éétf use&oéug%gg?@%%mg R

sta e i nfornati orarl?y i nac
' pacg gge55|ble and inacceSS|bIe 25 which will be
- e

cribed below with reference to Flg 6. As a

seid i Do val UGy f\%{ld@efva?,e %ﬂé}%étt 1t PRYRI ackage

information IS i nput s 1In |cat|ve of a package

typ¥hi Clnrbenmgenshal £di 9Put hen basi Ss of ndNea PAEKEGE the type
generation information and stored in the package

of pﬁ&@é@@tg@ﬂeﬁﬁke&nuéﬁ@geﬁﬁépéﬁcﬁﬁ@@mgéﬁbfﬁ@hoﬁ t he
_ encryption key package setting information DB stores,
infasmetionhmat 198 type of package includes the above-
mentioned "issuance package" or "service registration
package".
As a setting value for the setting item of "associated
area", information is input which is indicative of an
- encryption key stored in the space of "Area" of the non-
contact IC chip 13 and in the encryption key information DB.
As a setting value for the setting item of "associated
service", information is input which is indicative of an
| encryption key stored in the space of "Service" of the non-
contact IC chip 13 and in the encryption key information DB.
As azsetting value for the setting item of "state",
package state information is input which i1s indicative of
whether or not a package in the non-contact IC chip 13 can

be used. Such package state information includes

"temporarily inaccessible"™, "accessible", and "inaccessible”,

- 25 -




associated with the non-contact IC chip 13-1, setting
val ues of "issuance package", "Area 1", "Service ITT,
“tenporarily inaccessible", and "package 1" which
correspond to the setting itens of "package type",
"associ ated area", "associated service", "state", and
"package", respectively. In addition, the encryption
key package setting information DB stores, as

i nformati on associated with the non-contact I1C chip
13-2, setting val ue I ssuance ackage", "Area_ 2"

Whl@@éV%%%eb%"d 3?%h%%$a??19wl%h5%e§%f ghee %%dFl%ad@age
?;ﬁ%ﬁl%ﬁ corres ééﬁfghsettln %gg} ﬂ%ékgaga’
s IS ey B Yo .
s %Qﬁéi‘%”%%%ﬁ%?%%bé%% oo SRR AT TR S 198 st or es
in£8Hna OIGE VR4 0P K0Yq ! ! \?ﬁe %chgaé aﬁfa&ﬂ@é 1% and

ormat1 on e encryption

(enerof iamnniee diiant i fri Gald om | Rfrr 'é‘%ltdr%)ﬁtl‘MH Gleyar e

assocli ated wth each - other. ~In the exanple

| pacRAgNsdir Fhg. léfohh&tf@@w@té@@ré@y 4 Nf Of Fetdh on: 4B
stores "encryption key 1" corresponding to encryptlon

asske¥at&enyifh cahd OfohAESR PREE ONC " SyS end~1, "onet iy I Rillues
key 2" corresponding to encryption key i'dentification

of Théolamid opudlea” 1" abad 1enctyatyiose key, 3'temporarily
corresponding to encryption key identification

inatedositple'®n and "package 1" which correspond to the
setting items of "package type", "associated area”,
"associlated service", "state", and "package", respectively.

In addition, the encryption key package setting
information DB stores, as information associated with the
non-contact IC chip 13-2, setting values of "“issuance
package™, "Area 2", "Service 2", "temporarily inaccessible",
and "package 2" which correspond to the setting items of
"package type", "associated area”, "associated service",
"state”, and "package", respectively.

The encryption key informaticn DB stores information on
an encryption key in the non-contact IC chip 13.
Specifically, the encryption key information DB stores an
encryption key in the non-contact IC chip 13 and information

for identifying the encryption key (encryption key

identification information) which are associated with each
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"Service 1". In addition, the encryption key
information DB stores "encryption key 4"
corresponding to encryption key identification
information "Area 2" and "encryption key 5"
corresponding to encryption key identification
information "Service 2". Further, it is configured
such that an encryption key stored in the encryption
key information DB is linked to the setting item
"associ ated area" in any of the non-contact I C chips
chfg'stored in the encryption key package setting

information DB. This configuratjon is achi eved by

pr%‘%i UF%geX%@?Jr%sﬂbWb’F et e%c? yp?}i oW%e%P‘FJaEHH‘?W &Y on
. _cinformati t@e sape_nane, as tEe S Lting val ue of tge
LnEQERRFAG DRNF COBES0CFATBUPLLBR" KFH L heCBREFSBPRON Repo

tti i nf tior . _Speci fijgal "

R TR TN T et e DA 8 )
o 43 onLi o0 Ar S .
onl 878 LEACREY OB BLPFEBbAT AL E8, dnck Dok ioy PEYP" ' o
10eFERERCh ALY 1 ARG BORC-ROLL OFRONLAOSELEL O KA ey s+

~ cor BEHYREL QG 5§yeH@E§ﬁ9fonsﬁé%L§§eﬁﬂf9£5§E&8 PBrormation

“encryption key 3" having t encryption key

"selb@epti{cat QN 4af P1HRL | PR §§&y§§€i&ﬁ k8yt bEformation DB
encryption key information DB is 1inked to the setting

stoté€Men@bpOEi Gh ee$CL Vi 681 r¥BOSLILRE I €6 PONEF PPt S8kt k&Y
value is ﬁﬁ%ervice 1" in the non-contact IC cﬁip 13-1

ideﬁﬁifh@atﬁd&h@ry@fdaﬂﬁakﬂyn penkagez seshd NYeh8E PpoRLHh 0Re PES "
cor;ésgggéfﬁg to encryption key identification information
"Service 2".

Furthér, it is configured such that an encryption key
stored in the encryption key information DB is linked to the
setting item "associated area” in any of the non-contact IC
chips 13 stored in the encryption key package setting
information DB. This configuration is achieved by providing
-corresponding encryption key identification information the
same name as the setting value of the setting item
"associated area" in the encryption key package setting
information DB.

Specifically, "encryption key 2" having the encryption
key identification information "Area 1" in the encryption

key information DB is linked to the setting item "associated

area" whose corresponding setting value is "Area 1" in the
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"encryption key 4" having the encryption key
identification information "Area 2" in the encryption
key information DB is linked to "associated area"
whose corresponding setting value is "Area 2" in the
non-contact 1C chip 13-2 in the encryption key
‘package setting information DB. "encryption key 5"
havi ng the encryption key identification infornmation
"Service 2" in the encryption key information DB is
linked to "associated service" whose correspondi ng
nonséPPFﬁ@tvépuéhF§ 18sér §nckhe" ePAryREipBnkeBnPagkape

chip 13-2 in the _encryption key ﬁacka ge settlng
SechF%rﬁﬁfPBﬁaEBOHTHPs 6HFF§BFé?Fo ©¥es IP@VFﬂga Btate

lent to.the tat
encRaitIGERRGY SUFRFAGICR RGP Mh FORMBBIOnenGPSBLPanLkeyn the

encFyghtolChed, LD aFEaopnc ! LTBEELAS B B, D0
R DN T N T T

"Seg$¥c8afka9§ §§%th89 Lok oL gRt N, ﬁﬁ%h1§”fr RtipD  key

I'S set e set Ing value o e set Ing rtem -

enc%gptt ﬁSQangggké évééﬁt%hg inoPﬁQtQQQtﬁﬁt 'ﬁiEQ%Pse,

The true assocl ated area'

"ené§§§e§bﬁtee ySerVhEein IahéheneeppegaﬁaeéylEaentpftéaelon
he ot her hand, the package |nfornat|on DB stores

1nf@§ﬁ5@9§nlmﬁ@éﬂat"Oﬂnofhéhgnaﬁﬁpﬁﬂaﬁaﬁé EnebtRatdBon DB is
Specifically, the package infornmation %B stores a

linpagkage"a8sothet8Qnacoat aghos & €8k pPedBonndny nfetvRhgon
for identifying _
value is "Area 2" in the non-contact IC chip 13-2 in the
encryption key package setting information DB. "encryption
key 5" having the encryption key identification information
"Service 2" in the encryption key information DB is linked
to "associated service" whose corresponding setting value is
"Service 2" in the non-contact IC chip 13-2 in the
encryption key package setting information DB.

This configuration results in a state equivalent to the
state in which, in the encryption key package setting
information DB, "encryption key 2" is set (input) as the
setting value of the setting item "associated area™ in the
-nen—contact IC chip 13-1. The above arrangement also brings
about a state equivalent to the state in which, in the
encryption key package setting information DB, "encryption

key 3" is set as the setting value of the setting item
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t he package (package identification information) which
are associated with each other. In the exanple of

Fig. 5, the package information DB stores "issuance
package A" corresponding to package identification

i nformati on "package 1" and "issuance package B"
correspondi ng to package identification information
"package 2". It is configured such that a package
stored in the package information DB is |inked to the
setting {tem "package" in any of the non-contact

" L (i) I C
AT PSS SIOrEF S n 11 A e MY RATgR Key padiayd st i e
i nfoormation DB., This . confiqurgtion is achieved b -
saniel 8 T Gt SOt Baciis b aton Service
. information th %Epe na 1S, the setting value of the
i stg}et inr?glr1 i%oélrEaCreJcac _a&ém’gnﬁ"ia%e' encryption key package
setti [ r [ Speci ficall "issuan
acrage iR K Rne hschagh-ohasntPFralt a8 stores
i nf ' ! "oin tl a hnf oAt i on DB
pac et TR e PR 3T e, TRk AR T ete™ 2o
Spardiesnandi i val IS, + 1RAC [ g I — d
PRAICESON! S SN A s ACKAIE L oo BB 1n
theS @ldnl-RGn HalfrOrmBIdHAR BB, a8idMind ) a t 11035 Y8 JRAEKEY8 ng
B* having the package identification information
the' package Apadkage i Ratkadeatnlodr MRtfcemaPBong WhAkadare
to the setting item "package" whose correspondi ng

 asseetibiteg wdlthe cagh’ patkage 2" in the non-contact IC

chip 13-2 in the encryption key
In the example of Fig. 5, the package information DB

stores "issuance package A" corresponding to package
identification information "package 1" and "issuance package
B" corresponding to package identification information
"package 2".

It is configured such that a package stored in the
package information DB is linked to the setting item
"package" in any of the non-contact IC chips 13 stored in

the encryption key package setting information PBB. This

‘configuration is achieved by providing corresponding package

identification information the same name as the setting
value of the setting item "package" in the encryption key
package setting information DB.

Specifically, "issuance package A" having the package
identification information "package 1" in the package

information DB is linked to the setting item "package" whose
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package setting information DB. This configuration
results in a state equivalent to the state in which,
in the encryption key package setting infornmation DB
"i ssuance package A" is set as the setting value of
the setting item "package"” in the non-contact IC chip
13-1. The above arrangenent al so brings about a state
equi valent to the state in which, in the encryption
key package setting information DB, "issuance package
B'" is set as the setting value of the setting item
corrggpragendi At hend nbhl 8dnt dict PREkYE pl 131D, the sagmmce

conP ARG no- CORPLE f C-ant B 19097 YEC o e BT O SHldsing
1RGP EPER PAckadbl | Tol Gont 5t BN CORRERIDdek AT MG Ehe
packafe, RaeHBLREFATTbn DR HE Lot age B oot iR b
B R R e AT

oSG BSR l  SORLEREONE A 0 e 5

in ERETHBHL O KEYr PREKAYS, SEE L NG, I {HOT IRt 43k DB, SEQ) es

the setting itens "package type", "assocl ated area",

packagsostet gy SefyifLiion Shgte”, and "package” and
correspondi ng setting values, for each non-contact IC

chihy sl oM tilyuskitchort he susefvam appaalduedhivalent to the

comuni cates. The encryption key infornmation DB stores
staeactypthoeh, in the encryption key package setting
-information DB, "issuance package A" is set as the setting
value of the setting item "package" in the non-contact IC
chip 13-1. The above arrangement alsoc brings about a state
equivalent to the state in which, in the encryption key
package setting information DB, "issuance package B" is set
as the setting value of the setting item "package™ in the
non-contact IC chip 13-2.

"issuance package A" linked to the setting item
"package" of the non-contact IC chip 13-1 is a package which
has been generated (hereinafter also referred to as a
' generated package). To generate "issuance package A", the
DB management application 51 reguests the HSM 2 for the
generation of the package by providing thé HSM 2 the package
type "issuance package", "encryption key 1" corresponding to

"System", and "encryption key .2" corresponding to "Area 1".
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keys each of which are linked to the individua
setting itens "associated area" and "associ ated
service" of the non- contact I1C chip 13. The package
informati on DB stores a generated package which is
linked to the setting item "package" of the
non-contact 1C chip 13. In this enbodinent, it is
assunmed that only one type of "System is applied,
and every non-contact |1C chip 13 uses "encryption key
1" corresponding to a single "Systent. Thus,
" eRer (BEFERPREY2ROVEN LReTBACKGBt FBEATRES PR br nBlRE on
DB iis used as the encryption key stored in the space
eNGYPLAG &fY PR R en SFtEdRdadt irernakiign1 8B RiEPK6Gt thRe
reparing @ settin for getting an

' it f At ]
Seth i BT 1KEYCHEGrT GOREnaI G o Tia SteRTeRGr cagRociated
ser A0 e PoR ko R R R SR B SER B o
Ii i dl . L i f
va R e R B o b MR ES B Pl AL kb wBien o

Ser?%ghggka%%@uge1p%%&ﬁ5%qC5Q8 gdition to the setting

*associ at ed area™ ‘and "associ at ed service"

of -
31 c . Chj y e '
ot Bo LRIk LR PRI SR EnER Y PSRy fon

keys! @BchasF0oGhatadareySiambdcab kel HRKeY: LialeBety¥phEoN
key 1" corresponding to "Systent stored in the

ite@RCMBRibeR akey brtarmahyonaBBockHttReseriNckM 8f the non-
enbodi nent, as descri bed above, an encryption key

congheredc ahtibe1encr ypki packayel hh@brbt 08nDBB k8okkBkead
- to a setting itemin the encryption key package
generated package which is linked to the setting item
"package" of the non-contact IC chip 13.

In this embodiment, it is assumed that only one type of
"System”" is applied, and every non-contact IC chip 13 uses
"encryption key 1" corresponding to a single "System". Thus,
"encryption key 1" in the encryption key information DB is
used as the encryption key stored in the space of "System"

- in the non-contact IC chip 13, without the necessity of
preparing a setting item for setting an encryption key
corresponding to "System" for each non-contact IC chip 13 in
the encryption key packége setting information DBL On the
other hand, when the server application 11 handles a
plurality of "Systems", for example, a setting item
’"associated system" can be prepared in addition to the

setting items "associated area" and "associated service" of
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setting informati on DB by providing correspondi ng
encryption key identification information the sane
nane as the setting value of the setting itemin the
encryption key package setting information DB
However, the setting value in the encryption key
package setting information DB and the encryption key
identification information in the encryption key

i nformati on DB do not necessarily have the sanme nane.

The settiqg val ue and_the encryption key
the | neRTFPREatT ofC FhEBr fat tontearcher vakker dktyY Pariage

st bt S EiReeinS bhe "t oIS S8, PRt B S epiaced
i nf ti ' h ti . key inf ti DB ,.

vt OIEEL 0, | pOE ERCh YR PR 5 e PR TRLL 0 DB g e

" Sy K PAGKRLE, SEf 11119 é%?rﬁﬂ&%’”k@ it Qi I bl Ugd rat es
states indicative of etPer “br “wot 4 package can be

used-c nlese Stales SAN LGS, 3% %Fetstéﬁlg?,e&é %Ik#h%se,

. I ] Il
correspordding to the setting'item sta & ’nén-

encFOM A&t L& Chip-d3 1R the &m&f%;gﬁ%p )gﬁoﬂ?g%idor% DE

setting information DB (here

is Pﬁ]@ec@a@&a@esé?’@ti&% al€dm HS SHOWLEA R Don Q(e% W &£&age

types of package states can be set as the setting

set VBl ¢letn EFRLSPON AP G § Opt i S G | AW rd 8PRd Sl At ciybtion
the encryption key package setting information DB

key "1@APOT B ¢4 i dmalsesEhbt BSn thdacaessidhe as @¢l setting

"accessi bl e". Wen certain encryption key package
valisetdt nghe deriaig obtem in the encryption key package
setting information DB. However, the setting value in the
encryption key package setting information DB and the
encryption key identification information in the encryption
key informatiocn DB do not necessarily have the same name.
. The setting value and the encryption key identification
information can be named differently. In this case, new
link information can be provided which represents the
encryption key identification information in the encryption
key information DB which is linked to the setting item in
the encryption key package setting information DB.

Fig. 6 illustrates states indicative of whether or not

a package can be used. These states can be set as setting
values corresponding to the setting item "state" of the non-

contact IC chip 13 in the encryption key package setting

~information DB {(hereinafter alsc referred to as a package
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of the non-contact I1C chip 13 is registered in the
encryption key package setting information DB for the
first time, the DB managenent application 51 sets the
setting value corresponding to the setting item
"state" of the non- contact IC chip 13 to "tenporarily
i naccessi ble". This package state of "tenporarily
i naccessi bl e" indicates a state in which information
necessary for communicating with the non-contact 1C
chip 13 (encryption keys correspondi ng to t he
S‘%ﬁﬂceptual areas of "Systen "Area" and Service and

F i s_regi te& d in the key sto 8 DB 7, but

35 4R EEh BhothoRCCHHPaE! SFCPERkRUSaore Rt can
be s%rt?atst gt 13 4 S a LT ST ior %ﬁ"%ﬁﬂa Fitan
1te|§ney'sc?: t%"pa%l% S uar%@ﬁ: lg%d}% f%réate t & tssﬁer J_ng

pllicati on comu

mqgj%agq%ag} 1 Coahi 0y whered g%%bf " A0 LI o

use a ser esire dirscontinu

andaﬁE%Ee%%%tH%@ of the encryption key is initiated. -
Wien ‘use of an encryption key is intended to be

'nWBéﬁt@QrHQQﬁrehB%yB@EBﬁgEeQOEQbke%@ QEt%EﬁEDQﬁ§5kh¥tion
i naccessi bl e", i.e.; communication between t

of RoR- eeRAtacththetChicp chdpand tike reof kel rapplinCatheon 11
is permtted, the state change application 52 sets

enciyhanges keyh@aselblgengevaling 1@&d¥ﬂdﬂﬂ&hIUHNﬁdiS&@beflrst
in the non-contact IC chip 13 to "accessible". The
timst, atkec B3N ganappectat bppliZacdencitddngets the settlng
value corresponding to the setting item "state" of the non-
contact IC chip 13 to "temporarily inaccessible". This
package state of "temporarily inaccessible" indicates a
state in which information necessary for communicating with
the non-contact IC chip 13 (encryption keys corresponding to
the conceptual areas of "System" "Area" and "Service" and a
package) is registered in the key storage DB 7, but
communication with the non-contact IC chip 13 is not
permitted. This package state is set in a case, for example,
where a registration state of an encryption key or a package
is checked before the server application 11 actually
communicates with the non-contact IC chip 13 or where use of
an encryption key (use of a service) is desired to be

discontinued after the use of the encryption key is

initiated.
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the setting value of the setting item"state" in the
non- contact IC chip 13 from"tenporarily
i naccessi ble" to "accessible" as well as from
"accessible" to "tenporarily inaccessible". Wen a
gener at ed package in the package information DB which
is linked to the setting item "package" in the non-
contact 1C chip 13 is deleted while the package state
of the non-contact IC chip 13 is "accessible" or

i naccessi bl e",: the package state_in the

"t il
AL (O] ETO AT VRS T difhged 06 Oridese cBe Sibl e
._.Th Kk t at f th -.cont I C chip 13 i
1 LSRG PO (e PAHRTOSSTIEL T ©5 | RT3y
] ible' wh t ed K in th
inalBEREERELE, o oA, 00RL AL ol BAREOE L Moot
e : . ; dt ti
re QAR Al A G R T R
| . . . . ti _
St R P AP S LT B e v
of Shanges rm *IEIRor Al Ishe IIACGESH A€ 1A Thip 13 to
"accessible" after a check of the - 34 registration

"acSd M Bp140r exatetd THREJOrdmt ACoordH M toin NeRthge
An exanpl e of a functional™ configuration of the DB

the NesagatE®niaBappld £ atHons &t iy ilddsstratadi i dtlogkon-
diagram of Fig. 7. The DB managenent application 51

contiaied ubtescHie iNpirom Cardnig® ramily 6haddes piackageo
generation unit 62, a

"accessible" as well as from "accessible™ to "temporarily

inaccessible”.

When a generated package in the package information DB
which is linked to the setting item "package"™ in the non-
contact IC chip 13 is deleted while the package state of the
non-contact IC chip 13 is "accessible™ or "temporarily
inaccessible”, the package state in the non-contact IC chip
13 is changed to "inaccessible". The package state of the
non-contact IC chip 13 is changed from the "inaccessible" to
"temporarily inaccessible" when a generated package in the
non—-centact IC chip 13 is registered (stored) in the package
information DB and also linked to the setting item "package"
of the non-contact IC chip 13 in the encryption key package
setting information DB. Then, the package state of the non-

contact IC chip 13 is changed from "temporarily

inaccessible"™ to "accessible" after a check of the
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determination unit 63, a request response unit 64, and
the state setting unit 65. The input control unit 61
regi sters (stores) the encryption key package setting
information or the encryption key information of the
non-contact IC chip 13 in the encryption key package
setting information DB or the encryption key
information DB, on the basis of a user operation.
Specifically, the input control unit 61 registers in

t.he encryption ke ackage setting i nformati on DB,
reg&ﬁgfﬁﬁéO%g§ﬁ§F§t|%HQ|ﬁﬁ&%ﬁ&?voﬁsfg?rgoﬁ@ﬁﬂnéﬁCESHﬂHEtto
IC chip 13 which has been input by a user operation.

e input control unit 61 also registers each

IHVQ;E&SBl%e%{ESé ofggcﬁlo a t%%ggf%ug%ppcﬁrl b 1%1? h%B

erv cée e new non-con
[ rgat i. Qn at n
man%%%%ﬂ%%fc aRPEEat I 2 18 s edpal BB eﬂﬁrép? Bk
of Fhg. $@tting i tem of "aSSOCIated area" or "aSSOCIated
sefvice" in the encryption key package setting

| NFIQ& N Ix@éhé&rpané%pﬁa%@im 5%%&& | O KEYput
identification information of the registered

coneRelyRhi enckeychBepsaRBgBagBnasat D8nsehit ng2, val ue of
the setting 1tens "associ ated area" or associ at ed
deteemyhaeionl anaddeB| oA, rbRBebOPUEsEOREEOhn YD 5451ah8 the
capabl e of updating an encryption key of the
stahenseohlagtuhC-clbp 13 registered in the encryption
key information DB on the basis of a user operation.
The input control unit 61 registers {stores) the

ne

encryption key package setting information or the encryption
.key information of the non-contact IC chip 13 in the
encryption key package setting information DB or the
encryption key information DB, on the basis of a user
operation. |

Specifically, the input control unit 61 registers in
the encryption key package setting information DB package
generation information for a new non-contact IC chip 13
which has been input by a user operation. The input control
unit 61 also registers each encryption key stored in the
space of "Area" or "Service" of the new non-contact IC chip
13 in the encryption key information DB. Then, the input
control unit 61 links the registered encryption key to the
setting item of "associated area" or "associated service" in

the encryption key package setting information DB by
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The package generation unit 62 generates a package
(gener at ed package) when no generated package |i nked
to the setting item "package" in each the non-contact
ICchip 13 in the encryption key setting information
DB is registered in the package information DB. To be
nore specific, the HSM 2 actually generates the
package on the basis of the package generation
i nformati on. Therefore, the package generation unit
62 acquires necessary package generation information
Pro??ﬁéPﬁdFH@ %ﬂcéﬁEFyﬁ?igﬁyké enpthkeer Eher etpforpation of
request th HSM 2 to generate the package. The ,
thep EERAG L BENePATF BT U { KB 2t bhefPReCRATesaE Heh otk HGEnd

d Db he HSM 2 [ k d
warfEISEELES BXChigIOlLE, (SIECallon peckeds) lfocsare
K ,mat | .. Jhen, . the, ti it 62
corfTLGRTEL 08 THED. chUy BRSKang, Gener ol ene, vk e
or LBSBLERS o8, ER-Loot 15, £ 08 Lhemopackager Lo 1

regfiSLEFONNARI ORe UB Ly O3 5% KLY NESs o MM B0 DG VL Yhsis

key stored int yption key Thtormati on

of ksudelebsdraihghher or not the deletion of the
encryption key affects a generated package currently

r e St athdd i r Rackadmiithfar iR tB 2 package
Specifically, a generated package is generated on the

(gehash5e@f pAOkERE) Vit 10 N &K BYe 60K 4 €SP ARk e 101 e SACEhe
of "Systent, "Area", or "Service", as described

setaboy el tdihered okgge Whn 4deh efted ypdn-aforkeyctichcii® 13 in

used for generating the generated package is del eted,
thetéecygereiat ekey setting information DB is registered in
the package information DB. To be more specific, the HSM 2
actually generates the package on the basis of the package
generation information. Therefore, the package generation
unit 62 acquires necessary package generation information
(including an encryption key linked thereto) to request the
HSM 2 to generate the package. The package generation unit
62 then receives the package generated by the HSM 2
{(generation package) and registers the generated package in
the package information DB. Then, the package generation
unit 62 links the generated package registered in the
package information DB to the setting item "package" in the
encryption key package setting information DB. |

The determination unit 63 determines, when an

encryption key stored in the encryption key information DB
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package is affected. Accordingly, if the deletion of
the encryption key affects the generated package
currently registered in the package infornmati on DB
the determination wunit 63 notifies the input contro
unit 61 and the state setting unit 64 that the
encryption key has been deleted which affects the
gener ated package. Then, the input control unit 61

del etes fromthe package information DB the generated

o B s el o (s Tog o eckoos!
oI RSB AT S IS RS o
pacisf s ton i o RPE Rt g antt Sehoaalsd Raokase
-
to RE’ ¥Ri-RN Jeey: kage 3%&%%“9 of eERLL AR DB, o BALcriped

exanple, when encryption key package setylné
abdv%ﬁorﬁﬁkk%@or%qrw%e%e%mﬁpﬁh%g@b%gbnl@e?hhﬁiéﬁhﬁ§ used for

regi stered, the state setting unit 64 sets the

gensehtiing ‘talugenk rbftedsghbikigel t8Mir13fed, Stakegefbrhheg
new non-contact I C chip 13 to "tenporarily

packagecessilfifectelur t hebortiohgeyanpltethwheBlation of the
notification is provided fromthe determ nation unit

encGypitioeh kegdiaddkes st hat ganeenceyppbehalkeycuwhirehtly
af fects a generated package in the non-contact |IC
regéhitpred has theepadéhgbednfolhmastiaheD8et thagdetiairinifdtion
sets the setting value of the setting item"state" of
unithé3noetédneactheCiopiyp €8ntooli nadteésdi bhd"the state
setting unit 64 that the encryption key has been deleted
which affects the generated package.

Then, the input control unit 61 deletes from the
package information DB the generated package which is linked
to the setting item "package" of the non-contact IC chip 13
from which the encryption key has been deleted. The state
setting unit 64 then sets the setting value of the setting
item "state" of the non-contact IC chip 13 to "inaccessible™.

The state setting unit 64 sets the setting value of the

setting item "state" (package State) of each non-contact IC

chip 13 in the encryption key package setting information DB.

For example, when encryption key package setting information
for a new non-contact IC chip 13 is registered, the state

setting unit 64 sets the setting value of the setting item
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When a request for use of a package (generated
package) of any non-contact 1C chip 13 is provided
fromthe server application 11, the request response
unit 65 responds to the request in accordance with
t he package state of the non- contact 1C chip 13.
Specifically, when the setting value of the setting
item"state" of the non-contact IC chip 13 storing
the requested package is "tenporarily inaccessible"
"inaccessi bl e", the request response unit 65

"St%a%" T P CW iRRR TR 1§ orhHhel Patka 'at‘eewarhily

t th t 1 t
ina TR THLEG, WG T SBR[ ue o ?a?enciwf’” Yon is
pm} Lo "slal &y OLaf:{eem'ﬂfr{‘aé?fg%g@@ Cﬁi%..w hal U}% Mg

e requeste age 1S

o PSR o220 i SVGEISA AR e

t t
nont&AHER Lt FeMn éf:lgfr@e l%gsr?%érér’{gdd%en gatign g‘@até\%ttaﬂig

operation proc Vari ous

unit MOrd@td ahofsdihe NPr-L£ai act dife Cgﬂtpcl]r;boelstem 'state”

registered in the Key storage DB 7 w

of ﬂﬂétﬁaﬂiﬁdxtaéﬁrmcnﬁﬁgﬁxaﬂnhﬁ"xnéﬁeeéglﬁkge-In the
non-contact I1C chip 13-1 shown in Fig. S. The input

camkiol wRigtic€l ffioﬁ:Sbs%e@ﬂfS%leFﬁd]ﬁ%eeW@bﬁl@trlaﬁ%dk?)éckage)
package setting information of the non- contact

of arty mdkB-coritadthel Eretigptl DN Keyr Paickad ef 1set tiHg server

information DB. Specifically the input control unit 61
applsietas i drhel Isetttiengrevalasss wfsgdressattitngd trempomBckagehe

type", "associated area", and "associ ated service" of
requgsd non-accordance with the package state of the non-
contact IC chip 13. Specifically, when the setting value of
the setting item "state" of the non-contact IC chip 13
storing the requested package is "temporarily inaccessible"
or "inaccessible"”, the request response unit 65 replies with
"inaccessible" for the package use request sent from the
server application 11. On the other hand, when the setting
value of the setting item "state” of the non-contact IC chip
13 containing the requested package is "accessible™, the
request response unit 65 replies with the requested package
of the non-contact IC chip 13 for the package use reqﬁest
sent from the server application 11.

Now, an operation procedure performed when various

information of the non-~contact IC chip 13 is registered in

the key storage DB 7 will be illustrated using the example
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i

contact IC chip 13-1 to "issuance package", "Area 1",
and "Service 1", respectively. Then, the input

control unit 61 registers in the encryption key
information DB "encryption key 2" and "encryption key
3" stored in the spaces of "Area" and "Service" of
the non-contact 1C chip 13-1, respectively. The input
control unit 61 then sets the encryption key
identification i nformati on of "encryption key 2" as

[1] 1|| h | f
o 8524b Bl e LLBRCAEE Bl 8- TCHHERD 18,6

I | Lpk " tot

G B R S8 L BT

encoyPthishl ¥eyl ESck Ht 5 99&58'1H@b%m9%1oﬁeb§ %Hg non-

encryption”k nt| |cat| on ormat 1 on

contﬁBErY@thEpk§¥ 3" 1 AStheCk¥L-¢ %ioﬂhkﬁp géckQSesggﬁtﬁﬁg

t he settlng val ue of the set ng Ite ssocrate
inf8em¥tedn O tQﬁeB@ﬁl@le?CEhécﬁﬁBhﬁ &3nlro30uastt 81 sets

['ink encryptlon key 3" to the setting item of the
thenssteonyacklhi€s CHEPLAS- detThBgpacknge"ganaREgL epplnit

62 acquires "encryption key 1" corresponding to
"askSysheatl anda"pnenyiptheBokeyt2d 39rveeerespoadingoho

"Area 1" of the non-contact IC chip 13-1 and requests

- conthet HBM 2hip fénerabve”hspaskagepaokegsponthnga 1.0, t had

package type "issuance package". Then, the package
"Segéheﬁalvonr@ﬁp¢CB2veégLst@henthEhgehapatedopachagEnit 61
"I ssuance package A", which is provided by the HSM 2
reg%ﬁt?égpbhs©h¢oen@hﬁpba@kag%ygené®amabnoneaaegencrmpthen
package information DB. The package generation unit
keYG%"aﬁ%% seraryplelpackage3” stored in the spaces of "Area"

and "Service" of the non-contact IC chip 13-1, respectively.
The input control unit 61 then sets the encryption key
identification information of "encryption key 2" as "Area 1"
which is the same as the setting value of the setting item
"associated area" of the non-contact IC chip 13-1, so as to
link "encryption key 2" to the setting item of the non-
contact IC chip 13-1. Similarly, the input control unit 61
sets the encryption key identification information of
ﬁencryption key 3" as "Service 1" which is the same as the
setting value of the setting item "associated service" of
the non-contact IC chip 13-1, so as to link "encryption key
3" to the setting item of the non-contact IC chip 13-1.

The package generation unit 62 acquires "encrfption key

1" corresponding to "System" and "encryption key 2"
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i dentification information of the generated "i ssuance
package A" as "package 1" which is the sane as the
setting value of the setting item "package" of the
non-contact I1C chip 13-1 so as to |ink the "issuance
package A" to the setting itemof the non-contact IC
chip 13-1. Subsequently, the state setting unit 64
sets the setting value of the setting item"state" of
the non-contact I1C chip 13-1 to "tenporarily
.naccessi ble".,Through the above procedure .

cor PP Ot R BhRar b 191 T ROt G TG wiE R 13-
noQ- C [ 3-1is _registered (stored) in..

ana {PIagON Ectng iRl P A i denral F A TE S i SrPRasiting
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gendPatidh i gigr%%?%ﬁQﬁﬁgﬂ%% Fe® LS émh¥g§dance

be described, in nagenment” appli1cation

pacledgaiital 6sh {ehangeslowi Gl ftak Raakage yWhelk, se to

"encryption key 2" and "encryption key 3" store

the thtec kSPACHSn OF a ¥ A8 ar dJu g, "SeriE ke Mformation
non-contact 1C 40 chip 13-1 into "encryption key 8"
DB. alThe gRode oferkeyatHon diter i gIDW1 oML Y tobdkage

first deletes fromthe encryption key information
idertentiggition kefoRatainsh Sty pidrosrdayd 3'isMiglcar e

common to those stored in the spaces of "Area 1" and
pack®m A'ted ""mwHckdre nidh-donttacits ItGe cime B3 Ihhd setting

accordance with a user operation, as shown in Fig. 8.
value of the setting item "package" of the non-contact IC
chip 13-1 so as to link the "issuance package A" to the
setting item of the non-contact IC chip 13-1.

Subsequently, the state setting unit 64 sets the
gsetting value of the setting item "state" of the non-contact
IC chip 13-1 to "temporarily inaccessible".

Through the above procedure, information necessary for
communicating with the non-contact IC chip 13-1 is
registered (stored) in the encryption key package setting
information DB, the encryption key information DB, and the
package information DB in the key storage DB 7.

Referring now to Fig. 8 to Fig. 12, package update
processing will be described, in which the DB management
application 51 updates (changes) a generated package when

"encryption key 2" and "encryption key 3" stored in the

spaces of "Area 1" and "Service 1" of the non-contact IC
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The determ nation unit 63 determ nes whether or not
the deletion of "encryption key 2" and "encryption
key 3" from the encryption key information DB affects
a generated package currently registered in the
package information DB. Since "issuance package A"
generated on the basis of the "encryption key 2"
needs to be changed due to the deletion of the
“encryption key 2" and "encryption key 3, the

det i nation, unit 63 notifies the input control unit
chi) L THE statd GEtThd it 6% ROV RCEY Sfor

key,whi.ch . affect t.ed Kk h b
del ot Pt e hr 8 s BPEng turit 564 CEHEN SSot & Ofc Alifiges)
set ty . f. th i i.t.em "state" of, th
endiifor S84 U SRR A DRI IO 1L pLe 4l the
"end 'ecﬁé'l{él IIB'aﬁqhi%'lllome' r(]JOF T 9: -@'heoé n%lftor Qﬂtirn()lthe
uni't 61 deletes "I ssuance package A ST Re package

spd dHOrJRUiN DB v 85, Shaun il Fig JL0..pEhen,, 1hednput -

control unit 61 registers newy input encryption key
chi®' 18d " aRCHHIrIA QY wItH B LR LYW IUN, as?khdi8Y in

informati on DB as encryption keys t0 be stored in the
Figgpaces of "Area 1" and "Service 1" of the non-contact

IC chip 13-1, respectively, as shown in Fig. 11. In

adthti adatethenknpuh GANtr 6B gatkrfinset GhkhBer or not the
encryption key identification information of
deltgriony ptfi Frnkeypt8onakeyAlEaahd Wainedr vips ibhe kegme"as rom
the setting value of the setting item "associ ated
thegeea’r ypit itohne kegnicdiotraet: ibE OB pffects a generated
package currently registered in the package information DB.
Since "issuance package A" generated on the basis of the
"encryption key 2" needs to be changed due to the deletion
of the "encryption key 2" and "encryption key 3, the
determination unit 63 notifies the input control unit 61 and
the state setting unit 64 that an encryption key which
- affects an generated package has been deleted.

The state setting unit 64 then sets (changes) the
setting value of the setting item "state" of the non-contact
IC chip 13-1 to (the package state of) "inaccessible” as
shown in Fig. 9.

The input control unit 61 deletes "issuance paékage A"
in the package information DB, as shown in Fig. 10.

Then, the input control unit 61 registers newly input

"encryption key 8" and "encryption key 9" in the encryption
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13-1. The input control unit 61 also sets the
encryption key identification information of
"encryption key 9" as "Service 1" which is the sane
as the setting value of the setting item "associ ated
service" of the non-contact IC chip 13-1. Thus, the
i nput control unit 61 links the encryption keys to
the setting itens, as shown in Fig. 11. The package
generation unit 62 detects that the package

cont ai ns noﬁgenerated package mhlch IS

mat
key) %Hgsam#aOPEEBsaFt?ﬂaer RpkEKagE® BF fhered in the
' - t
Spapackaggtng?lg &o%ﬁ%fvﬁﬁeD%he?ﬁzgﬂ ?%égp%%%gﬁ%t 1c
cmgemgri\t'Qg?gg&l@glgengga PRaeR RCERST o d_registered

he gehera pac e pac rnatlon

Specilagalion, Uik PARKAOCAENAIAL] o Lo R4, sqls the
a pac age generation reques prOV| i Ng
encf§%&§on"k@iuﬁﬂéﬁtP§£5§Qf Cfﬁfﬁﬁﬁgggéqgofo"" ?fg@@fbn key

type non-contact |1C chip

gn asneayphi onm keYcH"i@nghe" §ﬁﬁéyﬁ$'9ﬂek§§t@&ng value of the
corresponding to the spaces of "System - 42 and

settMhgailém rLSPEELLNVEH YardhUSot tHige Q@&A%@@é@rﬁé | &l p
unit 62 acquires "issuance package Y" and registers

13~1hi sThéi ssprabceopackngendt 60 4heo paskagend N FRpst Ooh
DB. The package generation unit 62 sets the package

keyi tléeattfftestdon imformstion of "ésstgmcepackage Es as
"package 1" which is the sane as the setting val ue of

"Sexrnecgett iwgich eis "Parkage? aoftideseonmpntadie |6 cttig
13-1 in the encryption key

setting item "associated service" of the non-contact IC chip

13-1. Thus, the input control unit 61 links the encryption

keys to the setting items, as shown in Fig. 11.

The package generation unit 62 detects that the package
information DB contains no generated package which is linked
to the setting item "package” of the non-contact IC chip 13-
1 in the encryption key package setting information DB.
Thus, the package generation unit 62 generates a package and
registered the generated package in the package information
DB.

Specificélly, the package generation unit 62 sends the
HSM 2 a package generation request by providing the HSM 2
"issuance package" corresponding to "package type" of the

non-contact IC chip 13-1 as well as "encryption key 1" and

"encryption key 8" corresponding to the spaces of "System"

- 42 -



package setting informati on DB. Thus, the package
generation unit 62 |inks the "issuance package Y" to
the setting item "package" of the non-contact |IC chip
13-1, as shown in Fig. 12. Through this operation
procedure descri bed above, when "encryption key 2"
and "encryption key 3" of the non-contact |1C chip
13-1 are updated into "encryption key 8" and
"encryption key 9", the generated package "issuance

S AR SR g

oI L I A o S BERES o
¥ %%awagab% SFHIEH, 58, P,
ool PR e AR ARl OO0,

£brnift i€ JFOMGaREAe HacielleP yh35L @ t gal
in (ghanéed) intg’ eﬁ%ryp#1gh Efgyé aéndbgC% %%ygtigﬁlﬁgyls

thed'samee SRe&hieV @la-t ing?Fahen 'fer&@leyetetteanﬁem;%m apdckage™
"encryption key 3" which are the sane as those storeg

of ithet henspaeescef Io%aaplmalldl 'SBEVeeerkptebnt Rey
non-contact I C chip 13-1 are del eted fron1 t he

packrgry peitai nkey nifekaerabnomeDB Iyhud, usse prekatkon
(input), the.input control unit 61 deletes the
genemertypni anitkéy ildhdsmahieo iskutheenpackagtagt’ L6 €hep
13-1 fromthe encryption key information DB, at STEP
setging $p@mifp@gkhge" of the non-contact IC chip 13-1, as
shown in Fig. 12.

Through this operation procedure described above, when
"encryption key 2" and "encryption key 3" of the non-contact
IC chip 13-1 are updated into "encryption key 8™ and
"encryption key 9", the generated package "issuance package
A" of the non-contact IC chip 13-1 in the key storage DB 7
is updated into "issuance package Y".

Referring to a flowchart in Fig. 13, the package update
processing procedure performed in the DB management
application 51 will be described in more detail. Also in
Fig. 13, an example of a case will be described in which
"encryption key 2" and "encryption key 3" stored in the
spaces of "Area 1" and "Service 1" of the non-contact IC

chip 13-1 are updated (changed) into "encryption key 8" and

"encryption key 9", respectively.
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the input control unit 61 deletes fromthe encryption
key information DB "encryption key 2" and "encryption
key 3" of the non-contact IC chip 13-1 in the
encryption key package setting information DB. At
STEP S12, the determnation unit 63 determ nes

whet her or not the deletion of "encryption key 2" and
“encryption key 3" affects any generated package of
the non contact 1C chip 13 which is currently

i stered in th i nformation DB. If, in STEP
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encryption ey which affects the generated package

key hiast beent Oed ed £dche The-cdhast at€ S8t 19 UNFtoB4ene

sets the setting value of - 44 the setting item

encrdtaidl lody thef sneeow acs, |4 cdimp 18t t Ospecifically,
"I naccessi ble", at STEP S13. At STEP S14, the input

the comtuolcami toBlurtet edlesdé herepatkageri® decafperdeddn
t he package information DB. Specifically, in STEP
inf@ipt itdre DRPlEnconttrodn ey Bl aed etascrypissuaricey 3" of
package A" in the package information DB which is
the |ragrkepritaathelGethimgl 3temrt paokageiryftidre key package

non-contact 1C
setting information DB.

At STEP 812, the determination unit 63 determines
whether or not the deletion of "encryption key 2" and
"encryption key 3" affects any generated package of the non-
contact IC chip 13 which is currently registered in the
package information DB. If, in STEP S12, it is determined
- that the deletion does not affect the current generated
package, the processing procedure is terminated.

On the other hand, if, in STEP S12, it is determined
that the deletion affects the current generated package, the
processing procedure proceeds to STEP S13. The
determination unit 63 provides the input control unit 61 and
the state setting unit 64 a notification that an encryption
_ key which affects the generated péckage has been deleted.

Then, the state setting unit 64 sets the setting value of
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chip 13-1. At STEP S15, the input control unit 61

regi sters new encryption key information in the
encryption key information DB. Specifically, the

i nput control unit 61 stores in the encryption key
information DB "encryption key 8" and "encryption key
9" input by a user operation which are to be stored
in the spaces of "Area 1" and "Service 1" of the non-
contact IC chip 13-1, respectively. The input contro
unit 61 sets the encryption key identification

the Fdiidd ditegr "stedEy B SRk @Png Coari@ tedér WhiPoA 3kdy to

i i 28 BHERSBiong . val ues b the sotting
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generati dn ani et écts t absenceé “of

"is%ﬁ_ﬁ%%_t ed package in the pé&@%% ;i &H}%ttiigg, DB, e'\r?;hié:BBis

ichis linked to the setting”item "packa
lin@%@'t%oﬁhéc%ek@iﬁﬁ'Qté%'}prkEG%"eB%r¥BE'QBnK%éntact ic

package setting i nformation, and executes package
chigengrati on processing. This package generation

processing wll be described with reference to Fig.

14at VETHPt fE5 packagengenetaht 601 REPEEES PPgi J-EEYW new

generati on package "issuance package Y' for the
encmgptdont &ely LE&fekmptidnlinhsthegesterpdibh kB information
DB. Specifically, the input control unit 61 stores in the
encryption key information DB "encryption key 8" and
"encryption key 9" input by a user operation which are to be
stored in the spaces of "Area 1" and "Service 1" of the non-
contact IC chip 13-1, respectively. The input control unit
61 sets the encryption key identification information of
"encryption key 8" and "encryption key 9" as "Area 1" and
"Service 1", respectively, which are the same as the setting
values of the setting items "associated area" and
"associated service" of the non-contact IC chip 13-1,
respectively, in the encryption key package setting
information DB, so as to link these encryption keys to the
setting items of the non-contact IC chip 13-1.

At STEP 516, the package generation unit 62 detects fhe

absence of the generated package in the package information
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package i nformati on DB. At STEP S17, the package
generation unit 62 sets the package identification

i nformati on of "issuance package Y' registered in the
package informati on DB as "package 1" which is the
same as the setting value of the setting item
"package" of the non-contact IC chip 13 in the
encryption Kkey package setting information, so as to
link the "issuance package Y" in the package
nformation DB to the setting item "package" in the

DB @?&S‘wﬁ IS paekdife SdtihYy St RaGkewe Dt Ahe non-
con G Pl BAE A0 M 55 28 S Deetatang

int QAR it A AdE USRS SRR ST o Bringy
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e encryption key
fackag -t ng 4 nf @ [ "t r. |
ret | naccegcéjiS%Itled" galr?d t%ﬁ et?% %%%%%g%r%%%elggng
prod¥<RGedur & new§JRRIGIIAG d 1@ dd 0 R gé'cgca f4'Y"a

procedure of the package generation processing

for SHP ndlo dohthc@: T3 oMild 1Be1 descidfede Ay STERMe3L,

t he package generation unit 62 first acquires package
pack@eReriatfioamatifoer mat.i on of the non-contact 1C chip

13-1, i.e., the setting values of the setting items
" package Bype"thaspeckatedganeaatant :a3806Rakeds the
service",

package identification information of "issuance package Y"
registered in the package information DB as "package 1"
which is the same as the setting value of the setting item
"package" of the non-contact IC chip 13 in the encryption
key package setting information, so as to link the "issuance
package Y" in the package information DB to the setting item
"package" in the encryption key package setting information
DB.

At STEP 818, the state setting unit 64 sets the package
state of the non-contact IC chip 13-1 to "temporarily
inaccessible", and the processing procedure is terminated.

. Specifically, the state setting unit 64 sets the setting
value of the setting item "state" of the non-contact IC chip
13-1 in the encryption key package setting information DB to
"temporarily inaccessible”™ and then terminates the

processing procedure.
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and the processing procedure proceeds to STEP S32. At
STEP S32, the package generation unit 62 acquires
fromthe encryption key information DB "encryption key
8" which is linked to the setting item "associ at ed
area " of the non-contact IC chip 13-1. The package
generation unit 62 also acquires fromthe encryption
key information DB "encryption key 1" stored in the
space of "Systemt in the non-contact IC chip 13-1.
Thg@ at . STEP S33, the acka%e generatlon unit 62

&S 1PHe tRASK 2 1oMshazhce pgéﬁagé rr @pPESERENAG of the

"pa as well a i key 1" a ,
pacK i FRTIoGT REy BEOTEST Seb T O Loy et Gt -and will be
desNi8a (% so as to request the HSM 2 for package

generation. At STEP S34, the package generation unit

CrREoaRENCs ! endeRELRLEY, oLAEHANEs, PREKROE, Y LLRT

regli ers suance pac

procedgﬁgmi ogg I%Q€g§§?Eg%%%$mgQgEBr%%e%§|n%?n contact

1C QeS¢ iibed aboye, n p ey, £2L Han
"eng{yptlon kéy BWﬂ%hﬁgﬁ%g%é BIEESE %g F % ggFF%R items

"paldkel®e tyReso0iakediated’ a3ad " 89800L3kediserU cerveter,
the non- contact IC chip 13-1, respectively are

anddehet edtoceskheg grekypuirenpkeyekpkorpatirer BBy .t he
determination unit 63 determ nes whether or not the

dehet EDPP 0§32 hethenpayRagONgekeya2iomngni €N6? yPtd@lres

key 3" affects the generated package
from the encryption key information DB "encryption key 8"
which is linked to the setting item "associated area " of
the non-contact IC chip 13-1. The package generation unit
62 also acquires from the encryption key information DB
"encryption key 1" stored in the space of "System™ in the
non-contact IC chip 13-1.

Then, at STEP 3533, the package generation unit 62
provides the HSM 2 "issuance package" representing "package
type" as well as "encryption key 1" and "encryption key 8"
corresponding to "System" and "Area 1" so as to regquest the
HSM 2 for package generation.

At STEP 534, the package generation unit 62 receives
the generated "issuance package Y" from the HSM 2 and
registers "issuance package Y" in therpackage information DB.

Then, the processing procedure proceeds to STEP S17 in Fig.

13.
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in the non-contact 1C chip 13-1. Then, if it is
determ ned that the deletion of "encryption key 2"
and "encryption key 3" affects the generated package
in the non-contact 1C chip 13-1, the input contro
unit 61 deletes fromthe package information DB the
gener at ed package "issuance package A" correspondi ng
to the deleted "encryption key 2" and "encryption key
3". The state setting unit 64 sets (changes) the

settl val.ue of the tt|n item"state" of t he
ccg':‘rﬁ%aa bed e 3l %(qw&tﬁm & atébf )

' b . ' kage A
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nfor tTon new en i on eys for

enc§%§§%§n ol&e3y 1fir1 @]F]I&E;t Bser%&edéteﬁﬁlﬁﬂt%cgg%&%t@ﬁ

e package” generation u

det SBRERSS %hetﬁéﬂa@ﬁ%otpaﬁlﬁ@g@el\@t?&g S ere%ﬁ};&r &

'i ssuance package Y' In t he package I 'nf or matiTon DB

key SP" agnd O b ypkesh Wid 3'heaf§@éﬁé Nchd tRIA "Mé@%b]&a’be

t he encryptlon key package setting information

in dheIsponcdheakeyrstenagerPB 7, (an entity of) an
encryption key of the non-contact IC chip 13-1 or a

gamergt éd packageldte ratiored tihatt heeeden yptiican okey

informati on DB or the package information DB which is
"encryption key 2" and "encryption key 3" affects the
generated package in the non-contact IC chip i3—1, the input
control unit 61 deletes from the package information DB the
generated package "issuance package A" corresponding to the
deleted "encryption key 2" and "enéryption key 3". The
state setting unit 64 sets (changes) the setting value of
the setting item "state™ of the non-contact IC chip 13-1 to
(the package state of) "inaccessible".

When "issuance package A" corresponding to the deleted
"encryption key 2" and "encryption key 3" has been deleted
form the package information DB, and "encryption key 8" and
"encryption key 9" have been stored in the encryption key
information DB as new encryption keys for the spaces of
"Area 1" and "Service 1" of the non-contact IC chip 13-1,

the package generation unit 62 newly generates "issuance

- package Y" and registers (stores) "issuance package Y" in
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i ndependent of the encryption key package setting
i nformati on DB which stores setting information for
the non- contact IC chip 13-1. This indicates that
even when the encryption key is changed, information
whi ch has been stored in the encryption key package
setting information DB can be retained, and only
i nformati on which needs to be changed due to the
change of the encryption key is updated. As a result,
an operati.on for rereqgistering information which needs
they Gt e ‘CHATGEE 1Gih e AT & Do dditheng Y-t 1t e
erver.-client st gm.sh in Fig. .3 dvant ageously .
sethiiti i SRASHAGN oy 5t SR e ke p Rk ae S SREEng
. - C act ICchip 13 to be stored in the key
1n€§£%%§¥§quﬁg_ In addition, the server-client system
fagil it ates apgi,n e~engryption or.th
ghi,kt akgs Al Ry 9r8tatlengng Reb BnEeYy ObeLNSn

gener af e package stored’in"thé Storage

tion, managenent applicati
eGiad RAJEYA tihe sdetem;inatdn i a
gennotrﬁ cg%fbﬁ%FLgt - 49 }éncrypfﬁgﬁ%-ggoz" SXd

infoRRRmYR OB key te WAICKA RS ieglhrihe i ceuDEeRh1ganeLat ed
package has been deleted, can tenporarily delete al

indepenyiRhi-od fkehepackagetseht kg akaaiat isertiagt he
non-contact |1 C chip 13-1 which Eﬁg stored theg

infoematyph 0B wkdéyh?'stateds" ereriplh anfkeadionagoghewd non-
in Fig. 15. Package update processing perforned in

conthics d&sehdan 1Belexefutied inadicateer dance ewetthwen the
flowhart of Fig. 16.

encryption key is changed, information which has been stored

in the encryption key package setting information DB can be

retained, and only information which needs to be changed due

to the change of the encryption key is updated. As a result,

an operation for reregistering information which needs not

to be changed can be omitted.

Accordingly, the server-client system shown in Fig. 3
‘advantageously allows an encryption key or a generated
package for the non-contact IC chip 13 to be stored in the
key storage DB 7. 1In addition, the server-client system
: facilitates changing of the encryption key or the generated
‘package stored in the key storage DB 7 which is provided to
the non-contact IC chip 13.

In addition, the DB management application 51, when

receiving from the determination unit 63 a notification that
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Processing of STEP S61 to STEP S64 in Fig. 16 is the
sane as that of STEP SI| to STEP S14 in Fig. 13, and a
description thereof will be omtted. Subsequently to
the processing of STEP S64, the input control unit 61
del etes encryption key package setting information of
the non-contact 1C chip 13-1 in the encryption key
package setting information DB, at STEP S65. At STEP
866 the input control unit 61 reregisters encryption
¥ gacka e setting information of thg non- contact 1 C
"enERYBLi3u ] % therBAcr §PErBRtke) parkagevlbehipgfect the
i nformation Qﬁ. Processj ng of STEP.S67 to STEP S70 is
CurFHRC (drRCRRE EH AR BRI STERS S15°F ISTERS &1 8o Fpgeoqarily

de B eSte Qe B KR uRenTHE PAckige bpparatidn in the
nonp£83€§éﬁnﬂb %hﬁégl3;€6w 1ch3P?§ ﬁggﬁ%gggat ?cryptlon

roceSS|ng 0

key E¥aMpl g nd Sé Ma | é‘lfl&r‘?ﬁ%ﬁ ijhéor‘f@ queptl¥age

stored in t ey sto

upd£¥@wﬁ%ﬁceé§Eﬁ@$p@?ﬁ§ﬁﬂ§ingaE %§r8§§§sé£§ Q$uté& in

It 1'S necessary to generate Information i1dentic

accéedsied nfiordredi Qn-ie regi sier {he generated

information again in the encryption key package

setdddeg JiMooratdter B +Hhisrsy igws @bayly.ane is the
i ncreased anount of the processing as conpared with

samé hes packager uptat esPr ocessTay 9f4 Hg.ridd. 1Fhesdof e,
t he package update processing of Fig. 13 is nore
description thereof will be omitted.

Subsequently to the processing of STEP S64, the input
control unit 61 deletes encryption key package setting
information of the non-contact IC chip 13-1 in the
encryption key package setting information DB, at STEP S65.

At STEP S66, the input control unit 61 reregisters
encryption key package setting information of the non-
contact IC chip 13-1 in the encryption key package setting
information DB.

Processing of STEP S67 to STEP S70 is the same as that
of STEP S15 to STEP S18 in Fig. 13, and a description
thereof will be omitted.

It is possible to select between the package update
processing of Fig. 13 and the package update processing of
Fig. 16 by switching modes, for example; In both processing,

information consequently stored in the key storage DB 7 is
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desirabl e which permts a reduced anount of processing
for information storage. In the package update
processing of the Fig. 13 and Fig. 16, when
"encryption key 8" and "encryption key 9" are newy
regi stered in the encryption key information DB
instead of the deleted "encryption key 2" and
"encryption key 3", it is configured such that new
"i ssuance package Y" for the non- contact IC chip 13-1
whi ch substitutes for these deleted encryption keys

thej §afmediatEN - gendr abgdpa%meppdatsaepzafj@SSlng of Fig.

16,8y &5 REChEHahdcEOa AP Py 08ntrHp BB FRitoELEN pob Fer

de1%@88618@8%%8£'8” S&S 8Eage CaﬁﬁgfggﬁgggtSéﬁéﬁg?ggag%on

registere

agadp! L i egedsﬁbg g&%gnb)éeg B3k g ge g g ﬂ%kgg@bggt DB.

| ustrating a”procedur e upda

TthrBSQﬁébngbohe &H'gﬁcéeggaﬁféﬁSQnEaB%ag érogggﬁing as

I mredi at el up ated I n response to

comgagéaphheﬁ Eﬁ¥ phYkaks Hﬁg§£§dpﬁéc@séhﬁbngfd§§?9n§§?d
y a - user (usef operation) shown in

Thetk@Ure, PhEC §§k§ ef 1PALBIERPrS84sEPng STEPFS89 €%CeRtnore
processing of STEP 86 is the sane as t hat rom STEP

desBrhble WA8chnpEi@itd3a BpectédcCahbinttPe pPbOEESShHIfor
of S81 to S85 in Fig. 17 corresponds to t%e

infprosessingtofaGl to S15 in Fig. 13, and the

processing of S87 to S89 in Fig. 17 corresponds to

the phocesskage obp&EEP processing of the Fig. 13 and Fig.
16, when "encryption key 8" and "encryption key 9" are newly
registered in the encryption key information DB instead of
the deleted "encryption key 2" and "encryption key 3", it is
configured such that new "issuance package Y" for the non-
contact IC chip 13-1 which substitutes for these deleted
encryption keys is immediately generated.

However, a package corresponding to "encryption key 8"
and "encryption key 9" is not necessarily generated
immediately after these encryption keys of the non-contact
IC chip 13-1 are registered. The package can also be
generated at a timing designated by a user.

Fig. 17 is a flowchart illustrating a procedure of such
package update processing, in which a generated package is

not immediately updated in response to a change in an

encryption key, but is updated at a timing designated by a

- 51 -



E

S16 to S18 in Fig. 13. In STEP S81 to S85, "encryption
key 2" and "encryption key 3" linked to the setting
item "associ ated area"” and "associated service" of
the non-contact 1C chip 13-1 in the encryption key
package setting information DB are deleted fromthe
encryption key information DB. Along with the
del etion of these encryption keys, "issuance package
A" which is a generated package corresponding to the
deReted encr¥pti3n keys of the non-contact IC chip
USSL3 \H5RE QPS5 & éted form t he package i nformation DB
Then, ., encryptjion _key 8" and "encryption 9" _
suBS: PREPRLIRt RS sk, BRCerggtad PLrah SRR 01 ore
e toar egister i.n_th ngrypti ke
ST R RS " g SrERe SR e Msnerer i Fhak
£rofeLhp BeS et nOf; BOt 13N | BRLLUGL LR, Of
rogeneration gphgggkéae%lgorggspo%g%ﬁggégggﬁg’ngafy
£egksher 8¢ S@ACk%PEREN key 8" and.; Lop Key 9"
prohassbggn provided by the uéér. ThSOFEEEFgﬂggn??O?Mﬁnit
proBlswahbsodnkith kb k3sdehekrynedst hahqt BRe- pP3c-RACKAGCo
generation instruction has been provided by the user.

s871 to BBOSIEPFS86, 17t cberdepehAkned that phBeekB8hEUSEI 9NEP
of generation of the package corresponding to

'S16" encpyptianrikey18'. and "encryption key 9", the

processi ng procedure proceeds to STEP S87. In STEP

S8IntITEBOSBY i sSeuadEe 'hackaget ¥on Closy e8panttl Nend®yption

"encryption key 8" and "encryption key 9" of the non-
key 3" linked to the setting item "associated area™ and
"associated service" of the non-contact IC chip 13-1 in the
encryption key package setting information DB are deleted
from the encryption key information DB. Along with the
deletion of these encryption keys, "issuance package A"
which is a generated package corresponding to the deleted
encryption keys of the non-contact IC chip 13-1 is also
deleted form the package information DB. Then, "encryption
key 8" and "encryptiop key 9" substituting for "encryption
key 2" and "encryption key 3" are registered in the
encryption key information DR.

At STEP S86, the input control unit 61 determines

whether or not an instruction of generation of package
corresponding to the newly registered "encryption key 8" and

"encryption key 9" has been provided by the user. The input

control unit 61 waits until it is determined that the
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contact I1C chip 13-1 is newWy registered in the
package information DB. After "issuance package Y" is
linked to the setting item "package" in the
encryption key package setting information DB, the
package state of the non-contact IC chip 13-1 is set
to "tenporarily inaccessible", and then the

processi ng procedure is term nated. According to the
package update processing of Fig. 17, even when

paq e””é‘%ﬁ'ﬁ&%@%ﬁ%@%ﬁ%m o elad %% gine user.
S eagboainepcBERLntl el duting Sﬁétﬁ%%a%%ﬂtwczmn
eneeréattéLé)% e EligePRRARE Aok reSRPAAL tCthnt 6“E§YP§”“
ke e Bei iR KBDoKe DR oBRoURRE  EabpREERALE

LERROKAS ichy: |g§§ce33|ble" The state change
progppr&i%catlon 52 can change the package state of the

nofn CeREack gy G hipg 13
Ilﬁstrates a proced ureig?uﬁggfzgigﬁ%%te ch Oﬂf%Spon?fng

to peaee $itAgnPRE OBWEQnQy"Eh@r§b€E8nCQ@99§"aBP|tﬁétheﬂ—
t STEP S101, the state change application 52

condaberunnealphesher1grnaenyanegm§téy@alQﬂ oheCPanehge
the package state has been provided by a user

infopenatbanppandAfweit Sikptbhckt phskdgterm nediihpkdt Be the

instruction has been provided. If, in STEP S101, it
setitdndetieem fApdckhge"t he shatencryption key package setting
information DB, the package state of the non-contact IC chip
13-1 is set to "temporarily inaccessible™, and then the
processing procedure is terminated.

According to the package update processing of Fig. 17,
even when "encryption key 2" and "encryption key 3" of the
non-contact IC chip 13-1 are changed to "encryption.key g"
and "encryption key 9", respectively, a new package can be
generated at a timing designated by a user.

In the key storage DB 7, immediately after a generated
package in the non-contact IC chip 13 is updated through the
above package update processing procedure, the package state
is in the state of "temporarily inaccessible™. The state
change application 52 can change the packagé state of the
non-contact IC chip 13 to "accessible".

Fig. 18 illustrates a procedure of package state change
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change instruction has been provided, the state change
application 52 determ nes whether or not the
instruction is intended for changi ng of the package
state of the non- contact IC chip 13 into "accessi bl e"
at STEP S102. If, in STEP S102, the change instruction
is determned to be not intended for changing of the
package state in the non-contact IC chip 13 into
"accessi ble", the state change application 52 sets

k t at i ! t t C hi 13 t
Probg g AR B apPF§oFREUcREs FBF b TP eohateie Dot i L9l T
f t t t.at f th t I C h
Dipt ety rtéﬁ?rafﬁﬁa%eﬁﬁ%@cefiﬁ At b Sy P
h d TEP S1 th h
detg}ﬁ??ﬁ%‘;"%ﬁg?‘é’%%%e?%@ tan 1T G S

pacse%?éhgtaeecﬂ@gg?ééﬁt §ﬁwl{1@§eggg acegglac pifé.%a‘%[“%fﬁ' Jgqu

accessi hange ap

-wa1§§t§n£§fa[‘9ef'§ dé@@rﬁ%&@gﬁqﬂ att,ﬁe'fhgtgi%@@fb %@szeen

chip 13 into accessi settlng v
pro@{dé@e settlng item "state" of t he non-cont act
chip 13 is set to - 54 "accessible"), at STEP 8104.

After rhesTrroGeasli NG t0fi SSHAZ Ofin iPE it Hafte tRfe0eRS%Ng
procedure returns to STEP S101 and is repeated until

chatdie issatecthangeaappiéeapion &) Sclidastd vat@thnddow,
referring to a flowhart of Fig. 19, a procedure of
applisagel o gk sde tesponse yodessidsag med |tHhe desoridieitbn is
which is perfornmed by a request response unit 65 for
Cintepdedntibngehianging of the package state of the non-
contact IC chip 13 into "accessible™ at STEP 35102.

If, in STEP S102, the change instruction is determined
to be not intended for changing of the package state in the
non-contact IC chip 13 into "accessible", the state change
application 52 sets the package state in the non-contact IC
chip 13 to "temporarily inaccessible" (i.e., the setting
value of the setting item "state" of the non-contact IC chip-
13 is set to "temporarily inaccessible"), at STEP $103.

On the other hand, if, in STEP 5102, the_change
instruction is determined to be intended for changing of the
package state in the non-contact IC chip 13 into
"accessible”, the state change application 52 sets (changes)
the package state in the non-contact IC chip 13 into

"accessible” (i.e., the setting value of the setting item

"state” of the non-contact IC chip 13 is set to
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request received fromthe server application 11 for
use of gener at ed package. At STEP S111, the request
response unit 65 deternm nes whether a request for use
of the generated package in the non-contact IC chip
13 registered in the key storage DB 7 has been

provi ded by the server application 11. The processing
of S111 is repeated until it is determ ned the use
request has been provided. If, in STEP S111, it is

det erm ne at the generated package use request has

"acﬁﬁéﬁlBFSV|de&t tREEr 84(ést response unlt 65

n1ne whet her or no Sstate the request ed
Db oL Re REOhERe Chitt Gt S 162 ot pS8h 1 S Ra ceEeSR BT e

erofhd n'éﬁ%ﬁﬁ%é@t ety dé%zﬁﬁsﬁé‘f,%asea Thorht
stafBCEAIALRI Epp1iNG L 8RPGNM; UDLLBY,Lepli s with

|nacce e §endrat'ton package use request
t
S e e AL R e
of Q§85§g§e§E@§% r@%pbﬁ@enﬁgoegggﬁﬁghkgﬁihbe aésb§1beg which

det érm ned b accessi bl e e request respon

is ?@ktoﬁﬁeaeﬁbl83réhh@s&h%esb%ﬂgéshﬁ§tg%BeEékegeQBSKégﬁg to
or the generation package use request received from

a rkfeeserveteappli €abin0bhdlsedleBTE E 15¢34ioAf ter rbheuse of
processing of STEP S113 or STEP S %4 IS
a generated package.

At STEP 8111, the request response unit 65 determines
whether a request for use of the generated package in the
non-contact IC chip 13 registered in the key storage DB 7
has been provided by the server application 11. The
processing of 8111 is repeated until it is determined the
use request has been provided,

If, in STEP S111, it is determined that the generated
package use request has been provided, the request response
‘unit 65 determines whether or not the state of the requested
package of the non-contact IC chip 13 is "accessible", at
STEP 5112,

If, in STEP S112, the package state of the non-contact
IC chip 13 is determined to be not "accessible", the respond
unit 65 replies with "inaccessible" for the generation

package use request received from the server application 11,

at STEP S113.
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performed, the processing procedure returns to STEP
SIIl and is repeated until the DB managenent
application 51 is inactivated. As described above, in
the non-contact 1C chip 13 which is newy registered
in the key storage DB 7 or in which a generated
package (encryption key) is updated, the package

state in the encryption key package setting
information DB is set to "tenporarily inaccessible"
as_the_ini Then, through_the package state

chgﬂgEhﬁr8£b§§| é%%? Efg. 1@85TEPh§%ﬁchEB@ gﬁﬁg@g@aﬁtate
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i Stére Frer
req%@%%ygkb%ﬁvﬁgy 5m.EE@ QQQ%%ﬁt%%gEQ%%%Q%nl§IUDQ%t%%EP
I'n addition, arr angenent tsté

Slquscontlnuatlon of use of a service (use of an
encryption key) which has been 56 initiated. Such a

seattog thempascéheiRNgckaogersbate19foa genpraied is
package is not enployed in related art. Therefore, it

perifsrmeikekyiet Babcebai ngXprpbedudeS@E¥ugdsl $o STEP S111 and
unexpectedly used when the generated package is

is regesterledntafl thst Dpumpasgembatoegpliheaseryi 68 is

actually provided to the holder of the non-contact IC
inachiipat8d.ln addition, in related art, when

As described above, in the non-contact IC chip 13 which

. is newly registered in the key storage DB 7 or in which a
- generated package (encryption key) is updated, the package
state in the encryption key package setting information DB
is set to "temporarily inaccessible" as the initial state.
Then, through the package state change processing of Fig. 18,
the package state can be set to "accessible" or "temporarily
inaccessible”. This arrangement permits an. operation such
as checking a registration state or an operation state of
the encryption key or the generated package of the non-
~contact IC chip 13, immediately after the non-contact IC
chip 13 is newly registered or after the encryption key or
the generated package is updated. 1In addition, the

arrangement also permits temporary discontinuation of use of

a service (use of an encryption key) which has been
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use of a service is desired to be restricted
(tenporarily discontinued), all encryption keys and
gener at ed package of the non-contact IC chip 13 which
are registered in the key storage DB 7 have to be
del eted, resulting in conplicated processing for the
restriction of the service. According to the DB
managenent application 51, on the other hand, use of
an encryption key or a generated package (use of a

._.seryice) can be restricted even when the encryption

lnliéﬁtﬁﬁ'the gener at ed package remmins registered in
thg key sto e DB 7, as |ong as, the package_state of

: 2 685% 7
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whefl th@eggﬁgrﬁeeﬁag%g#g?%ehg }égég?@F§8Y§5gn%§st purpose

tenporarily rest serv

' befBeeeshar ¥el-9icbange;thgapackagsvshaterof chbenolder of the
non-contact IC chip 13 from "accessible” into

' non“tBAPAEAr TLYchngceessi PheadditddnWhi ghrbagtbit 348S when
restricting the use of the service. Thus, the

useSOrVer sekvedt systesiebdFtg. b3 eaprfaetbiit atémporarily
changi ng of an encryption key or a generated package

distonbénupdpyi ded &nctihptbon- Repsaghdl §enbiptdd. phokbbe of
foregoi ng exanples, in the encryption key package
thesebhtrogntator dét conpDB3 whéckedténgegistetsdaie”"tbé key
the non-contact 1 C chip 13 indicates whether or not a
storage DB 7 have to be deleted, resulting in complicated
processing for the restriction of the service.

According to the DB management application 51, on the
other hand, use of an encryption key or a generated package
(use of a service) can be restricted even when the
encryption key or the generated package remains registered
in the key storage DB 7, as long as the package state of the
non-contact IC chip 13 is "temporarily inaccessible". This
prevents the service from being unexpectedly used in a
situation, for example, where the generated package is
registered for test purpose before the service is actually
provided to the holder of the non-contact IC chip 13.
Moreover, to temporarily restrict the service, it is only

necessary to change the package state of the non-contact IC

chip 13 from "accessible" into "temporarily inaccessible",
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gener ated package in the non-contact I1C chip 13 can be
used. However, the setting itemcan also indicate
whet her or not an encryption key in the non-contact
IC chip 13 can be used. |In this case, use of

i ndi vi dual encryption keys can be restricted.

Further, both of such states can be set so as to

i ndi cate whether or not the encryption key and the
gener at ed package can be used. Moreover, either

Whiﬁﬁcﬁsgﬁiif?‘gﬁge “sSEriehand tﬁeéﬁéﬁaéﬁ‘:%%é;'ﬁé?gr‘féa in’
f
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probgﬁgﬁn§5'gH?Q§ naQ nEQgtpfékﬁﬁfﬁ'?§°r”Ht'0n DB are

con |gure ored int ey storage DB 7 which
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the case is described where a non- contact IC chip is

the EAPhOYSH: @6t anc| EhePi P3WhEHc 5885 behe£RBET 9L 6 T T
i npl ementi ng an enbodi nent of the present enbodi nent.

gentPYEy¥Er padkgeat 8t thé sbhpcaittaan 1€ ehiP 1PaYiRNIe used.
functions of both a non-contact IC chip and a contact

HowéGeehi pheagebeliegpl oyedcdoral spl ei@nta g @ite €R®O 0 FERdt
of the present invention.

‘an encryption key in the non-contact IC chip 13 can be used.

In this case, use of individual encryption keys can be

restricted. Further, both of such states can be set so as

to indicate whether or not the encryption key and the

generated package can be used.

Moreover, either encryption keys registered in the
encryption key information DB or a generated package
registered in the package information DB can be a degenerate
key generated by combining a plurality of encryption keys.

Furthermore, in the foregoing example, the encryption
key package setting information DB, the encryption key
information DB, and the package information DB are
configured to be stored in the key storage DB 7 which is
independent of the server abparatus 1. However, these

databases can be stored in the storage section 108 of the

server apparatus 1.
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In this specification, processing steps described in
the flowcharts include not only processing perforned
intime series in accordance with the order as

descri bed, but also processing which can be perforned
in parallel or independently. In this specification,
the term "systenl represents the equipnent
constituted by a plurality of apparatuses. It should
be understood by those skilled in the art that

vari o di fications, conbinations, sub- conblnatlons
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yptlon ey use sen and rece
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Circuit) chip and package setting I nformation

therg@@g@g@thﬁgegtgggkage havi ng i nformation concerning
encryption key, second storage neans for storing

t hen emsy@pé@ﬂfk_@atimk $eiNEnENSF/PS | s debed in
setting information in e first storage neans, and

thetﬁnbdcsamtagencmeaBSnberoﬁngrpﬁgcébslﬁgcﬁageOkmeaeﬂnt@ime
t he package setting information in the first storage

serneansn theordfaceawioh the order as described, but also
processing which can be performed in parallel or
independently.

In this specification, the term "system" represents the
equipment constituted by a plurality of apparatuses.

It should be understood by those skilled in the art
that various modifications, combinations, sub-combinations
‘and alterations may occur depending on design requirements

and other factors insofar as they are within the scope of

the appended claims or the equivalents thereof.
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processi ng apparatus conprising: deleting neans for,
when the encryption key linked to the encryption key
setting information in the first storage neans has
been deleted in the second storage neans, deleting
fromthe third storage neans the package correspondi ng
to the deleted encryption key linked to the package
setting information in the.first storage neans; and
generating neans for, when the package correspondi ng
A&o the del eted encrypti on key has been del eted from
WH héStHPﬁéMEQtagége nmeans and a new encryption key has
been stored in the second storage neans instead of
the deleted encryption - 60 key, generating a new

TR SR ST 2 R
prob B8 L6k 1oL PR BEaNE, R0 SL0CL 080 O N 306 .
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rmat i on processing”app s of
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senHNhgr BRbI 0BCRE PCR§SEASrppPalat HEcPhati8hMd PMd rom an
wherein the first storage neans further stores

IC ipheegebtea chdigat) nghbebherp8Ekhg: t8er eRgr YREdSRation
_ key can be used. 4. The information processing
repappanat g acpacrhfg heviagyinnervitibe PoRESEhNGy the

clains, further conprising changing
-encryption key, second storage means for storing the
encryption key linked to the encryption key setting
information in the first storage means, and third storage
means for storing the package linked to the package setting
information in the first storage means, the information.
| processing apparatus comprising:

deleting means for, when the encryption key linked to
the encryption key setting information in the first storage
means has been deleted in the second storage means, deleting
from the third storage means the package corresponding to
the deleted encryption key linked to the package setting
information in the first storage'means; and

generating means for, when the package corresponding to
the deleted encryption key has been deleted from the third

storage means and a new encryption key has been stored in

the second storage means instead of the deleted encryption
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means for changing the information indicating whether

or not the encryption key can be used. 5. The

i nformati on processi ng apparatus according to any one

of the preceding clains, further conprising

respondi ng neans for responding to a request for use

of the encryption key froma server for sending and

receiving encrypted information to and fromthe IC

chip, in accordance - 61 with the information

i ndi cati ng whether or not the encryption key can be
keyus%%neﬁat%%gl%f%?WaP?%ﬁaﬁ?o@@§§?ﬁ@oﬁﬁ%ﬁ%dt@oghe new

encBib 28 Hovi HARPICHaoPhG PRECYPELOR abey nBareLhBr
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j nf t t d
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for storlng the encryption key linked to the
encryption key setting information in the first

stzora%érel%rmchhlgl%éésogﬁgf apPRAns JOTo SLord g 1,

t he package |linked to the package setting |nfornat|on

whetéhﬁrﬁhé|§§ér§%@r@@@1@@aﬂ§ it OBl OH OBt hONinformation
processi ng od conprising the steps of: when the

pro®©aes g | Dfp&keyths nked to the encryption key setting
information in the first storage neans has been

del eted in the second storage neans, deleting fromthe

thSI.rdThe information processing apparatus of claim 1 or
2, wherein the first storage means further stores
.information indicating whether or not the encryption key can

be used.

4, The information processing apparatus according to
any one of the preceding claims, further comprising changing
means for changing the information indicating whether or not

the encryption key can be used.

5. The information processing apparatus according to
any one of the preceding claims, further comprising
responding means for responding to a request for use of the
encryption key from a server for sending and receiving

encrypted information to and from the IC chip, in accordance
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storage neans the package corresponding to the del eted
encryption key linked to the package setting
information in the first storage neans; and when the
package corresponding to the deleted encryption key
has been deleted fromthe third storage neans and a
new encrypti on key has been stored in the second 62
storage neans instead of the deleted encryption key,
: generating a new package corresponding to the new
. encryption key linked to.the encryption key setting
WL T e TR L Phet P T 71 R P AT oS ARG BRor i ng
e ackage jin the,third storage neans so as to
enc%gg??%@%%eﬁﬁ? t%% %%%%age setting information in the
first storage neans. 7. A program for causing a
conputer to execute information processing for
PIOCeS] N6 D HARGE ABULE 5 A HHIND ot
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receiving encrypted information to and froman IC
inclihdiegratese Grerhda iddms arkh packadey setdiPtion key

information representing a package having 1nformation
set €0NE eTiif d¥end Heon eSS ks 100 KeYan f@%@i&ﬁ ey NBSES for
i nke

for storing the encryption key to the
sendiy yyrid ofe dkelyviaed témgr yptddrivtdomat ot heo fak$tfrom an
storage neans, and third storage neans for storing

- IC thetgacksge ¢imkeid )t clifre et kemyekasgd tdaigr inaf 0f frtmaoni on
in the first storage neans, the program conprising

reprdrerstigps @ofpackage having information concerning the
encryption key, second storage means for storing the
éncryption key linked to the encryption key setting
information in the first storage means, and third storage
means for storing the package linked to the package setting
information in the first storage means, the information
processing method comprising the steps of:

when the encryption key linked to the encryption key
setting information in the first storage means has been
deleted in the second storage means, deleting from the third
storage means the package corresponding to the deleted
encryption key linked to the package setting information in
the first storage means; and

when the package corresponding to the deleted

encryption key has been deleted from the third storage means

and a new encryption key has been stored in the second
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when the encryption key linked to the encryption key
setting information in the first storage neans has
been deleted in the second storage neans, deleting
fromthe third storage neans the package
corresponding to the deleted encryption key |linked to
t he package setting information in 63 the first
storage neans; and when the package corresponding to
the deleted encryption key has been deleted fromthe

St RSN’ 16 400 SHEan TP e
t, t key, ti. K .
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setting ormation in the first sto
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processi ng of a storage device, wherein the storage

infdavwiaeq on NG WS ra risitr sk oshekageuai.t storing
encryption key setting infdormation representing an
encryption key used for sending and receiving
encrypted information to and froman I C (Integrated
G Pcui h) pebgpaandopackageéngeat cagpinéor pat £RBcute
representing a package having i nformation concerning

infolreatépor ppoicesskiey, farsetondsstagage stibrtiget dewviget he
encryption key linked to the encryption key setting

incilpfdngatfiionti storegef meshssforageounnty, candyattibnr dey
storage unit storing the

setting Information representing an encryption key used for
sending and receiving encrypted information to and from an
IC (Integrated Circuit) chip and package setting information
representing a package having information concerning the
encryption key, second storage means for storing the

encryption key linked to the encryption key setting

information in the first storage means, and third storage

- means for storing the package linked to the package setting

information in the first storage means, the program
comprising the steps of:

when the encryption key linked to the encryption key
setting information in the first storage means has been
deleted in the second storage means, deleting from the third
storage means the package corresponding to the deleted

encryption key linked to the package setting information in
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package |inked to the package setting information in
the first storage unit, the information processing
apparatus conprising; a deleting unit, when the
encryption key linked to the - 64 encryption key
setting information in the first storage unit has
been deleted in the second storage unit, deleting from
the third storage unit the package corresponding to
the deleted encryption key linked to the package

sett information in e first storage unit; and a
th%é%@?&?l%fﬁﬁﬁ% TSHEH tHE' package corresponding to

I Kk b I f th
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encryption y setting information

st AGRIHY Ui AL R Ud NG *&%1%3"&:10 t'lQ:mk hird
storage unit so as to be linked with t pac
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key linked to the encryption key setting information in the

first storage means and storing the new package in the third

storage means so as to be linked with the package setting

information in the first storage means.

8. An information processing apparatus for performing
processing of a storage device, wherein the storage device
includes a first storage unit storing encryption key setting
information représenting an encryption key used for sending
and receiving encrypted information to and from an IC
(Integrated Circuit) chip and package setting information
representing a package having infqrmation concerning the
encryption key, a second storage unit storing the encryption
key linked to the encryption key setting information in the
first storage unit, and a third storage unit storing the
package linked to the package setting information in the
first storage unit, the informatién processing apparatus
-comp;ising;

a deleting unit, when the encryption key linked to the
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encryption key setting information in the first storage unit
has been deleted in the second storage unit, deleting from
the third storage unit the package corresponding to the
deleted encryption key linked to the package setting
information in the first storage unit; and

a generating unit, when the package corresponding to
the deleted encryption key has been deleted from the third
storage unit and a new encryption key has been stored in the
second storage unit instead of the deleted encryption key,
generating a new package corresponding to the new encryption
key linked to the encryption key setting information in the
first storage unit and storing the new package in the third
storage unit so as to be linked with the package setting

information in the first storage unit.
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