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SMART CONTRACT
200

init{cid, vk vk, Tk
1. Set channellD € cid, vkg € vk, vk, & vk, disputeTime €7
2. Set status € “Active”, finalidk < 0, finalCredit & 0, serverDeposit € 0,
clientDeposit € 0, channalExpiry ¢ 0, closeReguestor ¢ L

GetParams(k
OutputfchannellD, vkg, vk, disputeTime]

GetStatell

Outputfstatus, finalidx, finalCredit, serverDeposit, clientDeposit, channelExpiry,
closeReguestor]

Depositiamount)

1. Abortis status  “Active”
2. Abort if caller.vic = vk and callervk vk,

3. i caller vk = vk, then set serverDeposit < serverDeposit + amount
4. i caller.vk = vk, then set clientDeposit < clientDeposit + amount

initCloseal):
1. Abort i status € {CooperativeClosing, Closed}

2. 1 status = “Active”, then channelExpiry < currentTime + disputeTime,
status € “UnilateralClosing” and close Requester « callervk

3. i status = “UnilateralClosing” and caller.vk & closeReguester,
then set status € “CooperativeClosing”

Withdraw():
1. Abort if status ¢ {Active, Closed}

2. Abort if status = “Active” and curreniTime > channelExpiry
3. invoke vk..transfer{clientDeposit + finalCredit) and
vk Iransfer{serverDeposit - finalCredit

4, Set status ¢ “Closed”

Claim{cid, idx, clientCredit txAmount, hash, expiry. secretReceived. o secreth;
1. Abort if idx < finalidx

2. secretReceived = §, abort if currentTime > Expiry or if Hash{secret) # hash
3. i caller.vk = vkg:
{a) Abort if SigVerify{jchanneliD, idx, clientCredit, xAmount, hash, expiry,
secretReceived, o, vk # 1], vk} # 1
{b} Abort if txAmount > clientDeposit + clientCradit
{c} Update finalCredit « clientCredit ~ txAmount
4. Update finalidx ¢ idx
5. invoke InitClose{}
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HELPER FUNCTIONS
S0

CreatePromise{cid, state. Hrémount hash, expiry. ski:
1. Set secratReceived ¢ {
2. Dutput [oid, idx, clientCredit, xAmount, hash, expiry, secratRaceived, o,
where o = Signicid, idx, clientCredit, xAmount, hash, expiry,
secretReceived]

1. Set secretﬁecewed <— (}
2. Cutput SigVerify{promise.o, fcid, idx, clientCredit, txAmount, hash, expiry,
secretReceived], vk}

CreateReceipticid, state. sk
1. Set txAmount & L, hash< 1, expiry € 1, secretReceived ¢ 1

2. Output feid, idx, clientCredif, txAmount, hash, expiry, secretReceived, o,
where ¢ = Signicid, idx, clientCredit, txAmount, hash, expiry, secretRecsived]

1. Set txAmount €~ i hash'{" expazy & |, secreiReceived ¢ 1
2. Qutput SigVerify{receipt. o, [cid, idx, clientCredit, tixAmount, hash, expiry,
sacretReceived], vk}

UpdatelocalStatellocalState. promise, increaseCradit):

1. localState idx € localState.idx + 1

2. If increaseCredit = 1, then localState clientCredit 4 localState.clientCradit +
promise. bxAmount

3. Otherwise, localState. clientCredit ¢ localState.clientCradit -
promise. txAmount

4. Cutput localState
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CONTRACT AND TIME EVENT HANDLER
400

While TRUE:
For each channgl C in party’s list of channels:
1. C.confractSiate ¢ C.contract GetState()
2. 1 C.contractState.status = “Closed”
a} C ¢ 1 and return [ChanneiClosed]
3. i C.confractState. status = “CooperativeClosing”
a) Invoke C.confract Withdraw{)
4 f C.contractState. status = “UnilateralClosing”
a} If C.promise.secret = L, then invoke C.oontract. ClaimiC.promise)
b} Otherwise, if Coreceipt # L, then invoke C.contract. Claim{C.recaipt)
¢} if Creceipt = 1 and C.promise.secret = |, then invoke C.contract InitClose(}
d} if currentTime > C.contractState.channelExpiry, then invoke
C.contract Withdraw()
5. if C.confractState status = "Active” and currentTime » C.contraciState.promise.expiry
a} If C.promise.secret = L, then invoke C.oontract Claim{C promise)
b} Set C.promise ¢ 4
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AUTHORIZE PROTOCOL
800

Party A initiates transfer to Party B, Party A and B agres on: (hash, txAmount,
txExpiry}, where Party B knows secret such that hash = Hash{secraf)

1. Party A
a) P, « CreatePromise(cid,, C, localstate, ixAmount, hash, tExpiry +ledger, A,

8Ka)
b) Set G, .promise &P,
¢} Transmit SenderPromise[P,, B to Server S

& Server 8
a) Set Cg , promise ¢ Py
b} Py «CreatePromise{cidg, Cg plocalState, Py xAmount, P hash,
Pg.expiry — ledger, A, sk}
¢} Set Cg g.promise & Pq
d) Transmit ServerPromisefP ] to Party B

3.Party B
a) Set Cy.promise « Pg

b) Set Cy.promise.secret « secret

FIG
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TRANSFER PROTOCOL
1000

1. Parly B:
a) Cq.localState € UpdatelocalState{Cy locaiState, Cy.promise, 1)

b} C5.promise.secret € secret
¢} Transmit [secret, A] to Server S

2. Server §:
a) Cq plocaiState « UpdateLocalState(Cy 5 locaiState, Cy  promise, 1}

b receipty ¢ CreateReceipt{cidg, Cy 5. EocaESiate 8k}
¢} Cg p-promise & L

d) Transmit ReceiverReceipt{receiptS] fo Party B
g} Cq SA locaiState € UpdatelocalState(Cy A locaiState, Cg 4 promise, 0)

f) Cg 5-promise.secret ¢ secret
g} Transmit [secrefi to Party A

3. Paty A
a) localState ¢ UpdatelocalState(C , localSiate, C, promise, 0)

b} receipt, ¢ CreateReceipt{cid,, C, localState, sk}
¢} C,promise « 1
d) Transmit ServerReceiptireceipt,] to Server &

4 Server 8§
Cg ppromise & L, Cq 4 receipt € receipt,

5. Party B
Cy.promise < L, Ty receipt € receiply

g 3
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