WO 2006/065275 PCT/US2005/019080 1 MESH NETWORK OF,
INTELLIGENT DEVICES COMMUNICATING VIA POWERLINE AND
RADIO FREQUENCY Background of The Invention 1. Field of the

wiventieazkhe present invention relates to intelligent devicepdhaisaggsifooso
communication with one another over one or more physical media, without
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together if they are in communication. A room in a home could be
illuminated when people are present, or else an alarm could be sounded,
depending on conditions eBagiitasnsyod Thedrwventieming on a remote
computer. Networks of communicating devices can be constructed using

mang_ different physical communications media. Fiber optics, coaxial
cAp Bl QEthsdrveriittner structured wiring are commonly used for
relatively high-performance local-area networks of PCs, printers and

other comhpytegasitiseshtini ardesign fiseligafel esedsathsihartrange

within a single room, as with handheld remaote controls. Cell phone
COMMUDIC %lon wétrﬁ one another OVer one or more l%)r)(mca é’ ﬁx vg%hout
pagers, and long-distance microwave communications tse license

radiedirgna ety grrodniadisr.When used to create networks of low-cost
devices in existing buildings, such as a home, these physical media all
have drawbacks. Structured wiring is not present in most homes already

céndbersstptiom eldiafiriatersAfbtive and expensive. Infrared signals do

not cover the whole house. Licensed RF normally requires payment of a
subscription fee by users. WO 2006/065275 PCT/CS2005/029050 2 |
ExistingC;‘;'BWBHIHB%%@“&%?dﬂWé‘éﬂ%%%eﬁﬁ%dﬁd?%f&?HBt’H%)é fredgations. For

example, in a home environment, room occupancy sensars, light switches, lamp
dimmers, and a gateway to the Internet can all work together if they are in
communication. A room in a home could be fluminated when people are present,
or else an alarm couid be sounded, depending on conditions established by a

program running on a remote computer.

Networks of communicating devices can be constructed using many
different physical communications media. Fiber optics, coaxial cable, twisted pair,
and other structured wiring are commonly used for relatively high-performance
local-area networks of PCs, printers and other computing devices. Infrared signals
can be used at short range within a single room, as with handheid remote controls.
Cell phones, pagers, and long-distance microwave communications use licensed
radio-frequency (RF) bands.

When used to create networks of low-cost devices in existing buildings,
such as a home, these physical media all have drawbacks. Structured wiring is
not present in most homes already constructed, and adding it is disruptive and
expensive. Infrared signals do not cover the whole house. Licensed RF normally
requires payment of a subscription fee by users.



problems. They are ubiquitous and can be freely used by anyone. They
do, however, have other problems. Devices on the powerline must
communicate despite the presence of substantial noise, attenuation by

wegimentpowered by the line, and possible interference arnongmeyinesso
Devices using unlicensed RF band& must emit low power, and unlicensed
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Zero- crossmgs devices can either transmit or receive, but no
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d@géeg.s commands originating in RF handheld remote controls can
operate X10 receivers on the powerline. RF repeater devices can be
used to increase the range of such a system. The RF remote control
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necessar enable much more reliable performance. Repeaters and
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sipvidery. US Patent 5,090,024, dated 2-18-1992, dlscloses such a
system, and US Patent 5,777,544, WO 2006/065275

PCT/US2005/019080 3
With the addition of RF-to-X10 translation devices, commands originating in

RF handheld remote controis can operate X10 receivers on the powerline. RF
repeater devices can be used to increase the range of such a system. The RF
remote control signaling protocols are typically independent of the X10 signaling
protocol, and are more akin to signaling protocols used by infrared remote

controls.

Improvements to basic X10 devices are available in the marketplace (see
Smarthomepro Catalog, 63D, Spring 2004). Two-way communications, involving
confirmation of commands and retries when necessary, enable much more reliable
performance. Repeaters and phase bridges can solve signal attenuation
problems. Use of nonvolatile storage, such as EEPROM, along with system

controllers, can simplify system setup.

Powerline and RF signaling using spread-spectrum technology can be
faster and more reliable than narrowband X10-like signaling. US Patent
5,090,024, dated 2-18-1992, discioses such a system, and US Patent 5,777,544,



dated 7-7-1998, discloses spread spectrum in combination with

narrowband signaling. Encoding and decoding of spread-spectrum

signals is more complex than narrowband processing, and more
wepImEesstyaneans higher relative cost. Regardless of the meghousuasd forso

signaling on the physical media, sy&tems comprising multiple devices
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Ifferent spreading sequen es or code-division ‘'mu tlp exing (CDM), or
they can use different frequency-hopping patterns. Using these methods
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every other device. Broadcasting to all devices at once is not possible. It is
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anteruisicaljons shaanglohatsanbandtem argnicabamesnthesgewerline or
within an RF band is less costly than frequency-agile methods. Device
interference is typically managed using time-division multiplexing (TDM)
or carrierfsegsencytiipleioacvedp@Sid A biéihodso™Dandlinvicesbhid
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Timeslots Canegg assigned In various ways. IEEE 802.5 To(l%en Ring
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it ossesses he toke After transmissjon is complete, the device
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complete description of such networks. US Patents 5,838,226, 5,848,054,
5,905,442, and 6,687,487, assigned to Lutron Electronics Company,
disclosé is liggringroplexobsgswrerecinsndonalstendcetireshane the same
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particular, a number of RF repeater devices can be installed in a system

tereﬁﬁa{mdgﬁgwém@?élwammww&osma@emr&%f Reyiggdpderference is
intsEeNing Al ed using time-division multiplexing (TDM) or carrier-sense multiple-

access {CSMA) methods.

TDM allows each device on a medium to transmit data only within particular
timeslots. Timesiots can be assigned in various ways.,

IEEE 802.5 Token Ring networks dynamically assign timeslots to devices
that wish to transmit by passing a special packet called a token. A device may
transmit only when it possesses the token. After fransmission is complete, the
device releases the token {o the next device. See

http://www.pulsewan.com/data101/token_ring_basics.htm for a more complete

description of such networks.

US Patents 5,838,226, 5,848,054, 5,905,442, and 6,687,487, assigned to
Lutron Electronics Company, disclose a lighting control system comprising

masters, slaves and repeaters that communicate via RF and aiso on the powerline.



each other, the Lutron patents require an installer to set up one repeater
as a main repeater, and others as second, third, and subsequent
repeaters. This designation corresponds to a strict timeslot assignment
for each repeater, such that a given repéater is only permitted to transmit
during its respective preassigned timeslot. Furthermore, multiple slave

deviceg phiig Yl GRIHDEROSRI FRpEfialuebReEs arBas8Alled in a system
controller. These slave devices also use timeslots established during an
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Talkers then listen for the medium to be quiet before sending a packet.
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random delay. The gbject of both TDM and CSMA systems is to allow only
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inkngiatiderpfotadbeFenahdirgegideon the channel depends on which
single device is currently transmitting. Brief Summary of the

Embodiments of the Invention Embodiments of the present invention
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communication modules, said communication module comprising circuitry
for storing a number, referred to as the module address, designating an

addreTadastsjaict 00 btMDMMMOBNEA systems is to allow only one device to
use the available communications channel at any given time, Therefore, the signal

strength on the channel depends on which single device is currently transmitting.
Brief Summary of the Embodiments of the Inveniion

Embodiments of the present invention enable simple, low-cost devices to be
networked together using the powerline, radio-frequency bands, or both. Devices
are peers, meaning that any device can transmit, receive, or repeat other
messages according to a simple protocol, without requiring a master controller.
The protocol encourages multipie devices on a single medium, in that adding more
devices makes communication among devices mare robust and reliable. On the
powerling, devices according to the present invention are not oniy compatible with,

but also enhance the performance of pre-existing X10 devices.



circuitry for sending and receiving messages over at least one
communications medium; circuitry and software for generating messages
and for receiving and deciphering messages; each of said messages
comprising a first number field, referréd to as the originator address,
designating the module address of the module originating the message, a
second number field, referred to as the recipient address, designating the
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flags and by comparing said recipient address to said module address; circuitry
and software for determining if a received message has aiready been
retransmitted the maximum number of times for that message by comparing said
maximum retransmission count and said current retransmission count; and
circuitry and software for retransmitting a received message with said current
retransmission count altered by one, but only if said received message has not
reached all of its intended recipients and has not already been retransmitted the
maximum number of times.

In accordance with a second aspect, there is provided a method for
sending and receiving messages containing digital information among
communicating modules, said method comprising the steps of providing each
module with an address, referred to as the module address; providing each
message with a first number field, referred to as the originator address,
designating the module address of a module originating said message; providing



designating the module address of an intended recipient module;
providing each message with a third number field, referred to as the
message flags, designating the type of message; providing each
message with a fourth number field, re grred to as the maximum
retransmission count, designating the maximum times said message can

be retransmitted; providing.each message with a fifth number field,
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saigggAgeRInication module comprising circuitry for sending and receiving
messages over the mains powerline; circuitry and software for generating
messages and for receiving and deciphering messages; each of said messages
comprising a plurality of signal packets, wherein each of said signal packets is
synchronized with the zero crossing of an alternating current on the mains
powerling, and the number of said zero crossing periods for sending said
messages is fixed for a given length message; circuitry and software for
retransmitting a received one of said messages beginning at an integer multiple of
said fixed number of said zero crossing periods, referred to as a message time
slot; and circuitry and software for sending retransmitied messages at the same
time as other of said communication modules are sending identical messages.

in accordance with a fourth aspect, there is provided a communication
module for use in a system including a plurality of said communication modules,



In accordance with a fourth aspect, there is provided a communication
module for use in a system including a plurality of said communication
modules, 4¢ said communication module comprising circuitry for storing a
number, referred to as the module address, designating an address for
said communication module; circuitry for sending and receiving
messages over at least one communications medium; circuitry and
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phase bridging is accomplished using RF. FIG. 3 is a block diagram
showing how any InsteonTM device can act as a master, slave, or both.
FIG. 4 shows the packet structure used for InsteonTM messages sent
over the powerline. FIG. 5 shows the structure of an InsteonTM message
sent using RF. Fig. 6 shows the 10 bytes of data contained in InsteonTM
Standard messages. FIG. 7 shows the 24 bytes of data contained in

InsteonTM Extended messages.



FIG. 8 shows the meaning of the bits in the message flag byte. FIG. 9
shows how InsteonTM devices retransmit messages, FIG. 10 is a
flowchart showing how InsteonTw devices receive messages. FIG. 11 is
wa ftoweslasatsshowing how messages are transmitted to groupg ofus2005/019080
InsteonTM devices. FIG.12 is a flonkhart showing how InsteonTM devices

transmit Diregt | sages with retries, WO 2006/0652 .
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messages. FIG. 14 shows a BPSK InsteonTM signal. FIG. 15 shows a

BPSK I TM signal wi ifion [ - -
poth Inin 01 S RR0 Sty o SotIE B ibing S FiekeH jpention,
shivwenhra Rsteniatt dadisssgerpasiuerked apjithtonpwgstvreriifesignating, or
18 ghows how long message packets are applied to the powerline. FIG.

19 gives the specifications for InsteonTM RF signaling. FIG. 20 shows
how InsteonTM messages are transmitted, retransmitted, and

acknowrdgedsidiss Rdvsrauniork shagitinesRovang hovtithedvisteoedn'be used in
Engine sends and receives messages. FIG. 22 is a block diagram
ARG o B E TSENF U EROTRE PR R T BD S RS RF-
powerline. FIG. 23 is a block diagram showing how the InsteonTM Engine
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how an Insteon dau ommunicates with an Insteon
reAREbGRYe RGLYIB s a flowchart showing how the InsteonW RF
daughter board transmits a message via RF. WO 2006/065275
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F1G. 4 shows the packet structure used for Insteon™ messages sent over

the powerline.
FIG. 5 shows the structure of an Insteon™ message sent using RF.

Fig. 6 shows the 10 bytes of data contained in Insteon™ Standard

messages.

FIG. 7 shows the 24 bytes of data contained in Insteon™ Extended

messages.
FIG. 8 shows the meaning of the bits in the message flag byte.
FIG. 9 shows how Insteon™ devices retransmit messages.
FIG. 10 is a flowchart showing how Insteon™ devices receive messages.

FIG. 11 is a flowchart showing how messages are transmitted to groups of

insteon™ devices.

F1G.12 is a flowchart showing how Insteon™ devices transmit Direct
messages with retries,



FIG. 26 is a flowchart showing how the InsteonTM RF daughter board
receives a message via RF. FIG. 27 is a block diagram of an InsteonTM
main board with optional daughter board. FIG. 28 is a block diagram of an
wisteendshtanain board with an RF daughter board. FIG. 29isauisaoko12080
diagram of an InsteonTM main board with a USB daughter board. FIG. 30
is a block diagram of an InsteonTM main board with an RS232 daughter
board. FIG. 31 is a block diagram of an InsteonTM main board with an
Etherngtidaughiesheaitofile. (9Reshofiisstcoi@timinsteged M wall switch.
FIG. 33 shows a wire-in InsteonTM keypad controller. FIG. 34 shows a
plug-in InsteonTM lamp dimmer, appliance controller or communications
interfackl@eVidestRi@s 3RS stenogYisigrtbonTM lamp dimmer with RF
communications. FIG. 36 shows a tabletop or wallmount InsteonTM
pushbutton controller. FIG. 37 shows an InsteonTM pushbutton controller
with its RlRyed 5tiawrs 2 @RPI6pRMEaN G BRsnBh S npiiasmgpthing.
wallmount InsteonTM touchscreen controller. WO 2006/065275
PCT/US2005/019080 8 FIG. 39 is a layout of cific InsteonTM
messageSiniR SHAER OSBRI BBRaY CeQIE R aPRled to the
epampimef an InsteonTM usage session. Detailed Description of the
Embodiments of the Invention Introduction With reference now to the
drawings, FIG. 1 shows a network of control and communication devices
constru€téll AZcovding howrsiandatimsssiagr prekelstaisveppisd dndhe powerline.
hereinafter referred to as InsteonTM devices, INSTEONTM being a

trademark of applicant's assignee. Electrical power is most commonly
distribufd§. 18 shows how long message packets are applied to the powerline.

FIG. 19 gives the specifications for Insteon™ RF signaling.

FIG. 20 shows how Insteon™ messages are transmitted, retransmitted, and

acknowledged.

FIG. 21 is a block diagram showing how the Insteon™ Engine sends and

receives messages.

FIG. 22 is a block diagram showing how the Insteon™ Engine fransmits a

message on the powerline.

FIG. 23 is a block diagram showing how the Insteon™ Engine receives a

message from the powerline.

FIG. 24 is a flowchart showing how an Insteon™ RF daughter board

communicates with an insteon™ motherboard.

FIG. 25 is a flowchart showing how the Insteon™ RF daughter board

transmits a message via RF.



to buildings and homes in North America as two-phase 220-volt

alternating current (220 VAC). At the main junction box to the building,

the three-wire 220 VAC powerline is split into two two-wire 110 VAC
woowerheess known as Phase 1 and Phase 2. In FIG. 1, Phaserfieos/019086

designated 10 and Phase 2 is desighated 11. Phase 1 wiring is typically

used for half the, circuits in the building, and Phase 2 i for the other

et I vilGt PR S A B AIAY e B RAP o gater Bor

designaied etsaneMial@fces. InsteonTM devices 20, 21, 22, and 23 are

shown connected to powerline phases 10 and 11. InsteonTM devices

communicate with each other over the powerline using the InsteonTM

Powerlirfé prétotve3spahitiagninbel aretsibed T weiaibparhwitfonstignal

AI&Q e geRnected to the powerline are X10 devices 51 and 52. X10

deviceés communicate over the powerline using the X10 protocol 50. The

InsteonTM Powerline protocol 30 is compatible with the X10 protocol 50,

meaningrihabingteon sk deyicas erabaibidsem angdalsdedWithdeyRE aughter

using the X10 protocol 50. X10 devices, however, are insensitive to the

InEREBATM Powerline protocol 30. InsteonTM devices may optionally

comprise RF communication means, as is the case with InsteonTM

devices %@ Insteon. !%I ' RO ' j qtlﬁ ht
InsteonTgr\%z d?\_/:lacg%ggi%% Bgeiﬁrﬁgs%%nmt %Qri protocol?é)g’g.I]e\)él;grt‘hal daughter
20@eM865275 PCTUUS2005/019080 9 InsteonTM devices that can use

both the InsteonTM Powerline protocol 30 and the InsteonTM RF protocol

60 solve a significant problem experienced by devices that only

commurfit&@eidstAeiskeingean Sl eninsegnal IR ppasw b AR MRe32
phasrmid pogkd 1 are severely attenuated, because there is no direct

circuit connection for them to travel over. A traditional solution to this
problem is to connect a phase coupling device between the powerline
phases, Eithet bis hdidwiritiggtamaif ajumstieoni® i ppdug gty aririttharmet

2%0 b@\?p g ! In the present invention, using InsteonTM devices
capaa e of %o%nqhsteonTM Powerline 30 and InsteonTM RF 60 protocols

automatically solves the powerline phase coupling
FIG. 32 shows a wire-in Insteon™ wall switch.

FIG. 33 shows a wire-in Insteon™ keypad controiler.

FIG. 34 shows a plug-in Insteon™ [amp dimmer, appliance controller or

communications interface device.
FIG. 35 shows a plug-in Insteon™ lamp dimmer with RF communications.
FIG. 36 shows a tabletop or wallmount insteon™ pushbutton controller.

FIG. 37 shows an Insteon™ pushbutfon controlier with its hinged button

cover opened.

FIG. 38 shows a tabletop or wallmount insteon™ tfouchscreen controller.



problem whenever such devices are connected on opposite powerline
phases. As shown in FIG. 1, InsteonT™ device 20 can not only
communicate via powerline with all devices on powerline phase 1, 10, but
wib casv/aéspreommunicate via powerline with all devices on eswerkmes /019080
phase 2, 11, because it can commuficate via InsteonTM RF protocol 60
with InsteonTM device 21, which.in turn is gjrectly con d to ower ine
phase B an A, BT BAOR R OO R HBd e oo Sent
eonuTdinicaiicaraeans usyiives RS2B2xargie @f BthivsiepinStesegavkession.
devices can also interface with computers and other digital equipment. As
shown, InsteonTM device 20 can communicate with PC 71 using a serial
link 70. SeRetadeshRessatmsierefiths Erebedimsatsnf tBalovansion
InsteonTM devices can bridge to networks of otherwise incompatible
devices in a building, connect to computers, act as nodes on a local- area
H&%VP@QQ‘AN) or get onto the global Internet. Coupled with the ability to
download new software into InsteonTM devices, such connections allow

networks. of InsteonT™ devi erform so hlstlcate
functioﬁzthn(ﬁ%dﬁbcehﬂ%’ﬂg e‘ﬁv\’/rlT o‘negSr tReHRe 0 ma%rl}ffgg L?rrétrgrl and

icm@ﬂﬂmatl@r@d@vﬂmhsﬂmM@anﬁt@WTmed@ach@%&ﬂﬂﬁ waignt
% canahleRk 5%?&%%%?3?&%83 g@r mesRagss iU RdeiArS EON™ being a

communications network. In t awing, devices 110 and 111, known as

SrRmpTETVaReiewes! %e@%apﬁale%e@@ﬂai PRI Mehremmoayistributed
lﬁ&sﬁ%ﬁfﬁ% RREABHESTC NS ARRYIE8% 4 B Iphhsk2220anslt IR kgting urrent

gable of InsteonTM.RF communications. The remaining devi %}

§220YAC) o/ 15, BEITBIE0R 200 1R B IR R DA B AAAAC
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Insteon e ab e of re eat ste 58

tﬁéﬁﬁ%% aldgrotoco co'rsdfjnegst%nﬁeg rgsen m%ﬁ ion, ags8 %%J‘E

%ma‘ftemmgde@ﬂmmldmga@me imif/tbeﬂmué@semémldmbeﬂm Phase 2 is
%Ft%@%‘f’@’ﬁéﬂr messages to travel. Path diversity results in a

er probability that a message will arrive at its intended destination, so
the more InsteonTM devices in a network, the better.

in what follows, apparatus according to the invention will be designated
Insteon™ devices. insteon™ devices 20, 21, 22, and 23 are shown connected {o
powerline phases 10 and 11. Insteon™ devices communicate with each other
over the powerline using the insteon™ Powerline protocol 30, which will be

described in detail in what follows.

Also shown connected to the powerline are X10 devices 51 and 52. X10
devices communicate over the poweriine using the X10 protocol 0. The
insteon™ Powerline protocol 30 is compatible with the X10 protocol 58, meaning
that Insieon™ devices can both listen and talk to X10 devices using the X10
protocol 50. X10 devices, however, are insensitive to the Insteon™ Powerline

protocol 30.

insteon™ devices may optionally comprise RF communication means, as is
the case with Insteon™ devices 20 and 21. insteon™ RF devices can
communicate with other Insteon™ RF devices using the insteon™ RF protocol 60.



As an example, suppose RF device 120 desires to send a message to RF
device 123, but RF device 123 is out of range. The message will still get
through, however, because devices within range of device 120, say
wiexMieesd2k® and 121, will receive the message and repeat itdooibas019080
devices within range of themselves.? In the drawing, device 110 might

hd 121,.1 di1 dd d121
P e i R SR B DG 01 35 e £ 7R i and the
rivertgondy R peotnessag s ey traveipritsdcd w20kem irteritp8e@iyapmyices that
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hops) are some examples. It should beClear that unless there Is
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te!saﬁ@d’tﬁﬁ%rt%ﬂﬂ&ﬁ%%ﬂao& mﬁﬁaa%gnmm@@meﬁ%w is to

within the network, in a nested series of recurring loops. Network
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ek licitdar YR A-60 exalopis astsh@mibw@v%éhmpm&atmwmaym beupling
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ecause a |rect roug the electric wiring no

SHEWB iR ﬁiﬁeksﬁkﬁéeqmm%@%z&ﬁﬁﬂlfﬁﬁ w@aa&w@w&mw&@ne with

RatiMa-E8 iR iR ihe bhikedB 48 haRsh @indapaitdBdudikieeid podarine
%ops) or a path 40 to 41 to 42 to 43 (4 hops). WO 2006/065275
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building:s wiring. To.accampli ase bridging, at least one InsteonTM
h%/cf:)ﬂrlé5 %toﬁyxl\érlme‘?ﬁlt—[%%vclhegm?sﬁ l:lii]e installed on each powerline phase. In

the drawing, SignaLinCTM device 110 is installed on phase A and

Signa'—\ﬁﬂgﬂ}{' Qﬁ%ﬁﬁﬁb%?:;ﬁp @ ﬁ%@@tm%gd19é'f§8té%ﬁwﬁ@néat;on means,

between devices 110 to 111 (1 hop), or indirect paths using 110, 1

BUChPsIRE2822 4R PriEthaiBes) aﬂtﬁmﬁ%g@é@”@@ﬁr%@ga@%@m
therROWYEFERRd other digital equipment. As shown, insteon™ device 20 can

communicate with PC 71 using a serial link 70. Serial communications 70 is a
means whereby networks of Insteon™ devices can bridge to networks of otherwise
incompatibie devices in a building, connect to computers, act as nodes on a local-
area network (LAN), or get onto the global Internet. Coupled with the ability to
download new software into Insteon™ devices, such connections allow networks
of insteon™ devices to perform very sophisticated new functions, including

functions not envisioned at the time of manufaciure or installation.

FIG. 2 shows how multiple Insteon™ devices, each of which is capable of
repeating Insteon™ messages, form a reliable communications network. In the
drawing, devices 110 and 111, known as Signalinc™ devices, are capable of both
Insteon™ powerline and Insteon™ RF communications. Devices 120, 121, 122,
and 123 are only capable of insteon™ RF communications. The remaining
devices, 31, 32, 33, 34 and 40, 41, 42, 43, are only capabie of insteon™ powerline
communications.



phases. All InsteonTM devices are peers, meaning that any device can

act as a master (sending messages), slave (receiving messages), or

repeater (relaying messages). This relationship is illustrated in FIG. 3,
woheiedpstgonTM device 210, acting as a master, sends messAgEsckon 19080

multiple InsteonTM devices acting 4§ slaves 220, 221, and 222. Multiple

InsteonTM devices acting as masters 230, 231, and 232 can also send

messages to a single InsteonTM device acting as a slave 221. Any

InsteonEMgeviseoart repeat nsesxzfts biraptagrasibstbon Slavessages, using
aster, as with SwitchLincTM i iGh j wp ralayi .
T ) B B A ST T RO s
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Messagdes sent over the powerline are broken up into packets, with each
g At ifs dolgirRE Sl HingtieRe RS- B8 JBRIF SRetRPDOI ARV iGRS ik @ network,
paweding: As shown in FIG. 4, there are two kinds of InsteonTM
messages, Standard Messages 310 and Extended Messages 320.
Standard Messages comprise five packets and Extended Messages
compriseseteverapatketsipbash Baotteticerit2indeMrastsoofeimicrmmeatisagbue RF
the information,is, i ted 4 ' Ways,

J R B e ST L O R v AR, SAELEL hrouoh,

thewspehdledause Seximtsrwihéssagee3tiTiavigEkidhgey Mdeeydtipand 121,

T (ERDONIRG RRAAEISI M AITESS208 B BtheNdNREEHIAI ARSI W PXelves.
symbols 341 in Standard Message 310 and Extended Message 320, WO

00BROBERYIEP AeY9e JI85Rabb ERcTIBYRRR I pAdleRNBelAAGRA gevices
sefieaed $ANG RIS Jdheieh v eeigh bSyrcinbtsddd 2 daipi&iantiandsParket

0 a%_d there are two Sync Bitsf42 in a Long, Packet 340. Follgwin g%e
SRR AR P e 150" BRI S0 FEG SRR MR, © 123
J2hapd ))ad 84S=ir 20dd_ohg eicketB403 Thaoesjadenigdit€inta d8dket21 to

ta Bt re_twelv its 334 in a Standard Packet 330,
gw%%%e?é%r% gﬁﬁiﬁ?ﬁéﬁ%ﬁ’ggﬁ%a Long Packet 340.

It should be clear that uniess there is some mechanism for fimiting the
number of hops that a message may take to reach its final destination, messages
might propagate forever within the network, in a nested series of recurring loops.
Network saturation by repeating messages is known as a “data storm.” The
insteon™ protocol avoids this problem by fimiting the maximum number of hops an

individual message may take to some small number, such as four.

FIG. 2 also shows how path diversity on the powerline has a similar
beneficial effect. For example, as shown, powerline device 40 may not be able to
communicate directly with device 43 because of signal attenuation problems or
because a direct path through the electric wiring does not exist. But a message
from device 40 will still reach device 43 by taking a path via devices 40 to 111 to
43 (2 hops), or a path 40 to 41 to 111 to 43 (3 hops), or a path 40 to 41 to 42 to 43
(4 hops).



The total number of Data Bits in a Standard Message 310 is 12 + (4 X 18),
which is 84, or 10'/z bytes. The last four data bits in a Standard Message
are ignored, so the usable data is ten bytes. The total number of Data
wBitsdnv@mm2Extended Message 320 is 12 + (10 X 18), which mcta&zers249080
bytes. FIG 5 shows the contents oﬂlnsteonTM messages sent using RF.
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figwes22henonlyidiferelnihaidheabateindsd pagssage tnddbthe powerline
%ntalns fourteen User Data Bytes 550 not found in the Standard

r%essage in FIG. 6. The remaining information fields for both types of
message are identical, and in the figures the number callouts are the

same. 50 the eliowingyeianation il el stal R SERGES: o
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number. Most InsteonTM messages are of the Direct, or Point-to-Point
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Insteon™ Messages

Instecn™ devices communicate with each other by sending messages.
Messages sent over the powerline are broken up into packets, with each packet
sent in conjunction with a zero-crossing of the voltage on the powerline. As shown
in FIG. 4, there are two kinds of Insteon™ messages, Standard Messages 310 and
Extended Messages 320. Standard Messages comprise five packets and
Exiended Messages comprise eleven packets. Each packet contains 24 bits of
information, but the information is interpreted in two different ways. A Standard
Packet 330 appears as the first packet in an Insteon™ message, as shown by the
symbol 331 in Standard Message 310 and Extended Message 320. The
remaining packets in a message are Long Packets 340, as shown by symbois 341
in Standard Message 310 and Extended Message 320.



device. The third field, the Message Flags byte 530, determines the type

of InsteonTM Message. If the message is indeed Direct, the To Address

520 contains the 3-byte unique ID Code for the intended recipient.
widowsugs2asteonTM messages can also be sent to all recipents; witinsoso

range, as Broadcast messages, orithey can be sent to all members of a

group of devices, as Group Broadcast mess $s. I se
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message retransmission as explained below. The fourth field in an
InsteonTM message is a two-béte Command 540, made up of Command
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private,

The significance of the Data Bytes is given in FIG. 6 for a Standard
message, and in FIG. 7 for an Extended message. Comparing the two figures, the
only difference is that the Exiended message in FIG. 7 contains fourteen User
Data Bytes 550 not found in the Standard message in FIG. 6. The remaining
information fields for both types of message are identical, and in the figures the
number callouts are the same, so the following explanation will be valid for both
FIG. 6 and FIG. 7.

The bytes in an Insteon™ message are transmitted most-significant byte
first, and the bits are transmitted most-significant bit first.

The first field in an Insteon™ message is the From Address 510, a 24-bit (3-
byte) number that uniquely identifies the Insteon™ device originating the message
being sent. There are 16,777,216 possible Insteon™ devices identifiable by a 3-



secure communications for sensitive applications such as security
systems. The last field in an InsteonT"" message is a one-byte CRC, or
Cyclic Redundancy Check 560. The InsteonTM transmitting device

weprpuies the CRC over all the bytes in a message beginningrwithotia@1sose
From Address 510. Methods for cahputing a CRC are well known in the
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bytesdes Blicamdaeiaessagrbean IR Bihy es fufaBiien deshinesdByBsdAis stored
Insteo Tg/l recerm nona(t\”?ecom utes its own CRC over the same

ML§&50¢E %y 1 R REVESTREm IF the message is corrupt, the

receiver's CRC WI|| not match the transmitted CRC. Detection of message

integrityr allows ok ‘HQB%r%?:‘?é?e&ﬁﬁf'ﬁ%é&é’éﬁ@w‘!ﬁ@“%‘ﬂdﬁ%s 520, also a 24-
InsteonTM ACK/NAK (acknowled ge, non- -acknowl ed%%cose obpp

nhiisSHBIY preTRel iest |Batesk " EteEaRRSH IR S RIRERe 8RN to-Foint
gﬁz@ HERAES th@ [RMEY r@abi%rmsflamﬁmmmwsmga&lagﬁebﬁrw

g Th Broadcast/NAK f 6 blt@é% roup
dgviey ?&?é?w heNensaae 56t BY S g e of
pw&iawwamﬁmﬁﬁ@si@mmmmmmwﬁmmmcontaiﬂs
ider th o
SR CaR 0 SR et s e
NMeSSSRFAS CuHtails @ dacraniftonamipianih Withdp caias, @ésﬁmmstﬁassages,

are HiEeted i bsncasmup %%@%@%egﬁ&ﬁ B FgS s Bre Broadcast
messages are not acknowledged. WO 2006/065275 PCT/US2005/019080
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The third field in an Insteon™ message, the Message Flags byte 530, not
only signifies the Message Type but it also contains other information about the
message. 1he three most-significant bits, the Broadcast/NAK flag 532 (bit 7}, the
Group flag 533 (bit 6), and the ACK flag 534 (bit 5) together indicate the Message
Type 531. Message Types will be explained in more detail below. Bit 4, the
Extended flag 535, is set to one if the message is an Extended message, i.e.
contains 14 User Data bytes, or else it is set to zero if the message Is a Standard
message containing no User Data. The low nibble contains two two-bit fields,
Hops Left 536 (bits 3 and 2) and Max Hops 837 (bits 1 and 0). These two fields
control message refransmission as explained below.

The fourth field in an insteon™ message is a two-byte Command 540,
made up of Command 1 541 and Command 2 542. The usage of this field
depends on the Message Type as explained fully below.



acknowledgement back from each device. Direct messages, also referred
to as Point-to-Point (P2P) messages, are intended for a single specific
recipient. The recipient responds to Direct messages by returning an

wclinguwdedge message. Acknowledge messages (ACK or NA)ah05/619080
messages from the recipient to thel#nitiator in response to a Direct

message. There is no acknpwledgement to a Broadcast or u
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message or part of a Group-cleanup conversation. This flag will be clear
for general Broadcast messages and Direct conversations. Now all eight

Messagené\psisfigidinam hestrumie rated ap:f il avoseaheecQRE , thrébqdit
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allows for Highly reliable, verified communications. The Insteon™ ACK/NAK
{acknowledge, non-acknowledge) closed-loop messaging protocol based on this
detection method is disclosed beiow.

FIG. 8 enumerates the meaning of the bit fields in the Message Flags byte
530 of FIG. 6 and FIG. 7. The Broadcast/NAK fiag 611 (bit 7}, the Group flag 612
{bit 6), and the ACK flag 613 (bit 5) together denote the eight possible Message
Types 610.

To fully understand the various Message Types, consider that there are four
classes of insteon™ messages: Broadcast, Group Broadcast, Direct, and
Acknowledge.

Broadcast messages contain general information with no specific
destination. They are directed to the community of devices within range.
Broadcast messages are not acknowledged.



The remaining two fields in FIG. 8, Max Hops 640 and Hops Left 630,
manage message retransmission. As disclosed above, all InsteonTM
devices are capable of repeating messages by receiving and
wietgnseaitting them. Without a mechanism for limiting the re¢mherafs/019080
times a message can be retransmittéd, an uncontrolled "data storm" of
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or not. A device will need to process Direct messages if the device is the
addressee, Group Broadcast messages if the_device is a member of th

the
group, &rfeAingr gl s SteiipbinfBnrrearidty¢diae 611 will be st
PrRRSRSRY theenfiesdern 4lnes Beoadsian frédsand fendrthe BrsaagRinessage.

in those two cases the Acknowledge flag 613 will be clear. If the Acknowledge flag
613 is sei, the message is an Acknowledge message. In that case the
Broadcast/NAK flag 611 will be set when the Acknowledge message is a NAK, and
it will be clear when the Acknowledge message is an ACK.

The Group flag 612 will be set fo indicate the message is a Group
Broadcast message or part of a Group-cleanup conversation. This flag wilf be

clear for general Broadcast messages and Direct conversations.

Now ali eight Message Types 610 can be enumerated as follows, where the
three-bit field is given in the order Bit 7, Bit 8, Bit 5. Broadcast messages are
Message Type 100. Direct (P2P) messages are 000. An ACK of a Direct
message is 001, and a NAK of a Direct message is 101. A Group Broadcast
message is 110. Group Broadcasts are followed up by a series of Group-cleanup
Direct messages 010 to each member of the group. Each recipient of a Group-



found to be a Direct or Direct Group-cleanup message in step 745, the

device sends an Acknowledge message back to the message originator

in step 750 and ends the task at step 755. If instead the message is
wioumd tesbesa Broadcast or Group Broadcast message in stepradhnes/o19080

processing resumes at step 720 to idetermine if the message should be

SRR CHGEE PRCHRH R 5 € HOH BB et e

SEIK/B5t else GreupegisdrefpbitAieltiis. tested at step 725. If there are
zero Hops Left, processing is finished at step 755, else the device
decrements the Hops Left value by one at step 730 and retransmits the

messadiit 4t 88dpir7 G T §I8echaiended Glesbage Wethid ad mekadpsad above,
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membership is stored’in a database in the device following a previous
dintnretttndasss Hedidpraibite Siandarsiersnrgss @rbdp Bebspeiaip User

message intended for all members of a given group. The Message Type

field in the Message Flags byte is set to 110 to signify a Group Broadcast
message, and the To Address field is set to the group number, which can
range fitima Getoa2aifgRekoliging the & otipMBno diges6Afessddiotieleft 630,

t i o Direct ) S ndivid

i e
sapahle pllonsgmbPeRfiegssGYHECOMNAE ARt rbaNSeRBING&gmuYVithout a

AR RS S RHRFIg GroWRralSaMRiIMEs $PoR49dh8 addieTe0aRimiRed, an

820. If Group-cleanup messages have been sent to every member of the
&Bﬁ%%‘&&%@&% St sralEsshLRaRRie MRSFARFRBCHS Rl the
GrergviceTtheoleyvibi: setshibam Message™ Tochdaliesste thafivhibewgxthe 2-bit

M e R e N R
raesBaties seanebeatatriotl Mauliie dinsdise foArerdet teok T Kasioed within range
B e AP AR VRGE Ol doviceg roceiing
dheupesragruly resyEeitd drrandingsadha Stepsdaalt igldiBptoth e Hops Left
devireiyvaie Hmaoré\akBaueiard MR @8acrements the Hops Left value by one,
then retransmits the message with the new Hops Left value. Devices that receive
a message with a Hops Left value of zero will not retransmit that message. Also, a
device that is the intended recipient of @ message will not retransmit the message,
no matter what the Hops Left value is.

Note that the designator "Max Hops" really means maximum
retransmissions aliowed. All Insteon™ messages “hop"” at least once, so the value
in the Max Hops field 640 is one less than the number of times a massage actually
hops from one device to ancther. Sincé the maximum value in this field is three,
there can be four actual hops, comprising the original transmission and three
retransmissions. Four hops can span a chain of five devices. This situation is
shown schematically in FIG. 9.

The flowchart in FIG. 10 shows how an Insteon™ device receives
messages and determines whether to retransmit them or process them. When an



from the addressee, The exact timing for this step is given below. If at step

925 an Acknowledge message is received and it contains an ACK with

the expected status, the process is finished at step 945. If at step 925 an
wlclonewdedge message is not received, or if it is not satisfastoryyad@stnwoso

Counter is tested at step 930. If thd'maximum number of retries has

lread {t ted, th fails at st 45. InsteonTM j
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Address age Flags 1020, and the CRCs 1040 and 1045
afeldsobiralieeranevdagnbtothinains1 fidhe 1080 HarsitalcoihAfiad 2

figlddsimenntainssisiersridpiesmation fes prels ebihsieian ¥resad at step 725.
Ir?gtaéonTM mess%es 1051e‘§1rough_ 1058 or 1061 throu§h1068. In the P
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Coletaisnsentbyte capsiosit ehosary iipeat pesstie Bhdbbransnmtants message
suitta le t&(ssending to all devices at once. For example, a Broadcast
cSmmand-could direct all devices to enter a system setup mode. Every
receiving device contains a database of Broadcast commands that it is

capable-gf exseuiing. INFe ﬁqsghB%q{ngiPﬂiQ{e@i RALUESSAAS H&Bages

or 1066, the two Command fields 1030 and 1035 together comprise a
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1gevice first sends a Group Broadcast message intended for all members of a given
group. The Message Type field in the Message Flags byte is set to 110 to signify
a Group Broadcast message, and the To Address field is set {o the group number,
which can range from 0 to 255. Following the Group Broadcast message the
transmitiing device sends a Direct Group-cleanup message individually o each
member of the group in its database. At step 815 the device first sets the
message To Address o that of the first member of the group, then it sends a Direct
Group-cleanup message to that addressee at step 820. If Group-cleanup
messages have been sent to every member of the group, as determined at step
825, transmission is finished at step 835. Otherwise, the device sets the message
To Address o that of the next member of the group and sends the next Group-
cleanup message to that addressee at step 820.

The flowchart in FIG, 12 shows how Direct messages can be retried
multiple times if an expected ACK is not received from the addressee. Beginning



example, a Direct command could tell a LampLincTM lamp control device
to turn on the lamp plugged into it. Every receiving device contains a
database of Direct commands that it is capable of executing. In the
wintesatseimaximum system reliability, the InsteonTM protoechvesises190s0
that Direct messages be acknowled@ed. A receiving device can issue an

acknowledgement of succ Ss%l‘ cog1mu 'cati?r%éand completion ofatastk,
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containing the same two  bytes in the Command fields 1030 and 1035 to
indRURSSUd DS BIRPERER (i SR ABRINCHRIRBA OThe remaining InsteonTM
message types are for dealing with groups of devices. Group Broadcast

messages gxis} as a performanece enhancement. While, it is true, that all
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Extended messages, and Extended messages possess a 14-byte User Data field
1070. The From Address 1010, the To Address 1018, the Message Flags 1020,
and the CRCs 1040 and 1045 are as explained above.

The Command 1 field 1030 and the Command 2 field 1035 contain different
information for each of the eight types of Insteon™ messages 1051 through 1058
or 4081 through1068. In the case of Broadcast messages 1051 or 1061, the two
fields together contain a 2-byte command chosen from a possible 65,536
commands suitable for sending to all devices at once. For example, a Broadcast
command could direct all devices 1o enter a system setup mode. Every receiving
device contains a database of Broadcast commands that it is capable of executing.

In the case of Point-to-point (Direct) messages 1056 or 10686, the two
Command fields 1030 and 1035 together comprise a 2-byte command chosen
from a possible 65,536 commands suitable for sending to a single device. For



20 Broadcast message, then following it up with individual Direct
"Group-cleanup” messages. Group Broadcast messages, shown in lines
1052 and 1062 of FIG. 13, contain a Group Number in the To Address
wihielohd0d5;and a Group Command in the Command fields £03® smos/019080
1035. During the Direct Group-clealup messages that will follow, the

G d,will b t 1 field 103
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byte, t yte in field 1035 can be a parameter or a subcommand.
@@Wﬁ%@@éd@ﬁytfbérﬁm%%éﬁm%ﬁh Hénlexpect a Direct
individually- addressed Group-cleanup message. If the recipient has

already executed the Grou %{omm (Hn field 1030, | WI|| not exe
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mess ge. In both cases t mmand 1 field 1030 will contain the same

offs- gﬁé\@ry@pbgﬁmimg@anmand fields 1030 and 1035. These response

codes are created according to a set of rules encoded in the software of the
device. For example, if a lamp dimmer receives a command to set the lamp to &
certain brightness level, issued as a Set Brightness code in the Command 1 field
1030 and the desired brightness level as one of 256 values in the Command 2 field
10385, the dimmer could respond with an ACK message containing the same two
bytes in the Command fields 1030 and 1035 fo indicate successful execution of the

command.

The remaining Insteon™ message ypes are for dealing with groups of
devices. Group Broadcast messages exist as a performance enhancement. While
it is true that all the members of a group of devices could be sent individual Direct
messages with the same command (to turn on, for exampie), it would take a
noticeable amount of time for all the messages to be transmitted in sequence. The
members of the group would not execute the command all at once, but rather in

the order received. Insteon™ soives this probiem by first sending a Group
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Group-cleanup message. The other byte in the Command 2 field 1035

will contain a one-byte ACK Status code in the case of an ACK, or a
wormeebpta2NAK Reason code in the case of a NAK. These orerasenaosso

can be a subset of the correspondffig two-byte codes used in Direct ACK

and Direct NAK message InsIeo ™ S nm.device
&Iﬁﬁﬁﬁﬂﬁié’fﬁ?ﬁﬂ%mgﬂﬂ?&’ % éd‘ﬂﬁ’ng ép \ﬂé ﬁ\%rep%w%r ng -Cleanup”
vakiagegds.the United States, powerline voltage is 110 VAC RMS,

alternating at 60 Hz. These values will be used in the disclosure that
follows, although those skilled in the art will be able to adjust the results

for othe’amw&rm@d@ahmg@ﬁ |rBawh IMipRSEd Rdcasig 1 8Bd<eisaG. 13,
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peak-to-peak into a 5 ohm load. In practice, the impedance of powerlines
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I t ter
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angs diegtizeros could be reversed as long as the interpretation is
consistent. Phase transitions only occur when a bitstream changes from a

zero to a one or from a one to a zero. A one followed by another one, or a
zero folRevipldntsaoiah@ragr Graditicaticnessappichesktiba Siionp Thigbgidn the

0{'&9«%’.&%&% ‘ﬁ%‘PcYVM% %I%Qrtﬁ‘&?gwﬁ}égﬁ?ﬁgmbemhips recorded in a
database. This database, preferably in nonvolatile memory, is estabiished during
a prior group enrofiment process. if the recipient is a member of the group being
broadcast to, it executes the command in the Command 1 field 1038. Since the
Group Command only occupies one byte, the other byte in field 1035 can be a
parameter or a subcommand.

Group Broadcast command recipients can then expect a Direct individualty-
addressed Group-cleanup message. [f the recipient has already executed the
Group Command in field 1030, it will not execute the command a second fime.
However, if the recipient missed the Group Broadcast command for any reason, it
will not have executed it, so it will execute the command after receiving the Direct

Group-cleanup message.

After receiving the Direct Group-cleanup message and executing the Group
Command, the recipient device will respond with a Group-cleanup ACK message,
or if something went wrong, a Group-cleanup NAK message. In both cases the
Command 1 field 1030 will contain the same one-byte Group Command received
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transitions of 180 degrees at the bit boundaries 1115 and 1125. Abrupt
phase transitions introduce troublesome high-frequency components into
wiheosignal's spectrum. Phase-locked detectors can have trosbieutmckingoso
such a signal. To solve this probler! InsteonTM uses a gradual phase

change to reduce the unwanted frequency compaonents. FIG, 15 shows ,
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hﬁ,{&gyg Note the smooth transitions 1115 and 1125 in the figure. All
InsteonTM powerline packets contain 24 bits, as was shown in FIG. 4.

Since a bit takes ten cycles of 131.65 KHz carrier, there are 240 cycles of
catsiRblmagigrsRan TM packet, meaning that a packet lasts 1.823
milliseconds. The powerline environment is notorious for uncontrolled

noise, especially high- amplitude spikes caused by motors, dimmers and
compacinfitiese st arvighdingmfiisicates ens imei mioved rline iy it e thighal to the

the current ep [ directi j
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1215. An InsteonT™ packet 1220 is shown at zero crossing 1210 and a
s&EIRIASteon T packet 1225 at zero crossing 1215. InsteonTM
packets begin 800 microseconds before a zero crossing and last until
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Insteon™ data is modulated onto the 131.65 KHz carrier using binary
phase-shift keying, or BPSK, chosen for reliable performance in the presence of

notse.

FIG.14 shows an insteon™ 131.65 KHz powerline carrier signal with
alternating BPSK bit modulation. Insteon™ uses ten cycles of carrier for each bit.
Bit 1 1110, interpreted as a one, begins with a positive-going carrier cycle. Bit 2
1120, interpreted as a zero, begins with a negative-going carrier cycle. Bit 3 1130,
begins with a positive-going carrier cycle, so it is interpreted as a one. Note that
the sense of the bit interpretations is arbitrary. That is, cnhes and zeros couid be
reversed as long as the interpretation is consistent. Phase transitions only occur
when a bitstream changes from a zero to a one or from a one {0 a zero. A one
foliowed by another one, or a zero foliowed by another zero, will not cause a phase
transition. This type of coding is known as NRZ, or non-return to zero.
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and lasting about 1000 microseconds. A burst followed by no burst
signifies a one bit and no burst followed by a burst signifies a zero bit. An
wlOoenessage begins with two bursts in a row followed by amreusitposie19080
followed by nine data bits. FIG. 16 8hows two X10 bursts 1230 and 1235
at the two zero crossings 1210 and 1215. Note that the X10 specification
also calls for two. additional bursts one-third and two-thirds of the way

through Ehaf-eesADbREPheRR depslinaceftip svgresstas the bit boundaries
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receiving an InsteonTM packet but that there is an X10 burst present, the

Insteon Mgresiveuile MBSt QoneMR SRR HSteR (phaGamplateEo,

ggessa e over the next 11 powerline cycles. If the InsteonTM device

DR ARRER Wity &h TndiBariir sricre therriprem4f Gicles of carrier in
ansresiedVMpedeeatnrheatiigiehdios ¥aékentidtsreceivesihssdsstef the

A R RV PR A i
Fetpiivsiaisediemncaissd hicrotersoriisrzesitititecompact fluorescent lighting.
This noise is minimal during the time that the current on the powerline reverses
direction, a time known as the powerline zero crossing. Therefore, Insteon™
packets are transmitted near the zero crossing, as shown in FIG. 16.

FIG. 16 shows a singie powerline cycle 1265, which possesses two zero
crossings 1210 and 1215. An Insteon™ packet 1220 is shown at zero crossing
1210 and a second Insteon™ packet 1225 at zero crossing 1215. Insteon™
packets begin 800 microseconds before a zero crossing and last until 1023
microseconds after the zero crossing.

FIG. 16 also shows how X10 signals are applied to the powerline. X10is
the signaling method used by many devices already deployed around the world.
Interoperability with X10 is a major feature of Insteon™ devices. Insteon™
devices can receive X10 signals, send X10 signals, and boost X10 signals. The
X10 signal uses a burst of approximately 120 cycies of 120 KHz carrier beginning



InsteonTM receiver is implemented in software. Because X10 receivers
perform WO 2006/065275 PCT/US2005/019080 24 better with stronger
signals, but are relatively insensitive to exact signal timing, overall X10

wieetosmanee is improved by X10 signal boosting even if thep$tabigig 19080
are late. InsteonTM devices implenténted using substantially more signal
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pencHireppgreh a5 HagemeETivhedG2hmimmwzecorate sding thd 340 aftessing.
each Extended packet before sending another packet. InsteonTM
Standard messages contain 120 raw data bits and require six zero
crossindBsiersd rifideed Agbiny s camikiditadiimeskh s d<ientathioean
'gMéteon™ signal beginning 800 microseconds before the zero crossing. Insteon™
receivers implemented in software can be very sensitive, but at the cost of having
to receive a substantial portion of a packet before being able to validate that a true
Insteon™ packet is being received. Reliabie validation may not occur until as
much as 450 microseconds after the zero crossing, although an Insteon™ device
will still begin listening for a possible X10 burst right at the zero crossing. if at the
450-microsecond mark the Insteon™ receiver validates that it is not receiving an
Insteon™ packet but that there is an X10 burst present, the insteon™ receiver will
switch to X10 mode and listen for a complete X10 message over the next 11
powerline cycles. If the Insteon™ device detects that it is receiving an Insteon™
packet, it will remain in Insteon™ mode and not listen for X10 until it receives the

rest of the compleie Insteon™ message.

Optionally, an Insteon™ device can boost an X10 signal by retransmitting it,
although X10 bursts will be retransmitted up to 450 microseconds late if the
insteon™ receiver is implemented in software. Because X10 receivers perform



data bits and require thirteen zero crossings, or 108.33 milliseconds to
send. Therefore, the actual raw bitrate for InsteonTM is 2400 bits per
second for Standard WO 2006/065275 PCT/US2005/019080 25

woessages;or 2437 bits per second for Extended messagespinsteashgbingo
2880 bits per second it would be w#hout waiting for the extra zero

crossings, InsteonTM ndggcé mess s cqntain 9 bytes (72
CRERRE A PORCRb STy R e EsR R i iRl tring,
rmssaigﬂ(ﬂ%ﬁxfmﬁesaﬁxmde@rmedsagw Caiga Badyyies 184 bitisg 0f10 bursts

usab S data using the same criteria. Therefore, the bitrates for usable
RELE are “further reduced to 1440 bits per second for Standard messages
and 1698 bits per second for Extended messages. If one only counts the
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bitrate is 1034 bits per second. RF InsteonTM devices ¢an send
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for unlicensed operation in the United States. Each bit is Manchester
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followed_by a zero-symbol deS|gnates a one-bit, and a zero-symbol
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RERsENcS, Sbwllp@nthaiResBned bitrate for Insteon™ is 2880 bits per second, 48
times faster than X10.

In practice, Insteon™ waits for one or two additional zero crossings after
sending a message to allow time for potential retransmission of the message by
Insteon™ RF devices. FIG.17 shows a series of five-packet Standard Insteon™
messages 1310 being sent on the powerline signal 1305. Insteon™ waits for one
zero crossing 1320 after each Standard packet before sending another packet.
FIG. 18 shows a series of eleven-packet Extended Insteon™ messages 1330
being sent on the powerline signal 1305. insteon™ waits for two zero crossings

1340 after each Extended packet before sending another packet.

Insteon™ Standard messages contain 120 raw data bits and require six
zero crossings, or 50 milliseconds to send. Extended messages contain 264 raw
data bits and require thirteen zero crossings, or 108.33 milliseconds to send.
Therefore, the actual raw bitrate for insteon™ is 2400 bits per second for Standard



energy absorbers. InsteonTM devices transmit data with the

most-significant bit sent first. Referring to FIG. 5, RF messages begin

with two sync bytes 411 or 421 WO 2006/065275 PCT/US2005/019080
w26e@mnpiising AAAA in hexadecimal, followed by a start code bytesbi®©oso

422 of C3 in hexadecimal. Ten dat&bytes 413 follow in Standard

mMessages, of Memtyabper@ata:gyt&a &&%ﬁgsat%m@geedwiﬁ@@dd&gﬁ%ao
te in.a message.is a CRC. overt ta bytes as disclosed above.
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11.250 milliseconds to send a 216-bit Extended message. Zero crossings
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message can be sent during oné powerline half-Cycle an xten
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The larger the number of retransmissions, however, the longer the

message will takeT o complete. There is a specific pattern of
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RE&FG@REdged. The entire process of communicating an InsteonTM
Message, which may involve retransmissions and

FIG. 18 gives the specifications for insteon™ RF signaling. The center
frequency lies in the band 902 to 924 MMz, which is permitied for unlicensed
operation in the United States. Each bit is Manchester encoded, meaning that two
symbols are sent for each bit. A one-symbol followed by a zero-symbo! designhates
a one-bit, and a zero-symbol followed by a one-symbol designates a zero-bit,
Symbols are modulated onta the carrier using frequency-shift keying (FSK), where
a zero-symbol modulates the carrier half the FSK deviation frequency downward
and a one-symbol modulates the carrier half the FSK deviation frequency upward.
The FSK deviation frequency chosen for Insteon™ is 64 KHz. Symbois are
modulated onto the carrier at 38,400 symbols per second, resulting in a raw data
rata of half that, or 19,200 bits per second. The typical range for free-space
reception is 150 feet, which is reduced in the presence of walls and other RF
energy absorbers.

Insteon™ devices transmit data with the most-significant bit sent first,
Referring to FIG. 5, RF messages begin with two sync byles 411 or 421



acknowledgements, will occur over integer multiples of timeslots. WO
2006/065275 PCT/US2005/019080 27 Example 1, 1401, the simplest,
shows a Broadcast message with no retransmissions. The T indicates

wibabdhesSerder has originated and transmitted a single megsaga:dfigi@oso
is no acknowledgement that intendeé recipients have heard the message.

The message requires one timeslat of six ar thirteen powerline zero
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and then retransmits it in the next timeslot as indicated by the R. Up to

three retransmissions are possible with a message. Example 3, 1403

shows theafsrsPesbionleamomHEdoRRIE AN B SRNtaiANseres.ang 11.250

thipRERBRBHENG Havice S TeXaNblesd Rsswuiassdhal thertrnaedieiyenrthe
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when the Sender finds that the message is confirmed. When Max Hops is
set to one, a Direct message propagates as shown in Example 5, 1405.

Reneatem el gl Remirratissimoriginal Direct message and the
acknowledgement from the Recipient. If Max Hops is set to one, but no

retransmission is needed because the Recipient is within range of the
Senderimedsade sitroves shahityinitarsigers™ MESafmg \Wototwe includes

e e T ey el
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RA8SW8e can be retransmitted a maximum of three times. The larger the number

of retransmissions, however, the longer the message will take to complete.

There is a specific pattern of fransmissions, retransmissions and
acknowledgements that occurs when an Insteon™ Message is sent, as shown in
FIG. 20. An Insteon™ Message on the powerline occupies either six or thirteen
zero crossing periods, depending on whether the message is Standard or
Extended. This message transmission time, six or thirteen powerline half-cycies,

is called a timeslot in the following discussion.

During a single timeslot, such as 1420, an Insteon™ Message can be
transmitted, retransmitted, or acknowledged. The entire process of communicating
an insteon™ Message, which may invoive retransmissions and

acknowledgements, will occur over integer multipies of timeslots.



that a repeating device will be retransmitting the Sender's message.

Repeater | is WO 2006/065275 PCT/US2005/019080 28 shown doing

just that in the example, although the Recipient would still have to wait
wevandhrzrepeaters were present. Only when all of the possibiens2ees/e19080

retransmissions of the Sender's me¥sage are complete, can the Recipient
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ax Hops timeslots have occurred after the message was originated
before it is free to send its own message. If devices did not wait, they

would jaxaeaeh DthaopystendingBldiaiesitressagrsviitihe Manediseesiohe.
A device can calculate how m?s?}/ timeslots have passed prior to recgeivin
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can monitor X10 message traffic and thereby calculate when an X10
command will finish being sent. By waiting_until preexisting message

Al g
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that may have been waiting for message traffic to complete an

OPPOTtyPHY A% IIRIBH traRd R e PRt BIOdInt-to-point) message, it expects an
acknowledgement from the Recipient. Example 4, 1404, shows what happens if
the Max Hops value is zero. The A designates the timeslot in which the Recipient
acknowiedges receipt of the Direct message. The C shows the timesiot when the
Sender finds that the message is confirmed.

When Max Hops is set to one, a Direct message propagates as shown in
Example 5, 1405. Repeater 1 will retransmit both the original Direct message and
the acknowledgement from the Recipient.

if Max Hops is set to one, but no retransmission is needed because the
Recipient is within range of the Sender, messages flow as shown in Example 6,
1406. The W in the Sender and Recipient rows indicates a wait. The Recipient
immediately hears the Sender since it is within range. However, the Recipient
must wait one timeslot before sending its acknowledgement, because it is possible
that a repeating device will be retransmitting the Sender's message. Repeater 1 is



device from monopolizing the channel with a long series of its own
messages. InsteonT™ Simulcasting WO 2006/065275
PCT/US2005/019080 29 By following the above rules for message
woro@agaiion, InsteonTM systems achieve a marked increase itfmos/o19080
reliability of communications. The ré&son is that multiple insteonTM
devices can transmit the same message at the same time within, a Elven
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thphwerig i%'&@ﬁ?hmﬁﬁ%tﬂéf%ﬁi%ﬁigﬁlﬁgeciﬁ%ﬁ@%ﬁﬁﬂﬁ%'BéWeﬂTﬁBe timesiot. A
%ﬁl@é&&ﬁ!&%ﬂ@t@a}wh@%fhﬂmqw@mwi@tbdméhget&ﬁea@-:&%fg a
microsec ration of an Inste c en if the phases o
TIFRSATRPY RUERUOR S EA1Ces TR OURB IR AN Fe e LR aaes o the
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even in the worst-case transient phase relationship. InsteonTM receivers
have a wide dynamic range, from millivolts to five volts or so, which will

allow tiisnmenitatksigsteorVemassney teafbadnponail dadgrmomoetermine
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Rather, the Pro ability that the sum of all the signals will
message will be completed according to the above protocol. Similarly, Insteon™

devices can monitor X10 message traffic and thereby. calculate when an X10
command will finish being sent. By waiting until preexisting message traffic is
finished before transmitting, Insteon™ devices that wish to originate a message
can avoid possible jamming of any Insteon™ or X10 communications already in
progress. This form of listen-before-talk is called “politeness.”

Politeness is further extended if an Insteon™ device wishes to send more
than one message in a row. In that case, the device waits one additional
powerline zero crossing period before initiating a follow-on message. The
additional time gives other insteon™ devices that may have been waiting for
message traffic to complete an cpportunity to transmit, and prevents a single
device from monopolizing the channel with a long series of its own messages.

Insteon™ Simulcasting



increase in signal strength becomes much greater. The InsteonTM

powerline carrier is modulated using binary phase-shift keying (BPSK),

meaning that receivers are looking for 180-degree phase shifts in the
wentoigrsaxietect changes in a string of bits from a one to a z&are/0%200s/019086

vice-versa. WO 2006/065275 PCT/23S2005/019080 30 Multiple

transmitters, regardless of the absolute phase of their carriers, will

produce signals whose sum still possesses 180-degree phase reversals at

bit- chapgéohowiiiptirsasovengies fheirasiatiecpcapigafiequastses T systems

not shift more,than a few degrees over. cket time. Of course, bi .
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signal is canceled. As with powerline, for a cancellation to occur, two
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the same. Perfect cancellation is practically impossible to obtain, |
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generate the powerline carrier frequency of 131.65 KHz run independently of each
other with a frequency tolerance of a few tenths of a percent. Phase relationships
among multiple powerline carriers therefore will drift, although slowly with respect
to the 1823 microsecond duration of an insteon™ packet. Even if the phases of
two transmitters happened to cancel, it is very unlikely that the amplitudes would
also be equal, so a receiver wouid very likely still see some signal even in ihé
worst-case fransient phase relationship. Insteon™ receivers have a wide dynamic
range, from millivolts to five volts or so, which will allow them to track signals even
if they fade temporarily. Adding more transmitters reduces the probability of signal
cancellation even more. Rather, the probability that the sum of all the signals will
increase in signal strength becomes much greater.

The Insteon™ powerline carrier is modulated using binary phase-shift
keying (BPSK), meaning that receivers are looking for 180-degree phase shifts in
the carrier to detect changes in a string of bits from a one to a zero or vice-versa.



devices that do repeat RF messages are attached to the powerline, so
most of them will not be moved around after initial setup. During setup,
RF devices can be located, and their antennas adjusted, so that no signal
weanoeliadion occurs. With the location of the transmitters fixech/iso0s/019080
non-canceling configuration will be 3tnaintained indefinitely. WO
2006/065275 PCT/US2005/019080 31 InsteonTM RF devices attached. to
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Engine comprises hardware and firmware that enable InsteonTM devices

to send and receive InsteonTM messages. FIG. 21 shows the overall flow

of inforindféatierotiyigie insteen T eweiliee KepsbiesGinideestiog the same
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processes the raw signal and converts it into a digital bitstream. Message
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message using control flags 1555. The message transmitter firmware
1Bactispiydnqasie to obtain. In general, two co-located carriers on the same

frequency with random phase relationships and the same antenna polarization will
sum to a power level greater than that of just one transmitter only 67% of the time.
As one of the transmitters is moved away from a receiver, the probability of
cancellation drops further. As the number of fransmitters increases, the probability
of cancellation becomes nearly zero.

Mobile Insteon™ RF devices, such as handheld controllers, are battery
operated. To conserve power, mobile devices are not configured as RF repeaters,
but only as message originators, so simuicasting is not an issue. Insteon™
devices that do repeat RF messages are attached to the poweriine, so most of
them will not be moved around after initial setup. During setup, RF devices can be
located, and their antennas adjusted, so that no signal cancellation occurs. With
the location of the transmitters fixed, the non-canceling configuration will be
maintained indefinitely.



message into a raw bitstream, which it feeds to the transmitter section of
the modem 1535. The modem transmitter sends the bitstream as a
powerline or RF signal 1530. InsteonTM Engine Powerline Interface WO

w2 eE2E5 PCT/US2005/019080 32 The message transmdtianshbdddh ofoso
FIG. 21 is given in greater detail in F1G. 22, which shows how the

InsteonTM Engiine sends an InsteonT" Message on the rgowerline. An
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gradually over one carrier period as disclosed in conjunction with FIG.15.
Finally, the modulated carrier signal is applied to the powerline by the
nsdean {fhRegin®ircuitry 1535 of FIG. 21. The message receiver 1520 of
FIG. 21 is given in greater detail in FIG. 23, which shows how the
InsteonTM Engine receives InsteonTM messages from the powerline.

The motBfIRSIRA0E CrBGIRG $RTHTI9S GABWERR AROASINESJnat SRabie
Povtedine ajagitrenséasersibmio e digitin statan Strecendhae sheFiBnasddws the
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-sigmna Canmrhiireepanvesiingliandéiadsiobigsal ontydftoningriotsinaid tleprocesses
PRAYELIDNG GHENARTESVYEE 1 into a digital bitstream. Message receiver firmware
1520 processes the bitstream as required and places the message payioad data
into a buffer 1525 which is available to the application running on the Insteon™
device. The message controller 15850 tells the application that data is available

using control flags 1555.

To send an insteon™ Message, the application places message data in a
buffer 1545, then tells the message controlier 1550 to send the message using
control flags 1555. The message transmitter firmware 1548 processes the
message into a raw bitstream, which it feeds to the transmitter section of the
modem 1535. The modem transmitter sends the bifstream as a powerline or RF
signal 1530.

Insteon™ Engine Powerline Interface



energy noise spikes or other noise of its own. Therefore, in a preferred
embodiment, a Costas phase-locked loop (PLL) 1720, implemented in
firmware, is used to find the BPSK InsteonTM signal within the noise.
woastasditdss, well known in the art, phase-lock to a signal lpothrinzpimsecss
and in quadrature. The phase-lock 3detector 1725 provides one input to

the window timer 1745, which al ' . ing signal 1750

and an VBRSBTS BN 8 ek B B hRI Ty St 7 FIC.
codeviRie stesviy ABWMHE RRO6MO6S K PE FAN82005/016060" BReY¥hgthen the

it is phase-locked , the Costas.PLL 1720 t it sync, .
SRR 2 TR e S A e e R R 0618 R vishes
e gemingxafiedparite: S0t bhdputsdbeniessasodsts ethpltragsmit buffer
;f@ﬁ.e&%&% 5@%&%@4@%&%}1&9@%%@%@t@eﬁyfffdggm%;%ﬁéssage

he start code detector 1740 looks for the start code following the sync

Blsseting appienii alersentes Haok théGvid s W anserh o rafier i8fapacketizes
pndonaqEhawindawiHmaiuliiexseiessinepihaac\sliddnsteerdicode from

Carein TR AR LS S pHelosae e R o
ifdscad§Bsioolt (Figdetentomiirititbad 8dGndha tradichsertgedataiis Brdated out of
' ind i I 7 I
e eA R s s daer [t B R e iea o
tbgi bitstreagchinmwukipereO 138 ige heflestnge. imHedastiprekoheiisr
Lhessisuires Bhstneaf Ol AR ANl Puilds-upiths daifp A8 TBcRed out in
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and also its complement, 3C hexadecimal. If it finds the complement, the

PLL is locked in o L
The message receiver 1520 of FIG. 21 is given in greater detail in FIG. 23,

which shows how the Insteon™ Engine receives Insteon™ messages from the
powerline. The modem receive circuitry 1515 of FIG. 21 conditions the signal on
the poweriine and transforms it into a digital data stream that the firmware in FiG.
23 processes to retrieve Insteon™ messages. Raw data 1710 from the powerline
is typically very noisy, because the received Insteon™ signal can have an
amplitude as low as a only few millivolts, and the poweriine often carries high-
energy noise spikes or other noise of its own. Therefore, in a preferred
embodiment, a Costas phase-locked loop (PLL) 1720, implemented in firmware, is
used to find the BPSK insteon™ signal within the noise. Costas PLLs, well known
in the art, phase-lock to a signal both in phase and in quadrature. The phase-lock
detector 1725 provides one input to the window timer 1745, which also receives a
zero crossing signal 1750 and an indication that a start code in a packet has been
found by start code detector 1740.



antiphase and the data bits are inverted. A signal from the start code
detector 1740 tells the data complementer 1770 whether to un-invert the
data or not. The CRC checker 1775 computes a CRC on the received
waeteandTempares it to the CRC in the received message At tieszenaicinso
the CRC OK flag 1780 is set. Data #om the complementer 1770 flows into
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?ﬁaveﬁ\ﬂs@r&as &ﬁﬁ%ﬁs msgageutbm lostezsade aasbkoawedgement to the
slave at step 1826. The slave sends the data in the message to the host

in step 1828 and the host
Costas PLLs have a phase ambiguity of 180 degrees, since they can lock to a

signal equally well in phase or antiphase. Therefore, the detected data from PLL
1720 may be inverted from its true sense. The start code detector 1740 resolves
the ambiguity by looking for the true start code, C3 hexadecimal, and also its
complement, 3C hexadecimal. If it finds the compiement, the PLL is iocked in
antiphase and the data bits are inverted. A signal from the start code detector
1740 tells the data complementer 1770 whether to un-invert the data or not. The
CRC checker 1775 computes a CRC on the received data and compares it to the
CRC in the received message. If they match, the CRC OK flag 1780 is set.

Data from the complementer 1770 flows into an application buffer, not
shown, via path 1785. The application will have received a vaiid message when

the HaveMsg flag 1765 and the CRC OK flag 1780 are both set.

insteon™ Engine RF Interface



continues processing in step 1830. The slave MCU on the RF daughter

board 1850 handles its tasks as shown in the flowchart on the right side

of FIG. 24. The slave MCU periodically checks its RS232 receive buffer at
wsiepnd/8&2f0r commands from the host. At step 1854, if thepglans finsisiooso

that it has received a command frof# the host to transmit an RF message
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ain. If, however, the slave MCU has received a valid RF message, it
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hest s saaoR 92 secsivaitbatiaiel agstept 18G6I04besvdle host sends an
acknowledgement, the slave sends the data in the message to the host in

step 1868, then resumes its polling loop at step 1852. FIG. 25 shows in
greatewmm!hmnﬁm@(@m@é e gampgbsdwahi Gtanees tartrBfsmit an
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iRnssohcammanbisiing SAYRMEEKeD HerRE deughierbaaicsien 1814, then
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sends the messaé;e data to the slave MCU 1925 via RS232 serial

Sl MALLEdRe 0o 5 PR RS IRRS B8 - WBendbesRVR MG R fardy. the
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start code from generator 1930 at nning F mess
APl LR L e Fre B P B RS GG other
vpemtitssiad ategdd@® data is shifted out of FIFO 1915, a CRC generator
1930 calculates the CRC byte, which is appended to the bitstream by
multiplexer 1935 as the last byte of the message. The bitstream is

buffereticigeskiit A8yiStErmesaaaasd e REgBIRES VRE Histhass exeeytes the
LaRsedline BB ARRIYeIt IeASHEES . aMhe host checks its RS232 receive buffer at

step 1824 to see if the slave has nofified it that an RF message Is available. If not,
the host continues with other processing at step 1830, but if there is an RF
message the host sends an acknowledgement to the slave at step 1826. The
slave sends the data in the message to the host in step 1828 and the host
continues processing in step 1830.

The slave MCU on the RF daughter board 1850 handles its tasks as shown
in the fiowchart on the right side of FIG. 24. The slave MCU periodically checks its
R8232 receive buffer at step 1852 for commands from the host. At step 1854, if
the slave finds that it has received a command from the host to transmit an RF
message, it acknowledges the command at step 1858, receives the message data
from the host at step 1858, and then composes the RF message and transmits it at
step 1859.



RF carrier, translates the bits in the message into Manchester-encoded
symbols, FM modulates the carrier with the symbol stream, and transmits
the resulting RF signal using antenna 1960. In a preferred embodiment,
wihhecBFdsarssceiver 1955 is a single-chip hardware device ardrtiie2otherseso
blocks in the figure are implemente# in firmware running on the slave

MCU 1925, FIG. ' i he slav: '
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HaveMsg flag™ 2055 and the CRC OK flag 2045 are both set, the message

dRfa RaERIpiolRved ndaiR SitedRHRE2SS BErhindRtaseds Eodransmit

PrRfgsrert €91bagitRe heditadd i Hians eRiNRI2O S sRFRNgE S Npd ROy erator

d%'ﬁ? c?a?guigseg tiri%%rg}-%l%sy{g,tbv%ich is appended to the bitstream by multiplexer
1935 as the last byte of the message. The bitstream s buffered in a shift register
1940 and clocked out to the RF transceiver 1855, The transceiver generates an
RF carrier, translates the bits in the message into Manchester-encoded symbols,
FM modulates the carrier with the symbol stream, and fransmits the resulting RF
signal using antenna 1960. in a preferred embodiment, the RF transceiver 1955 is
a single-chip hardware device and the other blocks in the figure are implemented

in firmware running on the slave MCU 1925.

FIG. 26 shows in greater detail how the slave MCU receives an RF
message at step 1860 of FIG. 24. The steps are similar to those for receiving
powerline messages given in FIG. 23, except that RF messages are sent all at
once in a single packet. In FIG. 26 the RF transceiver 2015 receives an RF
transmission from antenna 2010 and FM demodulates it to recover the baseband
Manchester symbols. The sync bits at the beginning of the message allow the



figure are implemented in firmware running on the slave MCU 2065.
InsteonTA9 Hardware FIG. 27 is a block diagram of the hardware circuitry
comprising a typical InsteonTM device. In a preferred embodiment,
wioateendsdevices comprise a main circuit board 2110 withrarvopiionadooss
daughter board 2120. Typical daugbter boards 2120 provide InsteonTM
devices with additional capabilities %addln%communlcatlons mgrfaces
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RENVEISEMVEE 815 is a single-chip hardware device and the other biocks in the
figure are implemented in firmware running on the slave MCU 2065.

insieon™ Hardware

FIG. 27 is a block diagram of the hardware circuitry comprising a typical
insteon™ device. In a preferred embodiment, Insteon™ devices comprise a main
circuit board 2110 with an optional daughter board 2120. Typical daughter boards
2120 provide Insteon™ devices with additional capabilities by adding
communications interfaces of various types. Main boards and daughter boards
communicate using a serial RS232 protocol 2130 at TTL logic levels.

An Insteon™ main board connects to the powerline by means of the device
in which it is installed, either by being plugged in or hardwired. The power supply
2140 derives energy from the powerline and conditions it suitably to power the
logic and communications hardware on the main and optional daughter boards.



triac turns on but the lamp's switch is off, the load control module can
sense the problem so that the InsteonTM device can display or send an
appropriate error message. The user interface module_2169 can vary
wdepesidiszyon the type of device the main board 2;10 is bmpmmm:smwoso
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MCU 2315 connected to a Universal Seri

1535 3uRS SR edases swaieh is off, the load control module can sense the

problem so that the Insteon™ device can display or send an appropriate error
message.

The user interface module 2160 can vary depending on the type of device
the main board 2110 is built into. In simpie cases, such as a SwitchLinc™ device,
which looks like a wall switch and is wired into an electrical junction box, two
momentary-contact switches under a plastic contro! paddie detect user input. One
switch makes contact when the user pushesAthe top of the paddle, and the other
makes contact when the user pushes the bottom of the paddle. Such a device will
typically have one or more light-emitting diodes (LEDs) to indicate the status of the
load under control, or to guide the user through a setup procedure. Many
Insteon™ devices use white LEDs for this purpose, with optional colored filters to
allow users 1o customize the color displayed by the LEDs. User-control over the
brightness of the LEDs is another feature often incorporated into Insteon™
devices, typically accomplished by duty-cycle modulating an LED's power.



comprises its own slave MCU 2322 with an on-chip USB interface, a
realtime clock (RTC) 2324, and additional non-volatile random-access
memory (NVRAM) 2326. The slave MCU 2322 communicates with the
WaoosinbGi172315 using serial RS232 2330. The RTC and th@ MR ANF/arenso
connected to the host MCU via an 22C bus 2335. The USB interface
2328 enables InsteonT™ devices to interface with any other equipment
that has a USB port. FIG. 30 shows an InsteonTM main board 2410 with
an MCW/i2ud slabarasettnsteonl Redgesdzaninesboste AePlRy SHshms a

the RRAP2ROBILERINPHERS AN RS 32HIREINEE  va5 24 22 b arieyvRl may be

converter 2423, a realtime clock (RTC) 2424, and additional non-volatile
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fntaer% @Brso %%%’Y%ﬁjﬁ augﬁ;‘ bo 520, which allows InsteonTM
deV|ces to communicate with a local-area network (LAN) or the Internet.

The IP bard2320wRasiis QuehsianeaM Ghbrd 22 1AIRGA MNaoYe §18stnected
Configuration Protocol B%DHCS%C“em an Address Resolution Protocol
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Devices InsteonTM technology can be built into many different kinds of
equipment, and it can interface with all kinds of non-InsteonTM

equipmEHBVRP chowrarcirieen Btigwis begpli@aidhyitbran MCU 2315 connected
IRsteomiMrenadied as Nl e R S dVRrSSo AP 285 . IRl RRPICARODSB board

includes (1) home manag@ment incorporating sensars, heating ventilating

FRITRFsEh HRiBHIn §lauUY MO ZodRa San@qfﬁapéﬁga interface, a realtime clock
(RTC) 2324, and additional non-volatile random-access memory (NVRAM) 2326.

The slave MCU 2322 communicates with the host MCU 2315 using serial RS232
2330. The RTC and the NVRAM are connected to the host MCU via an 12C bus
2335. Thé USB interface 2328 enables insteon™ devices to interface with any
other equipment that has a USB port.

FIG. 30 shows an insteon™ main board 2410 with an MCU 2415 connected
to an RS232 daughter board 2420. As shown, the R5232 board comprises an
RS232 Transceiver 2422 with a level converter 2423, a realtime clock (RTC) 2424,
and additional non-volatile random-access memory (NVRAM) 2426. The RTC and
the NVRAM are connected to the host MCU via an 12C bus 2435. The host MCU
2415 connects via the RS232 serial link 2430 to the RS232 interface 2428, thus
enabling Insteon™ devices to interface with any other equipment that has an
RS232 port.



security; (2) audio/video (AN) remote control, with tie-ins to home
management; (3) energy management; (4) remote monitoring via the
Internet; and (5) interoperation with voice recognition and response,
wenrnerasszmid other sensing modalities. Products that can bedmpsenead 19080
using InsteonTM technology includé’1) electrical devices such as plug-in
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allows local networks of InsteonTM devices to interact with remote

processes. An infrastructure of low-cost, reliable devices capable of being

up§tgaed" ePiratirRe A MBYERTan be used in so many different ways

that it is not possible to foresee them all. An initial set of devices

incorporating InsteonTM technology, is given here. EIG. 32 shows.a .
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light guides 2620 and 2630 are illuminated by white LEDs underneath.

The lighi guides RSP, sAEYERY MLRBES O HBREThSRIIEREIAERBorating

color seen by the user can be o ) o
sensors, heating ventilating and air-conditioning (HVAC), appliances, lighting, and

security; (2) audio/video (A/V) remote control, with tie-ins to home management;
(3) energy management; (4) remote monitoring via the Internet; and (5)
interoperation with voice recognition and response, cameras and other sensing
modalities.

Products that can be improved using Insteon™ technology include (1)
electrical devices such as plug-in or wire-in dimmers, switches, or outlets, {2)
home appliances; {3} annunciators, thermostats, access controllers; (4) pool/spa
and irrigation controliers; (5) environmental, device status, motion, room
occupancy, or contact sensors; and (6) PC, touchscreen, keypad, handheld, or

keyfob controllers.

Using bridges to other networking standards, Insteon™ devices can
interoperate with other devices communicating using Wiki (IEEE 802.11),
BlueTooth, ZigBee, ZWave, HomePlug, HomeRF, Intelion, Echelon, CEBus, or
other future technology.



changed. Item 2650 is a combined LED light guide, momentary

pushbutton switch, and pullout airgap switch. Holding it down puts the

device into a setup mode, or pulling it out disables the device by
wdiscomeseting it from the powerline. FIG. 33 shows an instepaT/ifsci@gicesose

2710 that wires into a junction box ## place of a wall switch. It has eight

pushbuttons 2720, which are illuminated from behind by white LEDs that

can be filtered to be any color. Transparent legends, printable by a laser

printer, pandbeglactthitebind thevimatonina@iabastbemdavice itemigy BB B,

S h r i inEG, 3 lugj
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connection for appropriate internal InsteonTM daughter boards. The item

288 SRAREHY bRt RIS 58! iRGHossDh RRECES. \WRYISBD EIJBISS 78! With
PlefibtS 20664049950 i FSBtusb oMoR-pbigindnatte aelcde\iapa2Hd 0f being

like that of FIG..34, except that jt supports an, internal RFI? hter board. . .. .
RIPSFRBRH 258 AL A ST b T B e et t s
boatgossiels rafotessedhemnalithe articulated antenna to achieve best
performance. FIG. 36 shows a pushbutton controller 3010 with

pushbuttons 3020. Laser- printable legends can be placed behind
transpardhinstia B30 eevites romateHnaieions ™ ol solesyis\gies here.
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3110 with substantjally more buttons 3120. Cover 3130, when closed

cBoHRTPeRRE S P R ASRC TR M g PRIRG, RRDRN{RRaYshbutton
indeffssaiiRighesaser, Bimitadtid B840 bRtCe SfuttHeoBBIsteopatarsnap out so that

R SRR ) SRR Pl oo
meonb2 BBdhaccol coiivatanbbyptibitalhEREcktit erBer 8R40 s dighleguititittameb e
u?&;géf‘acggbgl%&@é@rs%?@ﬁpaer&#&a%m@heecaﬁﬁds&éw59%%@% 3B

311
changed. ltem 2650 is a combined LED light guide, momentary pushbutton

switch, and pullout airgap switch. Holding it down puts the device into a setup
mode, or pulling it out disables the device by disconnecting it from the powerline.

FIG. 33 shows an insteon™ device 2710 that wires into a junction box in
place of a wall switch. It has eight pushbuttons 2720, which are illuminated from
behind by white LEDs that can be filtered to be any color. Transparent legends,
printable by a laser printer, can be placed behind the buttons to label them. The
item 2750 serves the same purpose as item 2650 in FIG. 32.

FIG. 34 shows a plugin Insteon™ davice 2810 that can be configured as a
dimmer or a relay switch. The appliance being controlled plugs into outlet 2820,
An optional connector 2830 can be configured to provide a USB, R8232, or
Ethernet connection for appropriate internal insteon™ daughter boards. The item
2850 serves the same purpose as item 2850 in FIG. 32.



of the controllers in FIG. 36, FIG. 37 or FIG. 38. One snap-on back allows

the controller to be used as a freestanding desktop unit. Another snap-on

back can convert the controller to a wall-mount unit. Usage of InsteonT™
widessagesOne skilled in the art will recognize that InsteonTi Messagngso

technology can be used in many different ways in many kinds of devices.

To utilizg, the full set of possible InsteonTM Me . i in FJG.
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reasons. InsteonTM devices are individually preassigned a
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compiled in trings and downloaded into devices using Extended
rrf%rs]g{é%%s’sir erlg‘é;?g ro‘ﬁ’rﬁIa@e&"sgI p%sgﬁ?ebﬁﬁé'r-interfaces that

programmers can implement on InsteonTM devices. The following

example:dl £/ aoARCHBRTa YRR SN E AN BRIRRLERIATIENI 10 with

firmware. Consider the case where a user wishes a switch module, such

asupRiestsivom Guitons S E8P SiavRs AR bRRIdesed cRoxsSralrufeight of

His 2AHORsUBSVIaRtd REsTWiIeh, leed WritaednpierntMcamidrass O8PRRE to that
Iaargggr({o?#le A has address 000054, and lamp module B has address ‘
0 o (oF

this example, all numbers are given in hexadecimal. For the
switch to control the lamp modules, there must be firmware in the devices

that enahies {Belp J9. n“%?Qo%smb??r?fﬁ&éro&l%%%r%@%é\%ﬂ%”tog%iisggen |

firmware mlgi% respon% to a Séries Of Insteon essages sent
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deyices MaRSEIGRE B ERG RERHSNSIHERBRADIEHTY SRS ASHIR Bdlitional
et roodbank. © manualy

Different snap-on backs can be used with the bodies 3010, 3110 and 3210
of the controllers in FIG. 36, FIG. 37 or FIG. 38. One snap-on back aliows the
controller to be used as a freestanding desktop unit. Another snap-on back can
convert the controller to a wall-mount unit.

Usage of Insteon™ Messages

One skilled in the art will recognize that Insteon™ Messaging technology
can be used in many different ways in many kinds of devices. To utilize the full set
of possible Insteon™ Message types given in FIG. 13, devices must share a
common set of specific, preassigned number values for the one- and two-byte
commands, two-byte device types/subtypes, one- or two-byte ACK statuses, and
one- or two-byte NAK reasons. Insteon™ devices are individually preassigned a
three-byte Address at the time of manufacture.



accomplish the above group enrollment might be the following. First, the
user would press and hold the Setup button 2650 on the switch module of
FIG. 32. The switch module would broadcast a message giving its device
wiypeoaend s Set Button Pressed” command. Second, the userivsaidsio19080
press the top of the switch paddle #5640 to indicate that devices will be

joining 2 group. (P. ing. the, bottom of the paddle could indicate that
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BRHEA rcadyEdule A acknowledges the Direct message and

updates its group membership database to show that it is a member of

group 1. The switch module, when it receives the ACK, updates its own

group MesnbeihipdatiabaseéeisieovsdDi20B6H06MAT programmers can
PCT/US2005/019080..43 that la ule Ais a memb f group 1.
AL s e Rfedy BRME T S e er:
irdeitace dodd tandredttadementepin fiottoveirsy tonsides theseagimdiere a user
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the switch paddle on the switch module to end the group enroliment
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pressing the bottom of the paddle, the lamps could be turned off.

Pressing apd holdi he t th ddl Id brighten lamps .
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RS HPFbQﬁQH@tB‘%@_%&%HH&%ﬁ“I‘@ %Qs'%%%%‘ﬂ 2 Pvia a USB

InsteonTM Messages shown in FIG. 39 would be sent 33101s a

er&in? Bedatrats HadsReOidlifipht SR a9 AR O, e dievicaarmanually by
QP Isutshaddress of the switch module. The To Address, 000001, is

the

One possible firmware design that would allow users to manually
accomplish the above group enroliment might be the foliowing. First, the user
would press and hold the Setup button 2850 on the switch module of FIG. 32. The
switch module would broadcast a message giving its device fype and a “Set Button
Pressed” command. Second, the user would press the top of the switch paddie
2640 to indicate that devices will be joining a group. (Pressing the bottom of the
paddle couid indicate that devices are being removed from a group.) Third, the
user would push the Setup button 2850 of lamp moduie A of FIG. 34. Lamp
Moduie A broadcasts its device address, device type, and a “Set Button Pressed”
command. The switch module sends a “Join Group” command with a group
number (assume group number 1) using a Direct message to lamp module A.
Lamp module A acknowiedges the Direct message and updates its group
membership database to show that it is a member of group 1. The switch module,
when it receives the ACK, updates its own group membership database to show



group number. The flags, CF or 11001111 in binary, signify Group
Broadcast, Standard message, 3 Hops Left, 3 Max Hops. Command 1,
the Group Command 01, means "Turn On," and Command 2, the
wearanetgr?sis 00. The two lamp modules receive this message;icheckn19080
their group database, and finding tHdt they are indeed members of group
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command. Aga e From Address is 00003E, but this time

theTie PeRiTdRs tePoudbssvaichaRasHd GHENA SIS ARRIYE, 'ighR\the group

RirssSimaangaygidnessage, 0 Hops left, 0 Max Hops. Command 1, 41,
means "Group-cleanup, Turn On," and Command 2, the group number, is

01. WO 2006/065275 PCTIUS2005/019080 44 Line 3330 is the

acknowdevgegren fsoro(lamnt teadnplbte teeFuosn caddipss 0GRS Hrip

lam oduyle A, and the To Address, 00003E., is the swit odule. The.
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Direct message and the ACK for lamp modiile B. The fields aré the same

SRdptmiimrdpifrddesiinthantiridinahotngithe passifredddriohten the
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will be apparent that %15 commugiﬁfatio%@nd control system using
IAS WhesHEna e LA RE SRR Res and InsteonTM protocol of

the present invention have a number of advantages, some of which have

been described ahove and others pf whigh are.inher in.the presen
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00003E, is the address of the switch module. The To Address, 000001, is the
group number. The flags, CF or 11001111 in binary, signify Group Broadcast,
Standard message, 3 Hops Left, 3 Max Hops. Command 1, the Group Command
01, means “Turn On,” and Command 2, the parameter, is 00. The two lamp
modules receive this message, check their group database, and finding that they
are indeed members of group 1, execute the command fo turn on their loads.
Other recipients of the message are not members of group 1, so they ignore the

message.

At line 3320, the switch module follows up the Group Broadcast command
with a Direct Group-cleanup message to lamp module A, repeating the “Turn On”
command. Again the From Address is 00003E, but this time the To Address is
000054, or lamp module A. The flags, 00, signify Direct, Standard message, 0
Hops left, 0 Max Hops. Command 1, 41, means “Group-cleanup, Turn On,” and
Command 2, the group number, is 01.



the present invention is only to be limited as necessitated by the

accompanying claims. 45 CLAIMS: 1. A communication module for use

in a system including a plurality of said communication modules, said
WEDIHRYGERZEEtion module comprising circuitry for storing a numbETseedsrrense

to as the module address, designatitg an address for said

commuynicagign.mogdule; circuitry.for sending and receivi essages over

Coat Ieasime£§§%ﬁjh?cgﬁ%ﬂgw1ir§% ﬁ?]n%néir@&ﬂ?l)? A s% tl\g/]\/%r% fir% o
detieeatinf(0@S$agaarapdriodubéivang MTWeﬁﬁ@mgi@sthe@ﬁtCh
Msalkmensanes oMarsbadishunge Ldieleediaanitessage, 0
originator address, designating the module address of the module

btanndeiy damnbsssy < aseeskd AP REaN b iedied tpealtrd the same

RgiRieRtRddress, Mesignating Hig mrodule address of an intended
recipient module, a third number field, referred to as the message flags,

designating the type of message, a fourth number field, referred to as the
maximuime €340smisian 3B arddsgDatioy s sagri amartien®S Kiher lamp
Meseags canbeetansmited afith sumper fisdreletted 1938 Syuie s,
current tétransmission count, designating how many times the message
RO CHrt sy Wesditu iestrion NS, dhshatidiaasteiildeld mefdwredito as the
command field, designating an action, and a seventh number field,
referred to as the message validator, designating a message integrity =~
validati%’f?,%ifﬁﬁiweﬂmf@?&“déwﬂrﬁﬁ]@M@%H@&é?&erﬁéﬁ’gﬁa@'cm'm
hag wathedaliah isiHyendedrecigipmns Brinshesingcaigdrrssasitand
Er?%;an% by comnging said recjﬁ)ien%,ad ress to sai m%}jul address;
EGRR amiolBe re TormistehiRtRy g ‘é?\PeBLfﬂg’s%a FHYRMIRRARPome of
betch teivertsmsittdddtvbadinowem ez refdinméicfoatbdtneesshipettoy present
?ﬁ\@ﬁﬁ‘g@g said maximum retransmission count and said current
retransmission count; and circuitry and software for retransmitting a
received message with said current retransmission count altered by one,

but only i€ Said iR ERINRHBIERRAOH IS Offications can be made to the
communication and control system and devices of the present invention without
departing from the teachings of the present invention. Accordingly, the scope of
the present invention is only to be limited as necessitated by the accompanying
claims.



46 reached all of its intended recipients and has not already been
retransmitted the maximum number of times. 2. The communication
module of claim 1 being constructed and arranged to send and receive
messages over the mains powerline and/or a radio frequency, including
an open, non-restricted radio frequencyﬁ%. The communication module of
claim 1 comprising circuitry and software which, upon receiving one of
i INEssages with said recipient address matching said module
address, sends an acknowledgement message to the module originating

the message by interchanging said recipient address and said originator
addtedscammmeniertipiumedtithfaioeados cenie? itsdrdingaiginieibagisaid

COMPRISE catRIHTABYAES G RIFKBISNWARSRINRACNE SAls Rigkal

packets is synchronized with the zero crossing of an alternating current

on RMNPRHPSWAHINS: mrhBECARERFa i ROAiiE ff R4V BE G R ating
the number of said signal packets comprising said messages is

@&@r‘ﬂ#@& g%?ﬁé%‘i%ﬂ%ﬁﬂ'ﬁ%%ﬁ@%ﬁs and said messages contain

an arbitrary data field depending on the state of said one bit, and said
dat& FRYEY feF8BRINSD ARSI BR 58S HvehaldeafhRInfcapEIMunications

mmediilerof claim 4 comprising circuitry and software for waiting after
sending or receiving one of said messages for at least an additional one

of sglidABIOLIOEBMEE O PeYaReipigTPRdG as aefdNessaigRg arlde
mn]unication module of claim 4 comprising circuitry and software for
CIDNSIRG MESSA0es : : .

retrying to send a nessage a fixed number of times if an

acknowledgement message is not received from the intended recipient of
e R RS SRR S R e
Ssiigi mat pdMIaLss desigissing trumptiutenaddiessmoéthingsaidienaginating the
FRESEISHRISSI98CRIIN (ARABLA TBRKI PR Py @ A QW R IR P EAEIRG signating
giessa%eeié 8.dThe cogwmunjtcatlog rrn%dule of clalrte;l v\gieérfm said E)fatgl%etsf q
IR 8IGKPE Y ARVERAPI IR RSLRP S Saifl Ml ﬁ‘éﬁ'ﬁ\a’aeé Fréhdeierre
kmas shefenabRAgRaitngsaciesigbating 808 tyierodenesshbetofoutitrendber field,
AET3 A S0 66056 BRD AR iRl SRIE AR HERRMNGD Oh BRI AYRETAENG S WHEB UM times
the message can be retransmitted, a fifth number field, referred to as the current
retransmission count, designating how many times the message has already been
refransmitted, a sixth number field, referred to as the command field, designating
an action, and a seventh number field, referred to as the message validator,
designating a message integrity validation;

circuitry and software for determining if a received message has reached all of
its intended recipients by inspecting said message flags and by comparing said
recipient address to said module address;

circuitry and software for determining if a received message has already been
refransmitted the maximum number of times for that message by comparing said
maximum refransmission count and said current retransmission count; and

circuitry and software for retransmitting a received message with said current
retransmission count altered by one, but only if said received message has not



47 9. The communication module of claim 4 comprising circuitry and
software for sending and receiving signal packets using binary phase-shift
keying of a carrier signal applied to the mains powerline, and for gradually
shifting the phase of said carrier signal 4y inserting one and one-half
cycles of signal at one and one-half times the frequency of said carrier
signal, wherein said carrier signal preferably has a frequency of 131.65

kéabred. 00T e pREMILMIEiBRMOAUNE AkS!3IBN éu?&éa?ri:?é@a GEGERmitted the
for sendin anqD receiving X10 messages conforming to the X10
mammum%}um er of tim

S, L ) .
communications protocol; and for receiving said X10 messages if another

bin ry,Phase-shift keyed signal is ngt received within 450 microseconds
e (S EBLRIR S M CaAR B1SP D P Msh GRBSTAS R AR AF@Roed fo
aaddarcbreirikytesesgie ome bfsaidiXd pomestiagesndintibsadiX i@quency,

fRBRRAAE ncopanletrs-fektihie $oRyTRiCRtioRnodule of claim 1

comprising serial communications interface circuitry and software for

Conmme B A ST ey e

YRR GRS ViRg rabe efeaitnsssadnaiib saifsasiient addessamatching
SeidahBdsibrdanetéer senRS282kkandgandihemetdink mntkonaniule
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comprising caontrol circuitry tfor operaq{ﬁ a device assomate§ wﬂﬁ sa|o|
egﬁiﬁﬂ}ﬂfcﬁﬂgﬁﬁ%dule, said associated device comprising circuitry for
delivering varying amounts of current to a load, and/.or circuitry for _
serfSin g eRPEHBIHEHI AUMORIUR AL A8 A YHe SiHbAF I PRASABLSGoMRRrISE a
bidtatitpwitchgafpuickiaing e @in@iglobteninsigd alywacliens ias@ehfonized
griapkical SRl ang/er %%@M%ﬂhg'%ﬂﬁ%ﬁ’é’ & %@Hﬁél@%rggﬂreﬂﬂ%?r a

sensor for determinifig the state of the environment, a voice
res@?”ﬁe@%&ﬂi&ﬁt@?%@?@ Sér%in%épefW%g’naurﬁ%%rr of said signal
packets comprising said messages is determined by one bit in said message
flags, and said messages contain an arbitrary data field depending on the state of
said one bit, and said data field preferably comprises fourteen bytes.

6. The communication module of claim 4 comprising circuitry and software for
waiting after sending or receiving one of said messages for at least an additional
one of said zero crossings to occur before sending another message.

7. The communication module of claim 4 comprising circuitry and software for
retrying to send a message a fixed number of times if an acknowiedgement
message is not received from the intended recipient of said message, and for
incrementing, each time said message is retried, said maximum refransmission
count, but not incrementing said maximum retransmission count past a maximum
value allowed for retransmitting messages.

8. The communication module of claim 4 wherein said packets begin before
and end after said zero crossing of said alternating current, and, preferably, said
packets begin 800 microseconds before and end 1023 microseconds after said
zero crossing of said alternating current.



image capture and processing circuitry and software, and/or at least
one,white light-emitting diode with an interchangeable colored filter for
altering the viewed color of said light-emitting diode. 13. A method for
sending and receiving messages contaiging digital information among
communicating modules, said method comprising the steps of providing
each module with an address, referred to as the module address;

prpgidi?%@@%m@%@mwiﬁ?o@ L&iﬁ@bwrﬁtﬁfuf%%ﬂ@ﬁ@eimy%d software for
originator ress, designatin module address of a module. .
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said message can be retransmitted; providing each message with a fifth
numbef fieldprafeorsdztioasmtioe wereé niaheira osmisssimgasitlingesiosatiting and
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each méssage with a’sixth number referred to as the comma _
fiRf RaigAGtiN] SrESABRSHbaRAaSE RiRaRCRaASE SIF kaverksignal is not
recebedfiglthinedéf editooasthadsnefisatie widatays siagighatingtamating current

@?ﬁ‘?’é‘%iiw@BBWéfﬁHg?gﬂﬂﬁgﬂﬁfﬁ‘ﬁ%ft@ F@t‘f&'\}’@grg@?ﬁ%ﬁﬁ P\%ﬁ messages

reached all of its intended recipients specting said message flags
Hﬂaﬁb%?%a%‘b{;m@sﬁ%er@cﬁﬂmiﬁmess to said module address; 49
determining a received message has alrea%y been retransmitted the
maXimdhentRRNEHBIcARR TpdHin plekainyd BPRaRRag el comBaunisations
feteaiagmissoutrg et esfoealfon semmenazameainn sauieandwork using a
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serial communications interface circuitry and software comprises a Universal
Serial Bus link and/or an RS8232 link and/or an Ethernet link and/or an Internet

Protocol connection.

12. The communication module of claim 1 comprising control circuitry for
operating a device associated with said communication module, said associated
device comprising

circuitry for delivering varying amounts of current {o a load, and/.or
circuitry for sensing the amount of current drawn by a load, and/or

a piurality of push bution switches for initiating a plurality of command
functions, and/or

a graphical display, and/or
a graphical display with a touchscreen, and/or

a sensor for determining the state of the environment, and/or



altered by one, but only if said received message has not reached all of its
intended recipients and has not already been retransmitted the maximum
number of times. 14. A communication module for use in a system
including a plurality of said communicaggn modules, said communication
module comprising circuitry for sending and receiving messages over the
mains powerline; circuitry and software for generating messages and for

recobitra8goASEIRRBIIBIESFa8sSHEBRLRESRIY BIRPEBRRRROMRARINY
a plurality of signal packets, wherein each of said signal packets is
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mains fowerline, and the numbet of Said zero Crossing periods for
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referred to as a message time slot; and circuitry and software for sending
retrdBsmittethotbEsagpesingtbed aeneivimg meseHyrsofsatmiriomdigitac atformation
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of claim 14 comprising an RF transceiver device for sending and receiving
megsasena AR ARdIRONARC, Alas and soltypre [ senalg A0 s,
recelving messages via said radio” frequency beginning at the nex
zero-crossing of the mains pawerline following..reception or transmission
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addrasce desi giatagthadiotislpuedidipascofie rvadaeigngtisg seid aressage;
received via the mains powerline; and circuitry and software for sending
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freﬁjinpy. 16. The communication module of any of the preceding claims
gy H%ing circuitry and software for originating and sending new

messages only after the ) , ]
providing each message with a third number field, referred to as the message

flags, designating the type of message;

providing each message with a fourth number field, referred to as the maximum
retransmission count, designating the maximum times said message can be
retransmitted;

providing each message with a fifth number field, referred to as the current
retransmission count, designating how many times said message has already
been retransmitted;

providing each message with a sixth number field, referred to as the command
field, designating an action;

providing each message with a seventh number field, referred to as the
message validator, designating a message integrity validation;

determining if a received message has reached all of its intended recipients by
inspecting said message flags and by comparing said recipient address to said
module address;



number of said message time slots elapsing after a previous message is
sent by an originating communication module is equal to a number,
referred to as a new message time slot delay, that is one plus said
maximum retransmission count, and, ifjhe intended recipient module of
said previous message can send an acknowledgement message to the
originator of said previous message, said new message time slot delay is
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mmu gatlon s, each communication module comprisin
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modules connected to a different phase of the mains powerline, such that
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commmication module comprising circuitry for storing a number, referred
to as the module address, designating an address for said
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generating messages and for réceiving an ering ess
cwcwt softw re for maintaining a database con a|n|n roup
e S s e el e e
module addre ses of other communication modules; circuitry and
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rdesgdgeity argasalgygaf communication modules; and circuitry and

software for following said group broadcast message with a plurality of
messelyes sefdmesktgeagroypdoitowplraissetsgialeanikeneohesdid each of
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in a syStem includin lurality of sal

currenht on the mains poweriing, and the number of said zero crossing periods for

sending said messages is fixed for a given length message;

circuitry and software for retransmitting a received one of said messages
beginning at an integer multiple of said fixed number of said zero crossing
periods, referred to as a message time slot; and

circuitry and software for sending retransmitied messages at the same time as
other of said communication modules are sending identical messages.

15. The communication module of claim 14 comprising

an RF transceiver device for sending and receiving messages on a radio
frequency;

circuitry and software for sending and receiving messages via said radio
frequency beginning at the next zero-crossing of the mains powerline foliowing
reception or fransmission of messages via the mains powerline, wherein said



communication modules, said communication module substantially as
herein described with reference to the accompanying figures. 20. A
method for sending and receiving messages containing digital information
among communication modules, said megthod substantially as herein
described with reference to the accompanying figures. 21. A
communication module for use in a system including a plurality of said
coerrslrsnaunics:astie%rtl mo ulggi sé%uq, i%omga:ljrngatjfon module supstantially aesssa os
erem Hescribed With Tetaranta $8/the ccgﬁ%gfpﬁﬁg?% BSHF N g
SRirhRYCofaasvellviealiishmmos leewesadhec smehunication module
substantially as herein described with reference to the accompanying
fityarlsy and software for sending said messages via said radio frequency at the

same time as other of said communication modules are sending identical
messages via said radio freguency.

16.  The communication module of any of the preceding claims comprising
circuitry and software for originating and sending new messages only after the
number of said message time slots elapsing after a previous message is sent by
an originating communication module is equal to a number, referred o as a new
message time slot delay, that is one plus said maximum retransmission count,
and, if the intended recipient module of said previous message can send an
acknowledgement message to the originator of said previous message, said new
message fime slot delay is increased by one plus said maximum retransmission
count.

17.  Aplurality of communication modules, each communication module
comprising circuitry for sending and receiving messages over the mains powerline
and also over a radio frequency, with at least one of said communications modules
connected to a different phase of the mains powerline, such that messages
propagating on one phase of the mains powerline are propagated on another
phase of the mains powetline after being relayed using said radio frequency.

18. A communication module for use in a system including a plurality of said
communication modules, said communication module comprising

circuitry for storing a number, referred to as the module address, designating an
address for said communication module;

circuitry for sending and receiving messages over at ieast one communications
medium;

circuitry and software for generating messages and for receiving and
deciphering messages;
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circuitry and software for maintaining a database containing group membership
associations between a group number and a plurality of said module addresses of
other communication modules;

circuitry and software for sending a message referred to as a group broadcast
message to a plurality of communication modules; and

circuitry and software for foliowing said group broadcast message with a
plurality of messages referred to as a group followup messages to each one of
said plurality of communication modules.

19. A communication module for use in a system inciuding a plurality of said
communication modules, said communication module substantially as herein
described with reference to the accompanying figures.

20. A method for sending and receiving messages containing digital information
among communication modules, said method substantially as herein described
with reference to the accompanying figures.

21. A communication module for use in a system including a plurality of said
communication modules, said communication moduie substantially as herein
described with reference to the accompanying figures.

22. A plurality of communication modules, each communication module
substantially as herein described with reference to the accompanying figures.



