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appar atuses, and nethods consistent with the present
invention relate to protecting data, and nore
particularly, to protecting agai nst unauthorized

copyi ng of audio/ vi|des tiomn ents by using copy
control information (CCl) inCbded in an AV stream
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i ncludes information on the contents. The information
field conprises a region 110 for copy control
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operation of an AV apparatus, and information on a
variety of contents contained in the AV stream 100.
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that is, 'Content-unit I," ygfloptent-unit-2," .
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information 110 to the decryption generating unit 230
and the content interpreting unit 240. [9] In detail,
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contents through, for exanple, nodification of copy
control information. [13] Another aspect of the
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node in which the content is encrypted and copyi ng
thereof is absobtely prohibited, a second node in
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thereof is allowed, wherein the second node being

changed to the first node after the one tinme copying,
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content. The key generating unit may generate the decryption key using information
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generating unit to generate the decryption key to decrypt the content in response to the



is not being played and outputs the stop signal to the
content interpreting unit when the AV streamis being
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decryption key for decrypting the content in response

to the signal corresponding to one of the second and

third node, and stops generating the decryption key in
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i nEA prade odrst s eperatink b dagfypierekey ingepomss tadhg o signal, and
the c@tﬁ&i‘t%t@ﬂﬁjétﬁ{g Whi\&ich @%&?ﬁ@s%@éon&&ﬁ uﬁhg ffNdecryption key, outputs
invention, there is provided still anot
authie sovierleas (SAW)resnonssaim the @é@iﬁs?pﬁgSP@?émérﬁ@ &@rfp\amls mege, and stops
r rising a content
n@%?w%%@ghéfﬁﬁ%§1ﬁﬂzﬁ%m?ﬁ%@%nt ggﬁﬂp wherein the
contéﬁmckm@phwauwbnwyB@@@nmwmpngdeswaoswnwﬁpmtb@ﬁmtmkiﬁmomi
in&qu%%#oqrﬁ%n tlOnardcf?ntent field conprises second
copy con MR O Reans f or processi ng the AV
st r edihe daag ptieansit foay pdﬁfb&ftht AWM stg:awhmﬂ[@mnet dfahd firss ind second
and second .c cont rol fornmation .
5P Ronah RERRaEREPaS vl SR SR artidisBetvk b Sltisg vhen the
pr gﬁse mid éddamnctd@rmntrblethﬂ)rmstlmpme\dhﬂﬂ@dnty et anot her
audi o/ vi deo str ocessi ng system conpri sin
r ecelojiﬂ Ve&‘ﬁ?’é 8@1‘39 BYCgH O ‘i}"eé’tr?séghﬁnc‘f%n;ﬁﬁ“ fg?g‘
a ﬁl@ﬂ(ﬁﬂtand)tﬂéloidal'%/{/ﬁeo ;Aeb Qrélﬁgpl@c@s@ﬁ%%%terﬂ c@hﬁlmsmg means for
wherein the content information HEFISGS i rst
cofsgeirBrganoh VisHeam gpatisipg a Cawén& lﬁ@r@ém ¢ldfapgd pgontent field,

c ofﬁ@ﬁﬁssfglspl%@@s@ﬂl% tRORY &RAM 2hd mBAAR BRI Ghin ?néj@hether copy control
information of the content information field has been modified.
The processing means may stop processing the AV stream when the copy control
information has been modified. The processing means may process the AV stream

using one of the copy control information of the content information field and copy



term nation unit which conpares the first copy control
information with the second copy control information,

wa@pw4aogecr ypti on unit which 3tops processi ng RPEEKRW04/000629

[30]

[31]

[32]

[33]

stream or processes the AV stream using one of the

first and second copy control information having a

hi gher priority over the other, when the first and

s econid! mdpynationof Hie dontenf Gelddnying adrgberpridrisy ever.th¢ GRgr, when

Toth%%l {))‘73 Xgnt}olﬁfnfggr?ﬁ%ﬂ%? %eocroni)e'ﬁpﬁlrfo glgﬁ #‘% cﬂliastblggn modified.
resen nven

an ot I‘iénrachemh tbé ubcmecan(ﬂ@vpt}s:t a:epanns pf dreq:s@en@nsgmioamhere is

ecei.vin ich receivs
S PRA iRt ot ot RO AReL P SRS P faprising means
C oftir eéﬁelelnghrdAM&ﬁﬂll d@ntﬂﬂslrLngﬁoaant Infbraatieh ifiehl dnided ebntent field,
% s eﬁer f%clrn(r!iesrﬁ 6{?}{5%@ i(g Sq{lagr_és&fﬁgrggg%é)? gc?ntro gnformatlon and the
i n&ﬁﬁémtfﬂemonepr@ss sdcBidtdpt dotoMATdrmAhbE inddal BdriPrét@Ssing the AV
whet her the first copy control information has been

o8 R ANWAEANTIOR PSP Nt B2 MHEhdbo HEF arhsecerheqny| control in-

I NfoRmABLA 2Q.di@&egn@ decryption unit for processing the
AV stream [331 To adiieve the above and/or other

as peciosadigva the apmesadtor e ptpeeis of theairesensinveiion @néts: is
S REARBEIL I SRR L ISR, Ao cporiine s

pr mc@sagwnamfrm/ regenea amn AOTpirdasi egnprisegnd eonttent information field and

| nIl g&ﬂ%t f%?d V\ﬁlel%l ndth‘;i-:l ant%nt 18H)tn%n{10r{ fl@ﬁ%bﬁl&)ﬁges%r&af{ §§ Wntrol in-

conpri Si ext
coﬁymanm raodi thertfonteitmﬁeld_momfpntdfseseommit@py comfaimfatmation, a de-

fleldadco ontrol | rmati on t he .cont
ErdiaPen op bl e ohEE B Do B8 Nk tocond
V\:hthiy sdatrelr inforeativd b ardetiyptiGomit ®aditstels prodesdin@thicxV stream
of the contﬁnt \/1 nformation field.and the co contr
t

Ql
i nPOPTREASSSHNG A Wt HEeaRgtngrRncral eheling andicrenst COWS’I ‘Information

20R4/1HO9 B1r Bribkth/ dR2 HRAURPORZS the Bk addgcord @(51137' donfel in-
corrponent @X)ﬁfdet erm ne whet her copy control ein

fomagtigmhare dafferedtpondi ng to the content of the AV

St reary ;Rbvd fie alf)é\fesatndﬁ)? AL GQREks P pr&RAE inOéntion, there is
information are different so as to prevent

unpligv et istle getsnohesadief v sieo { AY) Ajeans prosessing] s3gpmmemprising a
adi o8t He ARA YEARIh A Y Qg@agﬂ o O &Lg a QEntEﬁkfinR)E@ﬁ&&H field and

invention, there 1's provi er appar at us
copyorucmtfrem vhereinuge CDmeatnnﬁmnilambn/ﬁdém(HMGSﬁrstaa)w control in-

pr %%r%%f (I)I{] 9nd ﬁlsetc%n}ewt Hella cerrn)%%%gessssegon cogyrﬁontroq 11'1'@0r18%1h0n a de-

arat us “conprising onent
extenaniaaom: omy whdnddte:x’mmamfwheﬂm tharﬁrﬁtrc@py @owtosl ti®otmation has been

for n.field of ,th AVstrea and.a determ njn .
BB sA P SeTPded b i reeom AL bl ioRE ek Gerypiion

i nﬁmtfmtptdmsdﬁta@thbeeﬂsma@hfl ed. [36] The det er mi ni ng

conpenent determ e whether th contr ol

i nf or)l}?a"t"i‘IBYFt & bRVigndion CHISE a1nGEls 0 |P6 ept i@ventipastheesds

m)ﬁﬂofvl(ﬁg a%?ﬁhr@t@ﬂﬂﬁrcﬁgy EShtER B 13O ArPhudidlvided (AR k@fhm
a content field the AV.stream so_as to prevent

u ngqu%mlgfégelﬁr\@% PECRgpes an AV stream comprising a content information
field and a content field, the apparatus comprising an extracting component which

extracts copy control information of the content information field and copy control in-
formation of the content field from the AV stream, and a determining component
which determines whether the copy control information of the content information

field and the copy control information of the content field are different.



of the AV stream [37] To achieve the above and/or
ot her aspects of the present invention, there is

W@e@yilewsoo stil | anot her apparatus for copy cone@DKRR@H/000629

[34]

[35]

[36]

[37]

[38]

[39]

use in an audi o/video (AV) stream processing system

wi dt h processes an AV stream conprising a content

information field and a content field, the apparatus

conprlitsidetpramiegx corapancnigmapdgomene wagtierrcopg xontagdtngode in-

co r t ] r [

71 BBl <BlrelpBu TR I oflnt Aing A SRanl AL TR AR sccond copy

f | edutirof monntatien Ak ditfeanso and pacveonpanihogzabprposeing of the AV
th conpares the copy control information of the

co {4t information field and the copy control

I nf oreddieve thé abdve andi etter idpetd of thedré@nninnentidhethbey is

the co troI in- formati on of the cont )
| Py Kt Boies anparaiisdot FPYEOBYOIdBREN 3 AP dgod ystream

t NBroc&RiMe&Riteii viid padcBssdl b ANe&tfoand, 8] apperaficoBipeisin@n
above and/or other aspects of the gresent i nvention,

t hEHEACHBE CHPRRAICALWIPX TaFS CARY CoyPambeatipy frogppgontent in-
COoffrim@liod BE1d¥S fhe &V%ﬁreﬁH Y VAGERikiAY LoRbbRAMWHch determines
processi ng systemwd pr ocesses an AV stream

c oviathayi th@C@}’cC@ﬁtfélriﬂqumﬂﬁ@Ihbﬁsl hgan nfadgliad. and a cont ent
fiel t [oYc [ .
! SR SR S R BB SR g i
t hel thonoment infofmatert fidd hag beted rm\ttiflcrbplyemmnmmd torgopy control in-
f Of ?’@5{181{1094 co nlge%t ‘f’gﬂit oef%e A'Vg{t%afng ?cg%ﬁt t?%géé/;éngérl{aglmi)zl&{]&ocessing
bebﬁmhem\\t l;teeanopy cont r oI i nformati on of the content

of ¢ 19 EBntecl b R LT pi7eEY SE{H egispl By SniR, heft i

i nfn@rvmati isainathdrhpoan %ﬁcop;ﬂfcslﬁtfﬁltfd)Meﬁm &h Budodideb&A V) stream

control informtion he content . field are

P@‘?SéW[g syftg@]wl‘n]e% BIFESSES ﬁlil ﬁre&g}mmn%%pntent 1nforrnat10n
eShélalah& R conenoficld NBe & atﬁmi 9ﬁi31ﬂgﬁrpéxmt:ﬂ1@c&ﬁpdﬁ@lt which
2004/ 109690 9 PCT/ KR2004/ 000629 the cont ent
i neeFREcean cotel infarpatianef dpsonen ifarmatiendickhindgippy control in-
{ N Qb PL hE bk RIPILA R A@mﬁaaﬁﬁ A QRYm P EnlyRfen which
over the other as information for processing
st eanparesihe ﬁom@nér@bylf@mﬁtﬂp@ ot thefconteat llnfﬂm@flolﬂ Held and the copy
co VAol
o B RAER B CohEn A, BB RHAREHE Bbpyconiol in

defoemmum oicthe copomteniormatayn h@ﬂ abd itelropi eomsop ynfoomatroml of the
| n&ganrtm%tﬁep(?are i er%gntcont ent information field as in-

i Oor processing the AV stream when the copy
cont rlal adiefeatheraboverundfor btter agpeot efithei mésanmm/enm)nf thefeds

T T Ry g A L A
esprabtdsmi st fremoni pmewe@ hn AV @feamt dodipriding 4 dumte® Mfetiiation
figlﬂag infor{:rfgqﬂl for processing the AV stream

Fldiane 2 copiyniciite r1Be aPRARILT CRIRRTSHIEAD Pactgnsamonent whidh
I NEQFRBLIOPY chhiRl GhoAFatdf CRPN &R O md Hoh FT®AH zfcontrol in-
the content field are different. [40] To adiieve

ablsweateripighe spHent fiedhEemshe A % seeapy aada fleleRYEHY qmponent
tN&Fi& dsBablishes priority between the copy control information of the content in-

formation field and the copy control information of the content field, when the copy
control information of the content information field and the copy control information
of the content field are different.

The determining component may establish one of the copy control information of



provi ded an AV stream processi ng nmet hod conpri sing
recei ving an AV stream conprising a content

wo pdoanommpt on field and a content field, wherei PCI/K&2004/000629

[40]

[41]

[42]

[43]

[44]

[45]

content in- formation field conprises first copy

control information, and the content field conprises

second copy control information, determ ning whether

t héefconisnt iaftmgenfield and e eppitcontroliinfoomatean dithasentent field

di p tr t .
Hot%{e(ﬁﬁr:% %nall}%ﬂged cro?}@f(ﬂr%%n é)léll efﬁ%oﬁ}eﬁ g@[&&&%@gﬁ g(% Rrﬁcgessmg the

f I A3t steaoh, skaothd copbpg/ommhtnfmimatlnﬁ of tfmqoote:naméormation field and the

di £ f det th
oM SRR TR BT eE fe Aot S R ing BEmeining spmponent
C offay @btablizh Giciply @dni@dlénfdihheiresttihe ddreepligforasiondiadd as in-

th AV. stream ma roc S|n t he AV tream

‘Flaﬁl%%otr d?“toﬁ%“%%%ﬁ?‘& %‘F Vﬁ“ﬁ gV SPRER Iy of the
t h&nﬁéﬂt sifoRAsi Rl B OB Yo SPES it 1ﬂfd§kfn§art16ﬁbf m& @heent H€d are
sane. [42] The praocessing of the AV stream ma

cotbierans Therdefermining coapangpt may cyablish Heeopy Cglptrql ifopation of

St e BhiheERe1d Q@mffd)ﬁ'lﬁlttloﬁ‘@& [ﬁ@&@ﬁgg @Hb%(\f%ﬁeirﬁ Obhen the copy control
information are different. he processing of the

AVInéerissian Rh{hccomspi iséormatian hakdi ang tepeeriy ontig ipforgation of the
de&;&gﬁlﬁgg kevifQLdecrypting content of the AV stream
st and second copy control information
are didddaeenthe a[)MJanm or:heo egssis 0 thefpredeat iAversionedmare is
ma r ro on e . r
uaye§RBRah 3 e R AR AR et ecpy RV stream
i né @m pridin goan cqprtent iimfbngatmmrfma et a cmp&ynt;ﬁrem, ehticonthovertent in-

f@éﬁiﬁﬁ el ARB e it iy SO0t TR R dnd P kb g et

1920 Pacof@ bdyodonirdf I sratation, dfe@métihf @hehitr, thé fiest and second
rocessin ream ri se
? e?(?ﬂyl’fiﬁ’flfrg]g‘ %}x@&g%grﬁéh grent, %ogqsglggﬁl?e ég(gstream based on the de-
preeamatiog the AV streamusing one of the first and
second copy control information WO 2004/ 109690 10
PCT/ Kiteosieroauenal Wheahar ty rshangrieronshqopy icpyirgvadormaféon arc
Ot GfereniRY cbhl%ngé §&ErndRg %@&@gcﬁﬁl%nﬁ@%f)&g mYd}matlon of the
formation are different, tg he processing of the
st Feshanchipporbenyi os>etrplrle®é@gnwgare cloerentt The pmﬁ@ssm\% of the AV
st i
LR A DO E RSN SOPNSELRSL e ALELTRL 90 MR ot
di ﬁﬂf@nemm Whhtetlprfusi@@é,lsng)ndfcoph eomipl gtfmemhonraaq/the same.
?Io?rs)trrﬂ Fr) ycregsgrr?ﬁs f oﬁﬂg AC\Q W}recegl:r]ﬁnam Cgrﬁ]lle)fl%gtf%gt%ﬁ ecr)fp%ng o? content
anolf themmtrampymmhe fu:dt andh ﬁ@bmhtmpyncomnel aifdrimariemtre different.

process stream ma ri se termnatln

oot yiEimgSring oAy SrcenduRu uRunsi e Pt ra

st deayptiod Kegifngicotypyiad coﬁlt‘ntt(ﬁltlﬁﬁ ARtsR@MIMBR el firdgar@fscéond copy
n key for decrypting content of the AV

st?‘ém %Wlattlﬁé YQAEERBEm i s not bei ng pl ayed. [47]

The mejchpskcsay % g bt RV seQiPha$ SoMbaR! FBEREind cOReMaIthe AV
indicating tha rocessi ng
stream using one of the first and second copy control information providing enhanced
copy protection over the other, when the first and second copy control information are
different.
When the first and second copy control information are different, the processing of
the AV stream may comprise one of terminating processing of the AV stream, and

processing the AV stream using one of the first and second copy control information



of the AV streamis prohibited. The nmethod may further
conpri se establishing the second copy contr ol

WO pfosnomdé on as having prioritoy over the firstPCDOER2004/000629

[46]

[47]

[48]

[49]

[50]

[51]

control in- formation when the first and second copy
control information are different, wherein the
processing of the AV stream conpri ses processing

cohtvéng a bigher peioAly ever Bwmthigi Wien thw:efilsteandrsdcmﬁlm@py control in-

gg@%@% ﬁfe%r %ﬁtopqe Pg?C%Sgﬁp%/Qfg%ﬁ oFtr “i%l?ﬁ'a{;l%gﬁge aérgcessmg

hasoment pf t}mrAV)stream usmg ¢hessecamicopg pynicadnbfoohation. When the first

fornption V\,hen t rst..and opy contro

| P BER LR Rehifilof B TR SREFRAL. GRPosEORLE S g Ay sream
t heaAVombriearocsing ics@sntufake sy sigamaningnhe Gfst thgy AMtrol in-
stream.using the first copy control information. [48]
Tol%4g#i¥e the above and/or other aspects of the

pr esemher 1RY €inétiadd sedoll@ bgpy Sontidl RYbARE0ARRE NEereMY the \})rocessmg of
stream pr ocessi ng net ho conprl sing. recei vi ng an

st thedhY SEGHPP1AY CRBPHSCSHPBALNG AFEYRIEE VSORER| A (B Vestream
CORh&Ithe fA\ELtijeaIrgﬁtb%fn@ puyRE, M@ﬁﬁﬁﬁtl@%&eraﬁﬁg bf QHecryptlon key for

information of the contént information field
modicryrég cangnpeighedd sigpant wenale S %WU&@@U?%IFE mlmeed

det err[iﬂel’}géth&ﬂnaJ Aiher Q&ngﬁﬁs%gigszﬁi}n%gg E}egﬁg ﬁlﬁ\fﬁttlﬁgm R}rocessmg

may conprise termnatin

whelnthe AV stogayn is pnehrbated | Tifeonethod may ershel eemprisedisfabéshing the
[5 e S WA )
or %%8%‘28?{’3 %%88%{}% %Ilgl}in qu}ée&%él Igrﬁo%ﬁy o?@r t}%g 91{@? J})ﬁy control in

c oftrmation whar thefirswandfecohé copmtcmnbl 1nﬁfroral:[an alca:rdlffeltehd wherein

con formati on of the.conten i el )
a0 RSk TRaRe ad Bl ulet hoedSiktoniaba’ bR el yppm usine
c Otmt: sedondrebpy o@ittad mfofmdtiva. Thhinembd mfydnnmric@ﬁlphiseeégﬂabﬁsmng
een nodi fi To_adii eve .the ahove a

d.
?“%BB%P%“ l%fH%“% 848 REV NG PERTYON ST {iireren LoBY control in-

p r ¢mdBsh Shdnl the BRPLAGECON SbpERMBI RESHRIIDH aféﬁilff@@nt wherein

conprising receiving an AV stream conprising

c othe PRPCCPTRBHPIRE ONSIFGa8} ePraRItFcRPROSAS Bt COnica| @f th@vl*?’e\f' glrgm using

t h@lqugttdg& contPfl HcBBL4RA. field conprises first copy

control information, and the content field WO '

2004/Tr08EeE tha abgyF/aizo 0o 86ty of &@rmqaqegtelswgé@@nalere is

Co %Vﬁﬁ@%ﬁ@éheﬂ R{/%El‘g%l &:essq %Fure Yi’ﬂﬁ p&'éwﬁrt?an AV stream
st and second contr TRt OR ar e

d| ¢dnapresmg &oomgltmepnaumrﬂleldl anaba h@nemétﬂ(brcte@@mmg wbéther copy

t thIl E/e (t)I'ri'Ilea O? Hld [%)Eﬁ%n n OI' IOIl %e@%{laé ﬁjr eenannl]o lgﬁ an% pI‘OCGSSng

t he rmnatton. | eve Bovean

ot iherA‘astmmm basofl oh hiee dntmﬂmatuannvent ion, ther e | s

provi et .an er, AV stream processi

conpri |P|’i eFSé‘&?eP{/ﬁ?‘ﬁ ¢ AN R M3y Fglgﬂ% ‘3% I%PYQCessmg of the AV

c gm&ﬁt whanf e a@:]tcy trbl mfdi?ﬁﬂldré BasOeRh @r[ﬁdlfﬁe?iel d, wherein

the gontent .in tion fie co rises firs

cont rio¥® Hr?ﬂeﬁl%?ﬁo@g%\éﬁée%@aﬁ S?FP 1€ RIPERSgne &ﬁ‘n‘%gﬂ Sgré%m using
Se6RIG (ROBYyC@trbPinfdritaQ6iBE (he @ont@@ﬂﬁﬂfm&ﬁbﬂ h&dfahd 8bpy control
copy control in- formation with the secon

c ol Prgatipp PhhewenAL figld davined higher prioridy O‘éﬁmhf‘s@%% ghen the copy
C ORYh 0P [Hrb P atioR TP FFRoh At ﬁ?&nﬁ%ﬁ ekRINtas bP&! fBhifcA9 one

of term nati ng processi n%
To adieve the above and/or other aspects of the present invention, there is

provided still another AV stream processing method comprising receiving an AV
stream comprising a content information field and a content field, wherein the content

information field comprises first copy control information, and the content field



AV stream and processing the AV stream using one of
the first and second copy control information having

W@ 200400800 priority over the otther. [531 To adi PEVERRIVE/000629

[52]

[53]

[54]

[55]

[56]

above and/or other aspects of the present invention,

there is provided still yet another AV stream

processing nmethod conprising receiving an AV stream

c ofgmpresich gecand omwtmhm&mmtlbmrdetdr@mdng nhietherdbe fisshand second
fi i nf j fi :

r%%)g co\ﬂ{}g]f 181”0"11{115&& &r%gign tlslorllrs] ?(g ‘B}%&%:Iﬁglﬁl?utgérgzefiﬁéocessmg of the

c oAN&nnIeaﬁlL emcﬂpmoespmgslesAyem@md basplorcthade@lmination.

i nfor term. ni ng whet her hef

cont ARt b 6 S Re Bl AR of I riashh e SR warsis

t herosied Nyt ARMer A0NEE@IN procesking Madthaicongitdin ocesiap ag AV

t he AV stream based on the dete tion. TO .
ad?tfeé‘%cocnil%ls&}ﬁo%onéf‘r?&}%P“%ac“r‘i’é‘rﬁeifg]ia‘bcﬁ congnt lﬁla-fll Ml%@’é]rﬂle content

| NMESHia@Bn fleldotnpries ﬁfs@é’éﬁ%nﬁfoﬁﬁf&ﬁﬁuf)@ fan@ @RYcontent field

control in processi n%] an audi o/ video (AV) stream

c OFRIPPECHECCANE EAREFRNTIOhMGTHR IPBrFoMPariag Hivdira e cenrol in-

fi ﬁJrﬁau&h%tH%J’s%go&P%?'c%h@& inf¥hh@GE, kg wﬁ&pﬂﬁe (fﬁ’{itafl@ kecond

information of the confent information field and

comprydlontrplrifl&rmu%wecslﬂff@rn@t BYIENRS om@fdemlemrtgﬁéowsmg of the
NS ARSI SLDOMRLIF L SO R g con

comntmbmfmmatuonhaf'mg aetghenprafrity heerdonotbet fiel d are

differe e C j . . .

et er i A R Bpovhreolh SHEL P S RIRE! Bfonrop, e s

copy con

c oproegied Rl pet ahotht:hAVcsmamrpro@fSSm@ encAiddsompairing efceivieg an AV
first and second c contr ol mati on .a
b P B R TR s Y S R R, TRl sREE uhergingpe content

t hinfdi¥hatish fieRBoniplds fidt ashy @vigol ilforalovg aaddicadon@inh field
as ects of thg g}zry sent_j nvention, there i
r

PRFsch SR By IR - fsicRYpRge e 8 fscopy

aUé’drﬁfo‘llirﬁ*&%a&ﬁﬂa§5§dﬁ&ﬂéd1ﬁé@%éﬁédﬁ%&ﬂ@ﬁﬁé §lcBfid copy control in-
extracting copy control information froma content

i nfosmadet dRd Pracessingdhe estmgmshased A therletaaingtigini ng

whet Ngy il HObEVR! anti/dh SfHR hdRBrs %@ﬁlesﬁ"@é%nt e doneher MO
2004/ 109690 12 PCT/ KR2004/ 000629 det erm ni ng

mefroy islep airsethatifos ﬁmmqmgomrh@tssm& an é@by/vmmc}{ ) stream
' n%&ﬁg@%ﬁ%’ﬁ% ) tert 7 hr?foﬁﬁ%lo Beld QIE(P& Qa{télﬁrﬁeid ‘?llledmgtﬁéd p@‘rﬁﬂnsmg

conpared to copy control iA- formati
of extractmg eopty dongblingfrmiatien Aﬁ/ths corant inkmmagort Helg raed eﬂpy control

una L ONLZ S8 (RIQCRSSH qg frod] (ke ﬂ\r/eaSt & ?e%ehnm]lnl%\%leﬂ%er the

ormatlf)ﬁ te con h
| eve ove an or o er aspec S 0

[ nmmytdontrol 1hft_emat1¢)n;of the ovmtdlﬁdnﬁirmhﬂlorahﬂtl lhead thmiobyj dofitenl in-

OB b SRR B R oLy deo (A et ea

fi el dhetdermeiifothay cOmMpriscsdoignenih atéthBigedps wn@@nﬁds@l in-

COIFBNON APBFIRRI BB OMCREEGHUERA Y RERE. Pf G THmaveeond copy
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information of the content information field and the

copy control information of the content field are
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Brief Description of Drawings

These and/or other aspects and advantages of the invention will become apparent



copy protection according to another enbodi nent of the
present invention; [66] FIG 5 is a block diagram
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copy protection according to still another enbodi nent

of the present invention; [67] FIG 6 is a flow chart
illustrating a nethod of processing an AV stream for
copyd Ipomremiﬂiycﬂpp@ciatﬁdcfmrg theofolewiegtdlostiriptinn obfhetaljgects of the
pr El.
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FIG. 3 shows an AV stream processing system for data copy protection according
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criteria. [71] When it is determ ned that a vabe of
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decryption key, and a content interpreting unit 450
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generating wunit 440 and transmts the decrypted AV

content to one output device 460 of a variety of

out put devices descri bed above, known in the art .
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stream processi ng system for data copy protection
according to still another enbodi nent of the present

i nvention. The AV stream processing system 500
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Theni®¥5Gina ¢ atmdngic tie\detig piedi AV 2dhiehittbRiuges ware oAY vaitdl&am
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incbded in the AV streamtranlggr)n%ted fromﬁ?ﬁg AV ¢
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¢ Doy MERGeR ebrtfuds gl RIonaRRHEh ah T ERRORR, plherate the

t hsanfd is grangasiplyoro dimt ¢awitrol wiiod 2tk tahd ramais tsibe penvoated dedyption key

Th ontent . interpreti It 0 _recejives a _co .

¢ o ABERY P PRGMERILRR- S bed e/ G Pt e GRTRE Betermines

c owhatindr thinecdpyxddtraindfcamdeen kgthcon nogdyfiddr he C# storage unit 552
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from the control unit 520 and a decryption key from the decryption key generating unit

530, and decrypts the AV content received from the AV stream receiving unit 510. The
content interpreting unit 540 transmits the decrypted AV content to an output device
560.
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the AV streamto the content interpreting unit 540.
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control an operation of an AV apparatus, input from
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not decrypt the AV content already received, and , for example, the AV stream

processing system 500 suspends playing of the AV content. According to another
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nodi fication determ ning unit 550 establishes a

priority between the first and second copy control
information. In this case, the control unit 520
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510. The content inter retln% uni t 540 receive
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of the present invention, CCl  conparator unit 554
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storage space, in operations 605 and 610, respectively. In operation 615, first copy

control information and second copy control information inchided in the AV stream

are extracted and compared with each other. When the first copy control information



proceed to operation 670 to be described in detail
wth reference to FIGS. 7 and 8. [87] Wen the val ues
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of the same, a corresponding process is executed in
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tablished to have a higher priority value, and the copy control information having the



hi gher priority value is set to 'Priority_CCl _info.'
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operation 750, and if so, the first copy control
information is set to "Priority_CCl _info' in operation

754, and if not, the second copy control information
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{1%scr1 dC 293 ]ye %Hé/ Piygs%l 1nveﬁ{18nb%sent reg]%ﬁ"é Seﬁev%lrcﬁ)\tr}gevtﬁe d sa(%;lantages

h a&cﬁschbmhalx)he,vmd dioskratole swon- hmﬂl,ng Ietnbﬁdinhenbseofah(p plesemhrﬁdtntlon

by those skilled in the t es may be nmade
ey A s A o Pl R EPRG 1 o ¢ he
\% | nﬁumoa%l a]?fbdv ;Gjlﬁb(b’dlfnﬁ@!fs of iR pémeﬁnﬁwéxmon Hazebﬁdhcmﬁwﬁfand

I C S, der | ne nt ende thelr
eqtsgaPhfigyi il P g ingsl bXgase éla@ mttb E@ﬂ]at Mg mmybe made in
Me{hB QAS BRI mba Wi theid ke I@ﬁbnpﬂ@tp@l‘ﬁh'p% afll sFIBINbLEME $nvention,
according to the present Invention, descri bed

ab®¢sconsd V@m isslefined shihe pEPeRdee Plpises i (peipgatdeients.

above, may be applied Ilﬂh{-}stﬁﬁll AlpplRhbiist ens and
appar atuses which may be im plenented by hardware

and/ dYcansndacthods Faglunaitherizgd gopwy brofastion IOé@Qm@m according to the
hob’l%géh? hrgfentlon, as described above, and obvious from the description provided

above, may be applied to a variety of systems and apparatuses which may be im-

plemented by hardware and/or software, inchiding digital and electronic household



WD 2004/ 109690 22 PCT/ KR2004/ 000629 appl i ances and

ot her el ectronic goods used to store and/or play an AV
w@reaamesd dt h may or may not2shave copy contr oPCT/KR2004/000629

information. It is understood that the AV stream may

refer to data for audio and/or video recording, and

unaut hori zed processing nmay refer to unauthorized

acemdgiasg andipbpt elgétragic gasdy usey, tostoraamBertplanai 61 stream which

t h%{aﬁ 9)I mag %?Lhcjwte o 8‘ ol H{}g a%lo%oﬁ 1st lﬂﬁfer ?Oé)%ytﬁlltecﬂé AV stream

Wi use e pre |nven a

pemapnent toalatar fermpwko laﬂzd/st oideg excosling) aad; unaaglnwize«t padssing may

opt arrier. wave %

At n R e S abss TR R T EpRlind DS FRbyfbn fefeor.
[95] pr esdnis alsonwdersiood tiean shacdtviide dsanhke phicsdnit nbmh@@h aldhmcldes

operations can also be distributed.via, for
doRHMBATR G "IVRYPE S ¥ s F\i‘g@é Cheagig ‘”h@ QHH‘F%W%%QS aﬂw ROM, a
20041d:09520n B uCdic VBA #hidD 86 390k PariBddaldtrures of the present

audi o/ vi deo (AV) streanngroce33|ng system conpri si ng:
a MNERSAR 63 bariaredwndedistribuier e opgrangns eangalsq be distributed via, for

CO&Q&MﬁéQ@w@kﬁ@ﬂlQﬂ%réﬁ&gbﬂﬁ&kﬂﬂsﬂ&ﬁﬁ&ﬁwﬂnd a content
field, wherein: the content information field

conprises first copy control information, and the
content field conprises second copy contro
information; a determnation unit which determ nes
whet her the first and second copy control information
are different; and a decryption unit for processing
the AV stream [2] The system according to claim1,
wherein the determ nation unit determ nes whether
copy control node information of the first and second
copy control in- formation are different. [3] The
system according to claim1l, wherein the decryption
unit stops decrypting content of the AV stream where
the first and second copy control information are
different. [4] The systemas clainmed to claim1,
wherein the decryption unit stops generating a
decryption key for decrypting content of the AV stream
where the first and second copy control information
are different. [5] The system according to claiml1,
wherein the decryption unit processes content of the
AV stream according to one of the first and second
copy control in- formation having a higher priority
over the other, where the first and second copy
control information are different. [6] The system
according to claim5, wherein the second copy contro
information has priority over the first copy contro
informati on where the first and second



[1]

(2]

[3]

[4]

[5]

[6]

[7]

[8]

copy control information are different. [7] The system
according to claim5, wherein the first copy control

WO pdognommpd on has priority ovd the second copRCTERRI08/000629

i nformati on where the first and second copy control
information are different. [8] The system according to
claim1l, wherein: each of the first and second copy
control information compllsdgm& copy control node of
content of the AV stream and the copy control node

conpr i Aeaudiofvidet (AR)dercaimn pabdesding kyestano ndsrepﬂsihg

encrypted . and co ng thereof..is absobte . .
o i+ b Fee T I st ST Aani B RS gonty information
encr ypfied aaad coment fidi&, viepyim:ng thereof is allowed,

wherein the second node WD 2004/ 109690 24

PCT/ KF@GGQ‘]“G@‘O‘G%@ma ﬁ@d&ﬁeﬁaée Irgt Gopy cpptraliiniogy@ion, and
after thRRoMBSE: fidliBoH PR REbond chpy EshufPHorinhtionhi ch the
content is encrypted and indefinite copying thereof is

al | owedldetamingionf it wichifsteemings Whetber the elrd 8A¢ saseng sopy control
not engiyRL ﬁgn%ddlff&gg{ bphte copying thereof is

al | oned. a] stemas clainmed in claim$8, wherein

t he de@dwmttmlumm or poagasingdBe AVasticay. gener ati ng uni t

whi ch

cont ente SRt ecBriREIRICE, b B dIRGh KRt Permines

t he cowhatidr copy ncglttoﬂ]modeq:mfypnatmm dfelge firsaardl @c«mﬂmpglcontrol in-
uni t 0|rr%h1controtlfer nthe key generating unit and the

cont ent" AL r%? 8 unit to stop generating the

decry pThmysteeya@brmﬁg)@ die@ar i, mheregn the elemyph@nﬁnmhep@decryptmg

AERGE R R TR IR TN T ——

cont r odliffepdn@r mati on are the sane, controls the key
generating unit and the content interpreting unit

accor di MgSYSEENt #Heel@Blsy (@ BAtR bt Wiesda thq desTyPHiRR Ug{ stogpreenerating a

accor dijigyptdnKeifdR RcryMBE 8bklchte e vaaeshatheRAhS Ridi and
generates the decryption key using information

conpr i scaRf ediy copeehalewaloryadilderenta- for nati on. [ 11]
The Sy?ﬁ@@séﬁ?&ﬁb@hﬁﬁ%{o 16 h21, Rhreithe rd@&r?gﬁ&?mﬁpg&%’éts%secontent

unit controls the generatl ng unit generate

decr y pefi the AResiraan apeerdym totdne of dmferﬁtt andrsce@inony eontr@ in-
the c o%ﬁﬁ%(%}{ dlé&%‘%ﬂ&e? ﬁ{‘l&q O(RI% ottlna? e&l‘}e&@ e SR Qecond

and thir ccont erpre
uni t tmpgwbpmolinfoemamnwntd,lffersnus in response to the

copy c tro} rmdecf) t.he. fourth 'ﬂ
cyer on B Rlal Rear e R 2R P RERRgHRY so ptormation
stor aglsasqmiotitw\mm fthe Bitsoc@y cbh&oldﬁﬂﬂmpﬁ@dmffmﬂeﬁirsmnd second
the as is cont %
copy Control information are different.
The system according to claim 5, wherein the first copy control information has
priority over the second copy control information where the first and second
copy control information are different.
The system according to claim 1, wherein:
eadh of the first and second copy control information comprises a copy control
mode of content of the AV stream, and
the copy control mode comprises a first mode in which the content is encrypted

and copying thereof is absolitely praiubited, a second mode in which the content

is encrypted and one time copying thereof is allowed, wherein the second mode



[13] The systemas clained in claim1l, further
conprising a displaying unit which displays the

waelewraitpgeed content or the as 24s content. [14] HCEKR2004/000629

[9]

[10]

[11]

[12]

[13]

[14]

[15]

system according to claim8, wherein the determ ning

unit conprises: a storage unit which stores the first
copy control information; and a conparator unit which
conpar ksng thangaily teofitst loderalder thé ondiéme copyting @phird mode in
ggm : g]lvhlélhrlpg ?(Erm; ﬂt%‘ eﬁ@r)%ﬂ}%c{ Q%lngéfllh{% n,?g&lg nl?ergoqqé/ allowed and a
cl ai m Burthinerdeiin mﬂet}ﬂ@onty:mtls ant mrypt@bmdrméeefﬂnteaopymg thereof
contr ol n|t whi ch out puts a signal corresponding to

t he coﬁf @t rol node where the first and second copy
cont r oThé $ifseia dlgimedle claine 8 Seiveein @itddegeipeibauel co@prlses

stop signal where the first and second co ntral
i nfor nﬁ??yogﬁng%ma PH ey genergigsg @qqqygtwgﬁsggﬁ? Typhpg the

out put &ridie, stop signal to the key generating unit

where WO 2004/ 109690 25 PCT/ KR2004/ 000629 the AV

st r ean? FQFHBIN BRI TNy drery Bl ihtanianhesiag B drgipgpn key;

to theygontent in- terpreting unit where the AV stream

I's being played; key generating unit which generates

a decr §pntoh ukléyhﬁworm@%rtbﬁk%h@emrﬂélng soHtaad thej gpntent interpreting
respon C

first, &@te %o%ﬁ(%ﬁqgegﬁ%ﬁﬂglthe (%rcﬁg)glgﬂ'ﬂ %ggstf)}gdgd?gptﬁlf rtgt? Sontent where

the detr yipstiaod sékaopd icopy empiohgdotativharesdiffprens iaga a»h¢re the first

and a ¢o ' t. n C e S

cont en n(f]ustselg%d 3((12'5&% Igt(r:(?l )}%f{&?{g%t (}( ar%e Jﬁ{n% ?(;I‘XI?)L the pgy generating

cont entpit &8l the contentrimSpocti® Wit acberdmg}nahe copy control mode.
cor r espondi to the fourt de, .and stops. :

docr y ot s A g o X o BEL R 6% BERing witgpegprates the
[ 16] Tﬁ‘@r)‘q}tﬁ)h&ﬁy asia@litogation chiriFing theveosd Cogyt@ntrol in-

decryp&;on unit stops processing the AV content where

the filoSPatiYy second copy control information are

di fferemd systehlddcordify &yY@34ifN0, IBERNHINE Goh ol GindicBhkoels the key

wher ei n the decryption unit processes the AV stream

usi ng SRTETBINZURE 19 Eengraty g deeypHEN keyplp deshitpt Bie content in response
i nf or ngthOBRY &Yltrgl 8de S&HQG&@& thOBYst, ps‘é@&ﬁic EﬁcP@nr@Yrﬁfde and

the other, where the first and second copy control

i nf or neanitios the eordeft fipteepigting] upg] tomtmu@ﬁ@pvﬁeab 8s [SAWfresponse to

strea I nmeans for

ecor viaSoBy o RUE b, FRTRLIA bkt TRAC

i nf or mbhd systef & daimed imclaimoht .gntthéricohgrismgarstorfigy unit which
proces h means, for determn ing

mhethegmggt (%Cﬁ?ﬁzcmngggmﬂﬂ?a%ﬁ(g wPEe content in-

f or mat Tknfnsﬁsteﬁi gk ddaimeb éedlamodl flugher doifpfisiiige diysayeng unit which

ein the roceSS|ng nmeans

accordln to.cC
st ops Beeibs fiﬁif}’Ptﬁg %&I;g%t[(}fé%‘%ﬁs\,bﬁg Ig Yhe copy control
i nf or MAkd SRidABECCORERg to claim 8, wherein the determining unit comprises:

a storage unit which stores the first copy control information; and

a comparator unit which compares the copy control mode of the first copy
control information with that of the second copy control information.

The system as claimed in claim 8, wherein the decryption unit comprises:

a control unit which outputs a signal corresponding to the copy control mode
where the first and second copy control information are the same, and generates
a stop signal where the first and second copy control information are different,

wherein the control unit outputs the stop signal to the key generating unit where



nodi fied. [20] The system according to cl ai m 18,
wherein the processi ng neans processes the AV stream

w@giongowne of the copy contrads i nformati on of RPEEKR2004/000629

[16]

[17]

[18]

[19]

[20]

[21]

content information field and copy control

informati on of the content field having a higher

priority over the other, where the copy control

i nf or ntitiAon stodam fsenot being ptayedant ouiputs the sioresignd sxthbeentent in-
nodi fi o Wi m pr ocessi ng
system égpre&'é]dm%e%%gré\y Q&%rl edé}%é)n%ﬁ éwla}t?glh AV stream

conpri zskef}ggememmmg @nit whiat genmttemdéctr)qitnbnaq&gl fer decnyfptleg] the
field, wherein the content Jjnformation f

i rot ST Eberdie B Stbral PoR-P M pgnE hETRG 1EFR. and
conpr i sied ngele ond seR\eoanlinoihe ideéopii@i kednn redpeadesofiley stop
processi nq% tnB]e AV stream and neans for determ ning

whet het'8¥he™ r st and second copy control infornmation

ar e O, 26Hdt l&@l@?&lﬂ%ﬁlnmd{@@@ﬂ{s QRO&A%nt diih§ ﬁfe&ﬁh’yptlon key,

[22] An audio/video (AV) stream processjing syst
conpr i SYRYS the GoaKEH-# iy ILISSRONGA [TIRe pigasl %@S%ldm to the fourth

str ea%@@mﬁa M«}g dErGRiHeant cd)rﬁ&ﬁrlﬁr?ésb&%e i (! s%pasngla@
cont ent |e , wherein: the content information fie

conpr i Sexssysiensaccephiyg womimol, wharedt wadeemptimenit stpjes processing
cont enf,o fA\e k&lt&g%refestﬁé fip& aRa gec%ﬁﬁ)gﬂ?‘}p 'ﬁ%i mformatlo?] are different.

i nf or mati on et erm nation unit conpar es t
first Copyyseonsacotdingfoodaret I, oviiewint thetdheryps@tamtpmoogsges the AV

contr oitreiaﬂlf l?slr;]{e'éa% ’the pl%t ﬁldjs%%ﬁ/(% gg%oﬁﬁéﬂt%@?&gt{% r%gi%mg

processi ng ream or proces
usi ng atanadd dobg pfotecs'tonajvdr theodred vhemythe dindtraod second copy control

i nformati on .havi gher priority over the other,
wher e ]tnﬁ nafipy arc (ﬁga@ggond copy control in- formation

are di Aflaﬁ&ﬁlV1ddoZlNVMemq1r@ie¥$1d§Q/S(Moﬁplﬁﬁﬂg'ﬂ oh
processi ng system conpyi sin a receiving uni i.ch.

recei v%‘%a'%rf"%‘”\?cglﬂné%/%ﬁﬁii g FAGPESEsAte n‘i 1H£°6?1ﬁ‘é‘i?‘} fpld and a
field angerariepntent field, wherein: the content

information field corr}tl)rl ses first copy control
i nf or NREABHOT BiRECsSEdDG At Bisas il d conpri ses second

copy CRRAHTbr Jié%&%ﬂ?ﬁg \‘f?lﬂz'théil cHp &5 ﬁ{fbl‘i’ﬁhtﬂéﬁ'otf ohfent in-
det er mi nes whet her first copy cont rol information

has be@ﬁmﬁMfIﬁﬂécﬂla%Waﬁ@hﬁ@@ the second copy control
f
i nfor pzlglém% B@?/%?\n iHERT IAN QD Qr'efn He E)rd%EQs aﬂﬁ s&ﬁ)@

AV st appar at us r copy cont r
in an pmdﬂ:sellnglthi@éV(sAI‘d)lmsmewtﬂm pomcesﬁnohglfomgasmeﬂmsr\me@h
processes..an AV stream conprising a content

mforrr%lf)l onfield
The system according to claim 18, wherein the processing means processes the

AV stream using one of the copy control information of the content information
field and copy control information of the content field having a higher priority
over the other, where the copy control information of the content information
field has been modified.

An audio/video (AV) stream processing system comprising:

means for receiving an AV stream comprising a content information field and a
content field, wherein the content information field comprises first copy control
information, and the content field comprises second copy control information;
means for processing the AV stream; and

means for determining whether the first and second copy control information are



and a content field, the apparatus conprising: an
extracting conponent which extracts first copy control

WO pdfoannosmpd on of the content 2enformati on fi el dPGRER2004/000629

[22]

[23]

[24]

[25]

[26]

second copy control information of the content field
fromthe AV stream and a determ ning conponent which

det erm nes whether the copy control in- formation of

t he codiflerant.i nf ormation field and the copy control

i nfor Lop of .t C [ I fferent. [25]

mhe. apbr SoR et OB Ahacehfhe s Fb iR

det er na receiy ingounpiowtich trecedhests @an A Vi etsc anh edrhgrisicopyordent tinfolmation
node i flgr n&ti on, tg@rl(ie‘gpond_i ng to content of the AV
st r ean'“ 6" AEOFTP St G Eé¢ond copy control

I nf or naticoent i@fodinhfie@t &l cdmpries first qohe\¢eMdrol information, and

unaut hori zed essing of the AV strea 26] An

appar a&‘ﬁ§°‘f‘t8?‘péfg$i9°f8%geﬁ SFco FO%%OW?H’EE’%&P(&‘P%? vi deo

(AV)  si p@aimiRsREasH Wi cOMPhRIIMIGHcdPy ROBESIasfoRMardh with the
stream the apparatus _ conprising: WO 2004/ 109690 27

PCT/ KRESO2 e eotrolipfaswationenfdg conponent whi ch

extrac) §e¢Pion At yHth sto% de@ésiiI%nthE Oy ReafPA f0Eesses the AV
information field of the AV stream and a determ ning

c onpongramysingrongel dhqiirseandpeeentbeopy seneelgylospationpaving a
i n- fog Rt i o i+f. :
op B PEOIZAPEDRA R (64 Chy ThSpaR0AY Sk i
conpon@nmatigteare dnfiferes. whet her t he copy control

i nfor Lop. of. .t 0 t 1 nf [ l.el.d _.has been
B s
cont ent rdceigliing wfit whid reddiAes tan @eENTEtream esmprisipy @ve@mnént information

unaut hori.zed processi of .the AV stream [28] An
appar aﬁ?}gap FRRisYt éeéﬂmfel?'or use in an audi o/ vi deo

(AV) sihe caicpriatesaiingficld tsinpikatircihcoply eoassesfofaidd, and
strea con&%i sg. q% a content informt ioﬁn field and a
1616 &

cont entCPYFH, OTRISEE 56408 CBPHFLIoh YHOTRAUSRE 1 act i ng

conpongadteMiih&ionaudit W Sleforisies G8OMeC@B FikRlcopy control information
information of the content infornmation fiel dyand

secondhasdisgn Batited compresdiaticosceid ¢any ceplreldptormptiy; gnd

from t hgepitnlBATor AodeRing AHPAN damONPONENt whi ch
conpares the first copy control information and the

secondAs @pparaup fersopy APranien ue in an ustiely ien éAND strepen processing

the fi |~ Af ion. L
oy, COBLEER, AL Blp PLOEIRS 50, 20¢ s LR RRugon i
cont r ondfpcontee fickl, the appaiaek voaledsioAV) stream

Conpr: 81 Darest e bR iR BFRSS i S Sl ¥Bpgpor e
fi el d, canent agpanaiondictdamql sesombcoparcoatcdlriafirma@gon of the content

fgg’pggﬁ%‘itg#\&hnll &llg AL rglacntl;san((:iopy control information of
a determining component which determines whether the copy control in-
formation of the content information field and the copy control information of
the content field are different.
The apparatus according to claim 24, wherein the determining component
determines whether copy control mode information, corresponding to content of
the AV stream, of the first and second copy control information are different so
as to prevent unauthorized processing of the AV stream.

An apparatus for copy control for use in an audio/video (AV) stream processing

system which processes an AV stream, the apparatus comprising:



information field and copy control information of the
content field fromthe AV stream and a determ ning

w@eompaoeat whi ch establishes Zwiority between BPCEK&Y/000629

[27]

[28]

[29]

[30]

[31]

control in- formation of the content information field

and the copy control information of the content

field, where the copy control information of the

cont enan ¢xtfagtimgedroponefif wiidi eatrdets hepycapyrobimhermalion from a content
i nfor ' .of ~the fie are different. [30]

The agﬁgéfg@@ g%@o?fgﬁyn}a%?%re%#a%‘% 29, wherein the

det er na déetagniomponpohere svhidy détbmsineswioatteer olic ¢dpg coofpyl in-
contro intf.ormagji on ofdfi e content information field

and  t PEMEORNEESER BIOY i or mat i on of the content field

pr ovi dihgaahmncedordadyto cliimtes haginakedeémeniag tempasent

informati on for, processing the AV steam_ where the D
copy cBeTPyPes Hebienie BRY 3Pntf<ﬁé§88ﬂ%tm0fi%%qnﬁedw%ﬂrmaﬂon field
field pthebh oy ofiparedto cop &ni@l in®nitioh BE a eoMEMTeld of the
field are different. 31{/ An AV stream processing

lil

net hodAYoisAMs $hef: 10 PERENAIY theFZod\ Preegseiagmot Bisph V¥ Siaya

cont enfp il%g%é}ﬁtﬁ?%r%gff b&hieb] 80ihis@ if ADLRAG /Y Mo LRY9 6O Bl cessing
28 PCT/ KR2004/ 00062 field, wherein the content

i nf or nasicahWiighedrecasensini ¥ streqm sempapye & 6prters| infosmation field
formt] : i . ri ses second copy
contr o?@n?%?%éﬁgglh%Qgg{l}étru%ﬁcﬁilnﬁgg\%ggt her the first

and segoerdracomy caoprneol Wiichfeatraets o capyecatitfof mfemntagion of the

d i . '
ot er e I M ERTRAPRY Bl Flogmation g conem
wher ei fieltl iwndedceX Viismeang, amtl whet her the first and

SEoon, COR Bt bt SHERRFOEES UL lmprormaion an

i nf or nat iseddna@lcopeodital stfomindios@s andrmiap whemeart the firdt Ropy control
formatj on are different. %33% Th?.r}et hod according to
SOBEEPH °

cl ai m BOrmaHan and,theggeqnd SHOFPUIOAY st r eam

conpr i ARAPPArAGS $611ddPy borol¥orSist @R AFBON Ricd YAVY strétn processing
copy control_ node in- formation where the first and,

secondSYSEHY VaSHIPEASsqS N Yrat $aom CoIPBritipg a saient ipfpamatigipficld

met hOdarﬁPé:&fn@én@giefd(?tH@a%bﬁPa&écoﬂ’@ﬁﬁiﬁ%ﬁ the processing
of the AV stream conprises termnaling decrypting of

cont engn @ﬁrat:ﬁ@ mnmnegtawﬁmrrééts Repyf ¢angpl inferehaier ehtde content
copy Cfﬁ%rﬁﬂ'tigfll ﬁ%ﬂra{ﬁﬁtciog? ﬁ]g\‘\[gt%l %\{%ﬂl‘f'z{tﬁ)ﬂtof tﬂé@nte-ﬂh field from the AV

met hod accor gtoc erein the processing
of thest®dmsandam conprises term nating generating of

L e e L R
i nf or nfvrmatiorasfathe coritenteniormitde ficlt endréiclrogy acma difognation of

G Ve T LT QR R M TICE —
one of fi¢li@ndl iHesdop@aran(s® ¢@dEmation of the content field are different.
The apparatus according to claim 29, wherein the determining component es-
tablishes one of the copy control information of the content information field and
the copy control information of the content field providing enhanced copy
protection over the other as information for processing the AV steam, where the
copy control information of the content information field and the copy control
information of the content field are different.
An AV stream processing method comprising:

receiving an AV stream comprising a content information field and a content



copy control information providi ng enhanced copy
protection over the other, where the first and second

w@opy/1ewmirol i nformati on arexadi fferent. [37] HGEKR2004/000629

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

nmet hod according to claim 31, wherein, where the first
and second copy control information are different,

the processing of the AV stream conprises one of

t er m nfa¢lidneheapeio dleesesintayt offormipsionVielt earapriseafickt copy control in-
pr Ocesﬁorlﬁgtl&p %né\t cto{u%ﬁmiéﬁlccn)l% rig&ese&;ndtcl?)ﬁ. fchﬁti%l ir?flagnation;
second cop mat’’ o avi ng a Yg er

priori dlqtermlmmg vhheothh éirst apd 8¢conll eopetdrme] adomration gre different;
claim31l, wherein, where the first and second copy

cont r of" ‘% nformati on are different, the processing of

t he A\/p@tése@gwtmmrdt@e@l bab&¥ ¢r maﬂbt&gndlaﬁory pting of

conten trea treamis

o1y cdhEmelEd Afafink i Gufbs Lomsg e AERRy omay e firs

for deﬁwgét:d)ﬂwcopweﬁt@atmi@fmﬁm A dStdr@aToMpEES deR@miNng
stream s not being played. [39] The pethod accordi ng

to cl aMAther copy,pemHE H@éﬁmfpngndqfélm it #l S&C%%%O@g@ontrol in-

i ndi cagd-Rgidat dﬁlfé}gﬁSSl ng of the AV streami s
prohi bited. [40] AV stream processi ng neth

conpr i Ehm@ethv@)ag@@dung todam 33 vvh@m(ﬁazomwe@@%sz@the AV stream
recei Véd?ﬁ’pr?s@? ﬁ%lc%tsfrﬁgﬁé AP J&Q rfg%ttfg Qontrol mode in-

i nf ormation a content
whet heform@mn wlaane thel fustrefndrsnmridmpy)fcomthé 1rdgnnzqmn are the same.

i nfor [ 0 [
L R S e
net ho dcc&np:rmed fongirtadng eryptﬁfg, ofwbetceai of théA Vpstaeaesshangthe first

of the am co es term processi ng of
The. Aviietieai BT ah G Ry ST PRI Pf or mati o8 has

%en Dkl {I}lb@ldd afc®2ding ﬁecl?]iﬁt ﬁgd«\lﬁf&@ﬂﬁlpﬁ@:ekﬁngbfaﬂhmmstream
erein the processing of the AV strea conpri se

pr oces%‘?%@“SFEE’“RWaEP% %‘}ﬁr%IQgrPéA di‘?&ryﬁflo{ﬂﬁ%‘/ %6&9“&8‘%&% gntent of
i nf or n@k IAOJ" str&@fm W@ SiBNind JaE&Id 5/QBnﬁ‘rcleht@rrﬁﬁt%n%}@}zhfferent.
control information of the content field havin

hi gher T methpd gecoyding (heaig hbrhegiethe PoresEppg! %@ Aty gream
i nfor n@éﬂlﬂ%ﬁ@%r&%l \g%ﬂ&ﬁf‘&f thBAay Ef?éahpﬁknﬁ% S MBS [iIREERY second

nodi fi ed tream processi ng ne
conpri @}mgzontrdcléfovmgoraWOMm erhaneagowpy pg}tmwa over the other,

cont en%érﬁ frramt a{ngrgeédn? Rgegm?ol ?ﬁﬂ{[{g&ﬁon 4k 8 fﬁ*—:renftl st

wher ei n the content tron riSes
copy ctm method pecofdingrtd q:I@um, 3hnvdetdus vdoret tlaﬂ first aed second copy

conpri SSttrol i ‘formatlo? E}/ (ﬁﬁn 9 th I?rfogersrsrl?l% r(])?ﬁ‘ln Agopgané cm%pnses one

the fifst ¢ 0 orma e secon
copy Coﬁ’tt:frmlnamrrg- prbogseimg Ioﬁ he A¥idtream, and processing the AV stream using

one of the first and second copy control information having a higher priority over
the other.

The method according to claim 31, wherein, where the first and second copy
control information are different, the processing of the AV stream comprises
terminating decrypting of content of the AV stream where the AV stream is
being played, or terminating generating of a decryption key for decrypting
content of the AV stream where the AV stream is not being played.

The method according to claim 31, further comprising displaying a message
indicating that processing of the AV stream is prohibited.

An AV stream processing method comprising:



where the first and second copy control information
are different, performng one of termnating

wW@ewdaewding of the AV streamaznd processi ng t hECHKR2004/000629

[41]
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stream wusing one of the first and second copy contr ol
informati on having a higher priority over the other.

[44] An AV stream processing nmethod conpri sing:

recei vicagving aA\A ¥ streamrcemnpsing i egntantdoferaation ficld and a content
infornﬁ&hon field and a content field, wherein the
content IThformation field conprises first copy control

i n- f odet@mining vhantdet trpycontrelnhfdrinelich clothp cogers isecoadbn field
copy control inf Eimat'on; det ermi ni ng whet her the

first %dﬁ?e%g}?gffgq 't or mat i on has been nodi fi ed

conpar gdcéseing ke A¥Fc@rRAMAAPSI @rotht elerthinbhosmmat i on; and

processj n he AV stream based . on.the deter.m natio
[ 45] Aﬂ“ﬁ‘e%ﬁ&]ﬁg F?ﬁ"rﬂi‘%ff’ g]@m 5@!“@???%&6&’&‘??%% ﬁﬁéle AV siream
audi o/ ydriiResct A¥thinditih® PROcERMY dfThdAV @rca@NRRS the copy control in-
information field and a content field, the nethod
conpri g’i”ﬁ@t:lo? @@t‘%"%f‘}oﬁgﬁe@ppy control information of
the copgepbmbdhQih@hb Aclhin®hel RReLiS Qﬁxpmé‘e@ﬁ{l’g 8f the AV stream
information of the content field fromthe AV stream ,
and det®RPHsES pcotiEEHbe AMhyrcappysineovnerad|the ¢rpyreeat plgnformation
of theyg (j i £dd ALhABLRRA AR ion of the content field
per) Krdonar B0puIB RN 4 4% EAR b A ridjion of the content i
i nf or nieviimna bigher pgogomventhefatiedr dwleare thdicope cemitol irffd@ation of the
e Ml ot AEEAMNGdEnE ReMtinepher e 0 the
determining conprises de- termning whether copy
cont r oAnnodetré¢ani pronedsingmmetbat comspoied: ng t o cont ent  of
the AV _st.ream he first .and second.co cont.r ol
| o nEETS e bisk D EpPESRE A SHET R RYor feli aRd a conten
unaut hfagld z&iebr¢ih Aeesmitdng idbrnidi@n A¢lBEdmgaives [id( Lopfy control in-
nmet hod_for .cop ontrol jn . processin n audio/video .
(AV) siereadon e e ponikatliddrpmpeiase %ﬁtcpaasmg}fg&gfﬁg}mﬂon’
contr O&Oﬂ\lftfrﬁrgm fiﬁﬂcéﬂgf&%}lﬁroﬁiﬁfﬂrﬁlﬁﬁoﬂ RiariRedecemt Edpslddntrol in-
of the AV stream and determ ni ng whether the copy
contr ofoninﬁ‘ﬁ‘éﬂf;ﬁﬁ@i on has been nodified. [48] The nethod
accor diige 1R FsAndstdond 3By 8blrdl oI RO rent, performing
conprises de- term ning whether the copy control
i nf or neid Wricyfinating reeeseing of AL Yratr¢asm and priogessingghgddrstream
nmodi fi - iof i - -
tE&fitsP aftPR¥ofrd LBl iR IRt G'h hi
cont enf 74 BTGP G PheRaRrafPa ot Sll FRLLAL Sl g
unaut hpnéerdgdvertbeedsi.ng of the AV stream [49] A
met hod , f oy, ¢O control i ocessi ng an audi o/ vi deo
(A stpeegimPtsrie Bl RN or mati on i el d
and a eosvatanfA¥lstearh hempeiihgd contomrinfirmgtion ficld and a content
extracting ,co control . i.nformat.i of the_.content .
0 or e HOWP TG ST BT BRL Bl TP AT PP ofory b in
cont enforinh@dr ahd e doh@nANe1d ico@dfikesabebnd copy control information;
determining whether the first copy control information has been modified
compared to the second copy control information; and
processing the AV stream based on the determination.
A method for copy control in processing an audio/video (AV) stream comprising
a content information field and a content field, the method comprising:
extracting copy control information of the content information field and copy
control information of the content field from the AV stream; and

determining whether the copy control information of the content information



conparing the copy control information of the content
information field and the copy control information of

wWo b@4aovent field to determ3dte whet her the coPyI/KR2004/000629
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control infornmation of the content infornation field

and the copy control in- formation of the content

field are different. [50] A nethod for copy control in

pr ocesBéld gn@ theznogy epmird enfo(majonsifteaenntantpicldsiradiffegent.

cont eni’hé 1[}1 ggééo%}né Itoeélgm?my v%e?e?rmh%rh{eter ﬁm?% an}é ses de—
nmet hod conp I Ng 11170

of t heteunmurgmhatha‘r @opyacormm)l fnoelb mfmmmlmomrespMmg)ﬂo content of

i nfor of th co tent, field; a

o't or 1 B A eash O HBC R hitsord AP u RS RBRR i gifferent so

cont ends tofpreviear wiuihorizéd @bckssing of e £ mrezaﬁnt rol

informatio the content field, whe e p
contro W??F%f{?ﬁf?li‘ync%‘ﬁo Wé’riB‘E?ﬁilB%?n? 1B/r I‘FE@Pi <é§8fsfrsﬂlra, the

and t h@em@@yoﬁpﬁhﬁ information of the content f i eI d

are different. [51] The method according. . to claim

wher ei Wtfaﬁan%gqpatﬂorﬂgﬁlu IREPreBtipt (rewst e %Plif%%oﬁéle%‘éf the AV
of theggQRyag@ntrol information of the content

information field and the copy control information of

t he codttemining sthgthgr Goicapneo aﬁ@r@wﬁ@e s beangnedifirén

Ot s LIRS aoRRA IR LRl NERERSSH A, R
cont entermimfng whethag thd ¢ogly ¢oatmel mﬂmemat@cpyofdbm tergént\Whormation field
2008, 198520, by GTFRAR OB TR S s o
medi unAYaneRINS sk toPrpeheunaereCintdiroecsking tof det Avngedor

c g :TL Str ‘g]rtg"%lé(ggg)ﬁ ngy:.rcgot&]:tr(é ncpgfe)r%elrs%igg ﬁllé Qu(ﬁlof?\lfli(@o%%\/) [s?r:eﬁm %omprising
conput £eorfX® drfbabiteon MSd ki tementfield, thRehtGodtagplidieg:

82%3: %&&?g@é%ﬁygc%ﬁlg& 1&91‘%1?“%{? pg&g gl)ntént information field and copy
conput mSKkRESHRBbE of teldot@hi 0618 ffodf theREV k@Edmh;N@dt he

2&%3: I@g%]ﬁ?aé]glg g]lé)e: %Mp&%ﬁé%ﬁpgq qqutLe content information field and the
882?;: .&f) n;@érﬁgglltltﬁgrﬁﬁg&g&fgygn Eb&&&[ff&]{ to REHRHRehdr i copy
conput emtiobaderbragiomet thgreoaapinf ermagon fleld and the copy control in-
e

conput drmetbetiab kepyneditehinquogssisg ag aud10/v1deo (AV) stream comprising
gggfg: al? é%ngenﬁecuft(){m%}leonl fn eﬁ{l Eull‘l(i: £L8 g tgflg?d eerglgt%(r)(g] é(g]rgprtisqgg:

comput e)‘rﬁpi&mg abp e corehil mfommmnlcﬁ Ithtg:ontent information field with copy

conput er - ex utabl e instruct performng the
oper at ?o(%rg ag‘ no CQPWPQ@‘!B %’@] A

conput @taﬂhﬁﬂi‘g&[ﬂh(ﬁltﬁbdﬂw&ﬁh &mpy $bMigol information of the content in-

gggP ;: Orélir]lgt)l((?rbfg? a }i@ncz)ltpgggrx%tgg TI?fOI’I’IOlgtIOH oefrtfleocoq;ter}lg fleni where the
copy control information of the content information field and the copy control
information of the content field are different.
The method according to claim 50, wherein the establishing comprises es-
tablishing one of the copy control information of the content information field
and the copy control information of the content field providing enhanced copy
protection over the other, as information for processing the AV steam where the

copy control information of the content information field and the copy control



[60] The system according to claim5, wherein the
determning unit establishes priority between the

w0 peogtiowmmd second copy contrad1 i nformati on WheP@I/KR2004/000629
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first and second copy control information are

different. [61] The apparatus according to claim?29,
wherein the determ ni ng conponent es- tablishes the

copy cifernation pf deerpaniconliiadd atehdffesnt.ent i nf or mati on

T/vlhglr g oin@)uter Q%ag?} le?ﬁedlu? CBI[Ir}Ef gﬁg 'cQ%pﬁt{gﬁ géggniaﬁﬂggtructlons for
i nfor npmfcmmufg tdab@paadortsrrecmdpy clathﬂoI i nformati on of

the content field ffere 2] The a

ccor anigrpgecrgiapBatedin ErRRYine “aabulRR GBI Ructions for
conponggiforesng thabbéaties redieddnopmirador rol i nf ormati on

of the content fielJd as.information for roce

the AVASOERH{CI A JéletnFFéh'HBﬁQmBHﬂPg SPPHES %F&Pfag% IB%YUCUOHS for

the copdrfitnidgithe bPEMBSNsQBeitdigh dlagfid3t he copy control
information of the content field are different,

[63]
The nefremPyicEssadiblg Melivm spmpEsing GABPRIcHCxqeytable instructions for

pr OceS]?érﬂQnﬁHg B8 pAYiiSiI BaMRd if @ARK48ES processing

content of the A stream usi ng the second copy control

i n- f oAreetripyiervighsiabletigs iy cempEpHE SeBowEr-exsytablerinstgictions for
i nfor nﬁgrf nmet hod accordi ng

to cla Og% %\ﬁegg&faﬁéﬁg&lﬁggéds%ﬁgsof the AV stream

conpr i Sesnpucessiblg noaine Lompfisinh eomyutst-exeaniabksi ingfructions for

the fi 4/ 109690 32

PCT/ Klé%ﬁﬁﬁj%g%tgggg ér{a%ns 110 CIW(? lﬁﬁfe&rlé%'tg he first and

secon dAcc:opgputmmdserdable |nmsf<hxumbmpns1ag eompﬁtﬁ:eemutab[eﬁﬁitructions for
The et according.to cl rther conprising

est abl Peé'ﬁqrﬂ'éngt 803%1%‘6?{8; re%lge HP‘% i nfornation as

havi ngApbhphickYeavble niddeurh lcbﬁlpn@lﬁ@xtompmﬁef-eiechtable instructions for
formati on where the first and seco copy contr ol

i nf or med BRI BC GPFREPRsfEcIie lragpﬁgt he processing of

the AVIRS &R0 SQORIIASRSCIANOT, ShSicntdthe Aetetiini urhh@tabﬁéhes
stream using the second copy control informtion.

The nePtRIdy Rewseaithrgiroand ssPondeppy canieldpfopnatinng \sheﬁgthe fiirst

est abl jghicBshd &y lcbhigdl 1%%&1&%5 Qaterédif Ormation as
having priority over the second copy control

i nf or mhle¢ anparaikserceondiieg toickadm 2Qnwheseindheideepyinipgsomppnent es-
i nf or BﬁsﬂQs &E%o%&&ﬁfo?ﬂ&ordﬁ?ﬁh%% thet dGitenPfr® %H%&@‘ as in-

t he A stream conpri ses processing content o
st r eanformsiiergfor mocmsmg the my stc@rnt weire th@fcopyramntmh infp@iFgtion of

The ma{hhog t%r(l:tcl?l ogrlng on ﬁelﬁ eI CO?H contr(ﬁ 1nforrnat10n of t{le c?ntent
est abl i 'SHI I'ng nprises gsant i he “copy contro

i nf or nfi¢lidare mffetdne cont ent information field as in-

format| nfor roce g@v tea @qerethec

cont r of N HEGFR-OrIgtE (T O BT B DY P38 cpPient s

and t habkixhpythe @Bpy Gdntiol hﬂbﬂmttioﬁ f ¢fe doAnefeldes infofrhalo for

are different.
processing the AV steam, where the copy control information of the content in-
formation field and the copy control information of the content field are
different.
The method according to claim 31, wherein the processing of the AV stream
comprises processing content of the AV stream using the second copy control in-
formation where the first and second copy control information are different.

The method according to claim 31, wherein the processing of the AV stream

comprises processing content of the AV stream using the first copy control in-



[68] The nethod according to claim50, wherein the
establ i shing conprises es- tablishing the copy control
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processing the AV steam where the copy control
information of the content in- formation field and the
copy control information of the content field are

di f f er nmation where the first and second copy control information are different.

The method according to claim 31, further comprising establishing the second
copy control information as having priority over the first copy control in-
formation where the first and second copy control information are different,
wherein the processing of the AV stream comprises processing content of the
AV stream using the second copy control information.

The method according to claim 31, further comprising establishing the first copy
control information as having priority over the second copy control information
where the first and second copy control information are different, wherein the
processing of the AV stream comprises processing content of the AV stream
using the first copy control information.

The method according to claim 50, wherein the establishing comprises es-
tablishing the copy control information of the content information field as in-
formation for processing the AV steam, where the copy control information of
the content information field and the copy control information of the content
field are different.

The method according to claim 50, wherein the establishing comprises es-
tablishing the copy control information of the content field as information for
processing the AV steam, where the copy control information of the content in-
formation field and the copy control information of the content field are

different.



