m_OCK Devi ce and Associ at ed Met hods BACKGROUND [ 0001] I n nodem gl obal
commerce, it is becomng nore inportant than ever to have an ability to
track andwourniodapssassets and their security as they novecahsodionbsinor| d.
Addi tionally, governnent and/or conmercial institutions may have an
interest in knowi ng the current |ocatiol of a particular asset, a security
status of a particular asset, and in having an accurate and reliable

hi storical record of a pamL@gi@Deﬁ§§gﬁdgs§ch@{iM@M&mrespondl ng
security status during those travels. A maritine transport contai ner
represents one of many exanples of an asset to be tracked and nonitored as
it travels around the world. Information about a particular asset, such as
its current |location, where it has traveled, how long it spent in

particular locations along its roupg,glg@ﬂg% conditions it was exposed to

along its route, can be very inpor tion to both comrercial and
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| ocki ng mechani sm | ocki ng mechanismis defined in electrical
comuni cagseprsuch tak itsheupenvdession, wheee priosessated, hodeldnged spentomepatieultthe
| ocki ng mechani smto control, | ocki n(?gand unl ocki ng of the _shackl e based on
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i nsi e t hecdeBad tracsziml abisicit|ae st deyfviieedint the wosléy to doliba aad coperyiinfprmatidrhe
shell to close a shack]e | oop. The shackle is defl ned to rel ease fromthe
openi ng fletRblaHEassE S e&a@ﬁeqcﬁéuglﬂaetmt@vrﬂaoﬁl MoK Qe R eoriod ghe

i ncl udes ?se{ ﬁ%a 1ﬁJ at edi sposed inside the shell and defined to engage the
shackl e tal ]f e shackl e, when the shackle is inserted into the shell to
cl ose the shackle | oop. The | ocki ng Semiveerel so i ncl udes a

[0002] In one embodiment, a locking device is disclosed. The locking device includes a
20  processor defined to control operation of the locking device. The locking device also includes
a radio defined in electrical communication with the processor. The locking device also
includes a location determination device defined in electrical communication with the
processor. A combination of the processor, the radio, and the location determination device
forms a wireless tracking and communication system. The locking device further includes a
25  shackle and a locking mechanism. The locking mechanism is defined in electrical
communication with the processor. The processor is defined to operate the locking mechanism
to control locking and unlocking of the shackle based on information obtained through the
wireless tracking and communication system.
[0003] In another embodiment, a locking device is disclosed. The locking device includes a
30  shell and a shackle disposed within a channel inside the shell. The shackle is defined to insert
into an opening in the shell to close a shackle loop. The shackle is defined to release from the

opening in the shell to open the shackle loop. The locking device also includes a latch plate



push plate di sposed inside the shell. The push plate is defined to be noved
within the shell by an applied external force. The | ocking device al so

i ncl udes wonotoorssachani cally fixed to the push plate. Phe/useackiosidevi ce
al so includes a cam nmechanically connected to be noved by the notor to
engage with the latch plate. Mvenent of2 the push plate by the applied
external force, with the notor operated to engage the camw th the latch
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detected that requires the locking device to operate at a normal power
| evel . | mongeysdistes ofithe lqpkiogelssise. i s operated to i ssue the wakeup signal to

transiti t | ocki ng .devi ce fromthe ower consunpt.ion_state to
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enbodi ment of the present_invention; gure 2 is an illustration show ng a
schenmat i {00981 {man m@l&dnpplgupénqhoq t¢ disclosed for operating a locking device. In the

method, the locking device is maintained in a minimum power consumption state while
20  waiting for a wakeup signal to be issued by a processor of the locking device. An event is
detected that requires the locking device to operate at a normal power level. In response, the
processor is operated to issue the wakeup signal to transition the locking device from the
minimum power consumption state to the normal power level. A command is received over a
wireless communication system of the locking device. The processor is then operated to
25  execute the received command. Following execution of the received command, the locking
device transitions from the normal power level back to the minimum power consumption
state.
[0006] Other aspects and advantages of the invention will become more apparent from the
following detailed description, taken in conjunction with the accompanying drawings,

30  illustrating by way of example the present invention.



accordance with one enbodi nent of the present invention; Figure 3 is an
illustration showing a flowhart of a nethod for operating a radi of requency
t racki ng woaowornmesi cati on device, i.e., nLOCK, in accoPdaruseomiosévione
enbodi nent of the present invention; Figure 4A shows the physical
components of the nLOCK, in accordance @ th one enbodi mrent of the present

i nvention; Figure 4B shows a cl oser expanded view of the front shell, rear

shel I, interlocking plat gripROPUSRIPTIANOF T pee W th one

enbodi ment of the pr esenﬁmﬁrw%expanded vi ew of
t he shackl e amgbur@Cki AYilNBENRUH SHEWELROMETICK dBvias SOhENGS, W dcbor@iRe with
enbodi nent of the present invention; and Figure 5 shows a flowhart of a

met hod f 6re elubehtwduel thppieagrit srvesfion | ocki ng devi ce based on a status of
t he | ocking device,, i n_accordance W th one,enbodi t 0 resent. .
nvent i on. - DEVRMTEBokSeR B R ot A EHERRGY | B hg hokk it FERE 1. in
NUITBT HUS 258Nt VitlehdichBoai@ns 6t th PFdsbutiifvédkider to provide a thorough

under st andi ng of the present invention. It wll be apparent, however, to
one skilled i Higune Zarig arhdllugthtiopr $oaimg ianvlemichah ofay betimdaden operating Hout

). of th ific details. In oth i , |k
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unnecessghmbbdinRABEHE ptdentRiR$ABA; | Nvention. [0008] Figure 1 is an

illustration show ng an nLOCK 100 device architecture, in accordance with
one enbodi nenfigufe #Aeshomssibatphysiva ntongenemthef thOBK.QOY, imetasddamca with one

radi pof requen tracki.ng and communi cation system and a security | ock
mechgdﬂ sgwgﬁé‘e%ef%eqtﬁ‘g‘feﬂg%{ a processor 103 defined on a chip 101.
The mLOCK 100 Fahi$® 4BHoWAES cRsérdipandddSvide| 6ed %httsh@ll,cxgblpsﬂc@ll -intlﬁ&ﬁxfg,d' 0

105 operates at  an international T]_)requency and is defined to efficiently
manage polats, acdpedimdateon ac¢ardore wathodientotlimer of thadiresedt0Bvérgiodef i ned as an
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H LOCK 100 further includes a |ogcation determ nation devigce (L 111
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I n one emhadigEent, the LDD 111 is defined as a G obal Positioning System
(GPS) receiver device. Additionally, the

DETAILED DESCRIPTION

[0007] In the following description, numerous specific details are set forth in order to provide
20  a thorough understanding of the present invention. It will be apparent, however, to one skilled
in the art that the present invention may be practiced without some or all of these specific
details. In other instances, well known process operations have not been described in detail in
order not to unnecessarily obscure the present invention.
[0008] Figure 1 is an illustration showing an mLOCK 100 device architecture, in accordance
25  with one embodiment of the present invention. The mLOCK 100 includes a radiofrequency
(RF) tracking and communication system and a security lock mechanism. The mLOCK 100
includes a processor 103 defined on a chip 101. The mLOCK 100 also includes a radio 105
defined on the chip 101. The radio 105 operates at an international frequency and is defined to
efficiently manage power consumption. In one embodiment, the radio 105 is defined as an
30  Institute of Electrical and Electronics Engineers (IEEE) 802.15.4 compliant radio 105. The

radio 105 is connected to electrically communicate with the processor 103. It should be



m_OCK 100 i ncludes a power source 143 defined to supply electrical power to
the processor 103, the radio 105, the LDD 111, and ot her powered nLOCK 100
conponentwoasiodesssni bed below with regard to Figure 2 | RCYAIS2@0934014

enbodi nents, the power source 143 is rechargeable, and nmay be supported in
a trickle-chargi ng manner by solar enerdy. The nLOCK 100 i npl enents a power
managenment system defined to enable | ong-term nLOCK 100 depl oyment with
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secures an asset, such as cargo within a shipping container, by controlling
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through @& pe&RaNyC&mMBEOMABIvA tme}sroédamrbﬂd3sofrtﬁ@eh1@g10a $hark bgbedimehe tid- OCK
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control actions. The | ock sensors 148 can include a shackl e sensor

cabl e seH¥dA} Theecks peturpe 146 fuidizes AdneRr daatyipconEpliech ey Rpwes %maléﬁ@ﬁm ly
opened OrleS%&ﬁ&dm 1{1&% ﬁé&g@d&h%egmﬁ KLQaRF 'ﬂéfmgaoﬁm dr8dhE BERE: HlREgnbne

| ocki ng anism o has act ual
20  conversion, based on low power signals generated by the processor 103, to generate enough

power so as to appropriately control operation of a lock motor. The lock motor is defined to
provide mechanical locking and unlocking of the mLOCK 100 shackle. In one embodiment,
the lock motor is a DC motor. Also, in one embodiment, a spring is disposed to link the lock
motor output shaft to a cam mechanism that enables/disables operation of the mLOCK 100,
25 i.e., enables/disables operation of the mLOCK 100 shackle. In one embodiment, the lock
actuator 146 is defined as an H-Bridge amplifier designed for low voltage DC motors.
[0012] The mLOCK 100 also includes one or more lock sensors 148 to determine the lock
actuator 146 state (locked or unlocked) and the mLOCK 100 shackle state. In one
embodiment, the lock sensor 148 is a limit switch that conveys data indicating a discrete state
30  ofthe lock actuator 146, i.e., “locked” or “unlocked." The processor 103 is defined to use the
lock sensor 148 signal data to determine when the lock actuator 146 is in the correct state
during lock actuation, thereby providing feedback to the processor 103 to enable stop/start
control of the lock motor by the lock actuator 146. If the lock sensor 148 indicates that the



opened or closed, thereby indicating the security state of an asset to

whi ch the mLOCK 100 is attached. [0013] The nLOCK 100 al so includes a user

i nterfacewoizepliayssi44 t hrough which visual information eam/usecioosseyed to a
user of the nmLOCK 100 to enabl e understanding of a current state of the
mLOCK 100. In one enbodi ment, the user iSnterface display 144 is defined as
a two line by eight character liquid crystal display. However, it should be

under st ogtkthédhahiBmdt Rethe @ohocicormtmdbd StadS ke prétieedok 208 walil 5l take dfAonddl be
defined as essentially any type and size of visual display suitable for use
in el ect pefifing. Ebereakesrnsors ol 43i eanainride jasshiaekle sengondpr raflesenspt)olhe shadkimg
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a) the mLOCK 100 identification Number,
20 b) the mLOCK 100 state (locked or unlocked),
¢) the mLOCK 100 location and time (GPS location),
d) modem status, if modem is included in mLOCK 100, and
¢) network status, if the mLOCK 100 is currently in a trusted network area.
[0014] In one embodiment, the mLOCK 100 is defined as a self-contained battery operated
25  device capable of being attached to an asset, such as a shipping container, to provide secure
tracking and communications associated with movement and status of the asset, and to provide
access security for the asset. In certain embodiments, the mLOCK 100 may also be configured
to provide/perform security applications associated with the asset. Through communication
with local and global communication networks, the mLOCK 100 is capable of communicating
30  data associated with its assigned asset and its security state while the asset is in transit,
onboard a conveyance means (e.g., ship, truck, train), and in terminal.
[0015] As will be appreciated from the following description, the mLOCK 100 provides

complete autonomous location determination and logging of asset position (latitude and



prioritization of data storage in the non-volatile nenory. Conmuni cation of
commercial and/or security content associated with nmLOCK 100 operati on,

i ncl udi ngvoabw/gesser at ed by external devices interfacedPCo/ush@ontOCK 100,
can be virtually and/or physically segregated in the non-volatile nmenory.
[0016] Moreover, in one enbodinent, a wifrel ess communi cati on system of the
nM_.OCK 100 is defined to detect and negotiate network access with network
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[0018] Figure 2 is an illustration showi ng a schematic ‘of the OCK
Fi gur e 1authentaetoradauel wiunibeonef ehbotiLeEi 300,t peovpde sewtypiaiy dndiroctionlh

various exenpl ary epbodi nents i p, 101 that .i ncl udes baoth the

pr ocessor T AR ey @b@ﬁéh&gﬁq AFTadfe Vs \ggﬁlgiatwgﬁlegfneg\ﬁ%rk, and
fol I ow ngy GihiRSet@IR eGP whén Mﬁ‘%e Wo&%&@nuf actured by Texas
Instrunents, a nodel CC243 1 chip manufactured by Texas Instrunents, a
nodel CCRHQ] thiope radboflmaintir the vayioTer@apdmeatsr efimbnts].O@KMbOE hreMisp@2d oh «hi p

manuf actur.ed by Freescale, a npdel MC132 12 chi p manufactured by Freescal e,
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( gi gaHer empodihtens hbellpdinted circuit board of the mLOCK 100 is a low cost, rigid, four layer,
0.062” FR-4 dielectric fiberglass substrate. However, it should be understood that in other
embodiments, other types of printed circuit boards or assemblies of similar function may be
20  utilized as a platform for support and interconnection of the various mLOCK 100 components.
In one particular embodiment, the chip 101 is defined as a model CC2430-64 chip
manufactured by Texas Instruments, and the LDD 111 is implemented as a model GSC3f/LP
single chip ASIC manufactured by SiRF.
[0018] Figure 2 is an illustration showing a schematic of the mLOCK 100 of Figure 1, in
25 accordance with one embodiment of the present invention. In various exemplary
embodiments, the chip 101 that includes both the processor 103 and the radio 105 can be
implemented as either of the following chips, among others:
a model CC2430 chip manufactured by Texas Instruments,
a model CC2431 chip manufactured by Texas Instruments,
30 a model CC2420 chip manufactured by Texas Instruments,
a model MC13211 chip manufactured by Freescale,
a model MC13212 chip manufactured by Freescale, or
a model MC13213 chip manufactured by Freescale.



be understood, that the type of chip 101 may vary in other enbodinents, so
long as the radio 105 is defined to operate at an international frequency
and proviwe 2povesssaranagenent capabilities adequate to s&CITAfSgonioda0ks 100
operation and depl oynent requirenents. Additionally, the type of chip 101
may vary in other enbodi nents, so long & the processor 103 is capabl e of
servicing the requirenents of the nLOCK 100 when necessary, and enabl es

comuni Celg1oN TV achtdfahe abbve-ilofifisdndheyrent esbedibratsdtHehadiohios i3 @dfindl &0an t he
chip 101 includes a nmenory 104, such as a random access nenory (RAM, that

i s read HfEE ®P74&4z08wdigniadionghat apsrgsesort eslsesuen@aofid Gloteigpblest). dathguld

[ d w i . . I i.ncl ud
pover  andt iferodb Al 4 RepRTeA R0 mapPrlin PUEr RPSRaraR, & Reabdnd Rl °

comuni cabs a8 dednge t@fopelie @ dinOinld@RatiohBE flegeiney 10d @m@ nﬁtﬁ:ﬁéreﬂaﬁé%eﬁx%ﬁﬁi ve
and transmt RF igwlgnal s through a receive/transmt ( TX) switch 139, as
i ndi cat eeanspilidies owdeqrate v spamy inL 088t h! Goopetation aafido deiBymgnte neigiirementst he

radio 105 to.t itch i ndi_cat ed arrow 171, then fromthe

o t oh 1360 isheRe S §ER oTiBin b o5R Bl FRARUNEAS: sor PBR. 3 48 PbRERoY ¢ om
the powenonmdaphtielof $&vicif AB eéduemiris DX 1svnl OTKL 440 whsn hBts&ad, add Rialéd oW
183, then fromthe RX/TX swtch 141 to a radi o antenna 109, as indicated by

arrow 188sompooRafion vieetwi iadipadh implentchtedr enhioard1 96 @yp dfidis Algoorthe kleipr HYi o
ant enna 102%20 t he R)(/l&( SwWi ]t}ch 141,d as_indicated Mr%tl%é dth n f.fom
the RX/ TRCHE @hMEmPnt dUPRCl A & Fdomsaqe Pamay r Bt 4B 1¢adi Al Vo m
the INA d&EsdiBle b endBiodssGoBabr skdBee 88ddtNes6ahRE with BLOCK 100/6petdiRA. f T om
the RX/TX switch™ 139 to the radio 185, as indicated by arrow 1%)1. The RX/ TX

swi t ches [(29] Ahed mIAICK 180 dbsbiindadeas@ popeer amnplifeaolderaat iavdew yosaamplifiat (LNYE)

t it ecei ths for the radio 105 cap be isolated f
ot hor w A (T BIGE EPRRUGUP FsRcP r BE AP o o U 219Bn> FEBREHA y

hi ot her eRdSind th8sRVRPSiENIE AR6SnL3RcaRE/ ubftdmE RXPEXPRSRAL B, L0 idOUk& RF

signals through the power anplifier 107 during transm ssion, and around the
power anpy iafrowr! 7104 tcumsinrgpatte bephd mdio Mesxédnds dront the rivfio JO6%wo thergpliichilép, 107

out put can, be isalated f t he RF._ i nput the radi o 105, 022] . hj. one
ermbot mefit Indieaiad Byt Aot | R s A R S8 58S S I TEAEN S G A in
HMC174NMS 1 LC f LR RXAT e Uk od
that in g?%ﬁ)ke%b I ?reﬁra\(fng%eaetc \p%ffaﬁ%%?ewzrgp é@\n)}ﬂt%crhes i?%gpgén}gl‘tllllfy?gﬁéaﬁée@
defi ned &g aanet 1881 they genotheRIEXANX twhcls 41 tongrad® arttering 108padindicated by arrow

transitioning between transmt and receive channels in accordance with a
control %%nal. Al so, in one enbodinent, the power anplifier 107 is

ﬂlez ![ ?fgafq@mgféce%W$4%§th i385 RWGHs FIR! el BlioMRHIsHACTY 8 dndR X/ TX
20 switch 141, as indicated by arrow 185, then from the RX/TX switch 141 to the LNA 137, as
indicated by arrow 181, then from the LNA 137 to the RX/TX switch 139, as indicated by
arrow 177, then from the RX/TX switch 139 to the radio 105, as indicated by arrow 171. The
RX/TX switches 139 and 141 are defined to operate cooperatively such that the transmit and
receive paths for the radio 105 can be isolated from each other when performing transmission
25  and reception operations, respectively. In other words, the RX/TX switches 139 and 141 can
be operated to route RF signals through the power amplifier 107 during transmission, and
around the power amplifier 107 during reception. Therefore, the RF power amplifier 107
output can be isolated from the RF input of the radio 105.
[0022] In one embodiment, each of the RX/TX switches 139 and 141 is defined as a model
30  HMCI174MS8 switch manufactured by Hittite. However, it should be understood that in other
embodiments each of the RX/TX switches 139 and 141 can be defined as another type of RF

switch so long as it is capable of transitioning between transmit and receive channels in

accordance with a control signal. Also, in one embodiment, the power amplifier 107 is defined



shoul d be understood that in other enbodi nents the power amplifier 107 can
be defined as another type of anplifier so long as it is capabl e of
processi yORP1gi2g8%al s for | ong-range comuni cati on and PSTASAME0/08BNAgeabl e
in accordance with a control signal. In one enbodinent, the power anplifier
107 and RX/ TX switches 139 and 141 can 8¢ conbined into a single device,
such as the nodel CC2591 devi ce manufactured by Texas Instrunments by way of

exanpl e. af QOR3Hel THRMQIABISSLOO Gz puvidiedmSIeisr pRaM fWird &) BX¥GEX Hob el it
circuit 189 defined to direct cooperative operation of the RX TX sw tches

139 and shauld Hadindersipod dbat ipowesr eoehodiraentsthet pasvescumplifienpg OV foae be K3 finechds LNA

137. The TX . control ,circui,t 189.recei ves RX/ TX trol. signal from
the chi poe’ H9e o cuedfish S5 bus Al Borif FaupiiseBe el cieduiptihesnet)
signal, th@nfaXicho Qmtr B p6wEC widnadddBlet iRNSHIrtisnce eRRRCA | RGP RIMAI. i BRI S
to the RX/ TX switches 139 and 141, as indicated by arrows 193 and 195,

respeZt i eaibpdiment hhe pewercomtlifien il @79 andsREE8bivitehee d 39landh ¢4 b carhles canilgned into
transm ssi on th or the recei ,,.as directed he TX contr ol
ool el DS PR SOBRM astRe BBy TP

signal, bhexdmfldX control circuit 189 transmts a power control signal to
the power anplifier 107, as indicated by arrow 201 . This power control
si gnal dil0@31 Ihe el QoKet Otaispfurthereequippedt with @R XX whrerol tdreuiRA 89 rdafised §si on

path is to be used, and to p r when t RE transm ssion path is o
be' 1'al o TPGGRRRCHI B RBGH HoRe | TR EPr i e o pebeBe e Eeh
and gp MeEPHE phlvr afipfile@ B0 RarfdNAWRET BhORKIEXTBRARS VeirkhR 1188 rE&ARs ARRWMITX ©
accessi ble by the processor 113 for storage of data associated with LDD 111

oper at i onenthil signel Eorbdbié oeptl 011 dsendibbDed b amne ORI In 1&§bonae o thaRed/TXowadtrol
t oget her, . as indi b rr.ow ,.such that the processor 103 of
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progr amrispg ik 15060k PR dla% Indiddle /Y ArRMSs AUBOQM I%thépec‘iibﬁ?lg ;J[hfcg ma@e&n&%gwn

the LDD 111 and chip 101 may be i'npl emented using a ser ort, such”as a

uni ver sakstsidished along efthiSBhe toosdissibn \patht orathe seaivet pegh, rds@Rkciod Bbypthie ROSAX

convbyancet ssngl warioe] ham e SRty av 1 resbense o ek B ABRFQ cgsa (hat
L 2o S0P PP 1B SRSTAL 5Ll SER iyt beiliaady g
101 i n serdi¢atddngy drivev 2@4UTH ep@nirsootrolt shgnairtlidiks the oweemmpiiasdany polveOgh]
o S Wt et R Mramemission fatiislo be sed, Ind i power down wien he RE garsmission
ext er nal when p ’ p
path is to be idled.
20 [0024] In one embodiment, the LDD 111 includes a processor 113 and a memory 115, such as
a RAM, wherein the memory 115 is read and write accessible by the processor 113 for storage
of data associated with LDD 111 operation. In one embodiment, the LDD 111 and chip 101
are interfaced together, as indicated by arrow 161, such that the processor 103 of the chip 101
can communicate with the processor 113 of the LDD 111 to enable programming of the LDD
25  111. In various embodiments, the interface between the LDD 111 and chip 101 may be
implemented using a serial port, such as a universal serial bus (USB), conductive traces on the
mLOCK 100 printed circuit board, or essentially any other type of interface suitable for
conveyance of digital signals. Additionally, it should be understood that in some
embodiments, the processor 113 of the LDD 111 can be defined to work in conjunction with,
30 or as an alternate to, the processor 103 of chip 101 in servicing the requirements of the
mLOCK 100 when necessary.

[0025] Also, in one embodiment, a pin of the LDD 111 is defined for use as an external

interrupt pin to enable wakeup of the LDD 111 from a low power mode of operation, i.e.,



interrupt pin to enable wakeup of the LDD 111 froma | ow power node of
operation, i.e.,sleep node. For exanple, the chip 101 can be connected to
t he ext erwal2oimtessaupt pin of the LDD 111 to enabl e comrumiusatioossond a
wakeup signal fromthe chip 101 to the LDD 1 1 1, as indicated by arrow
165. The LDD 111 is further connected t® the chip 101 to enable

comuni cation of data fromthe LDD 111 to the chip 101, as indicated by

arrow 16gieed 6] Fokh&ahdple, 1clchip 18l San $efdonsektddotor 186 @kieenaA MntBiFusti IR theds
i ndi cated by arrow 157. The RF signal received by the LDD 11 1 is

transni t LB® 1}oio anablelommawniesiion of 21waksup signal ionghe elnplliof ite the(LINR) 11115, as

i ndi cated b 159.. Th i is t itted,f the L 117
o a o gitgtoae bLribig 163 Tk H8, i 3 b orsb A8 Tk onsd A (RGeS
transm t t@AmuhRMiSNES datd fr6m thd BDIP1 Hihe thd¥hip 181, a8ndibHics) AeoPY6Rr row 157.
[0027] Additionally, in one enbodinent, the LDD 111 is defined as a single

chi p ASI @026hdThediDay 1 Ah isoalbodelthet| ta secemenar RE sighakasl indicati@dbpanoed §or Theor e
113. For a e, in.yarjo enpodi nents, the can be i npl enented as
ei ther oRTURETH Bierbi 1§ b bPL L dpiniind B TG Dby B 21 G Shoroiss
GSC3f / Lpaméﬁiﬂﬁflmﬁmwégs apdw F5BFThé, HRORF s@ﬁ?ﬁs@a‘ﬁsﬁ@dﬁ?&ﬁ!ﬂ\éﬁr

manuf act ured by Si a nodel e/ LP GPS receiver manufactured by SiRF, a
nmodel NXBN@PS! T tcebigeal fittanUufl dcasundidatog biemmomi k35. dihew, the &1 sidild 30warGPRted

recei ver .manufactured b i.X. 028],.The L 17 and signal filter 119
are pr ovfrﬂ@dg? g‘?tﬁh{)fgl W}X%ﬁﬁﬁg{]éaﬁs ’{“a@a b§ia§rﬁéﬂl\ﬁr7écei ved fromthe LDD

ant efyha | i : : | nt; : Band
I G I i P S e R A
enbodi nmentcludirey ariNAnidard diash bhemaorplléfentieth ABM prapdsdor UREBPIB. FoK eammpplef irer

manuf actured by NEC. In an er,_enbodi ment, the LNA 117 _can_be i npl enented
as a nod¥MIEEALIMeH| ?fﬁ}% &éﬁm dPRFRRRtadgs Fitheh of mes%ﬁowww ‘1}17

is defin 0. AANE ABhonORtHpd: i nput for receiving control signals fromthe
LDD 111, g;ss rlgcn%?ecgt eé) gy aer row 153. Correspondingly, the LNA 117 is defined

t o under st andaandeb@8CAl/EPIGPSaecavetanam fatirhd bh8iR¥Gnt r ol si gnal s recei ved
fromthe LDD 1 1 1, In 1‘E/he enbodi nment ereeéjpe LDD 111 is inplenented as
the Wodel cscamadel @pS2iER GRpgiecqyeranagufaciirepp®ifisn on t he GSC3f/LP chip

can be used tQn%%@fégb%/ﬂ?éﬁ%%%@g@%\ﬁactﬁx‘%@\'ix??{ﬁllg,”abl ing the LNA 117 to

be powered down and powere ance control algorithm
[0029] In oneaerdideNKBIGES tdoeiver gadlfadtidet &y Neh&rixsodef i ned as an L-Band
device, such 2%0%6] NJO30A GPS receiver manufactured by Nemerix.
[0028] The LNA 117 and signal filter 119 are provided to amplify and clean the RF signal
20  received from the LDD antenna 121. In one embodiment, the LNA 117 can be implemented as
an L-Band device, such as an 18 dBi low noise amplifier. For example, in this embodiment the
LNA 117 can be implemented as a model UPC8211TK amplifier manufactured by NEC. In
another embodiment, the LNA 117 can be implemented as a model BGA615L7 amplifier
manufactured by Infineon. Also, the LNA 117 is defined to have a control input for receiving
25  control signals from the LDD 111, as indicated by arrow 153. Correspondingly, the LNA 117
is defined to understand and operate in accordance with the control signals received from the
LDD 111. In the embodiment where the LDD 111 is implemented as the model GSC3{/LP
GPS receiver by SiRF, a GP104 pin on the GSC3f/LP chip can be used to control the LNA
117 power, thereby enabling the LNA 117 to be powered down and powered up in accordance
30  with a control algorithm.
[0029] In one embodiment, the signal filter 119 is defined as an L-Band device, such as a
Surface Acoustic Wave (SAW) filter. For example, in one embodiment, the signal filter 119 is

implemented as a model B39162B3520U410 SAW filter manufactured by EPCOS Inc. As



Surface Acoustic Wave (SAW filter. For exanple, in one enbodi nent, the
signal filter 119 is inplenented as a nodel B39162B3520U410 SAWfilter
manuf act weaoty12BB3€0S | nc. Aspreviously stated, an out peCTafS2etee3aignal
filter 119 is connected to an RF input of the LDD 111, as indicated by
arrow 157. I n one enbodiment, a 50 ohml®i cro-strip trace on the printed
circuit board of the nLOCK 100 is used to connect the output of the signal

filter Ig8vibeslyRexdd ah mRtiut OF ti@ghdDBIRL 119 A s@hnettBd @9 én RFOBGUITENhe IO
signal filter 119 is tuned to pass RF signals at 1575 MHz to the RF input
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that are electrically connected to respective pins of the data interface
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enabl e el ectrical conmmuni cati on between an external entity and the LDD 111,
as i ndi cataeplhyinaenecoomb@iimemorthe xhippl @, instides tenuraberesit |11690nfmyrabée g@mn@ct ed
to the LDD 11

h the dat nterfa 123 to pr.o m t 11
Shoul'd OB Bl S eAst Slgeaty Horiee B fa depeS Rl bE R b aare 123
di f Ry enfhaysShidentiddius, STBadhIE foe (FRh RX%ARYR ol ébn%ﬁ@rc&mbmeﬁntyt he
data interface 123 is defined as a serlal interface including a nunmber ~of

pi ns to appiickticas) m@raiaimmhmwenamaﬂ to@nnmmrncaltmwcthhlmclep(éﬁbﬂwugﬂme dafaa

f def. us h
100 nl aonidbra s i dstieh Ry arousr DB AR RE brha o Be LA o o
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as a non vo e menory that can be accessed by the processor 103 for data
st or age mditatedthyi @val .167 nFoamexaepin dinrnetdrnalt dngitye viag rhd ednnentot (o th83.D13 111

defined as a solid-state n vol atil e h fl h

ot et eibribe 965 Rig AP P LD Y- SRt brpi s R Y dad®
st orage, ;,anf.£393 e, %9 eFiRtd ﬁlddl?fx fqmawm Waldfis %ﬁﬁ%&i}ﬁ‘e@m‘) ot BEark10 GRS
103. I n one enbodi nent, separate ocks of menory wthin the extended

menory 1&hbedmehe tiwl dama:ailcﬁdicé a23 dedifmad ad assealbyteghtdnrcludegur numgber of pins

applications or conmercial applicati In one e di nent, the extended
menory 195Vhigh an gyisEl §pgea Blax Cfam%fgh? HhsF xaraple the gb 36%@66‘9@%?@ e adiied

L0 4GRSy SELpERRr e he et ended repory 195 15 ¢ rodel
in otther [(}ﬂBbp?ﬂthBﬂIGCK 100 also includes an extended memory 135 connected to the processor
103 of the chip 101, as indicated by arrow 175. The extended memory 135 is defined as a non-
volatile memory that can be accessed by the processor 103 for data storage and retrieval. In
one embodiment, the extended memory 135 is defined as a solid-state non-volatile memory,
such as a flash memory. The extended memory 135 can be defined to provide segmented non-
25  volatile storage, and can be controlled by the software executed on the processor 103. In one
embodiment, separate blocks of memory within the extended memory 135 can be allocated for
dedicated use by either security applications or commercial applications. In one embodiment,
the extended memory 135 is a model M25P10-A flash memory manufactured by ST
Microelectronics. In another embodiment, the extended memory 135 is a model M25PE20
30  flash memory manufactured by Numonyx. It should be understood that in other embodiments,

many other different types of extended memory 135 may be utilized so long as the extended

memory 135 can be operably interfaced with the processor 103.



many ot her different types of extended nmenory 135 may be utilized so |ong
as the extended nenory 135 can be operably interfaced with the processor
103. [ 0032y0he/m3TK 100 al so i ncl udes a notion sensor P83/USaveloamis i cal
comuni cation with the chip 101, i.e., with the processor 103, as indicated
by arrow 173. The notion sensor 133 is defined to detect physical novenent
of the nLOCK 100, and thereby detect physical novenent of the asset to

whi ch t hpop2ICte AQDAK 180 falssafcluddiar ROO6Es6R6r 1Binl dedhigddl REGnTRidaB6R IR
notion detection signals fromthe notion sensor 133, and based on the

r ecei vedthashipotfldee.ewithdie Briogesarrsl etsendicaed by aaopr b iThe enativdsensor 133 is

e uti 1+ S ool P ekl andBhieet ot e SR ohe Tof Bk R e e

noti on s@Bs&hent 33 thd¥ssbeodehith et AS.OTK 300 & LARBEEHe, procdYdrOL038 s HBfifddr t%
swi tch, a mcro-pendulum anong other types. Al so, in one enbodinment, the

mLOCK 10Gceisg meticaqdétppion signals dign ithy eotieni snsaselSorand 1188ed unehegeeciedl
comuni catj.on with the chip 101. Use of | tiple. notiaon nsor s be
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t echnol ogwh$ tdifltbat tyPed of XRBhBenddds AB® 18ALBE IITEKG it PRIAR drBbIHRHBRO Fk33
is a nodel ADXL330 notion sensor manufactured by Anal og Devices. |In another

exenpl ar sxagmdodit seme embhéiments, the metingosend@3 3Bgnay brodrfineABXBB dccklerometer, a
accel eronet er _manuf act ured by Anal Devi ce I.n yet . anot her enbodi nent,
The ot | BROSERETY S5n5T SamistrRrHin R ciRorg thor fihdir AlPu FEER Gy DHATEY, e
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connected to the power source 143. The voltage regulator 187 is defined to
provi de withithe rehin povelselof poutiplshantiomseqrove il 33 aeayc be idiplensniadploeponided as

bat t ) I , Lator. 187 i s, f .her. fined.t i )
o Pal Lo ey Shao, Len sy ST e rthe, fefLnad Lo provlde
mM.OCK 108¢ nhdticRAN@n&M89 4R flodePADXRASD thtRnf sehdof ndnd e RROEST RelaBE DdiRes

out put of the voltage regulator 187 to work in conjunction Wth a tuned
bypass clrawilter betmydery entbedpoents thp hetion génsph &3 Iis@EKodd ARXH3 H apcelardneter

potential, so as.to ninjmze noise and coupling with the LNA 17 and
137 T ORI 1 PR o585 1 pEe s NPT e RPBan SPROBASS - o
enbodi ”El%de]tMXRQ%%Ofﬁarﬁﬂ&t&r@@b}%a%rﬁ?&%@eﬂ ed to receive common reset

and brown out protec n signals fromt vol tage regulator 187 to
synchr onjifa3nTRCKLOITK dDanisopndndbstaovaitage exphlatgyal 87 stoneectaitol the pewerr soptaed

menory (115/104) during a slow.r i ng power. up or. during wer source 143,
e.g., battleriiic wiGan rediatoy ﬁ%’efeggrpwﬁptpaﬁrg)“éﬁ@o@ﬂwm PeYiE GoPpYguhen the

regul at opod8 Loluded4TR0ehy IRSHEII0. YOh(ATEHS RAMLELQIFRNLIAS IR dBniRRS

| nst rument s. anot her ‘exenplary e age regul ator
a nmodlel provide optimized voltage control and regulation to the powered components of the mLOCK

100. In one embodiment, a capacitive filter is connected at the output of the voltage regulator
187 to work in conjunction with a tuned bypass circuit between the power plane of the
mLOCK 100 and a ground potential, so as to minimize noise and RF coupling with the LNA’s
117 and 137 of the LDD 111 and radio 105, respectively.

25 [0034] Also, in one embodiment, the radio 105 and LDD 111 are connected to receive
common reset and brown out protection signals from the voltage regulator 187 to synchronize
mLOCK 100 startup and to protect against executing corrupted memory (115/104) during a
slow ramping power up or during power source 143, e.g., battery, brown out. In one exemplary
embodiment, the voltage regulator 187 is a model TPS77930 voltage regulator manufactured

30 by Texas Instruments. In another exemplary embodiment, the voltage regulator 187 is a model
TPS77901 voltage regulator manufactured by Texas Instruments. It should be appreciated that

different types of voltage regulator 187 may be utilized in other embodiments, so long as the



TPS77901 vol tage regul at or manufactured by Texas Instrunments. It should be
appreciated that different types of voltage regulator 187 may be utilized

i n ot her wolzotvressts, so | ong as thevol tage regul at or i gCcaaiSeoemd340o04 pr ovi de
optim zed voltage control and regulation to the powered conponents of the
m_OCK 100. [0035] To enable | ong-term mMXOCK 100 depl oynment with m ni nal

mai nt enance, the processor 103 of the chip 101 is operated to execute a

power mapAgREEREuIRIOP Gk adBfed tbheroMdeChptiRiRed ma%@‘é@ﬁtrdlﬁﬂﬁg%@%ioﬂrﬁgﬂfém
controls the supply of power to various conmponents within the nLOCK 100,

nmost not pdwsred gompencnPithe ma Kk 4¢.0 105. The nlLOCK 100 has four primary

ower st 1) L 11 Of a dio, 105 Of, 2). LDD 111 Of and radio
05 On. - BOSSERT17E0G, 1t OGE b SeRingmept SHy TRRTH S FdFD Tie
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operating state of the nLOCK 100 is a sleep node in which both the LDD 111
and radi mLOFEK al®. pdwepaderomnagémentp preramemvatyelsetht supplyr afrppwed éf ivagalist o

ower on the LDD 111 apd/or radiq 105 jn r onse eyents, such gs
ﬁnni t or e&or%‘?’fﬁf[’)gi Y)’P]{él,n t‘@ﬁﬁ)&ﬁg §@Pﬂ‘ﬁﬁsg Wgﬁ’g?oea‘ﬁr %ﬁpam&ngeﬁaalf’nb@: TSy
exanpl e, A G 08 Rhs BUEPLmMAy JIRERRL; tenporal record, as detected by the

noti on sensor 133 and conmunicated to the processor 103, nay be used as an
event to causé) EDDhdrl ff abdtddiofOX@H, LDD 111 and radio 105 to be powered up

from sl eep node her exa , a pre programmed schedul e may be used
to trigger pogk¥9§g¢33%%?P@5ﬁﬂbHﬁﬁﬁPh of the LDD 111 and radi o 105 from
sl eegy mode.  Adp HHonaldhy andlabRr108\@MtSHgsuch as receipt of a communications

request, external sensor data, geolocation, or conbination thereof, may
serve as tri ggetBDtld 1gowerd apioelidSHenr. or both of the LDD 111 and radio 105

from sl eep node. [0037] The power nanage t programis also defined to
power doW%3§hgﬁ?rE@®F€ HgePEEBITBbOgTan i deipsn sudh & aingraal Rerasipgritpte of the

conpl eti mq;éxg 30y id z??lggp;%ngﬂe %wﬁf&ﬁ%&?&e‘mﬁﬁ %1 QRS radi®PEN L HovRbed 18 The

oper ati ons bei ng per e power nanagenent program nmay direct either
of the Lpbwdr rharbgementgadograrhdS défingdawpdweoomtheliiDIe 11 henddheddiockstin mespsndeo
operate. O, the ogperational conditions nay permt_ the power nmanagenent

pr ogham oSt Brdhdoreniersd weRditemn chisial sHmulipisd pre-progiapmedgielinggstor

0038], ToGPYIRS gkl FARSIED e Aty Dy 08 sk 5o o
chip 101138 hhd z@Smanided/Mz the processor 103, may be used as an event to cause either or both
of the LDD 111 and radio 105 to be powered up from sleep mode. In another example, a pre-
programmed schedule may be used to trigger power up of either or both of the LDD 111 and
20  radio 105 from sleep mode. Additionally, other events such as receipt of a communications
request, external sensor data, geolocation, or combination thereof, may serve as triggers to
power up either or both of the LDD 111 and radio 105 from sleep mode.
[0037] The power management program is also defined to power down the mLOCK 100
components as soon as possible following completion of any requested or required operations.
25  Depending on the operations being performed, the power management program may direct
either of the LDD 111 or radio 105 to power down while the other continues to operate. Or,
the operational conditions may permit the power management program to simultaneously
power down both the LDD 111 and radio 105.
[0038] To support the power management program, the mLOCK 100 utilizes four separate
30  crystal oscillators. Specifically, with reference to Figure 2, the chip 101 utilizes a 32 MHz
(megaHertz) oscillator 125 to provide a base operational clock for the chip 101, as indicated
by arrow 149. The chip 101 also utilizes a 32 kHz (kiloHertz) oscillator 127 to provide a real-

time clock for wakeup of the chip 101 from the sleep mode of operation, as indicated by arrow



(megaHertz) oscillator 125 to provide a base operational clock for the chip
101, as indicated by arrow 149. The chip 101 also utilizes a 32 kHz

(ki | oHer tw 208xi2b85at or 127 to provide a real time clockPComsaakosypiof the
chip 101 fromthe sleep node of operation, as indicated by arrowl51. The
LDD 111 utilizes a 24 MHz oscillator 12BBto provide a base operational
clock for the LDD 111, as indicated by arrow 147. Al so, the LDD 111

utilizes)sy. JhekD 03¢ utiliasQr24MAHARCIPERY il 98 tAprofRk attaBosdratdhal Qbcivdkgiep of
the LDD 111 fromthe sleep node of operation, as indicated by arrow 145. It

shoul d bEDIhdEl sis andicatebbevgew tMiaAlson tht hBP bhibeidizesnt3, kidt hemilladec] 31 @t or

t tilized t i.d | ock for the chi
To1 and Do Ts eapipeeianks 8 ¥ Re B BLRCLRR | TERE B Yiske ANt obtagbins
may be UgRibatcdeRendbnd 48Nt tsAulARR! @deARRId, hERENdr eBNnSottr &MBodibhtd, dindr and
chip 101. [0039] The | ock actuator 146 is defined to receive control

si gndl s bscdintorarapgoneds oray be3itiliagl forpeide g negessanyopckitg for therchgpbiHsand: o
t he cont ' | s received fro he pr.oces 103, the | oc ctuat or 146
< der nbin 5l Dde Pt Er il LRl ab IfEn Tsal b o eibn o AP IRET o
control thepeRakndRtRire IRERITIRMDDNG 1118 cHipswiet e anplified signals

provi ded by the | ock actuator 146 provi de power and the correct current

pol ari t y[A039HThe &ckhetuator K 46ro¢ defined teaedeiaf cantwol pigsas lidoen therpeatessmd 03, as
respectively. [.0040] The |ock sensqrs 148 are defi.ned to convey da

i gnal s VOhaiss b LT T GPoRie o i coTBLe By PG o Grariiedr Ko s
convgy ed}otax dolifidr oGk i3 %@ﬁﬁé& lt(olgﬁiehﬂ& WG &fscherd b fiﬁ@@%%ﬁl's%%ox%@gb\%ﬁ& a
status of the nLOCK 100 shackl & position (open osed), and a second data
si gnal peentiaditigloek shatbuseoharnidne THeOBIO diB0retecarhplifidogigmds ptovated by the lock

(1 ocked/ unl ocked). The data sjignals conveyed by the |ock sensor 148 are
moni t or eBCIRYO% h"e") progleposier $ofs e ORI OPRINGY 19 e Adi 6k POTAR epdteof
n_OCK 10 1o interface display 144 and associ ated user
i nput bu&%&%@leaélg&gé%’%—%ge#g%@’f directionally comunicate with the

pr ocesso[0040B Thd hecku s@isons NT4Sr fiacde{thied pb anonidd dita digmudg e they ptotesspr 08B SE0r
103. 1 n one enbodinent, data transmtted fromthe processor 103 to, the user

i nt eb¥ ac@difatssl byarroam 1 7& The da@signalsieopreyed S ths Incleremsens 14P dnludes g dirstidata; oxt
form i.e. .. J j I, it A | itors
the st af SN RARER SHERLE i hCK A0 chaRMidstion (BFerP1GRT.300 o Mchr TRl
cont r ol / sighglgirovidingrangdituoaf themaieDER 100 loble mos@rpokitioa n(foaked/ails¢ded) Thé4lata
and/or to trigger certain conditions in the nLOCK 100. [0042!\3} Fi gure 31is
an i | | ussigaalp epnvehetbygicdosh enerrak4s a5¢ mengpicH Y thepraspephi Vhip epable control

oL BN AR AR o on e e, 1L ook 100, i
Fi guze 3[00ap] esent& iarrRxaaRbRya44hmd associated user input button(s) are defined to bi-
directionally communicate with the processor 103. The user interface display 144 is managed
by the processor 103. In one embodiment, data transmitted from the processor 103 to the user
interface display 144 is rendered in the user interface display 144 in text form, i.e., in alpha-
numeric form. Additionally, the processor 103 monitors the status of the one or more user
25  input buttons to allow the user to control/select information rendered in the user interface
display 144 and/or to trigger certain conditions in the mLOCK 100.
[0042] Figure 3 is an illustration showing a flowchart of a method for operating a
radiofrequency tracking and communication device, 1.e., mLOCK 100, in accordance with one
embodiment of the present invention. The method of Figure 3 represents an example of how
30 the power management program can be implemented within the mLOCK 100. The method

includes an operation 301 for maintaining a minimum power consumption state of the

mLOCK 100 until issuance of a wakeup signal by the processor 103. As mentioned above, the



t he power managenent program can be inplenented within the nmLOCK 100. The
nmet hod i ncludes an operation 301 for maintaining a mnimum power
consunpt iwo 28teaessaf the nLOCK 100 until issuance of a wakaspoisiogtead by t he
processor 103. As nentioned above, them ni num power consunption state of
the mLOCK 100 exists when both the LDD M 11 and the radio 105 are powered
of f. [0043] The nethod al so i ncludes an operation 303 for operating the

not i on SERSAUMIFAVFEohABNItIA tObMABMACYEK. 1DONK P héboth elee.DDNe 1 ARd fed
further includes an operation 305 for identifying detection by the notion

sensor 18@if05are howeledloff. | evel of novenment. It shoul d be understood that

hr esnol (18R Ehe BRRE TRuRT it BARTRR) LR ORI i edhBHon s9og - eTitieds
t o movengRtmBfimbiepdt-LLond@Bptic Statch ThasHghod FuNwir Ciﬁclh(lih%f - Ghati 0305 for

affixed. [0044] In one enbodinent, the threshold |evel novenent is
defi rfed wlentafygignigtestionbydhe netien sénsar 3 hoka tho¢shald leed of neovspeni. 1t shduld be

ot on' cUBERTh el BRGSF i el sBrioen aandbmorsRot ot Pt ahl iy

the recejy&foRObl QR85 R&chPBSHENBY IRNABEHS shisSPER EdrREp RIS MREmBS: of
stored in the nenory 104. |In another enbodi nent, the threshold | evel of

movemnment thesnld@€Knldd, asl thn asset wgwlath dfe mbOCEN @bt effivedn si gnal s havi ng
reached at | east a specified ni t . In_this enbodjnent, notiaqgn )

det ect i oﬁ’%f‘bﬁ‘a?’éﬂ gmao lateawagﬁgrﬁﬁmﬁf g@rvsij%m'ﬁ@ewr *&%53&5 25 GBI G mogion
peri o] e, o r -maipe : : I |,
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has r eaclethedrtoexcaedddt mosipeciefactch gl frudhethesmstiar echsbn 18 hendelrrmink04.

Additionally, the two enbqodi nents regarding .the threshold | evel of novenent
as di scl wgé%%@svécw rﬁeﬂ%ggtéﬁm B4l Fxeeedy ﬁﬁp%ée‘frﬁ}%ﬁ‘élf?de[%c?ﬁfd fhthe
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I'nél udes an operation 307 for 1ssuing
wakeup singgedl éfombtiem sietection kignals tHaeing rhchet pdeest acqorsifiepthagmitsdatie ths a
nor mal operating power consunption state of the nLOCK 100. The wakeup

si gnkl i smBedisieal aeption deiectiop chaakiogre ressivasheil stereddh thedghotRpsar 3 sEdssor
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processo can be operated to transmt the wakeup si t'o’ el ther or
bot h t herdcBiWed inbtiah deteatiorosigds odephragémgl oftime hapeactied@n esegdens epdeifidde
performed upon reaching the threshaold | evel of povenent. [0046] W}th

ref er enc@aBaididerds BReA anithh Mymory (I0é- Addiaaliayhpive sabodinmiarreapitaticon 3
11 in whiehan B P I BhERLAs Ak BlsEN A ove SndyRRS b did 1S ofididBathdHag. pover
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20 [0045] In response to identifying that the threshold level of movement has been reached or

exceeded, the method includes an operation 307 for issuing the wakeup signal to transition
from the minimum power consumption state to a normal operating power consumption state
of the mLOCK 100. The wakeup signal is generated by the processor 103, upon recognition by
the processor 103 that the threshold level of movement has been reached or exceeded. The
25  processor 103 can be operated to transmit the wakeup signal to either or both the LDD 111
and radio 105, depending on an operation sequence to be performed upon reaching the
threshold level of movement.
[0046] With reference back to operation 301, the method may proceed with an operation 311
in which an RF communication signal is received during the minimum power consumption
30  state. In response to receiving the RF communication signal, the method proceeds with the
operation 307 for issuing the wakeup signal to transition the mLOCK 100 from the minimum

power consumption state to the normal operating power consumption state. Again, the wakeup



state hi response to receiving the RF communi cation signal, the method
proceeds with the operation 307 for issuing the wakeup signal to transition
t he nLOCKVOQO10f2e8%t he m ni mum power consunption state POTIUSR010084084
operating power consunption state. Again, the wakeupsignal is generated by
t he processor 103, and may direct the rEdio 105, LDD 111, or both to power
up, depending on the content of the received RF comruni cation signal.

[0047] Abigmal iwigtderated 8y e probesskr 103, ape hadyi difecB8hk, radibel 0381 Do 1 MRS Poaced
with an operation 313 for nonitoring a real-tinme clock relative to a wakeup

schedul ePOWH upndensnpivgionehe contens ofihsirecsivedRIbgommunicatign signab cl ock rel ati ve

to the h | e | far rocessor 103 il.e the OCK
100 1's 1 FORREATSn R relsfa Shototheein 0F 4PE REBRATpadr g dpGeeioy
wakeup t 31 fdrimédi@rigketenl-ambeWdkaclatihe tdTe tWikeuP 5@eedSIbid e RRRIIREAO the307
to issue the wakeup signal to transition the nLOCK 100 from the m ni num

power> comenipringrf dhetrealttang [wockorehaiive ofoethgt vakeuposshedde nis upgsformad dtyathe.
[0048] Wt h ref nGe, back tion,301, .the nmethod na roceed with an
oper at i o%mgeiségﬁ‘ géfrweélgi t\%le ﬁ%]t‘gcgpg@ﬂs {h S GPHE BaYS ?W%%PQ% Stfg"s i ng
the m ni fB4eRiPEWEPHecERISKHaRub @i SihahEwakdlipQORedRIED @l BMbd pfddedivlillpbperftfol Vved
through the data interface 123 may be a data signal generated by an

ext er nal 3¢k dsue dhnhewkee signehto tanstiom ther MAQCK 190 from dranpliwpmapewers or
may be connected to t ﬁgdata interface 123, and transmt a data signal

h .
i ndi cat i YESBPPUORYACHS S ORTAY PRGN SR CE f%ﬁ“‘fnﬁﬂ&a%ﬁegger s the processor
103 1 gwmsgmtr@em&%mas& gderitRnPIONE EheLklﬁetﬁb& H%Iy R5c @GO §Batlen3 1511

and radi o 105. For exanple, the data signal may bé a push button signal, an
i ntrusi oferagervims i gigahl theoughdind dath Inserddce di2d aluriag élret matetnent poversognaiption

St onal HAE: FhgroamhEEEE o Nty tEits it Be ArobuBhtadf St f ydien
user maysicNRGErard TRY bk Rehal QWIS cofieRdas the ha{aqn&kﬁc&@@pﬁdr{%g& 1§D%e or

| apt op conputer, to the data interface 123 to conmuni cate wt 111

or procesmeor rigBbe ¢rinnected entho diataemerfaccoli?3eand may ofnsnfiea dampignainigdidetivece t o
t he ta interfgc 123 wil | . cggse .the processor 93 to %enerate a wakeup

signal t dIPSHE bl ?rh(‘é)pdgl!on HTIgeTS i RIPESSEor f’:{ﬂ gerdgfed "i@@}l? jsjgnal to
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operation 315, the nethod proceeds with the operatioh 307 for 7ssulhg the
wakeup spuphaiuttoo signahsint intrnsiom eland G@all G0cHenoealbidogitali agemn deoavtipn signal, a

consunption state.to the nor.mal, operati ng.power consunpti on state. Again,
in oper atefhsra8H9 Signib %\z‘l&%‘&fiitysﬁlé?rﬁi oF §5568%@B’a?@’d° T {YRe ‘b‘?ﬂ&%aés%?t T@é%’eand
may dire L h& 5Pl ih@evikPD 111, or both to power up, depending on the
type of g%ngengzgfd r%%ei \Slleg fe\ﬁrough the data interface 123.

20  [0049] Additionally, a user may connect a computing device, such as a handheld computing
device or laptop computer, to the data interface 123 to communicate with the LDD 111 or
processor 103. In one embodiment, connection of the computing device to the data interface
123 will cause the processor 103 to generate a wakeup signal to power up either or both of the
LDD 111 and radio 105. In response to receiving the signal through the data interface 123 in

25  operation 315, the method proceeds with the operation 307 for issuing the wakeup signal to
transition the mLOCK 100 from the minimum power consumption state to the normal
operating power consumption state. Again, in operation 307, the wakeup signal is generated
by the processor 103, and may direct the radio 105, LDD 111, or both to power up, depending
on the type of signal received through the data interface 123.

30 [0050] Upon transitioning to the normal operating power consumption state, the mLOCK 100
may perform an operation 317 to decode a received command. It should be understood that the
mLOCK 100 can be “awakened” by many different means, including but not limited to, a

keychain controller, a remote control, a radio network, or by geographical proximity to a



[ 0050] Upon transitioning to the normal operating power consunption state,
the nLOCK 100 nay perform an operation 317 to decode a received command. It
shoul d bewondarrbssad t hat the nlLOCK 100 can be "awakene®#CThys20mang4ods f f er ent
means, including but not limted to, a keychain controller, a renote
control, a radio network, or by geograpifical proximty to awaypoint. |If the
received coommand is a |ock actuator 146 conmand, an operation 319 is

per f or negaypdimhifCihet feeeil @r koraflat@tioh 1546 abxerytlas doRemAmic khUsdcagionMEONRNI SM
conmand. |f the received command i s a node control conmand, an oper ati on
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channel settin schedul es, secure network encryption keys, or any
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switch 139 is 50 ohns. Also, the RF power anplifier 107 Is capacitively
coupl ed thetlL@GB 1R TX switch 141. Additionally, in one enbodinent, to

id | f th 43 f t he r.adi 05, i ght
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in ner poméuctpzledu@ tshewedi to pD@-idoa QISemH %watht:me) eDhive 1dad|cxmmea waivalesgth raceigh
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of the both the radio 105 @t jh,t' t.her eby maintaining LDD 111
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subst ant si gn oss pec I cal Input to the
20  [0052] In one embodiment, a power plane of the ch1p 101 is defined as a split independent

inner power plane that is DC-coupled with the LDD 111 power plane through an RF choke
and capacitive filter. In this embodiment, noise from a phase lock loop circuit within the radio
105 will not couple via the inner power plane of the chip 101 to the power plane of the LDD
111. In this manner, radio harmonics associated with operation of the radio 105 are prevented
25  from significantly coupling with the LDD 111 during simultaneous operation of the both the
radio 105 and LDD 111, thereby maintaining LDD 111 sensitivity.
[0053] An impedance matching circuit is also provided to ensure that the RF signal can be
received by the LDD 111 without substantial signal loss. More specifically, the RF input to the
LDD 111 utilizes an impedance matching circuit tuned for dielectric properties of the mLOCK
30 100 circuit board. In one embodiment, the connection from the LDD antenna 121 to the LNA
117 is DC-isolated from the RF input at the LNA 117 using a 100 pf (picofarad) capacitor, and
is impedance matched to 50 ohms. Also, in one embodiment, the output of the LNA 117 is

impedance matched to 50 ohms.



LDD 1 11 utilizes an inpedance matching circuit tuned for dielectric
properties of the nLOCK 100 circuit board, hi one enbodi nent, the

connect i omof2noym2psse LDD antenna 121 to the LNA 117 is Decirdast@vmsois om t he
RF input at the LNA 117 using a 100 pf (picofarad) capacitor, and is

i npedance matched to 50 ohns. Also, in Ibhe enbodi nent, the output of the
LNA 117 is inpedance nmatched to 50 ohns.[0054] Figure 4A shows the physical

conponenfossdf Fighe 4 SKvslBO phidical e6apeianecofmhd MLOTK 00 adiab@ilaret witheone
present 1nvention. Elect ronl cs 409 are defined on a printed circuit board
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film 405 defined to provide trickle-charging to the battery 407 to extend
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conponent s 11 are secured within the bod e., shel of the nLOCK™ 1
Fi gure 4Bfebroastla. Eig@sfeﬂC@h@‘aﬁdenbrv|dew1lgd Vterweoifﬂlomhacé&feand WtBingmeerharsbral |

415, terl ocki te 4 t

embodi mesarerne B Bt 4ty ER eBRPOBuRSF ool SR HIE "8 ectisg
defifed R¥kidgihQRhnisA&ompbhsntand] ard @e%ﬁreaheimm%ébowm@h shéil, 5&2@5&%01@ a
sandw ched manner to enclose the mLOCK 100 conponent’s. Al'so, th 00

i ncl udes1@. ptighrepfBt ghosk9a aglasearexpanded| vieki nf the dicat 4hell 4Ilﬁe rparskhqﬂl ét% is
movabl e insjd f the 100 The interloc |ate 421 is
Connect el e P A2 bisef s Bla i BPoratoKEh sha hbodieft o Feefarita
force isjpappided to nove the push pl ate 419, the push plate 419 noves

wi thin the nLOCK 100 to di sengage the | ocking nechani smof the shackle.
This i s W858 Thetodn ofrthreemdEC 1100418 llefieghabyl at fporfti shell & 13 @nd EhecansIK4 190

| j ncl b | 403A d | 403B. Al

nnakibe WHIARIHESHRT i S memer  fsore Geach b % A porepeizats; dbpetne
hackl | b

shackl e Sﬁ%ﬁ@@)ﬁngﬂﬁ%&?ﬁ%?ﬁm@%y ama gh ﬂgé&ckil%ggﬁle b3, Sh%’gﬁgh ate is

appreci ate does not I nclude ext er nal
f eat ur esmbhatile aasndcbthe abelb s dat MDOAIKs 468G ezl iaterloeking e 4DD isocmmedted l:taﬁnebeen

|t or nal 1660 et 9L GOREY 06 Tt Sk YLEedl FUETRL ke BIePHRE SOROYE Mfehisthe
mM.OCK 10Q.8n36K! e itsn bﬁ% 419 Arded @lfn the mLOCK 100 to disengage the locking
20 mechanism of the shackle. This is described in more detail with regard to Figure 4C. The
mLOCK 100 also includes button overlays 403A and a display overlay 403B. Also, to enhance
durability in one embodiment, the mLOCK 100 can include rubber shackle molds 401A and a
rubber body mold 401B.
[0056] 1t should be appreciated that the mLOCK 100 does not include any external assembly
25  features that can be accessed to disassemble the mLOCK 100 once it has been locked. The
mLOCK 100 can only be disassembled via a set screw 468 that is internal to the mLOCK 100.
This set screw 468 is accessible only when the mLOCK 100 shackle has been unlocked and
opened.
[0057] Figure 4C shows an expanded view of the shackle and locking mechanism component
30  ofreference 411, in accordance with one embodiment of the present invention. A shackle 450
is defined to be disposed within a channel within the rear shell 415 of the mLOCK 100. The
shackle 450 is defined to be movable along the channel length and is defined to be rotatable
within the channel. A retainer 460 is attached to the shackle 450 to prevent the shackle 450



opened. [0057] Figure 4C shows an expanded vi ew of the shackle and | ocking
mechani sm conponent of reference 4 11, in accordance wth one enbodi nent of
t he presewmD 20tviesgsision. A shackl e 450 is defined to be dipspasedonsioni n a
channel within the rear shell 415 of the nlLOCK 100. The shackle 450 is
defined to be novabl e al ong the channell8 ength and is defined to be
rotatable wthin the channel. A retainer 460 is attached to the shackle 450
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and to control an amount of rotation of the shackle 450 within the channel.
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to |l ock the shackle 450, when the shackle 450 is inserted into the opening
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previously nentioned, the push plate 419 is disposed inside the shell and
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when the push plate 419 noves in the directions 474 and 476, the notor 458
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nmechani cal | y. connegted to be ed by the tor 45 in a directjon 480, to
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ot or  458sahadBa, novenent of the notor 458 through novement of the push

pl ate 419 causes correspondi ng novenent of the cam 456. Therefore, novenent
of the pi#9R9pAanator43B ismdchanicillydotaddo thEfBishplathél Bppdh et whkerethn ahisH matee

478, with the notor 458 operated ngage t cam 456 with the latch plate
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shell to open the shackle | oop 472. [6060] A first spring 464 is defined to
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I's defi nc%sésocorresponding movement of the cam 456. Therefore, movement of the push plate 419
20  in the direction 476 by the applied external force 478, with the motor 458 operated to engage
the cam 456 with the latch plate 454, causes the latch plate 454 to move in the direction 476 to
disengage from the shackle 450, thereby freeing the shackle 450 to release from the shell to
open the shackle loop 472.
[0060] A first spring 464 is defined to disengage the cam 456 from the latch plate 454 when
25  the motor 458 is not powered to move the cam 456 to engage with the latch plate 454. In one
embodiment, the first spring 464 is a torsional spring. A second spring 466 is defined to
engage the latch plate 454 with the shackle 450, i.e., with the locking slots 452 of the shackle
450, in an absence of the applied external force 478 to move the push plate 419 when the cam
456 is also moved to engage the latch plate 454. A third spring 462 is defined to resist the
30 external force 478 applied to move the push plate 419, such that the push plate 419 is returned
to its home position in the absence of the applied external force 478.
[0061] The interlocking plate 421 is disposed within the body of the mLLOCK 100 and secured
to the shell 415 to cover the push plate 419, the motor 458, the cam 456, the latch plate 454,



engage the latch plate 454 with the shackle 450, i.e., wth the | ocking
slots 452 of the shackle 450, in an absence of the applied external force
478 to nowe fvezpessh pl ate 419 when the cam 456 is al sopPoowsdomo3®ngage t he
| atch plate 454. A third spring 462 is defined to resist the external force
478 applied to nove the push plate 419,1%uch that the push plate 419 is
returned to its hone position in the absence of the applied external force
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the wirefl ess
20  processor. The processor is defined to operate the locking mechanism to control locking and

unlocking of the shackle based on information obtained through the wireless tracking and
communication system.
[0064] The processor is defined to operate the locking mechanism based on one or more of a
proximity of the locking device to a secure wireless communication network, a terrestrial
25  position of the locking device, and one or more commands received through the wireless
tracking and communication system. The locking device also includes a memory disposed in
electrical communication with the processor for recording data. The recorded data can include
program instructions for operating the wireless tracking and communication system, settings
associated with operation of the locking device, a time-dependent status of the locking device,
30  among other types of data. Also, the locking device includes a user interface display disposed
in electrical communication with the processor and defined to visually render data recorded in
the memory. The locking device further includes a user interface control device disposed in

electrical communication with the processor and defined to control which data is rendered in



tracki ng and communi cati on system The | ocking device also includes a
menory di sposed in electrical comunication with the processor for
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a flowhart of a nmethod for autononous operation of a |ocking device based
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based on the automatically determined real-time status of the locking device.
[0067] In one embodiment, the real-time status of the locking device includes one or more of a
presence of any pending command to be executed by the computing system, a presence of a
user interaction with a control of the locking device, a presence of a scheduled task to be
25  performed by the computing system, a current state of a power supply of the locking device,
and a current environment state of the locking device. In one embodiment, the current
environment state of the locking device includes one or more of a current state of motion of
the locking device, a current terrestrial position of the locking device, a current proximity of
the locking device to a wireless communication network to which the computing system can
30  wirelessly communicate, a temperature near the locking device, a humidity near the locking

device, a radioactivity level near the locking device, a chemical presence near the locking

device, and an external movement near the locking device.



performed by the conputing system a current state of a power supply of the
| ocki ng device, and a current environnment state of the |ocking device. In
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record data in a ne
20  various embodiments, the one or more sensors can include one or more of a movement sensor,

a temperature sensor, a humidity sensor, an infrared sensor, a radioactivity detection sensor, an
acoustic sensor, and a chemical detection sensor, among others.
[0071] In one embodiment, the method can also include an operation for operating the
computing system onboard the locking device to automatically record data in a memory
25  onboard the locking device. In this embodiment, the data includes information about the
determined real-time status of the locking device. For example, the data can include time-
stamped information about one or more of a terrestrial position of the locking device, a
security event associated with the locking device, a shackle state of the locking device, a
network communication received or transmitted by the computing system onboard the locking
30  device, a physical movement of the locking device, and an environmental condition to which
the locking device is exposed, among other types of data. Additionally, the method can include

operation of a wireless communication system within the computing system onboard the
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100 zppl ilayiodnise mLOCKA] 00Ai¢vicean dov Seanplie tapplications are described below, include air
cargo security, inbond shipping, and anti-pilferage. It should be understood, however, that
these are a few examples of how the mLOCK 100 may be utilized and in no way represent an
exclusive set of mLOCK 100 applications.
[0074] Air Cargo Security
25  [0075] The U.S. Congress has directed the U.S. Transportation Security Agency (TSA) to
monitor air cargo that is destined for placement inside the holding compartment of passenger
planes. The current method of security is to have a TSA agent drive a car behind delivery
trucks from the point where cargo is added to the truck to the airport where the contents of the
truck are loaded onto the passenger plane.
30 [0076] The mLOCK is part of a system that would automate the tracking, monitoring, and
security of the truck from the point-of-stuffing to the point-of-devanning. The scenario may
involves the following steps:

(a) Freight forwarder sets up inventory of mLOCKs 100.



[0075] The U.S. Congress has directed the U S. Transportation Security
Agency (TSA) to nonitor air cargo that is destined for placenent inside the
hol di ng cwoparonzesst of passenger planes. The current nePhodSeflosemusity is
to have a TSA agent drive a car behind delivery trucks fromthe point where
cargo is added to the truck to the air@drt where the contents of the truck
are | oaded onto the passenger plane. [0076] The nLOCK is part of a system

that woul d aubpmataLONK 100k khegn frdinvertongior astmsgming y of the truck
fromthe point-of-stuffing to the point-of-devanning. The scenario may
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truck is providedsw th a keyfob that can unlock or |ock the nLOCK 100. (Q)
If the driver forgets to |ock the nLOCK 100, the nlLOCK 100 firmare
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alarmand inmedi ately transnmts the alarmvia the nLOCK s 100 enbedded W de
Area Network (gddiultee (dsivgr forgefsutarlodk thatrelDCKe)l00o the THO@KDLIPP efimiwireUpon
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col IIGSCt s fees f %?Tt?ugite%pz%%g, the mLOCK 100 generates an alarm and immediately transmits
the alarm via the mLOCK’s 100 embedded Wide Area Network module (e.g.
cellular or satellite) to a TSA website.
(i) Upon arrival at the airport, a TSA agent looks at the mLOCK 100 user interface
display 144 to see if an alarm was generated in route. If so, the mLOCK 100 is
20 removed and the truck is inspected. If not, the mLOCK 100 is removed and
returned to the freight forwarder for use in future shipments.
Inbond Shipping
[0077] The U.S. Customs and Border Protection (CBP) agency collects fees from shippers
whose cargo transits the United States and is bound for a foreign country. This is known as an
25  inbond shipment. For example, a Canadian company 1s selling radio parts to a distributor in
Mexico. When the truck from Canada arrives at the U.S. border crossing, the manifest shows
an estimated date for crossing the border into Mexico. CBP does not currently have a means to
verify when and if the truck left the country, so fee collection is based upon the manifest
estimate. This presents both a security risk and a potential loss of revenue for CBP.

30  [0078] The mLOCK can be used as follows for Inbond Shipping:

(a) Border crossings maintain an inventory of mLOCKs 100.



whose cargo transits the United States and is bound for a foreign country.
This is known as an inbond shipnment. For exanple, a Canadi an conpany is
sel | ing re0i2olopiaegss to a distributor in Mexico. Wien thecrmsekofsmm Canada
arrives at the U S. border crossing, the mani fest shows an estinmted date
for crossing the border into Mexico. CBA does not currently have a neans to
verify when and if the truck left the country, so fee collection is based

upon the mani gt EBPI BENE. cobithisiBhe SANBLOCKN 180SQeWr ilfc¥ndel platedndendifier,
potential |oss of revenue for CBP. [0078] The nLOCK can be used as follo

for | nbond Shi pdesiratipm)angepiduated depsstiurgydaterasing aserusmCBRweshsiie yhabfranmm@Ks
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transmts t he(c?qlh@ CBP taBéht ohlinsl @ 114ShRIITLbF Hﬁrtr&k%ftﬁtﬂhé)hcéﬂsé a8 fsation
connection. (c) The CBP agent confirns the |license ED of the truck with the

| i cefse i nf or natdispirydd Qplt@y@&QﬁK A updr duKriagodisey 14hewdt sttashesdihe pil)CH 44
and attaches th gkcxpggéjl fi'ﬁ E door of the truck. (d) Wen the truck

| eaves the trust 8 QFELO8F Ot 'Re i nspection center, the mLOCK 100

aut omat i cal | y(d)agks: BearicR 18ve e tPust@SHe® bt ﬁm%]!i?'u%?@ctﬁin%ﬁ’cer Ofhe RAVEORNT
beyond a geofence area. (e) Wiile in transit across . ‘the nmLOCK 100

| ogs | ocation i dﬂ@rammfdwall(/ flycksfduchte ertheCkt 109 of rawkicksss slgééﬂt opmogehentni se
opened, the rrL%tF( 100 wil.| 09 this as an alarmand transmt the alarm and
truck |ocation %“[df%ger‘?{e@ﬁ?( 8- 100 enmbedded W de Area Network nodule to

the (BP. (9) (h Whe fn'thikit da8ss hOU. §r9ésn@®chrdotg§sq @é&ﬁ)% iRRIRhtiM.t hin the
designated time, the mLOCK 100 |logs on and transmts an alarmand truck

| ocation to (BPIf/ﬂa mhOCK._ OBKslsmckiROs Witier dtheavideomwed, thoadul.@CK(H) wiblegt he

truck's arrival at the departure 0| nt, the f .any
intransit al ar fRS&Hd0 Ul fgps ‘ethﬁﬁéﬂfm %I{%Wé&eﬁﬁatf%wm%ﬁi%(ﬁw
interface displ aypldded Wide ARG NBRoRIBuICR Y TBPCK the mLOCK 100 via

ei ther a handhel d reader that queries the nLOCK 100 for additi onal

i nf ormati on ofg)\f theartakudtes chor omes wi et @ssfeségpaiht within tlwldesxgnat@than‘iecaiel y
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mLOCK’s 100 Wide Area Network module.
(h) Upon the truck’s arrival at the departure point, the CBP agent will be aware of any
in transit alarms and can verify the alarm state via the mLOCK’s 100 user interface
display 144.
20 (i) The CBP agent can unlock the mLOCK 100 via either a handheld reader that
queries the mLOCK 100 for additional information or via a trusted zone wireless
signal that will automatically unlock the mLOCK 100.
(j) The mLOCK 100 is removed and used for the next inbond shipment.
[0079] Anti-Pilferage
25  [0080] While the govermnment agencies are focused mainly on what goes into a truck or
container, the commercial shipper is more concerned with what is taken out of the truck or
container. The mLOCK 100 provides a means for inhibiting access to the truck or container
through the primary door. Using trusted zones, such as the stored waypoints on the mLOCK
100 or authorized radio signal emitter, the mLOCK 100 can automatically unlock and lock.
30  Also, additional sensors inside the truck or container that are equipped with a compatible
wireless device can transmit state-of-health information to the mLOCK’s 100 wireless radio.
The mLOCK 100 can then upload location and sensor information while in route based upon

the mLOCK’s 100 commissioned thresholds and schedules and via the mLOCK’s 100
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20  the drawings will realize various alterations, additions, permutations and equivalents thereof.
Therefore, it is intended that the present invention includes all such alterations, additions,
permutations, and equivalents as fall within the true spirit and scope of the invention.

What is claimed is:
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Clams

1 A locking device, comprising:

a processor defined to control operation of the locking device;

aradio defined in electrical communication with the processor;

a location determination device positioned within the locking device, the location
determination device defined in electrical communication with the processor, wherein a
combination of the processor, the radio, and the location determination device forms a wireless
tracking and communication system,

ashackle;

alocking mechanism defined in electrical communication with the processor, wherein the
processor is defined to operate the locking mechanism to control locking and unlocking of the
shackle based on information obtained through the wireless tracking and communication system,

wherein the locking mechanism includes a latch plate defined to be movable to engage
with and lock the shackle, and defined to be movable to disengage from and unlock the shackle,

wherein the locking mechanism also includes a cam defined to be movable in a first
direction to engage with the latch plate such that movement of the cam in a second direction
causes movement of the latch plate in the second direction, and

wherein the locking mechanism also includes a motor mechanically connected to control
movement of the cam in the first direction to engage with the latch plate, wherein the motor is
electrically connected to be controlled by the processor; and

lock sensors defined to determine a position of the cam relative to the latch plate and

electrically communicate the determined position of the cam to the processor.



27
2. A locking device asrecited in claim 1, further comprising:
a power source defined to supply electrical power to the processor, the radio, the location

determination device, and the locking mechanism.

3. A locking device asrecited in claim 2, further comprising:
a solar film electrically connected to the power source and defined to electrically re-

charge the power source.

4, A locking device as recited in clam 1, wherein the radio is an international
frequency radio, and wherein the location determination device is a global positioning system

recelver device.

5. A locking device asrecited in claim 1, wherein the processor is defined to operate
the locking mechanism based on one or more of a proximity of the locking device to a secure
wireless communication network, a terrestrial position of the locking device, and one or more

commands received through the wireless tracking and communication system.

6. A locking device as recited in claim 1, wherein the shackle can only be unlocked
through operation of the processor to control the motor to move the cam to engage the latch

plate.
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7. A locking device asrecited in claim 1, further comprising:

amemory disposed in electrical communication with the processor for recording data, the
data including program instructions for operating the wireless tracking and communication
system, the data also including settings associated with operation of the locking device, the data
also including arecording of atime-dependent status of the locking device;

a user interface display disposed in electrical communication with the processor and
defined to visually render data recorded in the memory; and

a user interface control device disposed in electrical communication with the processor

and defined to control which datais rendered in the user interface display.

8. A locking device as recited in claim 7, wherein the user interface display is a

liquid crystal display, and wherein the user interface control device isamechanical button.

9. A locking device, comprising:

ashell;

a shackle disposed within a channel inside the shell, the shackle defined to insert into an
opening in the shell to close a shackle loop, the shackle defined to release from the opening in
the shell to open the shackle loop;

a latch plate disposed inside the shell and defined to engage the shackle to lock the
shackle when inserted into the shell to close the shackle loop;

a push plate disposed inside the shell, the push plate defined to be moved within the shell
by an applied external force;

amotor mechanically fixed to the push plate;
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a cam mechanically connected to be moved by the motor to engage with the latch plate,
whereby movement of the push plate by the applied external force with the motor operated to
engage the cam with the latch plate causes the latch plate to move to disengage from the shackle,
thereby freeing the shackle to release from the shell to open the shackle loop; and
a processor defined onboard the locking device to monitor a state of the locking device
and autonomously control the motor to move the cam based on the monitored state of the locking

device.

10. A locking device as recited in claim 9, wherein the cam isrigidly connected to the
motor such that movement of the motor through movement of the push plate causes

corresponding movement of the cam.

11. A locking device asrecited in claim 9, further comprising:

a first spring defined to disengage the cam from the latch plate when the motor is not
powered to move the cam to engage with the latch plate;

a second spring defined to engage the latch plate with the shackle in an absence of the
applied external force to move the push plate when the cam is also moved to engage the latch
plate; and

athird spring defined to resist the external force applied to move the push plate such that

the push plateis returned to its home position in the absence of the applied external force.
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12. A locking device as recited in clam 9, wherein the push plate and latch plate
physically interface with each other such that aforce applied to the shackle is transferred through

the shackle to the latch plate to the push plate to the shell.

13. A locking device as recited in claim 9, wherein the motor is isolated from a force

applied to the shackle.

14. A locking device asrecited in claim 9, further comprising:

an interlocking plate disposed within and secured to the shell to cover the push plate, the
motor, the cam, the latch plate, and the shackle such that a locking mechanism of the locking
device cannot be accessed without remova of the interlocking plate, and wherein the
interlocking plate is secured to the shell by afastener that is only accessible through the opening

in the shell when the shackleis released from the opening in the shell to open the shackle loop.



