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[0004] A wireless network may use ciphering to protect information sent over the
air.  The terms “ciphering” and “encryption” are synonymous and are used
interchangeably. At the start of a call, information may be sent in the clear until a
ciphering configuration is set up. The ciphering configuration may indicate a particular
algorithm and/or pertinent parameters (e.g., security keys) to use for ciphering. After
setting up the ciphering configuration, a message may be sent to indicate that ciphering
will start at a designated activation time. Information may be sent with ciphering after
the activation time.

[0005] The ciphering configuration may be changed during the call. After
completing the change, a message may be sent to indicate that ciphering with the new

configuration will start at a designated activation time. Information may be sent using
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aRBRAgRSsebénd ciphering configuration to transmission sent to the wireless network.
The UE thereafter sends second information (e.g., a measurement report message) using
the first ciphering configuration after sending the security message and before the
activation time. The UE may receive an acknowledgement from the wireless network
for the security message prior to the activation time. The UE sends third information
using the second ciphering configuration after the activation time. The first, second and
third information may comprise signaling messages, data, etc.

[0010] The UE may select the activation time based on (a) any pending messages to
send using the first ciphering configuration prior to sending the security message, (b)

the length of the security message, and (¢) one or more messages to send using the first
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exchanged between the UE and UTRAN to change ci phering
confi guration. £0014 FIG 3 shows signaling exchanged
bet ween t hBRHEE TJON@EeTHl% AWINGS

confi gur ation w thout suspension of downlink and
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d uplink activation tine. [0016] FIG 5
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[0015] FIG. 4 shows a timeline for the UE for a change in ciphering configuration
with a delayed uplink activation time.
[0016] FIG. 5 shows a timeline for determining an activation sequence number.
[0017] FIG. 6 shows a process performed by a transmitter entity.
[0018] FIG. 7 shows a process performed by a receiver entity.

[0019] FIG. 8 shows a block diagram of the UE and UTRAN.

DETAILED DESCRIPTION

[0020] The techniques described herein may be used for various wireless

communication networks. The terms “network” and “system” are often used
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refers to the communication link from the Node Bs to the UE, and the uplink (or reverse
link) refers to the communication link from the UE to the Node Bs.

[0023] UE 110 may communicate with UTRAN 120 using a protocol stack that
includes a Radio Resource Control (RRC) layer, a Radio Link Control (RLC) layer, a
Medium Access Control (MAC) layer, and a physical layer. The RRC layer is part of
Layer 3. The RLC and MAC layers are parts of Layer 2, which is commonly referred to
as a data link layer. The RRC layer provides information transfer service to a Non

Access Stratum (NAS), which is a functional layer that supports traffic and signaling
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| 5L ER A 3 OGPV A cxtunod
BatGBangRAIE and UTRAN to change ciphering configuration. At the start of a call, a
ciphering configuration is set up, and both UE 110 and UTRAN 120 send information
using this ciphering configuration. At time Ty, UE 110 and UTRAN 120 engage in a
security mode control procedure to change the ciphering configuration. To start
ciphering with the new ciphering configuration, UTRAN 120 sends a SECURITY
MODE COMMAND message on the downlink starting at time T, and completing at
time T,. This message is sent in an RLC acknowledged mode (RLC-AM) using the old
ciphering configuration. UE 110 receives and correctly decodes the SECURITY



between the UE and UTRAN to change ci phering

configuration. At the start of a call, a ciphering
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send information using this ciphering configuration.
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message and may resume uplink transmission after receiving the L2 ACK for this
message from UTRAN 120, as shown in FIG. 2.

[0029] During the call, UE 110 may periodically search for neighbor cells and make
measurements for cells detected by UE 110. UE 110 may send measurement reports to
UTRAN 120 when triggered by certain events. For example, the triggering events may
correspond to weak measurements for the cell currently serving UE 110, strong

measurements for neighbor cells, etc. UTRAN 120 may use the measurement reports to



ci phering configuration is applied to the next nessage
sent on the uplink. UE 110 uses the old ciphering

w@omfiigmerati on for uplink transm ssion up to tPET/ustonTéc7722

activation tinme and uses the new ci phering

configuration after the uplink activation tine. UE 110

may suspend uplink transm ssion after sending the

BEHHER 1Y agtESSARPUET %rbhé% §f§5‘é agfalg el dQ gprve (g il i to initiate

h4RIBS & &SIUEQ 18tb %rbe[t%c@éllvﬂnrkgdé% dr%né%hfe %utf&' SE 110, ete. The
message from UTRA 0, as shown in [ 0029]

&Mmersgt mhg odidc, thbJIEeﬂ IBsigpatepar saved U&] llﬁ @bfaserhlngcnell) and cells

ﬁg@ﬁ& %@ o2 S%%% %E?QZ%%@%?%%)S n]fé i@@.‘i\g h,%@{nay send an active

§& Q@ﬂité m@sddERAMVEL 200 WITEBR rhdskQ@ah8tady radRy timdsTo ViedHeSnew cells

For exanpl e, the trlggerlng events may correspond to
W%%WWﬁﬁ@§@ﬁ@W®h@§ fopweeheldsells. currently serving UE

ﬂ#’%& %ﬁnglon%ai%qﬁ?ns nltji llﬁrrna{] eél%pen 1(1:% 1t%h<lt a’nsr% sglton and UTRAN

use Thé neasure

Ay agispare &@K/nlﬂrﬁi treisrdidflon twoheme blmtgm@ Sﬂphérﬁﬁg eoﬁ@gdraticﬁl. The
serve UE 110, to initiate handover of UE 110 to a
prspensioncel Pplink BRERSHSYQN ey rassh UEnEI G i flelppsenging mpasurement

brts -EFJ%TQ%IN&/tqﬁé et THEY hl@%u?’c%ﬁ p&% |maq1e égﬂ@m&qﬂ r bBtive set

rve e serving ce Is t a
bmumdaiaecet and enaye bbJEesja&cﬁal@y: ampmdzatt etoc ﬁistasr) thdJ'EEANmIiEﬂ bad radio
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é&%ﬁgsﬁ@ﬁw ?esﬁﬁ% ﬁlel a!cﬂ&@ seft QbniWEdle @éﬂ( &ﬁk | v§h1cf1 @039 turn cause

shown in 0 may suspend upli nk
theanalsl o s |dmppa¢h d Cbiﬁmmndmgl}s mlgpmsplengmﬂf dokvnlink transmission may

A R N BT

hﬁydﬁbaysu&eﬂmertgnrmafgtﬁr@ﬁmt reports to UTRAN 120.
These neasurenent reports may be used for actlve set

HB3 At enatheeasamdomesppensling pplétkatrpgsmipypat duime & change @ @iphering
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0O SusSpenst on
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e active set update nmessage to UE 11
byl 18 would estisdndimessdpes (u&llng thenay cqblhem@cbnﬂgﬁlﬁﬁlb]l sce UTRAN

on for suspendi nk .t ransm ssi on. durin )
LAER M FpRar TR B Pilstieat B s Revs Cietive SfhiBurien. The
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configuration until UTRAN 120 is aware of the new

icprages 199t oHFEi IdQroatthonplbei ng appl i ed. For the

t%&]emerﬂlagull oargpesctc]o% ilrl OFlrn%‘y séndI frneLsJJa%g‘s (ezgo, (rjn%% uq tent report
messages) on the uplink during a change in ciphering configuration in a manner such
that UTRAN 120 can decipher the messages. This may be achieved by selecting an
appropriate uplink activation time for the new ciphering configuration, as described
below. Similarly, UTRAN 120 may send messages (e.g., active set update messages)
on the downlink during a change in ciphering configuration in a manner such that UE
110 can decipher the messages. This may be achieved by selecting an appropriate

downlink activation time for the new ciphering configuration.



SECURI TY MODE COVPLETE nessage in error and does not
send an L2 ACK, then UE 110 would not send nessages

waigiong2one new ci phering configuration since UAGANSDAT067722

woul d not know when UE 110 started using the new
ci pheri ng configuration. The suspension of uplink
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and correctly decodes t he nessage and sends an L2 ACK
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Conﬁs'aeg Slrlea Idoér'fr&ge?la cﬂhﬁg&%{]% fol?%.?g)nﬂn% ttaﬁs%l’lllsﬂ?n uB tQ the downlink

hativatidib timdT RANl; 1a2d uises ehy eswabipherdig ecﬁﬂigursiﬁmod@a thbedownhnk

nmessage .and sends an L2 ACK at tine T7.. [0034]

agtvgtiah s hETRAR 130 decshves ibsyle ﬁa(l:\lérﬂr’l‘?@ to the downgnk activation
ﬁﬁ’l@f ééyéﬂ'o@&;n' BNSEne tlﬂtaeﬁijﬁg q( QQMdt @5 fﬁﬁg dBthﬁlg transmission.

transm ssi ons. For e down 20 selects a
HIRAN RO amhiimatsi torust i the ol ﬁphemﬁg cbmﬁgnrastmmEafmacmWog the L2

ti | ater than the end. t he CURI TY
HOR 4@ NGt (e 3 ncB Ginfi A FeRa i e e QaNyis activation

limet he del ay in applying the new ci phering
configuration on the downlink. UTRAN 120 uses the ol d
H03hkr i dwyr dondnlighy HEIIdA stloets downlinlnictiveaers iing of dr wipch is some

arnounh[ ofdurne laterk[han the end of the SECURITY MODE COMPLETE message at
time Ts. The difference between Ts and Ts is the delay in applying the new ciphering
configuration on the uplink. UE 110 uses the old ciphering configuration for uplink
transmission up to the uplink activation time at Tg and uses the new ciphering
configuration after the uplink activation time. If UE 110 receives the L2 ACK prior to
the uplink activation time, as shown in FIG. 2, then UE 110 does not suspend uplink
transmission. UE 110 continues to use the old ciphering configuration after receiving
the L2 ACK and starts using the new ciphering configuration after the uplink activation

time.



activation tine at T and uses the new ci phering
configuration after the downlink activation tine.
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I's after from UTRAN 120 mlarly,
thdesc ﬁh@thkslummémdadbwﬂednkllt ransni ssion or del ays

nsi,on of downlinpk tra si on wh changi n . )
RI3RE T 1S e o e Pt B S8 soph P FR SRRY B [yen in various
tiaf®ers.s Af tey R‘UQBldy%r Aforhiagom UE s¢d0in RIE PDIUNhadnge assigned
downl i nk activation tinmes may be sel ected based on

YRabFiMlyf aetcayng seaienes npmbers X tieeam dbrag09h than back to 0 and
Eoencflgllu\{l ng[ntfbfc I??MA%icht il:s] %ts%{rpolf%es% ¢ %&9({ B‘R‘shz%}, ®9.C PDUs that
I'ng to e new m%ﬁerl ng

ore sw

sertdoguudah iceidr by heciner entityrade iogera dydi ﬁr:ilﬁﬂﬁtterfﬁhdty. Bbhe receiver
avoi di ng_or del ayi ng_suspensi on of uplin

et SpAYSEPD At RecrsTFE Y ERtOdee Sdit PREBS @§ SeRPN ey use the
sdyuendel ﬂﬁ%ﬁér'&?@&%rRP@ #&Jl&%&%{_ RERLE PHERER %Fch}l&'eethese RLC
y UTRAN 120 e e

set mai nt enance , may reduce

PDKJslin hiooptopér ardelrto plpi@ighen’dhyer. Ble avovationginoy mdg [bayjiveg in terms

ﬂé@ggn& on of d wnlink transm ssion, active set update
éS%ueHﬁﬁ/n‘HB Sent in a tinely manner by UTRAN 120,

M RlSRho R dHCRatPR tirhdflci PO ofo (ﬁlrﬁilrgoaocﬂﬁﬁge in ciphering
call. [0037] In general, the activation time for

gmf@urqtyonkwﬁhya delageds elphnln aglydtionstime to avoid suspensmn of uplink
transmission. The SECURITY MODE COMPLETE message may be sent in a

particular number of RLC PDUs. The uplink activation time may be given in terms of
the sequence number of the first RLC PDU to send using the new ciphering
configuration. In the example shown in FIG. 3, the SECURITY MODE COMPLETE
message is sent in two RLC PDUs with sequence numbers of » and n+1. If the uplink
activation time is set to the next RLC sequence number of #+2, then UE 110 would not
be able to send the next RLC PDU until an L2 ACK is received for the SECURITY
MODE COMPLETE message.



manners. At the RLC |ayer, information is sent in RLC
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three LC P hl ow qg 110 0 send one neasurenent
repor§ rrEgiSm g n%h hifee A8 T &rupl i nk activation Eq (1)
tinme is set to RLC sequence nunber n+5. The
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Wi t holiberany thie maylbelsgbgé@uBHUSrtessea@ eps;lorrﬁ(y spidisg e SECURITY

usi ng the Rﬁy@ confl uration in RLC PDU n+5
and beyond, Eer rg%g?5lng e L2 ACK from UTRAN 120.

I n nosk,¢ Nsttecasmbdrhéf RLC PDUs to send for the SECURITY MODE
COMPLETE message,
Nafier 18 the number of RLC PDUSs to send with the old ciphering configuration
after sending the SECURITY MODE COMPLETE message, and

SN.ctivation 18 an activation sequence number for the uplink activation time.

[0041] The uplink activation time/sequence number may be determined whenever a
SECURITY MODE COMMAND message is received from UTRAN 120. SNjex may
be the sequence number of the next RLC PDU to send after receiving the SECURITY
MODE COMMAND message. Npefore may be determined, e.g., based on pending



SECURI TY MODE COVPLETE nessage sent in RLC PDUs n and
n+t\ will be correctly decoded by UTRAN 120, which may

wo b1z an L2 ACK sonetine before the end oPCRUS20PDIS7722

n+4. In these instances, UHE1110 would receive the L2
ACK before the uplink activation tinme, as shown in
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ssage ft I RL
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ﬁﬁg&@%ﬁMﬁMEB&;CONPLETE message, and SN actrvat on is

an activation sequence nunber for the uplink

activation time. [0041] The uplink activation

ti me/ seque nunber may be determ ned whenever a Eq(2)

SECURI Y COMVAND nessage i s received from UTRAN

120. SNn x, nay be the sequence nunber of the next RLC

PDU t o send after receiving the SECURI TY MODE COVIVAND

whesadje is Nﬁélillmbéf @fa&LGé?Dié& torspih b meéS?’@e m,lsaded on

pendi | in a uffer 110 and .

Fendy PB S AEERy gtttk SoR Rl pRb el pgpetion arer

COMWAND nessdge the SE@U@JTE’(‘MOHECO)MPEEFE Bes#eeo if

there are no pendi ng nessages in the buffer or if

[0vasSp NESRAGES (DRitcbents SbanR N thab alfterdtiBEssiigl "}92131z B& sent in
new ci phering configuration. NSMCis typically a

iyt viambers of RLC RPG/Cletie ¢fammie siSFaURI TYG MbDRttng Nager = 3
ﬁg\/P L%-EEIF@S&% ag&% Gan. nq alsl’ eepnten é)to\lapplless%%e Ei)U%hreL qgﬂé ]PDUs

ermne ase d ges to

hﬁaddféi%\it l&%m@bmgdshﬁawdd@b b R biy REttiag mfahegu BAL !Andelta or offset
after sendlng the SECURI TY MODE COMPLETE nessage, as
gV 108 visldeduianar subitracted Npam thegsynpmatigs i qgvatien ¢)ite aeppamt for any

R & gOE)rd%E&anD&éaﬁ e2eng gfe%ramf\ﬁﬁer g1ec1y Be Bted to be longer than
the expected delay to receive the L2 ACK from UTRAN 120 for the SECURITY
MODE COMPLETE message. This would then avoid suspension of uplink
transmission in the likely scenario in which UTRAN 120 correctly decodes the
SECURITY MODE COMPLETE message and timely sends the L2 ACK.

[0044] FIG. 5 shows an example timeline for determining the activation sequence
number for a change in ciphering configuration with a delayed uplink activation time.
In this example, the sequence number of the next RLC PDU to send on the uplink is
SN, =#n—N

Nbetore RLC PDUs with sequence numbers of # — N to n—1

next before * before

may be sent for pending message(s) prior to the SECURITY MODE COMPLETE
message. Two RLC PDUs with sequence numbers of # and #»+1 may be sent for the

SECURITY MODE COMPLETE message. Nager RLC PDUs with sequence numbers

of n+2 to n+N__ +1 may be sent for one or more messages using the old ciphering



Mis the nunber of messages to send using the old
ci phering configuration after sending the SECURI TY
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the fact that different neggages may be sent in
different nunbers of RLC PDUs. In the exanple shown in
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uplink activation tine. In this exanple, the sequence
m%&g 8r kheAGBxforrihe poppwreMEEnisrer MRsags|huh knqt song for the
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after + 1 e sent for one or nore nmessages using
Ukel 16) mlay: |Spmgthumgl@5ﬂag¢ glieratccomingfanek2 didifrogn UTéRAN 120 for the
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M8l covPeiphering seyeparaiiondisonstdeapd ooy pedingr #ikse ) speurity mode

AR R IE TS SR80 S o N 120y

mhmm aﬂi‘otEéereélurltyf nidde SEb 'IpYocB@BE: G@iRLEaTEpamIﬂ@gﬁphermg
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IRERNGD X tskin FOF 191V ASCPHHE MQds SoREATPesdurs UTE YN (120 may (i)
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UTRAN 156 %1%9%encp one or}%tlore %%CIIﬁ{IT@l@IODE COMMAND messages while a
pending ciphering configuration exists, but each such message would carry the same
downlink activation time. This constraint avoids the need to maintain multiple
activation times for overlapping security mode control procedures.

[0047] The same operation may also be applied for the uplink. UE 110 may (i)
select a suitable uplink activation time if no pending ciphering configuration exists or
(b) use the uplink activation time for a pending ciphering configuration if one exits. UE
110 may send one or more SECURITY MODE COMPLETE messages while a pending
ciphering configuration exists, but each such message would carry the same uplink

activation time.



SECURI TY MODE COVPLETE nessage. Upon successfully
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and pass up the neasurenentt3report nessage right away.
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the ol d _ciphering configuratjon send
£02ﬁ4§1 neslé%dESanl%yemawé%MW% flyg ty afyr WMRF%@G 1>1f a

. . s T
LS LTSS SR T Dt v
oinfigueative asiste nghit 1 10epay tisanthsspadingyflagrndlc? the qnbmk@]ctlvatlon

PEeP it WBRGTFL § SHdeREOR VOO RS HERIARD! Gediaf Foaediigd from
UTRIAN ting. agki viat ifdf dldoTBotcStheR@aRG. upihRANtid-2b i Bhe, which is

initiate another security node control procedure whi [ e
deneegdcisidVioiipher i ng configuration exists. For a given

it on C (4 )
Eﬁ)ﬁy{: %n%ﬁg ?aq n IUQ? CF i ge(‘il’é%e @a#ilﬁglnépl}f%tlon% t}qﬁé/ %sofloilows.
pendi ng C|pher|ng conflguratlon exists or (b) use the
dowdl i mk(Paadiny efla@n fils¢ye for a pendi ng ci phering
configuration |f one exits. UTRAN 120 may send one or

mordd  SECURER ¥ NwopE: COMEND Nressh B]éPéC e @ pendi ng

Ci pper i\ @-L&A |}ggéatt yalﬁf(l sts, but each such nessage
woul d carry the sane ovvnllnk activation time. This

cori@t r ai At {@MQi,g —t3Me..NeedNk@. fNsatBi n mul tiple

activation {“ggﬁ for overl appi ng security node control

pr o@edur esT ¢ a?‘}m?lhe awélgoper ation may al so be

apmol ed qu)ge SI@ tlvanBl @N extl-|!§\I eore r% (—IIN Sel eCt a

sui tabl e uplink activation tine no pendlng

ci phering configuration exists or (b) use the uplink

HIS0) at ilonha dhowe fps¢uda q@éﬂ,cthﬂ gpbmlpmirvamp o fihayurcatet ehshown in

i f its.

RO b e De e et BENalin Sk pdrF g0 and 20). 1f a
ﬁ@ﬂ&ﬁﬂ@@i Hérh%rbdﬁﬁgﬁﬁaﬁon Riistseaeh tBdIpéhdiMSoEIaRk ABihitbn time is used
carry sane uplink acti vation tine. 0048] UE 110

iy 1wfﬁt:1@nﬂy ziarp@ﬁdpr?élow fy tramamisviop of MoesetREe RRWebefore the
éE&URJ_f TY Sbo(% ééﬁvgm;@rl? hi%@&r RIS, h\g 'COIS‘D?J’S‘ 6§t Ris message

endi ng
ameﬁ |3gu4t(aamcb B0 xd)ﬂiemlséJEf Nl,gorermw sM8 em:dn PDmedadncbtgaef deagprior to
to select the uplink activation tinmne whenever a
OORdl Ty URtRiEASORNANE e S8 die 51%11%&1%‘&31 t1pg) H%aWhQARF as shown

FEQyy B RO 3 e pnendny Bl e e v

{:(ﬁ(ﬁﬁg@}atllon wrti¢ adds? K WEr&teddyr det SEGERIPYi M]ODE COMPLETE
activation time as follows: 10 If (Pending Flag =

FaPeey

[0051] UE 110 may send transmission on the uplink as follows:

I. Send RLC PDUs with sequence numbers less than SN,civation uUsing the old
ciphering configuration,

2. Send RLC PDUs with sequence numbers greater than or equal to SNactivation
using the new ciphering configuration, and

3. Suspend sending RLC PDUs with sequence numbers greater than or equal to
SNactivation Until an L2 ACK is received for the SECURITY MODE COMMAND

message.



2 0 Then SN a ctivation = SN nex t + Nb efore + NsMC
+ Nafter 30 If (Pending Flag = true) and 4 0 | f

wq ¢@rpzidng SN nex ,) > (Noefore + N SMc)} 5 OPATEsoBmMI67722

act ivation = SNpending 601El se SN actl vatl on = SNnext
+ Nbefore + N SMc + Nafter [0050] In the above

ERBH5 " L5 st Sproctin B resisePhg Torn BT pgis- whiEh may be

eenfi@ _lf&a{lgﬁ’[ﬂ( ehsthissibh |RESTRANNEG0 28} -dolWhlifk REAGAGion. First
ci phering configuration exists, then the pending

npdrinricion et somatisinga ffirsreifihsring eohfigurdtioni (bloskifofl 2 )¢ i Amadtyvation time

o, 940048, ALLE 81 CLaNT o500 o e S PR
g&%edﬂf;@:(ﬁ?&l{s? lfﬁlRI.r Al @cﬁri@&ﬁé&%% With ARSacBPatihGirad ¢ se) to a receiver

erw se, i before + N RLC PDUS cannot b e sent

pititp(blpek Oh@. pEHalseryritip Meptega ardyvi ¢ SHCURREY MQDE (KAMPLETE

1p{0lpok 40 i : |
R 585 ) BP0 BT TR SRR ESLBE, CON AN message

st Bg WTRANER (Coptierdownli@Rnéi guiabthemnmushpd. 86cdnd iALmation is
is received for the SECUR TY MODE COVPLETE rressa%]e.
pamospingUhe 1 iyt wihcEas FopFEHEHe sfteh seulint ey piourly Assage and
ows. , L . P At h e .
R a0 L RV L RS SRS IUARRGE 8 Somprise o
oeadfurguer trefmmt m2ssagSeanchcRCsdDipdatainidssapeqetende ackmbetclgement

reater th or, equal to SN act Vat on using t e }

hihe Ff%@vegﬁﬂlr ihguratTity Hessigg B ore Bt FE@OQ&_%\:&W Third
M Snatoh Ns SEAURNELHRBUWIRGIIS cigh&RfcClonlidamiieh SQH@le S@ivation time
SNact | vatl on until an L2 A is received for the

SEQRIZRY. MDA CAMBNDindsbsd grfofrG0BR]| M @miBiss sqanelizg, messages,
ﬁétoc ss 600 gg]?)fog.rreg} be%’?fa transmtter entity, which

?7’ & VY £ B}alﬂ'ﬁl 't ransmi ssi on or UTRAN 120 for
[meB] | Nk ol MAsHkNS 58S it actFviatish tinkf @bk Rkcted tdedd sosd Bflount of
a first ciphering configuration (block 612). An

Hewiafiar therendi afehe secusitismetiaec.ciTphastivigor Gintd gay ke isplgcted based
L7 EEM S el O PR B A lrmion b
gidingathe edrutitymedsags €b)f tht tength efrbe veurigninedsygd, hd ¢ at least one
GOSN TR0 O o5 R+ S
S 1 SR MR T B AT s o
set to a pending activation time, e.g., if this pending activation time allows for sending
pending messages and the security message using the first ciphering configuration. The
activation time may also be set in the normal manner even when a pending ciphering
configuration exists.

[0054] The first, second, and third information and the security message may be
sent in PDUs with sequential sequence numbers, and an activation sequence number
may be used as the activation time. The activation sequence number may be the
sequence number of a PDU that is a particular number of PDUs after the last PDU for
the security message. For example, the activation sequence number may be determined
based on the sequence number of the next PDU to send, the number of PDUs to send
before the security message, the number of PDUSs to send for the security message, and
the number of PDUs to send using the first ciphering configuration after sending the

security message, as shown in equation (1). Transmission of PDUs with sequence



sent using the first ciphering configuration after

sendi ng the security nessage and before the activation
wao ewe/1219rnck 618). The second informati on nay PONPS108E067722

a measurenent report nessad®, an active set update

nmessage, etc. An acknow edgenent nmay be received for

the security nessage beftgre the activation tine (bl ock

BYBRers R thal oF ﬁaw Ida the aghvtionsicArecR dUgIheh fppy e suspended
GhiRnGrk R vee e'n%f atrbQivafl thethe s@&r@fﬁe‘s@%é on tinme

(block 622). first, second and third I nformation

9 Sk onfliGs & élogwsaal pnmgg:ssrﬁé)@smgﬁesme@ by a, reetiver, engity, avhich may be

BTG TL Ao Fpsnetan i TohaR, 158 86ttt gumemppion. Fins

Iﬂf&ﬁlaﬁﬁh 8¢ rdcBRe@ndd Abcibh@cd Bededi dnya MRS TIRrind rd@nﬁgulratlon (block
activation tine nmay be sel ected based on (a)

pERdi‘hgeavsiss a@é@g@ oidieandacigptig time fey ¢ sgcond sh@.etlmg configuration
fsoméelflgelr':cgt%t .9 urf 2&9 éegccl:lﬁl? yla?}gégt?ol eprgyecféﬂey gqg&f’ ‘?ﬂ@ 'fhe) security

OREsafe BRFIR zt SEEURiTH’SMm)E h[H)MM&NDCﬂnBﬁege Fgeived by UE 110 on
confl gur ation after sendi né the security nessa

.1 f
nki phier VRET ¥ MODE L QM I TEmssa gt fasetved gg UTRAR 120 on
ﬂl‘én@m @ okl Ty s B Pin A By RRIONAR (B (B messase may
be st bgfopethdiangvatiessagyelarkd’ lthe Sscmndrihﬁoymmtﬁssiageceived after the

usin the firs hering confi tio . .
%F&P’fl AFORES PHLD #ﬁf} F SBTBEOBITS [ieslo Hr nt Welpformation

RA MOE RN e rb%@e&uf‘e‘ni@ﬁ%ép@ﬁ rﬁé&@zfgegh‘ﬁ Qétiv%%e@%ﬁcﬁﬁesmessage ete.,
[0054] The first, second, and i nformati on and

tsl@cg)@@n@mb[ayedrms‘@agbstrmghengg @emﬁgurmtlcm:(Lbéoolq 120). Third information
BT R PR ol AR g e sccond

&bﬁerﬂfgtdowﬁgu@ﬂoﬁeam)nunber may be the sequence
unber of a PDU that is a particular nunber of PDUs
Hlfﬂﬁé} t Hehelteehmiqupgdessribedhbergiadngy avpidriispeyeon gdransmission while
t on,..S r
gﬁ%tﬁm{ %hat OA’]E acggfé{r \éﬁ]ttlélyh%nscge%ﬁje E{é gnfﬂ 1§r %ﬁy E Sg the old and new
Ebhbring Scﬁff@urdtlbﬁs nllmib&éclquuEDldSayt mﬁempé}ﬁfrﬁfaﬁcd f@ reduce the

security he nunber of PDUs . to send for th
bkclihepd f ﬁé@@@i Calilﬁeru%% changs & cipherps gonfiguding Hugaghgnoblhty

5ftPorl bddSthdid! JORGHLRY ¢ nﬂ{e'cﬁ’[ﬂﬁ@és' rﬁf’f}r ?Eo%f%!’e 0‘%3%? e bPfhe following
security nmessage, as shown In equation (1).

dhanggessi on of PDUs with sequencenunbers greater than

or equal to the activation sequence nunber nay be

suspepded WBIUE tanead kitawireeRnBpbrt irfesk 8L e hth@ tithB8ensitive
security message. [0055] FIG 7 shows a process 700

per f om%g@ﬁywlaenrféeleqrmércoeﬁgurﬁt}on Wpcedingmy be UE 110

for dg\ﬁn d@ﬁm sSsi,on..or R@ng 120 for u
OW. {0 5¢ actlv set u ¢ Messa cp other messages when
transm SSi on I'rst orrra I onpl s recei g

deci pbl@h@dlghaﬁﬁgu@ﬁoﬁhsfpehaﬁlgpl pheri ng conf| guration
bl ock
( e Avoid a scenario in which the UE and UTRAN need to maintain multiple
pending security configurations, and

e Conform to W-CDMA security procedures described in 3GPP TS 25.331.

[0057] FIG. 8 shows a block diagram of UE 110 and UTRAN 120. On the uplink,
at UE 110, a data/signaling processor 810 processes (e.g., formats, encodes, and
modulates) information to be sent to UTRAN 120 in accordance with a radio

technology (e.g., W-CDMA) and generates output chips. A transmitter (TMTR) 812



712). A security nessage with an activation tinme for a
second ci phering configuration is received, e.g.,
wa@leorngrozz security node control procedure (bl oRPKI/UI2007/067722
The security nessage nay baéa SECURI TY MODE COVIVAND
nmessage received by UE 110 on the downlink, a SECURI TY

CﬁmPLE nmessage received by UT 120, on the
&%PPHR itigps CQ}N’? F“Pré%%l%%efd ltoahy anmHis @aﬂgﬁww ypeonverts)
M@%uﬁﬁl@ Whi ?E ¥n e Ce[gﬁg)h*ﬂﬁ ARt WREHAL &ahdkitas '{fiava"flta!n%na 814.

time (blo information 1s recei ved after
AhUTé?aﬁdﬁ 2o ythmsa;g dink mgnbleffmrreUtEhbl Ozeatd jotteet LTS aré reecived via an

él%l 00k§3g)1%12%§£d‘3t|1%%§0 dr’leta r@érigﬁ%gm@gi&ggﬁé\ggngﬂveﬁed and

bl!i%ﬁ%@ ) BES $@ERcr BHCVR) 8S2 Qﬁ@bt@lﬂ%ﬁﬁh 1R 22 gatdBighfend prosdssor 834
ci phering configuration (block 720 Third infornmation

then rsecsisses de &, tdsmodnlates cand\deeodns) thensanesoiokobrain)the irformation
S t he second ciphering configuration

?gﬁ?g‘zlﬁﬁ;%a%%[oglg%g{hsrhe techni ques descri bed herein

[C9BSRVOIGh $iis penslink) a0 fUTRANSTA0S $hformiin & B@seﬁtltﬁgthe UEs are

that a receiver entity can_deci pher |nfornat|on sen
oceged e datagigngtng evgceisphis4 ?@(P gRNUHNSADY mﬁﬁ@smltter 832

£ e
PP LIRS -y ie e 1.
dovpinlarki Bligndoﬁ‘bhlgUrT&AN)MZOnishfegbnvnd)billd iabtenan @/l éy chratitioned by a
radi o di tions ec ues vi de one or . .
iR RCToF 14 7B fpa?qeéwdﬂvg A el ieproCioR g0t he information
SeRdy TBRasAanBRs UEeRer t messages and ot her
timessensitive messages when ci phering configuration

[(wsﬂhndu(}@ltrollﬂus/(pmwesms L&i@Wﬂdt &4 0s eordrodché wperztion wpddt d 10 and

mﬁ 3‘?&? P%%Q%%th%E;'en rﬂ& Sor V\%I]%n S?Tl()pgz%}] arnlgl/or 840, Kyaypimplement

proeedsiE0ars FIF RAN: fiagshisSloMBiredcds MOoTH KA 7€oPrBENt A, and/or other
security configurations, and Conformto W

BROCERSEY YO SHRIOED coeBIugeden hath Fiphgarp T\éerzgr@sw and 842 store

DR} s an BIE U PPl OHRANE PR clfErd 28flmory 822 may

poec efthoring lédnfipoceasse Sof @g. 1 10F or Mehsory egdDdes, sasrel ciphering
nodul ates) .information to be sent to UTRAN 120 in

edismEaione fofi Wh 140 padiother ddmraingseryd by UTRASONAY. dRRAN 120
02 gB&hﬁﬁlc‘a&g\Wﬁ ofhBE REwofk RS Viala tc%ﬁlé&f@ﬁ)on%égﬁl%%mt 844.

It1ons e.g., converts to analo ters
H96D] f i 63G. amhowls eogmphﬁiedjbboh\dmgtml of REE 016 pod U:'lfprN 120. In

o R AT T RR D St O rocssrs,
ﬁegﬁﬁ@ Cgﬁﬁmnugngggn@@gwot her UEs are received via an

[0061] The techniques described herein may be implemented by various means. For
example, these techniques may be implemented in hardware, firmware, software, or a
combination thercof. For a hardware implementation, the processing units used to
perform the techniques at a given entity (e.g., a UE or a UTRAN) may be implemented
within one or more application specific integrated circuits (ASICs), digital signal
processors (DSPs), digital signal processing devices (DSPDs), programmable logic
devices (PLDs), field programmable gate arrays (FPGAs), processors, controllers,
micro-controllers, microprocessors, electronic devices, other electronic units designed

to perform the functions described herein, a computer, or a combination thereof.



antenna 830 and conditioned (e.g., filtered,

anplified, frequency downconverted, and digitized) by
w@200eaziover (RCVR) 832 to obtain sanples. A PCT/US2007/067722

dat a/ si gnal i ng processor 832 then processes (e.g.,

denodul ates and decodes) the sanples to obtain the

i nf ormati on sent by U 110 and other UEs. [0058]

{0082 et ric vt adion 20ftwaker SRRRTEBALE fgls %‘H’clq‘teé may be
4 i

R O a0 Thy e, AEHbRY Y 553 Maidtomn the

fmneomt desaribodreimk $he ﬁaﬂnwavmartdﬁon ftwan soddst mdy icastored in a

t 832. At UE.110.. th Kk | f UTRAN
BORL T oaiomtiery ansdnd BRETSL B R bot procoor .
pRe&IsYER2B b2, 849Md THOMRASBH nhy BatidpiRh@nRdi WBhin the Fg&ocessor or

processor 810 to obtain the information sent by UT
axterngltotie ]111)9655910059] Control | ers/ processors 820 and

ont 0 110 a
[83ECr i< B PRy CRELER Ao 5 Ra SR g o e
hlopd enept npiydsessat 6080 devicd ! Bhe Aedios ntayaiesi) & stapdhalone integrated
pr ocess 700 in FIG 7 for rece tion, and/ or ot her

BFBGEdS 2 411} & SRS BE O ERtiRlaT et Moy 106 ede @P@ﬁ@fr |Gigfor storing data

TR0, 20 6P PORSREER AR 5830 9

giao menyc b leatbicddpdc emthing othat idovised, c(nv) BEcc i Ponoy wiBkhRs device,
ga%éstore Lelpherl n? configurations for UE 110 and
Ft JERObLT UL §WP ¢f€d by UTRAN 120. UTRAN 120 may

FRBHHNI Clc&ridibik @és@ﬁﬁtldhe&m% ‘ﬂlﬁﬁkhﬁé @g)r(y\h@e@to enable any person
comuni cation (Comr) unit shows a

shilgd infthedrtlid owlke o agy tinmdmiclqs&rel 1‘0armd nprRANtioROt0 the disclosure

REBE Featy it Bu B o irers o TResfrfl bR B, Afiptes dofincd

Réréin P64 hpgiha tbefhdrivatiesorieselidud aepdiane om Y sBRit or scope of
i mpl enent ed y various neans. For exanple, these

thecdintlopyes mHpsHEq disslessntiedof intaadedwier Be limpiiduier the examples
r
ARHERL Ryrs o € PRBe BPLIBR el bR el o principles
hﬂ&nds&tfwmmmdseahgﬂemen entity (e.g., a UE or a
UTRAN) may be inplemented wthin one or nore
application specific integrated circuits (ASICs),
al Wi(p (DSPs), digital signal
gjroggfessn ng de\husggé W %rD@) programmabl e | ogi ¢ devi ces
(PLDs), field progranmabl e gate arrays (FPGAs),
processors, controllers, mcro-controllers,
m croprocessors, electronic devices, other electronic
units designed to performthe functions described
herein, a conputer, or a conbination thereof.[0062]
For a firmvare and/ or software inplenentation, the
techni ques may be



i npl emented with nodul es (e.g., procedures, functions,
and so on) that performthe functions descri bed

wheoeitzro7The firmvare and/ or software codes neRCDES2007/067722

stored in a nenory (e.g., nmenory 822 or 842 in FIG 8)

and executed by a processor (e.g., processor 820 or

840). The nenory may be inplenented within the

processor or external tot Edﬁﬂﬁﬁ%ssor. [ 0063] An

apparatus inplenmenting the techni ques described herein

may be a stand alone unit or may be part of a device.

The devi ceAmmyphiatut cdmprisihgnd- al one integrated circuit

(10, (ii) a set of one or nore ICs that may include
menor §t [pes ongprosesser ejiigarcd tanendbfirst dermpdion anrg a(fins§ giphering
AALCRLE 5 B TS BhR PR SR bty By o sene
& s€RIrity hksagb arith thalacevLiea tieyit6 8endsgtdse infodhativhising the first
unit, (vi)_ etc. [0064] The previous description of the.
eiPBenngs eRTEIguEAtion cAffel sgnding éﬁea BecaIrifh osEaes Gidshafpneetye jagtivation
. t . - di | . i 0 .

G, P14 1o RolT3F MR Riflh S QR pN AT fguration after the
appatientimepartdhose skilled in the art, and the generic

principles defined herein may be applied to_other

vari af m@rwcwﬂaf it Efiaﬁ‘gg?e@ﬁ?fgg‘g %18; ORFiZged & g the first
_fod §e|a§n({1¢i?§ér91%%ﬁﬁgﬂilgg§n& the disclosure is not

intended to be limted to the exanpl es descri bed

herein but is to be accorded the w dest scope

consi stent Wwth the pringi.pl es apd novel features .
di scl sed MY SPRATRG08E] HiBinT: | SeER KED o SOt APt Processor is
OShRPRA B lsbIScGRERE VAL B timdtto be aphrtRORr RBMOGRSSTAme after the end of
configured to send first information using a first

hiepharithgcswati guration, to select an activation time

for a second ciphering configuration, to send a

security message with the activation tine, to send

second. i nf Dheredpparatuss onNgeliife If | whéreli piierat Nigast one processor is
configuration after, sending the security nessage and

I tgEd 9eseiiet thpadGtizatian HEIC basesl P PSRGIBE Mpgspages to send using the
| : ' i i j guration
glf%{t gljaﬁi@r#ego&nﬁ%hﬁﬁoﬁ BSfo?ee&%glr%ghg&ﬁg%&sgo dJ

activation tine; pled to the
at | east one processor and configured to store the

first and cond ci pheri configurations. 2. The )
appar at us EEGGFQWRP%,OaHg%B}ﬂ*fW mﬁFlﬁ%%éf %ﬁ% Ofic processor 1S
BIRPRI0 defeck 9{@: A GVEESh tife ?ﬁk&?@)n ta? Ra&ddeViatds %0' $8Rd for the

to be a particular anmount of tinme after the end o
second information using the first ciphering configuration.

5. The apparatus of claim 4, wherein the at least one message comprises a

measurement report message.

6. The apparatus of claim 4, wherein the at least one message comprises an

active set update message.

7. The apparatus of claim 1, wherein the at least one processor is
configured to send the first, second, and third information and the security message in
protocol data units (PDUs) with sequential sequence numbers, to select a sequence

number of a PDU that is a particular number of PDUs after a last PDU for the security



the security nmessage. 3. The apparatus of claim 1,
wherein the at | east one processor is configured to

w@edoea279rhe activation tinme based on pendi ng NMECHH§®E7/067722

to send using the first ciphering configuration before
sending the security nessage. 4. The apparatus of
claim1l, wherein the at |east oqf processor

BISHBY A 8 26t aian sequepfronRbsty ARY Bhucit a%‘@ean dfflugpice number

he@steRPgoeaage to send for the second information

using the first ciphering configuration. 5. The

appar at us of cIa|n14 wherein the at | east one nessage
measur e

appar itus DhE GBI OhURE - NETRR Mamdt GG fs gagpessor i

EHTRuLRIES d@fénﬁﬁfc'tﬂ@ac&%ﬁé&?ﬁ’@h@ndﬁﬁﬁﬁﬁ? baséd ohR&equence number of
apparatus of claiml1l, wherein the at | east one

ﬁ)rn@lé'eg}?& tq senglp i gwmb@r %Pg’éhdmt fead fhicfage the é@calﬁl@y mp§epge, the
h C ) e | I

b UL AP M TR AR B 50k o s

ﬁﬁh@ﬂie fRstSeFHeeing eomﬁgmaioncﬁftea sé?iahhgt ﬂha@eduslt;ama@ﬁg¢. cul ar

nunber of PDUs after a |last PDU for the

securitynessage as an activation sequence nunber, and

to usg theg n.ge C r :

acti Vg_tl on ?ig \bgrgahgThg ég%ggrgtﬂgg%ﬁ ﬂ?e; ast ne ir%cessor "

tdrdigated maatspmdetrmsmlmn pf PH Usowith g;aqlmhce cmudﬁbﬂr gneater than or

h

b 2 e S R B P BH iived or e

SednhetQng the security nessage, the nunber of PDUs

to sénd for the security nmessage, and the nunber of

PDUs to send using the first ciphering configuration

af t er . sendi t he secu ssa 9., Th aratu
ool AP TR bR ST RE il Sact G g AEBRR PR Processor is
EHougidr @8l reitdl e Aekdovasi¥hai GBr Ghe Rty fdassage before the

sequence nunbers greater than or equal to t

advever 9E- sequence nunber until an acknomﬂedgenent is
received for the security nessage. 10. The apparatus

of claim1l, wherein the at | east one processor is
confi gur edThe dppe@ivse ofirclaiak nowiveelgianeind af oleadthene processor is
security nmessage before the activation tine. 11. The

gﬁﬁfg‘u spit IaﬁﬁlYﬁtlﬂ?n tigpeiogt PEndHE a&pvptgg)sttlmghfea pending ciphering
S fh kgtconfigured to set the activation tine to

a pending activation time if a pending ciphering

12. The apparatus of claim 1, wherein the at least one processor is
configured to set the activation time to a pending activation time if a pending ciphering
configuration exists and the pending activation time allows for sending pending

messages and the security message using the first ciphering configuration.

13. The apparatus of claim 1, wherein the security message is a SECURITY
MODE COMPLETE message sent on uplink.

14. The apparatus of claim 1, wherein the security message is a SECURITY
MODE COMMAND message sent on downlink.

15. A method comprising:



configuration exists. 12. The apparatus of claim 1,
wherein the at | east one processor is configured to
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before the activation tine; and sending third
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using the activation sequence number as the activation time.

18. The method of claim 17, further comprising:
suspending sending PDUs with sequence numbers greater than or equal to the
activation sequence number until an acknowledgement is received for the security

message.

19.  An apparatus comprising:

means for sending first information using a first ciphering configuration;

means for selecting an activation time for a second ciphering configuration;
means for sending a security message with the activation time;

means for sending second information using the first ciphering configuration

after sending the security message and before the activation time; and



activation sequence nunber until an acknow edgenent is

received for the security nessage. 19. An apparat us
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a first ciphering configuration; nmeans for selecting

an activation time for a second ci phering

configuration; mneans. for. sending.a securit ssage .
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security message and before the activation time; and
send third information using the second ciphering configuration after the

activation time.

22. The processor readable media of claim 21, and further for storing
instructions operable to:

send the first, second, and third information and the security message in protocol
data units (PDUs) with sequential sequence numbers;

determine an activation sequence number based on a sequence number of a next
PDU to send, the number of PDUs to send before the security message, the number of
PDUs to send for the security message, and the number of PDUSs to send using the first
ciphering configuration after sending the security message; and

use the activation sequence number as the activation time.

23.  An apparatus comprising:



data units (PDUs) with sequential sequence nunbers;
determ ne an activation sequence nunber based on a
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PDUs to send before the secarity nessage, the nunber
of PDUs to send for the security nmessage, and the
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acknow edgenent for the security nmessage before the

Y& vation tinme. 25. The apparatus of claim 23,

wherein the second information conprises a neasurenent

report nessage. 26. A nethod conprising: receiving
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first r ration; receiving third
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configuration. 27, The nethod of claim 26, further
conpr [SFNGE 2 security message w1t an activation time for a second ciphering
configuration;

receiving second information after the security message and before the
activation time;

deciphering the second information based on the first ciphering configuration;

receiving third information after the activation time; and

deciphering the third information based on the second ciphering configuration.

27. The method of claim 26, further comprising:
sending an acknowledgement for the security message before the activation

time.

28.  An apparatus comprising:

means for receiving first information;



sendi ng an acknow edgenent for the security nessage
before the activation tine. 28. An apparatus
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configuration;

means for receiving third information after the activation time; and

means for deciphering the third information based on the second ciphering

configuration.

29. The apparatus of claim 28, further comprising:
means for sending an acknowledgement for the security message before the

activation time.



