EARLY DETERM NATI ON OF NETWORK SUPPORT FOR MOBI LE | P BACKGROUND Field

[ 1001] The present invention relates generally to the field of wreless
comuni cations, and nore specifically to systens and nethods for early
determ nation of network support for Mbile IP. Background [1002]  Recent
advances in wireless conmunications and the rapid expansi on of wuse of the
I nternet have greatly increased the demand for nobile conputing. Code
Division Multiple Access (CDMA) technolpgy has played a critical role in
meeting that demand. [1003] CDVA is a digital Radio-Frequency (RF)

techni que defined in the Teleconmunications Industry

Associ ation/ El ectronics Industries Association Interim Standard-95,

referred to as "1S-95," EATEY ARTERMIERFION(9S) NETWSTHRPUEREREARR MIDEHECH

COVPATI BI LI TY STANDARD FOR DUAL- MODE W DEBAND SPREAD SPECTRUM CELLULAR
SYSTEM " whi ch was published in July 1993 and which is considered as an
exanpl e of a systemfor application of various enbodi nents of the present

i nvention. [1004] CDMA comruni cati_ons gevi ces assign a unique code to
comuni cations signals and spr ea®AGK BQQ-”&HaI S across a common

spread- spefgid um bandwi dth. As long as the communications device has the
correct code, it can successfully detect and select its signal from anong
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(e.g., the Internet) via the nobile tel ephone. Al though |IS-95 does not
explicitly define the protocol(s) for such renote wirel ess conputing, a
nunber of patrgyéunds exi st that specify protocols and/or algorithms for such
interfaces and applications. The Internet Protocol (IP) 2 standard has been
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Division Multiple Access (CDMA) technology has played a critical role in meeting that

demand.

[1003] CDMA is a digital Radio-Frequency (RF) technique defined in the
Telecommunications Industry Association/Electronics Industries Association Interim
Standard-95, referred fo as “I1S-95,” and entitied "MOBILE STATION-BASE STATION
COMPATIBILITY STANDARD FOR DUAL-MODE WIDEBAND SPREAD
SPECTRUM CELLULAR SYSTEM," which was published in July 1993 and which is
considered as an example of a system for application of various embodiments of the
present invention.

[1004] CDMA communications devices assign a unique code to communications
signals and spread those signals across a common spread-spectrum bandwidth. As
long as the communications device has the correct code, it can successfully detect
and select its signal from among other signals concurrently transmitted over the same
bandwidth.

[1005] The increased reliability of mobile communications has led to a demand for
remote wireless computing wherein a computing device, such as a laptop computer
or palmtop computer, is remotely coupled to a computer network {e.g., the intemet)
via the mobile telephone. Although 1S-95 does not explicitly define the protocol(s) for |
such remote wireless computing, a number of standards exist that specify protocols
and/or algorithms for such interfaces and applications. The internet Protocol (IP)



publ i shed in Septenber 1981, is a network | ayer protocol that accommodates
packeti zation of data for transm ssion. The addressing and routing
information is included in packet headers. The headers contain addresses
that identify the sending and receiving devices. These addresses are used
by routers within the network to select a path to relay each packet to its
ultimate destination at the intended destination address. [1006] Another
wel | - known protocol in wreless communications is the Point-to- Point
Protocol (PPP), used to control wirel e€s communi cations access to a conput er

Commont Sy (B8 SR IBlaretbinid Ml hpRts, PR lBrertecT Pl -

publ i shedtandard uReqlioSt4. Fthecd?ﬁiiﬁepr ONoCOF9Bp(RFC | 915t entttRddSINTDERNET

encapoul AARORG | DARRACIVTERRET " profis PR, SEECTEANEY.

establi s huBlihatD W | Sefitemboriafontl iika Astwdl ek &famdoplthar%ﬁs@hfoda CPs) to

establ i sh and configure network-|ayer ;])_rot ocoI S. Anot st andar d,
desi gnat eacketizatigr@ixwa: foramansm@elom P N@Ead_dquwngsanmﬂmhmmfomwomtsmmnl y

referred p | oes not
addr ess v'mﬁ @“@s’”%ﬁéﬁ?é&o s ﬁ-ﬂg hggaers 888%?36% %\?‘ﬂﬁ%ﬁ@e %@f‘é Mon of

t hi rg ggrmdaﬂeceignr@%v:e&sagmhesﬁ?ﬂmmml e udebynrothrmw;thhemeamlwum mﬁt i on
st andar ds e be nt roduced for, weles conmuni cat j on. , The

Tel ecommeEk: R il o il S RdkaleadS, Siels ‘sipatar ot BB DY

W RELESS JusfiN$#ds @%&ARD publ i shed in June 2000, and the

Tel ecommuni cati on St andard desi gnated as |S-835A, published in My 2001
nmandat e d10@8) aqubﬁweﬂd@pwarprgmob@b witslgss emmunisaion TR Beintde:.  These

standar dﬁDcﬁﬁtePFoﬁ{c%'i g@‘;%}a@ggg }6 EBntS wi e?eé%mmbﬂrﬁgﬁéng%e@s 19 al rﬁsd?ﬁéreas' n9

demand f or packKetl ervices over wr
t radi ti onwtwenkr(elgesthedpimmet). cihe FFPsyrotenot isadescrided lrgﬁequésirFov@omment

2‘82?%32"?6939&# 1$af pottEand iR PN RROEOREL iy USSR

(i.e., MRiy €96P) MRSPRPUNOMIR] §écifds émuard%m@mt@nap&nagaiaia oMpiriod P i s

the 3 standard for | Pv4d specifically. O her nmethods of deploying IP on
W rel ess F?%rﬂtv\kﬂlkﬁém“ﬂﬁd?g @%pgmmq%mne@capstdeﬁmgowﬁh@rotqeohdm al |é@|§ ontrol
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(NCPs) to establish and configure network-layer protocols.
[1007] Another standard, desighated IETF RFC 2002: entitled “IP MOBILITY
SUPPORT FOR IPv4” commonly referred to as  “Mobile IP,” provides
communications standards, but does not address wireless aspects of mobile

computing.

[1008] With the adoption of third generation (3G) standards for CDMA
communication, telecommunication standards have been introduced for wireless
network communication. The Telecommunication Standard designated as 15-835,
entitlied “CDMA 2000 WIRELESS NETWORK STANDARD,” published in June 2000,
and the Telecommunication Standard designated as [S-835A, published in May 2001,
mandate a certain communication protocol for use with 3G CDMA devices. These
standards are referred to herein as “1S-835."

[1009] There is an increasing demand for packetized data services over wireless
communication systems. As traditional wireless communication systems are
designed for voice communications, the extension to support data services
introduces many challenges. Specifically, the deployment of the {P for mobile
devices (i.e., Mobile IP) has a unique set of requirements and goals. Mobile IP is the



uni que requirenments and i ssues unlike problens faced in deploying IPin a
non- nobile environment. [1010] One issue with Mobile IP is the overall cost
of connection tinme and air resources. Mbile IP registration is perforned
after packet network connectivity has been established. In wreless

networ ks, air resources and connection time are costly resources, both to
the provider and consuner. Problens exist in Mbile IP deploynent in
managi ng and conservi ng resources. [1011] There is a need, therefore, for an
efficient nmethod for managi ng the resources in a wirel ess comunication

of “ear y TRTOH o7 oy RPeficaly, R bRy b cebliFla b of wiffiEes MngBus ">
net wor k whey éxisdt RMebil@R deoyment BuppRirdledd wohemlimicatsidsydtemaptasentst her e
is a need for a nethod of detecting during or prior to origipation of

comuni cHNGHE FeRMIreNants gndiiseirss URlle 8 g f i deploying - IHasees-pT| oN
OF THE DRAMBINGSW tFIG 1'is a block diagramof a conmunications network
i mpl enment | ngI Nb\%libﬁﬂet%ll‘lp to enabl e comunications with a nobile node; [1013]
FIG 2 id181@) agOaen issueawitbrMahiles 2 d¢ tienoveraiucnst aafi eomnegtiore imehand adupport s

2yot om s BRRiERG Mo P hebb il iodadsnloBd oy BRCRTEybRCodmA A il
bl ock di dgremestablishea) & wirbiesl nefwerks,calbtgsbu@ed @idasbnnettioh Bime @i sbstly

network; [1016] FIG, 5 illustrates a. logical connection between a co tin
fovi o6 arfaSaUiohBhL Pl 1 te: REEToRa SPRIRISF oo ragieman ekt i aIoBys (ot of 2

FIG 4, [é&ﬂ&]mgﬂt% n@nhginﬁsénﬂaéo?ée@iﬁa @%Gicagr am for early determ nation of
network support for MDbile 1P, [101 FIG 7 illustrates signal flow

associ at dd0W} h Hherer isgrnaeedntheseforg efor raymedficiensbmethatb fiy managingr tieess
comun CZ]%%BU toﬁg i S%{e‘?&%' Rmufii aﬁ#%ﬁ%ﬁpﬁn@th@ﬁ%ﬁ%ﬂ&@ SSﬁé@ﬁcafll ow
gent Thn a

associ at W regi stering a nooil el ess
communi cahemnissg skeechfoopaheied 4f 0GRl teRhiBation ior ldisconaeetsofsa gmabdilef device

assoct at ed it BRSO hbAIR hrdn thithdinerk SOHEY SALLAMUBINIF- AdShidiiysYst em
there is a need for a method of detecting during or prior to origination of
communication that a network does not support Mobile IP.

BRIEF DESCRIPTION OF THE DRAWINGS

[1012] FIG. 1 is a block diagram of a communications network implementing
Mobile IP to enable communications with a mobile node;

[1013] FIG. 2 is a diagram of a spread spectrum communication system that
supports a number of users;

[1014] FIG. 3 is a biock diagram of the communication system supporting IP data
transmissions;

[1015] FIG. 4 is a functional block diagram of wireless link of a computing device
with a computer network;

[1016] FIG. 5 illustrates a logical connection between a computing device and a
Mobile IP network using a wireless system similar to that of FIG. 4;

[1017] FIG. 6 illustrates a flow diagram for early determination of network support
for Mobile IP;

[1018] FIG. 7 illustrates signal flow associated with an origination message from a
mobile node in a wireless communication system topology;



[1021] FIG 10 illustrates a flow diagramfor early determ nation of network
support for Mbile IP;, and [1022] FIG 11 illustrates a bl ock di agram of
certain conponents in an enbodi nent of a subscriber unit. DETAILED

DESCRI PTI ON [1023] In a wirel ess conmuni cation system a nethod for early
determ nation of network support for Mobile IP is disclosed. Early

determ nation refers to a determ nation nade prior to or during origination
of a comunication. Such determnation identifies the status of the network
as to whether such network supports I\/gbile |P. Currently, Mbile IP
registration is perforned after packet = network connectivity has been
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supports Mobile IP. Currently, Mobile IP registration is performed afier packet

network connectivity has been established. The common method first establishes the
air link for packet data setvice between the mobile device and wireless network, then
negotiates packet data connectivity via PPP 3 and finally performs Mobile IP
registration. In wireless networks, air resources and connection time are costly
resources, both to the provider and consumer. Therefore, the use of such resources
during steps 1 and 2 is wasted if step 3 is not available. The present embodimenis
and method(s) described herein allow for early detection of network compatibility, i.e.,
does the network support Mobile IP, providing a more efficient regisiration
mechanism. In other words, the present method(s) allow for a Mobile IP compatibility
determination prior to packet network connection.

[1024] In one embodiment, a mobile node is connected to a wireless network,
Then a test is performed for a disconnect condition wherein the disconnect condition
is an early indication of network support for Mobile IP. If the disconnect condition is
found, the mobile node disconnects from the wireless network. If the disconnect
condition is not found, the mobile node stays connected to the wireless network.
[1025] The disconnect condition may be an indication of 1S-835 network non-
support for Mobile IP. There are a number of different disconnect conditions that may
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negotiation the wireless network sends a confi g-not-acknow edge conpri sing
an | P address option. Another disconnect condition is that during Mbile IP
registration and before the registration request nmessage is sent, no agent
adverti sement nessage is received by the nobile node in response to an
agent solicitation nessage. (1027] The early indication may be an indicator
before a registration request nessage is sent during Mbile IP
registration. In addition, the early indication may be an indicator before
or during origination. The early i ndi cat i on may al so be an indicator during
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electronic communication with the antenna and a transmitier. in electronic
communication with the antenna. The mobile station also includes a processor for
executing instructions and memory for storing the instructions. The instructions
implement a method for early determination of network support for Mobile IP is
disclosed. The mobile node is connected to a wirsless network, Then a test is
performed for a disconnect condition wherein the disconnect condition is an early
indication of network support for Mobile IP. If the disconnect condition is found, the
mobile node disconnects from the wireless network. If the disconnect condition is not
found, the mobile node stays connected to the wireless network.

[1029] A wireless communication system including an embodiment of the mobile
station is also disclosed. In addition to the mobile station, the wireless
communication system includes an I[P network and an agent in electronic
communication with the IP network.

[1030] The functionality and methods disclosed herein may be embodied in a
computer readable medium. The medium stores data, which includes instructions for

implementing the methods and functionality described herein.
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I ndi cated. [1032] The foll ow ng discussion devel ops various enbodi nents by
first presenting a network inplenmenting Mbile IP to conmunicate data to
and froma nobile node. Then a spread-spectrum wi rel ess comuni cation
systemis discussed. Next, the Mdbile IP network is shown inplenented in
the wirel ess conmuni cati on system Functional and |ogical block diagrans of
a wreless link of a conputing device with a conputer network are shown.
Finally, nethods for the early deternigation of network support for Mobile
IP are illustrated and described. [1033] Note that one enbodi nent provided
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of data fd?srcutsgiglq,s r%\nsres\}e?,nalternate embodiments may incorporate various aspects without
departing from the scope of the present invention. Specifically, the present invention
is applicable to a data processing system, a wireless communication system, a
Mobile IP network and any other systemn desiring efficient use and management of
resources.
[1034) The present embodiment employs a spread-spectrum wireless
communication system. Wireless communication systems are widely deployed to
provide various types of communication such as voice, data, and so on. These
systems may be based on code division multiple access (CDMA), time division
multiple access (TDMA), or some other modulation techniques. A CDMA system
provides certain advantages over other types of systems, including increased system
capacity.
[1035] A system may be designed to support one or more standards such as the
“TIA/EIA/IS-95-B Mobile Station-Base Station Compatibility Standard for Dual-Mode
Widsband Spread Spectrum Cellular System" referred to herein as the 1S-95
standard, the standard offered by a consortium named "3rd Generation Partnership
Project" referred to herein as 3GPP, and embodied in a set of documents including
Document Nos. 3G TS 25.211, 3G TS 25.212, 3G TS 25,213, and 3G TS 25.214, 3G
TS 25.302, referred to herein as the W-CDMA standard, the standard offered by a



from base station to nobile, and vice versa. As an exanple, one enbodi nent
Is detailed in the follow ng discussion, which considers a spread-spectrum
comuni cati on system consistent with the CDMA2000 standard of protocols.

Al ternate enbodi mrents may incorporate another standard. [1037] The foll ow ng
definitions are used throughout the follow ng discussion and are specific
to Mobile I P communications. [1038] Hone network: The network at which the
nobi | e node seens reachable, to ther t of the Internet, by virtue of an

| P address assigned to the nDbiIe nod i.e., the hone address) [ 1039]
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services to
[1039] Homs agent: A node on the home network that effectively causes the

mobile node to be reachable at the home address of the mobile node
even when the mobile node is not attached to the home network.

[1040] Home address: The IP address assigned to the mobile node, making the
mobile node logically appear attached to its home network.

[1041] Care-of address: An IP address at the mobile node's current point of
attachment to the Internet, when the mobile node is not attached to the
home network, through which the mobile’s IP traffic is forwarded.

[1042] Correspondent node: A node that sends or receives a packet to a mobile
node; the correspondent node may be another mobile node or a non-
mobile Internet node.

[1043] Foreign agent: A mobility agent on the foreign network that can assist the
mobile node in receiving datagrams delivered to the care-of address.

[1044] Foreign network: The network o which the mobile node is attached when
the mobile node is not attached to its home network, and on which the
care-of address is reachable from the rest of the Internet.

[1045] Redirection: A message that is intended to cause a change in the routing
behavior of the receiving node.

[1046] Registration: The process by which the mobile node informs the home
agent about its current care-of address.



nobi |l e nodes. A nobility agent can be either a hone agent or a foreign
agent. [1049] FIG 1 is a block diagramof a communications network 100

i npl ementing Mbbile IP to enable comruni cations with a nobile node 102. A
hone agent 104, a correspondent node 106 and a foreign agent 108 nay al
communi cate with one another through an IP network 110. The nobile node 102
has an assigned hone address that identifies the nobile node 102 at a
foreign network 112 via the hone agent_ 104. [1050] The nobil e node 102 nay
change its location fromone network or® subnetwork to another. In FIG 1

t he nobi l e l,u 2] networ 112. . The b| l e
node 102 E’a@ﬁibt ﬁﬁ’"gnmﬂg d‘g g tﬂgh B%ﬁ'n.fﬁ @F‘@ \Mthc 9%%5 ﬂ?‘f‘bﬂ@
i ncl udi ng the corr@mhdwmtthQntb(ﬁﬁet on the IP network 110 using |ts I P

address. The pobile node 102 obtains ap | P address fromthe hone agent 104.
The I P adbt4s] "t Mahilty @osahe Agda(typisallyred rejder)that pHars: SURRPTLSHYEES didr ess.

The home addr ess. | SmBplORSILrATIBIRFEEERTaRbe bR aTRoris alhiorld broithien {he

nobi |l e node 102 is visiting a forei etwork 112, a care- ress“my be
associated with theagéshi | e node 102 to reflect the nobile node's current

obi | o nob0%a " FiGni i Oclt HelfEnt o & M BED-HNEA S0 itPltorkild (.,

| P dat agr Muobile [lRQébhaEleecdmnmanmeﬁmﬁs Witk ai mobife RodwNB2N & hore dgeht aD4t de
nobi | e node 102 ins the current |ocation jnformation for each of

its nobil EOFﬁ%%%EBtz" é10 hBRe 2, fpign 13gent 19B.may All comsynicate Wikkeresar y
to forwar anémbatﬁreugm%nﬂpmé@ormws 1:98 n’i&ial@%d‘&%é?h& @nh Ittmgrhn d114

This informati on may be stored mobi [ ity bindings. e nobi I ngs
may i ncl uaéd@sadh@ieideomﬂasetberrdgbliqwa@de ﬂaa @& foreign mmodsda‘r%ya thtehlaome
associ at eg§ 1eqétof address, and the lifetine of that association. [1052]

The hone ng 114 has a network prefix that matches that of the nobile

node' s 10p1050je Jher exsbile| Rodeoutl2ngayechamgesis meetian efrérn dpéinﬁwotkPodata
et or Kk SONOVAK RoABoHEEdR Bral NS TS W48 107 halERed ) 4 IS8 The
foreign aggmiork 382! srhérmamrﬁodw @mﬁiak)eibtéiﬁfampkadmé’ss(é\m corfuARERe wilgt vwor k
114) in which the nobile node 102 is Currently |located. The foreign agent
other nodes, including the correspondent node 106, on the IP network 110 using its
IP address. The mobile node 102 obtains an IP address from the home agent 104.
The IP address from the home agent 104 may be referred to as a home address.
The home address is a long-term IP address on the home network 114. When the
mebile node 102 is visiting a foreign network 112, a care-of address may be
associated with the mobile node 102 to reflect the mobile node's current point of
attachment to the IP network 110. When sending out data, the mobile node 102
typically uses its home address as the source address for IP datagrams.
[1051] The home agent 104 is in a home network 114 of the mobile node 102 and
maintains the current location information for each of its mobile nodes 102. The
home agent 104 stores the information necessary to forward data to the mobile
nodes 102 belonging to the home network 114. This information may be stored in
mobility bindings. The mobility bindings may include a number of records that include
the home address, the associated care-of address, and the lifetime of that
association.
[1052] The home network 114 has a network prefix that maiches that of the
mobile node's 102 home address. IP routing mechanisms operate to deliver [P data
sent to a mobile node's 102 home address to the mobile node's 102 home network

114. The home network 114 may be a virtual network.



108 cooperates with the hone agent 104 to deliver data to the nobile node
102 when it is out of its home network 114. [1054] It will be appreciated
by those skilled in the art that one or nore intervening nodes (not shown)
may be in the comrunication path between the honme agent 104 and the foreign
agent 108. The interveni ng nodes (not shown) may be on the IP network 110
and are typically routers. Thus, as data is sent between the hone agent 104
and the foreign agent 108, it travels jhrough and is routed by one or nore

i nterveni ng nodes (not shown). [1055] Yhe network 100 in FIG 1 may be
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Each ter Mabdle 1P 264 tno embodiménts digcldsedtherasin stayoreingpidmpatel iblillustratesi ihase
stationrsnﬁ(gé % t downl i nk and uplink at any given nonment dependi ng on,
for exa B er soft 10 handoff is enployed or whether the terminal is

desi gned [fg5b]oPgN@t € dofves as an example of a communications system 200 that
- supports a number of users and is capable of implementing at least some aspects of
the embodiments discussed herein. Any of a variety of algorithms and methods may
be used to schedule transmissions in system 200. System 200 provides
communication for a number of cells 202A-202G, sach of which is serviced by a
corresponding base station 204A-204G, respectively. In one embodiment, some of
the base stations 204 have muitiple receive antennas and others have only one
receive antenna. Similarly, some of the base stations 204 have multiple transmit
antennas, and others have single transmit antennas. There are no restrictions on the
combinations of transmit antennas and receive antennas. Therefore, it is possible for
a base station 204 to have multiple transmit antennas and a single receive antenna,
or to have multiple receive antennas and a single transmit antenna, or to have both
single or multiple transmit and receive antennas.
[1057] Terminals 206 in the coverage area may be fixed (i.e., stationary) or
mobile. The mobile terminal 206 may be a mobile node 102 as in FIG. 1 . As shown
in FIG. 2, various terminals 206 are dispersed throughout the system. Each terminal
206 communicates with at least one and possibly more base stations 204 on the
downlink and uplink at any given moment depending on, for example, whether soft



(concurrently or sequentially) receive multiple transm ssions fromnultiple
base stations. Soft handoff in CDMA communi cations systens is well known in
the art and is described in detail in U S. Patent No. 5,101,501, entitled
"METHOD AND SYSTEM FOR PROVI DING A SOFT HANDOFF | N A CDVA CELLULAR
TELEPHONE SYSTEM " which is assigned to the assignee of the present

I nvention. [1058] The downlink refers to transm ssion fromthe base station
204 to the termnal 206, and the upli refers to transm ssion fromthe
termnal 206 to the base station 204. 1Tn one enbodi nent, sonme of term nals

206 have {andbfi Pl drISV® o IRIRGS thE CternliRN Sishé8igRBHY aRA€ ohEfeldd Sto
antenna. In FIG 2, base station 204A transmts data to term nals 206A and
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308. As
in el ect AEHEENSAMAMIRI tAMiNdls «OPR %'PQEZQEJ'HB@@ siadiog04AGyjranspitgdaggto
recei ves it hgindBdBC. iand n.then sends the data to one or nore M\Ns 302. A MN
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ref erred IPoddtd may be communicated via an IP network 310 between the correspondent
node 306, the home agent 304 and a mobile node (MN) 302. In this embodiment
300, a Packet Data Serving Node (PDSN) alsc serves as a Foreign Agent
(PDSN/FA) 312. As illustrated, multiple PDSN/FAs 312 may be connected to the IP
network 310, The IP network 310 may be the Intemet, an intranet, a private IP
network, etc. Data is transmitted as IP data packets ('IP packets") across the IP
network 310. Many different kinds of data may be fransmitted between a
correspondent node 306 and a mobile node 302. For example, audio data, video
data, textual data, electronic files, etc., may be communicated between the
correspondent node 306 and the mobile node (MN) 302.
[1060] The PDSN/FA 312 receives and processes the IP data to transmit them to
one or more Base Stations (BSs) 308. As shown, each PDSN/FA 312 is in electronic
communication with one or more BSs 308. Once a BS 308 receives the data, it 308
then sends the data to one or more MNs 302. A MN 302 corresponds o a mobile
terminal 206 of FIG. 2. Each BS 308 may serve one or more MNs 302. Typically the
BS 308 serves many MNs 302.
[1061] For purposes of this disclosure, functionality provided by the BS 308 and/or
functionality provided by an entity or component of the BS 308 will be referred to



generally as the BS 308. It will be appreciated by those skilled in the art
that, in various contexts, the use of the termBS may be referring to
functionality provided by a particular entity. For exanple, on the IP

| evel, the PCF (packet control function) is the entity (contained within
the BS) internediate the PDSN and MN. For the sake of explanation the nore
general termBS wll be used. [1062] The foregoing information describes the
parti cul ar enbodi ment of the systen11€? as applied and used in a wreless
comuni cati on system 200 as shown in G 2. However, it will be
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Wi rel ess ation devic ile tel ephone (MI) 406. The TE
404 co fa@gﬁ W?H%"%Ff&ﬂ’é%]y@%ﬁﬁ?ﬁcuon desi gnat ed by standards
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technologies. For exanple, the Rminterface could be inplemented via
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The di sclmstwdrkecdnmictiomos a&h@bllwstahdmm(MS?i 402, tAreMSspeziid aQy[B@bfthﬁoﬁll‘ee R
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include ‘the computing portions as well as the radio portions. Alternately,
t he vari cesnmuaigaken Utef lml\‘}hl easadawbiie Helephage biMT)ndeBporEheedEri404 n each

oL et oo e ] A BRUPDRRN b idleg W srodl A0V O0°

402. The iMErf&06. iThel Beldstedate angnbé tiepleAthieh by reeeariete of 4ddhnoldgids. ofer ate in

fio Eg? mnf&sarr]rlmp?e t}'ue m mtertfac\éococu?d Bé |r?1%}emecn?ergr‘l\§irél cco%tver?t?c?na%r%tgﬁgcersesr{:%heas
RS-232, RS-422, IEEE 4888, IEEE 1394, BLUETOOTH® Technology, or the like.
Note that BLUETOOTH® is a registered trademark of BLUETOOTH SIG, INC.
CORPORATION BY ASSIGNMENT DELAWARE 1301 K STREET, NW, SUITE 600
EAST TOWER C/O SONNENSCHEIN NATH & ROSENTHAL WASHINGTON D.C.
20005. Some of these conventional interface technologies are well known in the art
and need not be described herein. The disclosed embodiments are not limited by the
specific form of the Ry, interface. Note that alternate type interfaces may also be
implemented. Additionally, the various components and functions of MS 402 may be
incorporated into one device or one chip. For example, a single device may include
the computing portions as well as the radio portions. Alternately, the various modules
and functions descrived may be incorporated within each other or provided as
individual components.
[1064] The TE 404 and MT 406 may conveniently be collectively characterized as
a mobile station (MS) 402. The MT 406 includes a transmitter 408 and receiver 410
that operate in a known fashion to permit voice or data communications with a remote

iocation.



12 [1065] The wireless conmunication systemof FIG 4 also includes a base
station (BS) 412, which may al so conprise a nobile switching center (MSC).
The BS 412 comunicates with the M5 402 via a wireless interface,
designated by standards as an Uminterface. Operational details of the Um
interface are known to those of ordinary skill in the art and need not be
described in greater detail herein. The BS 412 is coupled to a conputer
network 414 via an interface, desi gnatpgl by standards as an L interface.
Qperational details of the L interface are also designated by industry
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11 ustr ated ot entortnzed ZedSEaioneeioeest (PryBobincopufieg SpSiicalists, The
disciosed embodiments provide this, and other advantages, as will be apparent from
the detailed description and accompanying figures.

[1067] The embodiments herein are directed to more efficient registration
mechanisms for Mobile IP registration. As discussed above with respect to FIG. 4,
the goal is to register mobile terminal equipment (e.g., the TE 404) with a computer
network (e.g., the network 414), such as the intemet.

[1068] As noted above, a number of different standards exist to govern wireless [P
communication. These standards may be implemented in a number of different ways
to provide some flexibility to the designer. FIG. 4 illustrates the simplified general
wireless network that supporis the communication process.

[1068] The communication process between the TE 404 and the network 414 is
illustrated at an IP communication layer in the functional block diagram of FIG. 5. As
previously discussed, the TE 502 communicates with the MT 504 via the Rn
interface. In turn, the MT 504 communicates with & Foreign Agent (FA) 506 via the
U/A interface. The "A interface"” illustrated in FIG. 5 refers collectively to the A8, AS,
A10, and A11 interfaces that comprise the BS/MSC to PDSN connection, such as in



Al10, and All interfaces that conprise the BS/MSC to PDSN connection, such as
in 13 an |1 S-835 network as specified in TIA El A-2001-A entitled

"I NTEROPERABI LI TY SPECI FI CATIONS (1 0S) FOR CDVA 2000 ACCESS NETWORK

| NTERFACES, " which was published in August 2001 and which is incorporated
herein by reference. Note that the term"A interface" is not standardi zed.
QO her interfaces (such as Al- All) are defined in IS 835, but are directed
to interfaces involving the BS/ MSC and,,.are extraneous to an understandi ng
of the present system Those ski Il ed idSthe art will recogni ze that the A
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There are_several indicators during the course of th t hod on an

|5 835 neltRFAK 1 Rp FAE0G S@MuURAatesWith &k Agent (HA) 506 The FA b 508 and
HA 508 are both processes specified for Mobile IP communication. The HA 508 acts

as a broker of data in a communication link between the FA 506 and the network 510.
The HA 508 is a fixed point and has the specified {P address used by the network
510. Even as the MT 504 is handed off to a different BS, the HA 508 remains fixed
throughout the IP session between the TE 502 and the network 510.

[1072] As stated earlier, Mobile IP registration is performed after packet network
connectivity has been established. In wireless networks, air resources and
connection time are costly resources, both to the provider and consumer. The
disclosed systems and methods allow for early detection of a network that will not
support Mobile IP, providing a more efficient registration mechanism. One common
method for registration is to (1) establish the air link for packet data service between
the mobile device and wireless network, (2) negotiate packet data connectivity via
PPP, and (3) perform Mobile IP registration. There are several indicators during the
course of this common method on an 1S-835 network that indicate that the network
will not support Mobile IP, allowing the Mobile Node to abandon its connection
attempt.



wi || not support Mbile IP, allowng the Mbile Node to abandon its
connection attenpt. 14 [1073] FIG 6 is a flow diagramillustrating a
general nethod 600 for the early determ nation of 1S-835 network support
for Mobile IP. The nobile node is provided 602 in a covered area. Then the
nmobi | e node connects 604 to a wireless network. The nobile node, in order
to performan early detection of a network that will not support Mbile IP,
then attenpts 606 to detect early discegpnect conditions. An early

di sconnect condition is any condition that can be detected by the nobile
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descr i pt1 SFcoret! GF BB nafblC' 57kt ¥ ARG e eBpHBAS B, 1
di sconnecmet;o’trnént tMnmoﬂ’ﬂnanpd:l@ stapna@iCosofnridiied tol tRe Wirelessshetmtorls and | ow
di agram o OSSI | e di sconnect condition for early determ nation of

net wor k s 81"? PBFaNRDi 1e IP. In order to obtain packet data services, the
nobi | e- 302 perfornms registration with the serving wireless network and then

wi th the packet network. The nobile node 302 sends an Originati on Message at
tinme ti tﬁ%@ﬂdﬂﬁﬂﬁ i ncludes the packet data service option. The BS
308 oo KT facals ! ek sk AR A SPAF el b RofissPoSt 2t on
Ori gi nat i example, the following disconnect conditions may be used: (1) before or during
origination; the protocol revision supported by the network is less than PREV 6, (2)
during LCP negotiation; if authentication {CHAP or PAP) is required by the network,
(3) during IPCP negotiation; if the network sends a Config-not-acknowledge (C-NAK)
containing the IP address option, and (4) during Mobile IP registration, before the
registration request is sent, if no agent advertisement messages are received in
response to agent solicitation messages. The following description and figures will
be used to discuss each one of these possible disconnect conditions.

Example Scenarios
[1075] FIG. 7 illustrates a flow diagram of one possible disconnect condition for

early determination of network support for Mobile IP. In order to obtain packet data
services, the mobile 302 performs registration with the serving wireless network and
then with the packet network. The maobile node 302 sends an Origination Message at
time t1 to the BS 308 that includes the packet data service option. The BS 308
acknowledges the receipt of the Origination Message with a Base Station
Acknowledgement Order (BS Ack Order) to the MS 302 at time t2. The Origination
Message results in assignment of the traffic channel, establishment of the A10



Message results in assignnment of the traffic channel, establishment of the
Al10 15 connection, establishnent of the link |ayer (PPP) and for the case
where Mobile IPis wused by the terminal, Mbile IP registration with the
serving packet network, indicated at time t3. Additional details and
messages known by those skilled in the art and defined by various CDVA and
Mobile | P specifications are not shown in FIG 7. One disconnect condition
for early determ nation of network supggrt for Mobile IPis that before or
during origination the nobile station 2 or nobile node 102 discovers that
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[1077] A mobile node 102 may solicit an agent advertisement message by
sending a solicitation message at time t1. At time t2 the foreign agent (FA) 108
sends an agent advertisement message. The mobile node (MN) 102 receives the
agent advertisement and determines whether the mobile node 102 is on its home
network 114 or on a foreign network 112. In the example shown by FIG. 8, the
mobile node 102 determines that it is on a foreign network 112, In addition, the
mobile node 102 may obtain a care-of address from the agent advertisement
message. The care-of address is typically the IP address of the foreign agent 108.
The mobile node 102 then registers the new care-of address with its home agent
(HA) 104. The mobile node 102 may register the new care-of address with its home
agent 104 by sending a registration request message to the foreign agent 108 at time
3. Additional processing may be performed by the foreign agent 108 at this time,
including but not limited to: MS authentication, replay protection, dynamic home
agent address resolution, etc. The foreign agent 108 then forwards the registration
request message to the home agent 104 at time 4.



request nmessage to the honme agent 104 at tine t4. 16 [1078] At tine t5 the
home agent (HA) 104 replies by sending a registration reply nessage to the
foreign agent (FA) 108, which forwards this nessage to the nobile node (M)
102 at tine t6. The registration reply nessage indicates to the nobile node
102 whet her the hone agent 104 accepted the registration or not. If the home
agent 104 accepts the registration, the honme agent 104 provides a
corresponding IP address to the nobil g.node 102 and sends the I P address to
the nobile node 102 in the registration reply nessage. [1079] The
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[1081] Additional disconnect conditions will be discussed in relation to the
embodiment shown in FIG. 4. Recall that FIG. 4 is a functional block diagram
illustrating a wireless computer network connection of a mobile station (MS) 402. An
MS 402 is a type of a mabile node discussed herein.

[1082] The system illustrated in FIG. 4 illustrates the entities involved in Mobile IP
registration. FIG. 9 illustrates the flow of messages back and forth between the
various components of the system. The terminal equipment (e.g., the TE 404 of FIG.
4) is indicated at the left of FIG. 9 while the network (e.g., the network 414 of FIG. 4)
is indicated at the right of FIG. 9. Intermediate the terminal equipment and the
network is the mobile terminal (e.g., the MT 406 of FIG. 4), indicated by the
designation MT. Also illustrated in FIG. 9 is the PDSN/FA 312 and the HA 304.
Those skilled in the art will recognize that communications flow between the MT 406
and the network 510 via the BS 308. However, some portion of the process
ilustrated in FIG. 9 is described at the network layer and not the physical link layer.
Thus, for the sake of conveniencs, FIG. 9 illustrates communications between the MT
406 and the PDSN/FA 312 over the Uy, interface.



Thus, for the sake of convenience, FIG 9 illustrates comuni cations between
the M 406 and the PDSN FA 312 over the Uminterface. 17 [1083] In FIG 9,
the process indicated by reference nuneral 1 is the PPP session
establishment and Mobile IP registration process that occurs between the Mr
406 and the PDSN FA 312. This process includes Link Control Protocol (LCP)
negotiation and I P Control Protocol (IPCP) negotiation. Those skilled in the
art wll appreciate that a nunber of f¥essages may flow back and forth
between the MI 406 and the FA 312 for both the LCP negotiation and the |IPCP
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both the LCP negotiation and the IPCP negotiation. For the sake of brevity, those
individual messages are not illustrated in FIG. 9.
[1085] . The MT 406 furnishes the TE 404 with the previously assigned IP address.
The protocol options between the different PPP sessions may differ. The subsequent
Mobile IP negotiations are transparent. Subsequent [P traffic occurs between the TE
404 and the network 510 via the MT 504 and the BS 412 as indicated in FiG. 4. The
process illustrated in FIG. 9 conforms to the multiple communication standards and
will ultimately result in the proper IP address assignment.
[1086] Additional disconnect conditions may be found in the LCP negotiation and
in the IPCP negotiation shown in FIG. 9. One additionaf disconnect condition is
during LCP negotiation, if authentication (CHAP or PAP) is required by the network,
then the mobile node may determine that there is no 1S-835 network support for
Mobile IP and disconnect from the wireless network. This comresponds to the
disconnect condition (2) as given hereinabove. One authentication protocol is the
Challenge Handshake Authentication Protocol (CHAP). Anocther authentication
protocol is the Password Authentication Protocol (PAP). The PDSN 312 may support
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di sconnect condition (2) as given herei nabove. One authentication protocol
Is the Challenge Handshake Authentication Protocol (CHAP). Another

aut hentication protocol is the Password Authentication Protocol (PAP). The
PDSN 312 may support 18 both of the authentication nmechani sms (CHAP and
PAP). Only if the PDSN requires either CHAP or PAP wi || the di sconnect
conditiaqn be net. [1087] The network may indicate that CHAP is required by
i) sending nultiple LCP COnfigure-Rqugsts i ncludi ng the Authentication
Protocol (AP) option indicating CHAP althentication, or ii) termnating the

i cat e R BehRaoRimkhabioThs (GHARNIDAR) X oo kPSR B
i s requi reithepzHAP QéH&Pnglllrlilnﬂ dispornecOporebiit lgimet. Request s including the

Aut hent i | P. A PAPR, t hent i cat

term nati Qh?ﬂe Eﬁé’%ﬁ%(‘ "Qy ‘ﬁﬁkﬁﬁr\nﬁ‘f@t‘g\?’t&f Uikegd ﬁFP@ﬂg@u‘@?é‘&P of the
AP opti orcom@mmque%ﬁrfdw’ng hire I\Mhlhbﬁno%‘h@hl Protodat 084 bbﬂéﬁﬁnd'b&mg

Aut hent\lmél n Prot gcol (AP).  option mai(}me negoti ated, ‘including t

P
val ue i ﬁ'dﬂ‘@ﬁ%’%%‘“oﬂhé’r d’éttﬁﬁﬁmﬁﬁn% ERR Heoptiation upon aepeipt OTDAﬁP anmong
ot hers). SHP !\kﬂﬁ
Confi gure- Re?%%ﬁyég?%Qh |ncldl?i°ﬁ)ﬁ?lﬁ%%8w ﬁﬁﬁﬂﬁ t% va SeStgh?Jrz‘al -I'Ehoe CHAP
or PAP. naiwoﬂbmayelrﬂm,ate thatcRAR 1aarequareﬂ b]ﬂe) Besting haltipte WCPI Cnnllgtpef form

el cot ed TARBITY ERARHS M, AitoaRatit BB AT Ebtdn PN BREY ¢y
|b ndls gﬁé :a duahé(nttoatlomm ||Pliﬁ£ﬂ|elmétﬁ?_thb RRR $1eQ oﬁatlm&_sjpdroralaﬁrcl (Si(fj Imn ?Egl’gruerééeitcj[ gg
A>F/> opt i ogﬁgﬁﬁt ‘gph? 3\1'{] omgqnd@dlegguwgg gﬁ? 8"99 Mébqql:g'@)t'ease thegPDSN maJy

r e- pr oposAOBYE dlrﬁﬂ_lmﬁdtrfbotmﬂﬁeﬂtféatléh 'I%ﬁicofl Rﬁp optitil Gndy Sd"HdgoRAtd,

sequences_of ‘exchan LCP nessages {Z)OSSI bl e this tine I n accordance

with t he ipppdiggetties gE’aVﬁ“@ﬁ, whigh lﬂﬁi@ﬂ G@atheomfmd @huaelthe@il@athmb\m GHAPhose
verfons AP Ao SR C3hut Shiotle RSB, WL B BB e
message s@onfigayeResurs (@-REQR) IﬁEtBngPtfvaBempttohewm vialuti equalstoGEHRPaax/ or
P G BB, SRS B ok raFalSC b i s b PR Rl e (R S50
A furt herauﬁhémmaﬂeﬁ tbg@élﬂdlrfg' @ucmscom@ufr@mfbct (CIRE)) iSRRG 9196 Fejbéted AFhown
in FIG 9. | PCP | P address option negoti ated during | PCP, then the
nobi | e noqglon and option value (CHAP or PAP) Otherwase the mobile may indicate back to

the PDSN that it does not wish to perform authentication by sending a LCP

Configure-Not-Acknowledge (C-NAK) including the rejected AP option and option

value (CHAP or PAP). In this case, the PDSN may re-propose the disputed option in

a later C-REQ. There are multiple sequences of exchanged LCP messages possible

at this time in accordance with the PPP specification, the implications of which are

known to those versed in the art. The final result of LCP negotiation is expressed by

the options contained in the concluding Configure-Acknowledgement (C-ACK)

message sent by the MS to the PDSN. Provided the MN indicates CHAP and/or PAP

are not supported via LCP C-REJ mechanism, the mobile may make the early

determination that Mobile IP is not supported by the network.

[1089] A further disconnect condition may be found in the IPCP negotiation shown

in FIG. 9. 1f IPCP IP address option is negotiated during IPCP, then the mobile node

may determine that there is no 1S-835 network support for Mobile IP and disconnect

from the wireless network. This corresponds to disconnect condition (3) as given

hereinabove.



may determine that there is no I S-835 network support for Mbile I P and

di sconnect fromthe wreless network. This corresponds to di sconnect
condition (3) as given hereinabove. 19 [1090] FIG 10 is a flow diagram
illustrating a nmethod for the early determ nation of |1S-835 network support
for Mobile IP. The nobile node connects 1002 to a wireless network. The
nobi |l e node, in order to performan early detection of a network that wl]l
not support Mobile IP, attenpts to det_gﬁt early di sconnect conditions. As

di scussed above, there are many differé&nt di sconnect conditions that may be
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network. If this disconnect condition IS not
- operation and also determines whether any other disconnect conditions exist.

[1092] The next disconnect condition may be tested when the mobile determines
1010 whether, during IPCP negotiation, the network sends a Config-not-acknowledge
(C-NAK)-containing the |P address option, (referred to as Disconnect Condition Cin
FIG. 10). If Disconnect Condition C is met, the mobile node disconnects 1006 from
the wireless network. If this disconnect condition is not met, then the mobile node
stays connected to the wireless network and continues operation and also
determines whether any other disconnect conditions exist.

[1093] The mobile may then determine 1012 whether, during Mobile iP
registration and before the registration request is sent, no agent advertisement
messages are received in response to agent solicitation messages, (referred to as
Disconnect Condition D in FIG. 10). If Disconnect Condition D is met, the mobile
node disconnects 1006 from the wireless network. [f this disconnect condition is not
met, then the mobile node stays connected to the wireless network and continues
operation. If none of the disconnect conditions are met, the mobile may assume IS-
835 network support for Mobile IP (unless or until it discovers otherwise).



met, then the nobile node stays connected to the wirel ess network and
continues operation. If none of the disconnect conditions are net, the

nobil e may assune |S- 835 network support for Mbile IP (unless or until it
di scovers otherwi se). 20 [1094] An enbodi ment of a nobile node 102, 302 is
shown in a subscriber unit system 1100 illustrated in the functional bl ock

diagramof FIG 11. The system 1100 includes a central processing unit
(CPU) 1102 which, controls operation ojgthe system 1100. The CPU 1102 may
al so be referred to as a processor 110 Menory 1104, which may include

both reaqigad]y maembodifedAt @m mmdmadécmasozeim\m( iR MsubBérbar et
instructions and data to the U 1102. A portlon of the nenory 1104 nmay

al so i nclsystembHIQ Husirated in a?ﬁjwpﬂﬂﬂ?ég@c o RREM)1 1. [TI@Q%]Sthﬁé 190st em
1100, whi; y | o] a I ;1§ such
as a cel Iﬁtfmdre%t él gé ne%frog?gs)sgﬁé IIt g;s %Mﬂggg‘?ﬁ“}ﬁ %Em?'% @béc%tr]\ rglearfls ths
transm ttsqstemﬂmmn'ﬂhaomenmmaym be refbtred/td aaraspmsssammaoﬁ IME’BWI on of
dat a, dio co i cations,. betwee system 1100 and a rem)te
ocat i on 1 104c R Ay (BIUMetca ooy fesfory tRBABAHE el At farindry

transm t {RAM) 1 Bfovities inBaLEIMRTs add d8ta"RY theeCPYTY 02dA | ftirflord of RIf Feethogr 1112
An antenna 1114 is attached to the housing 1106 and electrically coupled to

the transdéfvesy @EQZ“"W%E@‘QE"P(S%”W fReess nameni (NVERANL.08, recei ver 1110
and ant efl’l‘ﬁesﬁll“r Say¥dih 1‘?'@8""@1}110“ id Bpicdity o ?g%an i aﬂﬁ?&le@@ﬁ fi&gfdnher ei n.

Furt her transmtter recelrver ant enna correspond to
the trangeviceeauchoss armjlulardelepmnarmlsmmm alHowsingal €36 that EioGiainsta [1096]

quant ) 1y BNy of 2 b o feRRnBL 0903, AGMCRRRIPERERAFE edbids TG o
L5 s fasepachvsanionme t yosre 0 i smen i,
as is kno"’\Hﬁ 5 & Fel ﬁq gg%fmegeg bg?%a#aélaﬁéf@ i‘e‘é?é&%ép lﬁ?%ﬁs‘ by the

si gnal def1q0tRay Bd Eoniided Pl hMranbSeiverSt A, A&@ﬂten%a U825 iah@ehdd'td thiet her
detail bel ow. [1097] A set of tinmers 1118 works in conja. unction wth a pil ot

strengt h housigski®e and siectricafly coupled deithetrapssaiverpiide b@ropﬂ@typn ghthea t ot al
recei ved \pomBis IQp8S Fé)éenhejr%%"to 44 ‘15‘194 Fs*\f&eu Eﬁg@ ik h § afii S

recei ved and processing these Signals etermne the
qual ity aofot ﬂaleedesonbemlheamnorf:m'ﬂmnrihb ttmtsmm 110&3 rmeieérekﬁmanutmntemial on
device an1 1 IAltcsorrtt?:'sponé tu? Ehieotr}ar?sorﬁi’rter 408, receiver 410 and antenna illustrated in FIG.
4,
[1096] The system 1100 also includes a signal detector 1116 used to detect and
quantify the level of signals received by the transceiver 1112. The signal detector
1116 detects such signals as total energy, pilot energy per Pseudorandom Noise
(PN) chips, power spectral density, and other signals, as is known in the art. Various
indicators and values are calculated by the signal detector 1116 for use in the system
1100, as described in further detail below.
[1097] A set of timers 1118 works in conjunction with a pilot strength processor
1120, a pilot received power processor 1122, and a total received power processor
1124. By measuring the levels of the signals received and processing these signals,
the system 1100 can determine the quality of the communication channel between
the wireless communication device and its base station 308.
[1098] The pilot strength processor 1120 receives a pilot strength indicator (Ec/lo)
from the signal detector 1116. The signal detector 1116 divides the ratio of pilot
energy per PN chip (Ec) by the total power spectral density received at the

transceiver 1112 (lo). This ratio of pilot energy to overall received energy is called



[ 1098] The pilot strength processor 1120 receives a pilot strength indicator
(Echo) fromthe signal detector 1116. The signal detector 1116 divides the
ratio of pilot energy per PN chip (Ec) by the total power spectral density
received at the transceiver 1112 (lo). This ratio of pilot energy to
overall received energy is called 21 "pilot strength,” as is known in the
art. Also as known in the art, the pilot strength depends on | oading
conditions of an active cell and adjacgpt cells, and thus is an indication
of traffic load in a particular cell. ??099] The total received power

Processor sphbPdrdiidh s/l kel rhel 421 Alcd a@ﬁﬁ%ﬁ? 4 SR bl Gfortn { e

si gnal detector Brhe total receive power sure o
power recdepandsaan iaading aorditionscef an eetive cell mﬂlﬂtb@cal'the}eﬂal ancb thus, is an

interfere pilot signal transmitted to that
particul aﬁaﬁﬁr'érﬁsceéﬁgﬁoa‘@hfzﬁéﬁxaﬂ%ta" of all this energy received is stored

to indi cafi@9she Théalotalr reelveddppesre prode$dOl 12eugus! at vardlsts vRd tnaw
processorg]}éZZ recei ves,_ .a,Recei ved S gqnal Strength Indicator (RS3Sl) from

the si gnafietgeted @ngraugptiied ahthergignal idetrcier: EJ6; hﬂ‘ep’ﬁolt%trec‘?'\é%PQ‘Eﬂr and,
in one enbhqsiaERps of ki peweﬁ; Yhadish Qe/th@%rrsaemﬁﬂm alt .heragby%’e rr&@%;se( Rx)

with the (Ec/lo), as is known in the art. IS 1 ndepen ento system
| oadi ng aiteriesencs: ifiom i othen saliers) andca d%lbésﬁlgﬂﬂ{ vxtaamsmlttad bathﬁtl pardicdlannges.

These pat ng rvice,
deseri bed e RReETTBET AROE FTRH MR ensBy tahala I SIS 1idleRlbe e oo
controls tdceweti@bweof the W rel ess conmmuni cati on device based on a current
t at d I db e d ted
oy e o ARS8 o SSRGSl Brasbest 51k PR slbhoet SiBhos! o
of oper at Sﬂmgtnlmwat@ﬁmssl)ardwmeélgml detatterst 116l HHZRSShdioaiéLtReldiRp al so
i ncl udes a systemdeterm nator 1128 used to control the wreless

comuni cafeciyed fnvweas ansh i enerembrdignt s salculaied by (ﬁﬂdﬂlgr theyiotad reeejved
wirel ess gerw EH)SS\IVHI?'T HRELAS), 2RM! KhoWrPiSTHe aﬁo[%agéﬁhg%ﬁéﬁ@r{&ﬁt bhe

current e’provi er system s I nadequat é e vari ous
conponent systémtlbading stnenvariedion dn dheﬁ&ﬁleddnca@stfbmaruwm jath losy shanges130

whi ch may-i ncl ud bus, a.contrgl al .bus, and,a st. si gnal
bus i ananese, Hefh, ToftAanghiS ard RB0RRS i HERtaaE Bl 15 SHED Sometnr § ous
busses areesdnbgetiﬁaétgﬂbem\fl G 11 as the bus system 1130. One skilled in the

art wll
[1101] A state changer 1126 of the system 1100 controls the state of the wireless

communication device based on a current state and additional signals received by
the transceiver 1112 and detected by the signal detector 1116. The wireless
communication device is capable of operating in any one of a number of states.
[1102] The system 1100 also includes a system determinator 1128 used to control
the wireless communication device and determine which service provider system the
wireless communication device shouid transfer to when it determines the current
service provider system is inadequate.

[1103] The various components of the system 1100 are coupled together by a bus
system 1130 which may include a power bus, a control signal bus, and a status
signal bus in addition to a data bus. However, for the sake of clarity, the various
busses are illustrated in FIG. 11 as the bus system 1130. One skilled in the art will
appreciate that the system 1100 illustrated in FIG. 11 is a functional block diagram
rather than a listing of specific components. For example, althoggh the pilot strength
processor 1120, pilot received power processor 1122, and the total received power
processor 1124 are.illustrated as three separate blocks within the system 1100, they
may in fact be embodied in one physical component, such as a digital signal



appreciate that the system 1100 illustrated in FIG 11 is a functional bl ock
diagram rather than a |listing of specific conponents. For exanple, although
the pilot strength processor 1120, pilot received power processor 1122, and
the total received power processor 1124 are. illustrated as three separate
bl ocks within the system 1100, they may in fact be enbodied in one physi cal
conponent, such as a digital signal 22 processor (DSP). They may al so

reside as program codes in the nenory 1104 and operated on by the CPU 1102.
The sanme considerations apply to the obher conponents listed in system 1100

of FIG 11. [1104] Those of skill in the art woul d understand that
i nf or mat i gracédydr SDSPR! EhaiBimay sd @@r@@mb%mld@ﬂie@nw 188 nienYery| efos d
di fferent technol ogi es and technl ques. For = exanple, data, inStructions,

commands, ORSateAnani By, thei G s11Q3r t Ehe S| considartions papply higr theyother
ref erenceg, #M@H@‘W@d[ﬁ‘s@s@ﬁ‘ﬁ%gﬁﬁm pi4 on may be represented by voltages,

currents, ectromagne waves, magnetic¢ fields or particles, optical
fields - o[rl1pd}t i Chass oﬁjskllhmythe(mbwmidltmdetd‘m@ﬁm Ir[fmpnTamissagmﬂs sﬁayl I

woul d furth reciate that, the.vari.o Ll lustr t ve i cal, bIo

modul s 09 Fanrpeaed hag diron & Veugis ot lferet HEAAhoRE Anddbiriout nFERe
enbodi rTEné)&ﬂ\ibl@ ad=ns Selsthedtions, dombads, ﬂiﬂbﬁﬂ&ﬂiﬁrﬁ@;%mﬁisebﬁﬁém&s , N
conmput er software, or conbj nations of both. To ar| | ustrate this

i nt er chanj@hpayi be reterepsedtireughoyt g vhave %amnttmnsmam PR rerfeseried by
b
CO”pone”t%!taBchéiﬁrentMéﬁtRﬁn?@e‘tlﬁ%év%s ﬁi&%%@ﬁﬁa@%\f%@@@&nc gay ¢ f&&s above

generally in terns of their nctionality er s tonality is
i mpl ement efdpaxticles) oy sombirationtbereotf. depends upon the particul ar application

o, e o TSL b AR oA, o St E A oL, ™
appl i cat i mgcksbuhodtuleh bmlt%nmﬁdahigmlnlgfdﬂﬁéteps)msefmd dn rednnbetion i meet ed as
S ous Cembedents dibgReed haPBors ke enﬁgﬁgdgggggi 800, bRt
connect i ogoibiitsr t QGﬂ\ﬁQf‘éOd'dﬁErHoﬁ'ltﬁhéﬁéhQSQﬁ el N MRy BBaHyPliIRERAlS ditiy

perforrred with a general purpose processor, a digital signal processor
(DSP), anintesghangeabiliynofshasdware an%s@@wa!teeuaﬁw%wtstrqtms| ©mpenents|bdocks,

B 29" BGRB8t nd S o o8 ARB s 9 A St o0 oL

t her eof diemCiipradityt oWJlmthetr Bud:rhmriannnahtpns; 1mplesmant¢xé<asﬁmrdware Ar gofteam

purpose péé)pceen%goﬂpon ¥hg epaal!tlcmule?rr 8851%% i3 Arid %emgn cons?ramts imposed on the
overall system. Skilled artisans may implement the described functionality in varying
ways for each particular application, but such implementation decisions should not be
interpreted as causing a depariure from the scope of the present invention.
[t106] The various illustrative logical blocks, modules, and circuits described in
connection with the embodiments disclosed hersin may be implemented or
performed with a general purpose processor, a digital signal processor (DSP), an
application specific integrated circuit (ASIC), a field programmable gate array (FPGA)
or other programmable logic device, discrete gate or transistor logic, discrete
hardware components, or any ¢combination thereof designed to perform the functions
described herein. A general purpose processor may be a microprocessor, but in the
alternative, the processor may be any conventional processor, controller,
microcontroller, or state machine. A processor may also be implemenied as a
combination of computing devices, e.g., a combination of a DSP and a
microprocessor, a plurality of microprocessors, one or more Microprocessors in

conjunction with a DSP core, or any other such configuration.



alternative, the processor nmay be any conventional processor, controller,

m crocontroller, or state machi ne. A processor nmay also be inplenented as a
conbi nati on of conputing devices, e.g., a conbination of a DSP and a

m croprocessor, a plurality of m croprocessors, one or nbre m Croprocessors
in conjunction with a DSP core, or any other such configuration. 23 [1107]
The steps of a nethod or algorithm described in connection with the

enbodi ments di scl osed herein may be e died directly in hardware, in a
software nodul e executed by a processof, or in a conbination of the two. A
sof tware e [ [ I e, y PROM
menory, [Eq%\/lmgé r"ggﬁ ﬁﬁﬁﬁﬂdﬁﬁfgbﬁthrﬁ &ge?emvai@gﬁ%ﬁcﬁamﬂeﬁw or
any ot herembegiments disdipsest hewin maykiambodieddirestly In bariwareoii arsatiware a

"t or nat | BB shPoutEd M ProbSedcp o ERhatA Gl e B ﬁ%@ﬁﬁfaﬁwvf

al ternatimay rebigesirorrid memaonn flagh b@emont,e ROM me EPHICHd s atfemary

e teerEEERRM e, REESo ard REkH deaouo HRk éﬁ AOKY 25 e %rmr mmy
resi de astofth of sRir8gé AR Knownindne! 3R RS wwd;mér%ld?f’d sﬂsmger%am is

di scl osed herein cOnprise one or nore steps or actions achi eving the
descr i bedcauptetote. thphprogessmdsushelbe RrRaRssOr £ani road lnfmymaaon fromerastsawgted wi t h

one anot t I
ot her mhiﬁfort‘%ﬁﬁsg tggs%%eréb?g%é erlnetPés%tﬂgps(ﬁg?’ @%t#éﬁgslr}éecrhgﬁ’w :%&cp%fnor "
pr glper opiategtal do tioé prduesegro?‘dh%rpm%eﬁsdafargd they ?tpmyeomedmﬂ] ufaysme:diefuhcz;rﬁ t eps
and/or a ng e nodified wtho epartin romthe sco e

o esent’ (KSlEht ToR ASIETTEY ot in AtaE Jermial i AHorG fhe REPCRSSe: R e

enmbodi MendiGrags rsdMmdAgy Pésndeeaﬁbiserea@ﬁomgbﬁ&ﬁsﬁkahlssﬂterrﬁmhhe art to make or
use the present invention. Various I cations to these enbodi nents wl |

be readi | 188bar Bt mehedp disciorpd hegin coppsisgrane omg@re REPgHAtONBiPhC pl es
defi ned b th f
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proper operation of the embodiment, the order andfor use of specific steps and/or

actions may be modified without departing from the scope of the present invention.

- [1109] The previous description of the disclosed embodiments is provided to
enable any person skilled in the art o make or use the present invention. Various
modifications to these embodiments will be readily apparent to those skilled in the art,
and the generic principles defined herein may be applied to other embodiments
without departing from the spirit or scope of the invention. Thus, the present
invention is not intended to be limited to the embodiments shown herein but is to be
accorded the widest scope consistent with the principles and novel features disclosed
herein.

[1110] WHAT IS CLAIMED IS:



Claims |. A method for a nobile node configured for conmunication in a

W rel ess communi cati on system the nmethod conprising: connecting to a
wirel ess network; testing for satisfaction of any di sconnect condition of a
plurality of disconnect conditions, wherein each disconnect condition of
the plurality of disconnect conditions is an early indication of network
support for Mbile IP, wherein the plurality of disconnect conditions
conpri ses authentication requirement ¥y the wirel ess conmunicati on network
during Link Control Protocol (LCP) negotiation, wherein the step of testing
conprises determ ning whether authentication is required by the wreless
network during Link Control Protocgﬂ"ﬁﬁgotiation, and wherein the step of
testing is perforned prior to packet network connection between the nobile
node and it he W nehigws faeh Wabkile RbsC RBARGHEJor LOMuNR b Gk €5 Swifddsyor K i f
authentication is required by the wreless network during LCP negotiation;
and st ayicogmpoisaiet watemo theineethed @impsisinget wor k i f aut hentication is not
required by the i rel ess npetwork during LCP negotiation. 2. The nethod as
inclaiml, mﬁ%?gﬁﬁﬁﬁﬁéjgpgSggg“@g%ernining conprises detecting a request

for Chal | enge tdsiig sdradseisfAstionestt angadiscdfnddt @baditdn 0CaAMrahtit bfedikdoandd on. 3.
The method as in clajm 1, wherein the stel?l of determ ning conprises
det ect i ngoRditionsgybereinegeh disecanpgstgonditionnk the aiurality pf disernect cppgyions is

aut hent i %ﬁ%@l@indﬁaﬁ(ﬂ"@f ﬁ@\tvmdsrug@orf for "T\?@d‘il@lﬁ’ wﬁ\é?‘&ﬁ%@glh%t)%?@i&g?écgst ing

further conprises detecting el pt fromthe W releSs networ
conf i g- nepadicdnsenimpdses autheptidation geqairemehtdydhe wirelessp¢danomumni cation gretviREe

negoti ation h t.h furt onpri sing di sconnect i .romthe wreless
netvor k. (b LGB e AEEPS POaBo by 6 aLRsUOF Ebeoes” The
et hod agiefeniirdl WhédtherhBh&itiRatidneisStcqir&dl by @d WAkkldsy Mebiedrk CRRRE I ISAR:
determning if the protocol version supported by the wireless network is 25

conpat i blt@ntpk Frowcplrnegetiaion andavimreip decottep elrigition ispgsomed pgonveirarket| P, 6.
The nmeth i i .G LI ShnQ.: i n agent solicitation
message gjgtrﬁléb({%"%%tfdgrqeév?eggﬁés rglétl{el @ﬁg ahv\iglr@ g?‘@%ﬁgétg’f%e% of testing further
conpri ses det diztomgetiig fremethet wirtlessnnetgerit if adhartichti@mintequized dgetheluri ng a
predeterm’,neieg time rjo fter .sending the agent solicitation nessage,
wher ei n dBEIEESE PFRYOROIYRE S gt NeSQHAlam; W 5 di sconnect condition

staying connected to the wireless network if authentication is not required by the

wireless network during LCP negotiation.

2. The method as in claim 1, wherein the step of determining comprises detecting a

request for Challenge Handshake Authentication Protocol (CHAP) authentication.

3. The method as in claim 1, wherein the step of determining comprises detecting a

request for Password Authentication Protocol (PAP) authentication.

4, The method as in claim 1, wherein the step of testing further comprises detecting
receipt from the wireless network of a config-not-acknowledge comprising an IP address
option during IPCP negotiation, the method further comprising disconnecting from the

wireless network in response to the receipt of the config-not-acknowledge.

5. The method as in claim 1, wherein the step of testing further comprises:

determining if the protocol version supported by the wireless network is



7. A nobile station for use in a wireless comuni cati on system wherein the
nobil e station determ nes network support for Mbile IP, the nobile station
conprising: an antenna for receiving a wireless signal; a receiver in

el ectronic conmmunication with the antenna; a transmtter in electronic
communi cation with the antenna; a processor for executing instructions; and
menory for storing the instructions, Xherein the instructions inplenent a
met hod conprising: connecting to a wireless network; testing for
satisfaction of any disconnect condition of a plurality of disconnect

condi t i orfempaiitde with agsedsteaningd praseo! vearsidn sippartolg MlgledlPur al ity of di sconnect
conditions is an early indication of network support for Mbile IP, wherein
the plurality of disconnect conditions conprises authentication requirenent
by the wé el eShe amrirodras datlaian 1 feith@ickmpssing:ng Li nk Control Protocol (LCP)
negoti ati on, wherein testi conprises determpning if an authentication is
regui red by t SEdMEanasent %B?%P?W%ﬁ@“rtqurﬁg‘sﬁtwmoI negoti ati on,

quired by t , , - . K
and wher el n, ¢ ekl ke 87 sty ISruReIChAGARA. iddBihe 1D RBGKELT BELUGH

connection between the nobile node an e wre net wo

di sconnea@dvertisehreninmessagei dusingss presteteomined f timb eperiod et isemdingrihé sgenequi red by
the w reshﬁslt%tigrtlat\é\osr kegvrei nrngTi nk Control Ft>r t ocal negcgtia.i.on. 8. The

mobi | e statT 6H RS TREE "ACHRY ICGH0R 8P Ao D5 S HCT L EoPaPed SAR%hs:  det er mi ni ng
if the protocol version supported by the wireless network is conpatible
with a predeterm ned protocol versjon supporting Mbile IP. 26 9. The

mobi | e st’at i ot @ebilgstation oy pse iyfewsslessiRmmunication Fystam vieren tpiambile 10, The

mobi | e stakib®RetdSnihdl dehal ioR: £ i s PAP. 11. The
nobi | e st atli one as liln c#‘g?ﬁs%po e{ gfloﬁﬂ% feliéetﬂ?eﬁ{d&ﬂ}rshi@b cgigﬁfd?lp es detecting
recei pt from ahentennadbesseimingworikelat signaipnf i g- not - acknowl edge conpri sing an

| P address ogti on durilnc\%_I | PCP nelﬁot j.ati OF, t he met hod further conprising
di sconnect i ng A FEHCE WeFleqiiopis commupiatien With e a0%88%se to the receipt of the

confi g- not - ackmawdreigeein eledtrodib RoMRRAhIcaicH Rith MR ag@nfigfined in claim7,
wherein the instructions further inplenent: sending an agent solicitation

message duri ng PRsEssoefor pxectng instavqtions; aadd testing further conprises
detecting no l;r?e%rf E‘or%Iorﬁg tﬁegﬁgt}uc?igl\(s? rWthlelse‘ral‘r@l[a]tinslgjlelét?oé}g.Ei\mpleme:nt a method

comprising:
connecting to a wireless network;

testing for satisfaction of any disconnect condition of a plurality of disconnect
conditions, wherein each disconnect condition of the plurality of disconnect conditions is
an early indication of network support for Mobile IP, wherein the plurality of disconnect
conditions comprises authentication requirement by the wireless communication network
during Link Control Protocol (LCP) negotiation, wherein testing comprises determining
if an authentication is required by the wireless network during Link Control Protocol
negotiation, and wherein the step of testing is performed prior to packet network
connection between the mobile node and the wireless network; and

disconnecting from the wireless network if the authentication is required by the

wireless network during Link Control Protocol negotiation.

8. The mobile station as in claim 7, wherein testing further comprises:
determining if the protocol version supported by the wireless network is

compatible with a predetermined protocol version supporting Mobile IP.



during a predetermned tine period after sending the agent solicitation
nmessage, wherein detecting no receipt satisfies a disconnect condition. 13.
A nmobi | e node adapted to communicate in a w reless network supporting
Internet Protocol (IP), the nobile node conprising: a processor for
executing instructions; and nmenory for storing the instructions, wherein the
instructions test for a plurality of 2&i sconnect conditions, wherein at

| east one di sconnect condition of the plurality of disconnect conditions is
eval uat ed pri t o, packet net rk conpnect wherein the di sconnect

condi t i o%s of ﬁ@‘o ﬁﬁﬁtﬁ‘i“?“ﬂF%F gndecy ‘?’fé‘&tt#‘ec"ﬁﬁléﬁ“f‘%% 1FHE8MH fy network non-
support for Mbile IP, wherein the at | east one di sconnect condition

i ncludes determ nation of an authentication requirenment for the wirel ess
net wor k d@r i nghe mekile gatinn aslin Plagn dcwher¢in 0P auteagoicatiniivRAPwher ei n t he
instructions disconnect the nobile node fromthe wreless network if any

di sconnect condition of the plurality of disconnect conditions is found.

14. The rabi | heotsbilesstationCisainmtldign 7yWhderim tdstigy ifivgier Lt@h'ipﬁﬁkfs m&oﬁﬁg a
request for al | enge Handshake_ Aut henti cati on Protocol

aut hent i Ceeirbfroghige dY"é"&%ﬁH%tWak?feﬁ eopligrivbrtkaontdee F?‘Bﬁﬁ'ft'%awl? %fldé%% net wor k

if the r%ﬁﬂ&@%& TP AR ARLAGD the RkingH Jbﬁher@%sﬁslﬁg d1s%§? h‘?%rfem g node as

in clai erein the instructions tect a reque asswor d

Aut hent i omtd&smn@wotl@mﬁppmny theuretrapitof dwtdoofig-andackhewedgect t he nobil e node
fromthe wireless network if the request for PAP authentication is detected.
16. The nobile node as in claim 13, wherein the instructions detect receipt

from the (2w r ghesmoblRt ¥fikn AT defthed REPoIBGO Ot iWhdréil @BE Rstructions further
confi g-not - acknomﬁedge conprising an IP addr ess option, and disconnect the

nobi | e nd@Blemedtn t he wirel ess network if receipt of the

cont i g- not - ackpoeedase SolBlfsh Glssald auNEMIBR 1S RRORASaglel i ned in claim

13, wherein the i tions send an-agent n hessage during
Mobi | e | P registingfirtier catepréses detectingami xptelptfofam aoetnddveidersert insssagat nessage

during a redeter ned e af t nd|n ent solicitation
nmessage, dﬁﬁﬂg AiPEEEEHR f‘ﬁ’gpﬁﬂ ﬁ'il"’ 6 r?,gffﬁg &X%ng?sﬁ?g?’v%beﬁe’ilf recei pt
of an agej@{ecﬁ\qgvlg{kbesﬁrmﬁgﬁegg%%%egwdnaﬁog predeterm ned tine period after
sending the agent solicitation nessage is not detected. 18. A mobile

station for use in a wireless conmuni cati on system wherein the nobile

13. A mobile node adapted to communicate in a wireless network supporting Internet
Protocol (IP), the mobile node comprising:

a processor for executing instructions; and

memory for storing the instructions, wherein the instructions test for a plurality of
disconnect conditions, wherein at least one disconnect condition of the plurality of
disconnect conditions is evaluated prior to packet network connection, wherein the
disconnect conditions of the plurality of disconnect conditions identify network non-
support for Mobile IP, wherein the at least one disconnect condition includes
determination of an authentication requirement for the wireless network during Link
Control Protocol (LCP) negotiation, wherein the instructions disconnect the mobile node
from the wireless network if any disconnect condition of the plurality of disconnect

conditions is found.

14.  The mobile node as in claim 13, wherein the instructions detect a request for

Challenge Handshake Authentication Protocol (CHAP) authentication and disconnect the



station determ nes network support for Mbile IP, the nobile station
conprising: neans for connecting to a wireless network; neans for testing
for a disconnect condition prior to packet network connection between the
nobi | e node and the wirel ess network, wherein the disconnect condition is

an early indication of network non-support for Mbile I P, conprising neans
for determning if the wireless netwtk requires authentication during Link
Control Protocol (LCP) negotiation; means for disconnecting fromthe
wireless network if the disconnect condition is satisfied; and neans for
stayi ng dethilschady tromethe Wirelessenewaek Wothe rerugshdori (oM rashentieatigntison i s
not sat i hied.

15. The mobile node as in claim 13, wherein the instructions detect a request for
Password Authentication Protocol (PAP) authentication and disconnect the mobile node

from the wireless network if the request for PAP authentication is detected.

16.  The mobile node as in claim 13, wherein the instructions detect receipt from the
wireless network during IPCP negotiation of a config-not-acknowledge comprising an 1P
address option, and disconnect the mobile node from the wireless network if receipt of

the config-not-acknowledge is detected.

17.  The mobile node as defined in claim 13, wherein the instructions send an agent
solicitation message during Mobile IP registration, detect no receipt of an agent
advertisement message during a predetermined time period after sending the agent
solicitation message, and disconnect the mobile node from the wireless network if receipt
of an agent advertisement message during a predetermined time period after sending the

agent solicitation message is not detected.

18. A mobile station for use in a wireless communication system wherein the mobile
station determines network support for Mobile IP, the mobile station comprising:

means for connecting to a wireless network;

means for testing for a disconnect condition prior to packet network connection
between the mobile node and the wireless network, wherein the disconnect condition is
an early indication of network non-support for Mobile IP, comprising means for
determining if the wireless network requires authentication during Link Control Protocol
(LCP) negotiation;

means for disconnecting from the wireless network if the disconnect condition is
satisfied; and

means for staying connected to the wireless network if the disconnect condition

is not satisfied.



