DESCRIPTION

INFORMATION-PROCESSING DEVICE, INFORMATION-PROCESSING

MONITORING METHOD, PROGRAM, AND RECORDING MEDIUM

Technical Field

[0001] The present invention relates to a technique of
monitoring an information processing operation executed by a
processor.

Background Art

[0002] Malicious programs have been recently developed to
perform unauthorized and harmful operations to a computer, and
suchmalicious programs greatly degrade the security of a computer
by replacing a file of the computer or changing the configuration
of the system, for example. Such malicious programs behave as
follows. They firstly intrude into amemory of the computer from
the cutside, and piggyback on an access to a resource in the
kernel space from a user mode when an application program (AP)
is executed. Then they acquire the privilege level (ring 0),
and govern the resource control. In this way, unauthorized
actions by suchprograms become executable as the programs intend.
Currently various types of software to monitor the execution
of malicious programs and control their unauthorized activities
are proposed.

[0003] Patent Literatureldescribesamethod formonitoring
applications to prevent the leakage of resource information.
Themethodis tolimit theaccessbyanAPI, andincludes: detecting

the starting of an application; suspending a processing request



for the resource issued from the started application;
authenticating whether the started application is a legitimate
applicationornot; andonlywhenthe startedapplication succeeds
in the authentication, permitting the processing based on the
suspended processing request.

[0004] Patent Literature 2 describes an
information—-leakage prevention system for computer. The system
isconfiguredto, whenanapplicationtobeexecutedonthe computer
accesses information stored in a memory such as a hard disk HDD,
hook the application using the hook function of the operating
system (0S). A determination unit of the system determines
whether the access meets a preset access admission condition,
and when it is determined as an unauthorized access by virus
or the like, the systemdisables the passing of information stored
in the memory to the application.

[0005] Patent Literature 3 describes an external boot
technique of attachinganexternal device that stores anexclusive
loader and an administrative file beforehand to a computer, and
then turning the power of the computer on. This technique is
to allow the administrative file to control the regions in which
the 0S is loaded from the HDD using the exclusive loader that
is loaded into a main memory (RAM) from the external device,
and give a difference in privilege level among the regions.
Thereby, a secure region can be kept by the administrative file
at a predetermined region of the RAM.
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Summary of Invention
Technical Problem
[0007] According to the application monitoring method to
prevent the leakage of resource information described in Patent
Literature 1, a filter module for hooking and an authentication
module are configured in the same process space as that of the
application, and therefore both of the hook operation and the
authentication operation by these modules have a serious problem
inreliability. Further themethodisconfiguredtoauthenticate
an application by collating the hash between the hooked
application and an application registered beforehand, and if
this authentication fails, forcetheapplicationtoquitorinform
the administrator of the failure. Therefore the operation of
the computer may stop.
[0008] The information-leakage prevention system
described in Patent Literature 2 is targeted to the function
relating to the input/output of a file system, and the system
is configured to use predetermined check items, such as an IO
type representative of the operation including writing of file
data, anapplicationname, adata filename, executionconstraints
of a program to be executed (date and time, the range or the
like), which are input via a user interface of the computer,

as the access admission condition, and thereby allowing the file



system 1tself to have the monitoring function and the
determination functionbyuser’s setting. Thissystemtherefore
has a 1limit in performing appropriate monitoring of the general
process for an access from a user space to a resource in the
kernel space that does not relate to the reading of file data.
[0009] The technique described in Patent Literature 3
requires an external device, and is configured to disable an
unauthorized access from the 0S and keep the secure region in
the main memory configured during the starting of the computer
after the starting as well. This technique is not configured
to monitor an access instruction to the kernel to request the
processing of a resource.

[0010] In view of the above, the present invention provides
an information-processing device capable of monitoring an
instruction to the kernel of the 0S to request the processing
of aresource, andsuchinformation-processingmonitoringmethod,
program, and recording medium.

Solution to Problem

[0011] An information processing device according to the
present invention, includes: a monitoring unit configured to
monitor at least an instruction to pass processing to a kernel
of an 0S among instructions issued to a processor; and a load
unit configured to load a monitoring software functioning as
the monitoring unit at a predetermined region of a main memory,
the monitoring software having a privilege level set higher than
a privilege level of the kernel of the OS.

[0012] A method for monitoring information processing

according to the present invention includes: monitoring at least



an instruction to pass processing to a kernel of an 0S among
instructions issued to a processor; and loading a monitoring
software functioning as the monitoring step at a predetermined
regionof amainmemory, themonitoring softwarehavingaprivilege
level set higher than a privilege level of the kernel of the
0S.

[0013] A program according to the present invention is to
make a processor function as: a monitoring unit configured to
monitor at least an instruction to pass processing to a kernel
of an 0OS among instructions issued to the processor; and a load
unit configured to load a monitoring software functioning as
the monitoring unit at a predetermined region of a main memory,
the monitoring software having a privilege level set higher than
a privilege level of the kernel of the 0S.

[0014] A computer readable recording medium according to
the present invention records a program to make a processor
function as: a monitoring unit configured to monitor at least
an instruction to pass processing to a kernel of an OS among
instructions issued to the processor; and a load unit configured
to load a monitoring software functioning as the monitoring unit
atapredeterminedregionof amainmemory, themonitoring software
having a privilege level set higher than a privilege level of
the kernel of the 0S.

(0015] According to these aspects of the present invention,
since the monitoring software has a privilege level set higher
than the privilege level (ring) of the kernel of the 0S, at least
the issuance of the instruction to pass processing to the kernel

of the 0S among instructions issued to the processor can be always



monitored so as to hook the issuance. Therefore, even when such
an instruction contains an invalid program and an access is tried
to a resource by executing such a malicious program, the access
can be detected and intrusion of the malicious program to the
kernel can be blocked.
Advantageous Effects of Invention
[0016] According to the present invention, an access to
a resource based on a malicious program being executed can be
detected, and intrusion by the malicious program to the kernel
can be blocked.
Brief Description of Drawings
[0017] Fig. 1 shows the configuration of an information
processing device as one embodiment of the present invention.

Fig. 2 shows one example of a program map ¢of a main memory
of the information processing device after starting.

Fig. 3 is a flowchart showing one example of the starting
processing.

Fig. 4 is a functional block diagram showing one example
of the monitoring software.

Fig. 5 is a flowchart showing one example of the MSR
monitoring processing.

Fig. é explains the procedure of themonitoringprocessing.

Fig. 7 is a flowchart showing one example of the Syscall
monitoring processing.

Fig. 8 is a flowchart showing one example of the log

processing.

Description of Embodiments



(0018] Fig. 1 shows the configuration of an information
processing device as one embodiment of the present invention.
The informationprocessingdevice 1l towhich thepresent invention
is applicable includes a server having a built-in computer, a
general-purpose personal computer, a portable information
processing terminal, and various types of information processing
devices having a communication function via a network.

[0019] The information processing device 1 is made up of
amicrocomputer, andincludesachipset 10includingaCPU (Central
Processing Unit) 11 as the processor. The CPU 10 is connected
to, via a bus BA, an auxiliary memory 20 including a flash ROM
(Read Only Memory) 21 and a hard disk drive (HDD) 22, a RAM (Random
Access Memory) 30 as a main memory, an input part 40, an output
part 50 and a log memory part 60 that is provided as needed.
[0020] The flash ROM 21 stores BIOS (Basic Input/Output
system). The HDD 22 stores an 0OS (Operation System) as well as
various types of application programs and information on
necessary data. The information stored in the HDD 22 is read
(loaded) to the RAM 30 mainly during the starting as shown in
Fig. 2. The details are described referring to Fig. 2.

[0021] The RAM 30 functions as the main memory. When the
information processing device 1 is started, programs or the like
stored in the auxiliary memory 20 are loaded on the RAM 30, and
information being processed also is stored in the RAM 30
temporarily. The information processing device 1 functions as
a process execution part according to the present invention as
shown in Fig. 4 as well as a part performing various types of

well-known information processing by loading the programs or



the like stored in the auxiliary memory 20 to the RAM 30, and
executing the programs or the like by the CPU 11.

[0022] The input part 40 includes a keyboard including a
numeric keypad, a mouse, a touch panel and the like, and 1is
configured to input necessary information and issue an
instruction for processing. The output part 50 may be a display
part on which images are displayed. The output part 50 may be
a printer part or a communication part, for example, and the
communication part may be configured to exchange information
by connecting to a network such as the internet. The output part
S50mayinclude suchaprinterpartandacommunicationpart together
with the display part. As described later, the log memory part
60 is configured to record the history (programs) of accesses
by privilege instructions (e.g., Syscall, Sysenter, call gate)
that are processing requests for a resource, which occur during
the operation of the information processing device 1, and record
the log of processing based on such instructions chronologically.
[0023] Fig. 2 shows one example of a program map of the
RAM 30 of the information processing device 1 after starting,
together with the chip set 10 including the CPU 11.

[0024] The chip set 10 includes the CPU 11 as the processor
and includes flag registers representative of the current status
of the CPU 11, a MSR (Model Specific Register) 12 and a
general-purpose register 13 for data storage as well as a group
of registers including index registers relating to addressing
of a memory, special registers, and segment registers relating
to a memory management method. The MSR 12 includes a register

121 therein, and the register 121 is a predetermined register



to generate an invalid opcode exception (hooking) in response
to the issuance of a Syscall instruction. When this register
121 is set at the hook condition as Disable (=0), the issuance
of the Syscall instruction is hooked as an invalid opcode fault.
[(0025] Fig. 3 is a flowchart showing one example of the
starting processing. The following explains the program map of
the RAM 30 shown in Fig. 2, and then explains the flowchart of
the starting processing shown in Fig. 3.

[0026] The RAM 30 has segmented regions including regions
A, B and C. Region A has a value 0 (so-called ring 0) set as
a DPL (Description Privilege Level) that is a privilege level.
Region B is set at ring 2 and Region C is set at ring 3. Since
Region A is set at ring 0, a monitoring software 31 can be loaded
in this region at the highest privilege level, for example, and
all of the information configured in this region A can be loaded
at ring 0. DPL (ring) is to describe privilege levels in the
memory space as is well known, and there are four ranks including
DPL “0” to DPL “3” (ring 0 to ring 3). As the value of DPL is
relatively smaller, this means a higher privilege level. For
instance, when a program runs in the space having a DPL value
described as a relatively large value, such a program is not
allowed to access another space having a DPL value described
withasmallervalue. Thatis, insuchacase, ageneral protection
fault (#GP) described later is issued as the privilege level
fault, and such an access is disabled. On the contrary, when
a program runs in the space having a DPL value described as a
relatively small value, such a program is allowed to access or

browse in another space having a DPL value described with a larger
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value. A determination is enabled beforehand in this way as to
whether an access 1s appropriate or not.

[0027] Region A includes a monitoring software 31 loaded
from the HDD 22, a system table 34 and an interrupt handler 32
that are created by the monitoring software 31, and a reference
informationpart 33 loaded fromthe HDD 22 described later. Since
the reference information part 33 is used when the monitoring
software 31 is executed as described later, this part functions
integrally with the monitoring software 31.

[0028] The system table 34 includes a GDT (Global Descriptor
Table) 341 to let themonitoring software 31 run, an IDT (Interrupt
Descriptor Table) 342, a TSS (Task State Segment) 343, a PTE
(Page Table Entry) 344 to convert a linear address from the GDT
341 into a physical address, and the like.

[0029] The GDT 341 is a table representative of the storage
location of information as is well known. Specifically, the GDT
341 is a list of segment descriptors to manage the location to
store information in the units of 8 bytes, for example. Each
segment descriptor has four attributes. The attributes include
“types” of information (program code, data, stack), “base
address”, “1limit” and “DPL. The “base address” indicates a
storage reference (start) address of the information in the RAM
30. The “limit” indicates the access range of the information.
The DPL indicates the privilege level as described abové. A
segment descriptor to be used for addressing is selected through
information of a segment selector that is used during conversion
from a linear address. A determination as to whether an access

of a task is permitted or not is made in response to an access



11

request, by collating a CPL (Current Privilege Level) and a RPL
(Requested Privilege Level) written at any one of the registers
CS, DS, SS of the register group in the chip set 10 with the
corresponding segment descriptor in the GDT 341.

[0030] The IDT 342 isatable indicating the storage location
of the interrupt handler 32 in the monitoring software 31, which
is executed in response to a general protection fault (#GP) as
an exception interrupt.

[0031] The TSS 343 is created so as to correspond to each
of the programs (tasks) in the monitoring software 31. That is,
the TSS 343 is configured to transfer the execution status to
a required program using a task switch so as to run the program
suitable for the operation status, and give the processing by
a program immediately before the transferring to the individual
TSSs as context, so as to enable the returning to the original
state.

[0032] The PTE 344 is to convert a linear address created
at the GDT 341 to a physical address, and corresponds to each
piece of information (each program code, each data, and each
stack). Specifically the PTE 344 has pages, and each page has
a predetermined data amount divided, e.g., 4 KB. Each page data
has a physical address and an access attribute set therefor.
Each page data includes types of a program code, data, and a
stack. The physical address is to move the linear address to
a predetermined position in the RAM 30. The access attribute

W

corresponds to a privilege level, and it includes a “supervisor”
and a “user. The “supervisor” refers to the processing in the

kernel space (kernel mode), which corresponds to ring 0 to ring
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2, and the “user” corresponds to ring 3. An exclusive loader
201 is indicated with dashed lines in the drawing, which is a
program to load the monitoring software 31.

[0033] Region B includes a kernel 35 as the 0S and a system
table 36 that the kernel 35 creates to describe its own behavior.
[0034] Region C includes AP(1) 371 to AP(n) 37n that are
various types of application programs running under the
environment of the kernel 35. Region C includes a dynamic link
library dl11 (API) 38 that is a dynamic list of API (Application
Programming Interface) as a function to execute an access from
theAP (1) 371 toAP(n) 37nto the 0S (kernel) 35. TheAPI structure
created at the dll (API) 38 and issued to the kernel 35 at the
privilege level 0 at the time of a processing request to a resource
is called a Syscall instruction. Herein the API refers to the
specifications on the procedure to call wvarious functions
(software) or the data format that a plurality of programs can
share. The dl1 (API) refers to a shared library, in which APIs
implemented as a module are combined in their programs by the
dynamic link during the execution.

[0035] In Fig. 3, the power of the device is turned on.
Then, BIOS (program) is firstly loaded from the flash ROM 21
to the RAM 30 (Step S1). Next, the BIOS is activated to execute
POST (Power On Self Test) processing to initialize available
peripherals (Step S3).

[0036] Next, the monitoring software 31 is loaded (Step
S5). The monitoring software 31 can be loaded by the following
procedure, for example. The BIOS loads MBR (Master Boot Record)

from the leading sector of the HDD 22 to the RAM 30. Next, the
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control of the CPU 11 is passed to the MBR, and the exclusive
loader 201 (see Fig. 2) that is stored beforehand in an active
partition table in the HDD 22 is loaded to the RAM 30. Next,
the exclusive loader 201 creates a temporary GDT, and this GDT
sets the privilege level of region A at ring 0. In this state,
the monitoring software 31 is loaded to region A.

[0037] When the monitoring software 31 is loaded (Yes at
Step S7), the control of the CPU 11 is passed to the monitoring
software 31 (Step S9). Next, the monitoring software 31
configuresmonitoringenvironment, i.e., themonitoring software
31 creates the system table 34 and the interrupt handler 32.
Next, an 0OS loader 310 (see Fig. 2) is activated, and region
B is designated and ring 2 is set therefor as the privilege level.
Then, the kernel 35 is loaded to region B (Step S11). Thereafter
as 1s well known, the AP loader in the kernel 35 loads the AP
371 to AP(n) 37n and the dll (API) 38 to region C having the
privilege level of ring 3.

[0038] Fig. 4 is a functional block diagram showing one
example of the monitoring software. The CPU 11 executes the
monitoring software 31 loaded to the RAM 30. The monitoring
software 31 includes an interrupt handler creation part 311 to
create an interrupt handler 32, a hook condition monitoring part
312, and a Syscall instruction monitoring part 313 to monitor
a Syscall instruction as well as a log processing part 314 and
an environment monitoring part 315 that are included as needed,
and these parts function as the processing execution parts of
the CPU 11. The Syscall instruction monitoring part 313 may be

executed separately from the hook conditionmonitoring part 312.
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The log processing part 314 and the environment monitoring part
315 may be executed separately from the hook conditionmonitoring
part 312 and the Syscall instruction monitoring part 313.
[0039] The interrupt handler creation part 311 creates an
interrupt handler 32, and the interrupt handler 32 is to execute
a series of monitoring processing toeachof the exceptions issued
to accesses detected at the hook condition monitoring part 312
and at the Syscall instruction monitoring part 313.

[0040] The hook condition monitoring part 312 includes an
access detection part 3121 and a hook condition correction part
3122 in the interrupt handler 32. The hook condition correction
part 3122 is a program to monitor a hook condition.

[0041] The instruction to read and write the content of
theMSR12 ispermittedat theprivilegemode (ring0). Meanwhile,
since the present embodiment is configured so that the kernel
35 operates as ring 2, the access instruction (rdmsr, wrmsr)
to the MSR 12 as the privilege instruction is a general protection
fault of the CPU 11. The exception interrupt by the CPU 11 at
this time is transferred to the interrupt handler 32 via the
preconfigured IDT 342.

[0042] Then in response to the issuance of this general
protection exception, the access detection part 3121 of the
interrupt handler 32 refers to an instruction pointer EIP
(execution address of the instructionwhere the exception occurs)
that the CPU 11 pushes into the stack, and determines whether
it is a wrmsr instruction or not. When it is determined that
the access instruction is a wrmsr instruction, the access

detection part 3121 determines whether the region to be written
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is the register 121 relating to the Syscall instruction in the
MSR 12.

[0043] | When the access detection part 3121 determines that
the region to be written is the register 121 relating to Syscall,
the hook condition correction part 3122 writes the Disable bit
in the register 121 to be value 0. Thereafter in order to return
the control to the kernel 35, the hook condition correction part
3122 adds the number of bytes of the wrmsr instruction to the
EIPof the stack, and issues aniret instruction (when an interrupt
is called, a flag (eflags) also is put on the stack, and therefore
a dedicated return instruction iret is to be used). Thereby,
the control is returned to the instruction following the wrmsr
instruction of the kernel 35. For an unauthorized rewriting
request (access) to the register 121, such hook-condition
monitoring processing always corrects the value of the Disable
bit to value 0 irrespective of whether the bit is rewritten or
not, and socan keep themonitorable stateof anexceptiondescribed
later. Instead, only when the value is rewritten to 1, the value
may be corrected to O.

[0044] Fig. 5 is a flowchart showing one example of the
MSR monitoring processing. In Fig. 5, Steps S21 and S23 are the
steps for general protection exception, which are described in
the flowchart for easy understanding. Firstly, a determination
is made whether a general protection exception occurs or not
by an access instruction to the MSR 12 (Step S21). When there
is no general protection exception by an access instruction to
the MSR 12, the procedure proceeds to the end of the flow, and

when there is a general protection exception by an access
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instruction to the MSR 12, the processing is transferred to the
interrupt handler 32 (Step S$S23).

[0045] Then the interrupt handler 32 checks the general
protection exception as to whether it is a writing (wrmsx)
instruction or not (Step S25). When the general protection
exception is not a writing (wrmsr) instruction, the procedure
leaves the flow. When the general protection exception is a
writing (wrmsr) instruction, the following determination is made
whether the region to be written is the register 121 relating
to Syscall instruction in the MSR register 12 or not (Step S27).
When it is not the register 121 relating to Syscall instruction,
the processing corresponding to the general protection exception
occurred is executed (Step $29). When it is the register 121
relating to Syscall instruction, value O iswritten at the Disable
bit in the register 121 (Step S31). Next, an iret instruction
is issued to return the control to the kernel 35, and the control
is returned to the instruction following the (wrmsr) instruction
of the kernel 35 (Step S$33).

[0046] Referring back to Fig. 4, the Syscall instruction
monitoring part 313 is a program tomonitor a Syscall instruction
in the interrupt handler 32, and includes a detection part 3131,
avalid/invalid evaluation part 3132 and a proxy processing part
3133.

[0047] Whenthe register 12l relatingtoSyscall instruction
in the MSR 12 is Disable (=0), the CPU 11 generates an invalid
opcode exception in response to the issuance of a Syscall
instruction. That is, in the present embodiment, an access at

ring 0 that issues a processing request for a resource, a Syscall
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instruction in this case, is set as an invalid opcode fault.
An invalid opcode fault refers to the case where a valid computer
instruction is not present or the processor tries to execute
an instruction including an invalid operand, for example.
Restoring is not possible from an invalid opcode fault depending
on the types of the fault, that is, restarting or shutdown of
the system has to be performed. Since access means for a
processing request to a resource is a Syscall instruction, the
present embodiment uniformly sets a Syscall instruction as a
hooking target that is an invalid opcode fault because there
is apossibility that amalicious programis involved (is hidden)
in the Syscall instruction.

[0048] When the processing is transferred to the interrupt
handler 32 because the exception interrupt is generated by the
CPU 11, the detectionpart 3131 as the interrupt handler 32 refers
to an 1instruction pointer EIP (execution address of the
instruction where the exception occurs) that is stored (pushed)
in the stack, and determines whether the access is a Syscall
instruction or not.

[0049] When the access is a Syscall instruction, the
valid/invalid evaluation part 3132 as the interrupt handler 32
evaluates whether the calling function of the kernel 35 and its
parameter are valid or not as follows based on the contents at
this time in the registers such as eax, ebx, ecx and edx in the
general-purpose register 13 and in the stack in which the
immediatelypreceding processing is saved and stored (e.g., codes
of the Syscall instruction).

(0050] The valid/invalid evaluation part 3132 evaluates
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whether the calling function of the kernel 35 and its parameter
are valid or not using the preconfigured reference information
part 33 in region A by collating, for example. The reference
information part 33 contains candidates that are likely invalid
among the codes of API making up a Syscall instruction. Such
API candidates that are likely invalid include (a) currently
not-use or not=-public API, (b) reading/writing to a file under
C:¥WINDOWS (registered trademark) or C:¥ProgramFiles (tampering
or newly creation), and (c¢) changing of right (Token) given from
the kernel 35 (e.g., upgrade request from user right to
administrative right). The reference information part 33 may
contain the information on about the AP(1l) 371 to AP{(n) 37n by
referring to PCR (Processor Control Region) describing about
the thread or the process , as to (a) whether the AP is permitted
in operation (e.g., whether the AP has a path (folder) whose
installation is permitted), and (b) whether the folder in which
data is to be written is permitted in writing. It may further
contain the information (c¢) to distinguish the API about through
which process (application program) the API is issued, e.g.,
whether a process that never performs communication issues an
API of communication, and (d) whether the process issuing the
APT of communication is a process created through the process
manipulated by a human. This enables the distinguishing about
whether the process is based on the manipulation by a human using
the input part 40 or based on a program (typically a malicious
program) .

[0051] When Syscall instruction is evaluated as valid, the

proxy processing part 3133 as the interrupt handler 32 transfers
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the control to the kernel 35. When Syscall instruction 1is
evaluated as invalid, the proxy processing part 3133 disables
the Syscall instruction evaluated as invalid, and then returns
the following instruction to the AP that issues this Syscall
instruction or makes the kernel 35 perform the ending function
of the program.

[0052] When control is transferred to the kernel 35, the
EIP of the stack is rewritten as the entry point of the kernel
35, whereby the content in the stack can be returned to the kernel
35 set at ring 2. The kernel 35 set at ring 2 executes the content
created by the proxy processing part 3133 as the supervisor (at
the kernel mode). When control is transferred for returning to
the application, the number of bytes of the Syscall instruction
is added, and an iret instruction is issued.

[0053] As shown in Fig. 6, when the AP(1) 371, for example,
issues a processing request for a predetermined resource during
the operation of the information processing device 1, the AP(1)
371 accesses the dl11l (API) 38 (see Step (1) inFig. 6) to configure
the API and create a Syscall instruction (see Step (2) in Fig.
6). Next, the Syscall instruction accesses the kernel 35 at ring
0 (see Step (3) in Fig. 6). At this time, an invalid opcode fault
is issued to the Syscall instruction, and this invalid opcode
fault is hooked by the monitoring software 31 (see Step (4) in
Fig. 6).

[0054] Instructions othef than the Syscall instruction may
be a target of the invalid opcode fault. Therefore, the
instruction that issued the invalid opcode fault is analyzed.

That is, whereas a Syscall instruction is disabled, the proxy
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processing part 3133 performs the processing based on the
evaluation result whether the instruction is wvalid/invalid
(validity) (see Steps (51), (52) in Fig. 6).

[0055] Specifically when the evaluation result is valid,
the proxy processing part 3133 performs proxy processing to
transfer the control to the kernel 35 (see Step (51) in Fig.
6) . The proxy processing part 3133 issues, as the instruction
to the kernel 35 for controlling, the content identical with
the content of the Syscall instruction that is disabled as the
invalid opcode fault.

[0056] On the contrary, when the evaluation result is
invalid, the proxy processing part 3133 transfers the control
to the kernel 35 (see Step (52) in Fig. 6) or returns the following
instruction of the Syscall instruction to the AP that issued
the instruction (see Step (52-2) in Fig. 6). The processing to
transfer the control to the kernel 35 is performed similarly
in the case of valid. Herein the Syscall instruction created
by the proxy processing part 3133 is to instruct force-quit of
the program, i.e., returning without performing any processing.
The processing to return the following instruction of the Syscall
instruction to the AP that issued the instruction is to add the
number of bytes of the Syscall instruction so as to return the
control to the following instruction in a similar manner to the
skipping of the Syscall instruction.

[0057] Fig. 7 is a flowchart showing one example of the
Syscall monitoring processing. In Fig. 7, Steps S41 and S43 are
the steps for invalid opcode exception, which are described in

the flowchart for easy understanding. Firstly in Fig. 7, a
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determination is made whether an invalid opcode exception occurs
or not (Step S41). When an invalid opcode exception occurs, the
control is transferred to the interrupt handler 32 (Step S43).
[(0058] The interrupt handler 32 analyzes whether the
instruction to issue the invalid opcode exception is a Syscall
instruction or not (Step S$45). When it 1is not a Syscall
instruction, the processing corresponding to another invalid
opcode 1s executed in accordance with the instruction (Step 547).
When it is a Syscall instruction, its validity is evaluated (Step
S49). When the evaluation results in valid (Yes at Step S51),
the control is transferred to the kernel 35 (Step S53). When
the evaluation results in invalid (No at Step $51), the processing
to return the following instruction of the Syscall instruction
to the AP that issued the instruction (iret) or the processing
to make the kernel 35 perform the ending function of the program
1s performed (Step $53). Therefore, the monitoring software 31
can protect resource (hardware resource) and can monitor the
operation of the kernel 35 and the APs real time, and so intrusion
by a malicious program from the outside or the leakage of
information to the outside can be prevented effectively.

[0059] The logprocessingpart 314 storesall of the contents
of the programs in the access agreeing with the reference
information part 33 or evaluated as invalid in the log memory
part 60 chronologically. Preferably the logprocessingpart 314
stores the contents together with time information on when they
occurred. When the log memory part 60 is a data server device
via a network such as the internet, the log processing part 314

adds the source IP addresses for storing them. When the logmemory
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part 60 is an external data server device, the contents may be

sorted by their IP addresses, whereby the logs can be managed
for each information processing device. The log informationmay
include a Syscall instruction as the invalid opcode fault at

least. According to the present embodiment, the contents saved
in the log memory part 60 are analyzed later, whereby secure

and appropriate analysis isenabledafter any abnormal operations

or processing. The analysis canbe a lesson for the future, which
can reduce unauthorized accesses.

[0060] Information to be logged in the present embodiment

includes at least one or all of the process list, the file I/0
logs, thenetwork transmission/receptionlogs, theenvironmental

settingvalue access logs, and themonitoring and logging contents.
For the process list, executed programs are manadged by the 0S

as the process and are stored in the PCR. A process executed
always involves the exchanging with the kernel 35 via Syscall,

and so the list of the process executed canbe acquired. Acquired
information includes the name of a program file and its path,

the process ID, and the starting time, for example. Such
information acquired clarifies whether an unknown or unnecessary
program is executed or not. Another determination can be made
whether the program is abnormal or not from the acquired
information.

[0061] For the file I/0 logs, they are acquired by acquiring
a request for file I/0 from the API function number (register
eax) at the time of Syscall. The file I/0 logs are acquired from
its parameter value (the contents of the general-purpose register

13 or the data in the stack) as the file path or the operation
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(reading/writing). Acquired information includes the file path,
the operation method (writing or reading) and the process ID.
Such information acquired clarifies whether unauthorized access
is performed or not based on the writing on the program file
or the operation of a specific folder designated by a user.
[0062] When the network transmission/reception logs are
acquired, a transmission/reception request is acquired from the
API function number (register eax) at the time of Syscall and
Sysret. Then, the network transmission/reception logs are
acquired from its parameter value (the contents of the
general-purpose register 13 or the data in the stack) as the
transmitted/received data and the operation (connect, send,
receive, accept). Acquired information includes the operation
method (connect, send, receive, accept), the
transmitted/receiveddata, the transmission/receptionport, and
the transmission/reception IP address (IPV4 and IPV6). Such
information acquired allows monitoring of the
transmission/receptionoperationthatisthebasisof information
leakage. An unauthorized access also can be tracked based on
the designation IP address and the source IP address. Such
information acquired enables protection as well based on the
analysis of the transmitted/received data.

[0063] An access to the environmental setting values is
monitored because an unauthorized manipulation from the kernel
mode 1s not performed via a Syscall instruction. The
environmental setting value access logs are acquired as the
content of the monitoring. Acquired information includes an

access to the MSR 12 and the content, an access to a control
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register (CRO, CR2, CR4) and the content, an access to a debug
register and the content, the execution of a cache control
instruction, the execution of a CPUID instruction, an access
to a page table PML 4, the execution of a software interrupt
instruction, an access to a CPU system table (GDT, IDT, LDT,
TSS) and a lcoad instruction, an execution EIP and its module
name (kernel program and kernel driver), and an interrupt to
a not—-used interruption vector and an interrupt destination
execution code.

[0064] Themonitoringand loggingcontents includeanaccess
to the physical address of 1Mbyte or lower. This region is not
used after starting of the 0S, and therefore such an access can
be an unauthorized use. An access to a physical address ACPI
managing table can be an unauthorized acquisition of terminal
information. Configuration of a device access (MMIO) physical
address for all page tables by a direct access from a device
from other than the kernel can be determined as an unauthorized
access. Forgingofakernel programcanbe checkedbyacomparison
in the kernel program region.

[0065] Fig. 8 is a flowchart showing one example of the
log processing. Firstly, a determination is made whether a
Syscall instruction is hooked or not (Step S61). When it is not
hooked, the procedure leaves the flow. When it is hooked, the
Syscall instruction is recorded in the log memory part 60 (Step
S63). Suchprocessingiscontinuedtoshutdown (Yes at Step S65).
Herein a Syscall instruction is a log target, and the same applies
to the casewhereacertaincause for hooking, e.g., aninstruction

corresponding to an invalid opcode fault, for example, is a log
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target.

[0066] During the operation of the CPU 11, the content of
a specific register or the like in the MSR 12 or other registers
may be rewriﬁten by a malicious program. The environment
monitoring part 315 has a function of, when an access to write
in such a specific register or the like is issued, hooking the
access. The specific register or the like is a register in which
fundamental environmental setting values, which are required
for the operation of the CPU 11, are configured. The fundamental
environmental setting values include those describedbelow. The
environment monitoring part 315 hooks an access to a specific
register or the like, in which these environmental setting values
are configured, especially a writing access, as a general
protection exception or an invalid opcode fault, and blocks this
access (disable, inhibit, restore). Then the environment
monitoring part 315 returns this to the following instruction.
Alternatively the environment monitoring part 315 may perform
processing to rewrite it to be the original content irrespective
of the content being rewritten or not before returning.
[0067] As the fundamental environmental setting values,
there is a plurality of types of values as follows. They include
the environmental setting wvalues of the O0S (kernel)
representativeof process control information (PCR, PRCB, ETHREAD,
EPROCESS or the like of Windows (registered trademark) O0S). An
access to these setting values has to be made by requesting it
from the kernel via the API. Then, the process needs
administrative privilege (this is the privilege of the CPU 11,

different from the ring as stated above) managed by the 03, and
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therefore the privilege of individual processes is monitored.
Other fundamental environmental setting wvalues include the
environmental setting values of the CPU and the environmental
setting values of the MSR stored in a control register (CRO,
CR4, CR3), adebugregister (DROtoDR7), aMSR (suchas IA32E EFER)
as well as GDTR, IDTR, and LDTR. Monitoring is performed for
an access to these values while setting at ring 2. Other
fundamental environmental setting values include the
environmental setting values of the API to monitor a parameter
value or data immediately before requesting from the kernel and
immediatelyafter returning fromthe kernel. Forthemonitoring,
the validity is determined while considering the combination
with the “environmental setting values of the 0S” as well. An
example of themonitoring of a parameter includes the case whether
writing in a designated file path
(c:¥windows¥system32¥ntoskrnl.exe) is requested or not. An
example of the monitoring of data includes the case whether the
transmission/reception buffer contains binaries or not. Other
fundamental environmental setting values include the
environmental setting values of the ACPI (Advanced Configuration
and Power Interface) to specify the power-supply control of a
computer and the hardware components. In order to make it hard
for the kernel 35 of the 0S to figure out the physical memory
map configured by the monitoring software 31, information on
the physical memory is changed when the kernel 35 accesses such
information. Other fundamental environmental setting values
include the environmental setting values of a BIOS Jump

instruction that the 0S uses a BIOS Function using a software
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interrupt in the real mode. 1In order to prevent the forging or
an unauthorized use of this BIOS Function, interruption vector
in the real mode is hooked. Other fundamental environmental
setting values include the environmental setting values of Kernel
Driver. When an attempt is made to change the “environmental
setting values of the CPU 11” using a driver, the instruction
is ignored and unloading is performed. Further, loading of the
driver from an application is prohibited.

[0068] The present embodiment is configured so that a
Syscall instruction is hooked as an invalid opcode fault, and
the fault is not limited to such an invalid opcode fault. The
Syscall instruction may be hooked based on other exceptions.
[0069] As describedabove, aninformationprocessingdevice
of the present invention includes a monitoring unit configured
tomonitor at least an instruction to pass processing to a kernel
of an 0S among instructions issued to a processor; and a load
unit configured to load a monitoring software functioning as
the monitoring unit at a predetermined region of a main memory,
the monitoring software having a privilege level set higher than
aprivilege level of the kernel of the 0S. The present invention
is used for an information-processing monitoring method, a
program, and a recording medium.

[0070] According to the present invention, since the
monitoring software has a privilege level set higher than the
privilege level (ring) of the kernel of the 03, at least the
issuance of the instruction to pass processing to the kernel
of the 0S among instructions issued to the processor can be always

monitored so as to hook the issuance. Therefore, even when such
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an instruction contains an invalid program and an access is tried
to a resource by executing such a malicious program, the access
can be detected and intrusion of the malicious program to the
kernel can be blocked.

[0071] The monitoring unit includes: a detection unit
configured to detect issuance of at least an instruction to pass
processing to the kernel of the 0S among instructions issued
to the processor; an evaluation unit configured to evaluate
validity of the instruction detected; and a proxy processing
unit configured to execute the instruction by proxy in accordance
with an evaluation result. With this configuration, an
instruction detected by the detection unit is evaluated in
validity by the evaluation unit. The evaluation is performed
by a method relating to the possibility of a malicious program.
Then, the proxy processing unit issues an instruction in
accordancewitharesultoftheevaluation. Theevaluationresult
assumed includes valid and invalid, and in any case, the proxy
processing unit newly issues an instruction, and the original
instruction from the issuer is not used as it is. This can block
the intrusion into a resource by a malicious program via the
kernel as well as the hiding of the malicious program.

{0072] The detection unit preferably detects the
instruction as an invalid opcode fault. This configuration
enables reliable detection of the access instruction causing
a problem.

{0073] Preferablythe instructionisaSyscall instruction,
and the evaluation unit evaluates validity based on collation

with information on an API making up the Syscall instruction.
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With this configuration, the detection focuses on a Syscall
instruction that enables an access from an application program
to a resource, and validity is evaluated by collation with
informationontheAPI (ApplicationProgramming Interface) making
up the Syscall, e.g., the attributes, the stored location, and
the source. Thereby, the evaluation on malicious programs can
be made correctly.

(0074] Preferably the proxy processing unit is configured
to, when the evaluation unit determines that the instruction
is valid, transfer content identical with the instruction to
the kernel, and when the evaluation unit determines that the
instruction 1is invalid, return an instruction to end the
instruction to the kernel. With this configuration, in any case
of thevalidandinvalidaccess instructions, the proxyprocessing
unit newly issues an instruction, and therefore infection from
the malicious program can be reduced.

[0075] Preferably the proxy processing unit is configured
to, when the evaluation unit determines that the instruction
is valid, transfer content identical with the instruction to
the kernel, and when the evaluation unit determines that the
instruction is invalid, return an instruction to skip the
instruction to the kernel. With this configuration, in any case
of thevalidandinvalidaccess instructions, the proxyprocessing
unit newly issues an instruction, and therefore infection from
the malicious program can be reduced.

[0076] The monitoring unit preferably includes a hook
condition setting unit to set a hook condition for monitoring.

The monitoring unit preferably is configured to detect issuance
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of at least an instruction to pass processing to the kernel of
the 0S among instructions issued to the processor based on the
hook condition set by the hook condition settingunit. With this
configuration, the monitoring unit detects issuance of an
instruction to pass processing to the kernel of the 0S based
on the hook condition set by the hook condition setting unit.
[0077] Preferably the hook conditionsettingunit includes:
a hook condition monitoring unit configured tomonitor an access
to rewrite the hook condition; and a hook condition correction
unit configured to rewrite the hook condition every time issuance
of an access to rewrite the hook condition is detected. With
this configuration, the hook condition monitoring unit monitors
an access to rewrite the hook condition, and the hook condition
correction unit rewrites the hook condition correctly every time
issuance of an access to rewrite the hook condition is detected.
[0078] The load unit preferably includes: a first load unit
configured to perform loading of a monitoring software
functioningas themonitoringunit; andasecondloadunit included
in the monitoring software loaded by the first load unit, the
secondloadunitbeingconfiguredtoperformloadingofthekefnel
of the 0S. With this configuration, the second load unit that
is included in the monitoring software loaded by the first load
unit configured to perform loading of the monitoring software
performs loading of the kernel of the 0S. The kernel of the 0S
therefore has a lower privilege level.

[0079] Preferably the first load unit is configured to load
the monitoring software functioning as the monitoring unit at

privilege level 0, and the second load unit is configured to
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load the kernel of the 0OS at any one of privilege levels 1 and
2. With this configuration, the monitoring software has the
highest privilege level, and therefore ﬁhe monitoring software
can monitor the behavior of the kernel of the 0S at privilege

level 1 or 2 that can be operated at the kernel mode.

Reference Signs List

(00801

1 Information processing device

11 CPU (processor)

121 Register relating to Syscall instruction
201 Exclusive loader (load unit)

30 RAM (main memory)

31 Monitoring software (monitoring unit)

32 Interrupt handler

33 Reference information part

35 Kernel

38 D11 (API)

312 Hook condition monitoring part (hook condition setting
unit)

3121 Access detection part (hook condition monitoring unit)
3122 Hook condition correction part (hook condition correction
unit)

313 Syscall instruction monitoring part (monitoring unit)
3131 Detection part (detection unit)

3132 Valid/invalid evaluation part (evaluation unit)

3133 Proxy processing part (proxy processing unit)
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CLAIMS
1. An information processing device, comprising:

a monitoring unit configured to monitor at least an
instruction to pass processing to a kernel of an 0S5 among
instructions issued to a processor; and

a load unit configured to load a monitoring software
functioning as the monitoring unit at a predetermined region
of a main memory, the monitoring software having a privilege

level set higher than a privilege level of the kernel of the

0S.
2. The information processing device according to claim 1,
wherein

the monitoring unit includes:

a detection unit configured to detect issuance of at least
an instruction to pass processing to the kernel of the 0S among
instructions issued to the processor;

an evaluation unit configured to evaluate validity of the
instruction detected; and

a proxy processing unit configured to execute the
instruction by proxy in accordance with an evaluation result.
3. The information processing device according to claim 2,
wherein the detection unit detects the instruction as an invalid
opcode fault.

4. The information processing device according to claim 2
or 3, wherein

the instruction is a Syscall instruction, and

the evaluation unit evaluates validity based on collation

with information on an API making up the Syscall instruction.
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5. The information processing device according to any one
of claims 2 to 4, wherein

the proxy processing unit is configured to, when the
evaluation unit determines that the instruction is wvalid,
transfer content identical with the instruction to the kernel,
and when the evaluation unit determines that the instruction
is invalid, return an instruction to end the instruction to the
kernel.
6. The information processing device according to any one
of claims 2 to 4, wherein

the proxy processing unit is configured to, when the
evaluation unit determines that the instruction is wvalid,
transfer content identical with the instruction to the kernel,
and when the evaluation unit determines that the instruction
is invalid, return an instruction to skip the instruction to
the kernel.
7. The information processing device according to any one
of claims 1 to 6, wherein

the monitoring unit includes a hook condition settingunit
to set a hook condition for monitoring, and

the monitoring unit is configured to detect issuance of
at least an instruction to pass processing to the kernel of the
08 among instructions issued to the processor based on the hook
condition set by the hook condition setting unit.
8. The information processing device according to claim 7,
wherein

the hook condition setting unit includes:

a hook condition monitoring unit configured to monitor
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an access to rewrite the hook condition; and

a hook condition correction unit configured to rewrite
the hook condition every time issuance of an access to rewrite
the hook condition is detected.
9. The information processing device according to any one
of claims 1 to 8, wherein

the load unit includes:

a first load unit configured to perform loading of a
monitoring software functioning as the monitoring unit; and

a second load unit included in the monitoring software
loadedbythe first loadunit, the secondloadunitbeingconfigured
to perform loading of the kernel of the O0S.
10. The information processing device according to claim 9,
wherein the first load unit is configured to load the monitoring
software functioning as the monitoring unit at privilege level
0, and the second load unit is configured to load the kernel
of the 0S at any one of privilege levels 1 and 2.
11. A method for monitoring information processing,
comprising:

monitoring at least an instruction to pass processing to
a kernel of an OS among instructions issued to a processor; and

loadingamonitoring software functioningas themonitoring
step at a predetermined region of a main memory, the monitoring
software having a privilege level set higher than a privilege
level of the kernel of the 0S.
12. A program that makes a processor function as:

a monitoring unit configured to monitor at least an

instruction to pass processing to a kernel of an 0S among
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instructions issued to the processor; and

a load unit configured to load a monitoring software
functioning as the monitoring unit at a predetermined region
of a main memory, the monitoring software having a privilege
level set higher than a privilege level of the kernel of the
0S.

13. A computer readable recordingmedium that records a program
to make a processor function as:

a monitoring unit configured to monitor at least an
instruction to pass processing to a kernel of an O0S among
instructions issued to the processor; and

a load unit configured to load a monitoring software
functioning as the monitoring unit at a predetermined region
of a main memory, the monitoring software having a privilege
level set higher than a privilege level of the kernel of the

0S.



