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CLAIMS 

 

What is claimed is: 

1. A method for processing blockchain data, the method comprising: 

receiving, at a first blockchain node of a plurality of blockchain nodes of a blockchain 

system, a state transition message of a first smart contract, wherein the state transition message 

comprises signature data of a plurality of state participants of the first smart contract, 

wherein the first smart contract comprises the plurality of state participants and at least one 

non-state participant;  

obtaining, at the first blockchain node, a first temporary public key corresponding to the 

first smart contract, 

wherein the first temporary public key is generated by a first state participant of the 

plurality of state participants of the first smart contract, 

wherein the first temporary public key is different from another temporary public key 

generated by the first state participant and corresponding to a second smart contract that is prior to 

the first smart contract, and 

wherein the plurality of state participants send to each other generated temporary public 

keys that correspond to the first smart contract and are usable to verify content of the state 

transition message of the first smart contract; 

verifying, at the first blockchain node, the signature data by using the first temporary public 

key, 

wherein the at least one non-state participant of the first smart contract cannot perform 

verification for transition of the first smart contract; 

determining, by the first blockchain node, that the signature data of the plurality of state 

participants is verified; and 

based on determining that the signature data of the plurality of state participants is verified, 

confirming, by the first blockchain node, a smart contract state in the state transition message, 

wherein a number of the plurality of state participants is pre-determined in the first smart contract. 

 

2. The method according to claim 1, wherein confirming the smart contract state in the state 

transition message comprises: 
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performing a smart contract state transition to the smart contract state in the state transition 

message, wherein the plurality of state participants are pre-determined in the first smart contract. 

 

3. The method according to claim 1, further comprising: 

broadcasting the smart contract state into the blockchain system. 

 

4. The method according to any one of claims 1 to 3, wherein the state transition message is 

encrypted by a first temporary private key corresponding to the first temporary public key. 

 

5. The method according to claim 4, wherein the state transition message is generated by the 

first state participant, and wherein a second blockchain node where the first state participant is 

located is configured to store the first temporary private key. 

 

6. An apparatus for processing blockchain data, the apparatus comprising a plurality of modules 

configured to perform the method of any one of claims 1 to 5.
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