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DATA SHARING METHOD, APPARATUS, AND SYSTEM,
AND ELECTRONIC DEVICE

TECHNICAL FIELD

[0001] One or more embodiments of the present specification relate to the field of
blockchain technologies, and in particular, to data sharing methods, apparatuses, and

systems, and electronic devices.

BACKGROUND

[0002] In related technologies, data sharing can be implemented among different
members. For example, a common data sharing mode is a hosting mode, that is, a data
center hosts data of each member, and subsequent processing of the data is dependent
on the data center. Another common data sharing mode is an aggregation mode, that is,
data is separately controlled by different members, and a data center only links the data
together. Because the data center has the capability and the opportunity to store the
shared data, as data sharing continues, the aggregation mode gradually develops into

the hosting mode.

SUMMARY

[0003] One or more embodiments of the present specification provide data sharing
methods, apparatuses, and systems, and electronic devices.

[0004] To achieve the previous objective, one or more embodiments of the present
specification provide the following technical solutions:

[0005] According to a first aspect of one or more embodiments of the present
specification, a data sharing system is provided, including: members, where each
member respectively maintains sharable private data, and generates corresponding
ciphertext index information for the private data, the ciphertext index information
includes a ciphertext index of the corresponding private data and information about a
member that provides the private data; and a sharing platform, where the sharing
platform is connected to each member and records ciphertext index information

generated by each member in an index blockchain for sharing among all members; the
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sharing platform forwards a data acquisition request initiated by a data requester
member to a data provider member; the data acquisition request includes a ciphertext
index of target data, and the sharing platform further forwards the target data returned
by the data provider member to the data requester member, where the target data is
encrypted by an identity public key of the data requester member.

[0006] According to a second aspect of one or more embodiments of the present
specification, a data sharing method is provided and is applied to a data requester
member, where the method includes: determining an index information set
corresponding to target data and recorded in an index blockchain, where the index
information set includes a ciphertext index of the target data and member information
of a data provider of the target data, and the index information set is shared by the data
provider to the index blockchain; initiating a data acquisition request to the data
provider by using a sharing platform, where the data acquisition request includes the
ciphertext index of the target data; and receiving response data returned by the sharing
platform, where the response data is encrypted by an identity public key of the data
requester.

[0007] According to a third aspect of one or more embodiments of the present
specification, a data sharing method is provided and is applied to a data provider
member, where the method includes: sharing an index information set corresponding to
target data into an index blockchain, where the index information set includes a
ciphertext index of the target data and member information of the data provider;
receiving a data acquisition request initiated by a data requester by using a sharing
platform, where the data acquisition request includes the ciphertext index of the target
data; and returning response data to the data requester by using the sharing platform,
where the response data is encrypted by an identity public key of the data requester.
[0008] According to a fourth aspect of one or more embodiments of the present
specification, a data sharing method is provided and applied to a sharing platform,
where the method includes: publishing an index information set corresponding to target
data to an index blockchain, where the index information set includes a ciphertext index
of the target data and member information of a data provider of the target data, and the
index information set is submitted by the data provider to the sharing platform;
forwarding a data acquisition request initiated by a data requester to the data provider,

where the data acquisition request includes the ciphertext index of the target data; and
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returning response data provided by the data provider to the data requester, where the
response data is encrypted by an identity public key of the data requester.

[0009] According to a fifth aspect of one or more embodiments of the present
specification, a data sharing apparatus is provided and is applied to a data requester
member, where the apparatus includes: a determining unit, configured to determine an
index information set corresponding to target data and recorded in an index blockchain,
where the index information set includes a ciphertext index of the target data and
member information of a data provider of the target data, and the index information set
is shared by the data provider to the index blockchain; a requesting unit, configured to
initiate a data acquisition request to the data provider by using a sharing platform, where
the data acquisition request includes the ciphertext index of the target data; and a
receiving unit, configured to receive response data returned by the sharing platform,
where the response data is encrypted by an identity public key of the data requester.
[0010] According to a sixth aspect of one or more embodiments of the present
specification, a data sharing apparatus is provided and is applied to a data provider
member, where the apparatus includes: a sharing unit, configured to share an index
information set corresponding to target data into an index blockchain, where the index
information set includes a ciphertext index of the target data and member information
of the data provider; a receiving unit, configured to receive a data acquisition request
initiated by a data requester by using a sharing platform, where the data acquisition
request includes the ciphertext index of the target data; and a returning unit, configured
to return response data to the data requester by using the sharing platform, where the
response data is encrypted by an identity public key of the data requester.

[0011] According to a seventh aspect of one or more embodiments of the present
specification, a data sharing apparatus is provided and is applied to a sharing platform,
where the apparatus includes: a first publishing unit, configured to publish an index
information set corresponding to target data to an index blockchain, where the index
information set includes a ciphertext index of the target data and member information
of a data provider of the target data, and the index information set is submitted by the
data provider to the sharing platform; a forwarding unit, configured to forward a data
acquisition request initiated by a data requester to the data provider, where the data
acquisition request includes the ciphertext index of the target data; and a returning unit,
configured to return response data provided by the data provider to the data requester,

where the response data is encrypted by an identity public key of the data requester.
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[0012] According to an eighth aspect of one or more embodiments of the present
specification, an electronic device is provided, including: a processor; and a memory,
configured to store instructions executable by the processor; where the processor
implements the method according to the first aspect by running the executable
instructions.

[0013] According to a ninth aspect of one or more embodiments of the present
specification, an electronic device is provided, including: a processor; and a memory,
configured to store instructions executable by the processor; where the processor
implements the method according to the second aspect by running the executable
instructions.

[0014] According to a tenth aspect of one or more embodiments of the present
specification, an electronic device is provided, including: a processor; and a memory,
configured to store instructions executable by the processor; where the processor
implements the method according to the third aspect by running the executable

instructions.

BRIEF DESCRIPTION OF DRAWINGS

[0015] FIG. 1 is a flowchart illustrating a data sharing method, according to some
example embodiments.

[0016] FIG. 2 is a flowchart illustrating another data sharing method, according to
some example embodiments.

[0017] FIG. 3 is a flowchart illustrating still another data sharing method, according
to some example embodiments.

[0018] FIG. 4 is a schematic structural diagram illustrating a data sharing system,
according to some example embodiments.

[0019] FIG. 5 is a schematic interaction diagram illustrating a data sharing process,
according to some example embodiments.

[0020] FIG. 6 is a schematic interaction diagram illustrating identity authentication,
according to some example embodiments.

[0021] FIG. 7 is a schematic structural diagram illustrating a record application
packet, according to some example embodiments.

[0022] FIG. 8 is a schematic structural diagram illustrating a data acquisition packet,

according to some example embodiments.



10

15

20

25

30

[0023] FIG. 9 is a schematic structural diagram illustrating a response packet,
according to some example embodiments.

[0024] FIG. 10 is a schematic structural diagram illustrating a complaint request
packet, according to some example embodiments.

[0025] FIG. 11 is a schematic structural diagram illustrating a device, according to
some example embodiments.

[0026] FIG. 12 is a block diagram illustrating a data sharing apparatus, according to
some example embodiments.

[0027] FIG. 13 is a schematic structural diagram illustrating another device,
according to some example embodiments.

[0028] FIG. 14 is a block diagram illustrating another data sharing apparatus,
according to some example embodiments.

[0029] FIG. 15 is a schematic structural diagram illustrating still another device,
according to some example embodiments.

[0030] FIG. 16 is a block diagram illustrating still another data sharing apparatus,

according to some example embodiments.

DESCRIPTION OF EMBODIMENTS

[0031] Example embodiments are described in detail here, and examples of the
example embodiments are presented in the accompanying drawings. When the
following description relates to the accompanying drawings, unless specified otherwise,
same numbers in different accompanying drawings represent same or similar elements.
Implementations described in the following example embodiments do not represent all
implementations consistent with one or more embodiments in the present specification.
On the contrary, the embodiments are only examples of device and methods that are
described in the appended claims in detail and consistent with some aspects of the
present specification.

[0032] It is worthwhile to note that, in other embodiments, steps of a corresponding
method are not necessarily performed based on a sequence shown and described in the
present specification. In some other embodiments, the method can include more or less
steps than those described in the present specification. In addition, a single step
described in the present specification may be broken down into multiple steps in other

embodiments for description. However, the multiple steps described in the present
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specification may also be combined into a single step for description in other
embodiments.

[0033] FIG. 1 is a flowchart illustrating a data sharing method, according to some
example embodiments. As shown in FIG. 1, the method is applied to a data requester
member, and can include the following steps:

[0034] Step 102: Determine an index information set corresponding to target data
and recorded in an index blockchain, where the index information set includes a
ciphertext index of the target data and member information of a data provider of the
target data, and the index information set is shared by the data provider to the index
blockchain.

[0035] In some embodiments, data sharing can be implemented among multiple
members based on a technical solution of the present specification. In a sharing process,
different roles exist: If member A initiates a data acquisition request to user B, and user
B returns private data maintained by itself to member A. That is, member A plays a role
of the data requester and user B plays a role of the data provider. Each member may
play the role of the data requester or data provider, which is not limited in the present
specification.

[0036] In some embodiments, for private data maintained by each member, an index
information set corresponding to the private data can be published to an index
blockchain, and recorded in a content-unified index blockchain ledger separately
maintained by all blockchain nodes of the index blockchain, so each member can
retrieve, based on the index blockchain ledger, an index information set corresponding
to the private data maintained by each member.

[0037] In some embodiments, a sharing platform can be configured as a node of the
index blockchain, and each member can generate an index information set for private
data maintained by the member and send the index information set to the sharing
platform, so the sharing platform sends the index information set to the index
blockchain. Each member can query the index blockchain ledger by using the sharing
platform or another blockchain node, or each member can download ledger data of the
index blockchain ledger from the sharing platform or another blockchain node, so as to
query the index information set sent by the member to the sharing platform, so as to
determine whether the sharing platform has published the index information set to the

index blockchain.
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[0038] In some embodiments, each member is configured as a blockchain node of
the index blockchain, so each member can generate an index information set for private
data maintained by the member, and publish the index information set to the index
blockchain by submitting a blockchain transaction containing the index information set
to the index blockchain, without relying on the sharing platform.

[0039] In some embodiments, the sharing platform can be configured as a node of
the index blockchain, that is, the sharing platform maintains an index blockchain ledger
corresponding to the index blockchain. Accordingly, the data requester member can
generate a corresponding ciphertext index (for example, a hash value of specific
information) based on the specific information of the known target data (for example,
when the target data is a transaction record, the specific information can include a
transaction user ID corresponding to the transaction record), and initiate a query request
to the sharing platform. The query request includes the ciphertext index to instruct the
sharing platform to query, from the index blockchain, an index information set that
includes the ciphertext index. That is, the sharing platform queries the index blockchain
ledger based on the ciphertext index, and queries the index information set
corresponding to the ciphertext index. Or the data requester member can request to
download ledger data (that is, data of the index blockchain ledger) of the index
blockchain maintained by the sharing platform, and the data requester itself queries the
ledger data based on a ciphertext index, so as to query an index information set that
includes the ciphertext index.

[0040] In some embodiments, the data requester is configured as a node of the index
blockchain. Correspondingly, the data requester member can generate a corresponding
ciphertext index based on the specific information of the known target data, and query,
based on the ledger data of the index blockchain maintained by the data requester, an
index information set that includes the ciphertext index, without relying on the sharing
platform.

[0041] In some embodiments, because the private data is maintained by each
member, and the sharing platform can only access index information (included in the
previous index information set) corresponding to the private data, the sharing platform
can be prevented from obtaining the private data and breaching the private data. In
addition, by using the index blockchain to record the index information set, a chaining
data structure of the blockchain can be used to ensure that an index information set that

has already been recorded as ledger data on the blockchain cannot be randomly
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modified, and can be queried and verified by the sharing platform and each member,
which has extremely high reliability. In addition, in the index information set recorded
in the index blockchain, index information related to the private data is a ciphertext
index and presented in the form of ciphertext, so content of the private data actually
held by the data provider is not disclosed to the sharing platform, and the type of data
requested by the data requester is also not disclosed, which ensures extremely high
privacy.

[0042] Step 104: Initiate a data acquisition request to the data provider by using a
sharing platform, where the data acquisition request includes the ciphertext index of the
target data.

[0043] In some embodiments, the index information set is determined so the data
requester can retrieve information about the data provider included in the index
information set, that is, the data provider corresponding to the target data is determined,
so a data acquisition request for the data provider is initiated to the sharing platform.
[0044] In some embodiments, the data acquisition request further includes an
identity public key of the data requester and a signature of the data requester generated
by using an identity private key of the data requester, so after obtaining the data
acquisition request forwarded by the sharing platform, the data provider can extract the
identity public key from the data acquisition request to authenticate the signature of the
data requester, and if the authentication succeeds, the data provider determines that the
data acquisition request is actually from the data requester. Certainly, in some cases, the
data acquisition request does not have to include the identity public key of the data
requester, for example, can include a unique identifier corresponding to the data
requester, and thus the data provider can select the pre-obtained identity public key of
the data requester, to verify the signature of the data requester.

[0045] Step 106: Receive response data returned by the sharing platform, where the
response data is encrypted by an identity public key of the data requester.

[0046] In some embodiments, the data provider determines a plaintext index based
on the ciphertext index included in the data acquisition request and a mapping
relationship between a ciphertext index maintained by the data provider and a plaintext
index, and queries corresponding private data based on the plaintext index, so as to
return the private data as the response data to the sharing platform, so the sharing

platform forwards the response data to the data requester. Certainly, the data provider
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can also maintain a mapping relationship between a ciphertext index and private data,
so as to directly query corresponding private data based on the ciphertext index.
[0047] In some embodiments, the response data is encrypted by using the identity
public key of the data requester, so only the data requester can decrypt the response data
by using the identity private key of the data requester. Therefore, even if the sharing
platform forwards the response data, the sharing platform can only obtain the response
data in the encrypted state, thereby reducing the possibility of exfiltration or breach of
the private data at the sharing platform.

[0048] In some embodiments, the response data further includes a signature of the
data provider generated by using an identity private key of the data provider, so the data
requester can perform authentication based on an identity public key of the data
provider, and if the authentication succeeds, the data requester determines that the
response data is actually from the data provider.

[0049] In some embodiments, the index information set includes a hash value of the
target data; and the data requester can perform hash computation on decrypted data
corresponding to the response data, and compare a computed hash value with the hash
value in the index information set. When the computed hash value is consistent with
the hash value in the index information set, it can be determined that the decrypted data
is the target data, which indicates that the data provider does have related data and does
not inadvertently or intentionally provide incorrect data. In addition, no data damage or
data replacement occurs in the data transmission process, which can also indicate that
content of the index information set provided by the data provider to the index
blockchain is consistent with content of private data actually owned, and there is no
deceit behavior.

[0050] In some embodiments, the data requester can initiate a complaint request for
the target data to the sharing platform, where the complaint request includes a complaint
reason and related data; when the complaint reason is verified to be legitimate based on
the related data by the sharing platform or a smart contract invoked by the sharing
platform from the index blockchain, the index information set is added with an invalid
identifier in the index blockchain, and the index information set with the invalid
identifier cannot be used for data sharing. The types of the related data included in the
complaint request may vary with complaint reasons, and need to be determined based
on actual situations. For example, when the complaint reason is that data is repeated,

the related data can include information about data held by the data requester and

9



10

15

20

25

30

information about the data involved in a complaint, so when it is determined that the
two are consistent with each other and an index information set of the data held by the
data requester has a relatively small block height on the index blockchain (that is,
submitted to the index blockchain earlier), it can be determined that the complaint
reason is legitimate. For another example, when the complaint reason is that the data is
inconsistent, the related data can include the target data obtained by the data requester,
a corresponding index information set, a history record of the target data obtained by
the data requester from the data provider, etc., so the sharing platform can determine,
based on the history record, that the target data is from the data provider, and the sharing
platform can compute a hash value of the target data and compare the computed hash
value with a hash value included in the index information set. Therefore, when the
comparison result is that they are inconsistent, it is determined that the complaint reason
is legitimate.

[0051] In some embodiments, the data requester can submit a transaction of a
complaint type to the index blockchain to invoke a smart contract for processing the
complaint, where the transaction includes a complaint reason and related data. The
smart contract is used to verify the complaint reason based on the related data, and when
the complaint reason is verified to be legitimate, the index information set is added with
an invalid identifier in the index blockchain. The smart contract is recorded in the index
blockchain, so a processing logic of the smart contract is transparent and cannot be
tampered with. In addition, the smart contract is automatically executed, and
interference from external factors is avoided, so as to ensure that a verification result of
the smart contract on the complaint reason is fair and reliable.

[0052] In some embodiments, the data requester can publish a data sharing event
between the data requester and the data provider to a transaction blockchain, where the
data requester is configured as a node of the transaction blockchain. In some other
embodiments, the data requester can send the data sharing event to the sharing platform,
so the sharing platform publishes the data sharing event to the transaction blockchain,
where the sharing platform is configured as a node of the transaction blockchain. The
transaction blockchain is different from the previous index blockchain, and the
transaction blockchain is used to record a data sharing event among members, so as to
perform subsequent query and verification. By using the index blockchain and the
transaction blockchain independent of each other, data of the index information set and

data of the data sharing event can be separated from each other. In particular, the index
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blockchain needs to frequently perform an index query operation, which helps improve
query efficiency of the index information set. Certainly, only a single blockchain can
be used, and both the index information set and the data sharing event are recorded in
the blockchain, which is not limited in the present specification.

[0053] FIG. 2 is a flowchart illustrating another data sharing method, according to
some example embodiments. As shown in FIG. 2, the method is applied to a data
provider member, and can include the following steps:

[0054] Step 202: Share an index information set corresponding to target data into an
index blockchain, where the index information set includes a ciphertext index of the
target data and member information of the data provider.

[0055] In some embodiments, data sharing can be implemented among multiple
members based on a technical solution of the present specification. In a sharing process,
different roles exist: If member A initiates a data acquisition request to user B, and user
B returns private data maintained by itself to member A. That is, member A plays a role
of the data requester and user B plays a role of the data provider. Each member may
play the role of the data requester or data provider, which is not limited in the present
specification.

[0056] In some embodiments, for private data maintained by each member, an index
information set corresponding to the private data can be published to an index
blockchain, and recorded in a content-unified index blockchain ledger separately
maintained by all blockchain nodes of the index blockchain, so each member can
retrieve, based on the index blockchain ledger, an index information set corresponding
to the private data maintained by each member.

[0057] In some embodiments, a sharing platform can be configured as a node of the
index blockchain, and each member can generate an index information set for private
data maintained by the member and send the index information set to the sharing
platform, so the sharing platform sends the index information set to the index
blockchain. Each member can query the index blockchain ledger by using the sharing
platform or another blockchain node, or each member can download ledger data of the
index blockchain ledger from the sharing platform or another blockchain node, so as to
query the index information set sent by the member to the sharing platform, so as to
determine whether the sharing platform has published the index information set to the

index blockchain.
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[0058] In some embodiments, each member is configured as a blockchain node of
the index blockchain, so each member can generate an index information set for private
data maintained by the member, and publish the index information set to the index
blockchain by submitting a blockchain transaction containing the index information set
to the index blockchain, without relying on the sharing platform.

[0059] In some embodiments, the sharing platform can be configured as a node of
the index blockchain, that is, the sharing platform maintains an index blockchain ledger
corresponding to the index blockchain. Accordingly, the data requester member can
generate a corresponding ciphertext index (for example, a hash value of specific
information) based on the specific information of the known target data (for example,
when the target data is a transaction record, the specific information can include a
transaction user ID corresponding to the transaction record), and initiate a query request
to the sharing platform. The query request includes the ciphertext index to instruct the
sharing platform to query, from the index blockchain, an index information set that
includes the ciphertext index. That is, the sharing platform queries the index blockchain
ledger based on the ciphertext index, and queries the index information set
corresponding to the ciphertext index. Or the data requester member can request to
download ledger data (that is, data of the index blockchain ledger) of the index
blockchain maintained by the sharing platform, and the data requester itself queries the
ledger data based on a ciphertext index, so as to query an index information set that
includes the ciphertext index.

[0060] In some embodiments, the data requester is configured as a node of the index
blockchain. Correspondingly, the data requester member can generate a corresponding
ciphertext index based on the specific information of the known target data, and query,
based on the ledger data of the index blockchain maintained by the data requester, an
index information set that includes the ciphertext index, without relying on the sharing
platform.

[0061] In some embodiments, because the private data is maintained by each
member, and the sharing platform can only access index information (included in the
previous index information set) corresponding to the private data, the sharing platform
can be prevented from obtaining the private data and breaching the private data. In
addition, by using the index blockchain to record the index information set, a chaining
data structure of the blockchain can be used to ensure that an index information set that

has already been recorded as ledger data on the blockchain cannot be randomly
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modified, and can be queried and verified by the sharing platform and each member,
which has extremely high reliability. In addition, in the index information set recorded
in the index blockchain, index information related to the private data is a ciphertext
index and presented in the form of ciphertext, so content of the private data actually
held by the data provider is not disclosed to the sharing platform, and the type of data
requested by the data requester is also not disclosed, which ensures extremely high
privacy.

[0062] Step 204: Receive a data acquisition request initiated by a data requester by
using a sharing platform, where the data acquisition request includes the ciphertext
index of the target data.

[0063] In some embodiments, the index information set is determined so the data
requester can retrieve information about the data provider included in the index
information set, that is, the data provider corresponding to the target data is determined,
so a data acquisition request for the data provider is initiated to the sharing platform.
[0064] In some embodiments, the data acquisition request further includes an
identity public key of the data requester and a signature of the data requester generated
by using an identity private key of the data requester, so after obtaining the data
acquisition request forwarded by the sharing platform, the data provider can extract the
identity public key from the data acquisition request to authenticate the signature of the
data requester, and if the authentication succeeds, the data provider determines that the
data acquisition request is actually from the data requester. Certainly, in some cases, the
data acquisition request does not have to include the identity public key of the data
requester, for example, can include a unique identifier corresponding to the data
requester, and thus the data provider can select the pre-obtained identity public key of
the data requester, to verify the signature of the data requester.

[0065] Step 206: Return response data to the data requester by using the sharing
platform, where the response data is encrypted by an identity public key of the data
requester.

[0066] In some embodiments, the data provider determines a plaintext index based
on the ciphertext index included in the data acquisition request and a mapping
relationship between a ciphertext index maintained by the data provider and a plaintext
index, and queries corresponding private data based on the plaintext index, so as to
return the private data as the response data to the sharing platform, so the sharing

platform forwards the response data to the data requester. Certainly, the data provider
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can also maintain a mapping relationship between a ciphertext index and private data,
so as to directly query corresponding private data based on the ciphertext index.
[0067] In some embodiments, the response data is encrypted by using the identity
public key of the data requester, so only the data requester can decrypt the response data
by using the identity private key of the data requester. Therefore, even if the sharing
platform forwards the response data, the sharing platform can only obtain the response
data in the encrypted state, thereby reducing the possibility of exfiltration or breach of
the private data at the sharing platform.

[0068] In some embodiments, the response data further includes a signature of the
data provider generated by using an identity private key of the data provider, so the data
requester can perform authentication based on an identity public key of the data
provider, and if the authentication succeeds, the data requester determines that the
response data is actually from the data provider.

[0069] In some embodiments, the index information set includes a hash value of the
target data; and the data requester can perform hash computation on decrypted data
corresponding to the response data, and compare a computed hash value with the hash
value in the index information set. When the computed hash value is consistent with
the hash value in the index information set, it can be determined that the decrypted data
is the target data, which indicates that the data provider does have related data and does
not inadvertently or intentionally provide incorrect data. In addition, no data damage or
data replacement occurs in the data transmission process, which can also indicate that
content of the index information set provided by the data provider to the index
blockchain is consistent with content of private data actually owned, and there is no
deceit behavior.

[0070] In some embodiments, the data provider can publish a data sharing event
between the data provider and the data requester to a transaction blockchain, where the
data provider is configured as a node of the transaction blockchain. In some other
embodiments, the data provider can send the data sharing event to the sharing platform,
so the sharing platform publishes the data sharing event to the transaction blockchain,
where the sharing platform is configured as a node of the transaction blockchain. The
transaction blockchain is different from the previous index blockchain, and the
transaction blockchain is used to record a data sharing event among members, so as to
perform subsequent query and verification. By using the index blockchain and the

transaction blockchain independent of each other, data of the index information set and
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data of the data sharing event can be separated from each other. In particular, the index
blockchain needs to frequently perform an index query operation, which helps improve
query efficiency of the index information set. Certainly, only a single blockchain can
be used, and both the index information set and the data sharing event are recorded in
the blockchain, which is not limited in the present specification.

[0071] FIG. 3 is a flowchart illustrating still another data sharing method, according
to some example embodiments. As shown in FIG. 3, the method is applied to a sharing
platform and can include the following steps:

[0072]  Step 302: Publish an index information set corresponding to target data to an
index blockchain, where the index information set includes a ciphertext index of the
target data and member information of a data provider of the target data, and the index
information set is submitted by the data provider to the sharing platform.

[0073] In some embodiments, data sharing can be implemented among multiple
members based on a technical solution of the present specification. In a sharing process,
different roles exist: If member A initiates a data acquisition request to user B, and user
B returns private data maintained by itself to member A. That is, member A plays a role
of the data requester and user B plays a role of the data provider. Each member may
play the role of the data requester or data provider, which is not limited in the present
specification.

[0074] In some embodiments, for private data maintained by each member, an index
information set corresponding to the private data can be published to an index
blockchain, and recorded in a content-unified index blockchain ledger separately
maintained by all blockchain nodes of the index blockchain, so each member can
retrieve, based on the index blockchain ledger, an index information set corresponding
to the private data maintained by each member.

[0075] In some embodiments, a sharing platform can be configured as a node of the
index blockchain, and each member can generate an index information set for private
data maintained by the member and send the index information set to the sharing
platform, so the sharing platform sends the index information set to the index
blockchain. Each member can query the index blockchain ledger by using the sharing
platform or another blockchain node, or each member can download ledger data of the
index blockchain ledger from the sharing platform or another blockchain node, so as to

query the index information set sent by the member to the sharing platform, so as to
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determine whether the sharing platform has published the index information set to the
index blockchain.

[0076] In some embodiments, each member is configured as a blockchain node of
the index blockchain, so each member can generate an index information set for private
data maintained by the member, and publish the index information set to the index
blockchain by submitting a blockchain transaction containing the index information set
to the index blockchain, without relying on the sharing platform.

[0077] In some embodiments, the sharing platform can be configured as a node of
the index blockchain, that is, the sharing platform maintains an index blockchain ledger
corresponding to the index blockchain. Accordingly, the data requester member can
generate a corresponding ciphertext index (for example, a hash value of specific
information) based on the specific information of the known target data (for example,
when the target data is a transaction record, the specific information can include a
transaction user ID corresponding to the transaction record), and initiate a query request
to the sharing platform. The query request includes the ciphertext index to instruct the
sharing platform to query, from the index blockchain, an index information set that
includes the ciphertext index. That is, the sharing platform queries the index blockchain
ledger based on the ciphertext index, and queries the index information set
corresponding to the ciphertext index. Or the data requester member can request to
download ledger data (that is, data of the index blockchain ledger) of the index
blockchain maintained by the sharing platform, and the data requester itself queries the
ledger data based on a ciphertext index, so as to query an index information set that
includes the ciphertext index.

[0078] In some embodiments, the data requester is configured as a node of the index
blockchain. Correspondingly, the data requester member can generate a corresponding
ciphertext index based on the specific information of the known target data, and query,
based on the ledger data of the index blockchain maintained by the data requester, an
index information set that includes the ciphertext index, without relying on the sharing
platform.

[0079] In some embodiments, because the private data is maintained by each
member, and the sharing platform can only access index information (included in the
previous index information set) corresponding to the private data, the sharing platform
can be prevented from obtaining the private data and breaching the private data. In

addition, by using the index blockchain to record the index information set, a chaining

16



10

15

20

25

30

data structure of the blockchain can be used to ensure that an index information set that
has already been recorded as ledger data on the blockchain cannot be randomly
modified, and can be queried and verified by the sharing platform and each member,
which has extremely high reliability. In addition, in the index information set recorded
in the index blockchain, index information related to the private data is a ciphertext
index and presented in the form of ciphertext, so content of the private data actually
held by the data provider is not disclosed to the sharing platform, and the type of data
requested by the data requester is also not disclosed, which ensures extremely high
privacy.

[0080] Step 304: Forward a data acquisition request initiated by a data requester to
the data provider, where the data acquisition request includes the ciphertext index of
the target data.

[0081] In some embodiments, the index information set is determined so the data
requester can retrieve information about the data provider included in the index
information set, that is, the data provider corresponding to the target data is determined,
so a data acquisition request for the data provider is initiated to the sharing platform.
[0082] In some embodiments, the data acquisition request further includes an
identity public key of the data requester and a signature of the data requester generated
by using an identity private key of the data requester, so after obtaining the data
acquisition request forwarded by the sharing platform, the data provider can extract the
identity public key from the data acquisition request to authenticate the signature of the
data requester, and if the authentication succeeds, the data provider determines that the
data acquisition request is actually from the data requester. Certainly, in some cases, the
data acquisition request does not have to include the identity public key of the data
requester, for example, can include a unique identifier corresponding to the data
requester, and thus the data provider can select the pre-obtained identity public key of
the data requester, to verify the signature of the data requester.

[0083] Step 306: Return response data provided by the data provider to the data
requester, where the response data is encrypted by an identity public key of the data
requester.

[0084] In some embodiments, the data provider determines a plaintext index based
on the ciphertext index included in the data acquisition request and a mapping
relationship between a ciphertext index maintained by the data provider and a plaintext

index, and queries corresponding private data based on the plaintext index, so as to
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return the private data as the response data to the sharing platform, so the sharing
platform forwards the response data to the data requester. Certainly, the data provider
can also maintain a mapping relationship between a ciphertext index and private data,
so as to directly query corresponding private data based on the ciphertext index.
[0085] In some embodiments, the response data is encrypted by using the identity
public key of the data requester, so only the data requester can decrypt the response data
by using the identity private key of the data requester. Therefore, even if the sharing
platform forwards the response data, the sharing platform can only obtain the response
data in the encrypted state, thereby reducing the possibility of exfiltration or breach of
the private data at the sharing platform.

[0086] In some embodiments, the response data further includes a signature of the
data provider generated by using an identity private key of the data provider, so the data
requester can perform authentication based on an identity public key of the data
provider, and if the authentication succeeds, the data requester determines that the
response data is actually from the data provider.

[0087] In some embodiments, the index information set includes a hash value of the
target data; and the data requester can perform hash computation on decrypted data
corresponding to the response data, and compare a computed hash value with the hash
value in the index information set. When the computed hash value is consistent with
the hash value in the index information set, it can be determined that the decrypted data
is the target data, which indicates that the data provider does have related data and does
not inadvertently or intentionally provide incorrect data. In addition, no data damage or
data replacement occurs in the data transmission process, which can also indicate that
content of the index information set provided by the data provider to the index
blockchain is consistent with content of private data actually owned, and there is no
deceit behavior.

[0088] In some embodiments, the sharing platform can receive a complaint request
for the target data initiated by the data requester to the sharing platform, where the
complaint request includes a complaint reason and related data. When the complaint
reason is verified to be legitimate based on the related data, an invalid identifier is added
to the index information set in the index blockchain. The types of the related data
included in the complaint request may vary with complaint reasons, and need to be
determined based on actual situations. For example, when the complaint reason is that

data is repeated, the related data can include information about data held by the data
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requester and information about data involved in a complaint, so when it is determined
that the two are consistent with each other and an index information set of the data held
by the data requester has a relatively small block height on the index blockchain (that
is, submitted to the index blockchain earlier), it can be determined that the complaint
reason is legitimate. For another example, when the complaint reason is that the data is
inconsistent, the related data can include the target data obtained by the data requester,
a corresponding index information set, a history record of the target data obtained by
the data requester from the data provider, etc., so the sharing platform can determine,
based on the history record, that the target data is from the data provider, and the sharing
platform can compute a hash value of the target data and compare the computed hash
value with a hash value included in the index information set. Therefore, when the
comparison result is that they are inconsistent, it is determined that the complaint reason
is legitimate.

[0089] In some embodiments, the sharing platform can determine a data sharing
event between the data requester and the data provider and publish the data sharing
event to the transaction blockchain, where the sharing platform is configured as a node
of the transaction blockchain. The transaction blockchain is different from the previous
index blockchain, and the transaction blockchain is used to record a data sharing event
among members, so as to perform subsequent query and verification. By using the index
blockchain and the transaction blockchain independent of each other, data of the index
information set and data of the data sharing event can be separated from each other. In
particular, the index blockchain needs to frequently perform an index query operation,
which helps improve query efficiency of the index information set. Certainly, only a
single blockchain can be used, and both the index information set and the data sharing
event are recorded in the blockchain, which is not limited in the present specification.
[0090] It is worthwhile to note that the transaction described in the present
specification refers to a piece of data that is created by a user by using a blockchain
client device and that needs to be finally published to a distributed database of the
blockchain. Transactions in the blockchain include transactions in a narrow sense and
transactions in a broad sense. A transaction in a narrow sense refers to a value transfer
published by a user to the blockchain. For example, in a conventional Bitcoin
blockchain network, a transaction can be a transfer initiated by a user in the blockchain.
A transaction in a broad sense refers to service data that is published by a user to the

blockchain and that has a service intention. For example, an operator can establish a
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consortium blockchain based on actual service needs, and deploy some other types of
online services (for example, a data sharing service, a house rental service, a vehicle
scheduling service, an insurance claim service, a credit service, and a medical service)
that are not related to value transfer in the consortium blockchain. In such consortium
blockchain, a transaction can be a service message or a service request that is published
by a user in the consortium blockchain and that has a service intention.

[0091] For ease of understanding, a data sharing system is used as an example to
describe technical solutions in one or more embodiments of the present specification.
FIG. 4 is a schematic structural diagram illustrating a data sharing system, according to
some example embodiments. As shown in FIG. 4, the data sharing system can include
a sharing platform and several members, for example, member 1-member 6 shown in
FIG. 4. Each member respectively maintains sharable private data, and the sharing
platform is separately connected to each member, thereby implementing data sharing
among the members. FIG. 5 is a schematic interaction diagram illustrating a data
sharing process, according to some example embodiments. As shown in FIG. 5, the data
sharing process can include the following steps:

[0092] Step 50la: Institution 1 performs identity authentication on a sharing
platform, and joins as member 1 associated with the sharing platform.

[0093] In some embodiments, a member in a data sharing system can include an
institution for managing data; or a member in a data sharing system can further include
an individual, another type of organization other than an institution, etc., which is not
limited in the present specification.

[0094] Using institution 1 as an example, FIG. 6 is a schematic interaction diagram
illustrating identity authentication, according to some example embodiments. As shown
in FIG. 6, in step 601, institution 1 sends a membership application to the sharing
platform, and the membership application can include identity certificate information
of institution 1 (such as a service license, legal person information, and a qualification
certificate, which is not limited in the present specification), so the sharing platform can
verify the identity information of institution 1 accordingly. In step 602, the sharing
platform reviews and confirms the identity information of institution 1 based on the
membership application. In step 603, after verifying that the identity information is
correct, the sharing platform sends a join permission notification to institution 1. In step
604, institution 1 sends a digital certificate to the sharing platform, and the digital
certificate can be issued by a third-party certificate authority (CA) or generated by
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institution 1 itself, which is not limited in the present specification. In step 605, the
sharing platform associates the digital certificate with the identity information of
institution 1 (namely, the identity information verified in step 602). In step 606,
institution 1 signs public key pool data for a pre-generated public-private key pool
(including any quantity of public-private key pairs) by using a private key of the digital
certificate, and sends the signed public key pool data to the sharing platform. In step
607, the sharing platform performs signature verification on the public key pool data
by using a public key of the digital certificate, and after the verification succeeds,
associates a public key included in the public key pool data with the identity information
of institution 1, so as to use the public key as the identity of institution 1. In the previous
interaction process, institution 1 can complete identity authentication on the sharing
platform, so institution 1 is authenticated as a member associated with the sharing
platform, for example, member 1.

[0095] Step 501b: Institution 2 performs identity authentication on the sharing
platform, and joins as a member 2 associated with the sharing platform.

[0096] In some embodiments, institution 2 can be authenticated as member 2 by
using a similar method and process to those of institution 1. Similarly, another
institution can be authenticated as a corresponding member, and details are omitted here
for simplicity.

[0097] Step 502a: Member 1 generates a record application packet, and uploads the
record application packet to the sharing platform.

[0098] In some embodiments, member 1 maintains certain private data, and to share
the private data, member 1 can generate a corresponding record application packet for
the private data maintained by member 1, so the sharing platform publishes the record
application packet to an index blockchain. For example, FIG. 7 is a schematic structural
diagram illustrating a record application packet, according to some example
embodiments. As shown in FIG. 7, the record application packet can include a hash
value of a subject identity ID, subject description information, a hash value of
information content, a public key of a data provider, an information price, a private key
signature of the data provider, etc. This is not limited in the present specification.
[0099] Step 502b: Member 2 generates a record application packet, and uploads the
record application packet to the sharing platform.

[0100] In some embodiments, member 2 can generate a record application packet of

the structure shown in FIG. 7 for private data maintained by member 2. Similarly,
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another member can generate a record application packet for private data maintained
by itself. Details are omitted here for simplicity.

[0101]  Step 503: The sharing platform verifies the received record application packet,
and publishes an index record to an index blockchain for a verified record application
packet.

[0102] In some embodiments, the sharing platform can extract "the public key of the
data provider" included in the record application packet to verify whether the public
key is in a member public key pool that includes public keys of all authenticated
members. If the public key is in the member public key pool, it indicates that the public
key belongs to a valid member. Then, the sharing platform can verify, by using the
public key, "the private key signature of the data provider" included in the record
application packet, and after the verification succeeds, determine that the record
application packet actually comes from the corresponding member. If the verification
fails, the sharing platform can discard the corresponding record application packet.
[0103] In some embodiments, the sharing platform can generate a corresponding
index record for a verified record request packet. Because the sharing platform has been
configured as a blockchain node of the index blockchain, the sharing platform can
submit, to the index blockchain, a blockchain transaction including the index record, so
as to publish the index record to the index blockchain, so the index record is recorded
in a blockchain ledger corresponding to the index blockchain.

[0104] The record application packet uploaded by member 1 is used as an example.
[0105] In some embodiments, the index record can include "the hash value of the
subject identity ID" in the record application packet. The "subject identity ID" is index
information of the private data maintained by member 1. For example, when the private
data is a merchant sales record, the subject identity ID can include a "merchant ID+
payment account". By generating a corresponding hash value, the index information
"subject identity ID" is processed as a corresponding ciphertext index, that is, the
previous "hash value of the subject identity ID". The index record can further include a
service address of member 1, and the service address is used to point to member 1, so
another member can initiate a data acquisition request to member 1. Because the record
application packet is sent by member 1 to the sharing platform, when generating a
corresponding index record for the record application packet, the sharing platform can

automatically add the service address of member 1 to the index record.
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[0106] In some embodiments, in addition to the ciphertext index and the service
address, the index record can also include "the subject information description” in the
record application packet. The "subject information description" is used to describe, to
a certain extent, the private data maintained by member 1, and is equivalent to a content
declaration of member 1 for the private data, so another member determines whether to
obtain the related private data. For example, for the previous merchant sales record, the
subject information description can include "records of May 2018 and June 2018",
indicating that the subject information description is corresponding to the merchant
sales records in this time period.

[0107] In some embodiments, in addition to the ciphertext index and the service
address, the index record can also include "the hash value of information content" in
the record application packet. The "information content" is the private data maintained
by member 1. With the hash value of the private data, the data requester can verify
integrity and correctness of the data content after obtaining the related private data. This
will be described in step 509.

[0108] In some embodiments, in addition to the ciphertext index and the service
address, the index record can also include the information price, and the information
price indicates a price paid by another member to obtain corresponding private data.
The price can be presented in multiple forms, for example, a certain amount of asset
certificate (such as a member bonus point, a cash coupon, and a currency balance),
performing of a predetermined operation, and provision of specified data, etc. This is
not limited in the present specification.

[0109] For the record application packet uploaded by member 2 or another member,
the sharing platform can generate a corresponding index record and publish the index
record to the index blockchain. For a generation process and content of the index record,
refer to the previous description. Details are omitted here for simplicity.

[0110] Step 504: The sharing platform queries, based on a query request initiated by
member 1, a blockchain ledger corresponding to the index blockchain.

[0111] Step 505: The sharing platform returns a corresponding query result to
member 1 based on the query status of the blockchain ledger.

[0112] In some embodiments, the sharing platform serves as a blockchain node of
the index blockchain to maintain the blockchain ledger of the index blockchain. The
blockchain ledger contains full data of the index blockchain, that is, records all index

records uploaded to the index blockchain by the sharing platform.
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[0113] In some embodiments, member 1 can retrieve at least a part of information of
private data that member 1 needs to query. For example, for the previous merchant sales
record, member 1 can retrieve "the merchant ID+ payment account", that is, the
previous subject identifier ID. Accordingly, the query request initiated by member 1
can include the hash value of the subject identity ID, so the sharing platform can retrieve
the blockchain ledger based on the hash value, so as to obtain a corresponding index
record, and return a query result that includes the index record to member 1.

[0114]  Step 506: The sharing platform obtains a data acquisition request initiated by
member 1, and forwards the data acquisition request to a corresponding data provider.
[0115] In some embodiments, member 1 obtains, based on the index record included
in the query result, the service address included in the index record, so member 1 can
initiate a data acquisition request to the service address. The service address is
maintained by the sharing platform, and the sharing platform can determine a mapping
relationship between the service address and a related member. For example, when the
service address is corresponding to member 2, if the sharing platform receives the data
acquisition request initiated by member 1 to the service address, the sharing platform
can forward the data acquisition request to member 2, that is, member 2 is used as a
corresponding data provider.

[0116] Step 507: Member 2 performs a verification operation on the received data
acquisition request.

[0117] In some embodiments, FIG. 8 is a schematic structural diagram illustrating a
data acquisition request packet, according to some example embodiments. As shown in
FIG. 8, the data acquisition request packet is an expression form of a data structure of
the previous data acquisition request, and can include a hash value of a subject identity
ID, a public key of a data requester, a location of an existing signature in an index
blockchain, a private key signature of the data requester, etc. This is not limited in the
present specification. For the data acquisition request packet shown in FIG. 8, the
verification operation performed by member 2 can include: determining, based on "the
location of the existing signature in the index blockchain", that the corresponding data
requester is a valid member on the sharing platform; and extracting “the public key of
the data requester” and verifying “the private key signature of the data requester”.
[0118] Step 508: Member 2 generates a response packet and returns the response
packet to the sharing platform, so the sharing platform forwards the response packet to

member 1.
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[0119] In some embodiments, member 2 can extract "the hash value of the subject
identity ID" included in the data acquisition request, and retrieve, based on the
ciphertext index, the private data maintained by member 2, so as to determine
corresponding response data. Certainly, the private data maintained by member 2 does
not necessarily support a ciphertext index-based retrieval operation. For example,
member 2 can maintain a mapping relationship between a ciphertext index and a
plaintext index, accordingly determine a plaintext index corresponding to the ciphertext
index, and then retrieve the private data based on the plaintext index, so as to determine
the corresponding response data.

[0120] In some embodiments, member 2 encapsulates the retrieved response data to
generate a corresponding response packet. For example, FIG. 9 is a schematic structural
diagram illustrating a response packet, according to some example embodiments. As
shown in FIG. 9, the response packet can include a hash value of a subject identity ID,
a subject information description, a hash value of information content, etc., so member
1 determines an index record corresponding to the response packet. The response packet
can include the public key of the data requester, so the sharing platform determines,
based on the public key, that a sending target of the response packet is member 1, so as
to send the response packet to member 1. The response packet can include encrypted
data content, which is obtained after member 2 encrypts the response data based on the
public key of the data requester. The response packet can include a private key signature
of the data provider, that is, a private key signature of member 2.

[0121] Step 509: Member 1 performs a verification operation on the received
response packet.

[0122] In some embodiments, the verification operation for the response packet by
member 1 can include: verifying the private key signature based on the public key of
the data provider, and if the verification succeeds, indicating that the response packet
does come from the corresponding data provider. The encrypted data content is
decrypted by using the public key of member 1 to obtain decrypted data, that is, the
response data provided by member 2. Because member 1 may have multiple public
keys, the public key of the data requester included in the response packet can be verified.
When it is determined that the public key is a public key owned by member 1, the public
key is used to decrypt the encrypted data content.

[0123] In some embodiments, after the decrypted data is obtained, member 1 can

generate a hash value of the decrypted data and compare the hash value with “the hash
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value of the information content" in the response packet. When the comparison result
is that they are consistent with each other, it can be determined that the response packet
is not damaged during transmission. Member 1 can compare the hash value of the
decrypted data with “the hash value of the information content" included in the
previously obtained index record. When the comparison result is that they are consistent
with each other, it can be determined that member 2 provides correct data, and the
response packet is not maliciously replaced during transmission.

[0124] In some embodiments, member 1 can determine description content of the
decrypted data. For example, when the decrypted data is a merchant sales record, the
description can include months corresponding to the merchant sales record. If the
months are "May 2018 and June 2018", and the subject information is described as
"records of May 2018 and June 2018", it indicates that the data provided by member 2
is consistent with the information declared by member 2 in the index blockchain.
[0125] In some embodiments, corresponding to "the information price" shown in
FIG. 7, member 1 needs to pay a related price to member 2 before obtaining the data
provided by member 2. Using the member bonus point as an example, the sharing
platform can be used as a third party among members, so member 1 can transfer a
corresponding amount of member bonus points to the sharing platform based on the
information price marked in the index record, so the sharing platform forwards the data
acquisition request to member 2. After member 2 returns the response packet, or after
member 1 confirms that the response packet is received, the sharing platform can
transfer the corresponding member bonus points to member 2. This is equivalent to that
a data sharing transaction is completed between member 1 and member 2.
Correspondingly, when the sharing platform is configured as a blockchain node of a
transaction blockchain, the sharing platform can submit a blockchain transaction to the
transaction blockchain. The blockchain transaction includes a transaction record of the
previous data sharing transaction between member 1 and member 2, so the data sharing
transaction is recorded reliably and can be queried and checked at any time.

[0126] Step 510: Member 1 can initiate a complaint request to the sharing platform.
[0127]  Step 511: The sharing platform can verify the complaint request.

[0128] Step 512: When the complaint request is confirmed to be verified, the sharing
platform can add an invalid identifier to the corresponding index record in the index

blockchain.
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[0129] In some embodiments, FIG. 10 is a schematic structural diagram illustrating
a complaint request packet, according to some example embodiments. As shown in FIG.
10, the complaint request packet is an expression form of a data structure of the previous
complaint request, and can include: a packet type, used to indicate that a type of the
current data packet is "a complaint request packet"; index information of data involved
in a complaint, such as a ciphertext index or an index record corresponding to the data
involved in a complaint; data content, such as plaintext data content; a complaint cause,
for example, obtained data is inconsistent with "a subject information description" in
the index record, the obtained data is false data, or the obtained data is the same as data
maintained by a member itself or another member (for example, after member 2 buys
data from member 1, member 2 generates and uploads a corresponding record
application packet, so as to add the data as data maintained by member 2, which
infringes the rights and interests of member 1), which is not limited in the present
specification; and a private key signature of a complainant.

[0130] For example, when the complaint cause is that the obtained data is
inconsistent with "the subject information description" in the index record, the sharing
platform can obtain the related index record based on "the index information of the data
involved in a complaint", extract the hash value of the related data, and compute a hash
value of the plaintext data content in "the data content". If the two hash values are
consistent with each other, it indicates that the plaintext data content is data
corresponding to the related index record. Further, the sharing platform can compare
the plaintext data content with "the subject information description" declared in the
index record, so as to determine whether the plaintext data content is inconsistent with
"the subject information description".

[0131] Insome embodiments, after the complaint request is confirmed to be verified,
the sharing platform can submit a blockchain transaction to the index blockchain, where
content of the blockchain transaction includes: adding an invalid identifier to the index
record of the data involved in a complaint, so status parameters corresponding to "the
index record of the data involved in a complaint” in the blockchain ledger changes, that
is, is marked as an invalid state. In a subsequent data sharing process, the index record
marked as an invalid state cannot be shared, and can be filtered and checked by the
sharing platform.

[0132]  Further, the sharing platform can further impose disciplinary measures on the

data provider of the data involved in a complaint, such as limiting a range of data
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available to the data provider, increasing a price for the data provider to obtain data,
and depriving the data provider of its membership. This is not limited in the present
specification.

[0133] In some embodiments, in addition to the complaint initiated by a member, the
sharing platform can monitor the data sharing process to ensure standardization and
quality of data provided by members, punish members who maliciously provide
duplicate data, etc. For example, the sharing platform can check suspicious data or its
data provider at the request of a member. For another example, to perform spot check
on the data, the sharing platform can act as an ordinary member to obtain related data
from a related member, and verify standardization, authenticity, consistency, etc. of data.
[0134] FIG. 11 is a schematic structural diagram illustrating a device, according to
some example embodiments. Referring to FIG. 11, in terms of hardware, the device
includes a processor 1102, an internal bus 1104, a network interface 1106, a memory
1108, and a non-volatile memory 1110, and certainly may further include hardware
needed by other services. The processor 1102 reads a corresponding computer program
from the non-volatile memory 1110 to the memory 1108, and then runs the computer
program to logically form a data sharing device based on a ring signature. Certainly, in
addition to a software implementation, one or more embodiments of the present
specification do not exclude other implementations, for example, a logic device or a
combination of hardware and software. That is, an execution body of the following
processing procedure is not limited to each logical unit, and can also be hardware or a
logic device.

[0135] Referring to FIG. 12, in a software implementation, the data sharing
apparatus is applied to a data requester member, and the apparatus can include: a
determining unit 1201, configured to determine an index information set corresponding
to target data and recorded in an index blockchain, where the index information set
includes a ciphertext index of the target data and member information of a data provider
of the target data, and the index information set is shared by the data provider to the
index blockchain; a requesting unit 1202, configured to initiate a data acquisition
request to the data provider by using a sharing platform, where the data acquisition
request includes the ciphertext index of the target data; and a receiving unit 1203,
configured to receive response data returned by the sharing platform, where the

response data is encrypted by an identity public key of the data requester.
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[0136] Optionally, the sharing platform is configured as a node of the index
blockchain; and the determining unit 1201 is specifically configured to: generate a
corresponding ciphertext index based on specific information of the known target data;
and initiate a query request to the sharing platform, where the query request includes
the ciphertext index to instruct the sharing platform to query, from the index blockchain,
an index information set including the ciphertext index; or downloading ledger data of
the index blockchain maintained by the sharing platform, so as to query the index
information set that includes the ciphertext index.

[0137] Optionally, the data requester is configured as a node of the index blockchain;
and the determining unit 1201 is specifically configured to: generate a corresponding
ciphertext index based on specific information of the known target data; and query,
based on ledger data of the index blockchain maintained by the data requester, an index
information set that includes the ciphertext index.

[0138] Optionally, the data acquisition request further includes the identity public
key of the data requester and a signature of the data requester generated by using an
identity private key of the data requester, to facilitate verification by the data provider.
[0139] Optionally, the response data further includes a signature of the data provider
generated by using an identity private key of the data provider, to facilitate verification
by the data requester.

[0140] Optionally, the index information set includes a hash value of the target data;
and the apparatus further includes: a computation unit 1204, configured to perform hash
computation on decrypted data corresponding to the response data; and a determining
unit 1205, configured to: when a computed hash value is consistent with the hash value
in the index information set, determine that the decrypted data is the target data.
[0141] Optionally, the apparatus further includes: a complaint unit 1206, configured
to initiate a complaint request for the target data to the sharing platform, where the
complaint request includes a complaint reason and related data; where when the
complaint reason is verified to be legitimate based on the related data by the sharing
platform or a smart contract invoked by the sharing platform from the index blockchain,
the index information set is added with an invalid identifier in the index blockchain.
[0142] Optionally, the apparatus further includes: a submitting unit 1207, configured
to submit a transaction of a complaint type to the index blockchain to invoke a smart
contract for processing a complaint, where the transaction includes a complaint reason

and related data; and the smart contract is used to verify the complaint reason based on
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the related data, and when the complaint reason is verified to be legitimate, the index
information set is added with an invalid identifier in the index blockchain.

[0143]  Optionally, the apparatus further includes: a publishing unit 1208 or a sending
unit 1209.

[0144] The publishing unit 1208 is configured to publish a data sharing event
between the data requester and the data provider to a transaction blockchain, where the
data requester is configured as a node of the transaction blockchain; and the sending
unit 1209 is configured to send the data sharing event to the sharing platform, so the
sharing platform publishes the data sharing event to the transaction blockchain, where
the sharing platform is configured as a node of the transaction blockchain.

[0145] FIG. 13 is a schematic structural diagram illustrating a device, according to
some example embodiments. Referring to FIG. 13, in terms of hardware, the device
includes a processor 1302, an internal bus 1304, a network interface 1306, a memory
1308, and a non-volatile memory 1310, and certainly may further include hardware
needed by other services. The processor 1302 reads a corresponding computer program
from the non-volatile memory 1310 to the memory 1308, and then runs the computer
program to logically form a data sharing device based on a ring signature. Certainly, in
addition to a software implementation, one or more embodiments of the present
specification do not exclude other implementations, for example, a logic device or a
combination of hardware and software. That is, an execution body of the following
processing procedure is not limited to each logical unit, and can also be hardware or a
logic device.

[0146] Referring to FIG. 14, in a software implementation, the data sharing
apparatus is applied to a data provider member, and the apparatus can include: a sharing
unit 1401, configured to share an index information set corresponding to target data into
an index blockchain, where the index information set includes a ciphertext index of the
target data and member information of the data provider; a receiving unit 1402,
configured to receive a data acquisition request initiated by a data requester by using a
sharing platform, where the data acquisition request includes the ciphertext index of the
target data; and a returning unit 1403, configured to return response data to the data
requester by using the sharing platform, where the response data is encrypted by an

identity public key of the data requester.
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[0147] Optionally, the data acquisition request further includes the identity public
key of the data requester and a signature of the data requester generated by using an
identity private key of the data requester, to facilitate verification by the data provider.
[0148] Optionally, the response data further includes a signature of the data provider
generated by using an identity private key of the data provider, to facilitate verification
by the data requester.

[0149] Optionally, the sharing unit 1401 is specifically configured to: publish the
index information set to the index blockchain, where the data provider is configured as
a node of the index blockchain; or submit the index information set to the sharing
platform, so the sharing platform publishes the index information set to the index
blockchain, where the sharing platform is configured as a node of the index blockchain.
[0150] Optionally, the apparatus further includes: a publishing unit 1404 or a sending
unit 1405.

[0151] The publishing unit 1404 is configured to publish a data sharing event
between the data requester and the data provider to a transaction blockchain, where the
data provider is configured as a node of the transaction blockchain; and the sending unit
1405 is configured to send the data sharing event to the sharing platform, so the sharing
platform publishes the data sharing event to the transaction blockchain, where the
sharing platform is configured as a node of the transaction blockchain.

[0152] FIG. 15 is a schematic structural diagram illustrating a device, according to
some example embodiments. Referring to FIG. 15, in terms of hardware, the device
includes a processor 1502, an internal bus 1504, a network interface 1506, a memory
1508, and a non-volatile memory 1510, and certainly may further include hardware
needed by other services. The processor 1502 reads a corresponding computer program
from the non-volatile memory 1510 to the memory 1508, and then runs the computer
program to logically form a data sharing device based on a ring signature. Certainly, in
addition to a software implementation, one or more embodiments of the present
specification do not exclude other implementations, for example, a logic device or a
combination of hardware and software. That is, an execution body of the following
processing procedure is not limited to each logical unit, and can also be hardware or a
logic device.

[0153] Referring to FIG. 16, in a software implementation, the data sharing
apparatus is applied to a sharing platform, and the apparatus can include: a first

publishing unit 1601, configured to publish an index information set corresponding to
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target data to an index blockchain, where the index information set includes a ciphertext
index of the target data and member information of a data provider of the target data,
and the index information set is submitted by the data provider to the sharing platform;
a forwarding unit 1602, configured to forward a data acquisition request initiated by a
data requester to the data provider, where the data acquisition request includes the
ciphertext index of the target data; and a returning unit 1603, configured to return
response data provided by the data provider to the data requester, where the response
data is encrypted by an identity public key of the data requester.

[0154] Optionally, the apparatus further includes: a first receiving unit 1604,
configured to receive a query request initiated by the data requester, where the query
request includes a ciphertext index generated based on specific information of the
known target data; and a query unit 1605, configured to query an index information set
including the ciphertext index from the index blockchain to inform the data requester.
[0155] Optionally, the apparatus further includes: a second receiving unit 1606,
configured to receive a complaint request for the target data initiated by the data
requester to the sharing platform, where the complaint request includes a complaint
reason and related data; and an adding unit 1607, configured to: when the complaint
reason is verified to be legitimate based on the related data, add an invalid identifier to
the index information set in the index blockchain.

[0156] Optionally, the apparatus further includes: a determining unit 1608,
configured to determine a data sharing event between the data requester and the data
provider; and a second publishing unit 1609, configured to publish the data sharing
event to a transaction blockchain, where the sharing platform is configured as a node
of the transaction blockchain.

[0157] The system, device, module, or unit illustrated in the previous embodiments
can be implemented by using a computer chip or an entity, or can be implemented by
using a product having a certain function. A typical implementation device is a
computer, and the computer can be a personal computer, a laptop computer, a cellular
phone, a camera phone, a smartphone, a personal digital assistant, a media player, a
navigation device, an email receiving and sending device, a game console, a tablet
computer, a wearable device, or any combination of these devices.

[0158] In a typical configuration, the computer includes one or more processors

(CPU), an input/output interface, a network interface, and a memory.
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[0159] The memory may include a non-persistent memory, a random access memory
(RAM), a non-volatile memory, and/or another form that are in a computer readable
medium, for example, a read-only memory (ROM) or a flash memory (flash RAM).
The memory is an example of the computer readable medium.

[0160] The computer readable medium includes persistent, non-persistent, movable,
and unmovable media that can store information by using any method or technology.
The information can be a computer readable instruction, a data structure, a program
module, or other data. Examples of a computer storage medium include but are not
limited to a phase change random access memory (PRAM), a static RAM (SRAM), a
dynamic RAM (DRAM), a RAM of another type, a read-only memory (ROM), an
electrically erasable programmable ROM (EEPROM), a flash memory or another
memory technology, a compact disc ROM (CD-ROM), a digital versatile disc (DVD)
or another optical storage, a cassette tape, a magnetic disk storage, a quantum memory,
a storage medium based on grapheme, another magnetic storage device, or any other
non-transmission medium. The computer storage medium can be used to store
information that can be accessed by the computing device. Based on the definition in
the present specification, the computer readable medium does not include transitory
computer readable media (transitory media) such as a modulated data signal and carrier.
[0161] It is worthwhile to further note that, the terms "include", "contain", or their
any other variants are intended to cover a non-exclusive inclusion, so a process, a
method, a product or a device that includes a list of elements not only includes those
elements but also includes other elements which are not expressly listed, or further
includes elements inherent to such process, method, product or device. Without more
constraints, an element preceded by "includes a ..." does not preclude the existence of
additional identical elements in the process, method, product or device that includes the
element.

[0162] Specific embodiments of the present specification are described above. Other
embodiments fall within the scope of the appended claims. In some situations, the
actions or steps described in the claims can be performed in an order different from the
order in the embodiments and the desired results can still be achieved. In addition, the
process depicted in the accompanying drawings does not necessarily need a particular
execution order to achieve the desired results. In some implementations, multi-tasking

and concurrent processing is feasible or may be advantageous.
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[0163] Terms used in one or more embodiments of the present specification are
merely used to describe specific embodiments, and are not intended to limit the one or
more embodiments of the present specification. The terms "a" and "the" of singular
forms used in one or more embodiments of the present specification and the appended
claims are also intended to include plural forms, unless otherwise specified in the
context clearly. It should be further understood that the term "and/or" used in the present
specification indicates and includes any or all possible combinations of one or more
associated listed items.

[0164] It should be understood that although terms "first", "second", "third", etc. may
be used in one or more embodiments of the present specification to describe various
types of information, the information is not limited to these terms. These terms are only
used to distinguish between information of the same type. For example, without
departing from the scope of one or more embodiments of the present specification, first
information can also be referred to as second information, and similarly, the second
information can be referred to as the first information. Depending on the context, for
example, the word "if" used here can be explained as "while", "when", or "in response
to determining".

[0165] The previous descriptions are only example embodiments of one or more
embodiments of the present specification, but are not intended to limit the one or more
embodiments of the present specification. Any modification, equivalent replacement,
improvement, etc. made without departing from the spirit and principle of the one or
more embodiments of the present specification shall fall within the protection scope of

the one or more embodiments of the present specification.
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CLAIMS

What is claimed is:

1. A data sharing system, comprising:

members, wherein each member respectively maintains sharable private data, and
generates corresponding ciphertext index information for the private data, the ciphertext
index information comprises a ciphertext index of the corresponding private data and
information about a member that provides the private data; and

a sharing platform, wherein the sharing platform is connected to each member and
records ciphertext index information generated by each member in an index blockchain
for sharing among all members; the sharing platform forwards a data acquisition request
initiated by a data requester member to a data provider member; the data acquisition
request comprises a ciphertext index of target data, and the sharing platform further
forwards the target data returned by the data provider member to the data requester
member, wherein the target data is encrypted by an identity public key of the data
requester member.

2. The system according to claim 1, wherein the sharing platform is configured as
a blockchain node of the index blockchain; and the sharing platform obtains ciphertext
index information generated by each member, and publishes the ciphertext index
information to the index blockchain; wherein

the sharing platform queries, based on an information query request initiated by
any member, corresponding ciphertext index information in an index blockchain ledger
maintained by the sharing platform, and returns the ciphertext index information to the
any member; and/or at least one member downloads the index blockchain ledger
maintained by the sharing platform to query ciphertext index information.

3. The system according to claim 1, wherein the sharing platform and each member
are configured as blockchain nodes of the index blockchain, respectively; and each
member separately publishes generated ciphertext index information to the index
blockchain, and queries ciphertext index information by using an index blockchain
ledger maintained by the member.

4. The system according to claim 1, wherein the sharing platform is configured as

a blockchain node of a transaction blockchain; and the sharing platform further records
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a data sharing event between the data requester member and the data provider member
into the transaction blockchain.

5. A data sharing method applied to a data requester member, the method
comprising:

determining an index information set corresponding to target data and recorded in
an index blockchain, wherein the index information set comprises a ciphertext index of
the target data and member information of a data provider of the target data, and the
index information set is shared by the data provider to the index blockchain;

initiating a data acquisition request to the data provider by using a sharing platform,
wherein the data acquisition request comprises the ciphertext index of the target data;
and

receiving response data returned by the sharing platform, wherein the response
data is encrypted by an identity public key of the data requester.

6. The method according to claim 5, wherein the sharing platform is configured as
a node of the index blockchain; and the determining an index information set
corresponding to target data and recorded in an index blockchain comprises:

generating a corresponding ciphertext index based on specific information of the
known target data; and

initiating a query request to the sharing platform, wherein the query request
comprises the ciphertext index to instruct the sharing platform to query, from the index
blockchain, an index information set comprising the ciphertext index; or downloading
ledger data of the index blockchain maintained by the sharing platform, so as to query
the index information set that comprises the ciphertext index.

7. The method according to claim 5, wherein the data requester is configured as a
node of the index blockchain; and the determining an index information set
corresponding to target data and recorded in an index blockchain comprises:

generating a corresponding ciphertext index based on specific information of the
known target data; and

querying, based on ledger data of the index blockchain maintained by the data
requester, an index information set that comprises the ciphertext index.

8. The method according to claim 5, wherein the data acquisition request further
comprises the identity public key of the data requester and a signature of the data
requester generated by using an identity private key of the data requester, to facilitate

verification by the data provider.
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9. The method according to claim 5, wherein the response data further comprises
a signature of the data provider generated by using an identity private key of the data
provider, to facilitate verification by the data requester.

10. The method according to claim 5, wherein the index information set comprises
a hash value of the target data; and the method further comprises:

performing hash computation on decrypted data corresponding to the response
data; and

when a computed hash value is consistent with the hash value in the index
information set, determining that the decrypted data is the target data.

11. The method according to claim 5, further comprising:

initiating a complaint request for the target data to the sharing platform, wherein
the complaint request comprises a complaint reason and related data; wherein

when the complaint reason is verified to be legitimate based on the related data by
the sharing platform or a smart contract invoked by the sharing platform from the index
blockchain, the index information set is added with an invalid identifier in the index
blockchain.

12. The method according to claim 5, further comprising:

submitting a transaction of a complaint type to the index blockchain to invoke a
smart contract for processing a complaint, wherein the transaction comprises a
complaint reason and related data; and

the smart contract is used to verify the complaint reason based on the related data,
and when the complaint reason is verified to be legitimate, the index information set is
added with an invalid identifier in the index blockchain.

13. The method according to claim 5, further comprising:

publishing a data sharing event between the data requester and the data provider
to a transaction blockchain, wherein the data requester is configured as a node of the
transaction blockchain; or

sending the data sharing event to the sharing platform, so the sharing platform
publishes the data sharing event to the transaction blockchain, wherein the sharing
platform is configured as a node of the transaction blockchain.

14. A data sharing method applied to a data provider member, the method

comprising:
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sharing an index information set corresponding to target data into an index
blockchain, wherein the index information set comprises a ciphertext index of the target
data and member information of the data provider;

receiving a data acquisition request initiated by a data requester by using a sharing
platform, wherein the data acquisition request comprises the ciphertext index of the
target data; and

returning response data to the data requester by using the sharing platform,
wherein the response data is encrypted by an identity public key of the data requester.

15. The method according to claim 14, wherein the data acquisition request further
comprises the identity public key of the data requester and a signature of the data
requester generated by using an identity private key of the data requester, to facilitate
verification by the data provider.

16. The method according to claim 14, wherein the response data further comprises
a signature of the data provider generated by using an identity private key of the data
provider, to facilitate verification by the data requester.

17. The method according to claim 14, wherein the sharing an index information
set corresponding to target data into an index blockchain comprises:

publishing the index information set to the index blockchain, wherein the data
provider is configured as a node of the index blockchain; or

submitting the index information set to the sharing platform, so the sharing
platform publishes the index information set to the index blockchain, wherein the
sharing platform is configured as a node of the index blockchain.

18. The method according to claim 14, further comprising:

publishing a data sharing event between the data requester and the data provider
to a transaction blockchain, wherein the data provider is configured as a node of the
transaction blockchain; and

sending the data sharing event to the sharing platform, so the sharing platform
publishes the data sharing event to the transaction blockchain, wherein the sharing
platform is configured as a node of the transaction blockchain.

19. A data sharing method applied to a sharing platform, the method comprising:

publishing an index information set corresponding to target data to an index
blockchain, wherein the index information set comprises a ciphertext index of the target
data and member information of a data provider of the target data, and the index

information set is submitted by the data provider to the sharing platform;
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forwarding a data acquisition request initiated by a data requester to the data
provider, wherein the data acquisition request comprises the ciphertext index of the
target data; and

returning response data provided by the data provider to the data requester,
wherein the response data is encrypted by an identity public key of the data requester.

20. The method according to claim 19, further comprising:

receiving a query request initiated by the data requester, wherein the query request
comprises a ciphertext index generated based on specific information of the known
target data; and

querying an index information set comprising the ciphertext index from the index
blockchain to inform the data requester.

21. The method according to claim 19, further comprising:

receiving a complaint request for the target data initiated by the data requester to
the sharing platform, wherein the complaint request comprises a complaint reason and
related data; and

when the complaint reason is verified to be legitimate based on the related data,
adding an invalid identifier to the index information set in the index blockchain.

22. The method according to claim 19, further comprising:

determining a data sharing event between the data requester and the data provider;
and

publishing the data sharing event to a transaction blockchain, wherein the sharing
platform is configured as a node of the transaction blockchain.

23. A data sharing apparatus applied to a data requester member, the apparatus
comprising:

a determining unit, configured to determine an index information set
corresponding to target data and recorded in an index blockchain, wherein the index
information set comprises a ciphertext index of the target data and member information
of a data provider of the target data, and the index information set is shared by the data
provider to the index blockchain;

a requesting unit, configured to initiate a data acquisition request to the data
provider by using a sharing platform, wherein the data acquisition request comprises

the ciphertext index of the target data; and
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a receiving unit, configured to receive response data returned by the sharing
platform, wherein the response data is encrypted by an identity public key of the data
requester.

24. The apparatus according to claim 23, wherein the sharing platform is
configured as a node of the index blockchain; and the determining unit is specifically
configured to:

generate a corresponding ciphertext index based on specific information of the
known target data; and

initiate a query request to the sharing platform, wherein the query request
comprises the ciphertext index to instruct the sharing platform to query, from the index
blockchain, an index information set comprising the ciphertext index; or downloading
ledger data of the index blockchain maintained by the sharing platform, so as to query
the index information set that comprises the ciphertext index.

25. The apparatus according to claim 23, wherein the data requester is configured
as a node of the index blockchain; and the determining unit is specifically configured
to:

generate a corresponding ciphertext index based on specific information of the
known target data; and

query, based on ledger data of the index blockchain maintained by the data
requester, an index information set that comprises the ciphertext index.

26. The apparatus according to claim 23, wherein the data acquisition request
further comprises the identity public key of the data requester and a signature of the
data requester generated by using an identity private key of the data requester, to
facilitate verification by the data provider.

27. The apparatus according to claim 23, wherein the response data further
comprises a signature of the data provider generated by using an identity private key of
the data provider, to facilitate verification by the data requester.

28. The apparatus according to claim 23, wherein the index information set
comprises a hash value of the target data; and the apparatus further comprises:

a computation unit, configured to perform hash computation on decrypted data
corresponding to the response data; and

a determining unit, configured to: when a computed hash value is consistent with
the hash value in the index information set, determine that the decrypted data is the

target data.
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29. The apparatus according to claim 23, further comprising:

a complaint unit, configured to initiate a complaint request for the target data to
the sharing platform, wherein the complaint request comprises a complaint reason and
related data; wherein

when the complaint reason is verified to be legitimate based on the related data by
the sharing platform or a smart contract invoked by the sharing platform from the index
blockchain, the index information set is added with an invalid identifier in the index
blockchain.

30. The apparatus according to claim 23, further comprising:

a submitting unit, configured to submit a transaction of a complaint type to the
index blockchain to invoke a smart contract for processing a complaint, wherein the
transaction comprises a complaint reason and related data; and

the smart contract is used to verify the complaint reason based on the related data,
and when the complaint reason is verified to be legitimate, the index information set is
added with an invalid identifier in the index blockchain.

31. The apparatus according to claim 23, further comprising a publishing unit or a
sending unit, wherein

the publishing unit is configured to publish a data sharing event between the data
requester and the data provider to a transaction blockchain, wherein the data requester
is configured as a node of the transaction blockchain; and

the sending unit is configured to send the data sharing event to the sharing platform,
so the sharing platform publishes the data sharing event to the transaction blockchain,
wherein the sharing platform is configured as a node of the transaction blockchain.

32. A data sharing apparatus applied to a data provider member, the apparatus
comprising:

a sharing unit, configured to share an index information set corresponding to target
data into an index blockchain, wherein the index information set comprises a ciphertext
index of the target data and member information of the data provider;

areceiving unit, configured to receive a data acquisition request initiated by a data
requester by using a sharing platform, wherein the data acquisition request comprises
the ciphertext index of the target data; and

a returning unit, configured to return response data to the data requester by using
the sharing platform, wherein the response data is encrypted by an identity public key

of the data requester.
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33. The apparatus according to claim 32, wherein the data acquisition request
further comprises the identity public key of the data requester and a signature of the
data requester generated by using an identity private key of the data requester, to
facilitate verification by the data provider.

34. The apparatus according to claim 32, wherein the response data further
comprises a signature of the data provider generated by using an identity private key of
the data provider, to facilitate verification by the data requester.

35. The apparatus according to claim 32, wherein the sharing unit is specifically
configured to:

publish the index information set to the index blockchain, wherein the data
provider is configured as a node of the index blockchain; or

submit the index information set to the sharing platform, so the sharing platform
publishes the index information set to the index blockchain, wherein the sharing
platform is configured as a node of the index blockchain.

36. The apparatus according to claim 32, further comprising a publishing unit or a
sending unit, wherein

the publishing unit is configured to publish a data sharing event between the data
requester and the data provider to a transaction blockchain, wherein the data provider
is configured as a node of the transaction blockchain; and

the sending unit is configured to send the data sharing event to the sharing platform,
so the sharing platform publishes the data sharing event to the transaction blockchain,
wherein the sharing platform is configured as a node of the transaction blockchain.

37. A data sharing apparatus applied to a sharing platform, the apparatus
comprising:

a first publishing unit, configured to publish an index information set
corresponding to target data to an index blockchain, wherein the index information set
comprises a ciphertext index of the target data and member information of a data
provider of the target data, and the index information set is submitted by the data
provider to the sharing platform,;

a forwarding unit, configured to forward a data acquisition request initiated by a
data requester to the data provider, wherein the data acquisition request comprises the

ciphertext index of the target data; and
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a returning unit, configured to return response data provided by the data provider
to the data requester, wherein the response data is encrypted by an identity public key
of the data requester.

38. The apparatus according to claim 37, further comprising:

a first receiving unit, configured to receive a query request initiated by the data
requester, wherein the query request comprises a ciphertext index generated based on
specific information of the known target data; and

a query unit, configured to query an index information set comprising the
ciphertext index from the index blockchain to inform the data requester.

39. The apparatus according to claim 37, further comprising:

a second receiving unit, configured to receive a complaint request for the target
data initiated by the data requester to the sharing platform, wherein the complaint
request comprises a complaint reason and related data; and

an adding unit, configured to: when the complaint reason is verified to be
legitimate based on the related data, add an invalid identifier to the index information
set in the index blockchain.

40. The apparatus according to claim 37, further comprising:

a determining unit, configured to determine a data sharing event between the data
requester and the data provider; and

a second publishing unit, configured to publish the data sharing event to a
transaction blockchain, wherein the sharing platform is configured as a node of the
transaction blockchain.

41. An electronic device, comprising:

a processor; and

a memory, configured to store instructions executable by the processor; wherein

the processor runs the executable instructions to implement the method according
to any one of claims 5 to 13.

42. An electronic device, comprising:

a processor; and

a memory, configured to store instructions executable by the processor; wherein

the processor runs the executable instructions to implement the method according
to any one of claims 14 to 18.

43. An electronic device, comprising:

a processor; and
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a memory, configured to store instructions executable by the processor; wherein
the processor runs the executable instructions to implement the method according

to any one of claims 19 to 22.
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