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A USER AUTHENTICATION METHOD AND SYSTEM

ABSTRACT

A user authentication method and system are provided. The method includes
extracting, from a user enrollment image including a first human face image and a first
background image, the first human face image and the first background image;
extracting, from a user authentication image including a second human face image and
a second background image, the second human face image and the second
background image; generating, using a trained image spoof model, a first score (S1)
associated with the user authentication image; generating a second score (S2)
corresponding to a similarity between the first background image and the second
background image; generating a third score (S3) corresponding to a similarity between
the first human face image and the second human face image; and authenticating the

user based on the first score (S1), the second score (S2) and the third score (S3).
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