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INTERLOCKING BLOCKCHAINS FOR AIRCRAFT PART HISTORY AND CURRENT 

AIRCRAFT CONFIGURATION 

 

 

BACKGROUND INFORMATION 5 

 

The present disclosure relates generally to systems and 

methods for maintaining, modifying, and tracking the operation 

of aircraft and other vehicles and parts for aircraft and other 

vehicles.  More particularly, the present disclosure relates to 10 

a system and method using interlocking blockchains for the 

maintenance, modification, and activity tracking of aircraft and 

other vehicles and parts for aircraft and other vehicles. 

The current configuration or state of an aircraft comprises 

all of the systems and parts currently installed on the 15 

aircraft.  It is desirable that the current configuration of an 

aircraft is accurately known.  For example, it is desirable for 

maintenance personnel to know the current configuration of an 

aircraft before performing maintenance operations on the 

aircraft or making other modifications of the aircraft. 20 

There is not a standardized or uniform approach for 

tracking the current configuration of an aircraft that is used 

by airlines and other aircraft operators.  Some airlines and 

other aircraft operators may take an individual, self-developed 

approach to rigorously determine the configuration of an 25 

aircraft when it is first received and then to track any changes 

that are made to the aircraft.  Other airlines and other 

aircraft operators may not make a significant effort to track 

the current configuration of an aircraft continuously.  In this 

case, the airline or other operator of the aircraft may 30 

determine the current configuration of the aircraft by 

inspecting the aircraft when work is to be performed on the 

aircraft or when the current configuration of the aircraft needs 

to be known for some other reason. 
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It is also desirable to have accurate information regarding 

parts that may be installed on an aircraft, that are installed 

on an aircraft, or that have been installed on an aircraft.  For 

example, it may be desirable to have accurate information 

regarding the creation of a part, use of a part, repair of a 5 

part, modification of a part, destruction or other ultimate 

disposition of a part, or of other events or combinations of 

events that affect a part for an aircraft. 

A blockchain is a continuously growing list of records, 

called blocks, which are linked and secured using cryptography.  10 

Each block in a blockchain typically contains a cryptographic 

hash of the previous block, a timestamp, and transaction data.  

A blockchain is inherently resistant to modification of the data 

stored in the blockchain.  A blockchain may be used as a 

decentralized, distributed, and public or private permissions 15 

based digital ledger for recording transactions across many 

computers.  A blockchain is typically managed by a peer-to-peer 

network collectively adhering to a protocol for validating new 

blocks.  Once recorded, the data in any given block cannot be 

altered retroactively without the alteration of all subsequent 20 

blocks, which requires collusion of the blockchain network.  

Therefore, there may be a need for a method and apparatus that 

take into account at least some of the issues discussed above, 

as well as other possible issues. 

 25 

SUMMARY 

 

Illustrative embodiments provide a method of installing a 

part on a vehicle.  Information regarding installation of the 

part on the vehicle is received.  Information for the part is 30 

recorded in part history blockchains for the part in a part 

history blockchain network.  The information regarding the 

installation of the part is recorded in vehicle configuration 
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and activity history blockchains for the vehicle in a vehicle 

configuration and activity history blockchain network.  The part 

history blockchains for the part are locked to prevent adding 

information for the part to the part history blockchains for the 

part for as long as the part is installed on the vehicle. 5 

Illustrative embodiments also provide a method of recording 

information for a part.  A part history blockchain network 

comprises part history blockchains for the part that are 

configured to record the information for the part.  

Configuration and activity history information for a vehicle is 10 

recorded in vehicle configuration and activity history 

blockchains for the vehicle in a vehicle configuration and 

activity history blockchain network.  A part installation 

notification is received by the part history blockchain network.  

The part installation notification identifies the part and 15 

indicates that the part is installed on a vehicle.  The part 

history blockchains for the part are locked in response to 

receiving the part installation notification to prevent adding 

the information for the part to the part history blockchains for 

the part for as long as the part is installed on the vehicle. 20 

Illustrative embodiments also provide an apparatus for 

recording information for a part.  A data processing system in a 

part history blockchain network is configured to receive a part 

installation notification.  The part installation notification 

identifies the part and indicates that the part is installed on 25 

a vehicle.  The part history blockchain network comprises part 

history blockchains for the part that are configured to record 

the information for the part.  Configuration and activity 

history information for the vehicle is recorded in vehicle 

configuration and activity history blockchains for the vehicle 30 

in a vehicle configuration and activity history blockchain 

network.  The data processing system is configured to lock the 

part history blockchains for the part in response to receiving 
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the part installation notification to prevent adding the 

information for the part to the part history blockchains for the 

part for as long as the part is installed on the vehicle. 

The features and functions can be achieved independently in 

various embodiments of the present disclosure or may be combined 5 

in yet other embodiments in which further details can be seen 

with reference to the following description and drawings. 

 

BRIEF DESCRIPTION OF THE DRAWINGS 

 10 

The novel features believed characteristic of the 

illustrative embodiments are set forth in the appended claims.  

The illustrative embodiments, however, as well as a preferred 

mode of use, further objectives, and features thereof, will best 

be understood by reference to the following detailed description 15 

of an illustrative embodiment of the present disclosure when 

read in conjunction with the accompanying drawings, wherein: 

Figure 1 is an illustration of interlocking blockchain 

networks in accordance with an illustrative embodiment; 

Figure 2 is an illustration of a vehicle configuration and 20 

activity history tracking system in accordance with an 

illustrative embodiment; 

Figure 3 is an illustration of a part history tracking 

system in accordance with an illustrative embodiment; 

Figure 4 is an illustration of a flowchart of a process of 25 

installing a part on a vehicle using interlocking part history 

and vehicle configuration and activity history blockchains in 

accordance with an illustrative embodiment; 

Figure 5 is an illustration of a flowchart of a process of 

removing a part from a vehicle using interlocking part history 30 

and vehicle configuration and activity history blockchains in 

accordance with an illustrative embodiment; 
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Figure 6 is an illustration of a flowchart of a process of 

storing part information for a part using interlocking part 

history and vehicle configuration and activity history 

blockchains in accordance with an illustrative embodiment; and 

Figure 7 is an illustration of a block diagram of a data 5 

processing system in accordance with an illustrative embodiment. 

 

DETAILED DESCRIPTION 

 

The illustrative embodiments recognize and take into 10 

account different considerations.  For example, the illustrative 

embodiments recognize and take into account that the 

configuration of an aircraft may be known and documented when 

the aircraft is first delivered from an aircraft manufacturer to 

an operator of the aircraft.  However, after delivery, the 15 

current aircraft configuration may not be known with certainty 

as changes are made to the aircraft for maintenance, repairs, or 

upgrades.  The reliability of current aircraft configuration 

information may be questionable if record keeping has been 

inconsistent.  If current aircraft configuration information 20 

cannot be relied upon as being accurate, maintenance personnel 

may have to spend time to inspect an aircraft and then research 

and review the actual parts installed on the aircraft before 

work is performed on the aircraft.   

A related issue may occur when an aircraft is transferred 25 

from one operator to another.  For example, if current aircraft 

configuration records cannot be relied upon, an airline that 

receives an aircraft from another airline may need to perform a 

significant amount of inspection work to confirm the current 

configuration of the aircraft being received. 30 

Illustrative embodiments also recognize and take into 

account that currently the history and status of parts for an 

aircraft may be unclear or questionable, depending upon the 
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nature of the supplier of the parts.  In some cases, history and 

status records for aircraft parts may be falsified or otherwise 

be inaccurate.  For example, the history and status records for 

a part that is offered by a supplier for installation on an 

aircraft may actually be the records for another part that is 5 

currently already installed on an aircraft.   

Illustrative embodiments use interlocking blockchains to 

improve the accuracy and reliability of records regarding the 

configuration and activity history of aircraft and other 

vehicles and of records regarding the history of parts for an 10 

aircraft or other vehicle.  Illustrative embodiments provide a 

system and method whereby records in one blockchain are locked 

when a transition has occurred related to an item being tracked 

by or related to another item in another blockchain.   

For example, illustrative embodiments provide interlocking 15 

blockchain networks for vehicle configuration and activity 

history records and part history records.  Information 

describing events that make changes to a vehicle or otherwise 

affect the vehicle are recorded in vehicle configuration and 

activity history blockchains in a vehicle configuration and 20 

activity history blockchain network.  Information describing 

events that change a part or otherwise affect the part are 

recorded in part history blockchains in a part history 

blockchain network. 

Information regarding the installation of a part on a 25 

vehicle may be recorded in vehicle configuration and activity 

history blockchains in the vehicle configuration and activity 

history blockchain network and in part history blockchains for 

the part in the part history blockchain network.  In response to 

the part being installed on the vehicle, the part history 30 

blockchains for the part in the part history blockchain network 

are locked, so that no changes to the part history for the part 

may be recorded in the part history blockchains.  The part 
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history blockchains remain locked as long as the part is 

installed on the vehicle.  Information regarding removal of the 

part from the vehicle may be recorded in the vehicle 

configuration and activity history blockchains in the vehicle 

configuration and activity history blockchain network.  In 5 

response to the part being removed from the vehicle, the part 

history blockchains for the part in the part history blockchain 

network may be unlocked, so that information regarding removal 

of the part from the vehicle and information regarding 

subsequent events that change or otherwise affect the part may 10 

be recorded in the part history blockchains for the part in the 

part history blockchain network.  

Part history blockchains and blockchain networks and 

vehicle configuration and activity history blockchains and 

blockchain networks in accordance with an illustrative 15 

embodiment are based upon blockchain technology that allows 

distributed record maintenance with ease of data transactions 

and high data veracity.  Illustrative embodiments may be 

implemented in a cloud computing environment and widely 

distributed to make the use of interlocking blockchains for 20 

maintaining aircraft configuration and activity history records 

and aircraft part history records highly accessible to airlines, 

other aircraft operators, and maintenance, repair, and 

operations providers and systems.  Illustrative embodiments may 

be interoperable with existing maintenance, repair, and 25 

operations systems via, for example, application programming 

interface calls. 

Turning to Figure 1, an illustration of interlocking 

blockchain networks is depicted in accordance with an 

illustrative embodiment.  Interlocking blockchain networks 100 30 

include vehicle configuration and activity history blockchain 

network 102 and part history blockchain network 104. 
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Vehicle configuration and activity history blockchain 

network 102 is configured to maintain records of information 

regarding events that affect the configuration of an aircraft or 

other vehicle or that otherwise affect the aircraft or other 

vehicle.  Vehicle configuration and activity history blockchain 5 

network 102 comprises a plurality of nodes.  A vehicle 

configuration and activity history blockchain network in 

accordance with an illustrative embodiment may comprise any 

appropriate number of nodes.  In this example, vehicle 

configuration and activity history blockchain network 102 10 

comprises nodes 108, 110, 112, 114, 116, 118, and 120. A vehicle 

configuration and activity history blockchain network in 

accordance with an illustrative embodiment may have more or 

fewer nodes than illustrated in Figure 1. 

Information for events that affect the configuration of a 15 

vehicle or that otherwise affect the vehicle may be recorded in 

vehicle configuration and activity history blockchains for the 

vehicle in vehicle configuration and activity history blockchain 

network 102.  Each node 108, 110, 112, 114, 116, 118, and 120 in 

vehicle configuration and activity history blockchain network 20 

102 may store a full copy of the vehicle configuration and 

activity history blockchain for the vehicle.  A more detailed 

description of an example of vehicle configuration and activity 

history blockchain network 102 is presented below with reference 

to Figure 2. 25 

Part history blockchain network 104 is configured to 

maintain records of information regarding events that change or 

otherwise affect a part for an aircraft or other vehicle.  Part 

history blockchain network 104 comprises a plurality of nodes.  

A part history blockchain network in accordance with an 30 

illustrative embodiment may comprise any appropriate number of 

nodes.  In this example, part history blockchain network 104 

comprises nodes 128, 130, 132, 134, 136, 138, and 140. A part 



 

9 

history blockchain network in accordance with an illustrative 

embodiment may have more or fewer nodes than illustrated in 

Figure 1. 

Information for events that change or otherwise affect a 

part may be recorded in part history blockchains for the part in 5 

part history blockchain network 104.  Each node 128, 130, 132, 

134, 136, 138, and 140 in part history blockchain network 104 

may store a full copy of the part history blockchain for the 

part.  A more detailed description of an example of part history 

blockchain network 104 is presented below with reference to 10 

Figure 3. 

The part history for a particular part may be maintained in 

part history blockchains for the part in part history blockchain 

network 104.  When that part is installed in a vehicle for which 

configuration and activity history information is maintained in 15 

vehicle configuration and activity history blockchains in 

vehicle configuration and activity history blockchain network 

102, locking transaction 142 may be implemented.  As part of 

locking transaction 142, token 144 representing the part may be 

passed from part history blockchain network 104 to vehicle 20 

configuration and activity history blockchain network 102 to 

indicate that the part is now installed on or otherwise 

associated with a particular vehicle.  The part history 

blockchains for the part in part history blockchain network 104 

are locked as part of locking transaction 142.  When part 25 

history blockchains for the part are locked, no further 

transactions or events that may change the part history 

blockchains for the part will be recognized, given that the part 

is installed on a vehicle.  The part history blockchains for the 

part in part history blockchain network 104 may remain locked 30 

for as long as the part is installed on the vehicle. 

When the part is removed from the vehicle, unlocking 

transaction 146 may be implemented.  As part of unlocking 
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transaction 146, token 144 representing the part may be passed 

back from vehicle configuration and activity history blockchain 

network 102 to part history blockchain network 104.  The part 

history blockchains for the part in part history blockchain 

network 104 are unlocked as part of unlocking transaction 146.  5 

When part history blockchains for the part are unlocked, 

information for events that change or otherwise affect the part 

may be recorded in the part history blockchains for the part.  

For example, the first transaction that a part history 

blockchain for the part may accept after unlocking of the part 10 

history blockchain by unlocking transaction 146 may be a record 

of information regarding removal of the part from the vehicle. 

The illustration of interlocking blockchain networks 100 in 

Figure 1 is not meant to imply physical or architectural 

limitations to the manner in which illustrative embodiments may 15 

be implemented.  Other components, in addition to or in place of 

the ones illustrated, may be used.  Some components may be 

optional.  Also, the blocks are presented to illustrate some 

functional components.  One or more of these blocks may be 

combined, divided, or combined and divided into different blocks 20 

when implemented in an illustrative embodiment. 

Turning to Figure 2, an illustration of a vehicle 

configuration and activity history tracking system is depicted 

in accordance with an illustrative embodiment.  Vehicle 

configuration and activity history tracking system 200 is 25 

configured to track accurately current configuration 202 of 

vehicle 204.  Vehicle configuration and activity history 

tracking system 200 may be configured to track current 

configuration 202 of any appropriate number of various types of 

vehicles.   30 

For example, without limitation, vehicle configuration and 

activity history tracking system 200 may be an aircraft 

configuration and activity history tracking system configured to 
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track current configuration 202 of aircraft 205.  Vehicle 

configuration and activity history tracking system 200 may be 

used to track current configuration 202 of vehicle 204 other 

than aircraft 205.  In an alternative embodiment, vehicle 

configuration and activity history tracking system 200 may be 5 

used to track the current configuration of a fixed or moveable 

platform other than a vehicle. 

Aircraft 205 may be any appropriate type of aircraft that 

may be configured to perform any appropriate operation or 

mission.  For example, without limitation, aircraft 205 may be a 10 

commercial passenger aircraft, a cargo aircraft, a military 

aircraft, a personal aviation aircraft or any other appropriate 

type of aircraft.  Aircraft 205 may be a fixed wing aircraft, a 

rotary wing aircraft, or a lighter-than-air aircraft.  Aircraft 

205 may be a manned aircraft or an unmanned aircraft. 15 

Vehicle configuration and activity history tracking system 

200 comprises vehicle configuration and activity history 

blockchain network 206.  Vehicle configuration and activity 

history blockchain network 206 is an example of one possible 

implementation of vehicle configuration and activity history 20 

blockchain network 102 in Figure 1.  Vehicle configuration and 

activity history blockchain network 206 is a blockchain network 

that is set up to store and maintain configuration and activity 

history information for a number of vehicles.  For example, 

without limitation, vehicle configuration and activity history 25 

blockchain network 206 may be a blockchain network that is 

configured to store and maintain aircraft configuration and 

activity history information for aircraft 205.  In this case, 

vehicle configuration and activity history blockchain network 

206 may be an aircraft configuration and activity history 30 

blockchain network. 

Vehicle configuration and activity history blockchain 

network 206 comprised a plurality of nodes.  A vehicle 
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configuration and activity history blockchain network in 

accordance with an illustrative embodiment may comprise any 

appropriate number of nodes.  In this example, vehicle 

configuration and activity history blockchain network 206 

comprises nodes 208, 210, 212, 214, 216, 218, and 220. A vehicle 5 

configuration and activity history blockchain network in 

accordance with an illustrative embodiment may have more or 

fewer nodes than illustrated in Figure 2.  Each of nodes 208, 

210, 212, 214, 216, 218, and 220 in vehicle configuration and 

activity history blockchain network 206 may be controlled by an 10 

entity that has agreed to participate in the operation and use 

of vehicle configuration and activity history blockchain network 

206 for the purpose of accurately tracking the configuration and 

activity history of aircraft 205 or other vehicle 204 over time.     

Vehicle configuration and activity history information is 15 

stored in blockchains in vehicle configuration and activity 

history blockchain network 206.  A unique vehicle configuration 

and activity history blockchain may be created for each aircraft 

205 or other vehicle 204 for which configuration and activity 

history information is to be tracked in vehicle configuration 20 

and activity history blockchain network 206.  A copy of the 

vehicle configuration and activity history blockchain for each 

vehicle 204 may be maintained at each node 208, 210, 212, 214, 

216, 218, and 220 in vehicle configuration and activity history 

blockchain network 206.  For example, each node 208, 210, 212, 25 

214, 216, 218, and 220 in vehicle configuration and activity 

history blockchain network 206 may be configured to store a full 

copy of vehicle configuration and activity history blockchain 

222 for vehicle 204.  For example, without limitation, each node 

208, 210, 212, 214, 216, 218, and 220 in vehicle configuration 30 

and activity history blockchain network 206 may be configured to 

store a full copy of vehicle configuration and activity history 

blockchain 222 for aircraft 205.  In this case, vehicle 
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configuration and activity history blockchain 222 is an aircraft 

configuration and activity history blockchain. 

Only trusted entity 224 may have permission to access 

vehicle configuration and activity history blockchain network 

206 to read information from and to submit changes to vehicle 5 

configuration and activity history blockchain 222 for vehicle 

204.  For example, without limitation, trusted entity 224 may be 

the owner or operator of vehicle 204 or any another appropriate 

trusted entity.  For example, without limitation, trusted entity 

224 may be an airline or other operator or owner of aircraft 205 10 

that may have permission to read information from and submit 

changes to vehicle configuration and activity history blockchain 

222 for aircraft 205.  Another trusted entity 224, such as the 

manufacturer of aircraft 205, a provider of maintenance and 

repair operations for aircraft 205, or another appropriate 15 

entity, also may have permission to read information from and 

submit changes to vehicle configuration and activity history 

blockchain 222 for aircraft 205.  Another trusted entity 224 may 

receive permission to access vehicle configuration and activity 

history blockchain network 206 for vehicle 204 from the owner of 20 

vehicle 204. 

Trusted entity 224 may use configuration and activity 

history tracking software 225 to access vehicle configuration 

and activity history blockchain 222 at one or more nodes 208, 

210, 212, 214, 216, 218, and 220 of vehicle configuration and 25 

activity history blockchain network 206.  Configuration and 

activity history tracking software 225 may be configured to run 

on a data processing system to provide various functions for 

accessing vehicle configuration and activity history blockchain 

222, reading information from vehicle configuration and activity 30 

history blockchain 222, using information read from vehicle 

configuration and activity history blockchain 222, and storing 

new information in vehicle configuration and activity history 
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blockchain 222 in vehicle configuration and activity history 

blockchain network 206.  Configuration and activity history 

tracking software 225 may be implemented in any appropriate 

manner to perform the functions described herein. 

Vehicle configuration and activity history blockchain 222 5 

comprises a number of blocks.  First block 230 in vehicle 

configuration and activity history blockchain 222 may be created 

when vehicle configuration and activity history blockchain 222 

for vehicle 204 is added to vehicle configuration and activity 

history blockchain network 206.  For example, without 10 

limitation, vehicle configuration and activity history 

blockchain 222 for aircraft 205 may be added to vehicle 

configuration and activity history blockchain network 206 when 

aircraft 205 is a new aircraft to be delivered from an aircraft 

manufacturer to an aircraft operator.  In this case, first block 15 

230 in vehicle configuration and activity history blockchain 222 

for aircraft 205 may include record 232 of an initial 

configuration information location where information identifying 

the initial configuration of aircraft 205 may be found.  The 

initial configuration information available at the initial 20 

configuration information location may describe both the initial 

components installed in aircraft 205 and any known 

inconsistencies in aircraft 205 at the end of production of 

aircraft 205 and before delivery of aircraft 205 from the 

manufacturer to an operator of aircraft 205. 25 

In the case of a vehicle configuration and activity history 

blockchain for an active aircraft or other vehicle that is not 

new being added to vehicle configuration and activity history 

blockchain network 206, first block 230 in vehicle configuration 

and activity history blockchain 222 may include record 232 of an 30 

initial configuration information location where a known current 

configuration of aircraft 205 or other vehicle 204 may be found.  

In any case, first block 230 of vehicle configuration and 
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activity history blockchain 222 may identify the initial 

configuration information location of the known first current 

configuration state for aircraft 205 or other vehicle 204 

recorded in vehicle configuration and activity history 

blockchain 222. 5 

First block 230 in vehicle configuration and activity 

history blockchain 222 may be created and encrypted 233 using a 

conventional hash value.  Subsequent blocks 242, 244, and 246 in 

vehicle configuration and activity history blockchain 222 may be 

created and encrypted 243, 245, 247, respectively, using a hash 10 

value with each new block referencing the previous blocks in 

vehicle configuration and activity history blockchain 222.  As 

blocks are added to vehicle configuration and activity history 

blockchain 222 the robust nature of the encryption increases as 

the encryption of each subsequent block is based on the previous 15 

blocks.  As a result, it becomes exponentially more difficult to 

fraudulently change any of blocks 230, 242, 244, or 246 in 

vehicle configuration and activity history blockchain 222 

without being detected. 

Trusted entity 224 with the proper permissions to access 20 

vehicle configuration and activity history blockchain network 

206 to provide updates to vehicle configuration and activity 

history blockchain 222 for vehicle 204 may submit transaction 

254 to vehicle configuration and activity history blockchain 

network 206.  Transaction 254 may include new information about 25 

vehicle 204.  Transaction 254 may be generated in response to 

the occurrence of event 256 that may affect the configuration of 

vehicle 204 or that involves operation of vehicle 204 that it is 

desirable to record in vehicle configuration and activity 

history blockchain network 206.  The information included in 30 

transaction 254 for recording in vehicle configuration and 

activity history blockchain network 206 may include appropriate 

information describing event 256. 
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For example, information included in transaction 254 for 

recording in vehicle configuration and activity history 

blockchain network 206 may include maintenance information, 

modification information, activity information, or any other 

appropriate information or combination of information related to 5 

the configuration or operation of vehicle 204.  Maintenance 

information may include information describing maintenance 

operations performed on vehicle 204.  For example, without 

limitation, maintenance information may include information 

regarding an inspection of parts, repair of parts, or 10 

replacement of parts on vehicle 204.  Modification information 

may identify changes to vehicle 204 other than by maintenance 

operations.  Activity information may include information 

identifying operations of vehicle 204.  For example, without 

limitation, when vehicle 204 is aircraft 205, activity 15 

information may identify operations performed by aircraft 205 

such as take offs and landings completed, flight hours, changes 

of ownership, or other activities involving aircraft 205. 

Information included in any new transaction 254 added to 

vehicle configuration and activity history blockchain 222 in 20 

vehicle configuration and activity history blockchain network 

206 is propagated 258 across vehicle configuration and activity 

history blockchain network 206 to all nodes 208, 210, 212, 214, 

216, 218, and 220 in vehicle configuration and activity history 

blockchain network 206.  At each node 208, 210, 212, 214, 216, 25 

218, and 220 a new block 246 may be added to the copy of vehicle 

configuration and activity history blockchain 222 maintained 

therein to include a record 252 of the new information provided 

by transaction 254 regarding vehicle 204. 

In accordance with an illustrative embodiment, event 256 30 

may be the installation of a part on vehicle 204. In this case, 

transaction 254 may include information identifying the part 

installed on vehicle 204 that is stored in vehicle configuration 
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and activity history blockchain 222 for vehicle 204 in vehicle 

configuration and activity history blockchain network 206.  

History information for the part being installed on vehicle 204 

may be recorded in part history blockchain network 260.  In this 

case, configuration and activity history tracking software 225 5 

may be configured to send part installation notification 262 to 

part history blockchain network 260 to notify part history 

blockchain network 260 that the part has been installed on 

vehicle 204.  Part installation notification 262 may be provided 

in any appropriate format and by any appropriate method to part 10 

history blockchain network 260. 

In response to receiving part installation notification 

262, part history blockchain network 260 may send token 264 to 

aircraft configuration and activity history blockchain network 

206 and may lock the part history blockchains for the part in 15 

part history blockchain network 260 to prevent any further 

changes to the information recorded in part history blockchain 

network 260 for the part.  The part history blockchains for the 

part may remain locked until token 264 is returned to part 

history blockchain network 260. 20 

Later, event 256 may be the removal of the part from 

vehicle 204. In this case, transaction 254 may include 

information indicating that the part has been removed from 

vehicle 204 that is stored in vehicle configuration and activity 

history blockchain 222 for vehicle 204 in vehicle configuration 25 

and activity history blockchain network 206.  In this case, 

configuration and activity history tracking software 225 may be 

configured to send part removal notification 266 to part history 

blockchain network 260 to notify part history blockchain network 

260 that the part that was installed on vehicle 204 has been 30 

removed.  Part removal notification 266 may be provided in any 

appropriate format and by any appropriate method to part history 

blockchain network 260. 
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Token 264 may be returned to part history blockchain 

network 260 along with or as part of part removal notification 

266.  In response to receiving token 264, part history 

blockchain network 260 may unlock the part history blockchains 

for the part in part history blockchain network 260 to allow 5 

changes to the information recorded in part history blockchain 

network 260 for the part. 

Trusted entity 224 with the proper permissions to access 

vehicle configuration and activity history blockchain 222 for 

vehicle 204 will be able to access vehicle configuration and 10 

activity history blockchain network 206 and read information 268 

from vehicle configuration and activity history blockchain 222 

for vehicle 204.  First block 230 in vehicle configuration and 

activity history blockchain 222 for vehicle 204 provides record 

232 which identifies the location information for the initial 15 

configuration of vehicle 204 when vehicle 204 joined vehicle 

configuration and activity history blockchain network 206.  Each 

of subsequent blocks 242, 244, and 246 includes record 248, 250, 

252, respectively, of every subsequent transaction submitted to 

vehicle configuration and activity history blockchain network 20 

206 for vehicle 204.  Trusted entity 224 may thus determine the 

current configuration of vehicle 204 from this information. 

Data veracity for vehicle configuration and activity 

history blockchain 222 at a node 208, 210, 212, 214, 216, 218, 

or 220 in vehicle configuration and activity history blockchain 25 

network 206 may be verified by checking the equivalent vehicle 

configuration and activity history blockchain at other nodes in 

vehicle configuration and activity history blockchain network 

206 and comparing hash values for the last blocks in the 

blockchains.  For example, to confirm the veracity of data from 30 

vehicle configuration and activity history blockchain 222 

obtained from node 208 of vehicle configuration and activity 

history blockchain network 206, trusted entity 224 may compare 
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the hash value for last block 246 in vehicle configuration and 

activity history blockchain 222 to the hash value of the last 

block in the corresponding vehicle configuration and activity 

history blockchain in one or more other nodes 210, 212, 214, 

216, 218, or 220 in vehicle configuration and activity history 5 

blockchain network 206.   

The illustration of vehicle configuration and activity 

history tracking system 200 in Figure 2 is not meant to imply 

physical or architectural limitations to the manner in which 

illustrative embodiments may be implemented.  Other components, 10 

in addition to or in place of the ones illustrated, may be used.  

Some components may be optional.  Also, the blocks are presented 

to illustrate some functional components.  One or more of these 

blocks may be combined, divided, or combined and divided into 

different blocks when implemented in an illustrative embodiment. 15 

Turning to Figure 3, an illustration of a part history 

tracking system is depicted in accordance with an illustrative 

embodiment.  Part history tracking system 300 is configured to 

track accurately the history of part 302.  Part history tracking 

system 300 may be configured to track the history of any 20 

appropriate number of any appropriate various types of parts.   

Part history tracking system 300 may be a vehicle part 

history tracking system that is configured to track the history 

of vehicle part 304.  Vehicle part 304 may be any appropriate 

part for any appropriate vehicle.  For example, vehicle part 304 25 

may be a part for vehicle 204 in Figure 2.  For example, without 

limitation, part history tracking system 300 may be an aircraft 

part history tracking system that is configured to track the 

history of aircraft part 305.  Aircraft part 305 may be any 

appropriate part for any appropriate aircraft.  For example, 30 

aircraft part 305 may be a part for aircraft 205 in Figure 2. In 

an alternative embodiment, part history tracking system 300 may 
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be configured to track the history of a part for a fixed or 

moveable platform other than a vehicle.   

Part history tracking system 300 comprises part history 

blockchain network 306.  Part history blockchain network 306 is 

an example of one possible implementation of part history 5 

blockchain network 104 in Figure 1 and part history blockchain 

network 260 in Figure 2.  Part history blockchain network 306 is 

a blockchain network that is set up to store and maintain 

history information for a number of parts.  For example, without 

limitation, part history blockchain network 306 may be a 10 

blockchain network that is configured to store and maintain 

aircraft part history information for aircraft part 305.  In 

this case, part history blockchain network 306 may be an 

aircraft part history blockchain network. 

Part history blockchain network 306 comprised a plurality 15 

of nodes.  A part history blockchain network in accordance with 

an illustrative embodiment may comprise any appropriate number 

of nodes.  In this example, part history blockchain network 306 

comprises nodes 308, 310, 312, 314, 316, 318, and 320.  A part 

history blockchain network in accordance with an illustrative 20 

embodiment may have more or fewer nodes than illustrated in 

Figure 3.  Each of nodes 308, 310, 312, 314, 316, 318, and 320 

in part history blockchain network 306 may be controlled by an 

entity that has agreed to participate in the operation and use 

of part history blockchain network 306 for the purpose of 25 

accurately tracking the history of part 302 over time.     

Part history information is stored in blockchains in part 

history blockchain network 306.  A part history blockchain may 

be created for each part 302 for which history information is to 

be tracked in part history blockchain network 306.  A copy of 30 

the part history blockchain for each part 302 may be maintained 

at each node 308, 310, 312, 314, 316, 318, and 320 in part 

history blockchain network 306.  For example, each node 308, 
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310, 312, 314, 316, 318, and 320 in part history blockchain 

network 306 may be configured to store a full copy of part 

history blockchain 322 for part 302.  For example, without 

limitation, each node 308, 310, 312, 314, 316, 318, and 320 in 

part history blockchain network 306 may be configured to store a 5 

full copy of part history blockchain 322 for aircraft part 305.  

In this case, part history blockchain 322 is an aircraft part 

history blockchain. 

Only trusted entity 324 may have permission to access part 

history blockchain network 306 to read information from and to 10 

submit changes to part history blockchain 322 for part 302.  For 

example, trusted entity 324 may be the owner of part 302 or any 

another entity that controls part 302.  For example, without 

limitation, trusted entity 324 may be a supplier of part 302 or 

an owner of a vehicle into which vehicle part 304 may be 15 

installed.  For example, trusted entity 324 may be an airline or 

other operator or owner of an aircraft into which aircraft part 

305 may be installed.  Another trusted entity 324, such as the 

manufacturer of an aircraft or other vehicle, a provider of 

maintenance and repair operations for an aircraft or other 20 

vehicle, or another appropriate entity, also may have permission 

to read information from and submit changes to part history 

blockchain 322 for part 302.  Another trusted entity 324 may 

receive permission to access part history blockchain network 306 

for part 302 from the owner of part 302. 25 

Trusted entity 324 may use part history tracking software 

325 to access part history blockchain 322 at one or more nodes 

308, 310, 312, 314, 316, 318, and 320 of part history blockchain 

network 306.  Part history tracking software 325 may be 

configured to run on a data processing system to provide various 30 

functions for accessing part history blockchain 322, reading 

information from part history blockchain 322, using information 

read from part history blockchain 322, and storing new 
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information in part history blockchain 322 in part history 

blockchain network 306.  Part history tracking software 325 may 

be implemented in any appropriate manner to perform the 

functions described herein. 

Part history blockchain 322 comprises a number of blocks.  5 

First block 330 in part history blockchain 322 may be created 

when part history blockchain 322 for part 302 is added to part 

history blockchain network 306.  For example, without 

limitation, part history blockchain 322 for part 302 may be 

added to part history blockchain network 306 when part 302 is 10 

originally created.  In this case, first block 330 in part 

history blockchain 322 for part 302 may include record 332 of 

information describing the creation of part 302, information 

describing part 302 at creation, or other appropriate initial 

information or various combinations of information for part 302.  15 

Alternatively, part history blockchain 322 for part 302 may be 

added to part history blockchain network 306 at some later time 

after part 302 is created.  In any case, first block 330 in part 

history blockchain 322 for part 302 may include information that 

describes part 302 at the time that part history blockchain 322 20 

for part 302 is added to part history blockchain network 306. 

First block 330 in part history blockchain 322 may be 

created and encrypted 333 using a conventional hash value.  

Subsequent blocks 342, 344, and 346 in part history blockchain 

322 may be created and encrypted 343, 345, 347, respectively, 25 

using a hash value with each new block referencing the previous 

blocks in part history blockchain 322.  As blocks are added to 

part history blockchain 322 the robust nature of the encryption 

increases as the encryption of each subsequent block is based on 

the previous blocks.  As a result, it becomes exponentially more 30 

difficult to fraudulently change any of blocks 330, 342, 344, or 

346 in part history blockchain 322 without being detected. 
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Trusted entity 324 with the proper permissions to access 

part history blockchain network 306 to provide updates to part 

history blockchain 322 for part 302 may submit transaction 354 

to part history blockchain network 306.  Transaction 354 may 

include new information about part 302.  For example, without 5 

limitation, transaction 354 may be generated in response to the 

occurrence of event 356 that may change or otherwise affect or 

involve part 302 and that it is desirable to record in part 

history blockchain network 306.  The information included in 

transaction 354 for recording in part history blockchain network 10 

306 may include appropriate information describing event 356.  

For example, information included in transaction 354 for 

recording in part history blockchain network 306 may include 

information regarding the creation, use, inspection, reworking, 

destruction, or other disposition of part 302. 15 

Information included in any new transaction 354 to be added 

to part history blockchain 322 in part history blockchain 

network 306 is propagated 358 across part history blockchain 

network 306 to all nodes 308, 310, 312, 314, 316, 318, and 320 

in part history blockchain network 306.  At each node 308, 310, 20 

312, 314, 316, 318, and 320 a new block 346 may be added to the 

copy of part history blockchain 322 maintained therein.  The new 

information regarding part 302 as indicated in transaction 354 

may be stored as record 352 of such information in newly added 

block 346. 25 

In accordance with an illustrative embodiment, event 356 

may be the installation of part 302 on a vehicle for which 

configuration and activity history information is recorded in 

vehicle configuration and activity history blockchain network 

360.  For example, event 356 may be the installation of vehicle 30 

part 304 on vehicle 204 for which configuration and activity 

history information is recorded in vehicle configuration and 

activity history blockchain network 206 in Figure 2.  In this 



 

24 

case, part history blockchain network 306 may receive part 

installation notification 362 from vehicle configuration and 

activity history blockchain network 360 or from another 

appropriate source.  Part installation notification 362 may 

identify part 302 being installed on a vehicle and may include 5 

any other appropriate information regarding the installation of 

part 302.  In this case, transaction 354 may include any 

appropriate information regarding the installation of part 302 

on a vehicle to be recorded in part history blockchain 322 for 

part 302.   10 

In response to receiving part installation notification 362 

or other information indicating that part 302 is installed, part 

history blockchain network 306 may send token 364 to aircraft 

configuration and activity history blockchain network 360 and 

may lock part history blockchain 322 for part 302 in part 15 

history blockchain network 306 to prevent any further changes to 

the information recorded in part history blockchain network 306 

for part 302.  Part history blockchain 322 for part 302 may 

remain locked until token 364 is returned to part history 

blockchain network 306, indicating that part 302 is removed from 20 

the vehicle in which it was installed.  Therefore, information 

regarding the installation of part 302 in record 352 in part 

history blockchain 322 may be the last information for part 302 

that is added to part history blockchain network 306 until part 

302 is removed from the vehicle on which it was installed and 25 

part history blockchain network 306 is unlocked to allow further 

information regarding part 302 to be recorded therein. 

Later, event 356 may be the removal of part 302 from the 

vehicle on which it was installed.  In this case, part history 

blockchain network 306 may receive part removal notification 366 30 

from vehicle configuration and activity history blockchain 

network 360 or from another appropriate source.  Part removal 

notification 366 may indicate that part 302 is removed from the 
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vehicle on which it was installed and may include any other 

appropriate information regarding the removal of part 302 from 

the vehicle.   

Token 364 may be returned to part history blockchain 

network 306 along with or as part of part removal notification 5 

366.  In response to receiving token 364, part history 

blockchain network 306 may unlock part history blockchain 322 

for part 302 in part history blockchain network 306 to allow 

changes to the information recorded in part history blockchain 

network 306 for part 302.  In this case, the first transaction 10 

354 to add new information for part 302 to part history 

blockchain network 306 after part history blockchain 322 for 

part 302 is unlocked may include information regarding the 

removal of part 302 from the vehicle on which it was installed. 

Trusted entity 324 with the proper permissions to access 15 

part history blockchain 322 for part 302 will be able to access 

part history blockchain network 306 and read information 368 for 

part 302 from part history blockchain 322.  Blocks 330, 342, 

344, and 346 in part history blockchain 322 include records 332, 

348, 350, and 352, respectively, of information regarding 20 

changes to part 302, activities involving part 302, or both, 

that has been submitted to part history blockchain network 306.  

Trusted entity 324 may thus determine the current state of part 

302 from this information.   

Data veracity for part history blockchain 322 at a node 25 

308, 310, 312, 314, 316, 318, or 320 in part history blockchain 

network 306 may be verified by checking the equivalent part 

history blockchain at other nodes in part history blockchain 

network 306 and comparing hash values for the last blocks in the 

blockchains.  For example, to confirm the veracity of data from 30 

part history blockchain 322 obtained from node 308 of part 

history blockchain network 306, trusted entity 324 may compare 

the hash value for last block 346 in part history blockchain 322 
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to the hash value of the last block in the corresponding 

blockchain in one or more other nodes 310, 312, 314, 316, 318, 

or 320 in part history blockchain network 306.   

The illustration of part history tracking system 300 in 

Figure 3 is not meant to imply physical or architectural 5 

limitations to the manner in which illustrative embodiments may 

be implemented.  Other components, in addition to or in place of 

the ones illustrated, may be used.  Some components may be 

optional.  Also, the blocks are presented to illustrate some 

functional components.  One or more of these blocks may be 10 

combined, divided, or combined and divided into different blocks 

when implemented in an illustrative embodiment. 

Turning to Figure 4, an illustration of a flowchart of a 

process of installing a part on a vehicle using interlocking 

part history and vehicle configuration and activity history 15 

blockchains is depicted in accordance with an illustrative 

embodiment.  Process 400 may be implemented, for example, in 

vehicle configuration and activity history blockchain network 

102 in Figure 1 or in vehicle configuration and activity history 

tracking system 200 in Figure 2. 20 

Process 400 may begin with receiving information regarding 

the installation of a part on a vehicle, wherein part history 

information for the part is recorded in a part history 

blockchain network (operation 402).  The received information 

may identify the part installed on the vehicle and may include 25 

other information regarding the installation of the part on the 

vehicle.  Information regarding the installation of the part on 

the vehicle may be recorded in a vehicle configuration and 

activity history blockchain for the part in a vehicle 

configuration and activity history blockchain network (operation 30 

404). 

A part installation notification may be sent to the part 

history blockchain network in which part history information for 
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the part is recorded (operation 406).  The part installation 

notification may identify the part that is installed and 

indicate that the part is installed on a vehicle.  The part 

history blockchain network may lock part history blockchains for 

the part therein to prevent any new information for the part 5 

from being recorded in the part history blockchain network for 

as long as the part is installed on a vehicle.  The part history 

blockchain network may send a token to the vehicle configuration 

and activity history blockchain network.  Part history 

blockchains for the part in the part history blockchain network 10 

may remain locked to prevent the addition of new information for 

the part until the token is returned to the part history 

blockchain network.  The token thus may be received and saved by 

the vehicle configuration and activity history blockchain 

network (operation 408), with the process terminating 15 

thereafter.  

Turning to Figure 5, an illustration of a flowchart of a 

process of removing a part from a vehicle using interlocking 

part history and vehicle configuration and activity history 

blockchains is depicted in accordance with an illustrative 20 

embodiment.  Process 500 may be implemented, for example, in 

vehicle configuration and activity history blockchain network 

102 in Figure 1 or in vehicle configuration and activity history 

tracking system 200 in Figure 2.  Process 500 may be performed 

at some time after process 400 in Figure 4 is performed.  The 25 

part, vehicle, part history blockchain network, and vehicle 

configuration and activity history blockchain network referred 

to in the description of process 500 may be the same as referred 

to in the description of process 400 in Figure 4.   

Process 500 may begin with receiving information regarding 30 

the removal of a part from a vehicle, wherein part history 

information for the part is recorded in a part history 

blockchain network (operation 502).  The received information 
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may identify the part that is removed from the vehicle and may 

include other information regarding the removal of the part from 

the vehicle.  Information regarding the removal of the part from 

the vehicle may be recorded in a vehicle configuration and 

activity history blockchain for the part in a vehicle 5 

configuration and activity history blockchain network (operation 

504). 

A part removal notification may be sent to the part history 

blockchain network in which part history information for the 

part is recorded (operation 506).  The part removal notification 10 

may identify the part that is removed and indicate that the part 

is removed from a vehicle on which it was installed.  The token 

received from the part history blockchain network also may be 

returned back to the part history blockchain network (operation 

508), with the process terminating thereafter.  In response to 15 

receiving the token, the part history blockchain network may 

unlock the part history blockchains for the part therein to 

allow new information for the part to be recorded in the part 

history blockchain network. 

Turning to Figure 6, an illustration of a flowchart of a 20 

process of storing part information for a part using 

interlocking part history and vehicle configuration and activity 

history blockchains is depicted in accordance with an 

illustrative embodiment.  Process 600 may be implemented, for 

example, in part history blockchain network 104 in Figure 1 or 25 

in part history tracking system 300 in Figure 3. 

Process 600 may begin with receiving a part installation 

notification for a part installed on a vehicle, wherein 

configuration and activity history information for the vehicle 

is recorded in vehicle configuration and activity history 30 

blockchains for the vehicle in a vehicle configuration and 

activity history blockchain network (operation 602).  The part 

installation notification may identify the part, indicate that 
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the part is installed on a vehicle, and provide other 

appropriate information regarding the installation of the part 

on the vehicle.  The part installation notification may be 

provided by the vehicle configuration and activity history 

blockchain network or by another appropriate source. 5 

Information regarding the installation of the part on the 

vehicle may be recorded in part history blockchains for the part 

in a part history blockchain network (operation 604).  The part 

history blockchains for the part in the part history blockchain 

network then may be locked (operation 606) to prevent any 10 

further additions to the information for the part from being 

recorded in the part history blockchain network.  A token may be 

sent to the vehicle configuration and activity history 

blockchain network in which information for the vehicle on which 

the part is installed is recorded (operation 608). 15 

The part history blockchain network will remain locked to 

prevent the addition of information regarding the part until the 

token is returned, indicating that the part has been removed 

from the vehicle on which it was installed.  Thus, it may be 

determined whether the token is received back from the vehicle 20 

configuration and activity history blockchain network (operation 

610).  In response to a determination that the token has been 

returned, the part history blockchains for the part in the part 

history blockchain network may be unlocked (operation 612) to 

allow additional information for the part to be added thereto.   25 

A part removal notification may be received (operation 

614).  The part removal notification may include information 

regarding the removal of the part from the vehicle.  The part 

removal notification may be provided from the vehicle 

configuration and activity history blockchain network in which 30 

information for the vehicle from which the part is removed is 

recorded.  Information regarding the removal of the part from 

the vehicle may be recorded in the part history blockchains for 
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the part in the part history blockchain network (operation 616), 

with the process terminating thereafter.  The information 

regarding the removal of the part thus may be the first 

information regarding the part that is recorded in the part 

history blockchain network after the part history blockchain 5 

network is unlocked at operation 612.    

Turning to Figure 7, an illustration of a block diagram of 

a data processing system is depicted in accordance with an 

illustrative embodiment.  Data processing system 700 is an 

example of one possible implementation of a data processing 10 

system for performing the functions of interlocking blockchains 

as described herein.  For example, without limitation, data 

processing system 700 is an example of one possible 

implementation of a data processing system for implementing 

vehicle configuration and activity history blockchain network 15 

102 and part history blockchain network 104 in Figure 1.   

In this illustrative example, data processing system 700 

includes communications fabric 702.  Communications fabric 702 

provides communications between processor unit 704, memory 706, 

persistent storage 708, communications unit 710, input/output 20 

(I/O) unit 712, and display 714.  Memory 706, persistent storage 

708, communications unit 710, input/output (I/O) unit 712, and 

display 714 are examples of resources accessible by processor 

unit 704 via communications fabric 702. 

Processor unit 704 serves to run instructions for software 25 

that may be loaded into memory 706.  Processor unit 704 may be a 

number of processors, a multi-processor core, or some other type 

of processor, depending on the particular implementation.  

Further, processor unit 704 may be implemented using a number of 

heterogeneous processor systems in which a main processor is 30 

present with secondary processors on a single chip.  As another 

illustrative example, processor unit 704 may be a symmetric multi-

processor system containing multiple processors of the same type. 
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Memory 706 and persistent storage 708 are examples of 

storage devices 716.  A storage device is any piece of hardware 

that is capable of storing information, such as, for example, 

without limitation, data, program code in functional form, and 

other suitable information either on a temporary basis or a 5 

permanent basis.  Storage devices 716 also may be referred to as 

computer readable storage devices in these examples.  Memory 

706, in these examples, may be, for example, a random access 

memory or any other suitable volatile or non-volatile storage 

device.  Persistent storage 708 may take various forms, 10 

depending on the particular implementation.  

For example, persistent storage 708 may contain one or more 

components or devices.  For example, persistent storage 708 may 

be a hard drive, a flash memory, a rewritable optical disk, a 

rewritable magnetic tape, or some combination of the above.  The 15 

media used by persistent storage 708 also may be removable.  For 

example, a removable hard drive may be used for persistent 

storage 708.   

Communications unit 710, in these examples, provides for 

communications with other data processing systems or devices.  20 

In these examples, communications unit 710 is a network 

interface card.  Communications unit 710 may provide 

communications through the use of either or both physical and 

wireless communications links.   

Input/output (I/O) unit 712 allows for input and output of 25 

data with other devices that may be connected to data processing 

system 700.  For example, input/output (I/O) unit 712 may 

provide a connection for user input through a keyboard, a mouse, 

and/or some other suitable input device.  Further, input/output 

(I/O) unit 712 may send output to a printer.  Display 714 30 

provides a mechanism to display information to a user.   

Instructions for the operating system, applications, and/or 

programs may be located in storage devices 716, which are in 
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communication with processor unit 704 through communications 

fabric 702.  In these illustrative examples, the instructions 

are in a functional form on persistent storage 708.  These 

instructions may be loaded into memory 706 for execution by 

processor unit 704.  The processes of the different embodiments 5 

may be performed by processor unit 704 using computer-

implemented instructions, which may be located in a memory, such 

as memory 706. 

These instructions are referred to as program instructions, 

program code, computer usable program code, or computer readable 10 

program code that may be read and executed by a processor in 

processor unit 704.  The program code in the different 

embodiments may be embodied on different physical or computer 

readable storage media, such as memory 706 or persistent storage 

708.   15 

Program code 718 is located in a functional form on 

computer readable media 720 that is selectively removable and 

may be loaded onto or transferred to data processing system 700 

for execution by processor unit 704.  Program code 718 and 

computer readable media 720 form computer program product 722 in 20 

these examples.  In one example, computer readable media 720 may 

be computer readable storage media 724 or computer readable 

signal media 726.   

Computer readable storage media 724 may include, for 

example, an optical or magnetic disk that is inserted or placed 25 

into a drive or other device that is part of persistent storage 

708 for transfer onto a storage device, such as a hard drive, 

that is part of persistent storage 708.  Computer readable 

storage media 724 also may take the form of a persistent 

storage, such as a hard drive, a thumb drive, or a flash memory, 30 

that is connected to data processing system 700.  In some 

instances, computer readable storage media 724 may not be 

removable from data processing system 700.   
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In these examples, computer readable storage media 724 is a 

physical or tangible storage device used to store program code 

718 rather than a medium that propagates or transmits program 

code 718.  Computer readable storage media 724 is also referred 

to as a computer readable tangible storage device or a computer 5 

readable physical storage device.  In other words, computer 

readable storage media 724 is a media that can be touched by a 

person. 

Alternatively, program code 718 may be transferred to data 

processing system 700 using computer readable signal media 726.  10 

Computer readable signal media 726 may be, for example, a 

propagated data signal containing program code 718.  For 

example, computer readable signal media 726 may be an 

electromagnetic signal, an optical signal, and/or any other 

suitable type of signal.  These signals may be transmitted over 15 

communications links, such as wireless communications links, 

optical fiber cable, coaxial cable, a wire, and/or any other 

suitable type of communications link.  In other words, the 

communications link and/or the connection may be physical or 

wireless in the illustrative examples. 20 

In some illustrative embodiments, program code 718 may be 

downloaded over a network to persistent storage 708 from another 

device or data processing system through computer readable 

signal media 726 for use within data processing system 700.  For 

instance, program code stored in a computer readable storage 25 

medium in a server data processing system may be downloaded over 

a network from the server to data processing system 700.  The 

data processing system providing program code 718 may be a 

server computer, a client computer, or some other device capable 

of storing and transmitting program code 718. 30 

The different components illustrated for data processing 

system 700 are not meant to provide architectural limitations to 

the manner in which different embodiments may be implemented.  
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The different illustrative embodiments may be implemented in a 

data processing system including components in addition to 

and/or in place of those illustrated for data processing system 

700.  Other components shown in Figure 7 can be varied from the 

illustrative examples shown.  The different embodiments may be 5 

implemented using any hardware device or system capable of 

running program code.  As one example, data processing system 

700 may include organic components integrated with inorganic 

components and/or may be comprised entirely of organic 

components excluding a human being.  For example, a storage 10 

device may be comprised of an organic semiconductor. 

In another illustrative example, processor unit 704 may 

take the form of a hardware unit that has circuits that are 

manufactured or configured for a particular use.  This type of 

hardware may perform operations without needing program code to 15 

be loaded into a memory from a storage device to be configured 

to perform the operations.  

For example, when processor unit 704 takes the form of a 

hardware unit, processor unit 704 may be a circuit system, an 

application specific integrated circuit (ASIC), a programmable 20 

logic device, or some other suitable type of hardware configured 

to perform a number of operations.  With a programmable logic 

device, the device is configured to perform the number of 

operations.  The device may be reconfigured at a later time or 

may be permanently configured to perform the number of 25 

operations.  Examples of programmable logic devices include, for 

example, a programmable logic array, a programmable array logic, 

a field programmable logic array, a field programmable gate 

array, and other suitable hardware devices.  With this type of 

implementation, program code 718 may be omitted, because the 30 

processes for the different embodiments are implemented in a 

hardware unit. 
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In still another illustrative example, processor unit 704 

may be implemented using a combination of processors found in 

computers and hardware units.  Processor unit 704 may have a 

number of hardware units and a number of processors that are 

configured to run program code 718.  With this depicted example, 5 

some of the processes may be implemented in the number of 

hardware units, while other processes may be implemented in the 

number of processors. 

In another example, a bus system may be used to implement 

communications fabric 702 and may be comprised of one or more 10 

buses, such as a system bus or an input/output bus.  Of course, 

the bus system may be implemented using any suitable type of 

architecture that provides for a transfer of data between 

different components or devices attached to the bus system.   

Additionally, communications unit 710 may include a number 15 

of devices that transmit data, receive data, or both transmit 

and receive data.  Communications unit 710 may be, for example, 

a modem or a network adapter, two network adapters, or some 

combination thereof.  Further, a memory may be, for example, 

memory 706, or a cache, such as that found in an interface and 20 

memory controller hub that may be present in communications fabric 

702.   

The flowcharts and block diagrams described herein 

illustrate the architecture, functionality, and operation of 

possible implementations of systems, methods, and computer 25 

program products according to various illustrative embodiments.  

In this regard, each block in the flowcharts or block diagrams 

may represent a module, segment, or portion of code, which 

comprises one or more executable instructions for implementing 

the specified logical function or functions.  It should also be 30 

noted that, in some alternative implementations, the functions 

noted in a block may occur out of the order noted in the 

figures.  For example, the functions of two blocks shown in 
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succession may be executed substantially concurrently, or the 

functions of the blocks may sometimes be executed in the reverse 

order, depending upon the functionality involved.   

The description of the different illustrative embodiments 

has been presented for purposes of illustration and description, 5 

and is not intended to be exhaustive or limited to the 

embodiments in the form disclosed.  Many modifications and 

variations will be apparent to those of ordinary skill in the 

art.  Further, different illustrative embodiments may provide 

different features as compared to other desirable embodiments.  10 

The embodiment or embodiments selected are chosen and described 

in order to best explain the principles of the embodiments, the 

practical application, and to enable others of ordinary skill in 

the art to understand the disclosure for various embodiments 

with various modifications as are suited to the particular use 15 

contemplated. 

Further, the disclosure comprises embodiments according to 

the following clauses: 

 

Clause 1: A method of installing a part on a vehicle, 20 

comprising: 

receiving information regarding installation of the part 

on the vehicle, wherein information for the part is recorded in 

part history blockchains for the part in a part history 

blockchain network; 25 

recording the information regarding the installation of the 

part in vehicle configuration and activity history blockchains 

for the vehicle in a vehicle configuration and activity history 

blockchain network; and 

locking the part history blockchains for the part to 30 

prevent adding information for the part to the part history 

blockchains for the part for as long as the part is installed on 

the vehicle. 
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Clause 2: The method of clause 1, wherein locking the part 

history 

blockchains for the part comprises sending a part installation 

notification to the part history blockchain network, wherein the 5 

part installation notification identifies the part and indicates 

that the part is installed on the vehicle, and wherein the part 

history blockchain network locks the part history blockchains 

for the part in response to receiving the part installation 

notification. 10 

 

Clause 3. The method of any of clauses 1-2 further 

comprising: 

 receiving information regarding removal of the part from 

the vehicle; 15 

 recording the information regarding the removal of the part 

from the vehicle in the vehicle configuration and activity 

history blockchains for the vehicle in the vehicle configuration 

and activity history blockchain network; and 

 unlocking the part history blockchains for the part to 20 

allow adding information for the part to the part history 

blockchains for the part in the part history blockchain network. 

 

Clause 4. The method of clause 3 further comprising sending 

a part removal notification to the part history blockchain 25 

network, wherein the part removal notification identifies the 

part and indicates that the part is removed from the vehicle. 

 

Clause 5. The method of any of clauses 1-4 further 

comprising receiving a token from the part history blockchain 30 

network, wherein the part history blockchains for the part will 

remain locked until the token is returned back to the part 

history blockchain network. 
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Clause 6. The method of clause 5 further comprising: 

receiving information regarding removal of the part from 

the vehicle; 

 recording the information regarding the removal of the 5 

part from the vehicle in the vehicle configuration and activity 

history blockchains for the vehicle in the vehicle configuration 

and activity history blockchain network; and 

 sending the token back to the part history blockchain 

network to unlock the part history blockchains for the part to 10 

allow adding information for the part to the part history 

blockchains for the part in the part history blockchain network. 

 

Clause 7. The method of any of clauses 1-6, wherein the 

vehicle is an aircraft and the part is an aircraft part for the 15 

aircraft. 

 

Clause 8. A method of recording information for a part, 

comprising: 

receiving a part installation notification by a part 20 

history blockchain network, wherein the part installation 

notification identifies the part and indicates that the part is 

installed on a vehicle, wherein the part history blockchain 

network comprises part history blockchains for the part that are 

configured to record the information for the part, and wherein 25 

configuration and activity history information for the vehicle 

is recorded in vehicle configuration and activity history 

blockchains for the vehicle in a vehicle configuration and 

activity history blockchain network; and 

locking the part history blockchains for the part in 30 

response to receiving the part installation notification to 

prevent adding the information for the part to the part history 
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blockchains for the part for as long as the part is installed on 

the vehicle. 

 

Clause 9. The method of clause 8, wherein the part 

installation notification comprises information regarding the 5 

installation of the part on the vehicle, and further comprising 

recording the information regarding the installation of the part 

on the vehicle in the part history blockchains for the part 

before locking the part history blockchains for the part. 

 10 

Clause 10. The method of any of clauses 8-9 further 

comprising: 

 receiving a part removal notification by the part 

history blockchain network, wherein the part removal 

notification identifies the part and indicates that the part is 15 

removed from the vehicle; and 

 unlocking the part history blockchains for the part in 

response to receiving the part removal notification to allow 

adding the information for the part to the part history 

blockchains for the part in the part history blockchain network. 20 

 

Clause 11. The method of clause 10, wherein the part 

removal notification comprises information regarding the removal 

of the part from the vehicle, and further comprising recording 

the information regarding the removal of the part from the 25 

vehicle in the part history blockchains for the part after 

unlocking the part history blockchains for the part. 

 

Clause 12. The method of any of clauses 8-11 further 

comprising sending a token from the part history blockchain 30 

network to the vehicle configuration and activity history 

blockchain network, wherein the part history blockchains for the 
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part will remain locked until the token is returned back to the 

part history blockchain network. 

 

Clause 13. The method of clause 12 further comprising: 

receiving the token back from the vehicle configuration and 5 

activity history blockchain network by the part history 

blockchain network; and 

 unlocking the part history blockchains for the part in 

response to receiving the token back from the vehicle 

configuration and activity history blockchain network. 10 

 

Clause 14. The method of any of clauses 8-13, wherein 

the vehicle is an aircraft and the part is an aircraft part for 

the aircraft. 

 15 

Clause 15. An apparatus for recording information for a 

part, comprising a data processing system in a part history 

blockchain network configured to: 

receive a part installation notification, wherein the part 

installation notification identifies the part and indicates that 20 

the part is installed on a vehicle, wherein the part history 

blockchain network comprises part history blockchains for the 

part that are configured to record the information for the part, 

and wherein configuration and activity history information for 

the vehicle is recorded in vehicle configuration and activity 25 

history blockchains for the vehicle in a vehicle configuration 

and activity history blockchain network; and 

lock the part history blockchains for the part in response 

to receiving the part installation notification to prevent 

adding the information for the part to the part history 30 

blockchains for the part for as long as the part is installed on 

the vehicle. 
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Clause 16. The apparatus of clause 15, wherein the part 

installation notification comprises information regarding the 

installation of the part on the vehicle, and wherein the data 

processing system is configured to record the information 

regarding the installation of the part on the vehicle in the 5 

part history blockchains for the part before locking the part 

history blockchains for the part. 

 

Clause 17. The apparatus of any of clauses 15-16, 

wherein the data processing system is configured to: 10 

 receive a part removal notification, wherein the part 

removal notification comprises information regarding removal of 

the part from the vehicle, wherein the information regarding the 

removal of the part from the vehicle identifies the part and 

indicates that the part is removed from the vehicle; 15 

 unlock the part history blockchains for the part in 

response to receiving the part removal notification to allow 

adding the information for the part to the part history 

blockchains for the part in the part history blockchain network; 

and 20 

record the information regarding the removal of the part 

from the vehicle in the part history blockchains for the part 

after unlocking the part history blockchains for the part. 

 

Clause 18. The apparatus of any of clauses 15-17, 25 

wherein the data processing system is configured to send a token 

from the part history blockchain network to the vehicle 

configuration and activity history blockchain network, wherein 

the part history blockchains for the part will remain locked 

until the token is returned back to the part history blockchain 30 

network. 
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Clause 19. The apparatus of clause 18, wherein the data 

processing system is configured to: 

receive the token back from the vehicle configuration and 

activity history blockchain network; and 

 unlock the part history blockchains for the part in 5 

response to receiving the token back from the vehicle 

configuration and activity history blockchain network. 

 

Clause 20. The apparatus of any of clauses 15-19, 

wherein the vehicle is an aircraft and the part is an aircraft 10 

part for the aircraft. 
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CLAIMS: 

 

What is claimed is: 

 

1. A method of installing a part (302) on a vehicle (204), 5 

comprising: 

 receiving information regarding installation of the part 

(302) on the vehicle (204), wherein information for the part 

(204) is recorded in part history blockchains (322) for the part 

(302) in a part history blockchain network (306); 10 

recording the information regarding the installation of the 

part (302) in vehicle configuration and activity history 

blockchains (222) for the vehicle (204) in a vehicle 

configuration and activity history blockchain network (206); and 

locking the part history blockchains (322) for the part 15 

(302) to prevent adding information for the part (302) to the 

part history blockchains (322) for the part (302) for as long as 

the part (302) is installed on the vehicle (204). 

 

2. The method of claim 1, wherein locking the part history 20 

blockchains (322) for the part (302) comprises sending a part 

installation notification (262) to the part history blockchain 

network (306), wherein the part installation notification (262) 

identifies the part (302) and indicates that the part (302) is 

installed on the vehicle (204), and wherein the part history 25 

blockchain network (306) locks the part history blockchains 

(322) for the part (302) in response to receiving the part 

installation notification (262). 

 

3. The method of any of claims 1-2 further comprising: 30 

 receiving information regarding removal of the part (302) 

from the vehicle (204); 
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 recording the information regarding the removal of the part 

(302) from the vehicle (204) in the vehicle configuration and 

activity history blockchains (222) for the vehicle (204) in the 

vehicle configuration and activity history blockchain network 

(206); and 5 

 unlocking the part history blockchains (322) for the part 

(302) to allow adding information for the part (302) to the part 

history blockchains (322) for the part (302) in the part history 

blockchain network (306). 

 10 

4. The method of claim 3 further comprising sending a part 

removal notification (266) to the part history blockchain 

network (306), wherein the part removal notification (266) 

identifies the part (302) and indicates that the part (302) is 

removed from the vehicle (204). 15 

 

5. The method of any of claims 1-4 further comprising 

receiving a token (264) from the part history blockchain network 

(306), wherein the part history blockchains (322) for the part 

(302) will remain locked until the token (264) is returned back 20 

to the part history blockchain network (306). 

 

6. The method of claim 5 further comprising: 

receiving information regarding removal of the part (302) 

from the vehicle (204); 25 

 recording the information regarding the removal of the part 

(302) from the vehicle (204) in the vehicle configuration and 

activity history blockchains (222) for the vehicle (204) in the 

vehicle configuration and activity history blockchain network 

(206); and 30 

 sending the token (264) back to the part history blockchain 

network (306) to unlock the part history blockchains (322) for 

the part (302) to allow adding information for the part (302) to 
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the part history blockchains (322) for the part (302) in the 

part history blockchain network (306). 

 

7. The method of any of claims 1-6, wherein the vehicle (204) 

is an aircraft (205) and the part (302) is an aircraft part 5 

(305) for the aircraft (205). 

 

8. A method of recording information for a part (302), 

comprising: 

receiving a part installation notification (362) by a part 10 

history blockchain network (306), wherein the part installation 

notification (362) identifies the part (302) and indicates that 

the part (302) is installed on a vehicle (204), wherein the part 

history blockchain network (306) comprises part history 

blockchains (322) for the part (302) that are configured to 15 

record the information for the part (302), and wherein 

configuration and activity history information for the vehicle 

(204) is recorded in vehicle configuration and activity history 

blockchains (222) for the vehicle (204) in a vehicle 

configuration and activity history blockchain network (206); and 20 

locking the part history blockchains (322) for the part 

(302) in response to receiving the part installation 

notification (362) to prevent adding the information for the 

part (302) to the part history blockchains (322) for the part 

(302) for as long as the part (302) is installed on the vehicle 25 

(204). 

 

9. The method of claim 8, wherein the part installation 

notification (362) comprises information regarding the 

installation of the part (302) on the vehicle (204), and further 30 

comprising recording the information regarding the installation 

of the part (302) on the vehicle (204) in the part history 
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blockchains (322) for the part (302) before locking the part 

history blockchains (322) for the part (302). 

 

10. The method of any of claims 8-9 further comprising: 

 receiving a part removal notification (366) by the part 5 

history blockchain network (306), wherein the part removal 

notification (366) identifies the part (302) and indicates that 

the part (302) is removed from the vehicle (204); and 

 unlocking the part history blockchains (322) for the part 

(302) in response to receiving the part removal notification 10 

(366) to allow adding the information for the part (302) to the 

part history blockchains (322) for the part (302) in the part 

history blockchain network (306). 

 

11. The method of claim 10, wherein the part removal 15 

notification (366) comprises information regarding the removal 

of the part (302) from the vehicle (204), and further comprising 

recording the information regarding the removal of the part 

(302) from the vehicle (204) in the part history blockchains 

(322) for the part (302) after unlocking the part history 20 

blockchains (322) for the part (302). 

 

12. The method of any of claims 8-11 further comprising sending 

a token (364) from the part history blockchain network (306) to 

the vehicle configuration and activity history blockchain 25 

network (206), wherein the part history blockchains (322) for 

the part (302) will remain locked until the token (364) is 

returned back to the part history blockchain network (306). 

 

13. The method of claim 12 further comprising: 30 

receiving the token (364) back from the vehicle 

configuration and activity history blockchain network (206) by 

the part history blockchain network (306); and 
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 unlocking the part history blockchains (322) for the part 

(302) in response to receiving the token (364) back from the 

vehicle configuration and activity history blockchain network 

(206). 

 5 

14. The method of any of claims 8-13, wherein the vehicle (204) 

is an aircraft (205) and the part (302) is an aircraft part 

(305) for the aircraft (205). 

 

15. An apparatus for recording information for a part (302), 10 

comprising a data processing system (700) in a part history 

blockchain network (306) configured to: 

receive a part installation notification (362), wherein the 

part installation notification (362) identifies the part (302) 

and indicates that the part (302) is installed on a vehicle 15 

(204), wherein the part history blockchain network (306) 

comprises part history blockchains (322) for the part (302) that 

are configured to record the information for the part (302), and 

wherein configuration and activity history information for the 

vehicle (204) is recorded in vehicle configuration and activity 20 

history blockchains (222) for the vehicle (204) in a vehicle 

configuration and activity history blockchain network (206); and 

lock the part history blockchains (322) for the part (302) 

in response to receiving the part installation notification 

(362) to prevent adding the information for the part (302) to 25 

the part history blockchains (322) for the part (302) for as 

long as the part (302) is installed on the vehicle (204). 

 

16. The apparatus of claim 15, wherein the part installation 

notification (362) comprises information regarding the 30 

installation of the part (302) on the vehicle (204), and wherein 

the data processing system (700) is configured to record the 

information regarding the installation of the part (302) on the 
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vehicle (204) in the part history blockchains (322) for the part 

(302) before locking the part history blockchains (322) for the 

part (302). 

 

17. The apparatus of any of claims 15-16, wherein the data 5 

processing system (700) is configured to: 

 receive a part removal notification (366), wherein the part 

removal notification (366) comprises information regarding 

removal of the part (302) from the vehicle (204), wherein the 

information regarding the removal of the part (302) from the 10 

vehicle (204) identifies the part (302) and indicates that the 

part (302) is removed from the vehicle (204); 

 unlock the part history blockchains (322) for the part 

(302) in response to receiving the part removal notification 

(366) to allow adding the information for the part (302) to the 15 

part history blockchains (322) for the part (302) in the part 

history blockchain network (306); and 

record the information regarding the removal of the part 

(302) from the vehicle (204) in the part history blockchains 

(322) for the part (302) after unlocking the part history 20 

blockchains (322) for the part (302). 

 

18. The apparatus of any of claims 15-17, wherein the data 

processing system (700) is configured to send a token (364) from 

the part history blockchain network (306) to the vehicle 25 

configuration and activity history blockchain network (206), 

wherein the part history blockchains (322) for the part (302) 

will remain locked until the token (364) is returned back to the 

part history blockchain network (306). 

 30 

19. The apparatus of claim 18, wherein the data processing 

system (700) is configured to: 
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receive the token (364) back from the vehicle configuration 

and activity history blockchain network (206); and 

 unlock the part history blockchains (322) for the part 

(302) in response to receiving the token (364) back from the 

vehicle configuration and activity history blockchain network 5 

(206). 

 

20. The apparatus of any of claims 15-19, wherein the vehicle 

(204) is an aircraft (205) and the part (302) is an aircraft 

part (305) for the aircraft (205). 10 

 

 

 

  


