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Striping, Striping involves spreading data blocks across storage devices in a round-
robin fashion. When storing data blocks in a RAID storage system, a number of data
blocks known as a stxip is stored in each storage device. The size of a strip may be
determined by a particular RAID implementation or may be configurable. A row of ‘
strips comprising a first strip stored on a first storage device and subsequent strips

stored on subsequent storage devices is known as a stripe. The size of a stripe is the
total size of all strips comprising the stripe. The use of multiple independent storage

* devices to store data blocks in this way provides for high performance I/O operations
when compared to a single storage device because multiple storage devices can act in
parallel during I/O operations. =



devices to store data blocks in this way provides for
hi gh performance 1/ O operations when conpared to a
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can act in parallel during I/O operations.[004]
Physi cal storage devices such as di sk storage devices
are renowned for poor re liability and it is a further
function of a RAID controller to provide a reliable
storage system One techniqué& to provide reliability
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represen trip of data (top row) or parity (bottom
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[009] 3. The pattern repeats to cover the entire array.
[010] 4. Each data strip contributes to exactly two parity strips.
[011] 5. Each data strip and its two parity strips lie on different disks.
[012] 6. No two data strips share the same two parity strips.
[013] 7. If any two disks (columns) are removed, the missing data can be recovered from

the remaining two disks.
[014] For example, remove the first (Ieft-hand) two disks. It is possible to recover A from:
[015] C xor (A xor C).



[010] 4. Each data strip contributes to exactly two
parity strips. [011] 5. Each data strip and its two

w@asosoyisgtrips lie on different disks. [012] 6PCTNMBP10M051150
data strips share the sanme two parity strips. [013] 7.
If any two disks (colums) are renoved, the m ssing
data can be recovered fromthe remaini ng two di sks.
[014] For exanple, renove the first (left-hand) two
disks. It is possible to recéver A from [015] C xor
(A xor C).[016] It is then also possible to recover B
from_[017] A xor_(A xorB 018] Wien a wite
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[021] The drawback to this approach is that it requires a large amount of NVS -- enough
to cope with as many concurrent writes as the controller needs to perform acceptably.
In the past this has been acceptable because a single storage controller typically
supplied both fastwrite cache and RAID function - only one piece of NVS, shared by
the two components, is required.

[022] In a storage area network (SAN) environment, however, it may be desizable to have
cache and RAID in separate boxes. Using NVS for RAID updates means that both the




reset or the disks | ose power during the wites, the
controller is able to try the wites again because the
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NVS. If the wites succeed, no further action is
required to resynchronize the pattern. Even if one

di sk (or even two di sks for doubly-redundant arrays)
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The arrangement of the first aspect may further comprise RAID storage, which may
preferably be RAID-5 storage.
The arrangement of the first aspect may be adapted to perform lazy parity update.
The arrangement of the first aspect may preferably further comprise a fastwrite

cache.
In a second aspect, the present invention provides a Tnethod for safely writing data

and parity to multiply-redundant storage comprising storing at least a first mark in a
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gr %gwnﬁmhﬁgupé@u@ﬁdundancy [037] Preferably, all

[042&S 038] qﬁ?‘i I?si%f IR ga{éefsegt{t 'ﬂ\{%ﬁ‘u&? é\’olutd s Q 8 ﬁ{ei' ?&g&%jcompnsmg
COMmOipsites PRATAN swr@r@@dle[ims@}an rele ghinto a

st Qfo?tgﬁte‘r Sysoah bhbexeb@bdfRreoh Qftehornt bl tﬂBbt'&?ﬂoﬂhe hi&&lod of the

second as ect preferably further conprises a step of
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[045] A further advantage of the present invention is that it is scalable from doubly-
redundant arrays to arrays having higher orders of redundancy.
Brief Description of the Drawings
[046] A preferred embodiment of the present invention will now be described, by way of
example only, with reference to the accompanying drawings, in which:
[047] Figure 1 shows a well known encoding scheme for a four-disk array;
[048] Figure 2 shows a block schematic of an arrangement of apparatus according to a
preferred embodiment of the present invention.
[049] Figure 3 shows the steps of a metbod according to a preferred embodiment of the

present invention.
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conmput er system and executed thereon, performall the

steps of the nethod of the second aspect. [043]
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protection agai nst a conbination of a disk failure and

a power reset or of a disk failure and a controller
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enc |nF 1. Wites to this
?]g ‘g%f]éor Ixogﬁ hfsf és for both strips A
[05 ndB érléeaslubchombolétpammﬁsa@tu me, the array
[05‘{?0 ntregl Cﬁf:ulﬁ‘ﬂe'tﬂle {eoRNRwW bhrdtly fAsl tHeh8fontdlvtl pdritekor'd With the parity

{neeia- A3orBFA riﬁqﬂ%ﬁ%wﬁlfﬁaq@ee‘iiégg e r&d.

[058Thi s §eWuite\Beomn top of B52}—-1- WRea#l0t he ol d data, B. [053]
05H;  CoBCWRL e o B gty 49D, B XOrwhle st 0541 3. Read

first arit 055] Iculate t he
[06G]j r st nwfpf&lmswnﬂ P@W fA -F%ft o‘F‘d"HaWP "d with
[0611he Pl Wwily béleledrato oné Skilked irlhe uirthdt Boxe reoBdehngAm m3sible without

B' x@r D [ 056] Read the second old parity, A xor
géﬂ %gresﬁtgte t he second new parity fromthe

[062 econdn me@rqfermct gmbodimentsjof thetnreseplinyenfionel mark if stosed in NVRAM

B) &Pﬁmﬁtﬁlﬁﬂ@ﬁxf}khé’%ﬁ Within ﬂw&ﬂ&eﬁ thatﬁ@@e‘iﬂ%]@nttéﬂ or &ch of writes
Blo%?yﬁpo . < Wite #0 [059] 8. Wite the first new

par r DD < Wite #1 [060] 9. Wite the second
[063]ew pHuiting toAigure 2Bhere &s ¥howe a @rrangement of apparatus 100 for safely

writing data and parity to multiply-redundant storage comprising a first write
component 112 comprising a writer 102 which cooperates with a first storage
component 108 to store a mark to index uniquely a pattern that is to be written by a
data write, and which then performs a write operation to storage (110). Write
component 112 may further contain a second writer 104 which also cooperates with a
first storage component 108 to store at mark to index uniquely a pattern that is to be
written by a first parity write, and which then performs a write operation to storage
110. In the case of a non-atomic write to storage, the data and parity may be written in
parallel as shown by parallel writes 114. In the case of a write which must preserve
atomicity, component 112 is effectively decomposed to provide two independent
writers 102, 104, and the writes shown in the parallel write component 112 are
decomposed into a serialized pair of writes, the first of data, and the second of the first
parity (and note that the second parity write must also be serialized).

[064] A third writer 106 cooperates with storage component 108 to overwrite the mark in
storage with at least a further mark to index uniquely a pattern to be written by a




[061] (It will be clear to one skilled in the art that
sone reordering is possible wthout affecting the end
WO e@aloo1s¥1 [ 062] In the preferred enbodi nents OPCT/BR2004/051150
present invention, amarkis stored in NVRAMto uni quely
identify the strip within the pattern that is being
witten on each of wites #0, #l, and#2. [063] Turning
to Figure 2, there is shown an arrangenent of
apparatus 100 for safely witding data and parity to
mul ti ply-redundant storage conprising a first wite
corrpon nt 112 conpyfi Sing. a iter 102 whj cooper at es
wi CHEO3d PRHE T ben its #he parit o Forags %‘?)e amark to
[065] ndexXThe hifguedtiprestqret hlestnragla admpanehol (8 which i s NWRAM is:

[066]‘[:j gt 2 t’[\(%aléﬁ Ie ()?@)83 Fﬂ qb(;l{g%&n&gﬁ {](fﬂlﬁgﬁ (g ﬂu1 ltoﬂq{rﬁgé e pattern is

c omeneried dowa thenarraw)i t er 104 whi ch al so cooperates with
[o6712 fi "I?nE ifdeR0PAR: EATRERDRIng Jva%tea (9 bEhAs witRb K- di& m@@k@xm

1068} e %mafg?%hﬁ%r%aﬂ&aaﬁk 18 12 e o Eloghly Bovad il aray)

op@uaentlyrbetngmeowage 110. In the case of a non-atom c

Wr it i
[069] %EQT,L%P@&IS S &ggﬂlguéfﬁi F@i\r%rvm{es in ¥ ﬂrth%%ﬁﬁem is being
cadttish. Thogs ¥ @iRIASHS Mkt ofspRisemes Biypiemagon, including, for

c O RRA1SIS butlib? libsitel tb it uedfyX-decovadinsetwitiin epatteen. Tywill be
ARBPALAR NN SR o iing 8A%hat Rl LGSy SABMRIN pre-

the para e co nen econpo |
sesenationsd pair of wites, the first of data and the

[070]8 e c O MhisGhednt that ithedati stokelddin NeVFIAMTEL EhdnBed bdfb@ eB@E i, The use

- oF B %‘&@5’6‘6@ Q?Séglg%f) shove Hy?) Vel %f%%%ﬁ Zﬁiow%sﬁegs to the

ovalgmthneabdve mark in storage with at |east a further
[071]rmrk6h°SéWAM't&TPLtYer§PPE% o Rvigohpe written by

asecond parity wite, en'wites the parity to
[072]st or dg¥ ™9 B. o 6859 Brhe i nf or mati on stored in storage

[073]conpdAe Bét NURAMAG ¢paticen ByDaMyYBAWiite 1} [ 066] The i ndex

ft ' ' 0 th h th nb f
i L T e

I
t he pat
[075Trhe BAdost VRAR tobeticss P, Daind, NRa2s Lt on' (5 & hr oudh 3

[076]WIth9aMrtéith<élsec@dd@w %keﬁﬁl The index of the
[077]\/\/r|t aﬁ‘g ove for a doubly redundant

arra executed. [069] The second and
[078]t hi r din an emroumequ whorei thign is thorewhrncinesdagitg/opntréllen shhgng the array,

P a'i:ﬁee\faihe' of t&m rh mudt ¥ Ghaided onlall %t dd%ﬁﬁeﬁ’@&ﬁntrollers

reresentlngthl rmation, inclu
[0791exawa%@%fp Figiirer 3. iare b shown @flow aeTe okthp Hiags T
W htdoRdiih® thepitefetied ébodiknts f mle@aerseﬁtmlmﬁomkl lled in
t he . .
10801, P 5Ep B2 ATERUCS ol SRVILPRHSE o8 Bl indp, tip nde and
t havridgindexfos ﬂ@ddatn wwmheudgwehwgemaw@ozﬂé Absiep 2P9.agmark is
Theyri#eR to NVRAM to store the pattern index, strip index and write inclex for the first
parity write. The first parity is written at step 208. In the case of a non-atomic update,

these writes may occur in parallel. Otherwise, they must be serialized, and the second

U

parity write (to be discussed below) must also be serialized.

[081] At step 210, a mark is written to NVRAM to store the pattern index, strip index and
write index for the second parity write. The second parity is written at step 212. At step
214, the NVRAM is invalidated.

[082] If the subsystem loses power or the adapter/controller is reset at any point, without a
disk failure, the pattern can easily be resynchronized.

[083] If there is a disk failure, and that disk contains the data or parity strip being written



of the NVRAM mar k descri bed above invol ves addi ng the

follow ng steps to the al gorithm above: [071] 6A. Set
wORRAMIBe1 { Pattern P, DataB, Wite 0} [072] 7.POW/EP®0BI51150

on top of B [073] 7A. Set NVRAMto {pattern P, Dat aB,

Wite 1} [074] 8. Wite the first new parity, BlxorD.

[075] 8A. Set NVRAMto {Pattern P, DataB, Wite 2}

[076] 9. Wite the second new parity, A xor Bl. [077]

9A. Erase NVRAM mark. [078] 1% an environnent where

there is nore than one adapter/controller sharing the

arra t.he | ue of the NVRA rrark szt e changed on

2l 14 B §RE ohihegtrst e pAemL TR bR Sy B?ﬁaﬂﬁe 3lsisips on the

Fi gemmrﬁngtlislmaelakezslyonnym: flow di agram of the steps

f ! .
[084f a I?‘e?féée}g f‘%\%ﬂé%ﬂ ghﬂaﬂd&@ Bﬁkz &itffefeﬁggr(?%f%g%sﬂ%%ﬁmﬂg the data

wr |°FP@ﬁtX HriRbring wrﬁtegt tipeeofihy lteaqt,rtherm@szm cgp p¢ pesynchronized
i NndeXoRHRsW ite index for the data vvrlte The data |s

065t e e BR0R 05 001 B0 LS B v i

wr ibage ifaithel- fhgrone hlmt has sullypfarled gndthé oBe citeinfrigrtb¢ data strip being
Panidten. %ggaﬁskmﬁ&m%& ﬁmgﬁy%redhﬂdahh %Jf@a%@cﬁftfeqefbheﬁmted

atom c up hese writ OCcur 1 n para

O Aeprpiag the paterHigdhe fiate dayasin pefare the, yyrite ﬁ@rtg@cond
[086]par | 2y TfHetNVRAM keys dWaritel 2S then hel situétldmstsuﬁilla'@o bse where two disks

At T 9 8078 TR i on
wr istrp- iBrgawserthe patigen zse@dﬁﬂy pedundsnt, gl dasa calhlee r@é@@ﬁacted
parcoinpléting/hé h&ﬁ@that wﬁdlﬁﬁ: E,; AL step 2|14 t he NVRAM
I S 1IN S mil oses power or

1087} 1,5 e TR AM b avats 1} e MR A ISRE SRR 1t hou

[088la di 9 Thé failed diskiventpins tlerdatecdwip thaswisy wirigten during "Write 0.

[089]r esy r’I‘HlE %@ 84hne L@@%&o Jllgk FNGERE - iR (ﬁskq:h%{(ha{sq'bchgr fRilec®Hd the one

.sk contal.ns data or parity strip béin
\/vrlcP’tlt@ﬁ%H‘gfl}?e%? i @Pat he reset, the pattern can be
[090]r esy Ty edurdadcypetthe patteh gua&irrteqsshab all tduea ¢adrteresbmsyructed,

[ . di sk
¢ atfirng o deto.dh Sl pas i Sorobnd SRR (S
[091]c ont &Theyfailad digh cantains therspeopd Pexity striga thag wap 1Q ltee\ﬁnmn during
thewrim"of the reset, the pattern can be

092 00 o ot G oS N 50 o ne

t weonfagkiag Hw/aViitgill" ddta-the one that has really failed
[093]an d g QBEndalty &f b B&ténli]?ltl aloées Siat P dagl B Bé’rrééoh?c&cted

ecaus t he gattergﬁf y redundant, all data
caﬁ"‘B‘E’ W‘F@turnl ng the pattern to the

[094]st at €)i Thenfafed disk &f adiffetchedisk.i t e start ed.

[095] The data strips on the failed disk can always be reconstructed and the pattern resyn-
chronized to complete the interrupted write.

[096] Each data strip on the failed disk has two parity strips. Neither of these is on the
failed disk.

[097] At most one of these parity strips is shared with the data strip written during "Write
0", and so there is always at least one way of reconstructing the data strip.

[098] The first preferred embodiment of this invention requires that although the various
reads may be issued in parallel, the three writes must be issued sequentially -- write #2

is not begun until write #1 has completed etc.

[099] One disadvantage of this embodiment is that the three disk writes are serialised,
meaning that a write sent to the array will take longer than a write to the equivalent
array using the NVS approach, where the three disk writes may be issued in parallel.



[086] 2. If the NVRAM says "Wite 2" then the
situation is simlar to one where tw di sks have

wo aobeais4t he one that has really failed and t hRCDER2004/051150
contai ning the second parity strip- Because the
pattern is nultiply redundant, all data can be
reconstructed, conpleting the wite that was
interrupted. [087] 3. If the NVRAM says "Wite 1" then
there are tbree cases: [088]9 A) The failed disk
contains the data strip that was witten during "Wite

0". [089] This is the sanme.a -disk failure -the
[100Jq; s Thighay besalewaiergomaw b i e RANDaSHas BEEd Gt fasbe and
" Web tieledst pahéibldy isf10R0 Frothitost egponkenizye. of the pattern

uar gnt . that  al.| eI e . . .
L T
t heugeessfid completienito thobast weje Ifbaftegister §Adt ghis isdbr euivalent of the
IS0 T P oS it Ko S
| . . | | WQ-.01 SK .
[102) 4 | E\‘ é SQCPH& ) of thepresept fyvention, %&e&ﬂ&af%ls Jfygecossary
c omhlzsstha gpplicetionAbidires e alditinal p@Pertylthet a wdtentddirecRABD array be
th tern. .0l . -
SHALIE LS BUBARIL £ WiShglLd ol © G785 i pen e
C) dataand gld dagp themste fisst swe| rifesy eamrocgyijader the st yigark and

st gﬁdﬁfon@ Ryritdeanf cethremdel Sdecal INARMVISm&€. r econst r uct ed
an e a

ttern r.esyn chranize .
03§ 10 P PRPCF Pl gi ARl o SR S Bp: |
[104]di sk 1hRe allwie noedsiang caleulptoshe new pABEY tobe tiigied is on t he
[105] @i | edpehsich NVIAM ek iRAdariBREA @hd W@ B R3bkihY vg@tédps
is sga dvmqtﬁlgthe data,tlrlp witten during ite
[106]y | Zn VTG Aand AXqrd 1y at | east one way of
[107]r ec ods Wihen bbthvriteseconatiete sdtatilish NUBRAM Tiaek fndicating A xor C is being
pr%ﬁ&{t&ﬁd enbodi ment of this invention requires that
al though the various reads nay be issued hi parallel,
[108k he PhMaEeHFFEs nust be issued sequentially -wite #2
[109] S N@& CREONNRAM idarkw i t € #1 has conpleted etc. [099]
One i sadvant age ' ' f, . .
(110(5Y SoPEKa g el pldY &b ARARE Rl olchaldrtiink 1 pudfiBfricestep
t o nimbers} thaycepptios argtke | onger than a write to the
[Hllfﬂw \1.aid)fsﬁt1 i@ldstQYB‘ésC”g%d 15 ﬂ%lﬁd Bﬂdﬂ@’cihldl '\Nlﬁﬁ{r%%d]aﬁ_tl)_% used to re-
ree dis ites may, . be issued in parallel. i's
na§°%sér“8ﬁ$%%z¥f3§ﬂm§név\hat if th.e RAID array is
[112]behi AdD#&k2s toat. '€ "Diainda haliiupdatad versims tof PAF tamiin D" and "B xor
I S@m nge tiqye. [101] An additional
po:ﬂe%%?gfﬁ%egﬁghga%sﬁgﬁsgiﬁgtﬁget his di s%gv"a t age 43
[113]hy si"Grier G fap aused toseepnsiprhhe oldoyprsion phed HEBAlRd-t e
[114]F IOI af Dask 355 Rigt SB"; D aﬁldiaﬂlglfh@d%wdi vessi@ndf "@f" réaain, "D" and "C
wel | -kpa "la arity upgdate' techni que often
apf)‘f)f ié d ce%no eé}iiacﬁlog.gconstr%t 64 I:e antd ‘
[115] "A xor C" can be used to reconstruct the old version of "A" if required.

[116] 4. Disk 4 is lost. "B", "C" and a half updated version of "A" remain. "B" and "B xor
D" can be used to reconstruct "D". We cannot reconstruct the old or new version of

=i

fn A".

[117] This reduction in serialisation is desirable because it lowers the latency on the array
write operation to that approaching curremt RAID-5 arrays.

[118] To extend the second preferred embodiment to arrays with more redundancy, the

data write can be done in parallel with the first parity update, but the subsequent parity
updates must be serialised.

[119] However, making the write atomic -- as in the first preferred embodiment involving
three sequential writes -- would be desirable for USE with disk drives that do not



[102] In a second enbodi mrent of the present invention,
the serialisation is unnecessary unless the

wa@ppbsioewsi on requires the additional property POEEPZ04/051150
wite to the RAID array be atomic. If it is acceptable
for an interrupted wite to end with a transition
bet ween new data and old data then the first two
writes can occur under the first NVRAM mark and then
one wite can occur under a $&cond | NTVRAMrar k. [103]
For exanpl e consider the steps of an update to data A
of Figure 1: [104] 1. Dg all the reads and cal cyl ate
t heuiaviephiat aintegrupted writecan bp 1esde.g. 2 deiyewith 3 & Wﬁﬁr size
nHltﬁ‘at bMsbr CoabisBdor\waitéh withodt uSin@nen-Delhtile stopgelt ed [ 106]

o0 VA4 PR i P R b0 vl b i o
C issdfevangrunpid g pedoriel@ @jors progedsors (Retshovgn)f amlg]mtﬁhe softwrare may
<l 80 proVif2AMS TRértiplid Blogrfin lenRnf ORIV &Y iiRHRI delhrdor (also

disk fallure vvereto Qccur durin al
st 8B HawBLFIch 2% hanagDetices Qi%lcsff&m%“ SE e @L%D&w f?fs e

fg&%ﬂgk&ﬂl ?g%:‘w&@w&%%sq" Elr’ﬁ‘lh‘ﬂ{ f up dat ed
[121]v er siThn p@sentmven@na may spitably he ebadied g32 @a}i’uwépw pigeduct for

I e @edWwith B @&mplﬁer sys@:m Mh bd iaﬁblemént&ﬁkﬁn Iﬁ'ay é‘diﬂiprbe adeed of
to reconst r%% .Lhe

[ 1 EpPuer egn§§-uch:|é) Sle? @ed PRy taélﬁlclflle e su %S? g gomputer
v e resklable ofedital, foreersimple, ket CD-BOMROM, Qldml‘(bélsbﬁ d
R61E Wrd cong%uter gsteﬁ{‘ Yid dhallem 6r d'tﬁér &erfé&rﬂebi%e, over either

?Z% i gy il g Ruihct B3 ¢ Opegal orsgslogg popppcpations
updiaéss dr iﬂemgibl;msaﬁg “Arelersewatheanc]adnig ‘b nod timided cemicrowave,

be éﬁﬁa‘f‘éh pRem-InloT I W y,foh t%ﬂm Q%ﬁ-ﬂ% "réh?ikbﬂe B tructions

new ver si on ction I n
sepmézpdlg%all eirpartoidhe funghe E@M@aslweqcemfser%e

[122]l ate ’I%se@kﬂleﬁ%m i /Y will aﬁ;&e@dte it suRh coMpilitBddeadable instructions can

ap I 031 2 g?ae" F,”e]%r:?e 2(}%% [u]ulng %m%u SSJ i §Je \}I th rgﬁeye&gnptulafr ar-

r edhlmamcspr optratidasystems. thurtben sush mﬁﬂmetmnq npgbglstased using any
Wi Hbrﬂcﬁ’ftet:hﬁo‘i&gyp Prdsbyt SHFRREES mcmdﬁnéttiﬁnm%l@ Nemiconductor,
pari updat es .nust be .serialised IlJll9 .Ho
D e O AR AL ng S o AR S plogy present o
J e n‘ﬁﬁdtenhnmdmg\but notijmitéd eoptiedymifitied) onmmtomave viois [cdntinplated

E\R:Ih% cfoﬂfp 1#§E %&ﬂ r?% i & ﬁjlttdg g@ &S%ﬁ&dqga Bemovablg medium with

notguar ant ee te can be rea
( e a¢pompanyipg printoglon eleconp de@imagiatignfr example, shrink-vrapped
software, pre-loaded with a computer system, for example, on a system ROM or fixed

disk, or distributed from a server or electronic bulletin board over a network, for
example, the Internet or World Wide Web.

[123] It will be appreciated that various modifications to the embodiment described above
will be apparent to a person of ordinary skill in the art.



that allows sub-sector wites w thout using
non-vol atile storage). [120] It wll be appreciated
wo bas/ootsel net hod descri bed above will typi cal | pCDEP2004/051150
carried out in software rurhing cmone or nore
processors (not shown), and that the software may be
provi ded as a conputer program el enent carried on any
suitable data carrier (also not shown) such as a
magneti c or optical conputer disc. The channels for
the transm ssion of data |ikew se may include storage
medi a of all descriptions as well as signal carrying
medi a, such as wired or v lainss signal nedi a. [121]
The present invention may SU|tabl&ﬁbe enbodi ed as

[001] conputAn apeagrasmt pf erRgeus foF writes dita spdpagibhiy fnél}tlply-redundant
Syst erjoRigs hoﬁpnmgbmmg@@mpweﬁ @gaama €oRto¥ehti1eHt a first

o>f co ter read ucti o I xe

© angr B B UrFRE frsioeud el ShisROE A FractR n e SElsR it Leasta
for  exbatpweite;di wkietcompo@nt REwpblioerlorm kaid et diastdatapwrite; a
trans rﬁfrfh@'p#tﬁra Qaé’m P&{&W& abTé’t%to@EQwrﬂé FrRrRISR ch)rage device

other 1 nter er. el ther atanglbemlg
i ncl udvHy ableestadurther itk o indexppiquely 2 patteRhiq) bgwaltten by a parity
COMUNI £igd; iafd & firthiee Surit® comptinam@ipbialleds pérfornn 4d parity write.

[002] . techni ﬂg %{}ﬁéng g{f Qg)apa%s ﬁ%‘mrhéf-cﬂ'nt 1mt1o vﬂb%ﬁ %X %rst storage

i nfrar NSM sSi on echn
of co mmnmnenbﬁmam QOUIpTiSEY: @6edond SIOEED G@ﬂl@!}l%t pp@nablp éfv pverwrite

o f tfhala BHYBAst ﬁmkﬂa&ngam@t&u Jevit8 Sth PREoAE b0 index 2
[122] Those stl)<| | l.ed IP ecl ate that

Luch, GEHER b6 waifiba FREpal i an€ 8RS BECSFFmbai i forter
a nunhmerdﬂempﬂgfmﬁlfs@agmme for use with many ’
[003] COMPUL £, a8an éﬂlén? 6 n%i{;ﬁﬁm%r as CREHA in MR YISt 1Bim &, Hal hg ereater

such |nstruc I ons be stored using any nmenory
t echndhagdouble gedvpdansy. t yt ure, incl udi ng but not

[004] | | M t eAlntaérangeidnt ONappatadus asthdn&l inclainr2, adiptedto setialise each data
transn%&&ofag]{ﬂ%ﬂego (I‘lormunl cati onst echnol ogy,

resen ture |nc udi ng but not limted to
[005] opt i ca methed forsafelyowriting dasmandparity tojreuliplpmedpndanesorage

t hat deﬁﬁpﬁ’s ) ng fat RAQAMTRED nivdrl ikC4torABY dd¥ece to index umquely a

distrib
SHIRCEU R LT A o TR
shrin Imwrwppagi agwick inesad] stpnage deyingodthyit idasta ﬁgﬂpun@rk to mdex

Systefﬁgn Ay & fo bOWritters ¥ 5 1 'andl b&EMrfHing saidYari
di stri u,?ed f:iﬁm a %ervgr eory$ roni cambgl leti nébglar v
over &H& work, For exanpl e, the Internet or World

[006] W de Vﬂh)e mbfh%ﬁ]as tlaiméd in diedmap whereinashieihtdphuftstorng adeast a first

mod {153 8 died A% &IBHe Bl ShARED BOWReH Y at tensta

be apparen erson
art.d c&twr{t@)ﬁlthemt@mrsah Guerpiting ﬁala Bb'ﬁfl%ﬁ!]%t Ifl@fk in said storage

Wit nieviied \ﬂlﬂ@fﬁ ded@taa ln%a‘.t‘k to ifdeRH ﬂdtt@llnyc? be ebm@arﬁy atsﬁ@f PRy write;
conpr|5| ifst.stora nent . oper abl e
St of e ad T dee of Reriolieard o ol BB i BT BOR G pefigrming said
i ndex furst pagywride.pattern to be witten by at | east a
0071 & d at a ‘M‘ﬂé ficitiBd 4§ bfaﬁnédlim%%% R BRIARM SvileRiR §hé RfuliptPtedundant

east ata writ
storage has greater than double redundancy.

[008] The method as claimed in any one of claims 10 to 13, wherein all steps

comprising performing a write are serialised.

[009] The method as claimed in any one of claims 10 to 14 wherein said multiply
redundant storage comprises RAID storage.

[010] A computer program comprising computer program code embodied in a tangible
medium, to, when loaded into a computer system and executed thereon, perform



further storage conponent operable to overwite a mark
in said storage device with at least a further mark to
w0 padéx0ismi quely a pattern to be witten by a pPCT/ER2004/051150
wite; and a further witel2onponent operable to
performsaid parity wite. [002] AJQarrangenent of
apparatus as clained in claim1, wherein said first
storage conponent further conprises: a second storage
conmponent operable to overwite said at |east first
mark in said storage device with a second mark to
index a pattern to be witten by a first parity wite;
and sa@laﬁwrepéofc@ﬁﬁaﬁ%tas Flaimed ingay ogp ef glpires 2 é 9.
performsaid first parity wite. [003] An arrangenent
of apparatus as clainmed in claim1l or claim2, having
greater than doubl e redundancy. [004] A arrangenent of
apparatus as clainmed in claim?2, adapted to serialise
each data and parity wite operation. [005] A nethod
for safely witing data and parity to
mul ti ply-redundant storage conprising: storing at
least a first mark in a storage device to index
uni quely a pattern to be witten by at |east a data
wite; performng said at | east data wite;
overwiting a mark in said storage device with at
| east a further mark to index uniquely a pattern to be
witten by a parity wite; and perform ng said parity
wite. [006] The nethod as clained in claim5, wherein
said step of storing at least a first mark in a
storage device to index uniquely a pattern to be
witten by at |least a data wite further conprises:
overwiting said at |least first mark in said storage
device with a second mark to index a pattern to be
witten by a first parity wite; and said step of
performng said at | east data wite conprises
performng said first parity wite. [007] The net hod
as claimed in claim10 or claim11l, wherein the
mul ti ply redundant storage has greater than double
redundancy. [008] The nethod as clained in any one of
clainms 10 to 13,wherein all steps conprising
performing a wite are serialised. [009] The nethod as
claimed in any one of clainms 10 to 14 wherein said
mul ti ply redundant storage conprises RAID storage.
[010] A conputer program conprising conputerprogram
code enbodied in a tangi ble nedium to, when | oaded
into a conputer system and executed thereon,
performal|l the steps of the nmethod as clained in any
one of clains 5 to 9.



