1 Description Strong authentication token usable with a plurality of

i ndependent application providers. Technical field [0001] The present

i nventi orwoebutmsasso the field of securing el ectronic tpramasetiosséand nore
specifically to a strong authentication {oken that can be used with a
plurality of independent application providers. Background art [0002]
Strong authentication tokens are a type of dedi cated hardware security

devi ces tDescriptienwel | known in the art. They all ow service providers and

applicatio to authenticate, the sessor of the .tgken, b rovi di ng
dyham o passiorHaRBICHET BRER LroBE Gahamitalts SRR EH gBP Bt acr et
or key that is shared between the aligq,&;\ﬁ@é,ispati on server enployed by the

service provider or application on the one hand, and the authentication
t oken on Technizghfieldhand. To generate dynani ¢ passwords, the strong

aut hent i i an_t oken applies.a crypt aphi | gorithmto the shared secret
and o ay A0 " TR Bs R s ich ES R oF sERLRg SlesPehr o count or
val ue, a val ue ti;ABAEFSHY diPnidi€ sPEEfieAly fol d8trodd duthenBBafin hehlteaden |
Usual |y the dynam c password can only be used once, thus greatly enhancing

the level of sbéewsedywibh apluradifyedftindependent appbcaiigprarevidsts.ong
aut hent i %{ikon t okens are popul ar, especially to secure applications such
as inter Ehd because they offer a much higher |evel of security

than st afogonaSiigtsutRentiiation twkéis ardd GfpeisiediCut¥e Magdwgre 4410GB] Sone
strong aut hentication tokens can generate transaction data S|_3natur es. Such
transaction si §exicesdhatonernvelbknawn seiheiae phey pliew seaviee applideratanshs to

Vhe i mteari oy GOl AR AR bRt AR SORAL D RIBIE g tr s
on the transacdypamidpassasidd tieat coule ogR Ry géestavdd Witk kavlvestge 6ffa a secret

or key that is shared between the authentication server enployed by the
servi ce provi deec@t oakpy ithaitis shawe betwegndhea anthendigatiomservgr REMIPYRH i on

Loken on the Ot)She BN B ARISIALIELRSE HOM LR AARkULRT1nd he 7 ansaction

si gnature token’applres a“cryptogr mito
authentication token on the other hand. To generate dynamic passwords,

the strong authentication token applies a cryptographic algorithm to the
shared secret and a dynamic variable, for example comprising one or
more of a counter value, a value representing the present time, and a
random challenge. Usually the dynamic password can only be used once,
thus greatly enhancing the level of security with respect to static
passwords. Strong authentication tokens are popular, especially to secure
applications such as internet banking, because they offer a much higher
level of security than static passwords combined with a high user
convenience.

[0003] Some strong authentication tokens can generate transaction data
signatures. Such transaction signature tokens allow service providers and
applications to verify the approval of the transaction by the possessor of
the token and the integrity of the transaction data, by providing electronic
signatures on the transaction that could only be generated with knowledge
of a secret or key that is shared between the authentication server
employed by the service provider or application on the one hand, and the
authentication token on the other hand. To generate electronic signatures,

the transaction signature token applies a cryptographic algorithm to the



shared secret and the transaction data. In sonme cases the transaction
signature token nmay al so include the value of a dynamc variable into the
cal cul at iw0 20f1/a5h332el ect roni ¢ si gnature as a neasure agRCHAIS2010/0538¢2
attacks. In sone cases the token generates an el ectronic signature by
applying a cryptographic algorithmto the shared secret and a chal |l enge
whereby the challenge is mathematically related to the transacti on data.
The chal | enge shgrddbseasbanpd thebwansddatiohatatal fir some daash thd trahsadticensact i on
data. [0004] To.verify the validity of the nam c, password aor .el ectronic
o gnat e gene i EiLTE ok Mk i i g VP BF aRare vheadbimentPoat | on
server perfor mgaRERRN GHihy eldt@rorfBighaiurebald PBadsrd AghissGapidyYatiRkEN 1O
obtain a verification value using its own copy of the shared sécret, and
its locally kepn sosleucases thédokssugererateshan plestrenic sigmasure by applyingeage it
submtted to the end user, or. th el evant transaction rel ated data. The
server then cofpanedraPRiE Yapiivrih thehAtrd sortetplia hallmaR o MerREY dam o
password or el ephlléRiCisThaitinbtRalg fahiRtoflthe ManBactititlataAUtHiesh dIRlgeon or
transaction approval is successful if the token-generated dynam c password
or el ectronic gMyhlerexempld be tcalaylaied figen efbshsdthetieerastiameataeri fi cati on

val ue ge ed b he authgnti.cati,on_ server. 005 St _stro

it hent: AP Todtatd b HAIRRY A% L9t esard B Blea B SR orrput e
system (or havgenermde bgftherebay iavthdricatibe fokdie Yhelatinenti€slior Sersgeh a
connection), but instead rely on the user to exchange data between the

t oken and an a;ﬁ)ﬁl’fpﬂaﬁie@ﬁe@téﬂi%’(rtba spine erlculptire As i sApYIHY tokersigepbtait a bei ng
exchanged i ncl ] t i u S e or
Cranoacti on dab gt BamBIR.HER chby st St ebdionth B RS e
gener at ed by t lkept eMea dof tie tbentes ehe presdrit linkAlths thallhgaut bebrhitealt toon
tokens this data exchange via the user conprises the user's manual ly
transferring déft@epetpebrihe relgkan ttanpagtien fplatesk datao Thecsernventhent hi s
manual transfer er : ] C <AL Si

nodest size tth n}tds}?le%ﬁ%o\é%f@gggpsmg%l 'f Q?ﬁ%ﬁéﬁﬁ/ﬁg tr&??gﬁ%ﬁﬁ%%ﬁ? Ogre
used for gener alaoi®nidsigraiys asaatvarbfiomothduser. Augraitication ol transéetionwor ds

t he generation of the dynam c Passwords or signatures in general inplies
some form of t2RREAMEl Endyscessiy lfrt%f%”ag@%fﬁ dd@%%'élﬁ@ééW@Fﬁzérthe

generat ed dy”a@&tM%%@gQ@er%Hﬁhﬂ% %ﬂ?e erd Geer 'int%ﬁ&%% veRfikatnvey all

the infornation cont al n ese cryptograns e authenti cation

server. Howevewraluehgerksated hhtheusgbentidatioprseeten. c cr ypt ogr aphy, an

aut hent i i@é@n erver that has access to a . strong authenticati.on tgken' S
n

secret k 29t SHieap @UsheRlicafive &ekasts 4ol Ueap g Hatahcongectompitned wi t h
a recei ved dynaghin RS (BF nAGAIIE of SpdralibH M BREGRSdoGesare! ved

dynam ¢ passwor nature has I ndeed been generated w th that
particul ar tokenchp0@o@ecior), batinstdaat redy oothe as¢hierdxcbhangeataketvweaon' t

require a digital connection w.th a conputer system nakes strgn
futhent i cat i on SIS T 7 PRIREIORCEREIEH AR LRkahi EXPIEIRS dAUSR st i cs of
any COMPUL et Syl LAbAE GRS FHSNCROAPREE! BGlyBUSFMRIEH <08 od ver

support and particular technfcal i1 nput/output interfaces. This represents a
huge advant age cbéllengeogtransaodinnidsda aod autidrdatavstibh aespdotantic ot her

security devices such as .smartcards or USB keys igh reguire for exanple
Srart card 1 eaBBsSHOTKE SENALES SPUSiee by he BEAIPN el et Sickar 0. whi ch
are not univer sgbhy aRfichon Méﬂs'th%@ﬁwte%héf_@é orBhkhakr es@ppise®y want
to use or which may be pl agued by interoperabili % and conpatibility

probl ens. [ 0001e Uged s aiansialy trgnsfertienhdaicadretoieen dre iekanaard a complitay f or
comuni cati ng rat.ed dynam c gcredentials such as one-ti asswor ds
or el ectroni o JoJAAREREIE SN Trbshcre UartpraeBbhaRTBARabBER &5 r equest
t he gener ati on sRfnaturee\Maveermddest sizgd@tatlis IrPnRRt BasdShbRAGRER the ansact i on
data, PIN codes, etc. O her known comrunicating devices for strong

aut hent i cat i on chkegremsidiabaes Heekinfiganeyating hese gynarmie pASSWSES|Ait er f aces,
and wirel ess | Q}g%raft@r%gs In 8%‘?%?88% b@REFatl%ﬁ"df(Eﬁé dill%m% r5é)§§%ords or

signatures in general implies some form of truncation of the cryptograms

and as a consequence the generated dynamic passwords or signatures



aut henti cati on tokens include optical sensors, USB interfaces, and w rel ess
I nterfaces. [0008] Sone strong authentication tokens require the user to
enter a PVN200d®0330 perform certain actions such as gen@catispglomssse2

el ectronic signature. In sone cases the yser also submts to the

aut hentication server a static password in addition to the dynam c password
generated by a strong authentication token as a counter neasure agai nst the
fraudul ent use cafi ih geheml nst odmvreyt akinesinformaliono@dptaiined mathgeeof product s

sold by Vasco Data Securjty under the brand Dl G | PASS, contai ns severa
oxanpl 55 of ot COIROTATHLIR Ped G IR SORCT g LA T oot aaBs & 15 S o of
the invention E?ﬁfﬁ%tﬁé'crﬁft@@laﬁﬁy 80 HiheHiatirReenal 1t WRtddcess fy Bt 0gr aphy
in strong aut hentication tokens has the advantage that it allows for

rel ativel y shostrodgmaithenticatide inken'ss setrehkeys camealculate pastifioaticn walde

el ectronic signpatures hut it als as a drawback. .1n contrast .to . asymetric
cryptography. Syt Po ey BrBistanily & Berived o Rmic eSSt IR 1 o
validate a cryphRgitaRihdth¥pinéarebeNel BPahli€ pdysadidcCoagsamidRadinddle@nat ur es
of strong authentication tokens) that "has been generated with a particul ar

secret nust habeeagseesated withethahpadicofarttekgn.parti cul ar secret. This causes

bl j h ts to_ inter.act f e, Wt h,. t han.
Pbali cat 100081 SoRaER LRRSEoAD ahMerfibblol fofnS HoitdBuifd, & il SobRBTis
t_he user's secigthsa c&ﬁhfhf?ér siyb&erﬁ%é@éﬁélﬂqﬁ@édtﬁdﬁtidﬁ%ﬂ tORGHs fumown t o deal
with this problem [0011] In nost cases it is sinply accepted that a

particul ar str ditprandrehel anit ieshnicek eharaaierishcy Obenyisempuiartsyatasabeinaul ar
application pr %%bg%ﬁch E@'c?pemgﬁnd Q}‘?stem version, driver support and particular

technical input/output interfaces. This represents a huge advantage of
strong authentication tokens with respect to other security devices such as
smartcards or USB keys which require for example smart card readers,
USB connectors and corresponding driver software, which are not
universally supported by all computer systems that users may want to use
or which may be plagued by interoperability and compatibility problems.

[0007] Typical strong authentication tokens have a display for communicating the
generated dynamic credentials such as one-time passwords or electronic
signatures to the end user, and a button or keypad to request the
generation of a new credential and/or to enter challenges, transaction
data, PIN codes, etc. Other known communicating devices for strong
authentication tokens include an auditory output generator, USB
interfaces, and wireless interfaces. Other known input devices for strong
authentication tokens include optical sensors, USB interfaces, and
wireless interfaces.

[0008] Some strong authentication tokens require the user to enter a PIN code to
perform certain actions such as generating an electronic signature. In
some cases the user also submits to the authentication server a static
password in addition to the dynamic password generated by a strong
authentication token as a counter measure against the fraudulent use of

lost or stolen tokens.



di sadvant age that a user nust have as many tokens as there are application
providers with whomthat user wants to interact. This redundancy cones with
a cost ofwoaorigsp33and users, especially active users th&CTiust@wasise t h
many application providers, m ght be annpyed having to nanage a mnul titude
of tokens. [0012] In another solution different application providers share
the tokens' secrets. This requires that the different application providers
shari ng {0@0%edhetrange wf pradicits solddry HascdBata Seadritdemcer ihe k@okd ot her' s

i 11 orentappl TAGITASSpbye e ce Vet ERGDPISS strohacsp BaRisalon oR s &Sme

security practije8srikdtflabverdree on how these shared secrets shoul d be
managed and how the liabilities associated with security breaches should be
handl ed. Disclpsare3)f the inventiond sol uti on only one application provider has
access tg.tcBe.tgkermsecrets and offers the other application providers the
servi ce off9I34RHN %mt he credentials generated by the tokens. This nakes

the ot heno@m! MpatbyersrayhiiRESicAPRsBEHPM ih Btridapendiesiticafioh iekdisvagler

that manages the token secCrets which neans that sonme service |evel
agreement nay e advantbge teajdt allavesifor slabvely isboprdwiadie credendgialsgsudie t oken

secrets mght be reluctant fo Cgﬁi ficgotrencoura g |ét$ tUﬁSrs tQ generate
valid dynam c 5‘35%‘"@3 Parg Vel Ghat L Pes QH& %9% fe Yhe ItSSh(?tS r parties.

I ndeed, once ugigawbadle RCsohsiaRIRIadyminReid s§ptdgraphyrespnriléticer ent provi ders
may legitimately ask for the same dynam c passwords and signatures, it may

becone easi er FoPPgrERHYIEPLCS had ény parydbrbvasisgPrebifaies ﬁwtmghic:ng_
autacks hat AVELRIAIERSS e BURMER, hRleHb 0P oI RES draBRge over val i

dynam ¢ passwo enerate valid signature ata. [0014]

What i s needed aatieersieation tokethey theg $1akhrienajdreyrateld witthe paetiauniegasetof
exi sting strong authentication tokens hi gh | evel of security, high

i.e. hi ]
| evel of user CH#idGvEREESS Fﬂjﬁ}ﬁ»‘e\fﬁi%@gthﬁ PERECUlR ecsete gt cavsesy st em)
while at the s i ffer] ﬁ,ﬁafq@' i f AE ications of
di fferent appl ?@?‘%@ﬁﬁ&‘g@é%%ﬁou ?Lié] grléa% Vrvéfre% rﬂgrrea‘{ﬁ%hsog?edi fferent
appl i cation pr applicatnt prosier sinseaashsapplicatioh pralégendeasthave sels b her for
val i dati on of the dynam cal passwords or signatures generated by the
security devi c dke usIcspeersis- sof far tha following methods have been known' to deal

with this problem.

[0011] In most cases it is simply accepted that a particular strong authentication
token can only be used with a particular application provider. This has the
disadvantage that a user must have as many tokens as there are
application providers with whom that user wants to interact. This
redundancy comes with a cost of course, and users, especially active
users that interact with many application providers, might be annoyed
having to manage a multitude of tokens.

[0012] In another solution different application providers share the tokens’
secrets. This requires that the different application providers sharing the
secrets trust each other and have confidence in each other’s security
systems and practices. |n reality it is however very difficult for different
application providers to ensure that they adhere to the same security
practices and to agree on how these shared secrets should be managed
and how the liabilities associated with security breaches should be
handled.



[ 0015] The present invention is based on the insight that if a strong

aut hentication token that enploys symetric cryptography uses different
secrets twogeneénseise dynam c passwords or signatures dep@adliusgolo/sishe
application provider for which the generated dynanm c passwords or
signatures are destined, then each application provider only needs to know
the secret that the strong authentication token associates with that

appl i cat {601 3r dvadkird solutien ainlyeone applicaimmprsiiger hbs datess toetheéytoken c

passwords or signature nerated for that provider w thaut having to share
D ecret it h SHENS BROGTEE Lastiel APIAIoP BAl F FisynErRerdgs oLV Al eainGy
anot her provi defe criehtl9k&)enbisteldbiemki tBRens THEIhSKSEIHR dtAsespPItatibR
insight that it is possible for the strong authentication token to use the

correct secr et providerspeparaienally degpendeat oo theppryidithaf managesthe token

interface that al e an i ndi catIi[on of the application or

| _
hopli cation or ortEs Mish Ternh hatond Seniti Blet ddtefment M Hiar BB or

or signature becggfgtedl so,[tA8 bfbvidePimahafir@tthe sk §8&tbtOigHiderr esent
invention includes a security apparatus for generating dynamc credentials

such as one-ti feluptestimeefacip esicegtagsnicussrgiagenentevatid dygamid on dat a.
The security apparatus for .generating dynam.c credenti al referably has a
compact for m { RECOPORRAL SERAIUSTalY ArREr HIRd 1P elinArier kel
interactions. bheeUsers aifd &sdudtsmdd & tHelaky tEANPRHG efferdnt providederizge t hat
allows the user to instruct the security apparatus to generate a dynam c

credential and legitigptaly aplefardhe same dyitansistiasswarls and signetureioliMéybe used

to generate a ¢r ti.al e i catiof . i cati

provi der - he PeB e Bt rBaReREk T AR A e R A BIR PR ce o
comruni cat e t o gttaeks!fen ageBendheidgardghtforbrlitdrytuserd idieand 80GdBlalidn one
enbodi nent the input device nmay for exanple conprise one or nore buttons or

a thumb wheel . dYR8MBUPAHWLOTREFENGIaNE ateofalid Signattes emceriaing@ia cul ar
embodi ”err[‘é%M]e VW& is Biekask %rﬁ@e&ﬁ’rﬁ’nb'o%%deﬁﬂh& offetF}pAn' fi8'aRBnfqR gter related
i ndicato y ‘pressing or pushing a’specific button or conbination of

but t ons associ aktingistionylzithaftigatioatokengi.evhideriewsl cigptudy! high lpvelvi der
group. In another particul ar enbodi nent the user selects the appropriate
application pr &b Laek corieniense; Hme@gﬂeenwowequrﬁgsqmﬁ%e@ﬁy%e yehilgs

| abel s, each | } Lgubar | & i I at ed
indicator. In %lpgﬂpee%l %gﬁﬁ@%ﬁ%&ggﬁ%ﬁjggggg%ﬁ@&érﬂ@gﬂgﬂé"gﬂ?@efﬁt by
repeat edl y puslapplicatidnuproeiterd withoot therregpieeimentfoe thext diffetertt lapplisation

sel ects the appropriate application provider related indjcator ui ckly
pressing a spe@i‘"‘?‘f"éerﬁdf’tsg‘ﬁp%sﬁqﬁﬁ%?r bg AaReNIFH CBRATHRANRL é/,aﬁégtgqq mes

that the butto !Pf?’c?fﬂ' SSEHHEY ?rﬁ?u i i i 4QVi der

rel ated i ndi ca{a(f)p?etgﬂe uslgrer?nten({ggg)l(g% e ecl)té,.g ﬁe@t%%bﬁg‘%cgg ticular
enbodi nent thedeseesscrolls through the list using a thunb wheel. In still
anot her qarchi cuh?r ﬁnbodi ment the user instructs the security apparatus to
gener at e [EOPICISAUEPRenti al for a sel ected

[0015] The present invention is based on the insight that if a strong authentication
token that employs symmetric cryptography uses different secrets to
generate dynamic passwords or signhatures depending on the application
provider for which the generated dynamic passwords or signatures are
destined, then each application provider only needs to know the secret
that the strong authentication token associates with that application
provider to be able to autonomously validate the dynamic passwords or
signatures generated for that provider without having to share a secret
with other providers and without requiring the assistance of another

provider.



7 application provider related indicator by pressing a button or pushing a
t hunb wheel. I n yet another specific enbodi nent the security apparatus

aut omat i caDl2911gsmseat es a dynami ¢ credential for a curr @erios2eelosissed
application provider rel ated indicator ter a certain wait tinme during
whi ch the user doesn't sel ect another application provider related

i ndicator. In one nore enbodi nent the user enters an application provider

i ndi cat 000 15] henplentlon isdunigemimrekapedain thekesightithaf 004 ppsdibledfootheer

enbodi nent the securi ratys' wuser interface conprises .an output

devi ce to. commipadrb HRTHREROR (R0 dieed NGy maRCL SEF Bl BRrichiathe user or
to indicate Vm'a%Flié’sRIQJn' Sraliden ifff 19¥d Heisef Mltékack ihRdafidhea dser & ghadn Y

sel ected. The out put device may for exanple conprise a display or a

gener ator to géncation efibieEpplicatipradsapplicationpyoviden fodwhigmthiaésbered speech
or recorded voice sni ngt?ts. | n_sone enbcfdi rrent@gt he curretntly sel ected
application pré?’/ﬁ]tbee?s &M%%‘&P@&?W Qr p9aR ?é’& Qfé?eﬁ@ eFjabel s. These

| abel s mpyo Py MUpRIELe@EnRRIRERTH thE PAOSEH inVdhtidnSREGHES & seichagi nent t hese
| abel s may refer directly to application providers or to a group of

appl i cati on pr @ppdeatys forgenesplisng dynarsiciasedentials shels s loasdinge pagswerdsr t o
applications or_t class of applications. In ot her specific epbodi nent
Chese Tabel s ) fefiofc Ongird i cribacia rad: SR eGP ARk eivaRs:

appl i cati on pr gendeitimgtdydiandic er&fsitials piefsrably Mdsca abmpaeafridiadiortamdt he
user. [0020] In one enbodi ment the security apparatus has the form factor
of a strong au@Hémplerserdnter@ecenequiingriewhiser sipmdtiaant Thrasesiieifage

tus h . : ! : di ment
he securi ty aBbaPatl e ke Shafafrdilids 55 SobR uR Bod R e IR T
aut henti cat i on sbokéty.agpRP2il} td geherite vedyinaenis eseddritial hey &b giviehthedykeim ¢

credentials are preferably unpredictable. Preferably it should be hard for
any attacker t@ndpéispionwhidneedeeshald edigedrip 9enetiem ¢radentiahier day of

R N

Preferably at lagastornpised aii bagut slegicetts domrdunieatd tp the usedigeaetdtyd
associated with the user. The cryptographic algorithmnmay conprise a
symetric al goCledaftialacdr the likesymmetri c encryption or decryption al gorithm

(for exaighf31PRPoRE eAftddifent the input device may for example comprise one or
more buttons or a thumb wheel. The buttons may be keys of a keypad. In
one particular embodiment the user selects an application or application
provider related indicator by pressing or pushing a specific button or
combination of buttons associated with that application provider or
application provider group. In another particular embodiment the user
selects the appropriate application provider related indicator by scrolling
through a list of labels, each label representing a particular application
provider related indicator. In a specific embodiment the user scrolls
through this list by repeatedly pushing a button. In another specific
embodiment the user selects the appropriate application provider related
indicator by quickly pressing a specific button a number of times whereby
the number of times that the button has been pressed indicates which
application provider related indicator the user intends to select. In yet
another particular embodiment the user scrolls through the list using a
thumb wheel. In still another particular embodiment the user instructs the

security apparatus to generate a dynamic credential for a selected



8 it may conprise a one-way function such as a hash function (for exanple
MD5 or nenbers of the SHA fam |y of hash functions). The cryptographic

al gori t hrwoey1ialsais2conpri se the generation of a nessagePauituseoiosiss: on code
or a keyed-hash nessage aut hentication de. In addition to an i ndicator
related to the application or application provider for which the dynamc
credential is generated, the dynam c credential generation algorithm may

al so take i nt oapptcation prowidearelatesf indicdjarsvi pregsingabbettaruohpashiopa or nore

of the value of, a gcouynter, a ti rel ated value, a al l enge or tr.ansaction
el ated data. tHTBRAER M Hertoihe SRRl S bpdimsh s SEHaY APE Eonpr | ses
applying an al %Qfdrhﬁﬁedll'? n\é'ré’c@s%rd'ﬁ{a(?ﬁb%?@déht%ﬂ)%raé E@RenthOsde&e@r NOr e

secrets, a dynam c variable, and a value related to an application provider

i ndi cator. | n appticaiiongprovdiemeelatadhiadibpteirdfier er eattain wait tyed dusng avhich
conprises selegting a secret fromg set aof secrets, bas n the application
o ovi der i nai cioRoeroeR ey 3RoBh esl i LA T Bl Pelie” BBl ect e
secret and a dypathére/énbabinent!tRe Yigbr anetdan pRROstioERYovidee inbiORBI for
credential generation conprises deriving a secret key froma master key and
t he appli cati ogexpple Bgusingdhedieys chadkeyppHyi ng a crypt ographic al gorithm

to the degi d,secret key and a nam c,variable, ln a,typical enmbodi ment
the. aynatder L ERMer SThRiefy S Fn AR p B R P io
string by trungﬁtdeUMe\ﬁ@é &ﬁ&érﬁmmeléithérég@ﬁb@téd)ﬂph@@i@@eaéntial to
cryptographically generated value. The resulting bit string is typically

cEnverted i Etoﬂé\e gsel eigodndirateawbigh eardcatirmproyidss rlgited H@'Q@éorp'BesePt eﬂ to
bit string or Go0RHhSoRREE! THE buiptTRYEs Ao ighEle IR P isPlay' hn

repl aci ng each ogaayahevhtobitd §ehyrate aadiblopighalavisivhpedy inelude. syhitessizey mol
val ues may conprise deci mal or hexadeci mal digits or characters from an
al phabet . [ 0023peeeh ar fresrded vaicempirnaientn somembodigentoihecuyanlyi

et erence val useeie b RRaRol PrbiAb AT AR I R A b NP, |

gener at ed usi nghieke IstadT® ntay loe suMdriarorahgp comprsé hairdsvai dspdcifio gener at e
the dynamic credentjal. |In another enbadinent the verification reference
val ue i s gener &f@%?d.'@?ﬁbth&%é%ﬁ’%? datefersdigggtlyde IaPpB?ati%ﬁ’rPé‘mWOéE%%ci at ed

W th the user Grodb Bfﬁbﬁlictaﬁon?){&ﬁdé&e Iﬂfaengoéﬁ AGbYIMert &0 Bblsemh

- e
dynam c credent’ n'a specific enbo nt f'E(‘Ihl S secret I1s retri eveg from
a dat abase. | nrefeotdappligations ot i@ alntalsnefrapplibatorsse clinednatlergspexifat ed usi ng a
master secret and a, value that is direc% or i_ndl'!]rectl associated with

pseda i

tl .
the user or a & IPen} ble 3y reiffclocssiain shgi@starsties Phe dynani ¢

Commeroiui " BRSNS B ARBTERh e il sl pcoigeange vaLue 1

dynam ¢ cr edenmedningfubioctbeassfenl | y validated if it nmatches with the

verifi Cat[é)(?éb]r ?r]; %F]gne?n aldellrlnlé%t the security apparatus has the form factor of a strong
authentication token. In another embodiment the security apparatus has
the form factor of a credit card. In a preferred embodiment the security
apparatus has the form factor of a one-button strong authentication token.

[0021] To improve the security level, the dynamic credentials are preferably

unpredictable. Preferably it should be hard for any attacker to obtain or
generate valid dynamic credentials. One way of generating unpredictable
dynamic credentials involves the use of a cryptographic algorithm
parameterized with one or more secret values. Preferably at least one of
these secrets is directly or indirectly associated with the user. The
cryptographic algorithm may comprise a symmetric algorithm such as a

symmetric encryption or decryption algorithm (for example DES or AES) or



according to sone matching criterion. In a specific enbodi nent the matching
criterion may require that both values are equal. [0023] In sone

enbodi merwe,20810058338t eps of the validation process may beCparstavmeitoby a
conputer system This conputer system ngy conprise a server conputer. It
may al so conprise a database and it may al so conprise a Hardware Security
Module (HSM to performcertain cryptographic operations. [0024] In one
particul ar enbdidha)enomripewahé Wydﬂnsﬁmag:mas Bé‘rashdanttt!m (cfukexmnble

di stributed a | it t dstrl each .t oken
has been per sgr'@ﬁﬁgégq gﬁrsaa%gg? Si’f'gi?éfﬂl rh@é‘ ' ‘fQ{PtQ% ‘E}H
correspondi ng Rtitkin{hay altlo ddHbEE e é@né?faﬁéﬁ)@f)étrﬁ&s%@@é&ﬁéhtﬂﬁtl@how der
or group of application providers. Each application provider or group of

application prooldders kea/eﬁrrmafd@essagmaathlenbcatufn code.t bkardiberticeas t hat

correspond to that i der ro roviders era

appl 1 oatton pr B BiirEradhe FoBliEaiBr B AERch oISk BhisTbe: ha
appl i cation preyhégic é‘rfé@emléﬂ is dRhefRE8] the BAahAE srddetiargsn&anend to ot her
application providers. The list of token secrets that is provided to a

particul ar applaigaaithermay a@lsodeke drtogrosapnivtheagive eba idynamiovariahle sagh

consist of a file or databa ref erabl ncr y.pte i st for each
Cndivi dual ke TRt BRRESPEe i 8 BatinBls Rl Piubd Tl 3 fidliBhod
application preyt@esadiorofctatd efat@PH bk bhModihent herdmalilc grRRIMibE a
dynam c credential for a specific application provider, a user selects the

appropri ate ap@ENEERioBrCqmRRNSasAPRIVIED @at FgoHAM HyoliaryaIErapRiEr uct s t he
Lokt Sedr s s 8pReAe R Ul PO bl Lo Bl AEh 7B B oAU et

set of secrets en sele corr

sel ected i ndi cas an @mlcatldh pivide? sndicatoy. piroginapbr érrmiognﬁerhthﬁetd@/nbhiu@
sel ected secret and the value of a dynam c variable to generate the

request ed dynafiedetiahiganeration TREAISRE Selasdind cosrfial kame setef sgerripat ed

means. of audi bFEet ghAnS erfiEitor Slov T TG oREZRRBNa A ARBOBRNR 2 1,

t he appropri at almmhmqatth@sewmd setret die aafyplantiat/adabler o iydeanotber i eves
froma database information reveali ng which token has been djstributed to
t hat user and WW'%}SBF V@a‘i’yr‘tﬁﬁn'ﬁ edial QSQQVaF'PB coByYisesideriyigR by t hat

token for that ?B@t'k ﬂtﬁ'o‘ﬁﬂ‘aﬁhg%’tb am‘?hé‘agéhé\eﬂltoh?fgoglﬁg}’|n‘iil‘:r‘é'at§rp29r]1('1 es a

cryptographic algorithmto |eved secret a namc value to
generate a ver iabpbyrig armryrﬁbgna@hu:ealgahthm tolthe @apdeidcmdr@trquram der conpares

val e, - The dyndWneIs GRal YNGR HTHDRANEGE Ji SYRAT SROPRIATat ches e
verification rebRERIfR EMMises a step of obtaining a bit string by truncating or
selecting some bits from a cryptogram or cryptographically generated
value. The resulting bit string is typically converted into a string of human-
understandable symbols to be presented to the user. This conversion may
for example comprise decimalisation of the bit string or dividing the bit
string into a string of groups of bits and replacing each group of bits by an
appropriate symbol value. These symbol values may comprise decimal or
hexadecimal digits or characters from an alphabet.

[0022] In a preferred embodiment of the invention a dynamic credential is verified
by a validation server using a verification reference value. In one
embodiment said verification reference value is generated using the same
or a similar algorithm that was used to generate the dynamic credential. In
another embodiment the verification reference value is generated using a

secret that is directly or indirectly associated with the user or a security



[ 0025] In anot her enbodi nent each token is personalised with a token
specific master key. Each application provider specific token secret is
derived fworntisoiseken specific master secret and a val RETASh@wa®ssd t he
token's indicator for that application pjovider. A supported application
provi der receives a list of the application provider specific token secrets
that have been derived fromthe indicator corresponding to that application
provi der and edekiceaksed by theaderite genstate theegdynamicgaadentialt e atspleeific

Tt ter of fact PABRERIEnseRerE Riaen el ¢ b BleRuPRL St (he
tokens have be%%ﬁt%iﬁ@ﬂ@iﬂ@@@crﬁf‘% ddiferaier! iRy bPRaREPYEARE af@aCdliE t oken

secrets have been derived and have securely been stored or provided to the

appl i cati on pr thatdedigectiher indikeotl\sassndated wikt be usey or arsetsstydsvican f or
exanpl e be randon nerated or can,for exanple be. derived for each token
T torn from a o yaRGERer & IRel e RO S i o b a5
specific for appuylivertte JaifieBtion fdfePshc@ JaMER Sorfifaiedl withi fHeedynalfic
generate a dynam c credential for a specific application provider, a user
sel ects the apgregsritial eecgpysid fcemitoe useoangetheigytiaoe eredsimtiahis t oken and
instructs the token enerate.a dvnamc.credent.i.al,.for .t hat indicator.
The token dori vOsoriR My AIRERSER 0Py B BE Rk ai ke SBUECY Tt om
the token 11 speebddifg rRSSAE nK@&hm@_CtrttéWor\/.alrﬂ@sEQ&iﬁ&@Ehtid@iir’hbﬁt fheken's

i ndi cator for that application provider. The token generates the dynamc

credential usi mptchisgdsienaumaygeneise that botlovalles aspeaual ¢ t oken secret key
and a dy ! i.ahbl i j di.sti t,age that the
amount - of0eso)§ P AR rad RS e S s e S G AR B Goes ot

have to grow wipkeffofrhed hyrdesmpltes whsent.eThapgnewter systerpmageiosnpr(sed?6] | n
one variation of this enbodinment the value related to the token's indicator

for that appli 8iMEsEOFHINSH e May alRo §pRINreatd ertapres padt WaY@l¥ht er ed by
t he er. In a j i i atl 1 i cation
pr oviuzler code gé@ﬁﬂ%ﬁ&é%@%ﬁ%&%{r&gMé%@ileamlléﬁsﬂ)g@hgﬁgirﬂggﬁgﬁ Ianot Iher

speci fic vari atchyplographicoksaratiass.a node of operation allowing the user to
enter an appl.ication provider code and to associate that application
provi der [@ Wi PRE Rartigdar erpaedigant a RIHE!IH AT %Fﬁo%alétbﬁm'%aétqnotﬁkﬁ?%{ﬁ der

i ndi cator. If Hﬁ%‘?rilb{?tﬁg méwﬁﬁmf‘dﬂds&@ebﬁ&% &iQﬁi%uki@#?,eéaéhotgﬂsﬂ%ét c a

dynam c credenti al erive the application provider specific
t oken secret képengengpridieedpyth @ skt oinsquretwaless, cadh seesetoiahieed wi t h t hat
| abel as application provider related.val ue and the c{joken s_geci fi.c master

secret and gen&PHEEPPHENGYM FAIEerentHckfalal ohd BHPRIECGRBPRNAAHOR BHEPYIESE Plon
g ol _ _ .
provi der specl g'r&uéﬁFé;%hc'éﬁMn ?)!ﬂ&/l&el‘iy Wad@ic%ﬁ?? @Q&Riéérn r’sber?rﬂ of.

enbodi ments where 't he application provider speci to is derived
froma token spepli¢atomesyiiers squrevideddvith adisuef theltakersecretshthat oken' s

i ndicator for that application provider, it nmay be preferable to not
destroy or di sCQF&SP i%&@ﬁp%@%@&qr@r%g@ PrREJRISo AR gePREA #kens have been
personal i sed, ByhitiEiovRIcP LRIy fdeBhe8 e 8b¥retthdt BbRESHSA tolthad MY be

especially interesting 1n cases ytwhere t he application provider indicator or
t he val ue r el aapglicatianherosioier modtwilb nopreneivdesedraisi tbat corréspamot toseheict ed

L ough o user APRISRIR WEVBE e Net SUOKBRAPHE MEe PRVARLEER This T
al | ows gener at inagicubst 4 fchoh Brod&tedr grBgs bf hephciBR pr8iEIBE fayonsist

application providers with application provider indicators that were
unknown or had ohetfil®eedatabeisei preferabihencrypled: et lists\ier eagleinslbndialsed. Thi s

Aol 1 oot on pr SOTHCTS iH SrbaliBRaR B kEREshAvE T e apPledithaPk8Rn i ed
and 12 or group of application providers. To generate a dynamic credential for a
specific application provider, a user selects the appropriate application
provider indicator on the token and instructs the token to generate a
dynamic credential for that indicator. From its stored set of secrets the

token selects the secret that corresponds to the selected indicator and



distributed to the users. Supporting a new application provider then
doesn't require any new tokens to be distributed. It suffices that a new
appl i cat i 2priosd3ser i ndicator is allocated for that newrCafskéloasison
provider and that a list of application;grovider specific token secrets for
t hat new application provider indicator s derived using the securely
stored token specific nmaster secrets and that this |list of application
provi der speci fapplieokaenyptegraphic algotithen tpthiy seledtedosadnet ambtheaygdlé ofigi on

i der. [0028] In.yet. h ' t t | icati | d
Bhect f1c 1 oken VB Vagble s fep it e ramesletARHE el £heon
provi der speci foierMehloniRGhREt A Weddrk@Bdi FRBHiE bRIdHEMABefREr exanpl e

the token's serial nunber. A different application provider specific master
secret is assofdraxampletly maahs slipgisplayoappness efraysiieisipnalor The

application provider oup. ch token is rsonalised with a set. of
Gorived appl | cLePbias ROV BpaunAMEe eiskehield Be sPirnlias APRiABuppor t cd
appl i cation pr@yb@gér. oThaBpplicaiibh ProRtie idlfevel PoR.a Baebasy MTerhaton
application provider or application provider group is provided with the

val ue of the appvaaliagivgrchiekendeas bper distipuiad tethaleseeandydudi ated with

anot hor " enbodi ABRTCAEL 116Yer SBBUHE B iR 6F Indt QhBL t0%, buen secr et
ot her par anet egpphtatidhepralidieri Thedppliegie plovidbr zpplies ar®psByiahsc my be a

function of the selected application provider or application provider
group. These palgaréh@rte thajretirvedieaerandaynamihealuedguenerateide dynamic

B

represent ed. Fescaiwadray®arhity cretentdl pithcihlel goh dpatedi vigificatiorXdfe@incg deci mal
digits may be generated using the AES algorithmand the value of a

real -ti me cl ockalughi The dwrargisatradentia iy validatet speerastidly ibih n@tehes the
hexadeci mal di g' Fiﬁcﬁpﬁ l%?ergﬁgg(,gh%d usi ng a keyed hash al gorithm and the
val ue of a counter. I'n cases where counters are being used as dynam c

vari abl e [0025Tayn baothee kettadlimehhaich tukehdk pergvmialised nathiantbkpaspenificcount er s

for different application providers or application provider graqups.

Advant ageous effa@sigikey. Each application provider specific token secret is derived
from the token specific master secret and a value related to the token’s
indicator for that application provider. A supported application provider
receives a list of the application provider specific token secrets that have
been derived from the indicator corresponding to that application provider
and each token’s specific master key. In general the token specific master
keys are not provided to the application providers. As a matter of fact the
token specific master keys can be destroyed once the tokens have been
personalised and the application provider specific token secrets have been
derived and have securely been stored or provided to the application
providers. The token specific master keys themselves can for example be
randomly generated or can for example be derived for each token in turn
from a single general master key and some data element that is specific
for an individual token such as a token's serial number. To generate a
dynamic credential for a specific application provider, a user selects the
appropriate application provider indicator on the token and instructs the
token to generate a dynamic credential for that indicator. The token

derives the application provider specific token secret key from the token



13 [0030] An inportant advantage of the present invention is that users can
use the sane strong authentication token to generate dynam c credential s
for diffewenprsmzcati on providers wi thout the need foPCTRESs@0ApIShE cati on
providers to share secrets or to be openationally dependent one upon the
other. The security level of strong authentication tokens according to the
invention is the sane as the security offered by other existing strong

aut hent i cat i on spekiinsnastaekdyand flecvaue vélaged wnthedoker@atindicatooforttbétens
according to the vaention.canTHe t he saneaﬁs @{ &an he VQ%%{sLntlar to the
formfactor of 2BPHEAIAL RIONIgeLy T HEIPK RO TedyramiG CIPARBL BN at i on

tokens accordi fge Herildteappiiibh Prolid¥esFedifCiokeR iRt t@yaHd 2ufRamee user
convenience that is very simlar to that of other existing strong

aut hent i cat i on vagilkles. THis eaddidiment hasihe gjsiinct iddvasiagedhakihecarodumieridi ng
only one securi b%/ devi ce. t§ secur elt eir deaLgie.ng['Fs1 \4[\/| th a %I urﬁ:}it tof

appl i cat i on_pr SBENsTeAPERS 19 SREUEI: IR St MR it dogt nathavRe

aut henti cat i on gr&ls&ingh theirise s dupporedtapplicaticr pidviddren, can be divi ded
over a plurality of application providers. Different application providers

can cr eatl@02fr imeneapstiemaf thigenmbodinent thenvahie wlatednoitkatoken’'s okens, t hus
reduci ng their .cocﬁttsr vm'tkglhout -8 ui ri ng.an i_ntegr.ation of cﬁ heir, security
systems. [0032] AfRIQ [ el FRRCAHUY PIAYF s ABIS 'Cﬂ%"%%% L Cof§ secure its
i nternet banki eatsealbychbiuger.alrharisesmy veltistion the esarmtustiritenthst r ong

aut henti cation tokens anong its custoners. These strong authentication
t okens are cap@ppPicafongereidgr cage gaeb tinmma syoamie a@d@@%aby.generajgér dNpress

bank. 11 user s “haistepCERedBREEN B RARR s R bR b p A3 pll8g e "

di spl ays the bigsftoénter anegplicatisrtpeaiierpde aid thagssaciate g @bpliedtionance
with the bank and that wants to Ieveraﬁe the bank's strong authentication

t okens to secuPEoviger ¢alg wih @dpbeldhahwilkfupgiion esen@pplieatiaxargyidert o

aut henti cat e usey: i r l'ine
payment protoodticaiah TE B8y B sbSehBebiledigtiodria hoRoreiiraiely’ o
pressing the budyhamiotredeatialtkenoken wilederiva the applicatidrepmvider speoificexanpl e

two seconds) then the token generates a one-tinme password for the
application pr R erepecrpbkey W'BG@“%QHE"Q%'OBé?rﬁ&dGT §%¢%§‘§%P‘{'?t.e€.w'3] thedr the
bank or the credi MR : kSt d i OF en t hese
two ki nds of o(rﬁ%gétl ia%:é{pg)ggs%rg@}%errié@gﬁ gﬁgstég%ﬁggr@%é@%%é%ﬁﬁ% and the
credit card OTBeory and\generatiefthe dgnanlie ogidentigbwith trekeerisddagdicationsecr et

keys: one key assqciated with tgke bank anpd anot her key associated with the
credit card coRpRHIST SMEPEREEEEKAHATHP WYRHEMIGKENEsel ects the correct key

oot bor 71 3 s SHBOATATE LA, PapRREh B hel EReoandepa o=
sel ected secr etis_ ﬁelfy\_zedﬁnom _tdk_yentépsectfh:nhaﬁéPsecrte_thendamkalbas;elgteihﬂoetbese wth
t glée(r:lr 23:’15 22?'&&%%3‘ %rc]iicsd?oerc ofr Itt?atsa%%liiceetltlso'n E)-roov}/ err,I ift }/naty ee BFe?(ejrla IeC orr(?otOTPS’
destroy or discard the token specific master keys once the tokens have
been personalised, but instead store them securely for later use. This may
be especially interesting in cases where the application provider indicator
or the value related to the application provider indicator is not selected
from a static list but can be dynamically provided to the token for example
through a user-to-machine or machine-to-machine input interface. This
allows generating application provider specific token secrets for application
providers with application provider indicators that were unknown or had
not been anticipated when the tokens were personalised. This way, new
application providers can be added to the list of supported application

providers even after the tokens have already been personalised and



conpany has a database with token credit card application specific secrets.
The credit card conpany may have received this database fromits strategic
partner tWo2banisose it may have received it directly fr®@eTiUse010A838¢2
responsi ble for generating the token seghets and personalising the tokens
with these secrets. This party may be the token manufacturer. [0033] In
sone enbodinents it is even possible to add extra supported application
provi der s even dittileutetiie theokeers. Haypadingadevbappligadios pnavideetheand
distributed to the

users. £0034 The a,[dvanta s ,of hheﬁi nv nt'on becone
parti cul arly afBEPRhTCHIEARLREY deke P UeHIRIES o liiicesdhal 2BeY secur ity
devices. The tegRRAtRBYProQidel HHIER0PCANEEIELRP that e apSiicaiBh Wrévider
requiring costly conmponents and often resulting in yield and reliability

probl ens. As aaodribaiga bisicef eipigatidrepovitiirtspesaifid tekerpeecrsts fonghat new
aut henti cati on toﬁ(?%s are guite .e%gens' v The {esent i nvint [ ﬁn al | ows

producti on of PR |08 RIPYIEE! 'Q:dé‘f Gy gfegtqs hﬁﬁ%?l?’cs rle(q O'f%rl](ens t hat

at no extra Cospe6ifib nERNEF SéFefyARlmiat B USb ApHicARdn prAiddrajpeehie
application or application provider but for a plurality of applications or

appl i cati on pr daeresecretphiatherarayidgthto thaknew|appligatign piqyiderost of these

credit c haped, st r.ong aut henti,cati on,.t akens can _be di.vided over, a
ol oral i £ 3008 AR e RO e bR R AL AR AR R s ABa Y 1, iR S
[0035] Figure joréddkstokeh @sderivar et dmagsieitiohreyidanssedficaentdral s for
different application providers in accordance with one enbodi nent of the

i nvention. 15spoc3endrE @hee igentifien stetpsdoexamplerthateken’srsefdd t o
generate dynam dengd for.diffe ' | Lders in
accordance wt H%gﬁt{)ef;hz‘r&'g%h%éia%g“gé@n é@%eﬁgggwgﬁgﬁaﬁ'&%{bﬁggure 3

i1l ustrates anekbeciateet Wit choh gapporée agplivaiion grogidenti apslidation pirbvigeent
application providers in accordance with yet another enbodi nent of the

i nvention. [0098PURFi Bask token ibIngssqnalissd yithaa spell darivegranmligei@t of a

secur LY. apPar QALOSSRAR Bién SRR orfd 7 eabh AiBpbba dhbliciE
provider or application provider group. Each supported application
provider or application provider group is provided with the value of the
application provider specific master secret associated with that application
provider or application provider group.

[0029] In still another embodiment besides the application provider specific token
secret, other parameters of the algorithm to generate dynamic credentials
may be a function of the selected application provider or application
provider group. These parameters may include for example the length of
the dynamic credential or which cryptographic algorithm is used or which
dynamic variable value is being used or how the dynamic credential is
being represented. For example for one application provider an OTP of 9
decimal digits may be generated using the AES algorithm and the value of
a real-time clock, while for another application provider an OTP of 6
hexadecimal digits may be generated using a keyed hash algorithm and
the value of a counter. In cases where counters are being used as
dynamic variable it may be preferable that the token maintains
independent counters for different application providers or application
provider groups.

Advantageous effects



[0039] Figure 4b illustrates another formfactor of a security apparatus to
generate dynam c credentials for different application providers. [0040]

Fi gure 4cwol2bustsozsees yet anot her form factor of a secuPCTUSaOASIHUS t O
generate dynam c credentials for differgrt application providers. [0041]
Figure 4d illustrates still another formfactor of a security apparatus to
generate dynam c credentials for different application providers. [0042]

Fi gure 44¢0030]Jusuriatpestamtadwantage @f thé pogsent ofveatise ¢uthiat yserspeamatsestheo

te d ' denti al or,. dif t licati ' . [ 0043
B gur o ar 11 uSePi SEtpettRaleicR ehPhiY aenBiate Aoaadl BRPF) M ot us 1o
generate dynamggfrbROSHDlicatisn brdvidershvattitk tPRbaE for tABs@ BB RIoR. [ 0044]

Figure 5 illustrates a security apparatus to generate dynam c credentials
for different pppliderstioshare secrets er iorbaaoperatianally dépéndand opstugdintbat  of

the i tion. [0045] Fi i | lustrat th th t
covs. of ot omg it e sy Rl o S B B ok En S BRG I P alE t o
for different apRntieAtis e HAPBIAEHE SeBuRGSTHFAABY dthéMexagtidpsigrent of the

i nvention. [0046] Figure 7 illustrates another nethod to nanage the secret
keys of strongadthensieatiemtokenst okee sormtacteraof siongraiitbenrtjoationdokensdent i al s

for different application providers i ccordance wi.th an enbadi nent of the
nventi on: 00 #s ol LR RVER Gl Be i SBRE e ar hE e AR R ehe
secret keys of feii fitGoresitdiRet steeid aMthbakiedtor! toRbnS.aBtrafg &ildhéntikaion ¢
credentials for different application providers in accordance with an

enmbodi ment of {ekensraeserdiog to riwyventienhave arusendtedace aedioifee atusen
convenience that is very similar to that of other existing strong

authentication tokens. In addition users gain the convenience of needing
only one security device to secure their dealings with a plurality of
application providers.

[0031] As a consequence the costs of strong authentication tokens, including the
cost of distribution, can be divided over a plurality of application providers.
Different application providers can create partnerships sharing the same
strong authentication tokens, thus reducing their costs, without requiring
an integration of their security systems.

[0032] This is illustrated in the following example. To secure its internet banking
application a bank may distribute one-button strong authentication tokens
among its customers. These strong authentication tokens are capable of
generating one-time passwords (OTPs). If users press the button of their
token once the token displays the brand name of the bank. If users
quickly press the button of the token twice the token displays the brand of
a credit card company that has a strategic alliance with the bank and that
wants to leverage the bank's strong authentication tokens to secure its
online card payment application for example to authenticate users by
means of an OTP in the context of a secure online payment protocol such
as for example the 3D-Secure protocol. If, after pressing the button of the
token, a user waits a little while (for example two seconds) then the token
generates a one-time password for the application provider whose brand

name is being displayed (i.e. either the bank or the credit card company).



16 [0048] Figure 1 illustrates a preferred nmethod according to the

I nvention to generate a dynam c credential for a specific application

provi der WO 20ppispIsat i on provi der group conprising the sPEPpAISEI10/053862 ai ni ng
an indicator of the application providern, or application provider group
(step 110); capturing the value of at least one dynam c variable (step
120); retrieving one or nore secret values (step 130); cryptographically
conbi ni ng sai d Tappbke #é¢ distipetion betwaendheae bwo kismiscof dneatime paalswercw]d sai d

ol gort thm - and TEP AR OHEThdNF dekO TP e S Erit SaFieifPatadRalaat i on

into a dynam c ggfeRiehgth. (Eé@rptol(@ﬂ)stéﬁé‘s@tﬁ/o'd’éc?ettléé?‘scéhe &ay assScidicds er ent
fromthe result of the Cryptographic conbination 0049] In one enbodi nent

t he dynam ¢ vamithbthe bamk arshanotber hey asﬁom@edwth thel cuedlt lcarchccsrpeamy iC

enbodi nment the nam S var e val u al =11 cl ock.
- anot her enbdd 3 DT mecRED o3k Bearafiey ol 4 BRgion P e
counter. In a %P@ﬁd ﬁameetﬁﬁpﬂb%@tec&éu 5ywné&raﬁwpmss@@%bg}abﬁk the
application provider. In yet another enbodi nent dynami’c vari abl e may

conpri se a chalalgaftlemde the yakecafi Itsrreraétlmteeziod@u%lng ltfme selectasheriiraiekay- t he

symetric cr h [ encryption or
dgcrypt i on a%/ggr%qf ﬁ¥ W%%’ﬂ%@ﬂ??%?%%%%ﬁﬁ? cf?éggﬁﬂféﬁ% t%ke&k}%rg ISraphi c

al gorithm nay cpphéatim shdtiiddtfer! I VéMTNthé Bretit ddrd TP &Re FdWEEARANt t he
crypt ographic conmbination of the indicator, the dynamc val ue and the one
or nore secr et CPEINGEY hesnpHatebase wathyeken sredhcart aprliegiiprogpesiivsi ng a

mat hemat i cal t rav he
ynam o val ue- Shaue 08 Pyt el reihna il iR egr s b R o

parameteri zed \Vstshrasedi€l partrepthertieirtk et hely hepdeureseived itedisgiyiffors tiesrbodi ment
the dynam c value that is captured is a dmm’ c variable that is chosen
froma plural i PpryfresRonairle VageraRER] g nr@casﬁ{smé ReiseRalising the

appl i cati on pr ?ﬁ‘{liqurwﬂtrp €x %té%rcretgn -[%rgo % HeCto?qugéerQEtu}

cryptographi c al'gorithm used en as a runction o
appl i cat i[0033]r owsdeie emﬂo@u&tents |tI|$1e0@|e pnssmbleeumtmﬂ extrd sopp@tedar arret er S

application providers even after the tokens have already been

personalised and distributed to the users.

[0034] The advantages of the invention become particularly apparent when
considering flexible credit card shaped security devices. The technology
to produce such devices is not yet mature, requiring costly components
and often resulting in yield and reliability problems. As a consequence
flexible credit card shaped strong authentication tokens are quite
expensive. The present invention allows production of flexible credit card
shaped strong authentication tokens that at no extra cost can generate
dynamic credentials not just for one application or application provider but
for a plurality of applications or application providers. That means that the
relatively high cost of these credit card shaped strong authentication
tokens can be divided over a plurality of application providers.

Brief description of the drawings

[0035] Figure 1 illustrates a method to generate dynamic credentials for different

application providers in accordance with one embodiment of the invention.



17 of the algorithmto generate dynam c credentials may al so be function of
the application provider indicator such as for exanple the |l ength of the
gener at edwonredensvizal or the synbols that are used to repCEASR10/053862
credential to the user. [0050] An alternative nmethod according to the

I nvention to generate a dynam c credential for a specific application

provi der or application provider group is illustrated in Figure 2 and
conpri se40@3@ $igyse Dillustrates @nraltegnailive methuat orgesferateed ymphic caedentiate ovi der

or application_ prayider ste 10, turi t he val u | east
one. dynam ¢ varaiaererL BRSSP IrSPigRr Bacarrrte Wi cOGtFEE A EEN! of op
231); sel ecti gyl invBABdn ONe secret val ue out of the retrieved set of

secret values on the basis of the value of the application provider
i ndi cat 0{0Q3f]eFrigs®)3 illusirates @goiErinaihioy to@memte@lygahdc dl;ﬂd&miialsvfar ue and

A gor i thim - and SHCHRRIGEHGT PR el £2hp deRed WP el oIS  on

into a dynam c offdpRbhadn.(Step 250) which in a typical case is different

fromthe result of the cryptographic conbination.
[0038] Figure 4a illustrates a particular form factor of a security apparatus to

generate dynamic credentials for different application providers.

[0039] Figure 4b illustrates another form factor of a security apparatus to
generate dynamic credentials for different application providers.

[0040] Figure 4c illustrates yet another form factor of a security apparatus to
generate dynamic credentials for different application providers.

[0041] Figure 4d illustrates still another form factor of a security apparatus to
generate dynamic credentials for different application providers.

[0042] Figure 4e illustrates one more form factor of a security apparatus to
generate dynamic credentials for different application providers.

[0043] Figure 4f illustrates yet one more form factor of a security apparatus to
generate dynamic credentials for different application providers.

[0044] Figure 5 illustrates a security apparatus to generate dynamic credentials
for different application providers in accordance with one embodiment of
the invention.

[0045] Figure 6 illustrates a method to manage the secret keys of strong
authentication tokens that can generate dynamic credentials for different
application providers in accordance with an embodiment of the invention.

[0046] Figure 7 illustrates another method to manage the secret keys of strong
authentication tokens that can generate dynamic credentials for different
application providers in accordance with an embodiment of the invention.

[0047] Figure 8 illustrates yet another method to manage the secret keys of
strong authentication tokens that can generate dynamic credentials for
different application providers in accordance with an embodiment of the
invention.

Mode(s) for carrying out the invention



[ 0051] Yet another method according to the invention to generate a dynam c
credential for a specific application provider or application provider
group i s WDlostosedsed in Figure 3 and conprises the step®Coftis201005386ni ng an
i ndi cator of the application provider ongapplication provider group (step
310); capturing the value of at |east one dynam c variable (step 320);
retrieving the value of a token specific nmaster secret (step 332);

deri vi ng [@04%c tFégureal iIJestratemat preferegd meteed aamrdhwgstedheﬁn\aantlionhe

appl i cation provider i cat.or hi cal.l conblnlng
2074 Gynant o vOEDEIAG WA Gars SRR B b trerdid AP RERERN BidyURsTg o
symetric CWD%@BF@&%%@K/%F@P&UE céMfrisihpane sRigE &f9 the result of said
cryptographi ¢ conbination into a dynam c Credential (step 350) which in a
typi cal case i s dobtagrieganfindicatdnief thes appliastion pgovidgpobap rlightion pootiderat i on.
18 [0052] In one enbOd{s'tmnElﬂ he step of deriving a secret value fromthe
retrieved master JEHR e application provider indicator conprises

crypt ogr aphi cakl ycsoiih g'tlﬁ@véfm% dfvaﬂ@ast%%rcﬁmaﬂnevaﬁéaer §ﬂe®t132b)t0 the
application provider indicator. In a specific enbodi nent

crypt ogr aphi cal*l yreja@yngiong aonpie %%E‘eb‘éamgs tgier1SPyipt | on or decryption
o gor £ hm act 19, SR AabEu B0l SRRl Lpui B s o
crypt ogr aphi cal | ydgeamioVdlge eatdRaicese bratira Gedstaalfisasash 140)thgeng a
application provider indicator and the master secret.

symmetric cryptographic algorithm; and

+ transforming the result of said cryptographic combination into a

dynamic credential (step 150) which in a typical case is different from

the result of the cryptographic combination.

[0049] In one embodiment the dynamic variable may comprise a time related
value. In a specific embodiment the dynamic variable comprises the value
of a real-time clock. In another embodiment the dynamic variable
comprises the value of a counter. In a specific embodiment this counter
may be specific for the application provider. In yet another embodiment
the dynamic variable may comprise a challenge or transaction related
data. In one embodiment the symmetric cryptographic algorithm may
comprise a symmetric encryption or decryption algorithm. In another
embodiment the symmetric cryptographic algorithm may comprise a
hashing algorithm. In still another embodiment the cryptographic
combination of the indicator, the dynamic value and the one or more
secret values comprises the generation of a cryptogram using a
mathematical combination of the application provider indicator and the
dynamic value and using a symmetric cryptographic algorithm that is
parameterized with said one or more secret values. |n a specific
embodiment the dynamic value that is captured is a dynamic variable that
is chosen from a plurality of dynamic variables depending on the value of
the application provider indicator. In another specific embodiment the
cryptographic algorithm being used may be chosen as a function of the

application provider indicator. In one more embodiment other parameters



[ 0053] One enbodi ment of the invention conprises a security apparatus to
generate dynam c credentials for a plurality of application providers. A
security wWppariasms2t o generate dynam c credentials is typirasko/opsseyi ded in
the formof a handheld, battery-powered apparatus wth an output device
such as a display to convey dynam c cregienti als and other information to
the user. Preferably, the apparatus has one or nore buttons or other input
devi ces to tri gfthre algeridenéo genemnatetlyaanimenedentaledemyt alab benfuinotion of sel ect

the applicatio rovider for which.an dynam c_credential shoyl d be

gener ated" and! ¢ pOPYGaR FviARh ICHPGHREY 3% fof ereiinte fhe BASH) 868R) | a
preferred embogdioABRite@rddthtidPBRINR 4FnIRIs R JpE @S8R o rEYRBERDIRe aS
illustrated in"Figure 5 the apparatus is a security token 500 to generate

dynani ¢ cr edenciedentiabio theplseral i ty of application providers. The security
t ok 50 i gal l Pr i t Kk t 510 i, abi |.it
sour oo 530038, AP aterr At TR 086 o op Se Tr oG an oPne g e BMB0D, an
out put i nterf agpedbfiflial RING SPLIMEAENicRAYR PPOVIdE: orﬁﬁali_@éﬁ&???dﬁdjer%ggﬁb at or

590 typically conprises an application provider specific token
provi di ng agents #gstratgddn figurgr2and compeaes Yapstepadfa t ransf ormati on agent

540. [0055] The segret. key .storage 510 _stores one .qQr npre se&:ret keys -
breferanly in 4 sdgrNA&Y MUEREY ofle aEPlielan ROy HEr JERe LENSN PVl han ¢
credentials for dbfdu@f@&ip 29@);i cation providers. The stored keys nay
conprise a token specific nmaster key that the token uses to derive

appl i cati on provi geptuspadhe valuesi &t leas) oneatynanpe yetiakledpisivi 22Q)i on
providers with the

r. ' |, cat vi der indicators.
Al ternatively, t heet@%gﬁé?@é}%if%%}c{@e‘?%{/u%%&%%ﬁ iégeﬂt he application provider

speci fic token.keyslecilhgatkRacebn& e¥cizt oaRgao i P theyetdovad ssteof\weichdti | e
menory, such as the nenory of a processor or mcrocontroller already
present in the tokeHesen thedasis efttbe valtsoah the applicatioropipvideaiydieai®bonent |
whereby this rrermﬁf 6533? manently powered by a battery to prevent |oss of
the stored data. FRANZL vely, the secret key storage 510 may be

persi stent nenerycsptdgraphieally esinbinimgpssidcdymaonie vhluel SMb&did \éateadd | ity
source 520 provides a dynami c variable which nmay conprise a tine-rel ated
val ue or a count ePeY&l M@'USr(St&pc?f’eﬂ)IUéH@aéV”W%FH§&&ﬁtgﬂratp@F%@|98r'Wé“ﬁiaﬁnd

Variability soyr Cﬁaﬁ@f@rrggfq t@%%ébl?‘éf S iggﬁ'épgit%hr‘?ph‘?é 8%3?%&68%6@ er. The

counter nmay be autonatl i NCrene tinme ynam c
credential is gendyadrait crétentarn(si@pi 250) whicluirce typigaladase i< differérstefran i nput
i nterface through _ which tl?e t oken may be prqvided with a chall enge or
transaction rel at ¢ @spY of the cryptograzhlc combination.

[0051] Yet another method according to the invention to generate a dynamic
credential for a specific application provider or application provider group
is illustrated in Figure 3 and comprises the steps of:

+ obtaining an indicator of the application provider or application provider
group (step 310);

+ capturing the value of at least one dynamic variable (step 320);

* retrieving the value of a token specific master secret (step 332);

» deriving a secret value from the retrieved master secret and the
application provider indicator (step 336);

+ cryptographically combining said dynamic value and said derived
secret value (step 342) using a symmetric cryptographic algorithm; and

+ transforming the result of said cryptographic combination into a
dynamic credential (step 350) which in a typical case is different from

the result of the cryptographic combination.



[ 0057] The credential generating agent 590 nmay conpri se one or nore
appropriately programed processors or mcrocontrollers, or dedicated

har dwar e WOch1150332 Appl i cati on- Specific I ntegrated C r ®@GrtUSCHBIOEI86Dr

Fi el d-Programmabl e Gate Array (FPGA). [QQ58] Cryptographic agent 530 nmay be
an appropriately progranmred processor or mcrocontroller, or dedicated

har dwar e such as an Application-Specific Integrated G rcwt (ASI C) or

Fi el d- Pr W@ﬁnﬁbbee@mtﬁod&meaytt(el:@t%)qf dpﬁ(biﬁg]a g¢aot valeetfroam Hieretaeverh agent

540 and t he appI| atlon ecific token key providing agent 580 may
b anmropr ar SRASISESeePLRY Mo dRERoh pfotider Bei Rl et “dod: catod
har dwar e such %ﬁypﬁ%@ﬁldaﬂ?‘bbﬁfhm @I@éfﬂé‘stéﬁgeﬁﬂé@érﬁtﬂdéﬂa%%éd (o“@lec) or

Fi el d- Programmabl e te Arta FPGA). [0060] The application provider

speci fic token appycqimwprQNWraghmtosm aepgqafl@gnﬁqﬂdumeatgt@ﬂt 530 and the
transformation a nt 540 éFﬁ%’ nB enent ed on the sane ardgare\gﬁl atform
or on dlfferentc ?%f\'ﬁé? aﬂa Y SPMRTHEY CPBRSBES Usid A RPEYPLRR OBSECNRAPER may
conprise a hungpy drrﬂlﬁmréé@m? dﬂﬁ&ét‘é%@te@td@@%yﬁﬁmﬁﬂoﬁ%%ﬁd@' indicatdrap@, al | ows
the user to instruct the token to generate a dynam c credential or to

sel ect an appl |p@aameten|zedwthehhednas@osapr@rtu traam@thepsbwﬂ@emjmdupembr whi ch
a dynami c credentlal nerated. or ,t 0 ent ation

o vl der i nd caimooARER ARG bR s85 reSn i e IR REEIL B o "ror e
buttons. The hg ncatlaﬁ"ﬁpﬁr‘b@m%rimtodéﬁdﬂﬁe ﬁ‘ﬁa‘ét@ﬂs%@rétr al ternatively
conprise a thu wheel . [0062] Cenerated dynam c credentials may be

provi ded [Q%Q]h@r@]gmgggwn@mrqmlgﬁmventlon comprises a security apparatus fo
generate dynamic credentials for a plurality of application providers. A

security apparatus to generate dynamic credentials is typically provided in
the form of a handheld, battery-powered apparatus with an output device
such as a display to convey dynamic credentials and other information to
the user. Preferably, the apparatus has one or more buttons or other input
devices to trigger the generation of a dynamic credential and/or to select
the application provider for which an dynamic credential should be
generated and/or to input an application provider indicator.

[0054] In a preferred embodiment of the apparatus of the present invention, as
illustrated in Figure 5, the apparatus is a security token 500 to generate
dynamic credentials for a plurality of application providers. The security
token 500 typically comprises a secret key storage 510, a variability
source 520, an input interface 550, a credential generating agent 590, an
output interface 560, and an energy source 570. The credential generator
590 typically comprises an application provider specific token key
providing agent 580, a cryptographic agent 530, and a transformation
agent 540.

[0055] The secret key storage 510 stores one or more secret keys — preferably in
a secure way - that may be used in the generation of dynamic credentials
for different application providers. The stored keys may comprise a token
specific master key that the token uses to derive application provider
specific token keys for supported application providers with the

corresponding application provider indicators. Alternatively, the stored



out put interface 560. In another enbodi mnent the token includes a dynam c
credential output interface 560, such as a human interface device or a
machi ne- tworatiisezs2i nt er f ace, adapted to out put a gener LEASAY0ARISE2
credential. The human interface output dgvice may conprise a visual output
device, such as a display, or an audi bl e output device, such as a source of
synt hesi zed speech. The dynam c credential that is output by the human

i nterface out pkeysevdyceomprsdthecapplicaticapeavider speeificstokenkews.stTheng or

sequence of human-interpreta synbol s.. [ 00 The machi ne-t g- machi ne
nter face of || ABHC KAY Sra6E HBGTEY SOTEEE YOS MEROSea ags Sifpr | se a
USB, Ethernet, ns&hbal of PpraticB8ér i mMRFotdHiRSIbAGReady predntff PR!tBkeVdr
cellular or other wireless interface. [0064] Energy source 570 provides the

ener gy requirea $pparate randem acagsememsry iy gosponest, siterely thisnpri se a
battery, a photo-voltaic cell, a fuel |1, a th?rrm-el ﬁ)tri?tel enent, an
agent adapt ed {EEeNBRESTARENUAPONRESY alieny o pievenEioss e) MR ERRT | nat
i's conpatible watd) ARGrrRAGEIJYHeASBErEEHBNEtErfe $TENRIRS psrISNaREMorNd t he
overall cost and formfactor requirenents of security token 500. [0065] The

security tokens8ol asypilash memgygcamponest.f ol | ows. By neans of the input

interfac e _user sele an ropriate application pravider

| i cat of0GleNeE LT, s &R R BBl € ARBLIeCPh SR o BoriEe 2 ne
token to gener ghfe-relgtetnesiRobah RBUAEI AL 6 £dRANR]e orraieittibAlrelaiter at or
590 cryptographically conbines one or nore keys retrieved fromsecret key

storage 510 w URta-h¥auabiliy ssuree §204na)CoaPTis®Peep-iveerklr & apuRlsr| ity
source 520 and g @o%'térfrﬂggg@%g8@ﬁ'gﬂ§£elh)eiﬁgtegﬁ%rﬂgd%%'cﬂ%ﬁﬁé’trff{tneclﬂg]%_rrﬁghby the

user through input™inté ynam c crtede e

token out puts theidgriatisajerdraaaTie caredsity isalrdeymep aiso edmphs®ah impiter f ace
560. In one enbodi nent credential generator 590 uses s%nnetric crypt ogr aphy

to generate dyfyfifacetuasahiwdich theptokepnes] be praviged nithraeehalepggidrent

credential gen - iLses an application provider specific token
key providing %@%@Eﬁ%l%@%ﬁ ‘'ogr aphi ¢ agent 530, and a transformation

agent 5400057 dhe cebedtiaigenerniplg apint BI0pnay cdmprispetief sranbreken key
provi di ng agent 580 provides an application provider s&ﬁsci fic token key as
a function of aﬁpeaﬂsﬁt%lmr%@ramraw@é@cqstsar%a& BicreepriEqliess. G degicated by the

EZ er through | @_@H‘jwér%t&Icfh%eaﬁi%pﬂéét%-%@ciﬂ& INBEREE CHrcB QARIC) & Secr et
y storage 510;
Field-Programmable Gate Array (FPGA).

[0058] Cryptographic agent 530 may be an appropriately programmed processor
or microcontroller, or dedicated hardware such as an Application-Specific
Integrated Circuit (ASIC) or Field-Programmable Gate Array (FPGA).

[0059] Also the transformation agent 540 and the application provider specific
token key providing agent 580 may be appropriately programmed
processors or microcontrollers, or dedicated hardware such as an
Application- Specific Integrated Circuit (ASIC) or Field-Programmable
Gate Array (FPGA).

[0060] The application provider specific token key providing agent 580,
cryptographic agent 5630 and the transformation agent 540 may be
implemented on the same hardware platform or on different hardware
platforms.

[0061] Input interface 550, which may comprise a human interface device or a
machine-to-machine interface, allows the user to instruct the token to

generate a dynamic credential or to select an application provider or



cryptographi c agent 530 cryptographically conbi nes the application provider
specific token key with the value of a dynam c vari abl e provi ded by

vari abi | iwg 28unse32520; and transformati on agent 540 tr &0Ffuseeme/053862 r esul t
of the cryptographic conbination into a-dynam c credential. In one

enbodi ment cryptographi c agent 530 uses symetric cryptography. In a
speci fi c enbodi nent application provider specific token key providi ng agent
580 provi des am@pplgationaprogidep gonitar vépat afdynatik eredesyiabshadd det i ng t he

appropriate key fro lurality of keys stored.in secr ey storage 510
P et on: geneRECdshid Bt ah FnibRih Bietifedbdrahedhediesh of or age 510
typically storgfefaéd HEGICEMak8YmbASe BRGIbrITHIRMBItRsAPIHd K@hmbAntHaxeder or
application provider group. I'n another specific enbodi nent application

provi der speci friputtdeiioe kay atsoomi aliangativgiy com@ise erthuad whealppl i cat i on

provi der ific token, key froma.token ecifi er key stored in
Secret keJOEHlo e e i bty ReuHRy cvidk IR ane end et BG00her
i ndi cator. Key opestiitteRec@®sn! 193PothepichddimenetheStoRBRRdIGd&S ¥ Pt ogr aphy to
derive the application specific token key. [0067] In yet another enbodi nent

crypt ogr aphi ¢ gysamicg@dgetialraiitpyt intqsfapeibd. puch asra/bumgnanterfase dgvice
plurality of applicati.on.provider. cific, tok kevs. and th ynam ¢ val ue
brovi ded by vaPl H1FPODC4GUPRTES SO er AHaREAT 1o RN BEnE880 sl ect s a
cryptogram as ayhgiid treidentialt eheaRMian aktepface lovthdelevidadingficomprise il |
anot her enbodi ment transformation agent 540 transforns a plurality of

crypt ograns i nivisual puipuadpyige osudyaaaidisplay duran audblereytpriedriige. uch

generator 590 l.e of i al, as i t [ cation
rovi der i ni caedr SRR VeS R SHERL IR B SheshiBLrel s SR8 <50
are arranged olpyyahé hipsidraineerfatzho@pubd&iice nldy B odieiuricedioditorey usdrese
conponents are 22 housed in a protective shell which may be of plastic. In

yet anot her endodiingRf seaeercednandieretabldeynbalsin a | ani nat ed medi um
0069] Fi i : ' i it
bopar at w08 el matThb b HaduRE b U Ebr FERCHHSRYe 850 B 8EEE Y er ot e

dynam c cr edentintatfacé 660ahdy eseptisappl EBAEtHmmMel, seridle b othEnavidt put
interface conprises a dis Ia)( 461. The jinput interface conprises a nunber
of buttons 451)ntgHace.qr &BME Qﬁthf\é\ﬁﬁ'ﬂﬁe@-ﬂﬁw P"c‘&tpﬁbﬁ”rﬁ}%ﬁ'ﬂ@”&@?- appl i cation

provi der [Qéés’ﬁp-En'e’P%§ ?ﬁ% ﬂch'éﬁé@b%s‘%bég@%m Fé%uﬁr@ﬁ?&ttﬂé%tl’ic%\g @%;ﬁéﬂérﬂ&s

because i pport generation o Cc cre 1al's ree

di fferent appl iBr&rgpsomce\57@emay eongpiskei <haiteny, ppbotateoltajc aelsa fukllcalbel or
synbol indicati rnltg t he cor r_es%ondi ng appl i cgti OB gr ovi der or aeg]pl i cation
provi der gr oup 2nA§TBE-ERSIHE BETBFL AR AgSRERIIPIEA 4L SLRVEARIMEII 58676 each
button or the bubhodnddsigial Learcehanis!difnsiilic Rithfezndrgy!t ton the token
powers on, generates a dynam c credential for the sel ected application
provi der or appégquisgmemntspfolve ddrergompmnants and the evera# cgehamdfarth hetam c

cnbodi ment of SutaR al spavaniokeitsBai ng to the | nvention comprising a

token 4020465199l KBrifYRBh B00 typically operates as follows. By means of the
input interface 550 the user selects an appropriate application provider
indicator or enters an application provider indicator and instructs the token
to generate a corresponding dynamic credential. Credential generator 590
cryptographically combines one or more keys retrieved from secret key
storage 510 with the value of a dynamic variable provided by variability
source 520 and an application provider indicator selected or entered by
the user through input interface 550 to generate a dynamic credential.
The token outputs the generated dynamic credential by means of output
interface 560. In one embodiment credential generator 590 uses

symmetric cryptography to generate dynamic credentials.



credentials for different application providers. The output interface
conprises a display 462. The input interface conprises two buttons 452/453.
One but t om0o4bR/@bi3ews the user to cycle through a |ist ®CTABSRI0O&ISEDN
providers or application provider groups; Wien the user presses this button
t he token selects the foll ow ng application provider or application

provi der group. The token indicates which application provider or

appl i cat i[006q]r dv ageefegrasgmbedicnantenedgntsd pecertory90reemprisds an appropri at e
| abel or synbol that.is displayed.on the display 462. | he user presses
the ot her “but i GRPISHaTRoVERE BPEERE ottty Py Soeanand &5 Tor he
currently sel eghfflogiphicCaddr B30 aMH ¢efakfoRRMdICageB4Y. ONigHYy group and
outputs this generated dynam c credential on its display 462. [0071] Figure
4c il ustr at es eyhodimenhapplgation puddder sbodifindokerokeaproyiding ageappl at us
according to the i.nvention.c rising a token 404 to generate nam c
credent | a1 s 1 oPrRPFEABAPPUSHITLRRV BT SPBUNG LN ERS ALPED S 23
factor of a cre@blicritbroVidRr MHidbr sabelclasrtersl bpte dsctithiduah iddd The
input interface conprises a button 454. If the user presses the button at

| east once t heinteaee B80pGIRg @t onmoTé &eys fissed 47 se¢rebkey Bigrage818ut t on 454
has been pressed determ nes iah appl i cat.i rov.i der, or l.ication

orovi der ot oup cretaareplle 7ot B0l BB by ineoPREPRC ot t on
454 qui ckly t wprdViaBsspddif BREA Ry A theatdl@hoPa Ayhariic Paridi® breadéedn

provi der group of the |list of supported application EFOVIderS or

appl i cati on pr &Viv@gdabiifospwce $20¢ped teasformadien agent R40 transtereysghecat i on
provi der or appli j ravj.der.. - of. the || i presses
Phe button 4saneiicel R USLEBNEREHBIRichied Sindfe.alaftadih SRb8e 0. aer

or appl i cati onepitspdithent afyptayraphic WgeanbBe uses eginakttiy crpaographyam a
appropriate |l abel or synbol that is displayed on the display 464. If the
user doesn't psessificgambagimgnt applicegpn mseddenspedficiokenikeypreyidined ti me,

for exanple 2 : : ] ' for
the currently ?@%QQ?@% p‘é%g@?%%ﬁﬁéﬁh%r}'oo\%i e?’ﬁ’tgfg‘é%%' igca |ngkné:3{)l@rag§%g@#%r oup
and out puts t hitlse gppeptinesikely fran & pturalitgresf ikel/s stored in deapt Ryy 4ttage f
however the user presses the button 454 within that prefixed time another
application pr MPgsra B%nOSBBqué%‘% ?BH"W'QViRﬂ@Y'd@F 6\9]!533’[%“ seeEet kel storage

preferred vari : | k i Lat. | vhopave
t he di nensi ons%gp tg&g%@d;&? ?%gzz?gﬁfggjtaﬁ%%%(ﬁg%? F&rSmSP g@?@ra BEF&} égﬁ (raaa@?/@iegnal
one- but t on st r ongpplicdtiont proaidieo grdugk ém anper 2peéfifig enebcetimieht application yet
anot her particul ar. errbodi_rren‘( of a sec_Hrit ap ara us accor di_ng_to t he

i nvention conpPfeYifdgl SPeicikanLey Prounies Q?UEI% QifegiVeR @deanRligPion or

different appl Lfdlins R SRER kel Hork i8R Qe SRERIISE% Bt P, and an

i nput interface. o or afternatively conprise a pl ay 465. The

i nput i nterfacsecmnieystzrage Bi0tand 4 yalueTietated ke thelggplicatioh@rowder conpri ses
machi ne-t o- machi pe co ni cat.ion inter e 480 which may for exanple

Comr i e o USRIRURIGRT REY EadinGag oo BB STRIGRTY Wik SR EH P HOBER Y

connected 10 ahiagtys HIPHplcalién BpaETic tbkdriksy. machi ne- t o- machi ne
comuni cation interface, an application on the host conputer may request

t he tokef0G®H i ygearotheeenbdymentcrgptodeaphiabgénr53thgemghiasas phumalgyovi der
O O O S OB B S o PApgiRE OBV S eElic BeRES ©f
and the dynamic value provided by variability source 520, and credential
generator 590 selects a cryptogram as a function of the application
provider indicator. In still another embodiment transformation agent 540
transforms a plurality of cryptograms into a plurality of dynamic credentials
and credential generator 590 selects a dynamic credential as a function of
the application provider indicator.
[0068] In one embodiment the components of token 500 are arranged on a

substrate such as a PCB. In another embodiment these components are



24 token 405 indicates to the user for which application provider or
application provider group a dynam c credential is requested. For exanple,

t he t okerwgmy114tse3g2a certain | abel or synbol on the di spCaysa@b/osisar i s
associated with that application providgs or application provider group. By
pressing the button 455 the user instructs the token 405 to generate the
request ed dynam c credential. The token 405 then generates the requested
dynani ¢ cr edenthoabeaiirda pooteative ahebwhichtroay e dfgdastichrioyghaootinenni cat i on

interface 480. The tokep 405 may al so conprise another button 456 which the
user can pr ess PAdIAFBLIESERTRGIENT 10 BORBEaN 8 rmbiated Frciiipe

ref used. [OG8YISIFigUraWFilldSratbs eSIArat @r BRBOARRENIAT s&MIrRy appBRMigrent of a
security apparatus according to the invention conprising a token 403 to

gener at e dynaniaccerditpin ihalisventiah ecampiiging attokémd01dogenetats dyndimipl ay 466.

Its input interface.c ri Ses t hunb..wheel .457. _In one enbodi nent its
nput |t er f acETSHRN BT OfReRATSR it B udsrS: Ayt SRR wneel 457
the user can cyshfrisBs@udibpiay!d6lt THe PpPRPMtéRsLceRithpasdd @muRibatioler s or
application provider groups. The token indicates which application provider

or appl i cati onbpitons 4o, gne iy eachadiffersnt ppplcdtiostpravider peapelicationn
appropriate label .or synhol, that is _displaved.on. the display, 466, |In one
erbodl ment t ho PLRAREr GEERC L 1 s Taiee BeNgE BT Lot e bUfSazient =
for the currenperagsd ReUBPoAP M ?éﬁér@ﬂoﬁb@ﬂyﬁﬁmi&ére@@ﬁiial@ii'éri tPedr ovi der
group by pressing the thunb wheel. In another enbodi ment the user presses

t he button 453diftergat applicationgrevitens asanplicatiarmerayides gaewes. diabeler

credential on isg%b%il ﬁﬁl(i)c%%igée\fﬁe cg)ﬂ'g%é%n&:ihgalé{pﬁlig'efltid.nlo[.lr)@?/fore?to?ﬁpﬁﬁc%tfaw ©

particul ar enbddi rren secu appa s acc ng to e’ 1 nvention

conprising a tekeviddiogroup roeybeqirigtety oanhe takepteplabid Bouding clisentdteach
interface conprises a display 468. Its input interface conprises a keypad
458. I n a typi GxaftoB@hde Retiens Hleéni’v@‘ﬁﬁadm&&)ﬂ thevser peessep A bufort e t en

deci mal  di gi ts’tol?en%% ééf,éceﬁ%patag a r%rmigwgd%rh%}'g)r@{e géier&gefc} he keys of

keypad 458 the user can's an appli catron provi der or application

provi der group abpheaton providet os applivdtien @ppidiec gtdupnamd ouipdes theor
application provider groups. The tgken jndjcates which application provider
or application gﬁﬂéﬁtﬂgrdy@?%‘dfbcﬁege@%' QUK digPlay- sel ect ed by means of an

PP MG YISl RIS 8RR o Bl bt

provi der i ndi cacoording teethesneéntidmecdmpidsing akekead02 to generate dynamic
credentials for different application providers. The output interface
comprises a display 462. The input interface comprises two buttons
452/453. One button 452 allows the user to cycle through a list of
application providers or application provider groups. When the user
presses this button the token selects the following application provider or
application provider group. The token indicates which application provider
or application provider group is currently selected by means of an
appropriate label or symbol that is displayed on the display 462. If the
user presses the other button 453 the token generates a dynamic
credential for the currently selected application provider or application
provider group and outputs this generated dynamic credential on its
display 462.

[0071] Figure 4c illustrates yet another particular embodiment of a security

apparatus according to the invention comprising a token 404 to generate

dynamic credentials for different application providers which has the form



458. I n one enbodi ment the user instructs the token to generate a dynamc
credential for the currently selected application provider or application
provi der Woaop/d5933pr essi ng t he appropri ate key or keys, PCOUSexampise2 t he OK
or ENTER key. Keypad 458 nay al so be usgq to enter a challenge or
transaction related data to be used as a dynam c value for the generation
of a dynam c credential. The token outputs the generated dynam c credenti al
on its displ ay fagder of ®omslit d%irguﬁ@eGoUtpUUsteT&toescmmmﬂdmd'tsolaya#ﬁz@eThee

t k f.st t hent t Kk at
T edenti al s { ol RHITEHaHE SR REae ISR St cll e paBnRBSr e eco (Hnabr

enbodi ment  of ‘Ié’b%t'oﬂkfé'ﬂlﬁéRfkenTQ%om@@@anfﬁérhlﬁ%eFBﬂl@é@ﬂ%t%ebutton
generating 610 for each a batch of strong authentication tokens a set of

appl i cation prdoddes tmm:plfaseed db&fnkmwhmmeamﬂlpatlmprmmdwmvl der specific
t oken key for eac E%qc{ i St _of sugporte(ijI g%ccgtt rov ers or.
appl i cation pr&VPP 'Oé‘r%ﬁf?&der%%% R P{(j% *%a ﬂrF X ReR8%et of
application preys Q@ftoﬁﬂsﬁlcfu‘léklyt RS imesy heaserepdaippicidhp HWHertd?ken

provi ding 630 to each application provider (or the entlty that will verify

on behal f of t r&!@pll@qjmn praviden gpeupy oige lishef @wmﬁeﬂ appiigerion previderatorar e

generated for tha I’OVI de par.at re manner al |
The appt i cati o Bt ot iy Bl gl L TR e (DRI BuaR et
appl i cation pr @Vd)\ﬂ@ér odwi@htudﬁﬁgr@mﬂgrwpwmng th8@isa8pglickBtpressdy ovi der
speci fic token s are preferabl %enerated in such a way that their

val ues are unplﬂéﬁjglﬂt‘abe454 tirse t!m%ﬁirp Betoksn wdjpab%s \géw@r%nrél@aﬁ@ﬂ PEVIRRN
values e g. usipg BRI R0GILANIAIR BANSANG Rl ddBY fTBINDS Spcur el y

derived froma er se nti s uni que or each

token and anot kgpropteine lafbeﬂebrbmbol thatiy displalyed oaahb d$sm@p46¢dlfahel ication
provider. For security reasons it may be preferable that all Pl es of

appl i cation pr @\spaé@e%te@ressém brtan ﬁéﬁg‘ow]@smr%mﬁrha ﬁ@ﬂaw r@rﬁfmeeh ek &M and

not under, cont obnfie 228cblite SAER TR b AR ALY AR LI Fne

destroyed once ens een pers e appli cation

provi der speci fcun'ehttyeélels&aosamrcetlble@ro\pd@mrombl‘bat@ﬂnprcﬁ@der@pop@ndg
application providers. The application provider specific token keys may be

Srovi ded to t hOUIRHE B SRAEFRICH SyNARIE PISHCPHBhATLES displpyrfifiths/TBPWEVEES or
dat abases that yeontg &e&?és ﬂ@@ﬁjﬁ&k&&%lrﬁ%‘t@?&ﬁﬁgﬂ%&é%‘ﬁbﬁ’ﬁerr specific

t oken key for that specific application provider Oor security reasons
t hese fil es or applicdimpgsroaider pr applicdiion movidgpyexlip is selected. In a

preferred variant of this embodiment the security apparatus doesn’t have
the dimensions of a credit card but has the form factor of a traditional one-
button strong authentication token.

[0072] Figure 4d illustrates yet another particular embodiment of a security
apparatus according to the invention comprising a token 405 to generate
dynamic credentials for different application providers. The token 405
comprises an output and an input interface. It may also or alternatively
comprise a display 465. The input interface comprises a button 455. The
token 405 furthermore comprises machine-to-machine communication
interface 480 which may for example comprise a USB connector and a
USB controller. When the token 405 is connected to a host computer by
means of this machine-to-machine communication interface, an
application on the host computer may request the token 405 to generate a
dynamic credential for an application provider or application provider group

provided by the host computer. By means of the output interface 465 the



[0077] Figure 7 illustrates another nethod to nanage the secret keys of
strong aut hentication tokens that can generate dynam c credentials for

di f f er entwapploseiszon provi ders in accordance with an erb@ddiSaenisish2 t he
invention. The method conprises the stepg of : generating 710 a set of
application provider specific master keys, one application provider
specific master key for each of a list of supported application providers
or appl i cati ontptanv4d@eindigatep sy thegesesrfart whigh7giplitatiore podvidsr cx apglicatiant

strong aut henticat.ion t okens a set of atP Licatio rovi der eci fic token
ceys. one appl PEASEOOEBA QuIEBEar oot s Enuestpd o oaamalp. the token of
suppor ted appl inga S B @A IEbebr 3PRbbEAH IHRIdiBpRYI 465 that s csheseby each

application provi'der specific token key is derived fromthe correspondi ng
appl i cati on pr awihdbat spelidation pregder okaypliwation puevidercgriodpntByf pressiof t he

t ok h f t he t okep!' i al - | i sing 730
baert okon ¢ 178 RETH5E S fsb oS P Ater 08 L dorfiEte i ep e
associ at ed W t yhBaiic EigeRtial. PrHYioeR A054Reh QePRfdted B <qidstst ayeathiger (or

the entity that "will verify on behalf of that application provider the
dynami ¢ cr edencredentishand goengeiieatesdidtoftbe hoshthrapgh ceamwncgiiasvi der )

separately in @.secur er. the rrespendi ng application. proxider

speci fic st elpaoce AgH7afeialat BB hET ARG TR RRL AL 288 ner eby
the applicati ORWHKIHeOESS dAPPres¥ts dicatk eeR the HatBbaRpuRl’sire§lestfmust
application provider specific token keys, but instead derive the

appl i cati on pr &®¢irelisespeci fi c token keys fromtheir application provider

spect {1 ¢ (IBFIC i ALl 88 HSre Bt fick €l Eheor §Bodityy are needed
apparatus according to the invention comprising a token 403 to generate
dynamic credentials. Its output interface comprises a display 466. Its
input interface comprises a thumb wheel 457. In one embodiment its input
interface may also comprise a button 453. By turning thumb wheel 457
the user can cycle through a list of supported application providers or
application provider groups. The token indicates which application
provider or application provider group is currently selected by means of an
appropriate label or symbol that is displayed on the display 466. |n one
embodiment the user instructs the token to generate a dynamic credential
for the currently selected application provider or application provider group
by pressing the thumb wheel. In another embodiment the user presses
the button 453 to do this. The token outputs the generated dynamic
credential on its display 466.

[0074] Figure 4f illustrates one more particular embodiment of a security
apparatus according to the invention comprising a token 408 to generate
dynamic credentials. Its output interface comprises a display 468. Its
input interface comprises a keypad 458. In a typical embodiment this
keypad may comprise keys for the ten decimal digits, a CANCEL key and
an OK or ENTER key. By using the keys of keypad 458 the user can
select an application provider or application provider group from a list of
supported application providers or application provider groups. The token

indicates which application provider or application provider group is



27 credential). For security reasons it may be preferable that all copies
of an application provider specific master key not under control of the
correspormiDregliAispiszcat i on provi der are destroyed once t RETASRIIOHPIBAZII NQ
application provider specific token keyszhave been generated and the
application provider specific master key has been provided to the
correspondi ng application provider. [0079] Figure 8 illustrates yet another
met hod t o nanagerrehty selectsd epeant of tancappraptidterabelairisymbabkieaids t hat can

senerat e VT 00 L by AL bR 52 e R lRE e e, e
steps of :  gengeatdrig SflichAén Eg@mmnaica&;rw Abass P IRYisNsiNeypati on

tokens a token specific master personal i"'si ng 820 each token with the
t oken speci fi c 498stleoneegmbediownatiiuseninstriets the kaken togenerateiang 830 f or

h of a list of t i cat i i.d | | i i d
e & set o haie BeeBhatBR A Sy N e R kREb oS 2 T ot f o
provi der speci fabgnéaﬂlfmrprbgwe? Qo3B! predsiiy e BYriSRUE yasHRdygafdron

provi der specific token k IS derived fromthat token's token specific
mast er key andexaoiejthe © ENTER kay. i elypas 458 ofayt ¢lae bepisieiddatanter a

provi der or appligation provider up; rqvi di ng. 840,to each, appl j,cation
b ovi der (or ¢ RBBSHdY BRBACEN S6RHPpote R fetf SR WhrTe SAIRaR: G
provi der the dyeaBtdtiofr&dedynahie drdéntil e Teenekat edpuds tHehgdnaradd cati on
provi der) separately in a secure manner the correspondi ng set of

app:c i caL : on pr gynaeic giggentialon E&éﬁplee@&li&[oosm This nmethod may bfa
AR G LA g T T S R L

enough t eys Taor eac ppor ppl ca provi der or

appl i cati on pr euitisttication fokeds that easgenavaes éyarhicecrbdsitial ferldierehed
application providers is not fixed and known at the tinme of personalising
t he tokens. ThépPphgation prayidess tmaceoadansa with ansergbedimant ot invaatioat any

time (for examsﬁh% rﬁ{eﬁ%daéotrﬁ ri%esrtﬁ r‘g’{léyﬂ 81t:i on and distribution of the

t okens) new application provi ersgma e added to the list of supported
application previ deneratihyied 0cfanehen af a hanardat stebriyyatitbkaticatiomatbkahs aw t he

user to enter the value of the applicatiogn provider indicator. )
set of application provider specific token keys, one application provider
specific token key for each of a list of supported application providers
or application provider groups;

+ personalising 620 each token with the set of application provider
specific token keys associated with that token;

+ providing 630 to each application provider (or the entity that will verify
on behalf of that application provider the dynamic credentials that are
generated for that application provider) separately in a secure manner
all the application provider specific token keys that are specific to that
application provider.

[0076] For security reasons the application provider specific token keys are
preferably generated in such a way that their values are unpredictable.

For example they may be generated as random values e.g. using a

hardware random generator or they may be securely derived from a

master secret and an identifier that is unique for each token and another

identifier that is unique for each supported application provider. For
security reasons it may be preferable that all copies of application provider

specific token keys not contained within a token and not under control of



28 If there is no requirenent that new application providers nmay be added
at any tine to the list of supported application providers then it nmay be
pr ef er ablwofor/esessarity reasons that all copies of the PoKas2610083862 C
master keys that are not contained in a,token are destroyed once the tokens
have been personalised and the sets of application provider specific token
keys for all supported application providers have been generated and
provided to thdﬁ@:oorrresppmmtithgmgpalmatiboeurbmidepam/delsms/ed[@G@ﬂhe'lthbemﬁet hods

il lustrated by be used
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secret keys. [(R@%]be@h'dr@vkﬂéﬂ'té“&ffe @8??9&%6%@a?&hda@%n&fr@ﬁ@@?s."ﬂ’{@nt ion have
been descri bed above, it should be understood at they have been presented

by way of examappllmtlm pr@mdienepetlflcrml@tn losrys maybe prheideddadthdr and scope of
t he present invention @hou d nt be 1@%1 E ‘Ar/ﬂ %’f f thg ove%\/ﬂ1 cribed
exenpl ary enbodPHERPS"YUY ApRBA H’”b%roé! FHay ez ebfatabese t he
fol l owi ng cl ai gened fdrhgich tBReH W §ﬁélﬁ:atloﬁ%r@|§éﬂ§péclflcpt@kéﬁFk@'_’y%lufhai: or
generating different dynanmic credentials for different ap%}slt cation

provi ders conpspstifig apalicatigauprovisicer Fat sepurdy iréasaysdhese fimstoragiaeasas i ng

an appli cati on g gyl et} BALGBI

[0077] Figure 7 illustrates another method to manage the secret keys of strong
authentication tokens that can generate dynamic credentials for different
application providers in accordance with an embodiment of the invention.
The method comprises the steps of :

* generating 710 a set of application provider specific master keys, one
application provider specific master key for each of a list of supported
application providers or application provider groups;

* generating 720 for each of a batch of strong authentication tokens a
set of application provider specific token keys, one application provider
specific token key for each of a list of supported application providers
or application provider groups whereby each application provider
specific token key is derived from the corresponding application
provider specific master key and a unique identifier of the token such
as for example the token's serial number;

+ personalising 730 each token with the set of application provider
specific token keys associated with that token;

+ providing 740 to each application provider (or the entity that will verify
on behalf of that application provider the dynamic credentials that are
generated for that application provider) separately in a secure manner
the corresponding application provider specific master key.

[0078] This method may be preferable in cases whereby the application providers
don’t wish to keep a database or list of application provider specific token
keys, but instead derive the application provider specific token keys from
their application provider specific master key and the token’s unique

identifiers when they are needed (for example to verify a dynamic



a secret key storage for storing one or nore secret keys; a variability
source for providing a dynam c variable value; a credential generator for
gener at i nyoaynasis2cr edenti al s by cryptographical |y conpCmiusgo10/83862 nor e
keys stored in said secret key storage whth said dynam c variable value and
a value related to said application provider indicator; and an out put
interface to output said dynam c credentials. 2. The apparatus of claiml
wher ei n sai d crceztantioyl FpErsecatityrreasess 8 ymayebe ipceferahpe thatabioopies of an

t hi cal | y.canbi i d k i th sai ' i abl
val be ana. sai o SBPER MONERE SuPaLe TR CERono e Sanial oBhes The
apparatus of clogigsgoMiRg @ippliSaidh &rb?ﬂn%?fa}élhegt%‘ﬁo%@ée Bt S&Ppondmhdey

providing agent for providing an application provider specific key as a
function of saiapphgailancrrovisier ppeeifid éokamkiysshaye hegmgengratast amdbthe keys

stored in said _segret key storage. and.a cryptographic. t,.for

St ypt ogr aphi caPPYICAIRG: WONEIeL aPClin Biasich Konhes BoraeroudRLIa e key wi th
said dynam c vabiraBbénding eplidatiomsrorRfear at us of claim 3 wherein said
cryptographi ¢ agent uses symetric cryptography for cryptographically

conbi ni ngOG&R]d ei&Hustoaiepyel paeihes pwaihod to Rapagetthe sercetdgrant ¢ vari abl e
value. 5. The apparatus of claim3 erein_said, k stora stqres a
oruraiicy of keyonamyedicaff iRehsulEt Groor s el RErieflat if,"

appl i cation pr eifgtent hsication pk@ldérsamasabdapb vath 4y epfbdgaienssfaned in
sai d key storage as a function of said application provider indicator. 6.
The apparatus divestignmIdewnethsidrcaraprisaceiesitepsage’ st ores a t oken specific

provi der speci 1 cORByHPa 0B RETPt R POt BRI BRRYs B ™"
val ue and sai d t okskensdpecificirnas@skey; key stored in said key storage.

+ personalising 820 each token with the token specific master key
associated with that token;

» generating 830 for each of a list of supported application providers or
application provider groups a set of application provider specific token
keys, one application provider specific token key for each token,
whereby each application provider specific token key is derived from
that token’s token specific master key and a unique identifier or
indicator of that application provider or application provider group;

+ providing 840 to each application provider (or the entity that will verify
on behalf of that application provider the dynamic credentials that are
generated for that application provider) separately in a secure manner
the corresponding set of application provider specific token keys.

[0080] This method may be preferable in cases whereby the tokens’ secure key
storage is not large enough to contain separate keys for each supported
application provider or application provider group, or in cases whereby the
list of supported application providers is not fixed and known at the time of
personalising the tokens. The latter may be the case if it is a requirement
that at any time (for example also after personalisation and distribution of
the tokens) new application providers may be added to the list of
supported application providers. This can be accommodated by tokens

that allow the user to enter the value of the application provider indicator.



30 7. The apparatus of claim3 further conprising a transformation agent
coupl ed between said cryptographic agent and said output interface for

t ransf or nwogoasedseput of said cryptographic agent to pPeaESe19asIseziynam c
credential. 8. The apparatus of claiml,gr claimb5 wherein said input
interface conprises a human interface device responsive to a user selection
for selecting an application provider indicator. 9. The apparatus of claim
1 or claimé6 whidherenissa equirpatent thatrrfexe epplmaion peevidetsuman beraddddaate

devi ce responsive .to ser.epterin n dcatia r.ovider indicator. 10.
The appar at s G e f i BF siitndr b pdRRtod PlogleRufen finy Bee “conpr i ses
a human out put prefepIti@$Er SHuriBPFEEIBhS At Gpick SyhaTbKeS 5E88HE hitlstert 0 2
user. 11 A nmethod to manage the secret keys of strong authentication tokens
t hat can gener &egs thaiane aot centaintadansa fokenrase elesirayednecs thgptakead have
application provider or l,i cat.jon provider group using different secret
Koys for each SEBPGEAIBRH LGB e SlmiicaBb it ihesiicPher heVs or oup
conpri si ng gengs@dli Sigpgortedeasiiliclion pRifiddts HavetieendgeiErArat drdbicviiddokens a
token specific nmaster key; personalising each token of said batch with the
t oken speci fi c torif¥ eorrgsporamapplicationinravidaisd t oken; generating for each

f | i f ted | Lcati ' li cat i id
o oupe. o Q0117 TR BRI ARE) b BbLGR. &I P ¥hd B Rl msaDBe LERL IRl Car fon
provi der speci strong ek@iertRYtibP tolkemshthhogsierate @ﬁiainiléairédi'entmugihg each
e

application provider specific token key of each of said sets is rived
fromthat tokediffereskescreiaysii c master key and a unique identifier or

provi di nd0@ZledTIERRIE R BRRRY; HEineChroRRRLGRMUT RV RS St ¢ 1 or
the verificati eboos, ibshallfl bef ursdirstoadrhacthitly haverandseseintetts Wipam c
example only, and not limitation. Thus, the breadth and scope of the
present invention should not be limited by any of the above described
exemplary embodiments but should be defined only in accordance with the

following claims and their equivalents.



credentials that are generated for said application provider, the
correspondi ng set of application provider specific token keys. 12. The
met hod ofwol2aimsa3B2f urt her conprising destroying all copCeaSed1095i8d2t oken
specific master keys that are not contahged in a token after
personal i sati on of 31 said tokens and after said sets of application
provi der specific token keys have been generated for all said supported
appl i cat iCGlaims ovi der s.

1. An apparatus for generating different dynamic credentials for different

application providers comprising:
an input interface providing an output representing an application
provider indicator;
a secret key storage for storing one or more secret keys;
a variability source for providing a dynamic variable value;
a credential generator for generating dynamic credentials by
cryptographically combining one or more keys stored in said secret key
storage with said dynamic variable value and a value related to said
application provider indicator;
and an output interface to output said dynamic credentials.

2. The apparatus of claim 1 wherein said credential generator uses symmetric
cryptography to cryptographically combine said one or more keys with said
dynamic variable value and said application provider indicator related value.

3. The apparatus of claim 1 wherein said credential generator comprises:

a key providing agent for providing an application provider specific key
as a function of said application provider indicator using one or more
keys stored in said secret key storage;

and a cryptographic agent for cryptographically combining said
application provider specific key with said dynamic variable value;

4. The apparatus of claim 3 wherein said cryptographic agent uses symmetric
cryptography for cryptographically combining said application provider specific
key with said dynamic variable value.

5. The apparatus of claim 3 wherein said key storage stores a plurality of keys
and wherein said key providing agent selects said application provider specific
key from said plurality of keys stored in said key storage as a function of said
application provider indicator.

6. The apparatus of claim 3 wherein said key storage stores a token specific
master key and wherein said key providing agent derives said application
provider specific key from said application provider indicator related value and

said token specific master key stored in said key storage.
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The apparatus of claim 3 further comprising a transformation agent coupled

between said cryptographic agent and said output interface for transforming an

output of said cryptographic agent to produce said dynamic credential.

The apparatus of claim 1 or claim 5 wherein said input interface comprises a

human interface device responsive to a user selection for selecting an

application provider indicator.

The apparatus of claim 1 or claim 6 wherein said input interface comprises a

human interface device responsive to a user entering an application provider

indicator.

The apparatus of claim 1 or claim 7 wherein said output interface comprises a
human output interface for communicating said dynamic credentials to a user.
A method to manage the secret keys of strong authentication tokens that can
generate dynamic credentials for more than one supported application provider

or application provider group using different secret keys for each supported

application provider or application provider group comprising

PCT/US2010/053862

generating for each of a batch of strong authentication tokens a token
specific master key;
personalising each token of said batch with the token specific master
key associated with said token;
generating for each of a plurality of supported application providers or
application provider groups a set of application provider specific token
keys, one application provider specific token key for each token of said
batch,
whereby each application provider specific token key of each of said
sets is derived from that token’s token specific master key and a
unique identifier or indicator of that application provider or application
provider group;
providing to each application provider or an entity that is responsible for
the verification on behalf of said application provider of the dynamic
credentials that are generated for said application provider, the

corresponding set of application provider specific token keys.

12. The method of claim 11 further comprising destroying all copies of said token

specific master keys that are not contained in a token after personalisation of
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said tokens and after said sets of application provider specific token keys have

been generated for all said supported application providers.



