Access control
uni fied format.
extensi bl e so that other

data i s transcoded or transl ated
The uni fied formt
contr ol

into a
i s acceptabl e and
| anguages can be

(12 NIRBBAUENAL RERLICATEONIPIHLISHIEDIUNDER THE RATFINT S OORRREOE MREATY (PCT)

i nformati on may be conver
(19) Weetd djeltectud] Gropete Organizationf
constirtgrentipighBwfaug dat a ol

ri ght s managenent
blication Date

( ernational
@i‘e ruary 2007 (15.02.2007)

i nf or matN&

uni fi ed storage

\: S P A A

>eonpr I(1%? %ntgrglz?tﬂ)fc’lﬁ ?’gll)lpcgtion Number

WO 2007/019019 A2

(51) International Patent Classification:
GOG6F 17/30 (2006.01)

(21) International Application Number:
PCT/US2006/028382

(22) International Filing Date: 20 July 2006 (20.07.2006)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:

11/199,480 8 August 2005 (08.08.2005) US

(71) Applicant (for all designated States except US): MI-
CROSOFT CORPORATION [US/US]; One Microsoft
Way, Redmond, Washington 98052-6399 (US).

(72) Inventors: DODARO, Gerald Michael, One Microsoft
Way, Redmond, Washington 98052-6399 (US). ADAY,
Michael Alfred; One Microsoft Way, Redmond, Wash-
ington 98052-6399 (US). GRIMALDI, Sean P.; One
Microsoft Way, Redmond, Washington 98052-6399 (US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,

CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HN, HR, HU, ID, IL, IN, IS, JP,
KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK, LR, LS, LT,
LU, LV, LY, MA, MD, MG, MK, MN, MW, MX, MZ, NA,
NG, NI, NO, NZ, OM, PG, PH, PL, PT, RO, RS, RU, SC,
SD, SE, SG, SK, SL, SM, SY, TJ, TM, TN, TR, TT, TZ,
UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, NL, PL, PT,
RO, SE, S, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA,
GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

— asto applicant’s entitlement to apply for and be granted a
patent (Rule 4.17(ii))

— asto the applicant’s entitlement to claim the priority of the
earlier application (Rule 4.17(iii))

Published:
—  without international search report and to be republished
upon receipt of that report

[Continued on next page]

(54) Title: UNIFIED STORAGE SECURITY MODEL

12

24 34

Rights management info

Unified rights

RM . management info
Dat trans-coding
ata
_ N Data + unified storage
- - metadata
10 \ Data
transcoding 32
22"
Transcoder

20

77019019 A2 I} 10 00 00O O OO A A

Unified storage

30

(57) Abstract: Access control data is transcoded or translated into a unified format. The unified format is acceptable and extensible

& so that other control languages can be transcoded into the unified format. Rights management information may be converted to uni-
& fied storage metadata for use in a unified storage system. The construction of a data object that contains data and rights management

information comprises transcoding both the original data to the unified storage format as well as transcoding the rights management
information from any of a number of platforms to the rights management format used by the unified storage platform. Transcoding
may occur in a transacted environment so that failures to complete will not degrade or lose data and rollback is possible if the process
fails.
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