WD 2011/ 084520PCT/ US2010/ 060573 DI STRI BUTED ROUTI NG ARCHI TECTURE BACKGROUND
[ 0001] General | y descri-bed, conmputing devices utilize a conmunication
network, or a series of communication networks, to exchange data. In a
comon enbQel JREMsssHat @ to be exchanged is divided int@cd38hbGosRf packets
that can be transmtted between a sending conputing device and a recipi ent
conputing device. In general, each packet can be considered to include two
pri mary conponents, nanmely, control information and payl oad data. The
control information COrMBIRIBUTED ROUTTIGARCAMTECTUREED by one or nore
comuni cati on networks to deliver the payl oad data. For exanple, control

i nformation can include source a i i on network addresses, error
detection codes, and packet sequgg‘&qﬁa{(li) tification, and the Ilike.
Typically, co! GeHelFREdcOiBed, Sothfiing deicBatked a Epafeicitiansetivbdi bred S
included within the packet and adjacent to the payload data. [0002]In

pract i ceeries af gorpmuRieation\fetwarky te GxehIngc datd oAn dcowpray emhodjcaqns defagto be
transm tWeRR i RI i .- ks. l{;ﬁ,rgéerally,
t he phyé}%cg%fggﬁeltmr?(égulkr&l%ﬁu égg)ﬁz rrbeef{lo awﬁgllrf ?&?@S%d(ﬁw%g Fecel ve
packet scdmmpiting dsieerangd amedipient computipgdevite. Angefavalyeach pediret gambk ednsidered to

reci pi ent, network conmponent. The packet . tquti har dwar Vi.ges are

typi cal W‘“?%f“%? P'E}ﬁla’iyg&’ggmp%qﬁ él???lgt%%grro 5]“1??/ gg% s %E%Aﬁoa%o% er s CEN 81per ate

Wi th t Waf@fiati®i Yorfadparids am Snformdtioa nedizedT Be ohé b6 indrel BehimanicaidhIespokdsH t o a

control plane, in which the router learns the set, of outgoing jnterfaces
e P 145

that ar &lygsthe paYPEhTata: ot Grrmplsy GRItl Hometien gaginglyds squice yd Sesination,

desti nahii@Bk- adifi8ses Lo hddn6S cOdbs] SrdPpdcREVREENGEe RidiBication, W &R 1ke
router sends the received packet to an outbound interface. [0003] To execute

t he confymtally) eontrok informptinmail ifeupd in papket headeahandeirailewsi incladetl oithin e mgcket

i nformation.h "ELB" hat identifies, anong other packet attribute
informﬂdgan?ag%ggﬁlﬁ %ﬁ%gr? nformation for at | east a subset of possible

net wor k addrigg&d}s, kuelacts, |int er peeketRuwittlodo korfithhititiond detersske spackats ard ypi cal

enbodi nent, .the FIB corresponds fo a table of valuyes ecifyi et wor k

For var AFTSTHSRGPREO R B PREELAFaHS) oF SR SopHs: . CEOTHIET dPa PRy

r out i NgnAHANARGudRCTRANBE & 1GARydrd GbwiEke HAtSlcOdive BAELER I FRHE b Sourd® Aekork

conmponents, and software that allows a single router to support mglllions of
ghneopang

entri escompanprt Fdpforpdidhe packst éh acepiRiERlc RAFOTKeGRIMPANERIt | HRE RaekeE
COMPONCHArwal el iy &ré Iy pleall§ reffertiPRNR Y QeRN GAALLRY dERANY, Fouitl EASEptRute
with two i)rimary functions or planes. The first function corresponds to a control plane, in which

0y

the router learns the set of outgoing interfaces that are most appropriate for forwarding received
packets to specific destinations. The second function is a forwarding plane, in which the router
sends the received packet to an outbound interface.

[0003]  To execute the control plane functionality, routers can maintain a forwarding
information base (“FIB”) that identifies, among other packet attribute information, destination
information for at least a subset of possible network addresses, such as Internet Protocol (“IP”)
addresses. In a typical embodiment, the FIB corresponds to a table of values specifying network
forwarding information for the router. In one aspect, commercial level routing hardware
components can include customized chipsets, memory components, and software that allows a
single router to support millions of entries in the FIB. However, such commercial level routing

hardware components are typically very expensive and often require extensive customization. In
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i WD 2011/ 084520PCT/ US2010/ 060573 anot her aspect, commodity-based routing
har dwar e conponents are nade of nore generic conponents and can be | ess
expensi ve than comrercial |evel routing hardware conponents by a

si gni fi canky@®@sdfbsaspp nMagni tude. However, such commodi t yebasadebdsHs N
har dwar e conponents typically only support FIBs on the order of thousands

of entrle BRI E . PTI OF.TH W NGS [ 0004] The .f or.egoi hg aspects
and man$Foote t15B°C t?o v ﬁ%aﬁ’l“ﬂ R afehf(gnl?ohf”/%‘?]t%%ﬁw\ﬁqu %%r(?o%é’ tﬁ‘g
readi | ycanpinest aideinds 14s8 ex5asive as osBmbelal Riveluosting Haaivdrdyonipehanssce t o
the foll,owi.n deta ed descrjption, when taken in conjunction with the

acconpafi§RAET PHRE PlgRaeniinds- etipweven e momamgdty b Aseflsrmgwbawa&ﬁ SRRPRAsNtS
i ['1 ustrghic ggygﬁ¥gﬁ@aﬁgﬁggﬂgﬁ%nﬁgoﬁhgkﬁﬁgbg&ﬁgg routing environnent

including a rou managenent conponent and a hi erarchical, distributed
routing component archi BHﬂhDESC$Dﬁ®@NﬁHﬁUﬁEDRSW&NQﬁtﬂock di agr am

I Tustrati Ve[0864]con?196ni%pég§m8 paectrs any of the attendant advantages of this invention
will become more readily appreciated as the same become better understood by reference to the
following detailed description, when taken in conjunction with the accompanying drawings,
wherein:

[0005] FIGURE 1A is a block diagram illustrative of one embodiment of a distributed
routing environment including a router management component and a hierarchical, distributed
routing component architecture;

[0006] FIGURE 1B is a block diagram illustrative of components of a router
component utilized in accordance with the distributed routing environment of FIGURE 1A;

[0007) FIGURES 2A-2C are block diagrams illustrative of the distributed routing
environment of FIGURE 1A illustrating the routing of a received packet within the hierarchical
distributed routing component architecture;

[0008] FIGURE3 is a flow diagram illustrative of a distributed router architecture
routing routine implemented within a distributed routing environment; and

[0009] FIGURE 4 is a flow diagram illustrative of a distributed router architecture
routing routine implemented within a distributed routing environment

DETAILED DESCRIPTION

[0010]  Generally described, the present disclosure corresponds to a distributed
routing architecture. Specifically, the present disclosure corresponds to a hierarchical distributed
routing architecture including at least three logical levels, or layers, for receiving, processing and
forwarding data packets between network components. In one embodiment, the three logical
levels can corresponds to a core level, a distribution level and a transit level. Illustratively, the
core level corresponds to one or more router components that receive an incoming packet from a
network component and processes the destination address information associated with the

received packet. The core level router component then identifies a distribution level router



. conmponent utilized in accordance with the distributed routing environment
of FI GURE 1A [ 0007] FI GURES 2A-2C are bl ock diagrans illustrative of
the distributed routing environment of FIGURE | Aillustrating the routing

~of a recei yWash@pedieh W thin the hierarchical distributegriQsis@sgonponent
architecture,; 100081FIGURE 3is a fIOM/diagran1i||ustrative of a

di stributed ro arch routine i epented w thin
G St 11 DERTGRTFO A& PIEE i festSgan RO EeteEeieE VA B S T
i |1 ust r afiribetid ledel dbsdspbhild k@ End QULGE rélt& toin@6iidnfsahdt etkiva @ fbiMatded Packet

I mpl enented within a distributed routing environnment DETAI LED, DESCRIPTICN
[ 0010] CERBr P97y lensh equies sqmppneat ppch Sther Bosers<he detipftioasyarras infgymation
di stri bydsedarbPwhth Rk é&&vmdtlﬁa&ew ¢he FREBUGALRI Yourl BmpbRHe Menthies Gl iRa4f ©
corresponds to a hierarchical distributed routing architecture including at
| east t hwelerout@gccumontré\bea;eﬁ onct ldastyeesubset fo therdsstisiatipm gddress essecigtien yithrtbe
forwar d)':e@g’iv k@fa ¢ IfiachS dl%&tb\l\ﬁgnn ler*}g]t ¥0\91¥el§ ol rrgnen? I;]S:[ %ss nl,lﬁec? E\ﬁthe%b e{:@igé the
three | ogica PVl SRR C0rT €s P St 1 button | evel
and a t t‘,(aﬂspdndb & @lsubdet dbixht FIB assedlgﬁed tvith tlmodlﬁnblaubiouﬁng me}nmds Itmallyne or
nore ro gnents that receive $n |ncon1ng.$acket fro netmgg
conpone t?ﬂﬂt 'S? QUL SEMPRRENEFCOTPIRRT BrPTEGHME i WP?‘IW ats‘&‘&%‘ie %d with

t he recejriadedpioket frond BiseMubon RVEl rotitetdoRipof QTRADN fivart IR pdc K& Mipshres” a
di stribution | evel router
to a respective network, or network node. The mapping, or other assignment, of portions of the

FIB associated with the distributed routing environment is managed by a router management
component.

[6011] In one embodiment, each of the router components associated with the core
level, distribution level and transit level can correspond more closely to commodity based router
components/hardware. In another embodiment, the core level, distribution level and transit level
router components correspond to logical router components that do no necessarily have a
corresponding hardware router component. For example, one or more logical router components
within each level may be implemented in the same hardware router component. Likewise, the
logical router components associated with different levels of the distributed routing architecture
may be implemented in the same hardware router component. In both embodiments, however,
because responsibilify for maintaining the FIB associated with the distributed routing
environment is divided among several router components, the processing and memory restraints
associated with commodity based router components/hardware can be mitigated. Various
implementations, combination, and applications for dividing the FIB associated with the
distributed routing environment will be described in accordance with the distributed routing
environment. However, one skilled in the relevant art will appreciate that such embodiment and
examples are illustrative in nature and should not be construed as limiting.

[0012] Turning now to FIGURE 1A, a distributed routing environment 100 for
implemented a hierarchical distributed routing architecture will be described. The distributed

routing environment 100 includes a router management component 102 for controlling the



: WO 2011/ 084520PCT/ US2010/ 060573 conponent based on a subset of the
destination address associated with the received packet. The distribution
| evel corresponds to one or nore router conponents that receive a forwarded

~ packet frogguehésashevel router conponent and further peegSRSHSEHE
destination address informati on associated with the received packet. The

distributjon lLevel. router. caonponent identifies a skt l.evel .router
componeittihriegtort g by iRk B5the o bk A oipestiifiBe e dRUEC at e
W th t h@atage®icutgomdt K2t carEasbiveli Si Gpddidhrh ORdulifY elfoim@itibe o aRNHRAERt thes
associ at.ed vviéh, or otherw se corresponds to, a subset of the FIB |
associ afiEHOYed Hortne grdrormerilfl Fdueliargicathe nastigrpenteo!l Benwpsirpam (quting 4nsi ¢
level r%r&ﬁti&?@ﬂ@i{?@ﬁes cERPIRRIB W0t NiRABA rOWE dnOHbEhent PIPANGAL Shel hat
recei ve the forwarded packet froma distribution|evel router conponent and
f or war ddaserébega cleetne aphodinesaty the gowern wagpgementecopwenast k02 ean erstepranfl tadde. The
g’fippl NGeq &ltiﬂ% tagvriceaﬁs&oglﬂ'qﬁﬁéa’tio? fwiﬁlogﬁe' &' fcoh‘glgne!lzlltsBofalﬁé (ai:s'u'ﬁ}u?eg r\%ﬁlﬁ the

i stribut routi ng environment 1I'S nanaged by rout er nmanagenent
conponeatvircfufé&it 1P0. nllosteativebadputing tevieachn oklutlt ecrvey gbaputtg rRipdnesnpsgsonal

associated wth the core level, distribytjon level and transit |evel can
corres p%c}lllg’%g gleglf’%;s%tl B CRmRHYBGi )V/‘cf?aﬂ’@ “}DMF&PI(?%deg’r‘?FgWth‘ﬁ&ﬁFre. I'n
anot her coifoaehts st extAfing GhisBrubtedne lassodiatet Wil thie GiindtioN F N @buler adGhdenetiv el

router conponents correspond to |ogical router conponents that do no
necessafIMRPeRNIE2.a BoARethgs oFrabadiment, thrarostey Jnanegepesisomenent Ky max bl e,

one or {MiéndriRQl £l softPhte SbmPHERLRENE SxeMilel of oREG bR bE the FoMetSrpdRingTENt €d
Li the |

in the sane hardware router” conponent. ew se, ogi cal router
conponedaserited dskivat Blisimtivalydihefrevtenmahagembnt compoirat Hi2smeintainsead npdatesng

archite nay . .Ml gme i S har e [ncomponent. In
bot h enﬁ%gﬁs I%eﬂstséflgg%v“\@n@'eﬁl,c ‘%Eetglg‘f}g‘g rgr“glgl O%,S@FI} B?Ifl?ng\yi/\@(g'or!{(ﬁdiaﬁoﬁfﬂ gf ntlrgggmﬁ 'e FI
associ ainathgaméilt dofmonkins 102 bant slthcite wespbasildlityi fop pomeibhs oSthei RIB dmdiean® g
several router conponents, the processin d mer restraints associ at ed
Wit h COMROHT 1B LA SOEPER EOHRB FEMEFTR (o Wb Y BESCRpEh S ™ VBF | ous
I npl eneghBddiRag, HeORien dlahffmeANEorAiiRbhtC1aD | @R pafiffon Ghe IFIB RBcdrdife ftd Bhe
associated with the distributed routing environnent will be described in
accor dafie@ibyiiarmto; the variausr joplsr eempangais iy thh diskibried moutingoeiynmen H0 and | | ed

in the &@&fl’oﬁf’éﬂfesp%ﬁve‘r"fédrg%x%p&*tﬁ&i o (H2ahaiffg ‘%‘H’%gﬁlg 1 tas@fithi X QR IRS are

illustrative in-natu shoul d not be construe imting.
[ 0012] Twarivumrputeoworbponeht&URE 1A, a distributed routing environnent 100 for

i npl ement ed j.er ical.distributed routi hi t ect ur ill_ be
descri bed. Tﬁg{y’dl sf%%utcé’atl?‘ﬁat i"HgTRR i onﬁféﬁﬂ‘%@ itI&PSI Lﬁf&’s& uﬁédr orne
manage nmeiirofMeRane MclukieL a igst ceMAiuhRhtidngtwdiR 104 that transmits data packets to the

distributed routing environment 100. The first communication network 104 may encompass any

suitable combination of networking hardware and protocols necessary to establish packet-based
communications to the distribuied routing environment 100, For example, the communication
network 104 may include private networks such as local area networks (LANSs) or wide area
networks (WANS) as well as public or private wireless networks. In such an embodiment, the
communication network 104 may include the hardware (e.g., modems, routers, switches, load
balancers, proxy servers, etc.) and software (e.g., protocol stacks, accounting software,
firewall/security software, etc.) necessary to establish a networking link with the distributed

routing environment 100. Additionally, the communication network 104 may implement one of



. WO 2011/ 084520PCT/ US2010/ 060573 routing information utilized by the
“distributed routing environnment 100. Specifically, the router nanaged
conponent 102 can receive all upstreamrouting information to be used by
the distriRkygsesiodsd N environment 100 and al | ocat e t herpgsh@ngenat of the
upstreamrouting I nformati on anong the conponents of the distributed
routing environnent 100 as wi Ll ,be described, 1n one enbodi men the router
anagewsiow SHESTBERo sl s EhiRE P8 o sHPPUE R e whl e
COMMUNI ¢RA1EiAEH i kbt ABIaR belbR] e COTROKIENI0R peftodotsecat] irkilude prdtedlsr thattdefig:
environment 100. | llustrative conputing devices can include server

conput i Repkgedpyeaforpatiang sugh %ﬁﬁ?rﬁr@dﬁﬁ/ infrmagen GemesPonding, i 'i?‘ﬁémﬁ’é'\ﬂ ces
that ineliigle) avhbQe e SPiw) "RIDIE Mgkt PetoPRIAENTE [1RV6) ClrBeidt | Nirer
instructions associated with the function of the router nmanagenent
conponentmb@ication netverk protasniso @inaskilled intbe relayertrartuillapaieeipte, koyayontat 102
may be 1 npl nted as_a,soft Nt ot haty. 1S nor e
of the PORVE RIS TA SR, SRRk kiR IRbbaR B ARF
managenghistgedpanpis sHdild i ibe taistieedan timithgat es the FI B associated with the

di stributed rquting_environnent . ditionally, the router nagepent
conponent 10@%&Qn af W@‘%@%Hﬁgaﬁiﬁg\%@wﬂcﬁ%‘%ﬁl?eg‘ﬁ%rkdgylsﬁeﬁr%ﬁgvegﬂf‘rai es
to the VRrdiaHButE¥Rfiss &ivibierli160, dekiiiBdrefetiod tdgh tREVErE MyEER coellBvelatn Wi | |
be described bel ow. I'n one enbodi nent, the router nanagement conponent 102
can par phe ¢rabpdimentrthecere &yplHoRgsPoads i eneipisppre heritab FPuies Compongal: &su&alout er
compone e ol ol RUE! BHHRAQ6RUIGERY oBR(DECN M HretORnARGrbed hdhi!e
respectivé portions of the FIBto be maintained in a renory associated with
t he var iditiibutedutoating enpiomenrens] 00] Q131 391¢V kekel conteinifed, ri@bpBr dbele reesivel GURE 1A,

the distributed routing environmne 1 i nel LS i L on
net wor k "TB’Z“WIQ? %Sﬁ‘s%?"e?" orﬁ’%?(‘é‘%‘g’oﬁkg %f' ﬁgggﬁosefsfrs :ﬂl?u eg§g€%wu |d(r9133£ by
envi r ongRptifykddla dikhidufidrd RielGonEleing@hen baseet i kubkdofimhy destinatimmositreany
sui t abl e conbi nati on -of _networ ki nﬁ har, d:gllare a&d pr.ot ocol s r.lececﬁisary to
est abl | g¥opaleh Stthhihs decebisthmarie af uHaIYY the Stseh 9 e BmPRY fdfgess Can
envi r ongg il o 1ds0Fhaf ¥RERER delthBiSOPR M 6:2kich As THe hghedt mddvalRY of 1he [RIde
private networks such as |ocal area networks ééf\Ns or wde area networks
(WANs) address] | Asprepawsly deseribady theree lnrel apwsers 19@A.WIORs 1060 cagyrorregpend to
enmbodi nent .t c jcation 4 i wa . 9.,
modems. sl apde” SpHEAR’ SpElrOL ohd o THbrd BGIUAR. bpAPREICLE ohe

sof t war embedigent, pacht logiohl whiac kempaesioeant dongspeod twithr & dedicatalphylsicgleouter t y
software, etc.) necessar 0 establish,a networking link with the .
i st r | bEBEPEBT AP FERIMER: DG ERUTRT SHAPTY G SRHAP ey st
net wor K rghigd cBRyoheiPLHRIRINY £ Mstne ol Riglcdl B81b 2atiioheiIn GOl Q8B drovms | OUS
comuni cati on protocols Tyor transm tting data between firgrrputi devj ces. As

. n
wi || becrvippnaepdd0; in gn aligragtivg smbpdimsnl ghieast pRInCRRTHEMPCIRE PR *iy%b{“@é ?s can
i ncl ude; t | : i i a Kk
addr ess H?é]l %?‘ﬁn%dt ?’E; n&g@ro ggéépgﬁé?ﬁgﬁ‘?tglsﬁl@ﬁdn?;g%%t%hggg?o%g@ver%é?gﬁl\,\gﬁ (1'Pv4)
and t heemhodimastf sivloexicohl vempénents Gwouldvdiectintaddmsst a | distabutivonieveli water on
net wor k protocal.s. . ki.l Led in. relev inl | appreciate,
however F‘?Tﬂ%nﬂfi%s%}%&eb&fo%@ Ioggjﬁrd gﬁ%@eﬁggﬁg%gﬁficoa e&elt mot h additional or
al t er nat idve [IJ;UQS}OCOTBe di@ﬂibhﬂ&}dli'o&ihg eﬁ\}iiou.ﬁlbﬁtamedaleﬁmhﬁdh hiasl;lmsdcchdqlevelbé
construed as limting. 10014]1n c¢o ni cati.on_ wi.th the first co ni_cati on
et wor k lopivel ostes compofienis gFapraly refRBa e 2t ip gistribytion iy ey dish g Rt Moo,
gener al !oMfT LR REREH thO dRBiIbLAG X Bolr&PEHds % ofPdrandi8 Y&lter chipOtatsegdedilent ,

e

the cor evel corresponds to one or nore |ogical router conponents,
gener al kaferredfteap digtributions legdmeuteia} 88A.r [9§Beans l%lﬂgA,ASlEIG‘BPUSWSm@B. witn
previ ougly,descri éh? 'gﬁ' LSt kL tJ N3 ~ the
core | e@’@ I diggﬁ'gtg‘? 28 §A,n %‘g%én? T%dg g&r %%%%tgo%arﬁgianfg Q%Sﬁlgg%hgﬁgﬁ Q’%c} grgngg
conponent fromthe network 104 and process the destination address by
~identifying a distribution |evel router conponent based on a subset of the
destination address associated with the received packet. Illustratively,
t he subset of the destination address can correspond to | ess than the
entire destination | P address, such as the highest nobst values of the IP
address. As previously described, the core | evel routers 106A, 106B, 106C
can correspond to | ogical router conponents inplenented on one or nore
har dwar e conponents. |In one enbodi nent, each |ogical router conponent can
correspond with a dedi cated physical router conmponent. I|n another
enbodi ment, each | ogical router conmponent can correspond to a physical
router conponent shared by at |east one other |ogical router conponent in
the distributed router environment 100. In an alternative enbodi nent, at



: [00151The distributed routing environnent 100 can further include a second
" level of logical router conponents, generally referred to as the
distribution layer or distribution level. In one enbodi nent, the

di stributi Qry deslghs60r responds to one or nore router coppRERMcosrgenerally
referred to as distribution level routers 108A, 108B, and 108C. As

previ ously described, within the distr.ibuted routing.,enviro nt. 100 t he
G ot r1 bPSEHE e Rionpi Pke o A coft Bt foineeat 102 HggRcl B Bindts)

2011/ 084Ri2RAPGY/ S84 QOREER Ieodeiovien GomPornent Gadet Jorpac kast 4 rsoberiof dee

routi ng conmponent 102 and process the destinatign address by idenfifying a
transi tdqstiasion rasidiesy assomipisewih Hhs aereliid dt”lfeéas{lluétr*gws}é'ettheof“]{sﬂeo .the

desti nagdom.ad %&%ﬁ AAOEERbRA M TRl BEbsbEFahY AHRAMNED- adkilcbsuskd 8 kneel v,

the subset of the destination address can correspond to a | arger Subset of
t he destdrmdeiebnouters 3ok, e HBySWEChy In s embedimevie |the sutiag rafosmed OB, 1060.
In this_ .embodi nen the routi r .St Ld i L can
correspSREoRErRerDrE AlehRy 08 R A PRI e eV BoBhE Bk RIE T e
core | emgt 1evelidutigg. ASss desrbddbatdvalydihethei dote tdvel wotees 106ie|106BRUTGSCS tHEOGA,

106B, 106C, the distribytjon vel ers 108A, ,108B,. and 108C can
corresp ﬁ'i'i‘b’t“b‘ml G&laa?tefﬁﬁb%f& ld'?grrﬂ{%éﬁ F%qr@wgtﬂq%c"gﬁ S CORBPRar dwar e
CONPONefifiemdrfedOste o THOML REREdwa& eBmbaRhie 2l In loae eBbodfidg Bt logiad) rewEr espond
wi th a dedicated physical router conponent. |In another enbodi nent, each

| ogi cal carenranent cepestsaRand Wite dedicated pbyripal uisr pamRopest In enother cmberyBEnt
shared Dy 3foidaf itter %gxgp&[eggﬁag]l c?%b%@hd fo%lﬁ”’sic&lqm&n&%pohéht khfedibyedt it ed

rout er envi ronnent ] ommuni cation yvith the distribution |evel
rout er ownphardepicl fowtencarhpanent|ie theldistfibutedirower engimpronenni®). general ly referred

to as the tr it layer or transift level . | ne.e i t. nsi t
| evel corr es@@i"g‘s tfé‘%ﬁ”éﬂu&ca%‘gﬁ} %ﬁ %F%ﬁ’g%%’pféﬁé;ﬁ‘ﬁ‘é?‘%g%ﬁé‘gg’%‘ia r e? é%gd to
as trangf rout@Veimpoftits rgendrdiArefdrtdiBio anthel kAEmitAyar e kransitl leveleshr odxed, t he

transit |level routers_ 110A, 110B,. 1100 receive the forwarded ackéteéjfroma
di st ri bempestimeny b trapsil leyel comssBARS O QBB MYIGARMErIGISPORTES. ﬁmﬁwe B packet

“upst regits frghsRNON S5utGQITON CaBI 9 DEINOTAS PrddoudBdBesclibddl el dnkiy @kl  each
transit |evel router 110A, 1I10B, 1100 can be confi'gured to conmunicate with

one or rovtees LiP4s r AR JE8E sregiveh theh darwarded neelkest fsom e tdisdntipn rlevph rgui8uci at ed
peer ne rk n | 1.t s » | B06n it

| evel ré% I erit(lqrggg W&B\,%%&I‘Oagg(%{“?ag& ?ﬂgdéjag atn{taﬁér?%g{ﬂerrt?%nﬁsﬁéd%scrl chaa above

wi t h t heeteorkel IRarodd. Hinsiratively 16 raddbByel Q66 1404, 1108, diGE canbhet doohgirel el
routers 108A, 108B and 1080, the transit vel. . routers .11 110B,. .and 110C
o cor ICEBEHIRE FpMe T bEFenD Ak e B A PR Rmgh s b agrn o

har dwar geds HERRARE RbSpordit Ve beNRBEIARA tthroBAC thel Agichal naBittievel GOMRANGA! can
correspond with a dedi cated physical _router con‘tgonent. I n anat her

enbodi neHIB. 1686 feriageduadant repigrk r A diprihvd sboearithebe pUs fyRlrorssd 0phn 6B al
router thar i ; r gent in
R

net wor k 1108, and orif(indan acoirespond tloubogical T1Quteragpmponents implemented on one or more

hardware components. In one embodiment, each logical router component can correspond with a
dedicated physical router component. In another embodiment, each logical router component can
correspond to a physical router component shared by at least one other logical router component
in the distributed router environment 100

[0017] Similar to communication network 102, communication network 112 may

encompass any suitable combination of networking hardware and protocols necessary to establish



; enconpass any suitabl e conbi nati on of networking hardware and protocols
‘necessary to establish WD 2011/ 084520PCT/ US2010/ 060573 packet - based
comuni cations to the distributed routing environnent 100. For exanple, the
comuni cat i 200¢fo8¥@sk 112 may incl ude private networ ks gaak:@sodenal area
networ ks (LANs) or wi de area networks (WANs) as well as public or private
w reless networks. ln.such an.enmbodi ment . the i ien network, 112 may
el udePedRe- ke e gt O pRORRRbIER rourkd SoGROTRAL I B8 PEIRL e
proxy sesnfnsicatidhGejwoal tll Sohy wRhde pevae netporks Godd asdbeat kea nadosnT.ANG)
software, fi rewalI/sei{:ﬁé?béﬂ\(I sof t war e, lgtc.l) necessglr to esta Iis@ba

net wor kPh§9s HRE RERHITRS & 75 WY &8 PPBR PRETEIR VEERTeMTVED. IS @etr i bed
above WeiBodiRER! fhe OmiiBicHUIRRIGRY | Phay flcWE ke R fiwatd @ oF GHFBe s CatieR
~network 112 may i npl ement one of various comuni cation protocols faor

t ransmi switehgs. datch biancgrse Braxy rsTETSh §icd A cefwator{&-8s Karptped stasks, rascquatieg, ant
art wl i t(.di : r - De:apphid | e

W th oot T aneqtes el e, M) BEERED 1o o™ RN ing PRI 382 o1 e
shoul d distriboed cowsigr eatomsentilfg.t iAsgdes¢riied 8bove with irégards tar thiei coemamiratioment |

the |l ogical .,royter conponents (.10 08, 11 in FLGJRE.I A may corr.espond
Lo a conprpr et CEREIRRYT proctk ner igtmel e SEaggs, ShtmRELS:
net wor KpighcbiRtier frag@fttin@ddla betheen boniplitiag dévak! \Gae ekilled ircéhe ralevagt arherill

described functionality for each of the | ogical royter. conponents. Wth
r ef er endRPTERAF-thoVieVEURRt PESser %C&ékreap@fgL%ﬁwﬁwﬂdgt“P@t dduioppl rostsREKR s of a

router ﬁféﬁ&eﬁ%ﬁa thhOfle Hit&ﬁit@@&ﬁrx?}e@%[ﬁﬂﬁB@cdﬂsﬁlﬁbdtal.?ﬁnﬁ'liirfgt. ributed routing

envi ronhent 100 of FIGURE A w be described. The general architecture of

t he router clifpiinenin ansfusieaive emblodimer] BelgEicaBrquies Icompencats (394, dA&eliBht of
conput er re c t:S..: . : J epent one
or Moy o ERTENEIR (BACcUATE L CIARRR LRy Bl elSsig Fphler IRWBIE", |

wi || appseatal ectvalting Haterfaces.e and anieo nNend watSEofivaye ifoc lcartgngrethyy demrided or

fewer) conponents than those, shown in Fl GJR . Lt is not y
owey er SAERIALE| P (A8 OR dECIoBERPHFT SPrarshvih  PaRFeisaRp et ERIERE MRV 1 n
order tgloBi MkER iBistRAAMbS denpdhéfd OBdiotter ERRIAIAT 50 htilisdriabe@rdafce WEBURE 1B,
the router conponent 150 includes a grocesm ng unit at | east one

152,
~ net wor kifienéisiibied reging sptiramepichfdr ob AEGEBR At &fill rbeademsripedre difgnedeale 158,
al | of whi, el iBYs ﬁ@%ﬁk@{ e%gonmt;ﬁ? ﬁi&gict%ﬂ% heGURE 190 18fesanCRIEGhGR E ON

bus. The processi ng uni receive Information and rnstructions
f r om ot bemputeripuiwareand geftears compensnisthat may be used he impierkent Pheopnere dagidahg uni t

152 may_al so_be as I.a it h first Mmemry comRa .. 154 faor recalling
i nf or mal"Bh TP Illeznisgl%:ﬁhtl?ﬂewg’ 0838%‘*. ﬂ%ﬂeodf " s?t?’r?\a | oaﬁg lla%lggeeé%t |ﬁlr?f ‘Orvat i on,
such asca@hpdne@dis0 ampprintlode ahary bhidie a8 ofewal) ecbmpobénté hihardithései Bhoiwed inf out i ng

FIGURE 1B. It is not necessary, however, that all of these generally conventional components

be shown in order to provide an enabling disclosure.

[6019] As illustrated in FIGURE 1B, the router component 150 includes a processing
unit 152, at least one network interface 156, and at least one computer readable medium drive
158, all of which may communicate with one another by way of a communication bus. The
processing unit 152 may thus receive information and instructions from other computing systems
or services via a network. The processing unit 152 may also be associated with a first memory
component 154 for recalling information utilized in the processing of destination address

information, such as at least a portion of a FIB associated with the distributed routing



: WD 2011/ 084520PCT/ US2010/ 060573 envi ronnent 100. The nenory 154 generalty-
i ncl udes RAM ROM and/ or other persistent nmenory. The processing unit 152
may al so conmuni cate to and from nenory 160. The network interface 156 may

provide cogResliingsdy tO one or nore networks or conput ippg8Yib/Ed5s The at
| east one conputer readable nediumdrive 158 can al so correspond to RAM

ROM optical nenory, and/or other persistent nenory that nay persjsts at

| east acpyaPunen 189 tHe memorsissoeatraty dralyes Feild; /eE oHsLPFRgent

envir Onﬂmkﬁo%e g:‘?oc%&idgl IS i 92akhy @18 "RRdhiRGke 1 B 86sCRImblyTR0ASERCI at ed
with the nenory conponent 154. nmay be faster than the access tine

associ aretdonki interfadec 56 omy previde eavketividy teeatic wmmdrs yesworks gr comuiubing xsieriser , t he
conput ek, readahl e nedi um dri . . i e i K

envir onjri:r%cnf1 égﬁgvﬁ%eci?m@ﬁ{% ir%aldge{bq? éﬁetﬁledgéggr%%)énsg%nsg%g%&%ﬁ Jr}lgatgglg}edgg o the

i nf or mabptizal Pemsiys ieloranhdr persseapiembry thaidaly) persins atlend rai poetich5F. thd BIR01The

menory 160 coptains conputer programinstructions that the processi uni t
152 exetHipegeq f” r'g‘E rdl%b%ﬂe;oﬁp%gqm\groagﬁgﬁ%@. _cﬁ‘a%“s IIPJF%?I.W oﬁlg}?ﬂﬁ Q‘Q‘%GO
gener al hatedsNithd! Ao cidMwilROMe aREth&y (Biphiend 854 hial Bt fadtBbyY thelRResduri y 160
may store an operating system 162 that provides conputer program

i nst r uckssemaed with shecasputen aeadatie aediumydiiyer f 58 58til theesompyer readable

admi ni SkicabkCRiANds ARG R hifleriRuckiN o Sebliko ARRRREH 14 3Mhich ASIBRTN: 160
may further 1 nclude cOnputéer programinstructions and other 1nformation for
i npl enecdampogentn &5® shano pecessf tot the infognatiah peistelr orc thepwmpntes réadahly enedium
distrib t.edxsr outing environnent 100. For exanple, in one enbodi nent, the
menory B r§c| udes a router nodule 164 that inplenments the functionality
associ at ed wobkojany TR mbheryr160tcefitaind 06mpit&Sprodrdf. indtictidie that el prodeading

multiple |ogical routers are inplenented by the same r er conmponent 150,
Torory TS HROh OFich S GRSt e SGTC (N TesarEon 380 BrRSHAY RITHian
i 11 ust r gtaivy € R&NP OLATE NHither SREdRstER UhShor§ 0 MHRAB SAEmd:D A 60 Biiayd StoRTRY tipetiAS an

_individual 'hardware conponent for inplenenting one or nore |ogical routers
£ 106, 108ystet 62 thatipeevides corapyter nyogram prsiruetings &1 vsobybia eracessipganid y2 wdheyr ouped

end, | LSRG G ey SRRSO pooRBRS o 0 e
pr ocessimelpde rbmittprogrentinstrutfishsaand ottembifyrniafion f@rimplerentingooecorandrs ofi t h
SR T B SN O TN e L
158, Vi 3mBodiRBHD theGASMBI 11 6@ EricRided d FouteBmod MO @0ihh{ BSsHeraeit e USRibRAIRG0573

associated with any of the routers 106, 108, 110. In the event that multiple logical routers are

implemented by the same router component 150, memory 160 may have each instance of a router
 module 164,

[0021]  In an illustrative embodiment, each router component 150 may be embodied

as an individual hardware component for implementing one or more logical routers 106, 108,

110. Alternatively, multiple router components 150 may be grouped and implemented together.

For example, each router component 150 may correspond to an application-specific integrated

circuit (ASIC) having a processing unit 152, memory 154 and memory 160 (or other components

with similar functionality). The router components 150 may share one or more components, such

as the network interface 156 and computer readable medium 158, via a common communication

bus.



1 [0022] Wth reference now to FI GURES 2A-2C, the processing of receiving
" packets by the distributed routi ng environment 100 will be described. Wth
reference first to FIGURE 2A, an incom ng packet is received fromthe

comuni cat yhdifhsdpk 104 to a core level router 106. Tr@%/[ﬁgfﬁ‘méo%e' router
106 that recelives the incom ng packet may be sel ected according to a

variety of t | udi n d to, bal anci random
et Lont VB0 O Rl e oo RS AA b e R ssing R A R s
Upon r egeithd dlgtmtsdorrsmingvaimbﬁluéxﬁnodeﬁﬂprb@caae%m(ideaVitm%fe&ﬂcd Hirgdely ess
and utilizes a subset of the destination |P address to identify a second

| evel dESTHEREAom insoming mkﬁadﬁmflw:%&pmhp|°0@wwaﬁ!ﬁnane§%r&m84 t@ fedoreof
routi NGreyd1No@B: 1ds! Ufile! @t 16 Ieraﬁgldmaetﬁg eéms%ﬁcéﬁ\ag 4eHIG f]bé-géeéféd lizes
the nost significant bits of the IPa ress, such fhe el ght

si gni f i asedingi tosa dhﬂetheafde@trmqmas u@ﬂudacmwss st Ehﬁecééd» glotd balamfing, hendoobset of
I P addrefecgs cgl{nrde(s)ltp d| N dothseele% n oflo'rtl 1 qost % gnlrfcllcfa%e tc))iets IS

: general?y rerefred o 58 p%ea1n =40 r%l?ué SEPUAYES o PSR TRRS £ Chf nost
si gni f i keelt robiet BOGC?fob&ﬁ@OMﬁndhﬁn dap [:u’dﬂfelssé and nglides of ?ub&atloff’aﬁd: ﬁeitifn@ﬂibnOfP t he
si xt een st sjgnificant corresponds to a prefi ength o . On
oki | | ocPddEst frod *&}fé@émonas ﬁﬁ‘qsvnaaab Follor fomPYRER thak il periGHR aaFGOBflif‘g’el
utili zeg Rutidg) emGREBust8i®) enfisddingint, RO cdFB Yeviitrotter ASEiHiz8N@E ndst dighifidant
alternative enbodi nent, the core |evel router 106 may use different

met hodobitsgefetbe (B addiesse such, asdhe eighicmestsignifigsnt Riiscrd, the H@stlawn@@éresq@aE@
t
o ocese st BEwE st Jrth Bt QN oPerRRihg ARMeroPOept HRGUgiaRSR B3 0O

rout er goGrallprreferrdd to hee mreﬁ:kethroexam;ilestselemm mfnthleeaxgit monfitsignifidant bits s case

illustrativel 08 e £SCl. ece V|n dlstrlbtlon
evel T gtesRonte e penk suBO Ra eledhoR o 13ty iesl SR B Bicheboh cker
and al s diprefix Fagthadr{SUAS ebneddkillelién tRStlieviat MO will Ebraslihietst thenmﬁwtofbus a
~third Ievel router conponent that wll forward the packet to a next network

dest i natilized Cydhessaeioyr! rover HiSsna Yat-e Addigaraligingh Al PBARES RMOPI YNt $heri | ar
to the coreoPMfiter ﬁ@@hﬁ& u;éJﬁrffe}éa@ nfeﬁﬁ@b%%@ig tohiRlchth, DO dwlsE Lbdivigditigy  can

be configured to utilize a selection of The nost S|gn|f|cant bits of the I P
addr essaqduesg space srsvipaddfyi thg distoibuted rautingenvizgoient 100.n an il lustrative

enbodi rent . PSP ehldla SR BcARg: 5 Bl ELPURLARAUE VLN SO ke

greater t han pre F% use evel o out 6
processlenel rbyteit 106 fotivaitdsithepaclos td edeinbntimt evel 16k, intthie cdse dhsiritiieBVI@RAT out er

110B recgeives the for ed acke rds t acket to desi gnat ed
Gost gnats G Al e FoEREEaTHRcE A DT e PRoptges I istiiton
2011/ 084K 6A IMB2QREDpRRAING Q3 Aill245 BistiGet T \hd RshitlatbREEGdAR s@dddedity 4 he

all ocation of | P addresses or subsets of |IP addresses within the

di st ri bthirddeyedrruies gompgnepbihaevidl fwzarwlm papieet s pext akyorlygestingtion dpwside t o

FI GURE t subset
of dest ?ﬁgf |d(|;)gr§m%gerdergg S(J.'Snél{SI'QI![IHl | st r| ? %r{)ﬂg% eSrgfjrtogfr%f %%Oﬁle%?eﬁ % rat ed
at 202) disfibstieni Ibml irornericew bd¢ configured tolﬂﬂ&e iarselection o[‘f thetrhest sidniicani bmicﬁ"sthd: he
portion | P, add SSes t | t I r out 110A, 110B d 110C
POl et T flasfsDfe eSS B 3¢ Bpas Ry han FlBbr RArSh St ieate e o o

| evel r thatdistrithfion dévil Eddt&ltlesAas Qﬂeﬁtfeﬁﬂﬁﬂtthepﬁléﬁx QBedoby {hB@ofeUBeR rolér 106.
destination | P addresses to distribution level router 108B (illustrated at

210) . DPated; Buthe giogessing by dip distributgnm fewelr ioitsr 1004, rHbe tramsitt leved yper { HIB
por ti ongcOfed A€ fhivaAfld &ﬁélé? nd RoriviARThd pdcRMab o QidipRbied aésﬁggiaﬁﬂ{jas}»&é?ﬁed

(illustrated at 212 and 214). [0025]1In an 1l lustrative enbodi nent, the
rout er withshgeesmunigatgroreemerk 102




. (FIGURE 1) can allocate responsibility of subsets of |IP addresses to the

“distribution level routers in a variety of manners. |In one enbodi nent, the
rout er managenent conponent 102 can allocate responsibility for the entire
set of IP @ﬂg%ﬁ§§§§0in accordance with assignnment of | RB-fgeemsessequally,
or substantially equally, anong available routers In this enbodi nent, each

distribution | evel router 108 becones responsible for, an equal, subset of |IP
addr esses orl0&Mst ahtPEg |1 RPWe U ETCTRES R qng ﬁd‘?‘%sa%l@%a“@ﬁrﬂf B%‘“’(ﬁ?e\?i?fed

equal | ye,pkdls 810t RRfes@URRE i B tistriblRd TAH#ng enIRRARANRIO Wil ARRRASMBE. 1GZncan
specify specific distribution |level router 108 to handle high traffic IP
addr esswference e FIGWRE 2By thet ¢rire levglarpyice 106 Histribites seme pogiop offthe pubsefdéfesses
may be t | i lﬂ'ﬁ . r peRent .

Al terna ﬁ%§%¥@§§%$§$§%e£§b%set1518¥£ Qgﬁog%lgﬁggg@gfs Fr%tgtl ng 2 P?S a flmén %eﬁ?les hol d
may be must ord8aeire tire diuvhérhdistibutee s pongnpefttheo® addrésBesatbdtressit level

automati cal | i I bu -~ £.00 il a.turther, enbodi iple
di stri bi?PPeB%Mng idd, gut E‘%& (518%%%3@@5?&?@9@% 5& fi, RET e 85 BICYRE 28,

addr ess@s corellevielogte MEEitARIRES 2 BHEBNtGRFRNl0E RIsubsetbflesti@forCPriddeisescto from
multiple distribution | evel routers_ 108 based on an equal cost | ti-path
rout i ngdistEbwion lewsd e @8R illgrrated aézk@eé?lftp?“ttﬁnsl?‘fe? st dRSH &y fugheter 108
i's sel eglefuRaneoRdn@ofihe TaiHesQ3H t3R3 6V r& RGO M (end HopindsRsbdES t hat
can be utilized to select frommultiple assigned distribution |evel router
108 i nckZdmd@ddX i er preference, Internet weather, resource '
utilization/ th feports n_ al l,ogat e r rm i service
| evel agreen@ﬁﬁ% (éﬂ ,ﬁibl?ua it %eermbé’ I eé‘?’i g’.e 9%6% Wge&%{ c@ﬁ'xp 6%k 102

2011/ 084530RET) LiarAIbo4td 6dpon3ibflPaf7dubseisosfdP eddrexdesnmd e, distrbutiodilsiel tobwetsi on

router 108 can gai ntainI t he gqrff,ion tﬁf the FIB that is asngﬁ&: ated with the
subset @2 YapeiyQfmeuRey ﬁé’E‘F@‘ﬁ IpeR. thRTYEE MapRecgirt emBaRs @ élowtut er

108. | neghatibgity RITIRIENROtet 23 Rddtbsts inlidbdr@dhck MMl askiBhthét of D8 ad@ikséii Nt ai n
the entire FIB associated with the distributed routing environnent 100 in a

nenory evekio g pubstasiialy eguallyopmensavailableantes. dpdiiyemboianent, eaghdistribytiononce a

subset @gﬂ 'rgutér%k%ééo%&s%sg%%gotﬁée ?99?1@1 SR of BERRARLN Sy %@ﬁﬁ@p%‘g&g;ﬂ evel

rout er of ‘ot herw se e applicable portions o B are
| oaded iha 1B adilfefses emtnotrberdivyded amqpallye ninsgnother kmbsdimentp the wotep oreagemesid

" (FIGURE 1B) util).ized by.the rauter (e.q. rout | chi p..l evel . cant ent
address‘é?ﬁ?}?é’“?fgrlré# )fm&rSpgm r@@%’gigo‘ﬁsqlé@boﬁ A uﬁéh@g% h‘a’ﬁ)ﬂ%%ﬁ% H?@ﬁa ce of

t he appiddecaids@r pRfikésONa 18§ exanld kB dnfireasubREof IP aidivpdes eny bt anstdn sdéwal bet t er

router &erfor mance by faster nmenory access .tinmes for the ag&i c&gl e portion

of the W He Iyl BFmaBsHeDf W@P@Wﬁb@m%ﬁeﬂ{aﬁ@% e 4k 8¥bser Ofr{isaddqressesach

di stribytii0n J GMRL HhOMbR mAPBe €&k Se18BEl Witk theddenlaftl Adidhsl JraPeRlireROr ti ons
of the stored FIB froma first nmenmory conponent storing the entire FIB
(e.g., atenaisaliudistribatedidabl e nedi um 158) to the nenory conponent

mai nt ai ni ng port i 0 he El B al : . ' | but el
router 108 ([QE%] rr%r?ﬁir}ya %ghrr%roer%br? mle’ghs?ﬁﬁ{@ggﬁs fb%l?@%@ﬁ%@%%%%%e%
facilitalerdtfbes shpsanst P addresat ilamhio bmbedimentbesch oorellencklouted U0G e sERS, t he
creation of redundant .distrjbution_|level routers, and .additigna il over
For i SR BRTOR SRR BYplroSirs AQEHE14G, o o s R Reeh Toues FESNED)

rout er sedi3fnean whidhl d FRcific Hidhithdibn 1QEHRLREE0S 13 BREED B Gn ta@arkibiaabidons
associated with the core |evel of the distributed routing environnent 100.

1002811 shaxjeg tephrigueu Othes factarp b ove e Htilized 4o selct emanultiple pssignaddiviaibution
enbodi MEDd ’roﬁQrClI'OS include carrier preference, Internet weather, resource utilization/health reports,

an allocated or determine routing cost, service leve] agreements (SLAs), or other criteria. -
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v distribution | evel router can be allocated a | arger portion of the FIB
‘associated with the distributed routing environment 100 than is capabl e of
being maintained in a first nmenory conmponent of the router, such as nenory

conponent laddiBedsze @ Processor |evel cache nmenory). bibrassRécosavel
router 106 routes to a distribution | evel router 108 and the corresponding

prefixes of destinati ddre Q. hot co ond .t.0

mai nt ai ned |¢9B§'ﬂe f\t“r‘g’F HBW“ ﬁ‘HE Ut TPWEr “?ﬁﬁ’ft?IBﬁﬁq %Vg?n Phouter,
the di sthel fet thenis l2836Eiatel GHtethe Gabket 6CH hdd&é&ﬁas%ﬁ@ﬁeﬂ&he/ rdspdcfivdaisiridatidr om t he
| arger subset of the FIB maintained in a djfferent nenory conponent (e.g.,

conput efevelemuish| . nlyanether smbpdimenireachpfistribution Ieyes ropieih08j 3R drgiHaip ﬁlée first
menory  coNDeiesodifedwith (e MRiNbufd ?Qﬁvx%nﬁﬁm iPg niéﬁﬁl)?f &rhpofertsQée t he

prefix |ntge primary nmenory conponen Alternatively, the FIBin the first
menory eoequaumen readahje m@dluMeISS\mCE@lElBB@BJ@R@WI]DQQSQH?@M@%?@G@%MM cally

o ven' prapres Bl et Rid avs BtsusRaEs W N B SpaRa Dot e T T 2
be assi gIedaré oloadddt il difffertriti bmhioq,n dompexhentsoLEueh sas1 @@mdry @mommﬁm e,
Fraft o HOURP pulieriohy BF o (g AdPIGEEPE 1PV ERBo ARFRTREIGPE o8
conponepfoceseat ke, caé}ﬁ%éxﬂ&g’)' EqHE Satntdrdficet &Iethk Q}ﬁﬁicablé Hottichs PF &d KBSincaAn be
directed to a specific d ribution | evel router based on sel ection

t echni qB’@QlODSER?FPOa%m eilpates befter syies epfprnanss B fapigr memenercees times forithiut i on
| evel néﬁl%tfl%%ﬁnit%ﬁ%‘?qhﬁo?l}ih g@&&ef iﬁls&:rﬁ%'dﬂﬁé?ﬁ't Y afidbaflof bf i:?e]rseteteasfﬁmr y

conpone e selecte StTibution router.
refer endstrxbutmrt ovdl IrﬁliREI 08 cargba wodifiedebBioadinpdiffesot }vqn’gprpa)éﬂ@tsmr@iﬁB from

i mpl e a dstr ut ed routi.n nv r nnen 4L | ed. At
bl ek 3857 pirdroy SroBt srre I e ms B et TSt medtim B37108
request mefrplcvipaient yhatheswinig bliidpoitil’()ﬁ crfomtslmg mexque(s tto i tBe rdéstribiuvienl lévrebm a
first netvvork 102(FIGURE1 and i ncl udes on|d ntlf

codgFTagh it b

dest i naf9uH PP &sidpeayy coprdiegiclods “:‘Jﬁ% Eggl?agg‘bondi ng

to a fipfdcali&y 6f didibktitR 16 tr&dt&ymﬂ theO&tbAtia &eydlﬁlaﬂm&mbh@lan ieveSRLeRL ed and
receives the routing request. In an illustrative enbodi nent, each core

| evel reoud edditigsl éa}@vgefor chiswibutien Javed routerst | Additiensllz.apnesat moreceots evel
accor dapgsed dd e AROAL diniBk BEhdigh: Se%ﬁ'&hﬁﬂ&ﬁ}  SafiiloHl b it byid Ghe Lo ¢ €

_ random se | on, roun |"ection anci ng selection and
the i k&ve[cﬁ@ﬁﬂdmmbmwmkti@)ﬁ,mbrhmemwmct ed core level router 106 identifies
~a distributi ﬁ)%Zé}eve{n still a further embodiment, as a variation to the above embodiment, each
distribution level router can be allocated a larger portion of the FIB associated with the
distributed routing environment 100 than is capable of being maintained in a first memory
component of the router, such as memory component 154 (e.g., a processor level cache memory).
If a core level router 106 routes to a distribution level router 108 and the corresponding prefixes
of the destination IP address do not correspond to the FIB maintained in the first memory
component of the distribution level router, the distribution level router can recall the necessary
information from the larger subset of the FIB maintained in a different memory component (e.g.,
computer readable medium 158 (FIGURE 1B)). The FIB maintained in the first memory
component (e.g., memory component 152) may be updated to store the prefix in the primary

memory component. Alternatively, the FIB in the first memory component may not be
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.router 108 corresponding to a second |evel of the distributed routing
“environment 100. The core level router 108 selects the distribution |evel
router 108 based on processing the destination |IP address and utilizing a

subset of tgg68skdsnAti on | P addresses (e.g., the prefipristoiblfdosssm ne the
appropriate distribution | evel router 108. | | ustratively, in accor dance

wi th an enbod nt .co ondi ng.to th onmuni cat i on t ocol

Cor e | oPUPTAHILE P4 hIRERAEa THEle SHUBe hbat0 g BOHSRuE: B P Rrgh e o i
of the eight nost significant bits. At block 308, the selected distribution
| evel router 108 identifies a transit |evel router 110 based on processing

the desti nat (49891 p st @aathes senbodimenty lovgr Hallip predixesgnay breassigagd ta stultinke | p
addr ess gt QiabR I¥bINSulRE 08P BR Lahplel EARS digded URbiduAM fhellbfer 108 does

Il lustratively, in accordance with an enbodifrent corresponding to the |Pv4
comuni eat mamtae deo dover ttalf@c diuging ipotiionoef the\assigned UE1Br in1he pineare sagimogy can be

24 bi t s comeorRal chafRlt Bhn ey o 18nefsnfinP otobe Brflediapiinfy T

appr opr id&tr&autmmnseltromta\mlsedrmxemohh@ehmq&ne sickiak EEMH, and ¢ bephzused bygat Wi | |

appreci at e, weyver, the blo an 08 be inpl.emented i n a manner
e haeigasseb P Ehon i suFaa® e arabs st P mPBIAIES o6 Cterans ey
utili zec@tqg&{ehgnﬁilng{e Salla,@t&uﬁghbmnag‘te[}om&es (including different portions
of a destination |IP_address) of received packets in identifying the next

rout er conpoHl®a®l t o Withy teigrence movw &@JQ@Eéa@k@Pﬁne[@@@I Aputisg gakets) @nd ¢ he
sel ecte V4 e p t
desti na?m %%ﬁ?@%{% n% gn?&l‘trell@g%%ﬁg%&%gn%%&%té elﬁo\?\n ‘gig %{)g‘%\s@hﬁeﬁedﬁ?\%ﬁ%ﬁg&ﬁeﬁ?r ansi t
| evel r dutrémteﬁll@utzm ethlirontker8 100 obtmensraomutmg r@Mestt effmpmaiogsiy de©0iba], \Wat h
reference .now t

|l e RUSBE PR Rscio PR BT G b PR IS boh IPReB” RGkRrERa. 1 n

an i | | ugden@fyingea eém@ajoﬁﬂataddﬂewtAneloaommwoﬁaevmmmm eGrréspoRiipe AENt S
i n which Iess than_al|l the FIB associated . with parti cul ar distribution

router feigvel ofthedistripued joyting iRt HEQ s Sylets Fhives fje RN, A

routi ngyd SOiGStative eﬁlﬁ&:ﬁin&ﬁdea@ﬁ céte (iév%I oM 1 06Pn | pRMEm O AR fuhBfon ahB®an
selection and routing to a distribution | evel router 108 was previously

descri bedectisionecconanhowith standard sddection teshninudseindediog. e gotlimitedrtegrardpm o

i npl ene i I one skilled in the

rel evan?elgtrnf)ﬁ\%oﬁargblqrsg%(irda?%%a{ngiﬁ@ S%%(g k%%%élggns of routine 400 may be
i npl ement ed (@934t heAt blonip Bite MheSselzbtet keredewed roukxmtl 66! identifidsragdigribitionriesent 100,
such as cori %eve ut ers 106 ? ](t](gaﬁsm gewe] router 110. A{) g ci sion

bl ock 4fpatter 0% gapesp B@ﬁﬂﬁéf’@&d Felrfitas FrHRUGH RS CRvironREdaY- She ¢ate
dest i nafdv@noliler 20WsRses B ARGIaLiSH 18kl ﬂ&ufchﬁ)Sr Kudéd &prfoeé}biﬁé thel destinditibn gp
portion of the FIB table maintained in the menory of the selected

di st ri beddress apé yelizinga sehsetigfghe destiggiongP aéﬂ%&sres fsm the m@ﬁa} & detasmpinedhe | evel
router. é}%ﬁoﬁ%ﬁaﬁﬂﬁ bifish tlJv@l”?dutterllét’.ernlh%h%élQ innéc%ﬂa%ae%ﬁ fafl "@Iﬁﬂb&{@ P

mai nt ai "R the First menory conponent y conponent 5

( FI GUREcdrBgponding tb Iﬂmvaé,@Smnmh’saﬁﬁmproiomﬂhomoﬂcelml rmmtlétﬁ pkO&singrrambels t he

‘packet E)a(l)seé QS ccs)nesu{%rattmn 0 5%10 %Ix of lt}?evgulghtrrgc% s:gm%icant bits. At block 308, the selected

distribution level router 108 identifies a transit level router 110 based on processing the
destination IP address and utilizing a subset of the destination IP address to determine the
appropriate transit level router 110. Illustratively, in accordance with an embodiment
corresponding to the IPv4 communication protocol, the distribution level router 108 processing

can be based on a larger subset of IP address (e.g., a longer prefix such as 16 or 24 bits, as needed
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: [0034] Al ternatively, if at decision block 404 the subset of the destination
"I P address associated with the routing request is not naintained in the
portion of the FIB table maintained in the primary nenory of the selected
di stributi g bAYeaspout er 108, at bl ock 410, distri but ippifgsaM@bsos8ut er 108
attenpts to obtain additional transit routing information froma separate

menory conponent associated with th Istribution |leyel router. At. bl ock
10, L n ISt PP B PO BYB oM TS Dk G ang RSPty T gt o

| nf or M b0deMhd ¥186k8 806 hrldl 308 be ABHEMBRBPnYa mdnder subDthe core level router 106
2011/ 084520PCT/ US2010/ 060573 conponent with the information obtained from

the ot hawd Wistriiugioe deysevier L0R) may nilizs, enditions] g keligmativea AtpResniindlatingr i s
ot her wi ?&%ge?f g&ﬁ%s ofr?nfo%eg{i%i%n 4 %ddr&éggcéfé 1%’:@'4/&'1 B nNadR%ying the next bREB5]

VWi le i rative e I ments have | scl osed and di stussed, one
ski | | edcompdniant to &dreadrihe medivedigatkehppr eci ate that additional or alternative

enbodi nent s be i,npl ted wthint spirjt d sc Qf .t he present
di scl osure. ﬁ@%ﬂtioﬁgﬂP§?§§¥ﬁﬁ6ﬁ%ﬁﬂ ﬁ?niﬁﬁgﬁ?%%% S gygpﬁggﬁwwﬁ ﬁ%g ed as
i | | ust r g the destidBgorSiétipleichsiotiatddgor @hewins comfigured with aptransit kivel rottat 110he

Il lustrative enbodi ments do not need to be conbined or inplenented
togethef¢b¥§kéﬁéﬁpr'ﬁﬁﬁ3pgﬁﬁ§FWﬁFive enbodi ments do not need to be utilized

or inpl ement fb@sé N QKA ERAAE: Nivh 1 HIBERECD BRotRd: rédink 800 R Souifg bilReR bRB eNt
di scl osure. [0036] Condi tional |anguage, such as, anobng others, "can,"

"coul d, implatnepried in grdistribyied rewing eavisqresnt | Wawill, be tdgscsidedt Harap estragye

-ot herw S {1 hi : ' ' dto
convey PREpiREe At Mo Bop ol REoEAMER L BRdBd: iwAERELG MK dITHERHEC

i ncl udeassoéiatedi with eatpartieslar elistiterits, rooter Bi8e s maiitaisgd Smch poiondi mmeovaf

| anguage is not generally intended to inply, that. features, elenggnts, or
St ops. aFenponean ALHIGEI AR FOHE VT AS RO € AT RIRIT ! BPELE SHe or
nor e enbaetioR BhErol8EES 2Aidtlibution tveldeutt OTI8GrHs Pfeviliely detgibedMbole. OXlthuginout
user input or @;ﬁgﬁtlng, whet her these features, elenents or steps are

i ncl ude&Pugine 49 b dessabeadovithtrerid 1adgppisaeTREN Bt 2 ditbbutioRe il wBFetPer
unl ess gpeckiité M e RiAhRI Wra;mn% 'atg%aloléthﬁzﬁé‘é” pofidhe A8 B k@RU0Y thiy Be t he
context as used, is generally Intended to convey utilization of the

conj uncimpleménged by ethereomporenisrog the distgbutesd rogtingrenvirenmiens $0G; such dspre levek

sel ecti o, of | 9L 23108l BBk FIT A ARG R 8 ot RROARIRLNE YRR T W0
whether the s'ubset of the destination IP address associated with the routing request is in the
portion of the FIB table maintained in the primary memory of the selected distribution level
router 108. If so, at block 406, the distribution level router 108 obtains the transit layer routing
information from the FIB maintained in the first memory component (e.g., memory
component 152 (FIGURE 1B)). At block 408, the distribution level router 108 forwards the
packet to the selected transit level router 110.

[0034]  Alternatively, if at decision block 404 the subset of the destination IP address
associated with the routing request is not maintained in the portion of the FIB table maintained in
the primary memory of the selected distribution level router 108, at block 410, distribution level
router 108 attempts to obtain additional transit routing information from a separate memory
component associated with the distribution level router. At block 410, the distribution level

router 108 can update the forwarding table information maintained in the primary memory

33~



: 10037] Any process descriptions, elenents, or blocks in the flow diagrans
- descri bed herein and/or depicted in the attached figures should be
understood as potentially representing nodul es, segnents, or portions of

code whi chydsdiyslasane or nore executabl e instructions pk@fsidiRh@EBNt i N9
specific logical functions or steps in the process. Alternate

I npl ementations are included w thin the scope of the enbodi nents descri bed
her ei n FAPRARPRLEH Dircteemaon; shipipedofiam fa ST aemepotemRRENy (IO or der
f rom t hglocied@an B¢ oflitied 8 Htheriide bptibnAlg AT BRSK a1, iR rowtine QéHaitiabegNt | y Or in
reverse order dependlnq]on the functionality involved, as would he

k

under st ood bi0330s e Wl fustmtive emhediments have hapn disqloped prst dissusssbopeshilleded t hat
the dat i
€ dalg tﬂ@f@ﬂdégg?tgﬁﬁg {&Eﬂ-}%&m@ %ﬁgg&ﬁﬁaﬁ&%&nm eﬂl%?éi%ﬁﬁﬁ ‘Pnagga ?P;r;]lame ted

conput er - r ea and I'nto nenory o € co evi ce
usi ng awihinvhke spitittead issope @ Seqireseridlisdostrea Agiditipuslly; altlwaglatnhey embghidimentt or i ng

-14- 20111084520PCT/.1)S2010/ 0605 he .conput e xecut abl e. c nents,
such as eI RN SR EBT o A it FF JRE arf, Wk ot SD Sene
and/ or ilmktéativaRmbedimeat dd @dt hdtddo B¢ BehBinetes idfpledientbd Sbdettatit A6l sidh, somye
manner .  Accordi ngly, general purpose_coppyti devi ces be configured to
i npl emefiustative s&nge%@ggg 30 a?tgmj Hﬁ?@{ulla?iﬂgrﬁﬁlpﬂgmﬁ%gyacs?rga & Viih dReeteppe

di scl osyf@rividm td 1€ pRis@ft aRelofige.and/ or execution of the various data and/or
conponents descri bed above. Alternatively, sone or all of the nethods

described hel0834] ne§onditionehlenguage.ysusk asnboongedthess, Sgradi wrpldéd neighigueter
o e LR DRI STRRIGIS LB ok SABl T RE ) e oo

i n har dwar a co on thereo shoul d
be enphasienadlly miindedhtoyconeay thiti w@rtsinandodinetniindedeo whilsrathetbenbuodoheentsoda he

cbove-Se e IR ED B 0%, LT, By AL R0l IS 00 o

vari ati pidhded @ iniple B Fedtiref) Celéniiplsigiestepteneiin ank tvitlyrefliRdSBPBRe 6f miokd S

di scl osure and protected by the fqllow ng claims, . o .
embodiments or that one or more embodiments necessarily include logic for deciding, with or
without user input or prompting, whether these features, elements or steps are included or are to
be performed in any particular embodiment. Moreover, unless specifically stated otherwise, or
otherwise understood within the context as used, is generally intended to convey utilization of the
conjunction “or” in enumerating a list of elements does not limit the selection of only a single
element and can include the combination of two or more elements.

[0037] Any process descriptions, elements, or blocks in the flow diagrams described
herein and/or depicted in the attached figures should be understood as potentially representing
modules, segments, or portions of code which include one or more executable instructions for
implementing specific logical functions or steps in the process. Alternate implementations are
included within the scope of the embodiments described herein in which elements or functions
may be deleted, executed out of order from that shown or discussed, including substantially
concurrently or in reverse order, depending on the functionality involved, as would be understood
by those skilled in the art. It will further be appreciated that the data and/or components
described above may be stored on a computer-readable medium and loaded into memory of the

computing device using a drive mechanism associated with a computer-readable medium storing
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. -15-- Wat is clained is: 1. A systemfor routing packets conprising: a
rout er managenent device for associating destination address infornmation to
a router hierarchy conprising a plurality of |evels, wherein the router

managenment wieih f&4dg configured to, for each |evel of Lheykaus®bsBi erarchy,
dynam cally assign one or nore router devices to a portion of incomng

packets based at least in part on traffic volu a iated wth ane or

mor e de¥ iCARPHEHAabiRRIS §@@p@}ent5h@1$ﬁé@rﬁﬁ@}“§¥c @1%?53@&&3% it er

devi cespgfifef, 880 RHbEIt ShdPor! ddisSbanl B BlcluaEd 1D8 SR @dviddi & AEtHBYed in any ONe or
more router devices corresponding to a second |evel of the router

hi er ar chgnner.h Aceradingly, gaagwal peposeisempingedeviseemay bh gorfighreg o Harlemeny then

i ncom n e oyt Y I ts: f . nor e
rout or ebREACHguRnd s BOREESELT B, KRR cicRRT ORF U pbIR I Bt

wher ei nextetnetionrod tigr vanipnedato aidéer cewbes desrribed ponvdi Adtetmativdiy ssme onal dlevel of

the router hierarch re.associated w.th f.irst memry. and econd nmenory
or st ol s AriHbsCherein ra aLanRs L Tt i s pUret SfbrGr BEE8RE . oq

W th a Inaddiond@6esEmpdneRis trbRfed e hereBOMdy 9 MBiplemenied rifti Hardwage, rsofiivere,
managenent device allocates a portion of incom ng packets to each router
device_ﬁﬁ?W@%Bb%ﬁFﬂﬁF¥@“ﬂW§m§econd | evel of the router hierarchy based at

| east in parjpofd) a fiikctiia 6'Qifasiold HBShi)aatifbnd S RSSASatRhs B BEIAG

packets; an one or nore router devices corresponding to a third |evel
- of the toght evovhidescabahsmbodineentshihe ¢lemenisiof which late tp batedersigasiag being amneng

pr ocessi an_i.neon n acket for rout.d j e of the
ne o PBFLPaRer “Han Soc Lo dapbbs B ph  FRisNEE ot Ak B iBE D
hi er ar chateinwfithirethe sdope of thistdisclosme agkpreteticd by thedolidwingelties. a porti on of
i ncom ng packets to each router device corresponding to the third | evel
based at least in part on a second subset of destination addresses of
i ncom ng wherein the one or nore router devices corresponding to
the first level of a router hierarchy receive, for routing, an incom ng
packet conprising a destination address, and identify at |east one router
“device corresponding to the second | evel of the router hierarchy based on
at least in part a first subset of the destination address of the incom ng
- packet,
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wherein the at | east one router device corresponding to the second | evel of
the router hierarchy identifies at | east one router device corresponding to
the third | evel of the router hierarchy based at | east in part on a second
subset of the destination address of the incom ng packet, and wherein the
second whitsetlaithed iRe destination address is greater than the first subset
of the destination address; and wherein the at | east one router

devi ce corresponding to the second |l evel of the router hierarchy attenpts

to identify 4 t&ﬁféﬁﬁéﬁ‘}éﬁ%’%kétgg&ﬁ H8&yi ce corresponding to the third Ievel

of the router hierarc ress I Af ormation persisted in the first
menory and, dioutehmaasighhess deviéoforatsooiating desihatborsaddadsk énformdtioa thiar St

menory, the at | east one royter, device cqorresponding to the second | evel of
the rodPWr W@r%ywpgﬁn&?ﬁigr ity ?%swﬁ%fvghef%ﬁm@u@? TSI BBRCBY | s

f'rom addpfissred W, %6 BEh RYePEY tBE 3hRd Hidaldh§, cﬁ%ﬁﬁﬁ%#?ﬁé@?%&’ one drmdidfoYSt €M as

recited inclaiml1, wherein the portions of Inco ackets that are
al | ocatdedlicentogmpdrtiomaf inconiing paekat$ baded atleesiinl pire ve kraffic vdheme essbeintetli er ar chy
each car.r.espond to re.address in t{ﬁr mati on th%n can be persisted in the

first mEHbPYP Froowdedination addspises of e ncgming BCKENT r espondi ng to a second

level of a rguloeimoié Riubdr@dVices sbrrelpehdnBilotitinslel G iRouter BlepdrBhyt, Wherein
the one or nore router devices corres(ﬁ;l)ndl ng to a first level of a router

hi er ar chy araessnwee aterdevicepearenspending to aowweonst level d dm router bierasehy, thsund
r obi n t.ion, ~hashi.ng. .and .l bal ancing. 4. Th stemas recited in
BEb T SRS RS 0R i S dpsoutipg R IR B e

claim esti na corresp ess. 5.

The sydt@inatizadteat betheione of fioe rbutepdevietscoritepdndinfl toshbHst 1081 dffagobter
address .corresponds to the eight nost significant bits of the |P_address.
6. The higraichy, wherpiathe eup ernerespypndeviges comrespeRding te tie seeppddevebplthge | p

o BRSPS ol DR FLILERI AR R 1o |
wher ei nlestindtiea aitldreysinfifrmiation, ahefint menoey assotieted adth cfastec adcestimathanthd o a
first |SEV6| Ot];mz) hewhgr%}net € I;'](i)lﬁérarglglglay er%ggt (ieg])cle% oc?atte(:asda | orll'tign g? {lrlggrPﬁnp hysi cal
rout er SGERAdagemory, g p g

packets to each router device corresponding to the second level of the router hierarchy based

at least in part on a first subset of destination addresses of incoming packets; and

one or more router devices corresponding to a third level of the router hierarchy, the

third level of the router hierarchy for processing an incoming packet for routing received

from at least one of the one or more router devices corresponding to the second level of a

router hierarchy, wherein the router management device allocates a portion of incoming

packets to each router device corresponding fo the third level based at least in part on a

second subset of destination addresses of incoming

wherein the one or more router devices corresponding to the first level of a

router hierarchy receive, for routing, an incoming packet comprising a destination address,

and identify at least one router device corresponding to the second level of the router

hierarchy based on at least in part a first subset of the destination address of the incoming

packet,

wherein the at least one router device corresponding to the second level of the

router hierarchy identifies at least one router device corresponding to the third level of the

router hierarchy based at least in part on a second subset of the destination address of the

incoming packet, and wherein the second subset of the destination address is greater than the

first subset of the destination address; and
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8. The systemas recited in claim1l, wherein at |east two of the one or
nore router devices corresponding to a second |evel of the router hierarchy
are inplenmented in a conmon physical router device. 9. The system as
recited in claim1, wherein at |least two of the one or nore router devices
cor r espondi NGhdrBindhd i1kt by Rt UelibE cdrddhOidihg R tBE Sd¥ndIel omhertudred in a
comon physical router device. 10. The systemas recited in claim1,

wher ei rhieterdbyattempisdo identify the atleasd ov¢ cautesidevice coirespendiag éo thefthirdlevelnft er

hi er ar r Vi f . ongd.. I A er , or
T out P tefadttefhy 04§ 0B AR R L B P bk BB GRS LOERAMER. 2
by at |igftsinaBoeisaiy svaRblein tHefirstigumosy, thelal leadmesysteedovic dogebgoadingn cl ai m
1, wherein the one or nore router devices caorresponding to the fjirst |evel

of t he tpdl weond kevelrafithe ruisr Ricsaehnatisnnis tordently flag oneiranare semeraleyicesnd
menory 405 3Rk i %rﬁﬁﬁ&ﬁﬁé%ﬂs@ﬂ R RSshd RERSARL T on, wherein the first
menory 1S assoclated wth a faster access ti than the second nenory and
wherein the one or nore router devices corresponding to the first |evel of
the router hierarchy attenpt to ideptify. the pne ?r nor e rokter gevices

cor r espondi nEP WsieREAsIERitsAdR claira 1. WhereHethe BRTIORS AT BraPHRPA K IMIRliCes s

| nfor M ,0nePRS Slch k&ider dbvidi®ritd sbofEIBPE b Ule lobiRr ARGty SRR %ofr_@éflbbﬁd tglevi ces
corresponding to the first level of the router hierarchy and, if the

addr es smonefaddreas inderniagion thanaan bk abisistadrin tieefifst memorseoizhy ong on hercgawtedr nor e
router devices corr sggpding 49 th first,level of the router hierarchy

at t enpt We?ﬁ‘él'ﬁ‘?sp?@‘ﬁ? Birsong leyghof arghEE e es corresponding to the
second |l evel of the router hierarchy fromaddress information persisted in

the second nenory of the one or nore router devices corresponding to the
first |evel Bfe syBiemasyeetedin elaim dhyhereipthe ane gemers mowter deiessng packet s

conprising. a.first t, 0f | : .10f _router
devi cescof%Fporn 8{}{% t§§ ﬁf)rgtclﬁ\ge[l o?gg%ﬁ%re}g&#cgﬁ]%f%gglﬁeﬂ gP%‘géé()t?H%]Fg r%}é%]t er 0gevi ces,
t he segaRdbns edle@ionl Muihé kolif vile@nabahitiganddoat Hatanginghysi cal router having a

first menory and a second nenory, wherein each of the second set of router
devices is dynamcally correlated to a portion of incom ng packets by a

router fTNAgRIRILACKaRAR Blifd !, bhBRin h8 dBaIiffadirldscBirogihact: Af1p

destination esses I'ncom ng packets, an rein each portion of
i ncom ngdfaskets is determ ned based on traffic volunmes associated with
destination addresses of each portion of the incom ng packets; and a

third set of router devices for routing packets received fromthe second

set of g4 out efhefk';«yéeﬁl% r¥hRGh BlaBA AN whkreld @i HRitsUbsREbE 1A IP QUd:BEs devices s
dynam cally correlated to a portion of incom ng packets by the router

manage renesphads tethb aightimast digraficant bitpef the 3 addressc ond

6. The system as recited in claim 4, wherein the first subset of the IP address
corresponds to at least one of the sixteen or twenty four most significant bits of the IP

address.

7. The system as recited in claim 1, wherein at least two of the one or more router
devices corresponding to a first level of the router hierarchy are implemented in a common

physical router device.
8. The system as recited in claim 1, wherein at least two of the one or more router

devices corresponding to a second level of the router hierarchy are implemented in a common

physical router device.
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- 18 - subset of destination addresses of incom ng packets, and wherein
each portion of incomng packets is determ ned based on traffic vol unes
associ ated destinati on addresses of with each portion of the incom ng
packet s; wherein the first set of router devices identify a router

fromthe secpno,3Rin Afrefitidlif ClasiBVi GRsrehL4t &)l b iRe 8it drifSirb@ePpacket

conprising a destination address based at least in part on_a first subset
of a dedviceatdmespandingtsa tirdilene! phidbemouter lpararedy argingplementedies edmmene
second Shg/t' Olf r€uter. devices identify a router fromthe third set of router
devi ce PHEIPICHFEIHE t he i nconi ng packet based at least in part on a
second subset of the destination address of the incom ng packet by

exam ning address information in the first nenory. and, if the tgggress

i nf or mek0 on The systerssgitaddn claim hwhereinsat leashisya ofigroutes Aevicsief thadrts s

I nfor i rsi | Lted in
cl ai mn?%‘fg\%ﬁfugfe er?%t%%agfgﬁdréh(}{ﬁ g?lﬁﬁgvi cg %??%rn%é ?%ned]ig‘é%-gﬁﬁe?é?{eg?e?%ﬁ)grﬁf %:Ievi ces

i s cor rielrt devitootthp diitd level of theroutet higrapagkart anplamested bylatkast ona part on a
conbi nati on of an _association of traffic volunmes for destination addresses
of the ROYSISANIRYIhEEHER s and an equal allocation of remaining destination
addresses of the incom ng packets. 14. The systemas recited in claim12,
wherein each router device of the second set of router devices is

associ atled Thewsystetrhasaetiteddn olaihdr whéretethe oneof marexgdice dedecsnai nt ai nabl e in

the first memgry of. the devi an erein at |east, one aof the second set

of r out Drrea PR 85 fErist ie Gilen PSS posbARia O n B e £ 568

cont ai Nj RPodPhembRRfor koeink AERBAGsHadireR effofhatites Whedin B fRddh 8669 s

mai ntai nable in the first rrermrﬁ of the at |east one router device.
associated with a faster access time than the second memory and wherein the one or more
router devices corresponding to the first level of the router hierarchy attempt to identify the
one or more router devices corresponding to the second level of the router hierarchy from
address information persisted in the first memory of the one or more router devices
corresponding to the first level of the router hierarchy and, if the address information is not
available in the first memory of the one or more router devices corresponding to the first level
of the router hierarchy attempt to identify the one or more router devices corresponding to the

second level of the router hierarchy from address information persisted in the second memory

of the one or more router devices corresponding to the first level of the router hierarchy.

12. A system for routing packets comprising:

a first set of router devices;

a second set of router devices for routing packet received from the first set of router
devices, the second set of router devices associated with a physical router having a first
memory and a second memory, wherein each of the second set of router devices is
dynamically correlated to a portion of incoming packets by a router management device
based at least in part on a first subset of destination addresses of incoming packets, and
wherein each portion of incoming packets is determined based on traffic volumes associated
with destination addresses of each portion of the incoming packets; and

a third set of router devices for routing packets received from the second set of router
devices wherein each of the third set of router devices is dynamically correlated to a portion

of incoming packets by the router management device based at least in part on a second
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15. The systemas recited in claim12, wherein each router device fromthe
second set of router devices is correlated to a portion of incom ng packets
based at least in part on an association of towtraffic volunes for
destinati on addresses of the incom ng packets. 16. The systemas recited

i n cl aisiibde? of deingtioh Aldpdsbesafiitaonthg pAkER] arewh&ein chelopartibe o Beomehgset of
router devices are_correlated to the sane portion of incom ng packets. 17.

The systagkstais detsemingd beprdanalraffie yolumss pasoriatqd destination gfidresigs ef WHB\?P%S are
sel ect (E]}@f:tﬁg{ 81?1&%&30 1lgtaone of random sel ecti on, round_ r obi n sel ect i on,

hash s on an ‘nci ng. 18. The systemas recited in claim 12,

wher ei n t he wisstinixd fiehsehdfiress deoilcesaislpmifga rbateaﬁoinﬁhadmtbﬂé set of t@uterThe

syste ) reC|te[\ én claim 18, erein the first sub f the | P address
e #e

cor r espisifes eyrelated B Yrincoming nackricompysipe gidegtingtion P%s atdeast in

part on a first subset of a destination address of the incoming packet; and

wherein the second set of router devices identify a router from the third set of router
devices correlated to the incoming packet based at least in part on a second subset of the
destination address of the incoming packet by examining address information in the first
memory and, if the address information is not persisted in the first memory by examining

address information persisted in the second memory.

13.  The system as recited in claim 12, wherein each router device from the second set of
router devices is correlated to a portion of incoming packets based at least in part on a
combination of an association of traffic volumes for destination addresses of the incoming

packets and an equal allocation of remaining destination addresses of the incoming packets.

14.  The system as recited in claim 12, wherein each router device of the second set of

router devices is associated with a threshold number of destination addresses maintainable in
the first memory of the device, and wherein at least one of the second set of router devices is
correlated with a portion of incoming packets containing more than the threshold number of

destination addresses maintainable in the first memory of the at least one router device.

15.  The system as recited in claim 12, wherein each router device from the second set of
router devices is correlated to a portion of incoming packets based at least in part on an

association of tow traffic volumes for destination addresses of the incoming packets.

16.  The system as recited in claim 12, wherein a plurality of router devices from the

second set of router devices are correlated to the same portion of incoming packets.
17.  The system as recited in claim 12, wherein first set of router devices are selected in

accordance with one of random selection, round robin selection, hash selection and load

balancing.
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20. The systemas recited in claim19, wherein the first subset of the IP
address corresponds to at |east one of the sixteen or twenty four nost
significant bits of the IP address. 21. The systemas recited in claim12,
wherein two or nore of the first set of router devices correspond to a

si ngl e {Rhy s iTgRlsydtQH LS fee irf 8aim 22 whthéin $sd RihARn @8 £EbrtddpSlditdhd 2,
wherein two or nore of the second set of router devices correspond to a

si ngl eIPhgdressal router device. 23. The systemas recited in claim12,
wherein two or nore of the third set of router devices correspond to a
si ngl e physical router device. 24. The systemas recited in claim12,

wher ei noat I@RsYsten Qs edcited e Slaim 08, Widréih thefidsesubd&\Of elRsIP aldrdseast one of
the second set of router devices, and at | east one of the third set of

rout er caBeipeads todhe eighionestsignificonhpifsofihg B addressout er device.  25. The

systemas recited in claim12, wherein the router managenent device
dynam cally nodifies the address information in the first nenory. 26. The
syst em2as r &hietsgsiernras edoitiedninl ainvih@rvelicieih e first atbsatelf tiof IPraidtess devi ces are

associated with a physical router havin first nepory, and econd
menor y SOespondhie & eaptenpef thesxteenior By egivaiPHs et sigient ot the I cet of
router .gguices identify a router device fromthe second set of router

devi ces based at least in part on a second subset of a destination address
associated with the incom ng packet by exam ning address information in the

fi d _if the add I nf [ ' [ [ he fi
rorory Dby CHERIFRGS SRIER LSRR AP iOR THOPE PRrEet R EER ST OHEF momor .

20 - devices correspond to a single physical router device.

22.  The system as recited in claim 12, wherein two or more of the second set of router

devices correspond to a single physical router device.

23.  The system as recited in claim 12, wherein two or more of the third set of router

devices correspond to a single physical router device.

24.  The system as recited in claim 12, wherein at least one of the set of first router
devices, at least one of the second set of router devices, and at least one of the third set of

router devices correspond to a single physical router device.

25.  The system as recited in claim 12, wherein the router management device

dynamically modifies the address information in the first memory.

26.  The system as recited in claim 12, wherein the first set of router devices are associated

with a physical router having a first memory and a second memory.

27.  The system as recited in claim 26, wherein the first set of router devices identify a
router device from the second set of router devices based at least in part on a second subset of
a destination address associated with the incoming packet by examining address information
in the first memory and, if the address information is not persisted in the first memory, by

examining address information persisted in the second memory.
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28. A nethod for routing packets conprising: obtaining a routing
request corresponding to a data packet received froma first conmunication
net wor k; identifying a first router of a first level of a router

hi erarchy, the first |level of the router hierarchy conprising one or nore
router conponents; forwarding the received data packet to the identified
first router; I dentifying a second router conponent of a second | evel
of t he 2Bout ek nitlnddortoptingracketscontpsisggcond | evel of the router hierarchy
conpri ses ong,Qr. nore router co nent rel . or nore
Fourer - compautpiaRgrSyh et TRAReM R iR RuFREC 0l A0 8, 1

por ti orcosfmudi€@ivnhetvetaka packets, and wherein each portion of incon ng data
packets is deternined based at |east in part on traffic_vol unes associated

with desti nageBiyadarasgeutcoet a it lsyekoigropter hiseshyh fredislopaokdics and on a
first SHRRPhicAl PR ARINM A MRS Afifer YopdpficificOm NG data packet s,
I Ng ]he recelve & Ok I

f or war ata packet to t entified second router; and
i denti fyi ng farwdriding thotetaved datp packet todhe alenhtifiedifitsenomterpf t he router

hi erarchy, wherejn the third | evel of the roufer  hi.erarchy conpri ses one or
nore rout er V‘@Wﬁg AtSgcongiapter ?P”é%’l‘?mo?that weorsHeved of r@“‘ie\émeéqrnabyo nponent s

of the dh & the¥bnd RvEANTTHE odler NiefRSIRFthffse¥bhdormBRITbutePcdthpdRARM NY

dat a packets, erein each portion of 1 ncom ng data packets i s determ ned
based avhdreiasach of thaprne anmoreabicr caunpanests of theosrenddgveliis dyrdwyedllyat i on
addresses of the portion of incomn ata packets and on.a second subset of
dest | ndsrstpieth SReti Brot rrobmie A deean RE P Erel AR mdRish RGNy ng
third rgag SickeQ WaRaRinddl based ftilédt Ing4el orPiraftib @olugies @ksobiatddarEiiestifisiticis ponds
to exam ning address information persisted in a first nenory associ ated

with t leddiegsastof thenpriecefidcomingsatanselken and omp firgt ubsheofdegtination| nf or mat i on
i S not ai | abl exam ning address information persisted in a second
menory a?égeg%qsgtfghf l\l/l\ncqlﬁmgkﬁhelg‘ip&%?t?’f i ed second router conponent; wherein

i denti fyi ng foReardRgandreteivéd®dats pgken®ithe tfentifiel seowdebutegyvald of the router
hi erarchy is based at_|east in part on a first subset of a destination
address of tidentisagiahiad mater coEpRAgNt of a third level of the router hierarchy, wherein

the third level of the router hierarchy comprises one or more router components, wherein
each of the one or more router components of the third level is dynamically associated with a
portion of incoming data packets, wherein each portion of incoming data packets is
determined based at least in part on traffic volumes associated with destination addresses of
the portion of incoming data packets and on a second subset of destination addresses of
incoming data packets, and wherein identifying a third router component of a third level of
the router hierarchy corresponds to examining address information persisted in a first
memory associated with the identified second router component and if the address
information is not available, examining address information persisted in a second memory
associated with the identified second router component;

wherein identifying the second router component of the second level of the router
hierarchy is based at least in part on a first subset of a destination address of the received data
packet;

wherein the address information is provided by a router management component and
cannot be persisted entirely in the first memory associated with the identified second router;
and

wherein identifying the third router component of the third level of the router

hierarchy is based at least in part on a second subset of the destination address of the received
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wherein the address information is provided by a router nanagenent
conponent and cannot be persisted entirely in the first nenory associ at ed
with the identified second router; and wherein identifying the third router
conmponent of the third I evel of the router hierarchy is based at least in
part OrHa?a?&k@tnd subset of the destination address of the received -21-
dat a packe 29. The nethod as recited in claim 28, wherein each of the
one or m)re router conponents fromthe second IeveI of the router hierarchy

l:?)ng;s?\ e]cdikfelgﬁttﬂg(zggort qolgncci)%?i %kcw%rne%ga ?lg)rfrela% t0§ e %?og% |no(rj11 addr esses

of the doﬁ%ﬁhﬁtﬁ fidat e ResNE teveRHtha Fouertatragthl @s:@tsda@ate@fwmmwmm
destinati on addresses of the incom ng data packets.  30. The nethod as

r eci t ednpemioealain nagketyhased op acambinagon of an asspenon ofgrathip yolumes il | evel of
the rou r ckets
corresp'%aglr ERnfg(j)(ﬁt 0 alg%éﬁ &hgﬁ% nuﬁg p%l&:lcfiS %}d%%ae{q}l%nrmgéﬁirog?gg%srﬂml t ai nabl e
in a f|de§ﬁnamﬂmﬁ§tre@s‘esbﬁﬂwrimmﬁngdmtamam, and wherein at |east one of the
second set of |ogical router conmponents is associated with a portion of

i ncom ng packets corresponding to nore than the threshold number of
destinafg on ’ﬂ%@tﬁé@ﬁs fé@%&f Al AR B, Whetdifedch rolte BRI e of thesedbnd RESL One
router conponent. od as recited in claim28, wherein the each
of the afiilke muterdnmambya alerasmrqb@lwﬂh 8 poftiontod ismpoungipdckeisicontspohdingsue er

h d.wit tion of g data packets based at
oast | ieghed SHORRCLAEe A ar o Rae Pt EPapPEe B aivaeTy BERRenarton”

addr ess@gnponent, and wherein at least one of the second set of logical router components is

associated with a portion of incoming packets corresponding to more than the threshold
number of destination addresses maintainable in the first memory of the at least one router

component.

31. The method as recited in claim 28, wherein the each of the one or more router
components of the second level of the router hierarchy is associated with a portion of
incoming data packets based at least in part on an association of low traffic volumes for

destination addresses.

32. The method as recited in claim 28, wherein each of the one or more router
components of the second set of logical router components are associated with the same

portion of incoming data packets.

33.  The method as recited in claim 28, wherein first set of logical router components are
selected in accordance with one of random selection, round robin selection, hash selection

and load balancing.

34.  The method as recited in claim 28, wherein the destination address corresponds to an
IP address.

35.  The method as recited in claim 28 further comprising dynamically modifying the

address information provided by the router management component and persisted in the first
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32. The nethod as recited in claim28, wherein each of the one or nore
router conponents of the second set of |ogical router conponents are
associated with the same portion of incom ng data packets. 33. The nethod
as recited in claim28, wherein first set of |ogical router conponents are
sel ect eferhéryasssdidanaih Md ideTRdabodnandemt, satlepsih HdynaRiatly hefdifieds el ect i on,
hash sel ection and | oad bal ancing. 34. The nethod as reC|ted in claim28,
wher ei fagFeEs éermatianiperyideddnetbs reBerBAERmS OIEONE caBRAt S Persisty.  The

met hod [ d|fy|ng t he
addr s G EL a8 hel indly Togbh i RS ATDA He M A Sl
persisted in the flrst - 22 - nmenory aSSOC|ated wth the |dent|f|ed second
router, wherein the dynam cally nodified address information provi ded by

t he router managenent conponent cannot be persisted entirely in the first
menory conponent associated with the identified second router.
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