- 1 - DESCRI PTI ON | NFORVATI ON MANAGEMENT APPARATUS AND
| NFORVATI ON MANAGEMENT METHOD Technical Field [0001]
" The present invention relates to an information
managenent apparatus and an i nfornmati on nmanagenent

met hod which manage access to information stored in a
menory region having a relatively large capacity. In
particular, the present invention relates to an

i nformati on managenent apparatus and an i nfornmation
managenent net hod whi ch storle ™ el ectronic val ue
information in a nmenory region and perform secure

i nformati on comruni cation for electronic paynent and
so on. [0002] More sparIARIHTIVN t he present
invention relates to an information managenent

B IO Na FANAREYEND rARRARNT USréiiRg e NEGRMABT 01 MANAGENENT
all ocate various files in_a nmenory region and nanage

i nformati on for service of&f&fPon. In particular, the
present invention relates to an information

managenent apparatus and an i nformati on nmanagenent

Ta8BhROEL 1 Whigly copy or back up val ue information
electronically stored in a nenory region and snoothly
[oo@anhsfer the value infornmation between termnals.

The present invention relates to an information
management apparatus and an information management method
which manage access to information stored in a memory region
having a relatively large capacity. In particular, the
present invention relates to an information management
apparatus and an information management method which store
electronic value information in a memory region and perform
secure information communication for electronic payment and
so on.

[0002z]

More specifically, the present invention relates to an
information management apparatus and an information
management method which allocate various files in a memory
region and manage information for service operation. In
particular, the present invention relates to an information
management apparatus and an information management method
which copy or back up value information electronically
stored in a memory region and smoothly transfer the value

information between terminals.




2 - Background Art [0003] A contactless proximty
comruni cation system typified by IC cards, is
begi nning to beconme w despread because of sinplicity
in operation. Typically, for using an IC card, a user
hol.ds the I1C card to a card reader/witer. The card
reader/witer is always polling an IC card, so that,
when it detects an external IC card, a comuni cation
operation therebetween is started. For exanple, wth
~an IC card on which secret £cddes, other persona
aut hentication information, and value information
such as electronic tickets are stored, authentication
processing can be performed on attendees and
passengers at cash di spensers, the entrances of
Bagkespengdiifes, the ticket gates of stations, and so
[gg 50004] Recently, 1C cards having nenories with
Pg ively |large capacities have energed in

conj [ | ' vements in mecro-fabrication..
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simul taneously storing nultiple applications therein
sahpbisitheirsiopglrati€ncar typdcdla wsedr Geingubdipt &card, a
- purposes. For exanple, storing nultiple applications,
uggthhakde|tdst I6€nrerdoheya fcard|meidesriveiter. The card

reader/writer is always polling an IC card, so that, when it
~detects an external IC card, a communication operation
therebetween is started. For example, with an IC card on
which secret codes, other personal authentication
information,.and value information such as electronic
tickets are stored, authentidation processing can be
performed on attendees énd passengers at cash dispensers,
the entraﬁces of concert venues, the ticket gates of
stations, and so on.

[0004]

Recently, IC cards having memories with relatively
large capapities have emerged in conjunction with
improvemenﬁs in micro-fabrication technology. With an IC
card haﬁing a lérge—capacity memory, providing a file system
in a memory space and simultaneously storing multiple
applications therein allows the single IC card to be used
for multiple purposes. For example, storing multiple

applications, such as electronic money for electronic



- 3. paynent and an electronic ticket for entry into a
~specific concert venue, on one IC card allows the IC
card to be used for various purposes. The "electronic
noney" and the "electronic ticket" as used herein
refer to a schene in which paynent (electronic
paynent) is nade based on electronic data issued
according to a fund provided by a user or refer to
such electronic data itself._[0005] An IC card and a
card reader/witer (a card Feader/witer appar at us)
may be provided with wired interfaces for connection
with an external apparatus, in addition to
Paymentsartd om artdagonint eitheesfonanshthey imeonpepateflic
into respective apparatuses, such as nobile phones,
CPD%rt(ﬁb%‘P%%'naan ding 14 casdi S%hfwe%st)he G (ceons Gaebe used
electronlcs aratu S g ersonal conputers. Such
The, I'abe
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proxi mty conmunication erface. [0006] For ,
ekzanpbeic where d splued BttyrdONgHY GAlHheR $YSkefedSby a
constituted by such apparatuses as conputers and
UBRT opPresf®Y Heomwchl etecomimi @pparatitsed £.cont act | ess

gﬁgyunication using I1C cards is perforned on a
0-one basis. Al so, an

An IC card and a card reader/writer (a card
reader/writer apparatus) may be provided with wired
interfaces for connection with an external apparatuér in
additipn to wireless/contactless interfaces, and be
incorporated into respective apparatuses, such as mobile
phones, PDAs, (personal digitai assistances), CE (consumer
electronics) apparatuses, and personal computers. Such a
~configuration can provide those apparatuses with one or both
of the IC card function and the card reader/writer function.
In such a case, the IC card technology can be used as a
ﬁersatile bidirectional proximity communication interface.
{0006]

For example, when a proximity communication system is
constituted by such apparatuses as computers and information
home-electronic apparatuses, contactless communication using
Ic cards is performed on a one-to-one basis. Also, an

apparatus can communicate with a non-apparatus counterpart




apparatus can conmuni cate with a non-apparatus
counterpart 4 device, such as a contactless IC card.
In such a case, an application for performng
one-to- many conmuni cati on between . one apparatus and
mul tiple cards is al so possibl-e. [0007] Further,
various applications including conmunication of
el ectronic value information with outside, such as
el ectronic paynment, utilizing IC cards can be executed
on information processing termnals. For exanple,
wWth a user interface, such as keyboard and a displ ay
provided on an information processing termnal, a
dggirei mstqtucts encbotaahles £ Tarchmhn Ha guebnabyagdie an
i nformati on processing termnal. Also, when the IC
apR} 3 Sl o fivec Ped fesmangopdie et pivsmy, coppnnénstsemrkatween
in the I% card can.be comunj cat ed _t hrough a
PR | IS o rlOr RULRHBI Tl Gl -5 21CRaPGESHBI® usage
[gﬁ@7pe paid with the IC card fromthe nobile phone
through the Internet connection. [0008] Afile
Systemcher, avsei¥he ea;ﬁgpﬂe&%ngahéfuéihg Cadraflinildh £l BR
built-in nmenory of an 1C card so that information
of eelpgtmser vdenki Lheathotd @utdiant iceakiae, i ik nad i on,
ot her value information, and user history (a |og))
elertmuviy paymeptr attbbhizing i16d ceurtlsbygahhlee sexedwed on
.provider is managed in the file system This can
1‘2%‘?ﬁ“@x?e1°l£?sé’FGPe§éiLWcE%r%fa%lsareFOI‘ example, with a user

intérface, such as keyboard and a display provided on an
information processing terminal, a user instruction for an
IC card can be given by the information processing terminal.
Also, when the IC card is connected to a mobile phone,
content stored in.the IC card can be communicated through a
telephone network. Additionally, a charge for usage can be
paid with the IC card from the mobile phone through the
Internet connection.

[0008]

A file system for a service provider may be allocated
in the built-in memory of an IC card so that information
(e.g., user.identification/authentication information, other
value information, and user history (a log)) for service
operation carried out by the service provider is managed in
the file system. This can achieve useful services that are
based on contactless proximity communication and that

replace conventional prepaid cards and service cards for



based on contactless proximty conmuni cati on and that
repl ace conventional prepaid cards and service cards
for 5 - respective shops. [0009] Conventionally, IC
cards are independently issued for each service
provi der and are used by users. Thus, a user nmnust
prepare | C cards for respective services he or she
wi shes to use and nmust carry them |In contrast,
according to an IC card having a menory space with a
relatively large capacity; @ Tapacity that is enough
to store information regarding nultiple services can
be ensured in the built-in menory of a single IC card
rgepgetivefshrogsn Non-patent Docunent 1). [0010] Wth
regard to the nenory region in an IC card, an IC card
[P888ér nanages the entire nmenory region inits initia
state and g service grOV|der other than the IC card
|ss@nve’§éﬁé‘|ﬁé s B revds I%%)ﬁé’[d@meﬂﬂ@m:%}ﬁelﬁi@%ﬁshfor
gglgnrang r gat es_the fil ‘i ystemto an
*abpl T aYTcﬁ13 qyl 8ﬁ|89?n§retﬂ%9 J&F 399577 - of TRYEH @ user
m§§£vﬂ>£%paJJ]Q[(f Iéa%éy%afn}é%s’&gfﬂeo%efﬁ%@é M&,- r{Halhe
C-card issuance. Repeatin ry-re

wSSPas at b Al ORLIAKLER P& BYY JBSer, STHIGHESakER, V\Qé@&dlng
multiple files systens exist in the nenory reglon in

tohen | T ozl halhing eamemooyi sieadailuiig @ apphtCadiprsarge
: céﬁgéitgjzfzi§m31ty that is enough to store 1nformat10n
regarding multiple services can be ensured in the built-in
memory of a single IC card (e.g., refer to Non-patent
Document 1).

[0010]

With regard to the memory region in an IC card, an IC
card issuer manages the entire memory region in its initial
state and a service provider, other than the IC card issuer,
rseparates a new file system from the memory region and
allocates the file system to an application for achieving
the operation of each sérvice. The file—éystem separation
means virtual IC-card issuance. Repeating the memory-region
separation operation provides a structure in which multiple
files systems exist in the memory region in the IC ¢ard.
This can prOvideimultiple applications, i.e., diverse
applications, using one IC card.

[00117

Various types of value information, such as electronic



applications, using one |IC card. [0011] Various types
of value information, such as electronic 6 noney and
el ectronic tickets, can be securely stored on an |IC
card or an I C chip. Wen user convenience is
considered, it is necessary to back up data held on
the 1C card. Exanples include a case in which the
nodel of nobil e phone incorporating an IC chip in

whi ch value information is stored is changed and a
case in which a failure octffrsto a card or apparatus
i ncorporating an I C card. [0012] Wen data in an IC
card is copied or backed up, duplication of the data
mousy &ed prlevamoed.c kickbesfasen e RAsheliapsbesd €&a%h
may be noved froma wallet to another wallet, but
Igoesrdotr iarcri§asbipl n Goen resdr, asnivleaieabaels considered,
Jnformation, such as electronic noney or an el ectronic
1t| LREPECHHLELY R BackquP varehthalsl @asikhet B8 samdt ance

of the value information jis digital data. Thus, there
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[0013] When data in an IC card is copied or backed
capd oatapparatus incorporating an IC card.
[0012]

When data in an IC card is copied or backed up,
duplication of the data must be prevented. 1In the case of
cash transfer, cash may be moved from a wallet to another
wallet, but does not increase. 1In contrast, while value
information, such as electronic money or an electronic
ticket, has a value equivalent to cash, the substance of the
value information is digital data. Thus, there is a
possibility that the original value information is
duplicated in both the IC card of the data transmitting end
and the IC card of the receiving end to permit both tﬁe ends
to use the value information.
fO0013]

When data in an IC card is copied or backed up, data
must be transferred to a correct party. In this case, when
the IC card is used for multiple applications, i.e., is
managed by multiple service providers, the procedure becomes

complicated.



nmust be transferred to a correct party. In this case,
when the IC card is used for nultiple applications,
i.e., is managed by nmultiple service providers, the
procedure becones conplicated. - 7 - [0014] For
exanpl e, value information in the IC chip may be
transferred in conjunction with a procedure for
changi ng the nodel of nobile phone. However, since
there are possibilities that value information is

| ost due to a communicatior/ failure or machine
failure during the transfer and the value information
is fraudulently replicated or tanpered wth,
[pelLephone conpani es have great responsibility. [0015]
On the other hand, a nmethod in which each piece of

val #on ekempati oviaine t irefdxBadtiiop is thansf erhrigd nay &e
correspondi ng service provider is also possible.
LRAPRADRIGHEY t1H SORSURGE1PE, Wil ertinpeednreefas epanging the
responsi bil.i t separation, the user needs to undergo
mﬁﬁ?fi%ﬁé“ﬁ?&f%&@P@?' wWHBHEY e rfioidel® &PSKBbRFE phone i s
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. amdbthe atdloes information is fraudulently replicated or
tampered with, telephone companies have great responsibility.
[0015]

On the other hand, a method in which each piece of
value information in the IC chip is transferred by a
corrésponding service provider is also possible. Although
this method is. effective in terms of responsibility
separation, the user needs to undergo multiple procédures
- when the model of mobile phone is changed.

[0016]

[Non-patent Document 1}

"Musen—IC—tagu no Subete - Goma-tsubu-chip de Bijinesu ga
Kawaru" (issued on April 20, 2004, pp 106 to 107, RFID
Technology Editing Department, NIkkei Business Publications,

Inc.)

Disclosure of Inventiocn
Problems to be Solved by the Invention

[0017]



Inc.) Disclosure of Invention Problens to be Sol ved by
the Invention [0017] - 8 Enbodinents of the present

i nvention seek to provide a superior informtion
managenent apparatus and an i nformati on rmanagenent

met hod which allow various files to be allocated in a
menory region and allow i nfogmati on for service
operation to be managed. [0018] Enbodi nents of the

presemiodimeanti Of SREKrbOePf A\ AE t 8on SURE! k8T provide a
i nformati on managenent apparatus and an I nformation

supeafjeneinttorehi0dn Wiirciyeakh ovapad @ usnhad Nat ii@formation

el ectronically stored in a nmenory region to be copied
menapeeked nayhaddwial ¢dlowlleal verinfsorfides oo the bélocated in
snoothly transferred between termnals. Means for
SEEPPAY 1978 OPr 8B el OO RSPy iy doEdShEYigien opsrafion to

ﬂenﬁgﬂgqgjon managenent apparatus including: a
conmuni cdation section for transmtting/receiving data

through a wireless or wired transm ssion path; data
[B¥lFdessi ng section for processing the data

transnmtted/received by the communication section; a
nmenmof§PEPFIEE P o WfilenPEeF$ 1 e IBVERELRFHY thcPatide a

superior information management apparatus and an information
management method which allow value information electronically
stored in a memory region to be copied or backed up and allow

value information to be smoothly transferred between terminals.

Means for Solving the Problems
[0019]

Disclosed herein is an information management apparatus
including:
| a communication section for transmitting/receiving data
through a wireless or wired transmission path;

data processing section for processing the data
transmitted/received by the communication section;

a memory space in which a file processed by the data
processing section is arranged; and

archive-file creating means for creating an archive



processi ng section is arranged; and archive-file
creating neans for creating an archive 9 file for at

| east one file to be backed up, identification
informati on of a destination at which the archive file
is to be deconpressed beinggattached to the archive
file. [0019a] According to a first aspect of the

Pnesept LNventiop,. Hi%r %o' S %a&e%eggg%emftwg{ M

managenent "appar at us, nmuni ca

SERLOR1 dr0 o aaa@gnﬂn@t@gﬁr@@%h%lcﬁgthgaé&htlbé OHON. 85 to be
Wi reless or wired transm ssion path; data processing

d&eotpoas $at bpriogessiagebheodatia artdhansniited/ recei ved
by the conmunication section; a menory space in which
@ofilbke processed by the data processing section is
arranged; archive-file creating neans for creating an

ar chinveothi gy frar aaflfse@sdtspggﬁ Sf | t§1 grggelb@cﬁl%@nlﬂﬁo%

identification information of destination at

thBee fﬁWﬂﬁd%$d£d|éh|£ﬁfb@m§@uﬂ?§ﬁﬂﬁb@§§ﬁ%j5§§aggt§§t30hed
to the archive file; and access nmanagenent neans for

coBpAls gy :aac estmutidatthenf séer Whose rat ek 3@ tflihg /Weseiving
created. [0020] The "informati on nmanagenent appar at us”

deed erimedighoahet Bd e ssi srani apparaindsibRidhigehha data
W rel ess communi cati on section and a contactless IC

pracesdinoospot&tn npraprbCechiny anel Agta dat a

transm ssion/reception function and a data processing
tsep3nigited/received by the communication section; a memory
space in which a file processed by the data processing section
is arranged; archive-file creating means for creating an
archive file for at least one file to be backed up,
identification information of a destination at which the
archive file is to be decompressed being attached to the

archive file; and access management means for managing access

'to the file whose archive file was created.

[0020]

The "information management apparatus" referred to herein
is an apparatus in which a wireless communication section and
a contactless IC card incorporating an IC chip having a data
transmission/reception function and a data processing section,
a contact IC card having terminals on its surface, or an IC
card having function similar to the contact/contactless IC card
are incorporated inte an information-communication terminal
apparatus, such as a mobile phone, a PHS (personal handyphone
system), or a PDA (personal digital assistance). The IC chip

having a contactless IC card function may be implemented with



a contact IC card having termnals on its surface, or
an 1C card having function simlar to the
contact/contactless IC card are incorporated into an
i nformati on-comruni cation term nal apparatus, such as
a nobil e phone, a PHS (personal handyphone systen),
or a PDA (personal digital assistance). The IC chip
having a contactless I C card function may be

i mpl enment ed mﬁth 9a one chip into which an RF anal og

fron end .and. a |rc roto oI ontrol RF
(r]; b‘ﬁ)aJtnto thcc(:)h aqh Pog gglfhx(gfp raapll,?gé_c 01rcu1t
(BEQE@@@l NGnt AGL, rﬁ%meaﬁo&?faa&%%en&nu@g E%sgg Of
may be inplemented wth two or nore c s in whih t

cRptaged g of pedite RIiGhganent hgehgi Qtaﬁh@é&kérit agee J_ntegrated
separated. Hereinafter, those nay be S|nply referred
oromay len IhipCepanikd as.thateol beatdnee chépm i GOATLh the RF
Enbodi nents of the information nmanagenent appar atus
aﬁaéog af tfatta eploged sihvy 19gé€i ehr ard arﬁemeyrateﬁ@

Lon_including a data storage nmenory, such as '
HeE te&ndtggf‘gd“"’}%’a S2SHIR LY CHTRGAFEAET GiF FBNSES grard” as
F I one, an external storage nmedi um such
aaggéfé gaﬁapﬂaving a built-in 1Cchip, my be
(detiachably configured. Also, the function of a SIM
(subscriber identify nmodule) in which subscriber
i nf ormddi@dnt sseedHay iaroBhht forl elagRheRENCIRARY LS has
recorded may be included in the IC card. The
aj Adox matdcen s e agerenh and a memory



apparatus may perform data conmuni cation through an

i nformati on comuni cation network, such as the
Internet, or may perform data comrunication directly
with an external term nal apparatus in a wired or

wirel ess manner. [0022] Enbqdi nents of the present
invention relate to providing a service that utilizes
the tanper resistance and the authentication function
I‘g%i@ﬁ] Jnglﬁéiﬁ* aap%att?agt{;f}%él '}ngﬁer ,e.CslT!lI;:ht %.ﬁl Qﬁ/%E\ﬁ’IRBg, .and
the conmunicati on of val'u€ 1 ntornation. e menmry’in

atlbe hds GakdthScatnariabkyosenalatied. | ntQ MULELPY € phone, an
areas and encryption keys different for respective

edteasalarseorpgovidddnt Oseentasobnatcessd RBeinq@reauilt-in
referred to herein corresponds to a file system

I6bei e dalybe efrtiaghiphy acondrionyed spddeoor the diunedtionyof a
or an independent file in a file system [0023] Wen

53 ch S INTERFENben S SoReReidled, HALE HERFSFADAR | C

. eeds.to be bhacked u and in particular, an
BRI P Sh R ol bk PP 8RS Henp =Ry oF b imerine
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024] In contrast, in enbodinents of the prese
app¥eMhisOhay BéPESriaa@tCbbMeufida® ibACt el g LReinformation
termnal IDof atransfer destination is created from
cdanenigattihe h&Gwarkd andhiass sther édteineta predet eren foed
storage place, value information can be
data communication directly with an external terminal apparatus

in a wired or wireless manner.

[0022]

Embodiments of the present invention relate to providing a
service that utilizes the tamper resistance and the
authentication function of an IC card and that regquires
security involving the communication of value infofmation. The
memory in the IC card is generally separated into multiple
areas and encryption keys different for respective areas are
provided to contrecl access. The "area" referred to herein
corresponds to a file system obtained by separating a memory
space or a directory or an independent file in a file system.
[0023]

When user convenience is considered, data held in an IC
card needs to be backed up, and in particular, an IC card used

for multiple applications has a problem in that the



securely backed up. Further, the archive file can be
deconpressed by only an apparatus specified with the
terminal 1D [0025] A schenme in which access to a
file and directory in the IC card is nmanaged using a
counter is enployed. Further,; after the archive file
is archived in a storage space, the counter value of
r I rase revent access, thereby
%éﬁ% ﬁgﬁﬁ%ﬂﬁggéb ?é&%g aclﬁéﬁgaFB?e transfer. [0026]
{doesi nf or mati on managenent apparatus according to
enbodi nents of the present invention further includes
filerhigatrdes) ginatanbganeans bar tHe s @whicNgndeddibk,
between files to be sinultaneously opened. The
sfipte-4n pikclewe ghidts Agcheding tHestemeitred aD| ohlka Betwetsr
a file whose archive file was created and an access

dRERERA Rt an%%arFm Sﬁoqui%tai ﬁnwﬁh%hl%@é%and is stored
.mana nfor the file is_described. \Wen

D A e Ol T e Bl o o g E L B Lhp s
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access - managenment I e, perrorns access

qum@a b acoPGaReLa ity sbBei ALLESS tRRRASeBAtinal
i nformati on, and updates content of the access

IRmnagenent |nfornat|on The access nmanagenent
information file describes a counter value, as the
[¢eéss managenent information, for the file whose

archlve file was
A scheme in which access to a file and directory in the IC

card is managed using a counter is employed. Further, after
the archive file is archived in a storage space, the counter
value of the original file is erased to prevent access, thereby
making it possible to achieve file transfer.

[0026]

The information management apparatus according to
embodiments of the present invention further includes file-link
.designating means for designating a link between files to be
simultaneously opened. The file-link designating means
designates a link between a file whose archive file was created
and an access management information file in which access
management information for the file is described. When the file
whose archive file was created is accessed, access management

means simultanecusly copens the access




created, and the access managenent neans decrenents
the counter value every tine when the access
managenent information file is opened. [0026a]
According to a second aspect of the present invention,
there is provided an inforomabi an managenent net hod,
conprising: a conmunication step of
transmtting/receiving data through a wireless or

m%zg{é;nenttr %Q%?]h?é&gt{ggﬁsr t’:cee}s ??ntés%ia grgé:neg% ngcg%ﬁcpance with

processi ng ansm ecelved I n

tROMIRHE GALLARGSHER: inRoshePi &, AN dohkEnt of the
processed in ?he data processing step, in the nenory

asPae nadkghhwies finlfermet af.i Nghet £pcfs anpaddmGtan
archive file for at least one file to be backed up,
infemdtfiocgafibn davfosribasi orromtar dekte natsi ohe adcamtsisch
the archive file is to be deconpressed bei ng attached
DARAGIREr REQENFT IR, ARY B BHdeewd Oﬁ‘an%ﬂ@féﬁéfﬁt fitepiast
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provi de & superior information nmanagenent appara
ogdrkAan i nformati on managenent nethod which aIIow
various files to be allocated in a nenory area and
[%lolzg‘é}ﬁ i nformation for

According to a second aspect of the present inventioen,
there is provided an information management method,
comprising: a communication step of
transmitting/receiving data through a wireless or wired
transmission path; a data-processing step of processing
the data transmitted/received in the communication step;
a step of arranging & file, processed in the data
processing step, in the memory space; archive-file
creating step of creating an archive file for at least
one file to bé backed up, identification information of a
destination at which the archive file is to be
decompressed being attached to the archive file; and an
access management step of managing access to the file

whose archive file was created.

Advantages
[0027]

According to embodiments of the present invention, it is



service operation to be managed. [0028] According to
enbodi nents of the present invention, it is possible
to provide a superior information nmanagenment
apparatus and an i nformati on nmanagenent net hod which
allow value information electronically stored in a
- menory area to be copied oi2backed up and al |l ow val ue
information to be snmoothly transferred between
termnals. [0029] Further aspects, features, and
adyg% ages of the resent invention will become

Pabp £5f AT Hi5T & 68?%& %ﬁjln68§E?FﬁF}6ﬁ§aB§@§83@ﬁpéﬁatus
aﬁgbzg)ﬁjl llﬂf&%&mgtgﬁcﬁﬁ mgﬁg g’ﬁénocwme%ﬁggr%l% ta?lé a&fl"?ﬁ%gn£ iles

I nvention an e act onpanying —draw n
tHBSErd NloicAR=8F i REnPhaW) NS5 [8E3011 &l Cj;‘nf%rfne?’tf’on for
di agram schematically showing the configuration of a
seont@copesstldn car de ammadggicat i on system to which the
present invention is applicable. FIG 2 is a diagram
(é¥Rémat i cal |y showing the entire configuration of a
service providing systemthat uses electronic_ noney,
el eQtERALNY |tk TEOIERRP Y 1Ry BRE| BESSTHT GRNARF BN mHitch s

re.realized us C cards a V|em13homnng
r %S:Lb eattg fOVlolrlrerg?lDFs)L/lpthJéJg?%nlngorma%J_on management

apparatus and an information management method which allow
value information electronically stored in a memory area to be
copied or backed up and allow value information to be smoothly
transferred between terminals.

[0029]

Further aspects, features, and advantages of the



in which the original card i ssuer manages only his or
her file system FIG 4 is a view show ng that a card
i ssuer can permt lending (or releasing), of a blank
area in his/her file system a nenory in a certain
region to a region admnister. FIG 5 is a view

showi ng a state in which another service provider has
created a new file systemby separating a menory
region in an area permtted by a card issuer. FIG 6
is a view showing a state~i A3which a comon region
adm ni strator separates, in a region permtted by the
14 card issuer, the menory, with common-region system’
peedenSChiverfli@Gn %iils BedbhAgr &fp oW Tdoa AbFYCILHEL IdH
which multiple file systens exist in a nenory region
deacghrt Pwarksdd @n 8ni smacdingnamechdmet bal by

showi ng an exanple of the structure of data in a file
a5GeFRIRT: P‘mt@ Pregetagrumn sioniang tthe Baspepanying
dCOﬂfI uration of the file system FIG 10 is a

4% showing a state in which areas are

hi erarchi zed in the nenory space in the IC card. FIG
11 is a diagram schenmatically show ng the functional
Beoof i eI Bf offi EAWApLakihghe IC card. FIG 12 is
a di agram showi ng a schene for archiving files and
[dDBettories in an IC card. FIG 13 schematically shows
t he basic configuration of

FIG. 1 is a diagram schematically showing the
configuration of a contactless IC-card communication system
to which the present invention is applicable.

FIG. 2 is a diagram schematically showing the entire
configuration of a service providing system that uses
electronic money, electronic tickets, and other value
information which are realized using IC cards.

FIG. 3 is a view showing the state of a memory region
in which the original card issuer manages only his or her
file system. |

FIG. 4 is a view showing that a card issuer can permit
lending {(or releasing), of a blank area in his/her file
system, a memory in a certain region to a region administer.

" FIG. 5 is a view showing a state in which another
service provider has created a new file system by separating
a memory region in an area permitted by a card issuer.

FIG. 6 is a view showing a state in which a common

region administrator separates, in a region permitted by the



a file systemin which a |link between files is

designated. FIG 14 is a diagramschematically

showi ng the configuration of a file systemin which a

fileina directory and a counter file are |inked or

a directory and a counter file are linked. FIG 15 is

a diagram schematically show ng the configuration of

hardware of an 1 C card section according to one

enbodi nent of the present invention. FIG 16 is a flow

chart showing a processing pftocedure for setting a

link relationship between files in the file system

15 FIG 17 is a flow chart show ng a processing
cprocEshiiler, ftole AeABS§| NGieh fddmndiaviediod bivkEehi ddde SCO.

rel ationship designated in the file system Reference

Nunmgtlgl.s 7 £6081lfidgran stavdngeadetirwettes i2 whicH C

card 3 ... controller 111 ... issuer conmunication
mabphp LR sl le] Bystemsopsiat okh comANYIYaregAcappar ak ykC card.

(13 . nuf act urer conmmuni cati on apparatus 114 ..

st gﬁ'&&é- Podfon SLPRTa |SRUIFEGSEONY nEIaRg AuSxarple of
the - s AR Idhga" 84 §t 811 0% ARRGY at us

FIG. 9.is a diagram showing the basic configuration of
the file system.

FIG. 10 is a diagram showing a state in which areas are
hierarchized in the memory space in the IC card.

FIG. 11 is a diagram schematically showing the
functional configuration of firmware in the IC card.

FIG. 12 is a diagram showing a scheme for archiving
files and directories in an IC card.

FIG. 13 schematically shows the basic configuration of
~a file system in which a iink between files is designated.

FIG. 14 is a diagram schematically showing the
configuration of a file system in which a file in a
directory and a counter file are linked or a directory and a
counter file are linked.

FIG. 15 is a diagram schematically showing the
configuration of hardware of an IC card.section according to
one embodiment of the present invention.

FIG. 16 is a flow chart showing a processing procedure
for setting a link relationship between files in the file

system.



116 ... ICcard 117 ... network 121 . card issuer

122 ... card-storage-region operator 123 ...

appar atus manufacturer 124 ... card-storage-region

user 1001 ... antenna section 1002 ... anal og section
1003 ... digital controller 1004 ... nmenory 1005 ..
external interface 16 - 1006 ... carrier-wave detector
1100 ... nobile termnal 1110 ... programcontroller
1120 ... display section 1130 ... user input section
1140 ... power-supply contréPler Best Mde for :
Carrying Qut the Invention [0032] An enbodi nent of
the present invention will be described belowin

det af1G WiltTh ikeheFeanechart hhdliiay BYBrockf988) Procedure
Cont actl ess Data Communi cation System using | C Car
frrGoedesshamas ifddlel yhashowsa t fiel @dnfrikguedkicdnnshi@

designated in the file system.

Reference Numerals

[0031]
1 ... card reader/writer
2 v.. IC card

3 ... controller

111 ... issuer communication apparatus

112 ... operator communication apparatus
‘113 ... manufacturer communication apparatus
114 ... storage-region separating/registering apparatus
115 ... operation-file registering apparatus
116 ... IC card

117 ... network

121 ... card issuer

122 ... card-storage-region operator

123 ... apparatus manufacturer

iza ... cérd~storage—region user

1001 ... antenna section

1002 ... analog section

1003 ... digital controller

1004 ... memory

1005 ... external interface



contactless | G card comuni cati on systemto which the
present invention is applicable. [0034] This .
contactl ess card systemincludes a card reader/witer
1, an ICcard 2, and a controller 3. Data is
transmtted and received between the card
reader/witer 1 and the IC card 2 in a contactless
manner utilizing electromgnetic waves. That is, the
card reader/witer 1 transmits a predeterm ned
conmand to the IC card 2 andéthe |C card 2 perforns
processi ng corresponding to the received conmmand. The
IC card 2 then transmts response data, - 17

cor rexpondi.ngat @i thewroOcRSEd NG esult, to the card
reader/witer 1. [0035] The card reader/witer 1 is

conriglgiCed .t.ombheleonéroihe£r 3 via a predeterm ned

interface (e.g., one conpliant with the RS-485A _

st anddrd -or PRegrakegonBolSlgIpl ying a control  signa

to the card reader/witer 1, the controller 3 causes

it tid4ferfor ALPPEA¥t BPFHHIY processing. [0036] B

Opergtdon ofugg&C%%glFlG. 2 schematically shows the
n

entiTe confi gur atTon of> &€& vi ce providing system

t haty uges . el g64& PR G IMP&nt B §ELr ONi ¢ tickets, and
ot her value I nformation which are
Best Mode for Carrying Out the Invention
[0032]
An embodiment of the present invention will be

described below in detail with reference to the drawings.
[0033] :
A Contactl C . . . . IC Card

FIG. 1 schematically shows the configuration of a
contactless IC-card communication systém to which the
present invention is applicable.

[0034]

This contactless card system includes a card
reader/writer 1, an IC card 2, and a controller 3. Data is_‘
transmitted and received between the card reader/writer 1
and the IC card 2 in a contactless manner'utilizing
electromagnetic waves. That is, the card reader/writer 1
transmits a predetermined command to the IC card 2 and the
IC card 2 performs processing corresponding to the received

command. The IC card 2 then transmits response data,



realized using I C cards. [0037] A system 100 shown

i ncl udes, for exanple, an issuer comrunication
apparatus 111 used by an'IC card issuer 121, an
operat or communi cation apparatus 112 used by a card-
storage-regi on operator 122, a manufacturer

comruni cati on apparatus 113 used by an apparatus
manuf acturer 123, a storage-region separating
apparatus 114 and an operation- file registering
apparatus 115 used by a card?storage-region user 124.
-[0038] When the IC card issuer 121 issues an IC card
116 to a - 18 <card holder 126, file data regarding a
ceer¥spendimay itde dthby prohes shngl- sésorlage toeghencasér 124
Is registered in the IC card 16 based on a
rppdgeieriiared -condition. Using the single IC card
éég the card hol der 126 can receive services from

[ ﬁ]of the IC card issuer 121 and the card-storage-

i 124 10039 shown in F in th
Lyt 1860 FRRertitEom it CORPPBRE b iU ST Ep o1 e
31 BEa 0P LAl RK cCARRKA] §§£é9f‘acéap@gﬂt u%nélgoml%%gant with

- manufacturer communi cation appar t'ds 113,
tBé ORSYEITEGitandaepabat thg Bppay at Bs sdfplabfgtdecontrol

operation-file registering apparatus 115 are connected
signal to the card reader/writer 1, the controller 3 causes
it to perform predetermined processing.

[G036]
B, Operation of IC Card

FIG. 2 schematically shows the entire configuration of -
a service providing system that uses electrénic méney,
electronic tickets, and other wvalue informatioh which are
realized using IC cards.

[C037]

A system 100 shown includes, for example, an issuer
communication apparatus 111 used by an IC card issuer 121,
an operator communication apparatus 112 used by a card-
storage-region operator 122, a manufacturer communication
apparatus 113 used by an apparatus manufacturer 123, a
.Storage“region separating apparatus 114 and an operation-
file registering apparatus 115 used by a card-storage-region
user 124,

[(0038]

When the IC card issuer 121 issues an IC card 116 to a



through a network 117. [0040] The IC card issuer 121
is one who issues the IC card 116 and provi des
hi s/ her service through the 1C card 116. [0041] Upon
receiving a request fromthe 1C card issuer 121, the
card-storage-regi on operator 122 provides a service
for lending, of a storage region included in a
storage section (a sem conductor nenory) in the IC
card 116 issued by the IC card issuer 121, a storage
region that is not used by #Be-IC card issuer 121 to
the card-storage-region user 124. [0042] Upon
receiving a request fromthe card-storage-region - 19
caepdrabbied 226 t e lapparat usgaBdh@cd Weatvikd3provided by
- manufactures the storage-region separating apparatus
theqcand-slediagawagiont gsehel24r s stayiagereegionthselC
124. é0043] By issuing a request to the _
Ceardl St RASRA-FE G HFedgheraiped 19onditHen. Using the

card- st orage:-r.egi on_user 4 es the storage region
S%Fg?%eiq?ccacgfaq’ oﬁ%lIGtPS B?B%izf&%f%‘?’”sllﬁeﬁr COMN TeSBTVF crervices
e108 5800 of AROGT! BALAN; USEL: 124 GO GRROROSALO: Bage-
service provider that creates a new file system by
régpak abédrg the. nenory region and provides his/her

service by wusing his/her own file system
[0039]

As shown in FIG. 2, in the system 100, the issuer
communication apparatus 111, the operator communication
apparatus 112, the manufacturer communication apparatus 113,
the storage-region separating apparatus 114, and the
operation-file registering apparatus 115 are connected
through a network 117.

10040]

The IC card issuer 121 is one who issues the IC card
116 and provides his/her service through the IC card 116.
[0041]

Upon receiving a request from the IC card issuer 121,
the card-storage-region operator 122 provides a service for
lending, of a storage region included in a storage section
(a semiconductor memory) in the IC card 116 issued by the IC
card issuer 121, a storage region that is not used by the IC
card issuer 121 to the card-storage-region user 124.

[0042]

Upon receiving a request from the card-storage-region



[0044] The card hol der 126 is one who receives the IC
card 116 issued fromthe IC card issuer 121 and
receives a service provided by the IC card issuer
121, that is, is an end user. After the issuance of
the 1C card 116, when the card hol der 126 desires to
receive a service provided by the card- storage-region
user 124, he or she uses the storage-region
separating apparatus 114 and the operation-file
registering apparatus 115 t§ Store a file data
regardi ng the service of the card-storage-region user
124 onto the I1C card 116. Thereafter, the card hol der
op2Batan 122ei tiee tdppasartvischanfifatherer 123 manufactures
card-storage-region user 124. [0045] Wen providing a
ther ieease - reeieC ssmedatdsgeppptatingl L120-ardl sledyivers it
of the card-storage-regi on user 124 by using the
tgiﬁéFecﬁfﬁﬁﬁﬁ?F?EﬁireﬁﬁénsV§Féni360 has a configuration
[PBQE makes it difficult for an unauthorized person to
rau&ulently wite or overwite data to the storage
regi s d W gh L&, data ar.di h ervices
of t%ﬁlﬁ%ﬁ%ﬁ?%% F%gﬁiétigi andC%%g %gkggg%dggégﬁ}egion

opseatdP412q £ 1HeOIRad-sE00464- Ad gk @242uses the
illustrates a case in which one IC card issuer 121,

sbavagar destior age-thegilGncaser 11840 gbwirie Gasdhe Aobwier
126 _exist, nmultiple issuers, users, and hol ders may
service. The card-storage-region user 124 corresponds to a

service provider that creates a new file system by
separating the memory region and provides his/her service by

using his/her own file system.

[0044]

The card holder 126 is one who receives the IC card 116
issued from the IC card issuer 121 and receives a service
provided by the IC card issuer 121, that is, is an end user.
After the issuance of the IC card 116, when the card holder
126 desires to receive a service provided by the card-
storage-region user 124, he or she uses the storage-region
separating'apparatus 114 and the operation-file registering
apparatus 115 to store a file data regarding the service of
the card-storage-regicn user 124 onto the IC card lle.
Thereafter, the card holder 126 can receive the service of -
the card-storage-region user 124.

[0045]

When providing a service of the IC card issuer 121 and




exist. [0047] The IC card 116 may be, as its
definition, a card-type data comunication device or
may be enbodi ed as a nobile phone (or another nobile
term nal or CE device) having a built-in

sem conductor chip incorporating the so-called "IC
card function". The I C chip incorporating the
contactless |1C card function may be inplenmented with
one chip into which an RF analog front end and a
logic circuit (protocol contPol, RF

nodul at i on/ denodul ati on, conmand processi ng,

crypt ographi ¢ processing, and nenory managenent) are

aj pesyt ek edf drharmparde sitophesené@tomiddert M@ 40bymaseng the
chips in which the RF analog front end and the | ogic
Sengesi 1€ afard selfar atfbd. syop4B]100 has @ cvsfiguration that

schenmat i Y 0 t he hardware configuration of an
MEEeRat Y ééi#ﬁQﬁﬁlag%GrBPn@n?EFQﬁﬁﬁ%ﬁﬁxﬂﬁﬁ%?ﬁtt@f t he
' don. As_shown, the |C card section is .

D S o2 3P BTk | A G WG RECT R Lr i Po

i ARG §RCtAiaR §304, @Al Q4

l_msm)ry 1004,l and an Jég?%%rlggaitrﬁtfeg%%gglék%oégog}%aﬁcs card
ipsmét 121 aral tMebichedtetotapd - dslfin e h&1CaFE stored.
section may be inplenented with a one-chip

[@@#PLonductor-integrated circuit or may be

i mpl_.enmented with two-chip sem conductor-integrated
Although FIG. 2 illustrates a case in which one IC card

issuer 121, one card-storage-region user 124, and one card
holder 126 exist, multiple issuers, users, and holders may
exist.
[0047]

The IC card 116 may be, as its definition, a card-type
data communication device or may be embodied as a mobile
bhoné (or another mobile terminal or CE device) having a
built-in semiconductor chip incorporating the so-called "IC
card function". The IC chip incorporating the contactless
IC card function may be implemented with one chip into which
an RF analog front end and a logic circuit (protocol control,
RF modulation/demodulation, command processing,
cfyptographic processing, and memory management) are
integrated or may be implemented with two or more chips in
which the RF analog frppt end and the logic circuit are
separated. |

[0048]



circuits by dividing the RF analog front end and the
~logic circuit section. [0049] The antenna section
1001 perforns contactless data transm ssion/reception
to/froma card reader/witer apparatus, which is not
shown. The anal og section 1002 perforns processing on
anal og signals sent/received to/from the antenna
section 1001. Exanples of the processing include wave -
det ecti on, nodul ati on/ denodul ati on, and cl ock
extraction. The antenna sec&lon 1001 and the anal og
section 1002 constitute a contactless interface
between the I C card section and the card
r eaderd wilist echappataalby $¥MB0]thelhardivgréatonfiguration
controller 1003 centrally controls the processing of
ofr ansEY sstwsh/geaddpmn ercdatianando tdree ienberialent of the
operation of the IC card. The digital controller 1003
-ngsﬁﬁt }eEntiprconRecebavio thre Hudeedsabreinenbe y
an application for

ec r%ﬁﬁ%qﬁgﬁ anangc%?Sﬁf%gtﬁ%%%ﬁ?nnﬁﬁ&ego tenant o
a{lEéHnQF&QE@HBnC%‘é1eX§CER§9taPyé§&e:o‘i'lgﬁst ?b §on£ I?%%%j

1003, and to store wor uring execu
1Tbe, exdcerainlexitatraniacatdffhed st unehi @QabuﬂPQUir&d/ 2

mhlch the digital nodule control I ér 1003 perforns
mebhbectémminal 1100, This IC card section may be
implemented with a one-chip semiconductor-integrated circuit
or may be implemented with two-chip semiconductor-integrated
circuits by dividing the RF analog front end and the logic
circuit section.
[0049]

The antenna section 1001 performs contactless data
- transmission/reception to/from a card reader/writer
apparatus, which is not shown. The analog section 1002
performs processing on analog signals sent/received to/from
- the antenna section 1001. Examples of the processing
include wave detection, modulation/demodulation, and clock
extraction. The antenna section 1001 and the analog section
1002 constitute_a contactless interface betwéen the IC card
section and ﬁhe card reader/writer apparatus.
[0050]

The digital controller 1003 centrally controls the
‘processing of transmission/reception data and the internal

operation of the IC card. The digital controller 1003 is



wi th an apparatus, such as the nobile term nal 1100 or
the |I|ike, based on an interface protocol that is
different from the protocol for the contactless
interface for linking wwth the card reader (not
shown). Data witten to the nenory 1004 can be
transferred to the nobile termnal 1100 via the
external interface 1005. [0052] 1In this case, when
comuni cation is perforned with the card

reader/ apparatus, data recefged fromthe card
reader/witer apparatus is transmtted to the nobile
term nal 1100 via the external interface 1005, w thout
lbeahly wmmasTtteed toatther abétragsaminy erdmedyatoon dang tius
an appropriate conversion rule, or after being
capnye? t ¥ it orediahf epphicapbekeforstaligcttoonic money,

%bnverselyh ata received fromthe nobile term nal
e1E6BT VL tHERSHTar RRA PRt 8Rf de 1@ PAREAPR eade exeanted

a reader/wrjter ar via the contactles
o e 1SR ool BRG Tl T e i Berhgiata
d6enyerdLthyt 23, according to an appropriate conversion
~rule, or after being converted into a different
[paBket structure. [0053] |In the present enbodi nent,
the 1C card section is designed such that it is built
i nt Fhehextrebnbe ieterfde 100G ikom H8acthnthB idaed via

i nterface, such as a UART (Universal Asynchronous
witbelei ther dfdrad tpdple ¢entrald exs 10R8 pstéerm$ connection

with an apparatus, such as the mobile terminal 1100 or the
like, based on an interface protocol that is different from
the protocol for the contactless interface for linking with
the card reader (not shown). Data written to the memory
1004 can be transferred to the mobile terminal 1100 via the
external interface 1005.

[0052]

In this case, when communication is performed with the
card reader/apparatus, data received from the card
reader/writer apparatus is transmitted to the mobile
terminal 1100 via the external interface 1005, without being
converted, after being converted according to an appropriate
conversion rule, or after béing converted into a different
:packet structure. Conversely, data received ffom the mobile
terminal 1100 via the external interface is transmitted to
the card reader/writer apparatus via the contactless

interface, without being converted, after being converted




interface 1005. However, the interface specification
of the external interface 105 is not particularly
limted and thus nmay be a wired interface or a
wirel'ess interface, such as a Bluetooth conmunication
interface or | EEE 802. 11 interface. [0054] The IC
card section can be driven by radio waves transmtted
fromthe card reader/witer apparatus and received
via the antenna section 1001. Naturally, the IC card
section may be configured-sé&h~that a portion or al
t hereof operate in response to power supplied fromthe
nobil e term nal 1100. [0055] The nobile term nal 1100
acopreésponds aro apprioptdanat convepriatessiley ber AEBak ,being
such as a nobile phone, PDA, personal conputer (PC).
CPRECHERA | e manididifereos packeldestaiginegr.am
{Sﬁ E ol ler 1101, a display section 1102, and a user
5 section 1103. [0056] - 24 The program

contyrolber 1101 is nstit te%ﬁﬁ¥ exa .
m croproce sé?en£ iﬁ&ﬁé %ﬁ£ ?ﬁoﬁ@rgfs?ﬁl%ﬁP‘%ﬁe
asboywed udkGenk?) 1+ TS mlfi@pfr&%e%%gf mSﬁEgtEérr}{ﬁ{allOlﬁoo
pr ocessi ng servi ces usi ng t he M as a wor area, 1In
facomselanarl & WhrpHOYh 88T ER6S, Sstua:lhea_sl B ther Rd4ivieal
processi ng services include processing for the 1C card
Asynchronous Receiver Transmitter), is used as the external
interface 1005. However, the interface specification of the
external interface 105 is not particularly limited and thus
may be a wired interface or a_wireless interface, such as a
Bluetooth communication interface or IEEE 802.11 interface.
[0054]

The IC card section can be driven by radio waves
transmitted from the card reader/writer apparatus and
received via the antenna section 1001. Naturally, the IC
card section may be configured such that a portion or all
thereof operate in response to power supplied from the
mobile terminal 1100.

[0055]

The mobile terminal 1100 corresponds to an information
processing terminal, such as a mobile phbne, PDA, personal
- computer (PC). The mobile terminal 1100 includes a program
" controller 1101, a display section 1102, and a user input

section 1103.

[0056]



section, in addition to the primary functions, such as
a nobile phone function, of the nobile term nal 1100.
Naturally, the programcontroller 1101 nay be provided
with an external storage device, such as a hard di sk,
and anot her peripheral device. [0057] The program
controller 1101 can access the IC card section via
the external interface 1005. [0058] The display
section 1102 is inplenented with, for exanple, a
li qui d-crystal display. TheZdisplay section 1102 can
di spl ay, on the screen, the result of processing
performed by the programcontroller 1101, to notify
t he Treeproghbent coherokbkart t11J10059konkol tekedde, fdie
user input section 1103 is constituted by a key board
eRREPrHe | oy Miclongiocesseonse i RAM edriyy aa RObudhonpang|which
glaced on, the display screen of the display section
25§ 02OHhdT §%e&56y tHEeulgje‘Fr‘fR)“P‘?‘Ppﬁﬁoraeé‘Sﬁﬁfﬁﬂﬁ various
.data - .2 5 - to the ile terminal _rewjtable
PPRFEP Rt it boila Hie TG FOBBOR SFhE pibgr am
a888LE S LT ik 0 brioBrbRecHRE! & Eod ] TN RhelRBf. The

processing services include processing for the IC card
section, in addition to the primary functions, such as a
mobile phone function, of the mobile terminal 1100,
Naturally, the program controller 1101 may be provided with
an external storage device, such as a hard disk, and another
peripheral device.

f0057]

The program controller 1101 can access the IC card
section via the external interface 1005.

[0058]

The display section 1102 is implemented with, for
example, é liquid-crystal display. The display section 1102
can display, on the screen, the result of processing
.performed by the program controller 1101, to notify the user
about the result.

[0059]

For example, the user input section 1103 is constituted
by a key board and a jog dial or is constituted by a touch
panel placed on the display screen of the display section

1102, and is used by the user to input a command and/or data



is driven by power supplied a nmain power source, such
as a battery, which is not shown. [0061] Wen the
user of the nobile termnal 1100 having the built-in
I C card section holds the nobile termnal 110 to the
card reader/witer apparatus, wreless comruni cation
between the I C card section and the card reader/witer
apparatus is started and data i s exchanged between the
digital section 1003 and the card reader/witer
apparatus via the antenna $&ction 1001 and the anal og
section 1002 which serve as a wireless interface.
[0062] C. File Syste The use of the tanper resistance
tanthe heolaitch drstrindatil onewf Utah I @ni mfortae ibE s86Eag@Mmedium

rovide a service that requires security involving

8- comuni cation of value information. In addition,

[bg Ee present enbodinent, file systens for
&P&ctive service providers are aIIocated in a single

M Y A S LR R AT
-1511&&1&&-& bﬁ%oWe@%upgﬁled[QQMn W&Jérr SIAELL t&él{]eas a
menory region in the ICcard, in" the initral sta
batieet; carith ssuabtnanages the entire
[0061]

When the user of the mobile terminal 1100 having the
built-in IC card section holds the mobile terminal 110 to
the card reader/writer apparatus, wireless communication
between the IC card section and the card reader/writer
apparatus is started and data is exchanged between the
digital section 1003 and the card reader/writer apparatus
via. the antenna section 1001 and the analog section 1002
which serve as a wireless interface.

[0062]
C. File System

The use of the tamper resistance and the authentication
function of the IC card can provide a service that requires
security involving the communication of value information.
In addition} in the present embodiment, file syétems for
respective service providers are allocated in é single
memory region and the single IC card is shared by the
multiple service providers and is used to provide multiple

services.



menory region. Wien a service provider other than the
IC card issuer separates a new file systemfromthe
nmenory region, both the separation right of the
menory region and the authentication of the IC card
issuer are required. [0064] Once the nenory region is
separated, access to the file systemrequires
aut hentication by the service provider of the file
systeminstead of by the original |ICcard issuer.
Thus, the boundary betweer £kl e systens serves as a
firewall and can preferably bl ock unauthorized access
fromanother file system This can ensure usability
(a8e6fi the 1C card were issued by a service provider
itself during the use of each service. Repeating the
MeNOUTtH egispacsepar eie alem®Penaigion pPhovhses: aard, in
structure in which nultiple files systens exist in
thpeinkhbrl steficonthe fRechBichsshed m@nabiebetbyserpire
separation nmeans virtual | Ccard issuance. [0065] The
8P ut TR Ut- t WECReROPGTY EGF oPr Y defe OtteEafldamy the IC
Cno%/bemgesc@ b%% mﬁtg refe%gfce ttiI . 3 .10 6.
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managenent organi zati on. \Wen an externa
[0064]

Once the memory region is separated, access to the file
~system requires authentication by the service provider of
the file system instead of by the original IC-card issuer.
Thus, the boundary between file systems serves as a firewéll
and can preferably block unauthorized access from another
file system. This can ensure usability as if the IC card
were issued by a service provider itself during the use of
each service. Repeatiﬁg the memory region separation
operation provides a structure in which multiple files
.'systems exist in the memory region in the IC card. The
file-system separation means virtual IC-card issuance.
[0065]

The operation of the memory region in the IC card will
now be described with reference to FIGS. 3 to 6. |
[0066]

FIG. 3 shows the state of the memory region in which

the original card issuer manages only his or her file system.




devi ce or program accesses the file systemof the card
issuer, SCI is used as an identification code (i.e.,
an argunent for a request command). [0067] FIG 4
shows that the card issuer can permt |lending (or

rel easing), of a blank region in his/her file system
a nmenory in a certain region to a region nmanager. At
this stage, the file systemin the nmenory region has
not necessarily been separated yet. The card issuer
can pernmit lending nenory 6 nultiple region
managers, as long as his or her file systemhas a

bl ank region. For exanple, in a configurationin a
sfbtem sysdeerndis dodebief bedgvhd h dardt Ridsuesyskem: 8L, by a
the nenory regi on can be separated into up to 16

syr e o eragrepanat edgapitatikmn t i mesh ah08688¢rndl G
5 shows a state in which another service provider has
deyice RF PURSFA pecsyseantry Selmaratsteq afnthergard
.regi on (hp.a re%ion permtted by the card issuer. This
1R2WPF4 15T Systightl 85 gRl et R idiRatd g sedepylthe an
a§¥&$§ﬁ%9ﬁﬂ@a qggggggeg&mﬁgégyﬂzation. When an ext er nal
~device or program accesses the file system operated
[byethe menory region admnistrator (the service
provider), the systemcode SC2 is wused as an

i dentricf.i éashows coltiet (the.cardn iakgUAeRdn fyritite 128ding

request conmmand).
{or releasing), of a blank region in his/her file system, a

memory in a certain region to a region manager. At this

' stage, the file system in the memory region has not
necessarily been separated yet. The card issuer can permit
lending memofy to multiple region managers, as long as his
or her file system has a blank region. For example, in a
'configuration.in a file system is identified with a 4-bit

' system code, the memocry region can be separatéd into up to
16 areas (can be separated up to 15 times).

[0068]

FIG. 5 shows a state in which another service provider
has created a new file sfstem by separating a memory regibn
'in a region permitted by the card issuer. This new file
System is given system code SC2 by the system-code
management organization. When an external device or program
. accesses the file system operated by the memory regioﬁ
administratof (the service provider), the system code SC2 is

used as an identification code (i.e., an argument for the



[0069] FIG 6 shows a state in which a conmon region
adm ni strator separates a nenory in a region permtted
by the card issuer, by using comopn-regi on system
code SCO. Wien an external device or program accesses
the file system that is an operation region of the
comon region admnistrator, the systemcode SCO is
used as an identification code (an argunent for a
request command). [0070] Repeating the separation
operation on the nenory regik8n- of the IC card
provides a structure in which multiple files systens
exist, as shown in FIG 7. The original card issuer
requetbe Sa&fiwaw®) provi der who have obtai ned hi s/ her own
file systemon an IC card through the perm ssion by
(OBéSbriginal card issuer can utilize his/her own file
systemto provide areas and services for its own
busi Héss G ghawsi enstpbe7iy vwitleh gpecamponrépiome fil e
now be described. The sanme operation is
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el ectronic -
that is an operatlon region of the common reglon

administrator, the system code SCO is used as an
identification code {an argument for a request command).
[0070]

Repeating the separation operation on the memory region
of the IC card provides a structure in which multiple files
'systems exist, as shown in FIG. 7. The original card issuer
or the service provider who have obtained his/her own file
system on an IC card through the permission by the original
card issuer can utilize his/her own file system to provide
areas and services for its own business expansion.

[0071]

The operation in one file system will now be described.
The same operation is essentially achieved in any file
system.

[0072]

A file system includes one or more file systems for

achieving an application for communicating electronic value

information with outside, such as a case for electronic



paynment. A nenory region allocated to an application
wll be referred to as a "service nenory region". A
processing operation for utilizing an application,
i.e., for accessing a corresponding service nenory
region, will be referred to as a "service". Exanples
of the service include read access to the nenory,
wite access, and addition/subtraction of. value
to/fromvalue information, such as el ectronic noney.
.[0073] In order to restrict2Phe use of an application,
i.e., the start of a service, in accordance with

whet her or not the user has an access right, a secret
pegdenti . eA mamd# N regdonakll Deahedd to tdie aapnlicadt baNwsDL
that PIN verification processing is perforned during
bgheegeeed i on af a Heegwiveceemory srgifar” .ac@epsbngsaing
service nenory region, encrygtion comuni cation is

OBHPP bpTT at *F - PerifdmPe dndepehit Rl I tihee - rsdelr pEgessing
| evel of tge aﬁ$lication. 0074] . Indhgﬁo resent
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in the nenory region in the [C card. Eac appl1cation
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in an "area" in a desired hierarchal area. [0075] For
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series of transactions or applications that are deeply
[0073]

In order to restrict the use of an application, i.e.,

the start of a service, in accordance with whether or not

the user has an access right, a secret code, i.e., a PIN, is

allocated to the application so that PIN verification

processing is berformed during the execution of the service.
Also, for accessing a service memory region, encryption
communication is appropriately performed depending on the
security level of the application.

[0074]

In the present embodiment, a hierarchal structure
analogous to a "directory" is incorporated into each file
syétem set in the memory region in.the IC card, Eéch
application allocated in the memory region can then be
registered in an "area" in a desired hierarchal area.
[0075]

For example, multiple applications that are used for a

series of transactions or applications that are deeply



- 30 associated wth each other are registered in
service nenory TrTegions in the sane area (and,
further, areas that are deeply associated with each
other are registered in the sane primary area). Wth
this arrangenent, the applications and areas in the
menory region are arranged in an orderly manner and
the applications are efficiently classified and
organi zed for the user. [0076] |In order to

hi erarchically control an-agtess right to a file
system a PIN can be set not only for each application
but al so can be set for each area. For exanple, the

2856 ARSI tPARa2hS8cher Sied tdiflstdHaen i hn9@£v£éef%éﬂé¥y
for a corresponding area, an access right to al
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a, correspondi ng area only once can obtain an access
PYREY fgreaq) | %hﬁhlE%%?oﬁ%rQEQ§?QQ$fat§érFEBll%ﬂtlonS and

T P P
ah Q0% ag%T¥c%%QB§L'Xret£¥ffﬁféﬂﬁi ﬁ%sgﬁglgg Sgh that

multiple access rights for one Service nenory region
oﬁ@ghjxﬁdnﬂake@heaagegecret codes are set for the

respective access rights, i.e., for respective
[@@T&] ce contents executed in the

In order to hierarchically control an access right to a
file system, a PIN can be set not only for each application
but also can be set for each area. For example, the
" arrangement can also be such that, upon input of a PIN for a
corresponding area, an access right to all applications (and
sub-areas) in the area is given through verification
processing and mutual authentication processing. Thus,
ipputting a PIN for a correéponding area only once can
obtain an access right for all applications used in a series
of transactions. Thus, access contfol becomes efficient and
the usability of the apparatus is improved.

[0077]

Additionally, the arrangement can.be such that multiple
access rights for one service memory region are permitted
énd secret codes are set for the respective access rights,
i.e., for respective service contents executed in the

service memory region. For example, different PINs are set



service nenory region. For exanple, different PINs are
set 31 for a service "read" and a service "read and
wite" executed for the same service region. Al so,
different PINs are set for "increasing the anount”
and "reducing the anmount” for electronic noney or
ot her value information. The arrangenent can al so be
such that inputting of a PINis not required for
performng reading froma nmenory region but inputting
of a PINis required for peBtorm ng witing. [0078]
FIG 8 schematically shows an exanple of the structure
of data in a file system In the illustrated exanple,
far Bi 8&8AF iRl rSaUChUKE aSE8H Bfe 1'Gd’ AhHEGLOEY Y dfecuted
incorporated into a storage space of the file system
fobathe | ssmeeadrvdpel reatban ahlosatld fetchfte PANBDAYe set
.region can be registered in a service nmenory region
fon Sickwdaddg lvher amohak" ared. "feglucdxgnphe, amount” for
applications that are deeply associated with each
eé?ﬁ*éFoms%Wn@é' EFpPitagti BAsLe hirfmatigsed TBE a
series of trans ctl ns an be_r tered in_t samne
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secret code definition blocks. Thus can be set
[DOF 81 he respective

FIG. 8 schematically shows an example of the structure
of data in a file system. 1In the illustrated example, a
hierarchal structure similar to a "directory" is
incorporated into a storage space of the file system. That
ié, each application allocated in the memory region can be
registered in a service memory region in a desired
hierarchal area. For example, applications that are deeply
associated with each other, such as applications that are
‘used for a sefies of transactions, can be registered in the
same area (and, further,rareas that are deeply associated
with each other can be registered in ﬁhe same primary areaj.
[0079] |

Applications (i.e., service memory regions) and areas
allocated in the file system have secret code definition
blocks. Thus, PINs can be set for the respective
applications or areas. An access right for the file system

can be given for each application as well as for each area.



applications or areas. An access right for the file
system can be given for each application as well as
for each area. 32 - [0080] In addition, PINs can be
set for respective service contents when the nunber
of access right to a service nenory region is not

one. For exanple, different PINs are set for a
service "read" and a service "read and wite" executed
for the sane service nenory region, and different
PINs are set for "increasidg the anount" and
"reducing the anmount” for electronic noney or other
val ue information. [0081] A verification section
(¢egpfies PINs, transmtted via protocol interfaces
for contactl ess data comuni cation or the |ike using
| C car gsidiadannsPINectat lsodes Fetr rBspeedbve Wervice
service nenory regions allocated to each application
contegiy athayr \eheThamperi f cattors sdcthitohot hepepet o teenory
an access to a corresponding menory region. Reading

rﬁﬁHOWJrf‘tﬂtht O&e - bgoﬁeﬁf‘éﬁnﬁ%‘%{r t%lﬁﬁ%f%ﬂﬁﬁy%@?oﬁet for

he, I g
aPEEELH ST ARG R YoRuid e 20 i TLEN | Bffeutqq for
tBYSISR sAS Rl erRA¥rgesesi bed Jﬂ&iaﬂfyg%%ﬁecﬁlﬁg g%éaset

8, a hierarchal  structure anal ogous to a "directory”
£b8 OO dhenbRouhbe dnd e sieny s,aetaaéuzat" for

service nenory region allocated
- electronic money or other value information.
[0081]

A yerification section wverifies PINs, transmitted via
protocol interfaces for contactless data communication or
- the like using IC cards, against secret codes set in areas
or service memory regions allocated to each application or
directory. The verification section then permits an access
to a corresponding memory region. Reading and writing can
be performed to the memory region permitted to access, via
the protocol interface.

[0082]

FIG. 9 shows a basic configuration of the file system.

 As already described with reference to FIG. 8, a hierarchal

structure analogous to a “directory" is incorpbrated into

the file system, so that a service memory region allocated
to an application can be registered iﬁ a desired hierarchal
area. In the example shown in FIG. 9, one service memory

region is registered in an area 0000 defined by an area 0000



to an application can be registered in a desired
hi erarchal area. In the exanple shown in FIG 9, one
service nenory region is registered in an area 0000
defined by an area 0000. - 33 - definition bl ock.
[0083] The illustrated service nmenory region includes
one or nore user blocks. Each user block is a m ninmm
data unit for which an access operation is ensured.
One service defined by a service 0108 definition
bl ock, i.e., a service 01083 can be provided in the
service nenory region. [0084] In addition to
perform ng access restriction for each area and for
deddchiapphiwiaidkan, a secret code can be set for each
type of service to perform access restriction for each
[8@BBilce. Secret code setting information regarding a-
service to be subjected to the access restriction is
def i et 1 1d41s4 36 eF B BERR JIRMITY Tegéppi Erclydes ong or
"secret-code service"%. In the exanple shown in FIG
ngPS (USSR RhOUSde EROR FHRT SRR D FORLPLTHES FHe WA ta
fé?cﬁﬁl%ﬁqgf égggscgg?géggogeiér%éé&%é&y o%%é gggvicé
content of the secret-code service s stored 1Tn a
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secret-code service for the service 0108 is enabl ed,
03e8y etac atke prefviitliedalh obhelSsdevide reaeret regden.
[0084]

In addition to performing access restriction for each
area and for each application, a secret code can be set for
each type of service to perform access restriction for each
service. Secret code setting information regarding a
service to be subjected to the access restriction is defined
as a secret-code-specific service (i.e., a "secret-code
service”}. 1In the example shown in FIG. 9, a secret code
for the service 0108 is defined as a secret-code service
0128 definition block. The content of the secret-code -
éervice is stored in a secret-code service data block.
[0085]

When the secret-code service for the service 0108 is
rénabled, secret-code verification using the secret-code
service 0128 is required, before the service 0108 is started
to pefform a reading or writing operation on its user block.
Specifically, when a read/write (read/write) command with

encryption is used, a secret code, i.e., a PIN, for the



service 0128 is required, before the service 0108 is
started to performa reading or witing operation on
its user block. Specifically, when a read/wite
(read/wite) command with encryption is used, a
secret code, i.e., a PIN, for the - 34 service 0108
is verified before nutual authentication. [0086]

Al so, a service nmenory region allocated to an
application can be registered in a desired hierarcha
area and areas can be hiera&fichized (i.e., areas that
are deeply associated with each other can be
registered in the same primary area). In this case,
seevitagO a0 Pl id friddeld bedarecantuak enithenaieattionbe
an access restriction unit. FIG 10 shows a state in
[RRBER areas are hierarchized in the nenory space in
thedLC card. In .the illustrated exanple, in the area
0000 st Fed By FCReMEFREY BRSO AefaltiorrbRabF o kR

. 00Q. defi ned_b 100Q definpiti
PRLDEE o1, MOV SSLLEGd. oy, ot oren 1000 et on,
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- the area 1000. A service 1108 defined by a service
a4468idedd niitoradehookhardcanses viegi stk daf tnedshye a

service 110B definition block can be provided in one
préngryeansnior y Ineghdn. chael hsstinanner PINdEbteecedh area
nmul tiple services defined in one service nenory
can make the area to be an access restriction unit. FIG. 10
shows a state in which areas are hierarchized in the memory
space in the IC card. In the illustrated example, in the
area 0000 défined by the area 0000 definition block, another
area 1000 defined by an area 1000 definition block is
registered.
- fo087]

In the example shown in FIG. 10, two service memory
regions are registered in the area 1000. A service 1108
defined by a service 1108 definition biock and a service
- 110B defined by a service 110B definition block can be
pfovided in one service memory region. In this manner,
different multiple services definea in one service memory
'region-will herein be referred to as "overlap services",
With regard to the overlap services, différent services are
provided in the same service area in accordanée with an

input PIN. In the other service memory region, a service

110C defined by a service 110C definition block can be



region will herein be referred to as "overl ap
services". Wth regard to the overl ap services,
different services are provided in the sanme service
area in accordance with an input PIN. In the other
service nenory region, a service 110C defined by a
service 110C definition block can be - 35 - provided.
[0088] A service set in each service nenory region is
started to allow a reading or witing operation to be
performed on its user block® As described with
~reference to FIG 9, naturally, a secret-code service
can be defined for each service. In this case, when a
pseei@ig.code service for a service is enabled, the
start of the service is permtted after PIN
[oeBB8fication using the secret-code service is
performed. [0089] Wien it is desired to set a conmmon
Pl N& geriiicei pee inepaglcasrvigeamenotpnreadivmg s sgarted
serV|ces Is created and a comon secret-code service
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stored’in a secret-code service data bl
service. In this case, when a secret—code service for a

service is enabled, the start of the service is permitted
after PIN verification using the secret-code service is
rerformed.

[0089]

When it is desired to set a common PIN for multiple
services, an area containing the services is created and a
common secret-code service can be provided in the area.
[0050]

In the example shown in FIG. 10, a secret code for the
area 1000 is defined as a secret-code service 1020
definiticn block. The content of the secret-code service is
stored in a secret-code service data block.

[00921]

When a secret-code service for the area 1000 is enabled
(described below), each service in the area 1000 is started.
after secret code verification using a secret-code service
1020 is performed, so. that a reading or writing operation

can be performed on its user block.



[0091] When a secret-code service for the area 1000
is enabled (described below), each service in the
area 1000 is started after secret code verification
using a secret-code service 1020 is perfornmed, so
that a reading or witing operation can be perforned
on its user block. 36 - [0092] FIG 11 schenmatically
shows the functional configuration of firmvare in the
IC card in which multiple file systens can be
provided in its internal medbry. [0093] An interface
control section perfornms protocol control for

comuni cation with the card reader/witer via a
[oostactl ess IC card interface, comunication with the
card reader/witer, comunication via a wred

i nt érfcaca,l amtemsdhdan € athoos whehfanothetal / O
interface, and so on. [0094] A command contro
ceetiywrmtiar diphyarpr deedvesiC comvaids vhéckiweitiple
fromoutside via the interface control section,
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{ ?% ] A security control section achieves

au ntication processing for accessing a nmenory
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security processing, such as
for communication with the card reader/writer via a

contactless IC card interface, communication with the card
reader/writer, communication via a wired interface, and
communication with another I/0 interface, and so on.

[0094]

A command control section, for example, processes
commands received from outside via the interface control
section, issues commands to outside, and checks the commands.
[0095]

A security control section achieves authentication
. processing for accessing a memory region or each file system
in a memory region and security processing, such as PIN
verification, for using a directory or a service in the file
system.

[0096]

A file-system control section performs, for example,
file-system management, such as separating a memory region
into file systems, as described above, (and cancellation of

the separation), and performs management of the directory



verification,. for using a directory or a service in
the file system [0096] A file-systemcontro

section perforns, for exanple, file-system
managenent, such as separating a nenory region into
file systens, as described above, (and cancell ation of
the separation), and perforns managenent of the
directory - 37 - structure of each file system [0097]
A node managenent section nmanages all the file systens
and nodes of an individual Bl e system The nodes
referred to herein include states, such as the
suspensi on and restart of using a file system [0098]
skruaddréi oh,eddre diCecapdtemcl udes firmvare for start
control, ROM nmanagenent, paraneter nanagenent,

[A6AVDl atil e nenory nanagenent, patch control, and
hardware control in the |C card. [0099] D. File

Ar cH VISR DRCRIRBRRtbyeEHEO] Canmadsnédds the Belpaviad®ns

4B LG 421 [ ustrates 8 sehene for archiving files
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to herein include states, such as the suspension and restart
of using a file system.

{0098]

In addition, the IC card includes firmware for start
controcl, ROM management, parameter management, nonvolatile
memory management, patch control, and hardware contrel in
. the IC card. |
[0099]

D. File Archiving

Data held by the IC card needs to be backed up. FIG.
12 illustrates a scheme-for archiving files and directories
in the IC card.

[0100]

As described above, the memory space in the IC card has
a hierarchal structure similar to a directory structure. An
archive-file creating section creates an archive file for
4'archiving-a file or'directory specifiéd for backup. The
formaf of thé archive file is not particularly limited. A
terminal ID for identifying a terminal where the archive
file is to be decompressed is specified, so that the archive

file is stored in a storage device. This achieves the



As descri bed above, the nenory space in the IC card
has a hierarchal structure simlar to a directory
structure. An archive-file creating section creates
an archive file for archiving a file or directory
speci fied for backup. The format of the archive file
is not particularly limted. A termnal 1D for
identifying a term nal where the archive fileis to
be deconpressed is specified, so that the archive
file is stored in a storage38evice. This achieves the
38 - backup of data in the I1C card. [0101] The
storage devi ce has tanper resistance to prevent
banaup hof | daith limakhef TCheass#iored archive file. The
storage device transfers the archive file to the
[PdPhkinal specified with the terminal 1D [0102] The
specified term nal deconpresses the archive file to

r est ote TRE2GR gERLFC 1Ree LHIWPSE FESLEEFNCR ot Hae Y
.use..thereof. is r d. Wth this arr eme dat a
upﬁuFﬁ%r}%?ék%ﬁ%} 8§ﬁ%g§ ?Fgﬁ%?e?F%ﬁfﬁ%)éiq%Orrg%? storage
i ' Onithe d i N e
SN LD o B 1 e b

wi Shnmenageskmiidsn apcounter is enployed. Further, after
the archive file is achieved in a storage place, the
[6b0BAl er value of the original file is

The specified terminal decompresses the archive file to
‘restore the original file and directory, so that the use
thereof is resumed. With thié arrangement, data in the IC
card can be transferred to a correct destination.

[0103]

On the other hand, a scheme in which access to the file
and directory in the IC card is managed with a counter is
employed, Further, after the archive file is achieved in a
storage place, the counter value of the original file is
grased so as to prevent access, thereby preventing
transferred data from being duplicated.

[0104]

In the present embodiment, a counter file that is a
special file for managing the number of accesses to each
file is provided in the memory or a directory. The counter
file describes the maximum value of the number of accesses
to each file in the memory or a directory.

[0105]



erased so as to prevent access, thereby preventing
transferred data from being duplicated. [0104] 1In the
present enbodi nent, a counter file that is a special
file for managi ng the nunber of accesses to each file
is provided in the nmenory or a directory. The counter
file describes the maxi rum val ue of the nunber of
accesses to each file in the nmenory or a directory.
[0105] 39 Further, a file-link designator is

enpl oyed, so that a |ink-réPationship between two or
nore files can be set. For two or nore files that are
designated with the file-link designator, a

r estmurehken, at Bal e+ Binkdndeifgnizherf tkesnsboped, £ that a

opened unl ess they are opened at the sane tine, i.e.,
limk esslathionsivip Setwkeantoousty s €éfled ten be set. For
authentication, 1is inposed. A file whose archive file

thasor i £ile s ithrédarqi gnsonahad e thi teeaAdlenkink
link is designated by a file- |ink designati file.
dPBABRIEOT) @ PR ECRBIAET CHITY KhoddY PE baS; £1les cannot

b%ogééégg .ﬂ%%spﬁhgg gkgeo%%ﬁééﬂgé_Qﬁ@hgﬁﬁeatkﬁgk i.e.,
etween files is désignated. In the ilTustrated
uBXSE® | tthe A alrlel 8ihlinkadesh PRt AlbfRfeqdesi gABhERGication,
si mul t aneous aut hentication of two or nore files 1is
isohfipgpeced Bofhavewhoéé | erdiorventfilel Whbatlkyates addhdrinked
with a counter file and the link is designated by a file-
l1ink designating file.
[0106]

FIG. 13 schematically shows the basic configuration of
a file systém in which a link between files is designated.
In the illustrated example, a file-link designator for
designating simultanecous authentication of two or more files
is configured to have a file format, similarly to other
files in the file system. However, the file-link designator
may be defined in another form.
101071

In the illustrated example, files 1 to 3 and a counter
file are arranged in the file system, Symmetric keys whose
IC-card issuer is common to all IC cards are set with
respect to the files 1 to 3. An independent key is set for
the counter file,
[0108]

In the illustrated example, a file-link designating



files in the file system However, the file-link

desi gnator may be defined in another form [0107] 1In
the illustrated exanple, files 1 to 3 and a counter
file are arranged in the file system Symetric keys
whose |C-card issuer is coomon to all IC cards are

set with respect to the files 1 to 3. An independent
key is set for the counter file. [0108] 1In the
illustrated exanple, a file-link designating 40 file
is arranged. This file is~a%8pecial file for
designating a conbination of files that can be
simul taneously authenticated. The file-link
fdesi gmadtrengdd.l e ThessEi180is hatsddid J1Cfeaedrbssuer
perfornms authentication with a symmetric key conmon
deglanatiny caratmbinasipn phefthse wWiatt mnobker fil es.
01091 The file-link designating file defines a |ink
SHEFhERRFOUHY Auteptifatadcouftert¥iad ing Besapenting,
L.e., defines .that the file 2 nust be ened
ELH it T st G PSS SHACETSI #eEPBT0] It i
2BSRUIRELAE W AL 230 L BENL f%c%}s%yteegwf@ cd s,
opening a file is obtalne y C utrng, using a
as in the case of the other files.

[0109]

The file-link designating file defines a link between
the file 2 and a counter file teo be archived, i.e.,'defines
that the file 2 must be opened simultanecusly with the
counter file.

.[0110]

It is assumed below that an authentication key required
for copening a file is obtained by computing, using a
function £, a key combination specified for the file.

[0111]

The file 1 is not defined by any file-link designator.
Thus, performing ﬁutﬁal authentication using only a
symmetric key'Kﬂ_set for the file 1 allows the file to be
opened. The authentication key in this case is as follows.
{0112]

Authentication Key Kpypy; = £ (Authentication Key K, for
File 1)

[0113]

Mutual authentication of the file 2 cannot be performed



function f, a key conbination specified for the file.
[0111] The file 1 is not defined by any file-link
designator. Thus, perform ng nutual authentication
using only a symetric key Ks, set for the file 1
allows the file to be opened. The authentication key
inthis case is as follows. [0112] Authentication Key
KAUTHI = f (Authentication Key Ksl for File 1) [0113]
Mut ual authentication of the file 2 cannot be
performed - 41 wusing a symietric key set for the file
2. The mutual authentication must be perforned
simultaneously with the counter file, in accordance

ubihf & heyeeiddirg ke, the Eblkerndimkdesi gpakipgeddle. A
mut ual aut hentication key used in this case is an

abhdepehcenitork ey stsbacpearoesed t s 0ful teorbubatyi entiof tise
symetric key Ks2 for the file 2 and an independent

cRBPLEP fbke .t Ha éQGﬁF@‘Fmﬁﬁil‘eltls e getid2g4pf the file-

-~ Aut hentj cation Key KAUTH2 = (Symmetric Key Ks2 for
1Epked %Sl%%%déﬁiﬁden% IméWKJp #L&h%&&ﬁﬁéioﬁ kgy used in

BB A% N o oo e S B For SPH B 9
cSPLh NGOG % QQﬁﬂggr%dketh(sz for the file 2 and an
independent key K, for the counter file is used.

[0114]

Authentication Key Kpypy, = (Symmetric Key K, for File 2
and Independent Key K, for Counter File)
f0115]

When the file 2 is accessed with the authentication key
Kayrnzr the counter file is simultaneously opened and the
counter value is decremented. When the counter value is
Oxffff, the counter file can be opened any time. In
contrast, when the counter value is 0, the counter file
. cannot be opened and thus the file 2 having the designated
Ilink cannot be opened either.

[0116]

| FIG. 16 shows, in a flow chart, a processing procedure
for setting a link relationship between files in the file
‘system. It is assumed in this case that a link relationship
between a file to be archived and a counter file for
restricting the number of accesses to that file is defined.

[0117]



counter value is decrenented. Wen the counter val ue
is Oxffff, the counter file can be opened any tine.
In contrast, when the counter value is 0, the counter
file cannot be opened and thus the file 2 having the
designated 1ink cannot be opened either. [0116] FIG
16 shows, in a flow chart, a processing procedure for
setting a link relationship between files in the file
system It is assumed in this case that a link

rel ati onship between a filé2to be archived and a
counter file for restricting the nunber of accesses
tothat file is defined. [0117] - 42 First, a
counttierstf,i lee cbhatedescr¢ bgmd ke sauibes ohe QAGARGSRT tO
afile to be archived is created (step S1).
asgbseegtiere |3y, fide itedbpendenivéadyid creaped ngtéhesl) .
counter file is set (step S2). [0118] A file-link
SyksrgRERThy &1 énﬁﬁé’ﬁnéi%g rkpester |qpfningethei easnter

- between file t e archived and the counter file is
| f&?%af%os%%teesﬁ:e@%??A key for accessing the file- link
(geshgnating file is set (step S4). As this key, the
symmetric key used for all 1C cards is utilized
(descriibed1inakoyg3ighddih® file that describes a link

relationship between a file to be archived and the counter
file is created (step S3). A key for accessing the file-
link designating file is set (step S4). As this key, the
symmetric key used for all IC cards is utilized (described
above) .

[0119]

FIG. 17 shows, in a flow chart, a processing procedure
for accessing a file having a file-link relationship
designated in the file system. It is assumed in this case
that a link relationship between a file to be archived and a
counter file for restricting the number of accesses to the
file is defined.

[0120]

When the file system is accessed, first, the
presence/absence of a file-link designating file in the file
system is checked (step S11). - When a file-link designating
fiie does not exist, each file in the file system can be
accessed by independent authentication processing, and thﬁs

the access is performed through authentication processing




FIG 17 shows, in a flow chart, a processing procedure
for accessing a file having a file-link relationship
designated in the file system It is assumed in this
case that a link relationship between a file to be
archived and a counter file for restricting the
nunmber of accesses to the file is defined. [0120]
When the file systemis accessed, first, the
presence/ absence of a file-link designating file in
the file systemis checked4Bstep S11). Wen a
file-link designating file does not exist, each file
inthe file systemcan be accessed by independent
wihbeat keat son s fGleandtéPusiot he @CeB8SptSsent
performed through authentication processing 43 using
ezxbkdymsnt , f arswaeH fid &efystbpt S19) cormor hes piés&at cards
.enbodi ment, a symmetric key that is common to all IC
1carg8d P8 HRedke® fde they fidp-Lhekideeignafing file.
[gﬁéignating file. [0121] On the other hand, when a
"FeT1 i nk designating file exists, a descriptionin

th il8-]i ' ti filg i . .
e 1 9ed 0 0o5 A0 ] |5 cheskofotgn S
é&ﬁb@sliﬁkdé§%ﬁﬁﬂﬂﬂﬁﬂﬂiﬁ E§e3§iléﬁiiﬁkf&ééﬁ%ﬂ%t@ﬁg file is

accessed (step S13). [0122] VWhen a file-1link
chebhtdonstep $12)not asekettonifatide 19 made as to whether
or not a file-link relationship is set for a file to be
:.accessed {step 513).

[0122]

When a file-link relationship is not set for a file to
be accessed, the file can be accessed by independent
authentication processing. Thaf is, access can be pefformed
through authentication processing using an independent Xkey
set for the file (step S20). In the present embodiment, a
symmetric key tommon to all IC éards is used with respect to
the same file.

[0123]

When a file-link relationship is set for a file to be
accessed (step S13), & key for the file to be accessed and a
key for a file that has a link relationship with that file
are used to generate an authentication key and simultaneous
authentication processing is performed (step S14). 1In the
present embodiment, the file that has the link relationship

is a counter file in which the number of accesses to the




be accessed, the file can be accessed by i ndependent
aut henti cation processing. That is, access can be
performed through authentication processing using an
i ndependent key . set for the file (step S20). In the
present enbodinent, a symetric key common to all IC
cards is used wth respect to the sane file. [0123]
When a file-link relationship is set for a file to be
accessed (step S13), a key for the file to be accessed
and a key for a file that R4s~a link relationship
with that file are used to generate an authentication
key and sinmultaneous authentication processing is
fpeef oo nes {steaEeldld). déacthiged pimbent ieabpdhaent , kéheis
-file that has the link relationship is a counter file
sg¢h fdiF cne Hel lsurrbek bés atheskisk treltslid onshdp. f i Theud,0 even
be accessed is described and an independent key is
vheR TRy AEehnie KRNt CHEROR He® 131k ICeCarionshi pSedrHiny,
en the synmetric,key common to all . 1C cards is

R 1Er 0 (i AT ED: be HELLERRT AHhePhEohLon Sanot
b@QﬁgﬁfgfﬂEH'dy%ﬂﬁﬁ@nﬁ%ow %p@ﬁécyﬂg%géﬂP%EgukgypﬁgQ e

t he 1 ndependent key for the count er eby

'c@ﬁﬁﬁ@ﬂtfimﬁ1ﬂiQﬂb¥@b§iﬁﬁé$éﬁﬁnﬂﬁﬂ|H}ch&&%eEYle from being
mani pul ated. [0124] Wen the sinmultaneous

foeg hentarciatilanegucceeds, the counter file is then
- opened and the counter value is checked
[0124]

When the simultaneous authentication succeeds, the
counter file is then opened and the counter value is checked
{step S15). When the counter value still remains (step S16),
a file to be accessea can be accessed. Thus, the opening of
the.file is permitted (step S17) and the counter value is
" decremented by 1 (step S18). In contrast, when the counter
value is already erased, the opening of the file is not
permitted (step S21).

[0125]

As described above, a scheme in which a file-link
relationship is designated is employed. As a result, even
for a file to which a symmetric key common to all IC cards
is allocated, setting a link relationship with a file to
which an independent key is given in the file system causes
simultaneous authentication to be required. Thus,

fraudulent access to the same file in another IC card by'

using a common key known by obtaining another IC card can be



(step S15). When the counter value still remains (step
S16), a file to be accessed can be accessed. Thus,
the opening of the file is permtted (step S17) and
the counter value is decrenmented by 1 (step S18). In
contrast, when the counter value is already erased,
the opening of the file is not permtted (step S21).
[0125] As described above, a schenme in which a
file-link relationship is designated is enployed. As
aresult, even for afile #® which a symetric key
comon to all ICcards 1is allocated, setting a link
relationship with a file to which an i ndependent key
restgioiesdin the file system causes sinultaneous

aut hentication to be required. Thus, fraudul ent
[8&€65s to the same file in another IC card by using a

conn%% key _known by obtai ning another IC card can be -
45 Whegser Filegis[BUe]d Wwmeheatfilpesysterordrpignatpag s

fil t desi ti ] fidl lipk with t
EHT AT ST ReCHURBEF bt 1% ks ChEORIRESF | P8 ATFaTes
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respect to a file to be archive Thk Wth a

exaPlEr wilthe rabpeet COSINL efi MAltde peS a$€hild, la £Sle 1ink
desi gnated before that file is archived. In this case,

wiiinoe ddwatecufiter vhbse ¢ourtieasedlat ibespoité whens

dé£§;g;géz before that file is archived. 1In this case,

since the counter value is erased at the point when the file

is archived, the file cannot be accessed after the archiving,

unless the counter value is overwritten through the

authentication with the counter file. This achieves secure

file transfer.

[0127]

As described above, a directory structure can be
incorporated into a file system decompressed in the memory
region in the IC card. In this case, the file-link
designation scheme can also be applied to a directory. FIG;
14 schematically shows the configuration of a file system in
which a file in a directory and a counter file are linked or
a directory and a counter file are linked. |
[0128]

File 1-1, file 1-2, file 1-3, counter file 1, and file~
link designating file 1 are arranged under directory 1.

[0129]



is archived, the file cannot be accessed after the
archiving, wunless the counter value is overwitten
through the authentication with the counter file.
This achi eves secure file transfer. [0127) As
descri bed above, a directory structure can be
incorporated into a file system deconpressed in the
menory region in the ICcard. In this case, the
file-link designation schene can also be applied to a
directory. FIG 14 schenmtfatly shows the
configuration of a file systemin which afile in a
directory and a counter file are linked or a
di r eptrowraedkaysowndss Fd-loarar @ skiibkeds ¢&ddd toFalle 1c
1-1, file 1-2, file 1-3, counter file 1, and file-
chrgk aesigptamiing frebpettate tdra diided luAdefitler et ,omand
1.ﬁn£0129) 46 Symmetric keys whose | C-card issuer is
L O mbre ¢ F TReqtévedyr dsAar Bdantengant kegpéet seb fore the
file 1-1,. file 1-2, .and _file 1-3, respectively, An
C?‘ﬁ‘a%ep%n%le]n‘% 1Keylffh§ EELSFLINE HESIERRTLED il 4 iorpet so
U : ting fi . o ) |
chit slubudeniana 0ot oabl B3Rl BsbiBless oy wncoe
IOhese] ddswear dsi eswAbni So CONMMOIT (QAlsl. | C cards.

[0130] The file-link designating file 1 is a special
[013@] for

The file-link designating file 1 is a special file for
designating a combination of files that caﬁ be
simultaneously authenticated. . In this'case, it is defined
that the file 1-1 and the counter file 1l are linked, i.e.,
the file 1-1 and the counter file 1 must be simultaneously
opened.

[0131]

Thus, the file 1-2 and the file 1-3 can be
independently authenticated using only respective symmetric
keys, whereas the file 1-1 cannot be independently
authenticated and must be mutually authenticated
simultanecusly with the counter file 1. A mutual
authentication key used in this case is an independent key,
since a result of combination of a symmetric key K47 for
the file 1-1 and an independent key Kp1 for the independent
key file is used.

[0132]

Authentication Key Kpypy = £ (Symmetric Key Kgi_; for



desi gnating a conbination of files that can be

simul taneously authenticated. In this case, it is

defined that the file 1-1 and the counter file 1 are

linked, i.e., the file 1-1 and the counter file 1

nmust be sinmultaneously opened. [0131] Thus, the file

1-2 and the file 1-3 can be independently

aut henticated using only respective synmetric Kkeys,

whereas the file 1-1 cannot be independently

aut henticated and nust be m#tual |y aut henti cated

simul taneously with the counter file 1. A nutua

aut hentication key used in this case is an independent

fidy, 1-3j s Endegsuidenef Kegnkjnalorotoahtar syimety)i ¢ key

Ksl 1 for the file 1-1 and an independent key Kpl for

[{ORé 3 ndependent key file |s used. [0132]

Aut henti ¢ tl%n Ke UTH = Synnetrlc Key Ksl1 1 for

- 4 %ﬂlﬁiel $1 ﬁng Fnﬂ%p KPT“F%FiﬁbUhjeﬂﬁ
pened,

sThuge ety Pl et F%ﬁ&ﬂ%ﬁ“‘ﬁp JHacpRgemented.
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is Oxffff, the counter file can opene any t
obanedndtiasiimarhennt Beneoust £rwivedh Uehd %o@ntekh@ai‘@é‘ n:I@rO,

file cannot be opened and thus the file 1-1
the counter file cannot be opened and thus the file 1- 1
having the designated link cannot be opened either.

[0134]

On the other hand, file 2-1, file 2-2, file 2-3,

counter file 2, and file-link designating file 2 are

arranged under directory 2.
[0135]

Symmetric keys whose IC-card issuer is common to all IC
cards are set with respect to the file 2-1, file 2-2, and
file 2~3. An independent key is set for the counter file 2.
The file-link designating file 2 is set so that the
authentication thereof is performed using a symmetric key
whose IC-card issuer is common to all IC cards, as in the
case of the general files,

[0136]
| The file-link designating file 2 is a special file for
designating a combination of files that can be

simultaneously authenticated. In this case, it is defined

that the directory 2 and the counter file 2 are linked, i.e.

r



havi'ng the designated |ink cannot be opened either.
[0134] On the other hand, file 2-1, file 2-2, file
2-3, counter file 2, and file-link designating file 2
are arranged under directory 2. [0135] Symetric
keys whose I C-card issuer is conmmon to all 1C cards
are set with respect to the file 2-1, file 2-2, and
file 2-3. An independent key is set for the counter
file 2. The file-link designating file 2 is set so
that the authentication théfeof is perforned using a
symmetric key whose |ICcard issuer is comon to al
IC cards, as in the case of the general files. [0136]
thbhedir¢tetddnk desicghat bpgnéd| €imd:litanzospeei alithi tiee f or
designating a conbination of files that can be
cehpterafbbiddy authenticated. In this case, it is
efined that the directory 2 and the counter file 2
887} inked, i.e., - 48 the directory 2 nust be opened

S| AT L il FOUNSL L8 2 LSS Thus,
chifgPafslahidepeRtbReny! GALALL AN e i BRL ObYr e dpiSto
be nutual |y authentiCated sinultaneously with the
must be mutually authenticated simultaneocusly with the
counter file 2.
[0138]

When the directory 2 is opened, the counter file 2 is
© simultaneously opened and the counter value is decremented.
When the counter value is Oxffff, the counter file can be
opened any time. In contrast, when the counter wvalue is 0,
the counter file cannot be opened and thus the directory 2
having the designated link cannot be opened either,

[0139]

When a counter file is to be linked with a directory,
in the processing procedure for setting the file-link _
relationship, a file-link designating file that describes a
link relationship between the directory and a counter file
is replaced, in step 83 in the flow chart shown in FIG. 16.
Also, in the processing procedure for accessing a directory
having a designated file-link relationship, the
presence/absence of the file-link designating file is
‘checked in the directory to be accessed, in step S11 in the

flow chart shown in FIG. 17, and the entire directory is



counter file 2. [0138] Wen the directory 2 is
opened, the counter file 2 is sinmultaneously opened
and the counter value is decrenented. Wen the
counter value is Oxffff, the counter file can be
opened any time. In contrast, when the counter val ue
is 0, the counter file cannot be opened and thus the
directory 2 having the designated |ink cannot be
opened either. [0139] Wen a counter file is to be

linked with a directory, ~ifA%the processing procedure
for setting the file-link relationship, a file-link
designating file that describes a link relationship

sbetegemthe adithectdorytaddanad cotrdseedf ihetead ofph aced,
in step S3 in the flow chart shown in FIG 16. Al so,
SPACHHEC pfid&essi ng procedure for accessing a directory
[B?ébzg a designated file-link relationship, the

nce/ absence of the file-link designating file is

checked .i. he directory ta.be accessed, in step Sl11

in t%e%hﬁgp%/nvag ar t @ﬁ%v\%ur}cgclﬁn(a Of??r.e}ljﬁjdwtrh% k: %)iorre more
ddbE L30T I3 48 SHbasHNert]ds ahent Leat £deand There are

accessed instead of a specific file. [0140] In this

fohhoweing tthe bpRetbhenfdor agEieivitgl) PREsOEafDaE€hieve the
directories or one or nore files can be achi eved.
bapkwre ar @opy of a file. ‘

[0141]

(1) Archived data can be decompressed only with a terminal
(a file system) having an ID specified when it was archived.
(2) Archived data can be decompressed in any file system.
[0142]

For example, a counter file is linked with a directory.
When the directory is opened, the counter of the counter
file is decremented. When the counter value is 1 before the
directory is archived, the counter indicates 0 after the
archiving. Thus, the directory cannot be accessed without
accessing the counter file thorough an authentication
procedure and overwriting the counter value. This achieves
the movement of the directory and the file.

[0143] |
When the directory is a root directory, the entire file

system can be backed up, copied, or moved.

Industrial Applicability



following two options for archiving. This can achieve
the backup or copy of a file. [0141] (1) Archived
data can be deconpressed only with a termnal (a file
system) having an 1D specified when it was archived.
(2) Archived data can be deconpressed in any file
system [0142] For exanple, a counter file is |inked
with a directory. Wen the directory is opened, the
counter of the counter file is decrenented. Wen the
counter value is 1 before tA® ~directory is archived,
the counter indicates O after the archiving. Thus,
the directory cannot be accessed wi thout accessing
[Ohé4tounter file thorough an authentication procedure
and overwiting the counter value. This achieves the
nmovéfenPrefenhelavertion yhamdaehe desteibed 1a3ive Miren

i rect is aroot directory, the entire file

dé?%%_ﬂm_ _or[%fe&&eresdtath%o@%%&cwrw@adiwﬂ%st rieyever,
SEOBL1 BRI by S0y7POIEL e Prsent ! puenign fos
~BALELSN B, SHOSRRLL RN kBl O L icope
wsuhsm&tdﬂﬁaﬂtih@ tthemeohedi s iarid: @fS¢BBEpresent
invention.

[0145]

Although the embodiment in which a file is securely
archived and backed up has been described herein in
conjunction with an example of the file space provided in a
memory built in an IC card or IC chip, the substance of the
present invention is not limited thereto. For example, the
present invention can be applied to a case in which access
‘management for archiving of an analogous file system or for
an archived file system on a memory device other than an IC
card or IC chip and can provide the same advantages.

[0146]

In essence, the ﬁresent invention has been disclosed by
way of example and the content described herein should not
be construed as limiting. The scope bf the claims should be
taken into account in order to understand the substance of

the present invention.



wi t hout departing fromthe substance of the present
i nvention. [0145] Although the enbodi nent in which a
file is securely archived and backed up has been
descri bed herein in conjunction with an exanpl e of
the file space provided in a nenory built in an IC
card or IC chip, the substande of the present
invention is not limted thereto. For exanple, the
CLABM@sent invention can be applied to a case in which
access _nmanagenent for archiving of an anal ogous file
syst em Bp ¥6gor%ﬁth@%hm%@@gﬁmﬁéts?ﬁpéﬁﬁéﬁsa fFemprysing:
device other than an |C card or I1C chip and can |
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archive-file creating means for creating an archive file
for at least one file to be backed up, identification
information of a destination at which the archive file is to
be decompressed being attached to the archive file; and

access management means for managing access to the file
whose archive file was created.

2. The information management apparatus according to
claim 1, further comprising file-link designating means for
designating a link of files to be simultaneously opened,

wherein the file associating designating means designates
a link between a file whose archive file was created and an
access management information file in which access management
information for the file is described, and |

when the file whose archive file was created is accessed,

the access management means simultaneously opens



a menory space in which a file processed by the data
processing section is arranged; archive-file creating
neans for creating an archive file for at |east one
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4. The information management apparatus according to
claim 1, wherein the memory space employs a directory
structure, and

the archive-file creating means creates an archive file
for a directory to be backed up, identification information of
a destination at which the archive file is to be decompressed

- being attached to the archive file.



t he access managenent neans decrenents the counter
value every tine when the access managenent
information file is opened. 4. The information
managenent apparatus according to claim1, wherein
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for at least one file to be backed up, identification
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information of a destination at which the archive file is to
be decompressed being attached to the archive file; and
an access management step of managing access to the file

whose archive file was created.

6. The information management method according to claim
5, further comprising a file-link designating step of
designating a link of files to be simultaneously opened,

wherein in the file-link designating step, a link between
a_file whose archive file was created and an access management
information file in which access management information for

the file is described is designated, and



5, further conprising a file-link designating step of

designating a link of files to be sinultaneously

opened, wherein in the file-link designating step, a

link between a file whose archive file was created

and an access managenent information file in which

access management informatiokafor the file is

descri bed is designated, and 53a in the access

nah%g%h%n@cﬁ@aﬂsmanh@ﬁm@hé fieppswheBenatbhi feléi veonas

created is accessed, the access managenent file is
archiyel fhheoudryChpehed, 1aceesssaadagbhenacrespenppraedent

i n,accordance with the access nmanagenent information,
filenlE IURELRENBPUEHY 2RRRSS: nBRaGERERENAAPBEREL i snPeEformed

e Information nana%enent t hod

T
in %@%%?@?%@et‘esl Pabhe BCCHRRrBRRREABSRECER Oﬁlﬁﬁ%@@ﬁenﬁnd
t fil d | t
con%%%eéé?n%;’%g%é%%s?lﬁ%%w%%%‘a l?ﬁ?mpﬁﬁ%‘?.“fa WRgessd-
h t t I
et ot e O S R Bk Do SRS Sl U e S i cLaim
6, wmpémtm £J:J:§sé3m919 ﬁ&ﬁeﬁ@ infogﬁgﬁfﬁ {Jﬂ@gsggeélbes a
od ac

step. 8. The informati managenen cor

couttt® €1 #l e P, a ¥heRET HA-tdes NRIDL eﬁ@%elﬁﬁg%ﬁ%@l@n for the

directory structure and 1n t e archive e creatlng

filst@ibs@nasehtyeriidedorcpeatdifiect9yy to be backed up
is created, identification information of a

degtd neduoe At vahi s hi § hge e &heéNeedi €ct$ € Pme when the



be deconpressed being attached to the archive file.
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access management information file is opened in the access

management step.

8. The information management method according to claim
5, wherein the memory space employs a directory structure, and

in the archive-file creéting step, an archive file for a
directory to be backed up is created, identification
information of a destination at which the archive file is to

be decompressed being attached to the archive file.



