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CIRCUT OF THS TYPE 3 4 The present invention relates to an inproved

integrated 5 circuit and the process for using-it—The--i-nvention is 6

particularly applicable to m croprocessors and m and 7 also

to-hardwired logic circuits which require prot ec ‘mmmmmnmmmu known t hat

m croprocessors and microconputers 9 sequentially execyte successive

instructions of a programstored 10 inla nenmory, in 'SYfic with one or nore

timng si gnal s ref erenced 11 relative to one of the cI ock Si gnal s supplied

tolthe 12 m cr oBYBRAVER, INFTEGRATED (CIRCEIT AND PROCH ¥NGxt ernal | y.

13, Thus, it is pOSS|bIqu¢(1Ng@@mgbgbec&hguq@rb@ugnﬁgagqggof this 14 program

.execution with the clock signals, since the execution of 15 each

. pa?ticul ar instruction breaks down into several steps tinmed 16 by one or
mog e success"me pteseénpui sesntion exféB@ﬁesitfbtdne inlp o €6 D PR HEd e of the
prior art g oggrgﬁlonrégeég Iaf& 1n ngﬁ by cl ock S{ﬁgals general ly

ori gi naﬁ’ﬁ troM'a sequenci ng O TP NEFR Y ¢ necessary

el @ctri partpqub@sly 2@pphmal@h¢ atrd ynbyrcpmm@emlfs i amd triniec I @yl i e &nidv e

o;the r C r : %5 ons nust

22 fact%gé?n%e%g?(?@n%gégefo?%%d@%&g%%%@t e va |j(rjllgesoérég| stt(zigots'd 23

nehor i es andIY'n%%r]ﬁ%‘l’wﬂe*d]i‘%%sml%mp%ﬁ%%‘s% e%fﬁb@w#%ﬁqmﬁltsqrdfnal 24

pr@pagaée@@eﬁw@my neié@ubélS@ﬂSc@eﬂﬂl\IéWm@frd&ﬁd&ﬁé iOtiISa | dradb sdored ts.
(Psequent q.b QZG i nstruction bei ré%ﬁe

pEt fect ‘?(n%%orh 1‘% ?W&%r%ﬁ a‘?rﬁ/ %s‘%cﬁﬁ ImENg S 3R St Geseuct i on

i 51 bei nge baerwe eto i on¢ hef prhoe eskicly sidghails tsufplived proagssor at a given

PTEN 1 LGS S0ESBELU AT bR cofli S UL A SAIRLY WL Rbrda)

predeterm ned sequence of nstructi on I's po 5| erpl e,
t3 det er mi neThye, nbifbbs mssg@lwzsz;l@cmn@@tejeuhwamcsm@atm Sthartﬂ]G|§ of

the progregran déhecuBPor 8FEEN |t A1ddle INGALESS] NG B tohPlex@Rit ibhRe ol Ne

t hat has
each particular 1nstruct10n breaks down into several steps timed

16 by one or more successive clock pulses. In effect, in the

17 microprocessors of the prior art, the operation is reqularly

18 timed by clock signals generally originating from a sequencing
19 circuit which generates the necessary electrical pulses,

20 particularly by phase shifting the signals relative to the

21 reference clock. Moreover, the sequencing of the actions must
22 factor in the times required to access the various registers,
23 memories and internal devices, but also and especially the signal
24 propagation times in the busses and through the various logic
25 circuits. Consequently, the start and end times of each

26 instruction being perfectly known, it is theoretically possible
27 to know which instruction is being executed in the processing
28 unit of the processor at a given moment, since the program that
29 is running is constituted by a predetermined sequence of

30 instructions. |

31 It is possible, for example, to determine the number of

32 clock pulses delivered since the startﬁp of the program or the
33 resetting of the processing unit, or even the time that has

34 elapsed since an event or an external or internal reference

35 signal. - -
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since an event or an external or internal reference 35 signal.
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bei ng abi e

to observe the running of a 2 programin a mcroprocessor or a

m croconputer is a major 3 drawback when the m croprocessor or
m croconputer is used in "4 high-security applications. In effect, an
il1l-intentioned 5 individual would thus be able to know the successive

st ates of

6 the processor and use this 3nformation to gain know edge of 7

certain internal output data. 8 It is possible to inmagine, for exanple,
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15 the confidential content of the information, and in the case of
16 cryptographic calculations, on the secret encryption key used.

17 Moreover, there are known microprocessors or microcomputers,
18 such as those marketed by the company SGS Thomson under the

19 reference number ST16XY, which comprise a microprocessor

20 incorporating a random number generator, the reading of which

21 makes it possible to obtain a random number used, for example,

22 for the calculation of encryptions and decryptions.

23 One of the objects of the invention is to equip the circuit
24 with means for preventing the type of investigation described

25 above, and more generally for preventing observations, whether
26 illicit or not, of the internal behavior of the circuit.

27 This object is achieved through the fact that the improved
28 integrated circuit has means for decorrelating the running of at
29 least one instruction sequence of a program from the internal or
30 external signals of the circuit.

31 According to another characteristic, the electrical signals
32 of the circuit are timing, synchronization or status signals.

33 According to another characteristic, the decorrelation means

34 comprise one or more circuits generating a sequence of clock or

35 timing pulses which are dispatched at random times.



30 external signals of the circuit. 31 According to another characteristic,
the electrical signals 32 of the circuit are timng, synchronization or
status signals. 33 According to another characteristic, the decorrel ation
means 34 conprise one or nore circuits generating a sequence of clock or
35-timng pul ses which are dispatched at randomtinmes. 3 1 According to
anot her characteristic, the decorrelation neans 2 conprise a random nunber
generator which makes it possible to de3 3 synchronize the execution of the
brogram sequence in the 4 processor. 5 According to another characteristic,
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14 According to another characteristic, the variable time of
15 the secondary process depends on a value supplied by a random
16 number generator. '

17 According to another characteristic, the secondary process
18 does not modify the general operational context of the main

19 program, thus making it possible to return to the latter without
20 having to re-establish this context.

21 According to another characteristic, the secondary process
22 re-establishes the context of the main program before returning
23 the control of the processor to it.

24 According to another characteristic, the main program can
25 enable or disable one or more decorrelation means.

26 According to another characteristic, it has means for phase
27 shifting the timing, synchronization or status signals of the
28 processor.

29 According to another characteristic, the phase shifting

30 means generate a random phase shift of the timing,

31 synchronization or status signals of the processor.

32 According to another characteristic, the random phase

33 shifting means partially or completely de-synchronize the

34 operation of the processor from the external clock during the

35 execution of a program.



28 processor. 29 According to another characteristic, the phase shifting
30 neans generate a random phase shift of the timng, 31 synchronization or
status signals of the processor. 32 According to another characteristic,
t he random phase 33 shifting neans partially or conpletely de-synchronize
the 34 operation of the processor fromthe external clock during the 35
execution of a program 4 1 According to another characteristic, the
random nunber 2 generator uses counter4, which nmay or nay not be | ooped,
and 3 which are initialized to a random value. 4 According to another
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13rat 2221sters, memories and internal devices, but also and especially
14 the signal propagation times in the busses and through the

15 various logic circuits.

16 Another object of the invention is to offer a process for
17 using the integrated circuit.

18 This object is achieved by the fact that the process for

19 using an integrated circuit is comprised:

20 of triggering the sequencing of one or more instructions or
21 operations using a random-pulse clock;

22 or of randomly triggering interrupt sequences;

23 or of triggering the processing of a random sequence of

24 inétructions or operations during the execution of a main

25 sequence of instructions or operations;

26 or of combining at least two of the above-mentioned

27 possibilities.

28 Other characteristics and advantages of the present

29 invention will become more clearly apparent with the reading of
30 the following description, given in reference to the appended

31 drawings in which: ' '

32 Fig. 1 represents the schematic diagram of the electronic
33 circuits of a first embodiment of the invention;

34 Fig. 2 represents a second, simplified variant of embodiment

35 of the invention;



26 or of conbining at |least two of the above-nentioned 27 possibilities.
28 Ot her characteristics and advantages of the present 29 invention wl|
beconme nore clearly apparent with the reading of 30 the follow ng
description, given in reference to the appended 31 drawi ngs in which: 32
Fig. 1 represents the schematic diagramof the electronic 33 circuits of a
first enbodi mnent of the invention; 34 Fig. 2 represents a second,
sinplified variant of enbodinment 35 ofS5the invention; 5 1 Fig. 3A
represents the diagram of an enbodi nent of the 2 calibration circuit; 3
_'Fig. 3B repr@&ient SA repregecdls $tbgudiegngndpfgannembpdiment 4J0€athérati on
cirgcuit; i : I nts the diagramof the logic circuits of an 6
.enggdingﬁ?lo .gléﬁaggggﬁﬁﬁfing circuit; 7 Fig. 4B represents the diagran1of
thé sequencedigh BRe represgniiSs toe drgicals saauengliny ([diagrapseQtntlic s
thigd vaia1amraefioareqdicaert; of the 10 invention; 11 Fig. 6 represents the
diagram of the logic circuits of an .12 enbodi pent.of.an intecrpal ¢lock; 13
Fig. 7A repr@gﬁhtgAtﬁgpFSEF@i i ZQFafitoPTan 8ﬁbg§?néﬂgl%fcfﬁ%ul 2 ?gn om
number gabediment X G phase shpféseqt sirheitpgi ¢ di agram of an enbodi nent
of , 16 each I r I rakofy o1 ' sghe ically
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pr &gr ams ilgnatlise ofe $EASPCAFFULLTI the term microconmputer. is intended to
megn a monol igtily € 52Q lpte@Bnse@ &gl YakNERE POE abhPEd BmEHEr 6PF ©BESSOr Wi th
a read- 21 wite nenory of the RAMtype associated with at | east one non 22
vHOat i | & ¥ERSALPNNhi ch may or may not be programmabl e such as, for 23

exanpl e, a RAWIgui th repirieeentibackepdiagramROM the PROM oirEPRE®| of an

12 embodiment of an internal clock;

13 ' Fig. 7A represents the logic diagram of an embodiment of the
14 random number generator;

15 Fig. 7B represents the logic diagram of an embodiment of

16 each cell of the random number generator;

17 Fig. 8 schematically represents an example of randomly

18 selected sequences of the secondary program. In the description,
19 the term microcomputer is iﬂtended’to mean a monolithic

20 integrated circuit incorporating a microprocessor with a read-

21 write memory of the RAM type associated with at least one non-

22 volatile memory which may or may not be programmable such as, for
23 éxample, a RAM with battery backup, or a ROM, or PROM, or EPROM,
24 or EEPROM, or RAM of the Flash type, etc... or a combination of
25 these memories. The invention will now be explained with the aid
26 of Fig. 1 in which a CPU (1) comprises a random number generator
27 (2) which can run on an internal clock (11). Processors of this
28 type, as mentioned above, are particularly known through the

29 ST16XY family of microcomputers. However, these microcomputers or
30 microprocessors, which use a shift register with parallel input-
31 outputs looped back to at least one of its inputs, wherein the

32 shift is timed by an internal clock, to constitute the random

33 number generator, use the external clock for sequencing the

34 machine cycles of the microprocessor to execute the instruction

35 to read the contents of the register. The invention makes it



24 or EEPROM or RAM of the Flash type, etc... or a conbination of 25
these nenories. The invention will now be explained with the aid 26 of

Fig. 1 in which a CPU (1) conprises a random nunber generator 27 (2) which
can run on an internal clock (11). Processors of this 28 type, as

menti oned above, are particularly known through the 29 ST16XY famly of

m croconputers. However, these m croconputers or 30 m croprocessors, which
use a shift register with parallel inputt- 31 outputs | ooped back to at

| east one of its inputs, wherein the 32 shift is tined by an internal
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17 an instruction will be variable, the execution time of the same
18 instruction itself being variable. This is obtained by the

19 circuit in Fig. 1 in which, in addition to the random number

20 generator (2), the internal clock (11) is embodied by a free

21 fixed frequency oscillator, de-synchronized and phase shifted

22 relative to the external clock CLKE of the microprocessor or

23 microcomputer.lIn the prior art, one skilled in the art would not
24 have considered timing the operation of a microcomputer or a

25 microprocessor with an irregular clock. On the contrary,

26 everything was done to ensure that the operation was regularly
27 timed by clock signals generally originating from a sequencing
28 circuit which generated the necessary electrical pulses,

29 particularly by phase shifting the signals relative to the

30 reference clock: This was particularly due to the fact that the
31 sequencing of the actions must factor in the times required to
32 access the various registers, memories and internal devices, but
33 also and especially the signal propagation times in the busses
34 and through the various logic circuits. In the invention, the

35 random number generator (2) is used either to supply a random



22 relative to the external clock CLKE of the mcroprocessor or 23

m croconputer. In the prior art, one skilled in the art would not 24 have
considered timng the operation of a mcroconputer or a 25 m croprocessor
with an irregular clock. On the contrary, 26 everything was done to ensure
that the operation was regularly 27 timed by clock signals generally
originating froma sequencing 28 circuit which generated the necessary

el ectrical pulses, 29 particularly by phase shifting the signals relative
to the 30 reference clock. This was particularly due to the fact that the
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17 decision which selects the clock signal sent to the processor is
18 made randomly, whereas when this register (8) is loaded with a

19 value determined by the main program, it is the main program

20 which will choose whether the clock for sequencing the

21 microprocessor will be the external clock CLKE or a decorrelation
22 clock CLK2. Likewise, one or more bits of the register (8) are

23 sent through the link (82) to a logic circuit (28) which makes it
24 possible, as a function of the bit or bits of the register (8),
25 to validate or not to validate the transmission of the internal
26 clock signal (11) to the random number generator (2). This random
27 number generator can then also run on the external clock CLKE by
28 receiving its signal through the link (26) and the logic circuit
29 (28). In this latter case, the values generated will be pseudo-
30 random values. The random number generator (2) can operate using
31 the internal clock (11) validated through the circuit (28) by the
32 bit or bits of the register (8), and in this case, the values

33 generated will be random values. The signal I geﬁerated at the

34 output (22) of the random number generator (2) and received by

35  the calibration circuit (9) corresponds to a pulse signal whose



20 which will choose whether the clock for sequencing the 21 m croprocessor
will be the external clock CLKE or a decorrelation 22 clock CLK2.

Li kewi se, one or nore bits of the register (8) are 23 sent through the Iink
(82) to alogic circuit (28) which nakes it 24 possible, as a function of
the bit or bits of the register (8), 25 to validate or not to validate the
transm ssion of the internal 26 clock signal (11) to the random nunber
generator (2). This random 27 nunber g&nerator can then also run on the
external clock CLKE by 28 receiving its signal through the link (26) and
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|Qgerru8t nggt ﬂlz%e8§s£gg ?EV to the interrupt input (12) of the CPU.

18 The bit or bits of this register (8) play the role of an

19 ihterrupt mask control, which is standard in certain

20 microprocessors. When an interrupt is received at the interrupt
21 input (12) of the processor, the interrupt handling program

22 contéined, for example, in the operating system or in the

23 secondary program will introduce a different procéssing time for
24 the interrupted sequence of the main program. It must be

25 understood that there are two phases in the interrupt mode of

26 operation.

27 A first phase, in which the microprocessor controlled by the
28 so-called main program authorizes the decorrelated operation by
29 unmasking, for example, the interrupts. '

30 A second phase, in which the interrupt automatically

31 reroutes the operation to the secondary program. This operation
32 can actually occur without the intervention of the main program.
33 Lastly, the device of the invention can also comprise a

34 secondary program (6) which, as will be seen below, can generate

'35 a variable duration time which varies each time this secondary



18 The bit or bits of this register (8) play the role of an 19 interrupt
mask control, which is standard in certain. 20 m croprocessors. \Wen an
interrupt is, received at the interrupt 21 input (12) of the processor, the
i nterrupt handling program 22 contained, for exanple, in the operating
systemor in the 23 secondary programw || introduce a different processing
time for 24 the interrupted sequence of the main program It nust be 25
understood that there are two phases indgthe interrupt node of 26
~operation. 27 A first phase, in which the microprocessor controlled by the
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16 variable processing time in each branch and different behaviors
17 of the microprocessor. The sequences can be called at random; for
18 example, after the main program has executed the jump to the

19 secondary program, the latter loads, in the steps (64 and 65), a
20 random value V originating from the memory (7) into two

21 registers, for example R10 and R11, of the microprocessor (1).

22 The secondary program increments this value V, then the program
23 orders the storage of this incremented value (V + 1) in the non-
24 volatile memory NVM (7) in the step (66). This value stored in

25 the non-volatile memory (7) is intended to be used later. The

26 secondary program, in the step 67, then extracts n high-order or
27 low-order bits in R10 in order to obtain a value f which will

28 make it possible to indicate which program sequence'among the

29 secondary program sequences (61, 62, 63, ..., 6n) is to be

30 executed. Each secondary program sequence will produce a

31 different process: for example, the sequence (0) is comprised,

32 first of all, of the step 611 for transferring the content of the
33 register R11 of the microprocessor into a register R12. In the

34 step 612, the content of R12 is added to the carry value (CARRY),

35 then in the step 613, an exclusive OR is executed between the



16 variable processing tinme in each branch and different behaviors 17 of
the m croprocessor. The sequences can be called at random for 18 exanple,
after the main program has executed the junp to the 19 secondary program
the latter loads, in the steps (64 and 65), a 20 random val ue V
originating fromthe nmenory (7) into two 21 registers, for exanple R10 and
R11, of the mcroprocessor (1). 22 The secondary programincrenents this
val-ue V, then the program 23 orders the storage of this increnented val ue
(V + 1) in the non- 24 volatile nenory NVM (7) in the step (66). This val ue
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(6n4), R11l is decremented in order to then, in the step (6n5),

18 perform a test on the value R11l. This test is comprised of

19 determining whether or not the content of R11 = 3. If so, the

20 process returns to the main program and if not, the program

21 proceeds to the step (6n6) by rotating R10 to the left, then

22 executing the instruction (67) in order to access a new secondary
23 program sequence.

24 In the case where the secondary program is intended to be

25 combined with a decorrelated clock or interrupt handlers, it is
26 possible in a combination of this type to restrict oneself to one
27 secondary program, thus producing a simpler process. A simplified
28 secondary program of this type can be constituted by the

29 following instructions:

30 MOV B, R2 which is comprised of loading the register R2 into
31 the microprocessor register B

32 ' LOOP DCX B which is comprised of decrementing the register B
33 with the value A '

34 JNZ B LOOP which is comprised of performing a test on the

35 value of the register B and of looping back to the



14 values of R10 and R11 into R13 and R14. In the step (6n2), this 15
sequence executes a rotation of R13 and R14, then, in the step 16 (6n3),
the content of R13 is transferred into R11. In the step 17 (6n4), Rl1l is
decrenented in order to then, in the step (6n5), 18 performa test on the
value R11. This test is conprised of 19 determ ning whether or not the
content of R11 = 3. If so, the 20 process returns to the main program and
if not, the program 21 proceeds to thaistep (6n6) by rotating R1O to the
left, then 22 executing the instruction (67) in order to access a new
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15 executed, as is known to be the casé, for example, with the

16 instructions J, CALL, RET, RST, PCHL, INX in relation to

17 instructions requiring a number of shorter machine cycles such as
18 ADC, SUB, ANA, MOV, etc. Thus, in this storage area, there are a
19 certain number of available instructions having execution

20 durations that are different from one another in terms of the

21 number of machine cycles. The main program (5) comprises an

22 instruction to jump to an indexed address whose index corresponds
23 to the content of the register R2 and whose address corresponds
24 to the first address of the area (6). The execution of this

25 instruction of the main program (5) therefore causes the

26 addressing by the processor (1), at random, of instructions whose
27 execution durations will be different depending on the position
28 addressed. In a known way, the random number generator (2) will
29 be initialized at the start to a variable. This initial variable
30 is contained in a non-volatile memory (7) and constituted, for

31 example, by the last random value generated by the generator (2)
32 before the pausing'of the microprocessor (1). Thus, the

33 microprocessor, controlled by a program it will execute, will be
34 able to use this program to activate the means for decorrelating

35 the instruction execution sequencing of this program by loading,



12 storage corresponding to the secondary program (6) in which a set 13 of
I nstructions is stored. Preferably, the instructions chosen 14 require

di fferent nunbers of nmachine cycles in order to be 15 executed, as is known
to be the case, for exanple, with. the 16 instructions J, CALL, RET, RST
PCHL, INX in relation to 17 instructions requiring a nunber of shorter
machi ne cycles such as 18 ADC, SUB, ANA, MOV, etc. Thus, in this storage
area, there are a 19 certain nunber of1available instructions having
_execution 20 durations that are different fromone another in ternms of the
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executi on
17 another variant, the writing into the memory (7) can be

18 controlled by a hardwired logic unit.

19 In another embodiment, it is possible to introduce a

20 variable phase shifting circuit (45) at the output of the clock
21 circuit, as shown in Fig. 4A, which phase shifting circuit is

22 constituted for example by a shift register D1 through D5 timed
23 by the signal FRC issuing from the circuit (11) or the _

24 recalibrated FRC supplied by the output (95) of the circuit (9)
25 and phase shifting the signal I supplied by the output (22),

26 which can be divided by a slowdown factor in a divisor (452). The
27 output of the phase shifting circuit (45) can be produced with

28 the aid of a multiplexer (451) MUX which makes it possible to

29 extract any of the output signals Q1, Q2, ..., Q5 from the shift
30 register as a function of the content of the register RM which is
31 loaded, either directly by the random number generator (2), or

32 indirectly by the main program (5) or even by the secondary

33 program (6), through the bus (3). In this case, the clock leading
34 edges S delivered as output can be delayed or advanced relative

35 to a median pulse supplied by the central level of the shift



10 sequences of variable duration. The random nunber generator (2.) 11 is
I n communi cation through a bus (31) with the non-volatile 12 nenory (7),
whi ch nakes it possible, for exanple, to store the 13 |ast val ue generated
so that when there is a new connection of 14 the nonolithic circuit, the
random nunber generator is re-. 15 initialized with a value different from
the preceding initial 16 value. This bus (31) nay be controlled by the
processor (1). In 17 another variant, the witing into the nenory (7) can
_be 18 controlled by a hardwired logic unit. 19 In another enbodinent, it is
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16 various signals resulting from the random number generator, the
17 calibrator, the interrupts or commands from the phase shifting

18 circuit, and the start up of the main and secondary programs. It
19 is clear that the secondary program can bé_used to perform

20 functions other than a simple time-out, particularly by executing
21 processes which may be necessary to the main program in order to
22 make use of the time dedicated to the secondary program, which

23 processes can be constituted, for example, by preparations of

24 calculations subsequently used by the main program. It is

25 understood that the devices of the invention can easily be

26 generalized when the processor is used in multiprogramming, the
27 application programs in this case being considered to be a number
28  of main programs. The random number generator and the clock phase
29 shifting circuit seen above do not pose any particular production
30 problem and are known to one skilled in the art when they are

31 used separately for other usages not linked to the invention.

32 It is also possible to produce a fifth simplified embodiment
33 of the invention which does not use an interrupt. When the main
34 program needs to be protected, it independently activates a

35 secondary program, which generates a process of random length at



8 intervals which separate the clock pul ses are variable, and not 9
constant as is the case with the standard processors. 10 The organi zati on
of the progranms executed by the processor 11 can be carried out in such a
way that the operation of the 12 processor (1) is controlled by a genuinely
protected operating 13 system which chooses the type of scranbling to be
used as a 14 function of the type of programrun by the machine. In this
case, 15 it is the operating systemwhi£h manages, as it sees fit, the 16
.various signals resulting fromthe random nunber generator, the 17
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17 circuit (9) represented in Fig. 3A. Fig. 3B represents the

18 sequencing of the input and output signals of this calibration

19 circuit (9) in Fig. 3A. This calibration circuit is constituted
20 by two NAND gates (90, 91) with three inputs, each of which

21 receives, at one input, the signal I issuing from the output (22)
22 of the random number generator (2). A first NAND gate (91)

23 receives the output (Q2) of a toggle of the JK type, while the

24 other gate (90) receives the inverted output (NQ2) of this toggle
25 (93). This toggle (93) receives at its clock input a clock signal
26 FRC which constitutes an internal clock of the circuit. This

27 internal clock is generated, for example, by a circuit

28 represented in Fig. 6. The inputs J and K of this toggle (93) are
29 connected to the supply voltage representing the logical level

30 m1n, The internal clock signal FRC is sent by an inverter circuit
31 (92) to each of the three inputs of the NAND gates (90, 91). The
32 output of the first NAND gate (90) is sent to the input for

33 setting the second logical toggle (94) to 1, while the output of
34 the second NAND gate (91) is sent to the input for resetting the

35 second toggle (94) to zero. The clock input and the input (J) of



6 and 7B is constituted, for exanple, by a set of cells (BO through 7 B7)
each of which is forned by an exclusive OR gate (23) with two 8 inputs
connected to a type D switch (24) whose output (Q is 9 connected to one of
the two inputs of the exclusive OR gate of 10 the next cell. The second

I nput of the exclusive OR gate receives 11 the input signal of the data

i ssuing fromthe bus (3) in order to 12 allowthe initial |oading or, for
the cells (BO and (B3), for 13 exanpl elsa | oop-back signal (25) issuing
fromthe last cell (B7). 14 The output (22) of the last cell (B7) also
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17 inverter gates varies the value T, . This value'T; will be used,

18 as represented in Fig. 3B, by the logic circuit (9) of Fig. 3A to
19 generate, from the pulse signal of randomly variable periodicity
20 (I), a pulse signal CLK2 whose pulses of variable width have a

21 minimum value T, and whose periodicity is also variable and de-
22 synchronized relative to the external clock CLKE. In effect,

23 since the internal clock begins to function as soon as the

24 integrated circuit is powered up, if the initial periodicity of
25 this clock is different from the periodicity of the external

26 clock, there is no chance for the clocks to be synchronized at

27 the startup. The signals from this calibrator (9) have a period
28 at least equal to twice the minimum time T, required for. the

29 processor to execute an internal cycle. All the leading edges of
30 the signal CLK2 will be separated by at least the value T,, but
31 their position and their exact duration will be random.

32 It may also be seen that no matter what the variant of

33 embodiment, the running of the main program occurs with an

34 unpredictable sequencing which, depending on the'variant, depends

35 on the random number generator, on the random clock, on the



4 this second toggle (94) delivers the signal CLK2 supplied by the 5 link
(95) to the nmultiplexer (18). The internal clock FRC 6 delivers, through
the link (111), periodic pulse signals having a 7 mnimm pulse width Tm
which is defined by the circuit in Fig. 6. 8 This circuit (11) is
constituted, for exanple, by a series of 9 inverters (111 through 115), in
this case five, which each have a 10 determ ned propagation tinme, for
exanpl e 10 nanoseconds, making 11 it pdassible to obtain at the output FRC
~a pulse of 50 12 nanoseconds. This output FRC is | ooped back through the
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17 counters factor in the stored value as the initial value. During
18 the calculation, or at the end of the calculation, the non-

19 volatile memory (7) is updated with a new value which will serve
20 as a seed for initializing the counters at the next

21 initialization. The interrupt generating circuit (4) can be

22 designed so that the generation of interrupt pulses seen above

23 can dccur, for example, when the number generated has certain

24 characteristics, such as equality with certain data of the

25 program. This circuit (4) can also take on the value of one or

26 more bits of one or more counters. It is also possible to

27 produce a very good random number generatof using a cryptographic
28 algorithm (69), as shown in Fig. 5 or a hash function initialized
29 by the "seed" (information) seen above. In this case, the

30 generator can be in the form of a program which implements the

31 algorithm executed by the processor (1) and which, for example,
32 implements the cryptographic algorithm by receiving a variable

33 stored in the non-volatile memory (7) and a key for generating an
34 output stored in a buffer register (41). This output stored in

35 the buffer register is then processed by a hardware or software



2 of at least two of these devices. Wen the main program executes 3
functions that are not sensitive fromthe point of view of 4 security, it
can also return to the external clock CLKE, for 5 exanple in order to
deliver output data to the external world or 6 to mask the decorrelation
interrupt in order to optimze the 7 processing time. As soon as a security
function is inplenented, 8 the nmain program (5) authorizes the random node
‘'of operation by 9 validating either thetrandom cl ock or the decorrel ation
“interrupt 10 (or both) in order to "scranble" the various operational
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18 Another embodiment is comprised of using a circuit of the
19 same type as the random number generator seen above, and of
20 extracting pulses at the different levels of the counters. In
21 this case, the processor is actually timed by pulses that are
22 dispatched at random times.
23 Another embodiment is comprised of using the signals from
24 the random number generator to extract the pulses from the shift
25 register. Many combinations are possible for refining the
26 devices, but the principles of the invention remain valid.
27 The variant of embodiment in Fig. 1 is the most complete;
28 quite obviously, the monolithic circuit of the microprocessor
29 type or the microcomputer type could incorporate only one, or -
30 several, or any combination, of the elements represented.
31 Thus, according to a variant, the monolithic circuit can
32 incorporate a microprocessor, the random number generator, the
33 internal clock (FRC) and the calibration circuit which forms the
34  decorrelated clock. ' '

35 In another variant, the monolithic circuit can incorporate



17 1 decoding device (42) for generating either the decorrelated clock 2
signal CLK2 or a signal for interrupting the processor (1). It is 3 easy
to see that .this random nunber generator can al so be used to 4 generate

t he vari ous random nunbers seen above. Another way to 5 produce a generator
of” this type IS to anplify the voltage 6 generated at the termnals of a
so-cal l ed "noise” diode and to 7 shape the signals after a | ow pass
filtering for preventing the 8 noise mdses that are too rapid from
_disturbing the operation. 9 For the clock phase shifting circuit, there
_aré 10 phesimbiciriopreseseshe, thanrahdomnpusben génerpatdn; axdinhe, a shift

- 11, regig%grI?r?%eaeggrgtghgcgl}guitnes faster than that of the 12
processor. | he“register i s assuned to_conprise ten toggles, 13 there
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16 integrated circuit.
17 Oother modifications within the capability of one skilled in
18 the art are part of the scope of the invention.



34 decorrelated clock. 35 In another variant, the nonolithic circuit can

i ncorporate 18. 1 the m croprocessor, the random nunber generator, and the
2 interrupt - -generating circuit. 3 In another variant, the nonolithic
circuit can incorporate 4 the mcroprocessor, the secondary program and
the decorrelated 5 and calibrated clock circuits. 6 In another variant,
the monolithic circuit can incorporate a 7 mcroprocessor, the

decorrel ated and calibrated clock circuiy, 8 and the interrupt circuit. 9
In other variants of the nonolithic circuit, the 10 m croprocessor is
:red aced by a mcroconputer. 11 In ot@BAIN®riants of the nonolithic
:_|nE§grated circuit, the 12 mcroprocessor can be replaced by a

) I nat i onal Ioglc el ement 13 which nakes it possible to execute a

i@ ted nunbek. of A }NpKoved iletegrateshedirtud taghhireateohged| ini shabvibus
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2 % 1. Mldotprimedd digredrsatofd thier duitiegehgedctercaed i.n that.it 4 has neans
for decorrelating the running of at | east one 5 instruction sequence of a
programfromthe internal or external 6 electrical signals of the

i ntlegr at ed ci2d-cui tThe Zntpgratedegiacedtcaccardiagcbpdchginoleclaim 1, 2
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3. The integrated circuit according to claim 1,
characterized in that the decorrelation means comprise one or

more circuits which generate a sequence of clock or timing pulses

BwWN R

which are dispatched at random .times.

4. The integrated circuit according to claim 1,
characterized in that the decorrelation means comprise a random
number generator which makes it possible to de- synchronlze the

B W N =

execution of the program sequence in the processor.

5. The integrated circuit according to claim 4,
characterlzed in that the decorrelation means comprise a c¢lock

calibration circuit which makes it possible to eliminate the -

W NN R

timing pulses that are too short.

6. The integrated circuit according to claim 1,
characterized in that the decorrelation means comprise a random

interrupt generating system.

7. The integrated circuit according to claim 1,
characterized in that the decorrelation means comprise the

execution of secondary sequences in which the instructions and

W N =

execution times are different and which are chosen at random.

THIS SHEET HAS BEEN
REPLACED




- The integrate

3 nore circuits which generate a sequence of clock or timng pulses 4

whi ch are dispatched at randomtines. 1 4. The integrated. circuit
accordinng te claim1l,. 2 characterized in that the decorrel ati on neans
conprise a random 3' nunber generator which nakes it possible to
de-synchroni ze the 4 execution of the program sequence in the processor. 1
5. The integrated circuit according to claim4, 2 characterized in that the
decorrel ati on nmeans conprise a clock 32galibration circuit which makes it
.possible to elimnate the 4 timng pulses that are too short. .1 6. The
_intkegrated cig&cui tThedortignptes cdiaionit, a2colrdiagt ¢oi zé@dimn 7t,hat t he

* decprrel gt : Iy i aterr upt ner.at.i ystem 7.
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- decdrr eldRRUHISIEHh A YIS SBIRHd a8l dyea@urpadont nyaberdgepesegosnces in
which the instructions and 4 execution tinmes are different and which are
chosen at random _ THI.S SHEET S BEEN REPLACED 20 1 8. . The integrated
cirtuit accortti ng ¢ dinfisgrates ifchdteprsedding: kat cipdmvdri able tinme of
t he secartaractEmicass i tdeyerde mcaanuawepguppb'sedolbs aotamgamrfyuaher
gengrat qf, . Lntegrated.circuit according to claim?7 . .
chgfactg%¥§é§%iﬁlgﬁgvﬂfﬁgﬂséﬁgﬁﬁgﬁyogrngsgaégegrﬁgfaﬂbdngbtﬂéklgggéﬁera
opér at | ARASiddnt da et urie tenitheplagtam wihboutmkamgngt todrpesstbbéish
return teqyithedmid;@r, Wi thout having to re-establish 5 this context. 1 10.
The integrated circuit according to claim7, 2 characterized in that the
secondary process re-establishes the 3 context of the nmain program before

returning thaocontme ietegrated prieeassoactdriingltoldiaiheri ntegrated
circuit according t claigl%, % characterized in that the LN gro ram can
enéble 5 qﬁ éiqg%eln that' the secondary process re-establishes e

3 context of the main program before returning the control of the

4 processor to it.

1 11. The integrated circuit according to claim 1,
characterized in that the main program can enable or disable one

or more decorrelation means.

1 12. The integrated circuit ac¢ording to claim 1,
characterized in that it has means for phase shifting the timing,
synchronization or status signals of the processor.

1 13. The integrated circuit according to claim 12,

2 characterized in that the phase shifting means generate a random
3 phase shift of the timing, synchronization or status signals of

4 the processor.

1 14. The integrated circuit according to claim 13,

2 characterized in that the random phase shifting means partially

3 or totally de-synchronize the operation of the processor from the
4

external clock during the execution of a program.

15. The integrated circuit according to claim 4,
characterized in that the random number generator uses counters



3 or nore decorrelation neans. 1 12. The integrated circuit according to
claim1, 2 characterized in that it has neans for phase shifting the
timng, 3 synchronization or status signals of the processor. 1 13. The
integrated circuit according to claim12, 2 characterized in that the phase
shifting nmeans generate a random 3 phase shift of the tim ng,
synchroni zati on or status signals of 4 the processor. 1 14. The integrated
circuit according to claim 13, 2 characgerized in that the random phase
.shifting neans partially 3 or totally de-synchronize the operation of the

. prxessothiclomayher maxiernde doegedjuramy aree imi¢daliieedotoaapragdam 1

: 15.4The I rated circuit according to claim4, 2 characterized in that

- the random nunber generator uses counters 21 3 which may or nmay not be

| ooped, and are initialized to a random 4 value. 1 16. The integrated
cirguit accorfy ng gy GlrAldgrived GhrnAH %rdclﬁ‘éll'n FtBabltaHﬁi isi,tialization
val ue orlglnates fro non-vol.atil.e nmenor a& |nte r at ed

cireui t zteé{n&’hl afg the &ﬁ’a“rtd'@tléﬁaféaml Yol gt OFFrglPﬁ FalfF28 Pon
valae. |ﬁbﬁﬁnbra&x1ahnemq;y .3 the execution of a program 1 18. The
integrated circuit according to claim15, 2 characterized in that the
random nunber generator uses an 3 algorithmof the cryptographic type or a
hash functionl74 iThie ilatiegrateg cHaduit iagicozdingnteardeim1189. The

' ntzegr atgeh cftféflzei‘f‘ciq{ g tt‘?lec|1‘?‘1'1'E‘1Ja11%a@1%ha%fa§hle2§§ hBd4 kgt Bﬁrﬁng

qfen0|ng o he actions factors in he times required to access
ous'?Qﬁu%ﬁ%ﬁ%¥lQRﬂﬁ§wae§r§HEam4 |nternal devices,. but also and
especially the signal propagation 5 times in the busses and t hrough t he.
varjous logic cirguits. .1 20. él r.ocess for usin n integrated circuit
corprising 2teardd orteeESAS SiELy e FaRATAY 5P SLorBadp one
Irhﬁrluﬂdhnracterlzed in that the random number generator uses an
3 algorithm of the cryptographic type or a hash function

4. initialized to the initialization value.

19. The integrated circuit according to claim 1,
characterized in that the sequencing of the actions factors in
the times required to access the various registers, memories and

internal devices, but also and especially the signal propagation
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times in the busses and through the various logic circuits.

20. A process for using an integrated circuit comprising
means for decorrelating the running of at least one instruction
Sequence of a program from the internal or external electrical
signals of the integréted circuit, characterized in that it
comprises the steps consisting:

of triggering the sequencing of one or more instructions or
operations with the aid of a random-pulse clock;

or of randomly triggering interrupt sequences;
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or of triggering the processing of a random sequence of

=
o

instructions or operations during the execution of a main

=
et

sequence of instructions or operations;
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or of combining at least two of the above-mentioned
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possibilities.



3 sequence of a programfromthe internal or external electrical 4 signals
of the integrated circuit, characterized in that it 5 conprises the steps
consisting:- 6 of triggering the sequencing of one or nore instructions or

7 operations with the aid of a random pul se clock; 8 or of randomy
triggering interrupt sequences; 9 or of triggering the processing of a
random sequence of 10 instructions or operations during the execution of a
mai n 11 sequence of instructions or opegations; 12 or of conbining at |east
.two of the above-nmentioned 13 possibilities. 22 21. An integrated circuit
_ conprising a 2icr c ooessprateshtaioidudd mpm@mﬁsing:aomdcmbpgbaasand means
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dispatch&dmmrékatknntme&ms associ ated either with means for randony
generating interrupts or neans for triggering the execution of a secondary
sequence. 23. An integrated circuit conprising a m croprocessor or neans
for executi n@®3nstThetinfegratiesr gdireniitedcicordiag ito cdedpr R3es neans for
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instructions, which selectign neans nmake it possible to select either a

clock Cl9EReratIdihaA ?%?%ﬂﬂéﬁlﬂpédnapédacﬁﬁaﬁﬁpcér05 cdrebnPELEER ¥hkohor F.
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execution of a secondary sequence.

23. An integrated circuit comprising a microprocessor or
means for executing instructions, characterized in that it
comprises means for selecting the clock for timing the
microprocessor or means for executing instructions, which
selection means make it possible to select either a clock CLKE
external to the integrated circuit or a random clock CLK2 or F.

. 24. The integrated circuit according to claim 23,
characterized in that the random clock is generated from a random
number generator to which either an internal clock (FRC) or an
external clock (CLKE) is applied. |



