FLEXI BLE ARCHI TECTURE AND | NSTRUCTI ON FOR ADVANCED ENCRYPTI ON STANDARD
(AES) FIELD 5This disclosure relates to cryptographic algorithnms and in
particular to the advanced encryption standard (AES) al gorithm BACKGROUND
Cryptology is a tool that relies on an algorithmand a key to protect
information. 10 The algorithmis a conplex mathematical al gorithmand the

key is a stripgpRiBPEURCHNGICIERE AND IRBFRUCMPRSFOR ADYRNUEOOY Syst ens:
secret key systens and p”%N@RWWI?N%WDA@F&E key system al so
e

referred to as a symmetric systemhas a sing key ("secret key") that is
shared by two or nore parties. The single key is used to both encrypt and
decrypt pipfor mati on. 15The Advanced Encryption Standard (AES), published by
the National Institute of Standards and Technol o& (NI ST) as _ Federal

| nf oPmati on Privedisepsie stapuioradyptrgpa)ic alpprithimypanddp patticklay tasligt em AES is a
synmmetri ' g‘l?' & and decrypt information. Encryption
(ci pher)agggécgglr&rlr%& sesrt%%%}do tr)ﬂ@%@%ﬁhti ons using the secret key

20(ci pher key) to transfornms intelligible data referred to as "plaintext"
into an upintelligible folin referred to as "cipher text". The
tra_nsfor%ﬂ%%@‘ijﬁg he cipher include: (1) Adding a round key (value
derived fromdbheiiRNeh idttYias ki B aﬁra@oﬁt}{rﬁaﬁd/‘@k%' Esieenatordhtisy, of
bytes) using a Exclusive OR (XOR) operation; (2) Processing the state using
a ndf- | iTrealgdighe isabshpley natremaichleal¢GitBmand (18 kedyis kistilg of bithi Themg t he

| ast three rows.of the state by 25different offsets: d.(4) Taking all of
the. col dinEV ORIk e BT et cHEr i T T bRl by ofe

anot her )seéret IRFyQHER dIQNcERMtADES a symmeﬁ_@fs?'r}z‘téﬁli 108 a(sinp¥ekSa“Sdcphigey™)per f or ms
a series of transformations using the cipher key to transformthe "cipher

text" blthakssharaddy ogripeg partish.od ke siggletkisr iseed taboth enqyat anddeshdt nat i ons
in the iigf_\()%gg@ nci pher are the inverse of the transformations in the cipher.
30The Rijin ael " al gorithmis specified in the AES standard to process data
bl ogdks of 128heiAdvanetsl iigraitivhstandays(AlS)hpltdishédisy the Nazi8nalI9Ritated256

bits. The diff t key | h i cal l f -
AIES_S 192 quﬂgllamgglg a"g_chn%)(ogye(%éT)Sasa}ge%e;a)( Prlegﬁmat%an?oceersgigg S%a%d%% (éﬁ’%)]lgg

is a secret key system. AES is a symmetric block cipher that can encrypt and decrypt

information.
Encryption (cipher) performs a series of transformations using the secret key
20  (cipher key) to transforms intelligible data referred to as “plaintext” into an unintelligible
form referred to as “cipher text”. The transformations in the cipher include: (1) Adding a
round key (value derived from the cipher key) to the state (a two dimensional array of
bytes) using a Exclusive OR (XOR) operation; (2) Processing the state using a non-linear
byte substitution table (S-Box) (3) Cyclically shifting the last three rows of the state by
25  different offsets; and (4) Taking all of the columns of the state and mixing their data
(independently of one another) to produce new columns.

Decryption (inverse cipher) performs a series of transformations using the cipher
key to transform the “cipher text” blocks into “plaintext” blocks of the same size. The
transformations in the inverse cipher are the inverse of the transformations in the cipher.

30 The Rijindael algorithm is specified in the AES standard to process data blocks of
128 bits, using cipher keys with lengths of 128, 192 and 256 bits. The different key
lengths are typically referred to as AES-128, AES-192 and AES-256.



The AES algorithmtransforns the plaintext into cipher text or cipher text
into plaintext in 10, 12, or 14 consecutive rounds, with the nunber of
rounds dependent on the length of the key. 5 BRI EF DESCRI PTI ON OF THE
DRAW NGS Features of enbodi nents of the clained subject matter wl|
beconme apparent as the follow ng detail ed description proceeds, and upon

reference to ’TH@A@S%\Igdmﬁm t#alsfoh& thepldigteURRY c&iblfer@@c@bﬁél hérK@xtFiﬁ'tbt s, and in
whi ch: 1 is a block diagramof a systemt hat i ncl udes an

enbodi mepleingixt i W é)’é; &1 ket compsepuiie tavnds vathaihe npmber ofdpisly dependsat oot ng AES
encrypti rypt| on in a general purpose processor according to the
princi plfe%rslgt%fo(}ﬂhee]? resent invention; Fig. 2 is a block diagramof an

enbodi ment of the processor shown in Fi g. 1, Fig. 3 is a block diagramthat
i ncl udes_an enbodi of the execution unit shown in Fig. 2 for performng

AES éncr?BiE%P%%IEWN&EBH &%@W@Sto the principles of the 15present
I nvention; dFeaturEé gfem%o'dﬁnﬁnt egﬁﬁﬂé‘d bleh &5 bRt Wl B%Sm@'a?ﬁl\érgﬁtﬁrﬂ&@es
roug ig. 3

encrypt round instruction t e execution unit

Fig. 5 iﬁ)llawlﬂgli/etgfedplbsdriﬁtlt]ﬁlpr(a:‘eed};gaﬂd’nqadnlrefk’lremfce anthaeisaveings, ypwwhichdtker ound
instruction through.the executi unit shown in Fig. 3; 20Fig. 6 is a flow
graph i IIF‘H’%‘F?]éldFH‘gplt‘lf?epaﬁsodefl chies decrypt round instruction through the

execution uni fieSNavbIbek Elbgram?‘@f a system fhihGinclldésSarPeribNMENI PR fidkipist rati ng
the flow of an aes decrypt "l ast round instruction through the execution

uni t10s howphitestusg gnd @strmwnﬁ‘ogpergnnmmlﬁs anayplon adolediypbion ind generales r ound
instruction Wt éﬂi‘ t 0. generate round keys

ed
and per (RERRRET BT Gre e d L pEReaits of TR BiElR: Phe 1 of Fow ng

Det ai | ed DescFip? isaiblvl diaphacsRs embddimeltor eRGRo&esdt@homaen Fig. 1] | ustrative
enbodi nents of the claimed subject matter, many alternatives,

modi f i cat i onstigahts aklpsladipgian thadpelgeesgn qubndineyaf dinexeentiondsd SRIN| ed i n
the art. n@?%%rt%& g%gé/rgqelhé AES dnilypRIE dnd By ils LlRhiRedo S fiktp1 0B RE be

vi ened broadl Y,
15  present invention;

Fig. 4 is a flow graph illustrating the flow of an aes encrypt round instruction
through the execution unit shown in Fig. 3;
Fig. 5 is a flow graph illustrating the flow of an aes encrypt last round instruction
through the execution unit shown in Fig. 3;
20 Fig. 6 is a flow graph illustrating the flow of an aes decrypt round instruction
through the execution unit shown in Fig. 3;
Fig. 7 is a flow graph illustrating the flow of an aes decrypt last round instruction
through the execution unit shown in Fig. 3; and
Fig. 8 illustrates an embodiment of an aes round instruction with immediate byte
25  that may be used to generate round keys and perform encryption and decryption.
Although the following Detailed Description will proceed with reference being
made to illustrative embodiments of the claimed subject matter, many alternatives,
modifications, and variations thereof will be apparent to those skilled in the art.
Accordingly, it is intended that the claimed subject matter be viewed broadly, and be

30  defined only as set forth in the accompanying claims.

DETAILED DESCRIPTION



30defined only as set forth in the acconpanying clainms. DETAlI LED
DESCRI PTI ON The Advanced Encryption Standard (AES) algorithmis a conpute
intensive algorithmthat is typically performed in software or in a special
pur pose processor. Thus, encryption is typically only used for encrypting a
subset of the information stored in conputers, for exanple, information

that may be cigsAti{dRed Bicryb@eh SRAIRE [AEKPMBYEhm BhherPuiesin@nsieed t o
encrypt nore of the information that is stored on conputers. For_exanpl e,
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The genethgiciipa nged orFacREyHoFEe! the BHOTMRHRE thalys Hep P LOMREE ot ¥he fly (t hat

i's, just WoTgE ; j hiTPLd &b el ddbe by ptgl §r°n§°nﬁﬂ$a tore the
round ké?g' Q%é%g¥ﬁﬁ% gﬁﬁ%%ﬂ%%%?%p PE&%&?ﬁgﬁiterégﬁa? rgéﬁce t e90§
per f or mawodddk px@6cted i the everd dse thepnauksworsita vestswlaependency on a resul t
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flow t hafrgogaehi 254 iRm0 Beqfubfeel dNbpk@vo SER eRkddOBr a ARRBEr aYuRE (90 er
applications where greater performance is required with the single key, for

exan®l e, ord 43 basglenkkykeysite.i s used for encrypting/ decrypting contents of a
di sk drive. Thus, there i ses need for flexihidity, of ..k epneratjon. An
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pur pose processor. . Fig. 1 is a block diagramof a system 100 t hat
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according t e princip present invention. The system 100 25
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comuni cate over a system bus 116.
key, for example, a single key that is used for encrypting/decrypting contents of a disk
drive. Thus, there arises a need for flexibility of key generation. An embodiment of the
20  invention provides a flexible architecture and instruction for performing AES encryption
and decryption in a general purpose processor.

Fig. 1 is a block diagram of a system 100 that includes an embodiment of a flexible
architecture and instruction for performing AES encryption and decryption in a general
purpose processor according to the principles of the present invention. The system 100

25  includes a processor 101, a Memory Controller Hub (MCH) or (Graphics Memory
Controller Hub (GMCH)) 102 and an Input/Output (I/O) Controller Hub (ICH) 104. The
MCH 102 includes a memory controller 106 that controls communication between the
processor 101 and memory 108. The processor 101 and MCH 102 communicate over a
system bus 116.

30 The processor 101 may be any one of a plurality of processors such as a single
core Intel® Pentium IV ® processor, a single core Intel Celeron processor, an Intel®

XScale processor or a multi-core processor such as Intel® Pentium D, Intel® Xeon®

processor, or Intel® Core® Duo processor or any other type of processor.



30The processor 101 may be any one of a plurality of processors such as a
single core Intel(r) PentiumIV O processor, a single core Intel Celeron
processor, an Intel (r) XScal e processor or a nmulti-core processor such as
Intel (r) PentiumD, Intel(r) XeonO processor, or Intel(r) Core(r) Duo
processor or any other type of processor. The nmenory 108 may be
Dynani ¢ RandomhPeesssy NBmaY bé DRAdhic Iﬁtnabincmt%@queméﬁ}cgsmmmnc (SRAM ,
Synchroni zed Dynam ¢ Random Access Menory (SDRAM, Double Data Rate 2
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| anes. The | CH 104 may include a storage 1/0O. controller 110 for

cont ol i ng chifdsdt ¢&t man beicovpled to the MCH 182 sbige adichipge¢ ehipto-cBpupl ed to
the ICH;
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bigital UnaesTEyn CIGER Bifed SHEEMIRLEMIP RETRIPRGs PaBaBhatP S 1oy o
| ndependemntuds kan{fRAdaids vid @eurddiractional latcher st orage device. The | CH 104
may communi cal.e W he storage devi 112 over st orage protocol
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Attachnent (SATA). 15The processor 101 includes an AES function 103 to
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be used encrypt, or, decrypt., nf ornat i K i n nmor.y..108 and/ or
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enbodi maRdvicef ThbeCHr 10a6580¢ondinis410Withithe Ftofhge HeviDE 0TRSED A sldidgd ncl udes a
fetch and decode unit 206 for decoding processor_ instructions_ 20received
fr om Lewsptogoliptpyeonpeat {8 uping asaidd stopeee projgeel sugh pe SeeelA fiashedRawllt i ng t he

i nstructd Ve i i fil cihed] t he

regi st eréé}ﬁ%&Z%g%n?l%ﬁ%rﬁ%g (gAgfgllr %%?alti f} dg%&fgggﬁﬁom?ggg&stt er s,m Wfﬁ) are used
by df aes i nskheyobéassortlO] shcdudesdatidS himctisel (Bytotfeefoan ses atyptohiand. 1 n one
enbodi mept, the register file | s a group of 128-bit registers simlar to
the 251 QB’ipfl_(’Wr%é SstTé‘F?l%f %\?F%H{Q%%P}_ﬁ[”‘épsqgéﬂtep‘imp elﬂiyé’&essprs t hat
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Instruction set. In a SIMD processor, data is processed in 128-bit blocks
with one 128-Mgt2 isladdéck dagient ditanembotlinmmt of the procehwr flet slovemih Idecbde uni t

AN ST TN T N S
20  received from Level 1 (L1) instruction cache 202. Data to be used for executing the
instruction may be stored in register file 208. In one embodiment, the register file 208
includes a plurality of 128-bit registers, which are used by an aes instruction to store data
for use by the aes instruction.
In one embodiment, the register file is a group of 128-bit registers similar to the
25  128-bit MMX registers provided in Intel Pentium MMX Processors that have a Streaming
(Single Instruction Multiple Data (SIMD)) Extension (SSE) Instruction set. In a SIMD
processor, data is processed in 128-bit blocks with one 128-bit block loaded at one time.
The fetch and decode unit 202 fetches macroinstructions from L1 instruction cache
202, decodes the macroinstructions and breaks them into simple operations called micro
30  operations (pops) that may be stored in microcode Read Only Memory (ROM) 214. The
execution unit 210 schedules and executes the micro operations. In the embodiment
shown, the aes function 103 in the execution unit 210 includes micro operations for an aes

instruction set. The retirement unit 212 writes the results of the executed instructions to



30 operations (tops) that may be stored in mcrocode Read Only Menory (ROM
214. The execution unit 210 schedul es and executes the mcro operations. In
t he enmbodi nent shown, the aes function 103 in the execution unit 210

i ncludes mcro operations for an aes instruction set. The retirenent unit
212 wites the results of the executed instructions to registers or

menory. RAglstiek enioRl A uand KBy 21 hascias; the aéy idsiiction Heett®ired] i n Li
data cache 204 and | oaded into the execution unit 210 for use by the mcro
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Fig. 3 is a block &iagran1that illustrates an. enbodj ment of the execution
uni t >210°HBWRF ToRnEReY ordegito et acsestitn gnoared Hpyation floaphindas FYHRM on
accordi ngyto the principles of the present invention. Fig. 3 will be
described in conjunction with Fig. 2. 10 After an aes instruction has been
decoded by t hégf Bischblaciddidgreodbatliiigtra?Ban dnbedenat of tlerexodutmn wae10
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use the sane key.” I'n applicatPons Tn Wwhi ch performance 1s very | nportant, a

t r adeof fopeaitioheadyve gtel Withah&BesdhstRlctios CHP tialy hg storkein tB€ hedot®iefRROM he key
(that is, a round key per round) once and storing it in nmenory. Qher 20
applicaﬁﬂ&ns may want to mnimze the anount of nmenory used to store the

key schedul e i Bl i: evi Ls.bl ock
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m nim ze 0 storin e ci phe 0 e _inverse cipher key, an
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that are available for AES found key operations and S schedul i ng
oper at i gesfonnanst isvary impontant.fadradent eanbe amadAESteims of pretdoomputingakesyst em i n

whi ch ke sj,on is.required.for every,bl ock crypti.on, perfarnmance may
be. 1 mor SV By R kel d b i S kR n P e e DREYEH o PiseRREOIEnG  key
opepgt i @pfli@fiosERAY Mabt ®XBithiZ8 MhdPfhd it oFiReBeY usedds efoas Bk KepXefedtileon ports
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avai | abMhilerstiflachigsing gped perberawaes on multi-block oapratipso diomsweh apphicaiions
0SSV 3kt RLOHLIRE el DELUIES AERBL B AR RELLIEL L o
memory footprint may be further minimized by only storing the cipher key or the inverse
cipher key, and then deriving the other as necessary at the expense of some performance.
25 In an x86 —type processor, the area and the number of execution ports that are
available for AES round key operations and AES scheduling operations constrain the
performance of an AES instruction. In a system in which key expansion is required for
every block encryption, performance may be improved by placing the AES scheduling
operations and the AES round key operations on separate execution ports. However,
30  separate execution ports and the additional area for controlling the separate ports may not
be available in an x86-type processor.

In an embodiment, an aes instruction set is provided that includes separate aes

instructions for performing an encryption round, a decryption round, an encryption last



round, a decryption last round and for conputing an encryption round key or
a decryption round key. In one enbodi nent there are six aes instructions in
the aes instruction set. Each aes round instruction has a unique operation
code (opcode). The aes round instructions in the aes instruction set for
one enbodi nent for a fixed width round key (for 5exanple, 128-bits) are
shown bejowd,iadetapkien last AubEbRIG tRaynan X seice@aiontoind i adieA ption
(=destination), round key Qutput:data after transformation through the AES
round 1098nhEeK Ha ang gAdoRiEgenh HGENTRYPICH S1SRYCHRNS iPHhSrass 1SUUeHAN S$put : dat a

(=desti [ J t put - £ r ' ough the AES
| ast roﬁ%i 3@%Hﬁ&gE@Q?%ﬁﬁh&%éﬁﬂ%g%ﬁgﬁg%ﬁégéﬁ%Gﬁ%géﬁhg?%g%ﬂ”&ﬁ%\Input:data
(=dest i niastnabipns inate deddaytryibp wét: foivdre aiftioeliméntdoss fixetadidonrdund dieglifot he AES

round using the_round key AESDECRYPTLast Round xmmsrcdst xmm 20l nput: data
(=dest i A }2$§Uﬁhﬂﬁﬁy“@h?%ﬁwﬂ@gfgeéfter transformati on through the AES

| ast
AESENCRYPTRound xmmsrcdst xmm
Input: data (=destination), round key
Output: data after transformation through the AES round
10 using the round key
AESENCRYPTLastRound xmmsrcdst xmm
Input: data (=destination), round key
Output: data after transformation through the AES last
round using the round key
15 AESDECRYPTRound xmmsrcdst xmm
Input: data (=destination), round key
Output: data after transformation through the AES round
using the round key
AESDECRYPTLastRound xmmsrcdst xmm
20 Input: data (=destination), round key
Output: data after transformation through the AES last
round using the round key
AESNextRoundKey xmmsrcl,2 xmm dst (immediate)
Input: low 128 bits of key, high 128 bits of key, indicator
25 for round number.
Output: next round key derived from the input
AESPreviousRoundKey xmmsrc1,2 xmm dst (immediate)
Input: low 128 bits of key, high 128 bits of key, indicator
for round number
30 Output: previous round key derived from the input

Table 1



round using the round key AESNext RoundKey xmmsrcl, 2 xnm dst (i nmedi ate)

I nput:low 128 bits of key, high 128 bits of key, indicator 25for round
nunber. Qutput:next round key derived fromthe input AESPrevi ousRoundKey
xmrsrcl, 2 xmm dst (inmediate) Input:low 128 bits of key, high 128 bits of
key, indicator for round nunber 30Qutput: previous round key derived from
the input Tablge des instruction JhenchRRes FolFlabsfiuh@ MsHattidRGEneRs, dRuptaes round

i nstructions ﬁencrypt, decrypt, encrypt |ast round, decrypt |ast round) and
two aes ¢nsid laseipunfsdactiit lashupdlesnd tive@asirquay ke insppetians (eext seid Kegy) . The

aes 1 oung § SENCHLBRRIN 108880 ARLLUGANURSL: NELYAS S AglA.T ound
operatlons~Qo perPorn1€/crypt|on andldécrypt|on round operations that are
to 5 be disgdrdumd opklativadddserioth chb§pli@sind duengtiofresurexpepitions that dlbeo
AESENCRYPTRound single round instruction in Table 1, the input data is
stored i b wwed da.abi oundsghus therlagt ownsk divs exarmple. infthe ABSHY GRP ERemdsingle
anot her i it (X .S :l tioR_ nd
operati&%ag%gkkgﬁgg'gggb%£6§?%8§&¥ﬁ§iﬁ?E&%#%fé @”ﬂ€% g&ﬁggﬁ F?ﬁéﬁégycdst
regi st erthanshind\key wtor¢deis anbther hR1bit daptisaerakomed This inkteuctid8-porformyarsassdst
register with the result of the 10execution o e round operation. Thus
sy cdsioURq PRATILATATLEPR ity %ﬁmcelb‘gﬁfds e nctas 860t SERHERT BT 206 't he
aes roung,cARefattcaRput data stordfh MBI 2BBHIIMALLER r&BltcAN AR tHotesidFSh@n aes
decryption instruction for a last decryption round and an aes encryption
i nstlOuctdxsputfoprofahd wend eperatjgt. i Brusrxowumstcds dirstsioagsghe inpuhdataend later
‘AESENC@%QEL&Fg@%éqgfﬁiQ%Ie r undt%"struction in Table 1, the input 15data
i s storedThg '928-bitc ¢ é??}éﬂmﬁkn Brcdst) and the round key stored in
anot her 128- bie dce @Hiskution seimko inbides hi §és dictyipdion PetiiofidrEfoan laes round
operation on input data (source) that is stored in the xnmsrcdst register
and overdgerypeen roradiang an agraenergitiondeptiugtiom Brardas eegyptioneguad e Foini t h t he
result g Wh | I.on; d irst stores
the1 npot B TG LS ENRR P & AR Aol R e TR ind b, 2

15  datais stored in a 128-bit register (xmmsrcdst) and the round key stored in another 128-bit

register (xmm). This instruction performs an aes round operation on input data (source)
that is stored in the xmmsrcdst register and overwrites the input data stored in the
xmmsredst register with the result of the execution of the round operation. Thus
xmmsrcdst first stores the input data and later stores the result of the round operation. The

20  xmm register stores the round key for the round operation.

In another embodiment, the round and last round instructions, for example,
‘AESENCRYPTRound and AESENCRYPTLastRound may take the input from memory
(m/128) instead of from the register file 304, for example, the aes round instruction may
be AESENCRYPTRound xmmsredst m/128.

25 The other two aes instructions in the aes instruction set generate a round key for an
acs round dependent on the size of the key, that is, 128-bits, 192-bits or 256-bits. One of
the aes round Kkey instructions generates a round key for use in an encryption operation and
the other aes round key instruction generates a round key for use in a decryption operation.
The immediate field in the AESNextRoundKey and the AESPreviousRoundKey

30  instructions specify the size of the key {128, 192, 256}.

In yet another embodiment, instead of an immediate field, the different key sizes
may be implemented as separate instructions each having a unique operation code. In this

embodiment, the number of aes round key instructions includes three separate instructions



20 xmm regi ster stores the round key for the round operation. In
anot her enbodi nent, the round and | ast round instructions, for exanple,

" AESENCRYPTRound and AESENCRYPTLast Round rmay take the input from nmenory
(m 128) instead of fromthe register file 304, for exanple, the aes round
instruction may be AESENCRYPTRound xmmsrcdst mll128. 25The ot her two aes

i nstr uct fopRacH uhdiRedGferdtiont fotekaapleSAESHERR0AEK S 1108iInd key for an aes
round dependent on the size of the key, that is, 128-bits, 192-bits or
256- bi t SAESNextgoupdeeiad§2 a%ﬁESMtR%ﬂKwZSé@gd Jisreraniddes siwilpgsekey for
o o GG REbRGPATSHLAN RGOS, LS ABSALRI I Bl hIRbELGL | O
generates a roun Fyption opera I’on e I'medi at e
field ininkthectibESNetkt R(strudi(ﬁyseafsdl OtlhﬁedkEﬁFE @vhopieRousigieyud@dnst r uct i ons
specify the size of the key {128, 192, 256}. In yet anot her

enbodi mefftbodinghlead of an i medi at e fleld the different key sizes may be

i npl ement ed code.
TP erent o0 STSRBRREE: LIRLEUSHANG AA0K URKLORAHOL S WARKTLY B0 code.
separ at eaesmsnuugdrisanshe des insgactiorr setinthd E38-bip exgatére mayfsaore eoaantpl e,

AESNext Ro 128, AESNext Ro n Key. 192 and AES 6 and there
woul 0 beo PR ARG GG (R S Gt PO UPr T AEGR Ui CHERIGridRey . I
this ermg&maﬁ ﬂ‘ecreh%sﬁgélﬁ{:e ape}@&rth@{mwﬁ&ws:bu@ nglahﬂe)&h@bk e&try}%a bpn set is

10 i nstead of in the previously discussed odi nent

r egilét er 1 28-bits Qf@mhha@xatomelﬂeamptqd gk kapRr lgﬁlnerate@ skarssheghile for rqtal>28tbet used by
t he aes n nth i.nstru Th hers may
store: solPobl §osanBk mby B AGRddg 3 e H2s Milse PO R L eI EET o
For the J(4r Sthefrouiikeyk hfayam) berwdredlﬁi AQILMBE E28/BiS regis@ 308 iroperégistet hat may
be 128-bit of plaintext to be encrypted or 1Q 128-bits of cipher text to be
decr ypt dife. AllR g}leﬂ@ﬁm@téﬁ@r%@.r%gstawkwegéﬁémﬁ@ gngrmay alsatake tnpuf digeqlyt or

256- bi t PﬁEéﬁpgsﬁﬁg&ggié i@ny of the 128-bit registers 308 in the

regi ster e roun ys may al so be stored in any of the 128-bit
regilsters 308Am oxdnhyge bég]u&teeafodé ithee usedlan eafbotiheerit 06 theuxes istrectuseset egi sters

inther |ste flle may so. t ake ut di ectl rom menory as

di scusselouRrT ahle 1isdp r{fa%ﬁe 2 peIgy e thecsamplan BeridToacels DNBEEHEN: of

the aes JnnghlidHioh 9 ﬁkr&ﬁ%&ﬁt@ﬁ%a@ udesitBec MWLy 1Br HaRY Blo%k?ed)ﬁ’é’V I'n the

exanpl e, performance is optimZed in an application for performng
encr ypt isueh gpdicatinyeis thm@esﬁﬁslﬂgéwkef}’dior eranypthigooktsnts@ia dskcin vapgh theati on i s

t he use of sin ke encrypti conte t.s of a disk .i i,ch the sane
oy 1o ug R g T e lng A oY BB SR S Pige Sosfdl S AR dBlRGn [he

di sko I@X&hpkzQng@mph@@@ﬁ5§ﬁﬁ&§ﬁ@m§dypt|on i s perforned. The size of
the key may be 128-bits, 192-bits or 256-bits. The nunber of rounds to be

per f or med ( n)Thegizetsd the keygnayibe £28-hits. dQ2bHe entSGhits hehesiumbes pf fyadi sy wi t h
each ro i (g s val ue
or 10, 1o il Bl T B AN BRI bRt ST S OHIED, U8
and decrkgpbriag affoded Is&y: (5282Biss)0fWizlpd aﬁmbelt(sf roliR-haidesofdn, PRA4bihk ses
micro operations may perform standard aes encryption and decryption for key sizes of
25  128-bits, 192-bits or 256-bits.
When the same key is used for many blocks, the round key for each round (key
schedule) may be pre-computed and stored in memory (for example, level 1 data cache

204) so that the same key schedule does not have to be recomputed prior to an

encryption/decryption operation on each block.

RK[0] = Input Key



When the sane key is used for many bl ocks, the round key for each round
(key schedul e) may be pre-conputed and stored in nenory (for exanple, |evel
1 data cache 204) so that the sanme key schedul e does not have to be
reconmputed prior to an encryption/decryption operation on each bl ock. RK O

= Input Key For i = 1..10 RK [i] = AESNext RoundKey (RK[i-1]) End STATE =
| nput Bl ock STATE = STATE xor,RKk%LbFor i =1..9 STATE = AESENCRYPTRound

, i n = ast Roun , abl e n
(STATE, RK[i]) End STATE IgraER TL Round (STATE, RK[101) Table 2 A

array (RK) having 10 elenents is used to store the key schedule for the
key. 5 The input key for AERE28] endImbitRBuhdKst RIEH-10 RK[ O] and the 9
round keys RK[O] - RK[1] are pre-conputed through a call to the

AESNext RoundKey instructionEf%on1the aes instruction set. The

AESNext RoundKey i nstruction-tonputes the next round based on the current
round key. The pre-conputed round keys for the key schedul e may be stored
in round key 214 in level 1 data cache 204. 10In this exanple, as the
portion of the key schedul e (expanded key), that is the round key for the

round is input directly fr I eqi ile 304, an exclusive OR
(XOR) operation is perforneggg%&?heﬁgﬁggggg%d key prior to entering the | oop

for performng the aes rounds. For each round 1 through 9, the
AESENCRYPTRound i nstructi onSTAGKT hEAddsxemBKIQIcti on set is called to
performthe aes round operation for one 15 round. For the |last round (round
10) the AESNECYRPTLast Round instruction fromthe aes instruction set is
called to performthe aes round operation for the |ast round.

Fori=1.9
STATE = AESENCRYPTRound (STATE, RK]Ji])
End

STATE = AESENCRYPTLastRound (STATE, RK{107])

Table 2

An array (RK) having 10 elements is used to store the key schedule for the key.

5  The input key for AES-128 encryption is stored in RK[0] and the 9 round keys RK[0] —
RK[1] are pre-computed through a call to the AESNextRoundKey instruction from the acs
instruction set. The AESNextRoundKey instruction computes the next round based on the
current round key. The pre-computed round keys for the key schedule may be stored in
round key 214 in level 1 data cache 204.

10 In this example, as the portion of the key schedule (expanded key), that is the
round key for the round is input directly from the register file 304, an exclusive OR
(XOR)operation is performed on the state and key prior to entering the loop for
performing the aes rounds. For each round 1 through 9, the AESENCRYPTRound
instruction from the aes instruction set is called to perform the aes round operation for one

15  round. For the last round (round 10) the AESNECYRPTLastRound instruction from the

aes instruction set is called to perform the aes round operation for the last round.



Information to be encrypted or decrypted by the aes instruction is | oaded
into a source/destination register 306 in the register file 304 prior to
issuing the first aes instruction to start an encrypt or decrypt operation.
The key to be used to encrypt/decrypt the information in the source
register 306 is stored in one or nore other registers 308 in 5 the

register fil eln3§ithatibh td beeagRedbr deciydBedibst thkays inbthectidnt loaddli@tda t s of the
key are stored iin any gone of the other 128-bit registers in the register
file 304soupsidepidnationFeaistgy Hiriaihe register Sige B4 priorite ésspipsthastighadsi cant bits

(greater inEPnlch’ﬁgi'léﬁ s@htaﬁ)en%& %tc%?%hé&rﬁ%% “@iéeyl&? % BE uldgo %E&gBé/&éecFﬁQi sters.

In the exa own 1 n roun or each roun
pr e- conptht édoffativade thexoutdeacdistyr 30tis sayedia it or athré othkereglstels 8i@8 m cache

204 prior to . bei | paded i nto any one of the regjsters 308 in the register
file 304 eﬁ%stﬂre@géeg brs PUHd 1ry%§§b”alfe§oth8€n§’feo]r%§0blﬁrf)f6]??ekfi¥rar%tPéed _

regi st erg dnp ohO6f Gkt 08 it ik iR thd RYiskRe fifd WaeFo 'Reg%%d%r%ﬁ& %&ﬁl In
| evel 1 data cache 204. AES has a fixed Block size of 128 bits and a key
si ze of 128its192 nwost g5Gifloantditangredtbothen 2@ bitorarastdred impnayerafnelwytles (t hat

is, 16 bﬁ#ﬁét%é2§'bit fixed block size)), which is referred to as the
'state' . “Th ST'gorithmtransforms a 128-bit plaintext block into a

128-bit bl ockinGhe &tapk} sttt in(BMBE Y, RhSoudd kéy fo?8ad foubll 2GkeRbmplieer text
into a 128-bit bl ock of plaintext (decrypts) in 10, 12, or 14 consecutive

roun@s, Beasedhon e keyiaid maybe siouerbis lenegd d atarrackm?Qdheridedg being doaded 8110192 or
256-bits Pel,or 1. Qr, m r rypti Lyption
operatié%?(%gg%g%é%%%?%ﬁk%ﬁ#gk%%gﬁggpgﬁgyégﬁggg&ggggél%ﬁ'dﬁﬁggﬁﬁi%hhich are
stored isorbthén sregirsh@e rédisters30the rEgister BRAUA I intuy/ tebetarydid ©und el oper at i on
is perforned using the mcro operations for the aes instruction stored in
the key s@hddidfaeahpdV4.n the Read Only Menory (ROM) 214. In the enbodi ment

shown, the St@lﬁdg’ hhsl28x 8 Blo8! QeKoSiAL s ainﬁ a?&a KBH o @2§,elgg§)tr ??}6 t%ﬁ?a@dﬂ'd the

key is 25stored in one or nore of the othe egli sters e register
fil d530dperatdsen a hel @ryaftbytn (Mt tshi bgss (138thitfotaddhodkssizy)ypihéthas t he

Crate. miyrene ke e Sy e FEdlsdn e Bvod 4 CabbRp o ddound or

the finabgngssibék @ffci;alﬁ@ tAERIRADLY RL h QN8 Bit HISK MRIPHRP tRPRIGH 198 bitlHlodkhe
enbodi mrent shown, a key schedul er 302 generates the round key to be used 30

in an a@$ pravatext. (daumeptien 19¢ hddallé cosgautingyrobeds, withéheminberad rerinds ocode

oper ati ons.. and incl.ud i C operations to performthe sequence of
oper at i GageSt ATEthe kG b O 28, L et WY Tog b1, 106. bit and 256-bit Keys
as defined byriok RSpdremiigatht @8r bAKd encryption orldecBpabheperatidiQ tha@Rtutidnhe key
schedul er naﬁ be inplemented as a hardware state machi ne sequence in the

f

execut i SRtEADEetiees thestyleana tnlferviighaigistsed in e meiperfile dA4oFaehe key
Semecul Bt LIRS LSRR SR AR PORA DSy
as a handaciositated i theddely Beheslabpu 802 én iha Rehé Oakebiehioon (ROM) 2240 In the
embodiment shown, the state (128-bit block state) is stored in register 306 and the key is
25  stored in one or more of the other registers 308 in the register file 304. After the execution
of the aes instruction is complete, the resulting state is stored in register 306 in the register
file 304. The state may be an intermediate round date to be used by a next aes round or
the final result of the AES encryption or decryption operation.
In the embodiment shown, a key scheduler 302 generates the round key to be used
30 inanaesround. The key scheduler 302 may be implemented as microcode operations and
may include microcode operations to perform the sequence of operations for generating

round keys for 128-bit, 196-bit and 256-bit keys as defined by FIPS Publication 197.
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The key schedul er 302 expands the n-bytes of a key into b-bytes of an
expanded key (key schedule) with the first n-bytes of the expanded key
being the original key. For exanple, for a 128-bit key, the 128-bit key is
expanded into a 176-bytes expanded key, that is, 11 x 16-bytes (128-bits),
with the first 16-bytes being the original 128-bit key, and 10 thus the

nunber of rouRdsotter éﬁbo&iﬁﬁn@fﬂh@h&?’%ﬁhéﬂhle@ maYdreliiipldagintell £ Ehap@nslediakt o 208
bytes (13 x 16 bytes) to provide 12 "round keé;" one for each of the 12
o

rounds améchipescgpensptie hegikeeutpagngi 210k &y yefranodrpenbcdmint sompapoiphef (15 x
16 byt est)n %gy QJh%Mﬁlgremgif} be é%&?gleht%gz m?&gcgd%ro gﬁ(ﬁGn%&o}e S i 1{11%5"&(3 ¢ Upon
decodi ng fhe oper at’i on’ code" (opco e? THoan aes 1 nstruction. & nunber of
15par ameROMNs 21 Dartikethel s@ahihder 0 ferl@ly stielufdr awlyibe itnpkeneesed a3t HaudwaroBtafeor one
aes round are stored.in control |ogi¢c 322. The paraneters include the type
of oper a‘iﬂﬁg’r‘r“?%’ﬂﬁ?%ﬂﬁlgﬁeﬁaﬂ’é’@r“? t418n) and whether it is a last round.

Aes round | ogife BRACABNId:ROb UdB Ik e BPEE 5 4 PRSinfB b of A Lowhag St ages:
ox 3 gt S |?t 1 )érﬁ%(l

bl ock state 314, s$-box/I1nverse S- r ows 6 and I nverse,
m x col umydkey sohadile PRith theffest retlyteootihe trpanded kepnistig the20igaradl keyddFeround key

326. In bloc t at 14, the -bit i nput tate the ae und | ogic
324 1 & AT R 08 BRroibkt s oRPtE HE £ phuien S ded 801 ot od
Wi th thensaund)x ysbigs PIDgVAiRs WiPRht FirRNedied Rink2Be BlikinhN -Bedéakeq val ue
(state). In the S-box/inverse S-box 316, eéach byte of 'this 128-bit

i nt difnedhag deywamber ¢isopsdssabet The2ebyigs pha dhbbiiéey Bietaxpyadeddnto?88 nay be

stored and. retrieve om a. Jl ogkup tabl e, al referred £0 as a bstitution
pox or e BEtks] [P 38 “HBMLART B s SRRTERR 2 B0t Bgihes?
t r ansf orbygestdiamsioi kS expanbel inef 240Ub ek (18ixt %, bylesd isipiosideyld ‘e@dddy

inmplemented as a | ookup table. A fixed |lookup table is typically used. This
oper at i d%¥Ypr e faegachoh e Ifewundsy t hr ough the use of the inverse function

over Galois "_U;ﬁdndde%Qdiﬁ?té%écﬁ%)ﬁioﬁ%dﬁ@%&é} ‘in Eut? esrthHctiBH,taol‘r%?lS@%fbe f ound

by sel ecting row I n okup ta usr'ng e outer two ts of the

m bilt | nametando belieditd ngnteol clod o inuthierags tlsgructivmebdr bind &s odurtdnee stobddt

i nput. . [ n .SS%Et %ws 318, .tge r%se‘ul ts%tjrom.S- ?ox/i nverse S-box 316
passes tRFOUEH 12i6P¢2 | Thepsrampighsineidy hy e PSR (FIvrRLioR Fow of the 4 x
4 array dedidBribih)lant Wohet¥e 8S) a $sttfhdr ecei ved fromthe Sub Bytes stage are
shifted cyclically to the left. The nunber of places each byte is shifted

differs for esestonmiogiv 2Henay nclidamierp.opsiationd for Gl foHpwing2ges:Hdodkesul t s

f Shi 32 t bit- i . 1 f in_ whi h
col urm S REh 3R 4 Gray TS oL S Do B RS b SRERIAT TS DERl ofnary
Gal g0s Fie@drebd(tolay (R caltsing’y 32band aad fdunli iked3pmdul o x4 + 1 with a fixed
pol ynom al c&x) = 3x3 + x2 + x + 2. Alast aes round differs fromthe other

aes rounds i Anpheak tategrit heM23-BoinmuiSstatz) to o rreuhipgie 2 imaddeder t he
N o BEEHECR0 O ARSI SO SUTEH) O B pund ),
for thebiedse ORIto produce FaL8 iainpdremedidie vhlok!(sate)g aes instruction may be
I ssued to perhf] (t)}gemS- r(])?(/igl\?grrs]g S(-)t];oxafie 186,%?15::}5 %}e‘ctei oofr][ilis 128-bit intermediate value is
25  substituted with another byte value that may be stored and retrieved from a lookup
table also referred to as a substitution box or “S-Box”. The S-box takes some
number of input bits, m, and transforms them into some number of output bits, n and
is typically implemented as a lookup table. A fixed lookup table is typically used. This
operation provides non-linearity through the use of the inverse function over Galois Field
30 (GF)(2®. For example, the n-bit output may be found by selecting a row in the lookup
table using the outer two bits of the m-bit input, and selecting a column using the inner

bits of the m-bit input.
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15 AESDECRYPTRound xmmsrcdst xmm This exanple perforns a 128-bit AES
encrypt round operation with a key whose 20 expanded key is represented as
{RK[1], RK[2], ... RK[10]}. The round key may be generated by issuing a
AESPr evi ousRoundKey xnmmsrcl, 2 xnmmdst (inmediate) instruction prior to

i ssui ng the AESDECRYPTRound instruction. The round key nmay be | oaded
directly int OIntSIﬁftERloQ&lGISItahéeesﬁﬂtﬁfrbﬁfﬂrbbﬂMﬁzlersé Sdlacb@sl@qm&sﬂ&éu@lﬁabﬁy first
be stored in a register, (xrMm).in the reg1 ister fi then | oaded into
the bl oclknest ganstarmyingwljeh byiehin eraégff%wef e4x4amwéh12§ 'at 6116 yésH SR8y i s used

to encry, gﬂ:F a

interf aclggéclg%ﬁr%‘ﬁtﬂéérg %eggtlége I shg%r%%%lscﬁgy 3%%‘?3%1& ﬁge gﬁr?gerggi)‘&%t s, the
round kegachhyteomstpﬁécédhffers—ﬁoheacﬂqlryswpnlt}n:r4 xd apayf orm ng encryptl on/ decryption
for each rou t he coge. Tabl e r AES-128
encr ot on. 36 ikt B i e RO Rk SR apB ok ey drgual s BATE cor

RK[ O] Foindar frahsfoPmRK v{/}th Ta dﬁFc%Nﬁffﬁ Rowp QK@AV a&%’ﬂ%{a‘te@]lg treavdddda =
AESENCRYPTRound (STATE, RK[1]) End RK ESNext RoundKey (RK[9]) STATE

= AESENQRYRTIzg! Ret AinasT @ms RO (2 es theh mulhplsedenadrﬁb &, +tlhwith ound
o Bl A TS 0, R0 AR S LIRS B 5 0 e
rounds in that it omits Mix Columns 320.
10 Add Round Key 324 after the Mix Columns stage 320 performs an exclusive OR
function on the round key from the expanded key and the result of Shift Rows 318 or Mix
Columns 320 for the aes round.
For example, the following aes instruction may be issued to perform one round of
aes decryption:
15
AESDECRYPTRound xmmsrcdst xmm

This example performs a 128-bit AES encrypt round operation with a key whose
20  expanded key is represented as {RK[1], RK[2], ... RK[10]}. The round key may be
generated by issuing a AESPreviousRoundKey xmmsrcl, 2 xmm dst (immediate)
instruction prior to issuing the AESDECRYPTRound instruction. The round key may be
loaded directly into the block state 314 from Level 1 data cache 204 or may first be stored
in a register (xmm) in the register file 304 and then loaded into the block state 314 from
25  the register.

When a different key is used to encrypt/decrypt each block, for example, in the
case of a network interface controller (NIC) that is encypting/decrypting data packets, the
round key may computed on-the-fly prior to performing encryption/decryption for each
round as shown in the pseudo code below in Table 3 for AES-128 encryption:

30

RK[O] = Input Key
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key), that is, rounds 1-9 and round 10 (the |ast round). The set of
aes instructions that include single aes round instructions and single aes
round key generation instructions allows variants of AES with different
nunber of rounds and key schedules, that is, variants of AES not defined by
FI PS Publication 197. Thus, the 10single round aes instructions in the aes
instruction set provide flexibility in performng aes encryption and
decryption. As t he nunber of rounds perforned by the aes instruction
set is not fixed, 2hyTHunbwvsBdeck ounds, if required, may be perforned. For

exanpl e, the nunb ro aried to support future
encryption/decryp$$%§&gta§2§?1s Hﬁ@ﬁga standards for 15 hashing or MAC-i ng

attacks, or attacks on AES are introduced. Fig. 4 is a flow graph
illustrating the fl ow of an aes encrypt round instruction through the
execution unit 210F¥HGwh- n Fig. 3. At block 400, the execution unit 210

waits for an aes engg t:pg%?y%xhggﬁﬂdgg' ilffy an AES encrypt round
i nstruction has been ggcode by the fegtﬁa%%d]hecode.unit 206, 20
processi ng conti nueSTATEh=AISSKNGBXY PTRounat (STgyldedsk[ihg remai ns i n bl ock

400 wai ting for agEa s encrypt round instruction. At block 402, during the
i nstruction decod %§ the fetch and decode unit 206, an indication that

encryption is to Q§Kq¢0{eun§gq&§R§ggd@g&(mKFﬂ¢ control logic 322 and the
round key and 128-bit bl ock state (source) tor use in performng the

encryption round a¥yBATBadAESANERHE leastReuidor® Tuhl . REOLG]) om t he regi ster
file 304. Processing continues with block 404. At block 404, a substitution
operation is perforned on the 128-bit block state that 5is, the result from
bl ock 406 or 418. Each byte Tdbld he 128-bit block state is substituted with
anot her byte value that can be stored and retrieved froma | ookup table
also referred to as a substitution box or "S-Box". The S-box takes sone

number of i npypig example, the round key for the round is generated prior to performing
5  encryption using the round key for each of the 10 rounds in the key schedule (expanded
key), that is, rounds 1-9 and round 10 (the last round).

The set of aes instructions that include single aes round instructions and single aes
round key generation instructions allows variants of AES with different number of rounds
and key schedules, that is, variants of AES not defined by FIPS Publication 197. Thus, the

10 single round aes instructions in the aes instruction set provide flexibility in performing aes
encryption and decryption.

As the number of rounds performed by the aes instruction set is not fixed, any
numbers of rounds, if required, may be performed. For example, the number of rounds
may be varied to support future encryption/decryption standards if new standards for

15  hashing or MAC-ing attacks, or attacks on AES are introduced.

Fig. 4 is a flow graph illustrating the flow of an aes encrypt round instruction
through the execution unit 210 shown in Fig. 3.

At block 400, the execution unit 210 waits for an aes encrypt round instruction. If
an AES encrypt round instruction has been decoded by the fetch and decode unit 206,

20  processing continues with block 402. If not, processing remains in block 400 waiting for
an aes encrypt round instruction.

At block 402, during the instruction decode by the fetch and decode unit 206, an

indication that encryption is to be performed is stored in the control logic 322 and the
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bits, m and transfornms theminto sone nunber of output bits, n and is
typically inplenmented as a | ookup table. The result is stored as a 128-bit
bl ock state. 10Processing continues with bl ock 406. At bl ock 406, the
128-bit block state (4 x 4 array) passes through a bit-linear transformin
whi ch bytes in each row of the 4 x 4 array are shifted cyclically to the

| eft. Thﬁ)uﬁdlkb}eﬁn(i)DSpﬂ)labl@Sk staeh(styte beusehhbéxé@kndhg frerencfyptioeaaidragsv i n t he
4 x 4 array. Processi ntq continues with block 408. 15At, bl ock 408, the

128- bi t loperekiniorige exqoulign unig? Hhlrpmphs sessterriie agh Rrogessingjcqaanues Wi or m i n
whi ch ea{%lg oy of the 4 x 4 array (state) is treated as a pol ynomi al
over 5; and is then multiplied nmodulo x4 + 1 with a fixed pol ynom al
c(x) 3x3 + ARbleckk464,2 subtont@ssipetatioons pearfesicdion fthdo] 28chit BIOK state that At

bl ock 410, ane Ius ve fu t| n is for e round ke omt he
20 egpanlaet&ekeéi} g plpek %E@Eﬁ&% agh; bfyfep 1%%331681%?>§ta&llst1§ﬂ]?§“§1§?fifor t he
aes roungith Bhoges §&ﬂé%a¢@ﬂﬂaﬂé‘@r§bé"&tb%ﬂrﬂﬁlétﬁé\%d from a lo@kulp{a%@é(alééz the
result of the encryption operation for the round (128-bit block state) is

stored iteferhal wosrcaibdastiondtoxon Sefpst el h@§2bdntakbesanegnsmeer 61 inguBo4.

Proce55|n for the ags e Pk |nstruct ete. ,25Tabl ¢ 4 bel ow
chows arb B ahrd (G RS EGH Rbro PR b Bl Ws5h Bnd 5 BRI G g a
128- bi t 1krﬁjlelﬁent%db3%15d)ltuﬂ3ﬂabﬁ’k Thiwrkuidfid abrexacdit 20Bitdlodkhga@seudo code
shown in Table 3. 128-bit | nput:00112233445566778899%aabbccddeef f

( Hexl&de cRresesimBoaomgingps Wikdyb1oe04@2030405060708090a0b0c0d0e0f ( Hexadeci nal )
128-bit Resul £ 3649008021 504A0dRadRiB0r PRAEROM LR ARRER TRl Al © 4
| | ow an aes

Fig. 5is a flow 'ustratin ncry ast round
instr ucttramlsfohrﬂnrmu\ginchﬂf;eesaneamh ro&noﬁxhen X241ﬁ‘r@hHWBhllﬁBd Ey(gwaBy to the left. At bl ock

AS encr YBunISE OF BAFD S PHGE TR HIL ChuBheHBaBuAaTy* ¥ R8T ch and decode
uni t 206p,aREA6 BSHiMEs Gt QuemswW th bl ock 502. If not, processing remains
in block 500 waiting for an aes i1 nstruction.
15 At block 408, the 128-bit block state (4 x 4 array) passes through a bit-linear
transform in which each column of the 4 x 4 array (state) is treated as a polynomial over
GF(2%) and is then multiplied modulo x* + 1 with a fixed polynomial ¢(x) = 3+ X+ x +
2. Processing continues with block 410.
At block 410, an exclusive OR function is performed on the round key from the
20 expanded key and the result of Shift Rows 318 or Mix Columns 320 for the aes round.
Processing continues with block 412.
At block 412, the result of the encryption operation for the round (128-bit block
state) is stored in the source/destination register 302 in the register file 304. Processing for
the aes encrypt instruction is complete.

25 Table 4 below shows an example of the result of performing AES-128 encryption

using a 128-bit key on a 128-bit block input after execution of the pseudo code shown in

Table 3.
128-bit Input: 00112233445566778899%aabbccddeeff (Hexadecimal)
30 128-bit Key: 000102030405060708090a0b0c0d0e0f (Hexadecimal)
128-bit Result: 69c4e0d86a7b0430d8cdb78070b4cS55a (Hexadecimal)

Table 4
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At bl ock 502, an S-box | ookup is perforned for the last round in a simlar
manner to the S-box | ookup discussed in conjunction with block 404 (Fig.

4) . Processing continues with block 504. 10At bl ock 504, a shift rows
operation is performed for the last round in a simlar manner to that

di scussed in conjunction with the other rounds in block 406 (Fig. 4).
Processi ng corigi fisesflow igraphlibadtralif@the flow of an acAendlypellistaOnd @amrexiohusi ve OR
function is performed on the round key fromthe expanded key and the result
of Shiftt theygxegption Wit shawnanfig 8r t he aes round. 15Processi ng

continues with 1%89 50@,% executgm v@ﬁits%?%aé%ﬁyrggpﬁstrrgﬁﬁﬁ fnsf?lflctfog? IEAET ypt I on

| ast round operation I's stored in the source/destination register 306 in
t he regi AEBrnényptdagd@dundinstaesioh hgs baen debaleddy thaftehumidi denodesuniilfigl, et e.

Fig. 6 is a flow graph illustrati the flow of an a e t. .round
i nst éuct?rBWS%gfﬁ&%ﬁﬁwﬂth@TMét irfgﬁ*PtuE‘fP?esé‘fé r%‘ﬂ%}%lqe@"?ﬂi W@aﬂmg of At

bl ock 600, 5k AREXEGUL 1 on waits for an aes decrypt round instruction. If an
AES decrypt round instruction has been decoded by the fetch and decode unit
206, processihighlodn?iZhaeS-wixtlhoksipds ked@meditbr thotlast prundés ¢ isimglar emeaingis i n

dur  ng_ tAATee? Sk P RuBER " Rlof SEBb R ALERET pioeSid, an *

i ndi cat i @atihatwith sleex ypt. round is to be perforned is stored in the contro
| ogi ¢ 322 and the round key and source (128-bit block state) for use in

per flr mi ng t hat kledsy S45 asbifirewaoperabiar sdoeriormed f thedastupnyhingiipilan o from
the regi r..fi 4 I ] j i oy t block 604,
t he opefg%?gﬁ&y%%ﬁggggfﬁég%gﬂﬁégﬁﬂggﬂg%gﬁgﬁ?W%#@ﬂﬁ%@?éﬁ%@%gﬁgp ration is
per f or metocsingeodt@frebirithbl@kkS0st at e by perform ng an inverse s-box | ookup

as defined by the AES standard. Processi.n ontinues with black 606.
At bl ock _aoa,/_*fa'ﬂoq% GRIEA @%ﬂ%ﬁ@ﬂagwﬁme& Bt Eriacs Sotefened by
FI PS publhgafel @By él?cf? the FEQHETHHIIRE AR B! @H?Mi?‘dﬁﬁhﬂ?ﬁs‘)ﬁf) BPfe aes roundAt bl ock

608, an i1 nhverse shitt rows operation is performed as defined by FIPS
publliScatRrocesdifg comueewghmipckdBi nues with bl ock 610. 5At bl ock 610, an

exclusive OR [unct) Q& 12 BEA F PG beionTad SR o5&¥atibh UGG in the
source/destination register 306 in the register file 304. Processing for the aes instruction is
complete.

Fig. 6 is a flow graph illustrating the flow of an aes decrypt round instruction

20 through the execution unit 210 shown in Fig. 3.

At block 600, the execution waits for an aes decrypt round instruction. If an AES
decrypt round instruction has been decoded by the fetch and decode unit 206, processing
continues with block 602. If not, processing remains in block 600 waiting for an aes
decrypt round instruction.

25 At block 602, during the instruction decode by the fetch and decode unit 206, an
indication that a decrypt round is to be performed is stored in the control logic 322 and the
round key and source (128-bit block state) for use in performing the decrypt round are
loaded into the execution unit 210 from the register file 304. Processing continues with
block 604.

30 At block 604, the operation to be performed is decryption. A substitution
operation is performed on the 128-bit block state by performing an inverse s-box lookup

as defined by the AES standard. Processing continues with block 606.
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expanded key and the result of Shift Rows 318 or M x Columms 320 for the
aes round. Processing continues with bl ock 612. At bl ock 612, the
result of the decryption operation for the round (128-bit block state) is
stored in the source/destination register 302 in the register file 304.

Processing for 10the aes decrypt round instruction is conplete. Fi g.
7 is a flow gaablock b0a)sih idtersrGhithvis opetadion adpafsmede as YefinelastFIPOuUNnd
instructiaon through the execution unjt 210 shown in Fig. 3. At bl ock
700, t hePwblisetinn K. hipgessing cominues weh blask 08 decr ypt last round

i nstructi on. dA’f bIdlk @t%?aﬁ?r?\flegs%sgifﬁ?otwsr@‘é%oh’i‘éﬁerrfb%le&’ﬁs Hét?:ﬁﬁg;??é gcoded by

the fetch and decode uni processi ng continues w 702. |If

not, promddisation 9 mdirosessing bbramkey @h Wwiickion§. f or an aes decrypt | ast round

i nstruction. A];q bl ock 702, a substitution Oc?etilati 0 erfornmed on
ReksP LY, g

the £28-bit biAbR! @0 £371U31KS ORAUPCHB i gegrmssy ﬁf‘?ﬂjﬂé‘iﬁ?if f€e s- box

| ookup agdedddn@y By el BRUPSIHHi G RWAB 13 DF MIRI(QERAL ST P el AbRSunW th bl ock
704. 20At bl ock 704, an inverse shift rows operation is perforned for the

| ast r ouPrdcessingebntmas bythFHIGE @bl i cati on 197. Processing continues with

bl ock 706. K | usi function i d h
round key. 1 r ot PR 6 Bcrstcel PRARE T e B AP By

Col utms 3240) it Qforddia tReSour @ddtindtioRGeSSteNY T Dht fepaseriilé B! PkesétB. fo2 SAL
bl ock 708, the result of the decrypt |last round operation is stored in the

sourl@e/ dBe eesrriecryph reuadiisttdiectigns compidie register file 304. Processing for
the aes decry, t I: i i onpl gﬁggj nt, the
bl ocks in theﬁ% %&gar%%ﬁgp%P IIE?S%I%H% I}l%nmé}ﬁ%fe: Hﬂ%l%égr Rﬂtlggqggmgi ar él%re state
machi ne theggk fteexietutidnamep@Owhben infigt 3210. I n 30 anot her enbodi nent

portions of the bl o&ks may be. inplenented as a m cro-programihat yay be

stored i n Readt BAsk, 7§k thsrsrepysonunsti 0 wts ferdibass JeryPs IAsWATRhing ook s

are i npl @R ARMRR R 1APFIRA LR USRS LhTBE @@coa@&gfﬂfe%@ﬁxn@aga@dsﬁnﬁi gher
per f or mance. Fig. 8 illustrates an enbodi nent of an aes round

i nstibuct3enpracedsingroopdings avithyitleck T Ifngt, pecese emageneblrck 700 wadingeys and
o Tabl donin eyl T HRRLL ruct i on (s provided to performihe
L gp ]9; Ir (r)rg 3 of AtWodernd, Bstbsteitionndpeition INRerRAkH 61 kidy 158UBIEbloek sta Be
the last round by performing an inverse s-box lookup as defined by FIPS publication 197.
Processing continues with block 704.
20 At block 704, an inverse shift rows operation is performed for the last round as
defined by FIPS publication 197. Processing continues with block 706.
At block 706, an exclusive OR function is performed on the round key from the
expanded key and the result of Shift Rows 318 or Mix Columns 320 for the aes round.
Processing continues with block 708.
25 At block 708, the result of the decrypt last round operation is stored in the
source/destination register 306 in the register file 304. Processing for the aes decrypt last
round instruction is complete.
In one embodiment, the blocks in the flowgraphs of Figs 4-7 may be
implemented as a hardware state machine sequence in the execution unit 210. In
30  another embodiment portions of the blocks may be implemented as a micro-program
that may be stored in Read Only Memory (ROM) 214. The embodiment in which the

blocks are implemented as a hardware state machine sequence may provide higher

performance.
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5by the single aes instruction is encoded in bits in the inmedi ate byte
(key_select nodifier). The immedi ate byte allows the aes round instruction
to be expanded to add new features instead of creating a plurality of new
instructions with each instruction having a uni que operation code. The aes
round instruction may be defined synbolically as follows: 10 dest : =
aes_key_roundFigs®illeeates sembeditent dey aseteat imbndcfiorewith immedibebyte

aes_key round jnstruction is issued to a_particular execution ynit 210
based onthBoPeY RRiHsE o geneste spunddereridpeHosn SAESPEAR AYpECCEYPtPac AYitad

oper ati og t; ' : gy&@ i i b &idahe i t ed
executidﬁwgég?lggpﬁgﬁggﬁgégﬁgéﬁgagﬁgiiﬁggan. ﬁeué;ecﬁ%ﬁoﬁﬂﬁ%F%qglo IS

di vi ded penfoomrthnfunptomal dfehe gontsrucsapstt- $babatipulatHometiar to tegterfaltheport s are
equal_. So ports have specialized.resources such as a |large integer
nultﬁplﬁ@g%eéF@FVﬁ§PFHBQ ﬁFnﬁﬁng$gﬁ%V”:?”HPV§@§§WKSianer_and nor e
common i ey Isdleki b RAFE NTIRSinAakHidth Bte 2HURE FRGIC, PoUnaNAstRXGbNE e OR are
supported on multiple ports for maxi mum 20performance. Thus for each

i nst r uctéxpandsd teradd pew Peateres mstead eEcreatongrit plotalifyoefi nevdiestenetione svithieeclport t o
whi ch ta ugﬁ%enéhe nicro-gpegaﬁéon/énstruction. In this enbodi nent, the aes
i nst ructTORG'E PWB%@UP§QUQB]? %89 "nunber 4. However, in other

embodi ment s oftheles BOUNd iRUAREHS iR be RefikeEdmysstaly asfalléws:Fi g. 8, the dest
stores 128 bits of expanded key tor round N, source2 25stores 128 bits of
expdfded key for round N-1, and sourcel stores 128 bits of expanded key for
round N-2. T ey, C if] J aVidichimedigi.e val ue used to
provi de currgﬁ?ﬁr5ﬁ%§£ﬁungg?e%kk§§ﬁ#§g%?}gﬁQg k%perg??%n (encrypt/ decrypt)
and AES key size. For AES-128, sourcel is not needed and is ignored. The
execution unit is AES unit.and no flags, (integer or floatin int) are
used. 30In o_r{@leé%éwn@ﬁfl@ insHuctgRis ERBRHR AR X Bion ot DBpsa cant
bits of g B &lder t\biae%rmaﬁlm Enci IRt of QLRFptUpRREbN. TiPfhe @XARnFont@ T ouNd
nunmber from1 - 10 for AES-128, a round nunber from1 - 12 for AES-192 and
a rdand shawbgporf monbe 4-ig thefdssigniisd 258 utifi porAES-thQ 8 E§duridsireaiiod. Aimber 0

is not valid. bec .the.first round s _the unnmpdified input . For
ABs. 256 St naS &Tided b gy RS R G RN e st « ot
key i's ywped afcdquihesdnd Sdrtsthate §pdRidlizE@HRES ces such as a large integer multiplier,

or floating-point multiplier or divider. Simpler and more common instructions such as

addition, subtraction and exclusive OR are supported on multiple ports for maximum

20  performance. Thus for each instruction or micro-operation, issue control logic determines
the port to which to issue the micro-operation/instruction. In this embodiment, the aes
instruction is always issued to port number 4. However, in other embodiments other port
numbers may be used.

Referring to Fig. 8, the dest stores 128 bits of expanded key for round N, source2

25  stores 128 bits of expanded key for round N-1, and sourcel stores 128 bits of expanded
key for round N-2. The key_select_modifier is an 8-bit immediate value used to provide
current round number (N), direction of operation (encrypt/ decrypt) and AES key size.
For AES-128, sourcel is not needed and is ignored. The execution unit is AES unit and
no flags (integer or floating point) are used.

30 In one embodiment, the bit encoding of the four least significant bits of the
immediate value indicate the round number, for example, a round number from 1 — 10 for
AES-128, a round number from 1 — 12 for AES-192 and a round number from 2 -14 for
AES 256. For AES-128 and 192 round number 0 is not valid because the first round uses
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Bit 4 of the immedi ate byte indicates the direction of operation
(encryption or decryption), for exanple, in one enbodi nent O=encrypt, and
l=decrypt and in another 5 enbodi nent l1=encrypt, and O=decrypt. Bits 5 and
6 of the i mediate byte indicate the AES key size. In one enbodi nent the
AES key size is defined as shown in Table 5 below Bits[6:5] Key Size 00128
1001192 ﬂa@&ﬁﬁloﬂlﬂfﬁdﬁ@m&dy TEM&ES—%S round nuhtbeas ikl aiemoodaliceaxtthe bits [ 6: 5]
having a value of 11 is also, an |nd|<%éor for a 128-bit key size. In this
enbodi nepmodfied 330 blésn%lf keyy is dispdston thefigt 3, 528-Bit s0idfmy be par sed. I t

w il be apparﬁgq A)Itf‘i’het %PQ[E bgfeqh&@ﬁ%s &l%ld IJecﬁd?l(; %ﬂﬁ% %ﬁnﬁfﬁhgﬁjl -

i nvol ved in nent s present i1 nvention

conput er dq@rmloa)nfan odmple, ADonchatbddiobntdesnaypto agplit ﬂfecu@abﬂlcémrm]dthfcm For
exa sSu conput er usable nmedjum may cansi.st of a read.only nenory
v Be. anbtbagnc Shira e B AR B PO B Fr psenp Grakcgs the
convent i An8lkeRM: dﬁi’d)rfeee‘inbdél'im@ntcfﬁ’c{TREtsq(r dizé lfseaéfﬁled havioeh id GO baLw:
readabl e program code stored thereon. v% nbodi ments of the invention

have been partlcularly shown and descrlbed 25 with references to

enbodi nents t her eof 5% be understoodgéy hose skilled in the art that
various changes in forﬁ?%ﬁ éetails may be 98"t her ei n wi t hout departing
fromthe scope of enbodigrents of the inventixgn enconpassed by the appended
clainms. CLAIMS 1. An paratus conprising: 5a key schedul er, the key
scheldul er to generate d? kound key for an ae¥? ound

256
11 Reserved

Table 5
15
In another embodiment, bits [6:5] having a value of 11 is also an indicator for a
128-bit key size. In this embodiment, all values of bits [6:5] are valid and may be parsed.
It will be apparent to those of ordinary skill in the art that methods involved in
embodiments of the present invention may be embodied in a computer program product
20  that includes a computer usable medium. For example, such a computer usable medium
may consist of a read only memory device, such as a Compact Disk Read Only Memory
(CD ROM) disk or conventional ROM devices, or a computer diskette, having a computer
readable program code stored thereon.
While embodiments of the invention have been particularly shown and described
25  with references to embodiments thereof, it will be understood by those skilled in the art
that various changes in form and details may be made therein without departing from the

scope of embodiments of the invention encompassed by the appended claims.
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associated wth an aes round key operation based on a received key and

aes round logic to performone of a plurality of aes round operations to
conpute a result of an aes operation on an input to the aes round and the
round key for the aes round to provide a next input to a next aes round or
the result of the aes 10operation. 2. The apparatus of claim1l, wherein the
round key is stored in a data cache. 3. The apparatus of claim2, wherein
the key scheduler to pre-conmpute all_round keys 15for the aes operation and
to store all round keys in the dat aCtAdMS prior to starting the aes
operation and the aes round logic to performeach aes round operation using
the pre-conputed round keys stored in the data cache. 4. The apparatus of

cl ai m 2, 1.wher &h ap@anataesommiriok:oper ati on t o cause the execution 20unit to:

ot 1, el U o T Lo 4R Lo e L gy che
a substituti ofsQRAERHItRAn a@iro%ﬁ&lﬁe}bdﬁ&atﬁdh BR& binh BIRRLH &ELaN@l ue based on

val ues stored in a | ookup table; 25pass results of the substitution
operation through as mv:ndl lpgie 4o pd:rrffernsér@rcrﬁami'anallb’mffaﬁsrmmd@pﬁnatlomﬁeto

i nternedi ate vaIu %’F %pa atﬁs of clai nh)f ! @ g a%sm{ und
operation forngWJW%g?u Pk S(@uﬁ'gnoﬁang%% Qe ﬁ5°8§ &Ut 'SR %1 o
30perform an fRXfHewss ¥RNPd HreRe LRKE HpuOd Oiext A& rothlibr th@retshn ofig® depund and
the round key for the aes round to produce an internediate val ue;

perfl tii a swWssioputi on operation for each byte in the internediate val ue
based on values stored in a | ookup table;

2. The apparatus of claim 1, wherein the round key is stored in a data cache.
3. The apparatus of claim 2, wherein the key scheduler to pre-compute all round keys
15 for the aes operation and to store all round keys in the data cache prior to starting

the aes operation and the aes round logic to perform each aes round operation

using the pre-computed round keys stored in the data cache.

4. The apparatus of claim 2, wherein an aes round operation to cause the execution
20 unit to:
perform an exclusive OR (XOR) operation on an input to the round and the
round key for the aes round to produce an intermediate value;
perform a substitution operation for each byte in the intermediate value
based on values stored in a lookup table; and
25 pass results of the substitution operation through a bit-linear transform that

shifts rows in the intermediate value.

5. The apparatus of claim 1, wherein an aes round operation for a number of aes
rounds -1 to cause the execution unit to:
30 perform an exclusive OR (XOR) operation on the input to the aes round
and the round key for the aes round to produce an intermediate value;
perform a substitution operation for each byte in the intermediate value

based on values stored in a lookup table;
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pass results of the substitution operation through a bit-linear transform
that shifts rows in the internedi ate val ue; and pass results of the
substitution operation through bit linear transformthat m xes columms in
the internediate value. 5 6. The apparatus of claimb5, wherein an aes round
operation for a last round to cause the execution unit to: perform an
excl usi ve OR ( XOR) paspedsalis ofthe Butgtititiopwpetadoi theovghunsit-tinchrithasfoatnicht key f or
the aes round to produce an internmedi ate val ue; 10perform a substitution
operation f orShelgIwsyh ghe igtepmedipigiatusetfidat e val ue based on val ues stored in
a |l ookup table; a i : tal:f ot i.oN

t hrough a bit-|inggﬁsF?g%%@@?ﬁf@ﬁgﬁhﬁﬁP?%Ehgﬁag&?%”?ﬂgk?ﬁﬁggﬁe |§?g val ue.
157. The apparmaixes colunmis an thelintewhahisge malube result is an encrypted val ue. 8.
The gpparatus of claim1, wherein the result is a decrypted value. 9. The
apparatus of claim1l1l, wherein the key and the input for the first aes round
are 20st@red Ry #HpaR@sIrRlaihl 3, Shekbh an A& r8RRASREMDNADr £1281 HuRd 10iREE! N t he
register file includes a plurality of 128-bit registers. 2511. A nmet hod
conprising: theexeqydiperniting a round key for an aes round associated with

an aes round key operation based ceived key:. er f,or m ng
the aes round oper eI S e n sl oFORTAEED fiiiaruiia e BRbIRey 1or
the aes roundobfd REPIG t s R th PRIduct On midiixtiadedliQund or the result
30of the aes operation. o ) ] ) )
10 perform a substitution operation for each byte in the intermediate value
based on values stored in a lookup table; and
pass results of the substitution operation through a bit-linear transform that

shifts rows in the intermediate value.

5 7. The apparatus of claim 1, wherein the result is an encrypted value.

8. The apparatus of claim 1, wherein the result is a decrypted value.

9. The apparatus of claim 1, wherein the key and the input for the first aes round are
20 stored in a register file.

10.  The apparatus of claim 9, wherein the register file includes a plurality of 128-bit

registers.

25 11 A method comprising:
generating a round key for an aes round associated with an aes round key
operation based on a received key;
performing the aes round operation on an input to the aes round and the
round key for the aes round to provide a next input to a next aes round or the result

30 of the aes operation.

12. The method of claim 11, further comprising:

storing the generated round key in a data cache
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12. The nethod of claim 11, further conprising: storing the generated round
key in a data cache 13. The nethod of claim 11, wherein generating the
round key further conprising: pre-conputing all round keys for the aes
operation; storing all round keys in the data cache prior to starting the
aes operation; 5and perform ng each aes round operation using the
pre-conput ed round keys stored in the data cache. 14. The nethod of claim

13, wherein performng.the aes round operation conprises: 10perform ng an
excl usi vB-OR Themythep Of glaira A L opheipim;gsperatingthe peundoiry dUdher comprisignd key for
the aes round to p -Hﬁ@o it EhEd At MabiEperation: Performng a
substitution opera??gn 3?ﬂgékﬁggyte§?n tﬁe %ﬁ?gﬁ%gaiate val ue based on

val ues stored in astbudalprduath keys iartk data cache prior to startipgwiaeg op@stiudt;s of t he
substi tution operation through a bit-linear transform 15that shifts rows in
t he int er medi val ue. 15. The nethod of claim 11, wherein performng the

aes round oper at i ofbrfRhidd @ chHENBIn@bpdrMtHiSsink G0 PREEGESitePRIUhAKBINT an
exclusive OR (XOR) operation on the input to the aes round 20and the round

key for the aseredouihd da qacloiuce an i nternedi ate val ue; performing a
substitution operation for each byte in the internedi ate val ue based on
val ues stored in a | ookup table;

14.  The method of claim 13, wherein performing the aes round operation comprises:

10 performing an exclusive OR (XOR) operation on an input to the round and
the round key for the aes round to produce an intermediate value;
performing a substitution operation for each byte in the intermediate value

based on values stored in a lookup table; and

passing results of the substitution operation through a bit-linear transform

15 that shifts rows in the intermediate value.

15.  The method of claim 11, wherein performing the aes round operation for the
number of rounds-1 comprises:
performing an exclusive OR (XOR) operation on the input to the aes round
20 and the round key for the aes round to produce an intermediate value;
performing a substitution operation for each byte in the intermediate value
based on values stored in a lookup table;
passing results of the substitution operation through a bit-linear transform
that shifts rows in the intermediate value; and
25 passing results of the substitution operation through bit linear transform

that mixes columns in the intermediate value.

16.  The method of claim 14, wherein performing the aes round operation for a last aes
round comprises:
30 performing an exclusive OR (XOR) operation on an input to the round and
the round key for the aes round to produce an intermediate value;
performing a substitution operation for each byte in the intermediate value

based on values stored in a lookup table; and
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passing results of the substitution operation through a bit-Iinear
transformthat shifts rows in the internedi ate val ue; and 25passing results
of the substitution operation through bit Iinear transformthat m xes
colums in the intermedi ate value. 16. The nethod of claim 14, wherein
perform ng the aes round operation for a |ast aes round conpri ses:
30perform ng an exgissiag vsulbRof tKORIbstipgioatopormtiomn thaougd ngpbit-libeartthasfoand and
the round key for the aes rqund tQ produce an internediate val ue;
perforning a ®abiftsiorsdnthsgalespsdiperaiieeach byte in the internediate val ue
based on values stored in a | ookup table; and passing results of
the substitution operation through a bit-linear transformthat shifts rows
i n the il er nElh mtthod af cleim Thewhaet¢ih ok @fultisanmndyptedhehei n the result is an
encrypted value. The method of claim 11, wherein the result is a decrypted
val ug. The nethod of claim1l, wherein the key and the input for a first

aes roungg ar erigd QE@Ed biclint 91 WheRinfihd Rsulfl R JWBEPRA Wlucc! @i m 20, wherein
the register file includes a plurality of 128-bi't registers. An article

i ncludi ng a machi ne-accessi bl e medi um havi ng associ ated i nformation,

Goncrati b a TR e S BREER ey aBRhs Rpltiofe PRI ubEhna ke

oper ati on basgste@mh @rdeitifned key; and perform ng the aes round
operation on an input to the aes round and the round key for the aes round
to pPovide a next input to a next aes round or the resuit of the aes

operati ofd. Thﬂ\e%éth&li &t 8£1n¥ b@'v@e@é’m tﬁe%gﬁ% ﬁ’fe%l?l‘hhéé e{lglhrality of 128-bit

registers.

21.  Anarticle including a machine-accessible medium having associated information,
15 wherein the information, when accessed, results in a machine performing:
generating a round key for an aes round associated with an aes round key
operation based on a received key; and
performing the aes round operation on an input to the aes round and the
round key for the aes round to provide a next input to a next aes round or the result

20 of the aes operation.

22.  The article of claim 21, further comprising:

storing the generated round key in a data cache

25 23.  The article of claim 21, wherein if the number of aes rounds is equal to 1, prior to
performing the sequence of aes round operations, loading a pre-computed round

key for the aes round based on the key.

24, A system comprising:
30 a dynamic random access memory to store data and instructions; and
a processor coupled to said memory to execute the instructions, the

processor comprising:

22



storing the generated round key in a data cache The article of claim 21,
wherein if the nunber of aes rounds is equal to 1, prior to performng the
sequence of aes round operations, |oading a pre-conputed round key for the
aes round based on the key. A system conprising: a dynam c random access
menory to store data and instructions; and a processor coupled to
said nmenory to exegkédyeschbdulémgicrkee istlmdaler thgenpravcesamnd kep figpransiesn gpund a
key schedul er, the key schedul er . to generate round, k for an aes round
associ at ed wi $BoGHed ¥athay sgyrey k@b@?%‘??ﬁb%ﬁg%aéﬁ‘?e&’eg&& dd key; and
aes Tound 10gi ¢ t 0,0 BLRAS plifordh M1 Jikkliff of2RS rdBHUeRBBRAL! ONS L0
conpute a result J% an aes opePatlon on an 1 nput to the aes round and the
round key 5f otonifhee aesult ofiadadsmperatieh de aa imen to thapes rauod and ghetroamkkayound or

the result of _the aes operation. 25.The system of claim 24 rein the
Found Key i 5 Bt it fotn] oo AL hut B Advbegy bRt ot st 9F Sainer ei n
the key schedyegfiicho pre-conpute all round keys for the aes operation and

to store all round keys in the data cache prior to starting the aes
operation and the aes round logic to performeach aes round operation using

the pr €50 rrpuf‘l(laedsyrst%ynno c ael%széf tvv reree(iin i rglrllr?d lgea)l/tig 'sto%‘esd in a data cache.
10 26.  The system of claim 24, wherein the key scheduler to pre-compute all round keys
for the aes operation and to store all round keys in the data cache prior to starting
the aes operation and the aes round logic to perform each aes round operation

using the pre-computed round keys stored in the data.
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