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A METHOD AND APPARATUS FOR VERI FYI NG A PERSON S
| DENTI TY OR ENTI TLEMENT USI NG ONE- TI ME TRANSACTI ON

WEBEScBiel d of the I nvention The present i nvePtT/GB2006/050422

relates to a nmethod and apparatus for verifying a
person's identity or a person.s entitlenent, e.g. to
access prenises or to obtain certain services.
Background to the Invention Credit card fraud

Ayl rpemmnam&parusmawmrme ARERSONSS IREATITY OR
B oo entNHTEERENT PRIRCCOREATIRE, TRURSARINB RODES®

problemvvlt Intro I on
FETIGIMIthgllnselhlwnthl s does not address the prob | em of
"Card_pot present' fraud which is on the increase as

nor e EB%W@S%M@VWMW f?éat@ﬁéalaf methed Wgﬁ%@t%rfor verifying a
EHFs%hasﬂ%ieﬁﬁtg/dér Q%Pﬁn@@ﬁ%mgh{r TegfrtHDJc%esg"'g)?f%}nFs'ég or to obtain
f co ar

reval ence uter viruses and in parti
tataipsesvicedi ch capture keystrokes (including credit

d | i tif t b Pl Ns"
B3Rho AR BT ya i or ot on and P S to an

unt r ugkedlt e8PRAUD EYme%r'rfﬂBlﬁibﬁf‘id Vetbﬂ@r@céﬁoecreﬁh%ard compa-
present invention provides a netho fraud can

biesraikec damhesgihcardecameanes 'heive- adc}'/f@ssed s gcoblem with the

RiCERRER 5" Sehiece” B ety Guils LA i RER et acdress the prob-

ot entCald hetesresant fidedonkidhtis ©ar theputzagees M€ Peddle make
and vehicle entry systens (including vehicle ignition
@w“ﬂerﬁr@@) CaWCE@%QSO%FPUVVB?W oeads By te'SEBQﬁ%or t

verif Fﬁﬂbéﬁﬁ‘orea V\Fvﬁvg g@%ﬁeﬁc%r oipéér%pﬁt Svir2ks! Ah W particular

ot her situation erson' s ement to
Seojansewhich oaemrerl@ystrbheslﬁq@uﬁln@ltﬁed 6 Batchame pessonal identifica-

di scl osed a m f or I acin

{05 Tl Ew 5 (EYNETY e diste et Adich it GuiiaTy 3Agh PN to an un-

frDQt'éUase'EBhﬁgé Qflsﬁ}ﬁé?@ht $y ek @leer ence to a personal

random y chosen pattern“and sequence of matrix pos i

ti onsTbuaipafeserl’ienmrmonrwgv@eeresmﬂtmad by adhich fraud staaess seduced

ﬁ{{on rsonab nt i ,[f i cation datalaccoun |
%HS § ras e ﬁ”s?%Prb%%‘?ﬁﬁ &S Vel g5 piavigingea genera

Hé%n's!iﬂrvaﬁdﬂﬂigtﬁirﬁebﬁeé%éht?@ﬂeﬁft@ﬁéﬁﬁ dat abase, and

the transaction specific code is created and then

ol aceBotantial aes inclide cradipeardapuichases insaRNiserAad vehicle entry
T8I (iuding vehicle ignition switching), bank customer verification, pass-

port verification, a replacement for passwords, or in any other situation where a
person’s ‘entitlement to service’ is required.

In US-B-6 246 769 there is disclosed a system for replacing PINs with a
transaction specific code which the user identifies from a matrix of symbols by
reference to a personal randomly chosen pattern and sequence of matrix posi-
tions which the user registers with a central database along with personal identi-
fication data/account data. When a transaction, for example, is to be made, the
user's pattern is retrieved from the database, and the transaction specific code
is created and then placed in a matrix in the pattern positions. The remaining
spaces are filled with symbols not used in the transaction specific code, to hide
the code, before the matrix is displayed to the user with a request to enter the
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spaces are filled with synbols not used in the
transaction specific code, to hide the code, before

WO bm7o0ea3ué X i s di splayed to the user with a r ePUBEEB2G06/050422

enter thesynbols occupying the user's personal pattern
positions. The term nal then gs tablishes that the
user has entered the correct fiidden code before

seeking a u thorisation of the transaction. many
symhalsi aesIPY ingi tgew@ééwrwm PAESITT BBSIHORD Tm,germlnal then es-

fJHIlQﬁéQ?Aatrtﬁé‘%ggfnaE 'ern?e e th{etcorr 't“hfo%%nt&?d e before seeking au-

ransm ssi on ore persona
fhmnsatldneof:’metﬂrahsad:ababase to the user term naI (ATM

for exanple), which is otentlalla/in %J
secont) PanySituARRRIPISITOCEsR IS Bades Qrﬁﬁ’osl%rﬁéﬁ'%@efeasons

Aré %hﬁlrégtﬁé‘ﬁaﬁ%ﬁ@s%n &‘%?%@?s s%re@@)%g%ﬂ?% ﬁ?H?ﬁﬁfrom the

con ectlon or t ration o the t ran

eénthadrdatabase thitle iuseuterotealt GOTN, farexsamupeprwhighkis potentially
fransacti gns, a i ul consi der abl Ccreas

kisBE0RS aparkefily the HRSGER RlliER 4theL Hid S805 gt Gata cals to
Meedertald databdse, bPYAE \/;@nﬁﬁ\@ow SN ABRYGH t%étduﬁﬁtlérpof the trans-
obtain authorisation for the transaction - Wwhi

petd. biny eitherr eass, rﬁ@stlﬁ@napgeptgbleafoblségp}ordqank transactlons as it

ol PabedereBi Fitietab s oS, FonPRabg hSRuPIEtT *ouopy ransac-

tidves pr@e@w balg.invdivéddetbrigh cohfreumicaiEs db‘@@d aam@nsatuon for
US-B-6 246 679 cannot be used for off-line
Ek’sﬁs’flr%'ﬂﬁsac’“@ﬂ no¥hile PessiRly inafeagipgdie figk ©ha QI%% OEFQF‘%%P’“O” se-

il @Wb éﬂﬁ'ﬁéﬁé@mn%’rﬁ@@%sﬁ éegqf Lirk8% &JH{WF)HQ%EH&M&&)‘?@% dura-

nt1on provides ‘a 1Sr Ver| erso
fioe of theytrarmsagtionsi ng storing a personal pattern of a

per S0 RaPOaiRhe e EF B OaaPaCT N WS BR BT SeRRGhRp used for

bSinB A dyRidhti dysferV€r dihée AtrbghirddS Q688Ss toMmer @dts isitred personal
subsequént verification process conprises the st eps

patterha) presenting to the person a challenge grid of

0 Lon ccupied. by a pseudo-random set of synbol s,
gHﬁ'ﬁbﬂg‘f ﬁEﬂb‘? ﬁﬁ'etrﬂ'é)%erson to identify a re sponse set

of symhelpresHit UMy nl redHES BSmiethddr &BatyiIRNEHedsdrils identity,
corresponding to the stored personal pattern,

EQBrigiNaPIonRg AcRgreARa Ratterndf 2 pember ohlqasogednca grid in as-

?@e@&?ﬁﬁtﬁ \;Jeer'?&?rieﬂ ﬁtﬁlﬁaﬁcﬁ}%%ﬁn%ﬂ % bge né%t ﬁsdﬁé Y& Pattern in

ern a |ca ion se
a verification process, wherein the subsequent verlflcatlon process comprises

the steps of:

(a) presenting to the person a challenge grid of locations occupied by a
pseudo-random set of symbols, and challenging the person to identify a re-
sponse set of symbols occupying locations in the challenge grid corresponding
to the stored personal pattern;

(b) receiving the response set in a verification device and generating
from the challenge grid and the stored pattern a verification set of symbols oc-
cupying locations in the challenge grid corresponding to the stored personal

pattern;
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| ocations in the challenge grid corresponding to the
stored personal pattern;(c) conparing the response set

wo@boogpedsad s with the verification set of synboPGT/GER@6/050422

(d) verifying the identity of the person if the

response set is the sane as the verification set.
Preferably, the registration Step conprises first

providing the person with a grid and inviting t

per soff)t@mBearitg the\sesransensst phsy@palsowithddat vefﬁ§atlon set of

g’t}ﬁ bl@vhbé‘t' on may be to select a pre-determ ned
rrB | ocations to formthe personal pattern, or

t o se(doterifyihghigd iderttitypaf ther persoarii theerespossy getils theesame as
g%ter_rip ned nunbers, for exanple 4, 5 or 6, or even to
&t Cﬁﬁorﬂrﬁﬁﬂr | ocations as the person feels able to

r e”e”P?éf?F 1y, %Hb%e%léﬂghﬁﬁ‘skééﬁc&nﬁgé\éﬂ@t ?%W&hg th8 p&Son with

aspect 0] e I nvention conpri ses
aqricland anvitg thes pem‘o’mseeleeit theopcarsonahpatd:ennomf locations. The

URGAD 510 st B S BB B B oLRRIORE 1o form tre
?é'ﬂs'@ﬂbl PafBrrE 0HP 1 &elechCq ABAHRI of Cpa%m effmﬁdcbrmeraf Sdveral pre-
he invention, step (a) conprises generating t

dﬁ@lrnnmgiemgnbars, forexasapletds P mhel OraeMen hOasﬁmttas Mgny docations

A€ e Bn B B RS TP DA E e BBRE SRl S iR rumoer.
aut hofi shé@spectitire inventidantie metiod eompases t:dilﬂmunicating the

chal | enge %rl d. Prefer ablty thi s enbodj nent conp
%pﬁ@sﬁrﬁe& 196t treRRATHPN AM hegiging; epmPHIAr ata é@?é'loﬁt r@n@pte from

B ison SRR EL RS oS TR 1956 4l o byt
and/ oA_ccdsr_ehrrgetosonetemnmmmtmf thehd:nuelmabh,es@p (gir)lcxd>mmmd>s gen-
Hiahe et 5B 4 U5ba il AR bfel e Bnorsing
é‘é‘rhbgfér%hége%’éﬁ)éét 86t SdyMibd| gl ﬁﬂ@hgé *yF’Ua&ddét%' éhabling

Identity data and the date and/or tine of
thenauthogsingecaapuiep se idrntifand secreaid e ohal@ng@og@d Preferably

t te th al | i d. Furt
b R Beh GrnRlife<. 0SR6M piRBMhaEin e byl Binal to generate
s9ssdoakao Mgt & §RRBORL &cdor@ifyt tdethcegenard/detime of day
and an additional identifier, for exanple at |east one

aadidgntity gigfa (Qr)th@ht@rmfr@hﬁgthrdﬁet Person fg/enstidelethe challenge
§fidt) afd REISAIBhgab AECRHRLdiAG WohidUEr at least the response set of

symbols and identity data, the authorising computer using the same algorithm
and said identity data and the date and/or time of day to generate the same
pseudo-random string of symbols, thereby to recreate the challenge grid.

Further security can be achieved in this method by using a second algo-
rithm to generate from the response set and an additional identifier, for example
at least one factor from:

() the transaction time and/or date;

i) a personal or account identifier;

(

(iiiy  aterminal identifier;

(iv)  apublic/private data key;
(

v)  the payment amount, in the case of a payment transaction; and
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(ii1) atermnal identifier; (iv) a public/private
data key; (v) the paynent anount, in the case of a

w@200me6334¢ r ansacti on; and- A- (vi) all or partPof/GBb®6/050422

payee account nunber; a token consisting of a string
of synbol s concealing the reggqnse set, and wherein
the step (c) conprises using the recreated chall enge
grid to gener ate the verification set, applying the
secontVal galt Pt RATt @S thRyPayRe AeRAWY neM3aict ors to

057 8B LSRR 4 DL SRl BBl BYloFgBonse et
gedevhareid thelstep (dooonplises usngithe teereated etialiemge gfid to gener-

36 DENETCRIPTA Sa BPPDEAGHTRAOcSHE 0BG U BRI G gtor or factors
tfd; ﬂ\@rﬁf}-ﬁg%k&?frBFTPtHeO\V@rifbéaﬁHﬁl%bt,%o‘é’teggbgcbﬁ?ﬁges comparing

m nal by a transaction authori'sing body’ or
theanesayeddokeruibrthe igegeadeg tnken. and stored in the

L Rekore R0yl PR B3abk 8 SRRRRSH uep (@ compries

hideRtHrhikbINg sElRctiRG imdt hedr tetmthat erBUifed ptmap%/ of challenge grids
algorithm-cal I% sel ected grid. In another enbodi nent
previqusly suepliachin ssidepseralermingbhiysadransgetion mwthayiging body or

| : . . . P . M
T e e Ay i LR e Sb o 308, AR Banemiting
wmaihe tiesaction rutiedrisyg dotnpaterahé irespanscheatisgidgataddyntifying to
or the transaction authorising conmputer and stored in
theeaytbpfsingicompudarcthe; sgerthereallyesseireted 98dder i ved from

the | rq j t: r ef At i
hen T o oSl o A 18058 B5hsodhornom
calbpseiseirgein andet ieemitadat stadfreferemmeepgpiot mt a ldrgeanatrix of sym-

L LT e Sob TR By 188kl autrorn oy
beta ’d’r‘é‘ﬁsaﬁztiﬁh%iﬂﬁ@ﬁﬁh@%gmwmnd)&&é@mpﬂ% ferARaR, %resenting a

llarge nmatrix of symbol's previously supplied to sai .
olallengergrichdéerived tom therigge miabix asing dhée siaryrefewgncerpoint, and

b T R 0RO Snd P BB R 4 B5Fo B Sl gt o
sefeelgointand then transmtting to the authorising

conputer the response set, and wherein in step (b) the
aut hol1 8ifdghenamiposimenipdf e inMentiaester gay Femarises algorithmi-

SEHESUGHIATY Bk a Bl 4 BEAUANBLIEHRD) LP/hEB rom o
large matrix of symbols previously supplied to said user terminal by a transac-
tion authorising body or the transaction authorising computer and stored in the
terminal, presenting a challenge grid of said selected symbols, and then trans-
mitting to the authorising computer the response set, and wherein in step (b) the
authorising computer applies the same algorithm to select from the large matrix
previously supplied the same symbols to reconstruct the challenge grid.

In another alternative embodiment of the invention, step (a) comprises
receiving in a user terminal a start reference point transmitted thereto by the
authorising computer, the start reference point indicating a position in a large
matrix of symbols previously supplied to said user terminal by an authorising

body or the authorising computer and stored in the terminal, presenting a chal-
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In anot her alternative enbodi mrent of the invention,
step (a) conprises receiving in a user termnal a

W@ e@rneided er ence point transmitted thereto by PEEGB2006/050422

aut hori sing conputer, the start reference point

indicating a position in a Iaége matri x of synbols

previously supplied to said uSer terninal by an

aut hori sing body or the authorisi ng@corrputer and

lengeaid derves frepiha dargegralsixmsingythe fatireterercepeiat, and then
' t ; ' [ art

80 B 1Mol QUtn0fSIHG cBRiLker 1R BEpd % ST

aut hon aistigl fodhgugmbotimeentesfitheSevertion, stepa(atdadnhprises retriev-

further enbodi ment of the invention, step (a

9 Qfms%QaF?iiaSrei %fvgri%'”ﬂPBﬁﬂﬁerHanaiﬁﬁsaéﬂ'&g”é’f‘% ggmputer an algo-

e e O e g R B 7P atabnsg, said gri

bavingd Unigsai idedtifiexbasd traswimittingi to thavauthousingicporputer the re-

e e S0 rsEReRtter S eten d Gt Nasine utaprising com-
?@l‘érﬂéﬂaﬁ@nﬁtﬁhg Q@éfﬁjé;jn?eiﬂér Meaha@@éﬁc%rﬂ@jafawg@q?%trieve the chal-

ransmtting the identifier to the independen
lgageigHise to retrieve the chal lenge grid. Access to a

conpu 0 r ' t..coul rQl .
sccor ERer 5 RrBEKL B Bt RRA 0@, SO R 610 gporaing
focthermethodrdfete Wividntianpl ural ity of synbols in
respective grid positions. In one enbodi nent, the , ,
i nvent N8Ry ibSeRresPirted dyth %rp“i"é%{t‘?ft%yrﬂ%}'ﬂri egpestve grid
ﬁésiii@ﬁé\/i ce entitlenent' which may (but is not
ecessarily a requirenent) be used in conjunction with
a devircené embaetimedt, the smentiehycamnyrisasda snetho@Ifdk identity verifi-
the like. I.n particul ar, the present ipvention nmay be,
Galan ph Sesfice BMTIPRNG MNCEMEhIRU G nat oGRSy & refdirement)
Bt Riseatin onfitddBAdLifY aREVeY fRRBLbMd 2BciNelyEBRY Eodes or PINs
7333.1 . The Crayner Gid is a device for the secure
et thealijee. ofn partioulant therpresenicionpniicremay e tsed meebacert with the
Vin f.iyst surfa a second nenber. hawi a o
SERUMR Jahchnelt e SUSRGBE TR AR RERd b et application No
aBosAabkgsriel ati ve to one another to a sel ected

position, the first surface having at |east one w ndow
t her efl Re Soay Ay Guig isagtevigefasdberf@cyig starage oé information and

¥Rbhkés tahfir%'t‘gﬁe%%r %%v,ngaﬁtfirgpgu%%oﬂv’segaﬂdtrﬂgmfbieF Having a
and"second surfaces are provided w grid mar ki ngs
sedandibiddcey the dirstnayd secodred hraniséd, being mdévextble relative to one
redeterm ne?l [ nézli cia on %he, secoqd , ,
nother to a selected position, the first surface having at least one window
therein so that parts of the second surface are visible through the at least one
window, and the first and second surfaces are provided with grid markings into
which a user may write indicia, such that predetermined indicia on the second
surface are only visible through the at least one window when the first and sec-
ond members are in the selected position. The device may be in the form of a
flat sleeve containing a slidable member marked with an empty grid pattern onto
which the user may enter one or more PIN codes or other security digits, letters
or both. When this is done, the user can fill the remaining grid positions with

random digits, letters etc. When the user wants to use a particular PIN code
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surface are only visible through the at |east one
wi ndow when the first and sec ond nenbers are in the

W@ ed0e061Bde posi ti on. The device may be in the fpemGBooans0422

flat sleeve containing a slidable nmenber nmarked with

an enpty grid pattern onto vvh'bqh the user may enter

one or nore PIN codes or othelr security digits,

| etters or both. Wien this is done, the user can fill

tsqy) hersienmayesrihg mesiker JAsidgi the Fle@ie s Hie desired code ap-

pFRisahant pgohe Rl Th Ekr KIGMS iy 158 B o2 1Y usor may

slagle viee @it in 4 Isecdess imagdocretend HimpekvehatrtheHstan polsition’ is to
Only the user knowi§I what that position is. The user
ﬁﬁ@/g'ﬁﬁ‘“?( ugRkioyiead the PIORYIGANS- way to remind hi msel f
what ;R ‘ot L?fﬁcﬁergfbggtt'hlg?thﬁ F?é Of ‘t’rﬁ@%r% tid}ﬁj”qﬁe(?élnté’nc(é)mpasses

read the proper code. be under stood that
0o iy regelatr grids"ag hdreihafieyi de&ambedpmﬁse@‘emceom the drawings,

e ri s as_herein ft scrlb d with reference
b lse il STaneR Tan B0 F lacifa: oo SxydnlshSEGRTS on the
+g?@ﬁtdogﬂf be h_*@br@éﬂtﬁd By dlfﬂ,fréht 8RS tolnea pigfurd, af@whél spacing
be represented by different elenments of a plcture and

ehene feeating refatiyadol astyethen doer 410t veeddo e Utorer eites in dis-
%‘?&gr}ﬁ ﬁtcﬁ%pe uni form either in distance or

ternatively, the invention may use

vi rt ualtegvatidslyh ehel irien@io g dhay @tsed\ﬂhuél @rids aeleon credlt or debit
ersonal |y |dent|f£|ng) card chip i.e. the virtual
&ﬁcahersp@réane%me@ Wﬂg d‘e’f‘tr‘a chipg: |- gaWeo\értgglpgrgégser@p(%sented by

[
ge rea aaihsan %{g{gs or y a egfgﬂgtggycargcfggre?égqlﬁgydewce'
Thésphumebe $e|a:dh abhanEEROBI dreby hatericatbd dardregadier dri d teddphone,
with a ca der r r. sui table el ectronic
ST a8 & Hebilg et e aghicl Minae TSRy er (Gager. or any other
Xuﬁéb#é“elé}!tﬂo@'ﬁ& dé’\ﬂcé herhteed;rﬁi%h#\ﬁ? altBavely H@}ﬁeﬁﬁgﬁ @kBal grids)

its own grid. The user's chosenh pat tern could
sedlwe tlgphenedAni-RBE roay deoeiape its ownegrighpllBe user's chosen pat-
|veI he | nven i ds, that are

L .
{reh SPRLLF Setunb SR G e S R g i T e
veri f Apatrizfivelfatiee wetBiRahapdisehgridks ﬁliatSarEeeQMéTaﬁad Butomati-
Q@E'ue regi stered pattern that the authenticator has

( p¥Ithe autheriratrronvithothenkerifiaatios adeily eemparieartie user's
Fr‘tr%'lpﬁggé ot?t?ﬁ:gebrgg@ﬁé Ee)fi Bétteer bt 8RE Mutfer cr\%llté:repﬁg N&curely en-

sen |nven ion reqU|res
pedéd ofdutthe nisecatopedit/dbloit carditisipiorther iekéiyt dreentitiement de-

\\;I(ce:(rel fication (e.g. credit/debit card conpany) is

The method of the present invention requires that the party (authentica-
tor) who is wishing to make the verification (e.g. credit/debit card company) is-
sues a challenge to the user (e.g. purchaser) for a set of numbers (authentica-
tion code) based on a grid that the authenticator generates or by a ‘grid refer-
ence’ specified by the authenticator.

The user then uses a grid of numbers which is also known by the authen-
ticator (e.g. Craymer Grid or an on-line grid presented on-screen which has

been generated by the authenticator) and picks a set of numbers according to a
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sues a challenge to the user (e.g. purchaser) for a
set of nunbers (authentica tion code) based on a grid

WO bav/06d3es aut henti cat or generates or by a ' griBCT/6Ber06/050422

ence' specified by the authenticator. The user then

uses a grid of nunbers whi ch_G'17§ al so known by the

aut henticator (e.g. Crayner id or an on-line grid

present ed on-screen which has been generated by the
pateran®’ ¢hepe) knawn pnbkby diwself gndnhisrritbeniicadPiaRg then com-

AR s RIlABSS HRRYB DLy bAmpe!  and ¢ he
ut henti cator an then com nuni cat e ‘hese nunbers
back 8Smmcehtheaautrenticatuiroalso Skinues the grid hentbecatand the user's

al so knows the gri d nunbers %nd the user's known

KRR $EEUEREE BAE RALFH SN @F9doPihlR thp SPAE s@feence and pat-
Eﬁeﬁ@y‘é@ﬂﬁ%b@ﬂg aRat ?rT AbtdM RS Far4 gobftlvé NeYifiERidH)

ave a pOSItI Verlfl tion. I nce
aut heStnoeatherau’r’a@/ntmtorf mayaaske‘qu ensmquande pmtdt patterofof numbers

f
BAERE AT iEridonn othd BRE°G B s SauSuir MR tipns ee likely
tbS%qLﬁrfeafHatfth@msér%'térf elodta Eiffeferited iy esTeRrR@Spbifdn. This will
This w | nean hat on Subsequent transactions a

meranevv@htoraaubﬁ_eque@atttama@m @i differant rasghentingtionTeade will be

BB, i B A BRI B85 Skl fy BERgar e
rder haacth émihesgicy ences to a set of numnbers” and

the like in clude synbols other than Arabic nuner
The vEMiK P@étr]d&ﬁs’[é?@dﬂ'&%t ﬁ%@feB@e%\FP 8l %%ttqfd‘rH”éb%févﬁB@ the like in-

GiRBEISSNe bl 381 AdaE nekpmRke an. ol ectroni c chip

I ncor I'nto a transaction or identification
car d. The aeriticaigprt devine mapbetaméletctrenlmde\nd:e earrigchby the user,

erification be an access control. conputer. .
K AT A SIEH08G BhIR BEPIRBTAHEadR b AHEANSAstas rdeRiication
t&qga piece of machinery or vehicle. The invention also
provides apparatus for use in verifying a person's
i dent Acgordutgnior org agpent af the inventesithe rvgrlbmilcm deviegywill be an

e iR e Bip iR RIB A Bliing ol iher igpation, or to

b fedeesiSRBCHinEBLAt Vehicleor presenting to the person a
challenge grid and an invitation to the person to

i dent Thg inventispalesePravides aPRafaiepdRsESSan WAIIMnENaI RersON's
f&‘éﬁH 'c'agn r%?nag{ n‘f%? s fr BBl lér‘?@%‘?orﬂ‘fg Eﬂentlflca’uon data for the
0 the pat tern,

corr $pon stored pérsona
person and a Ilnked pattern of locations on a grid, electronic means at the

person’s location for presenting to the person a challenge grid and an invitation
to the person to identify in response thereto a response set of symbols occupy-
ing locations in the challenge grid corresponding to the stored personal pattern,
and verification means for receiving from the person the response set, the veri-
fication means being arranged to generate from the challenge grid and the
stored pattern a verification set of symbols occupying locations in the challenge
grid corresponding to the stored personal pattern, to compare the response set
of symbols with the verification set of symbols, and to verify the identity of the
person if the response set is the same as the verification set.
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and verification neans for receiving fromthe person
the response set, the ve ri fication neans being

wa@eooanesds t 0 generate fromthe chall enge grid BemGBR®6/050422

stored pattern a verification set of synmbols occupying

| ocations in the chall enge g[gq corresponding to the

stored personal pattern, to conpare the response set

of synbols with the verification set of synbols, and

t o vefheyvariisatioRNpags gnay OIS @ Irﬂnsﬂ@tl%gym%@mg com-
é Sleri s the same as the verification set.The

eri'fi cati on neans nmay conprise a transaction

aut hoWheieﬁ@tmm mekes.is $hitatsy eaisepheeninglaresnadte from the transac-
sui tably a user termnal renote fromthe t ransac tion

HOR AY %'ﬁﬁ’@%ﬂ@ ér. In one enbodi ment of the
| ventd Bffe chfilodiht b bnisn RNEUSATEGhE) B31BRkfmed to
the c | enge gri arranged to transmt to
gemmbe:theonhaﬁlﬂnlgergndsuamgi aroageceio aansmit ée the tansastoneauthor-
from sai dtus r ter% nal the response set,_ and Lﬂ“e i
SHY PRI, flya JPCHAL A |rWE $9{d Yse4 iSRRG e response se
éh'(tj *ﬁ@é cRAMShfeOfiRd be datPehASIHg fhe 1PindREBE HLEhd¥ng computer to
chal | enge grid. In another enbodi nent, the user
dentitynen rep@qéeageahaitemgecgrl@be an algo rithmto

To tnd andBEEhRSeRRE M Lie Rulner KRRy MEERLE B® an aloo-
tithen tterg@mhteaadpss&udd:mrﬂ@ﬁs@mrtga oC@ymtﬁdlsf laz:t:otd‘wg to the date

chal | enge Erld and arranged to transmt to
@F%(ﬁéé'&fiq ghdavitans 'ﬁ@ﬂﬂ‘{){ ﬁrf@f the &rm'@%isﬁmq/ﬂ'éth%ﬁﬂ'ﬁoﬁyto con-

t
Fbe gL R RBa ) SRS IatheBRpgEIH A horsing
d@rhpbternm ha‘asdewetlde@tﬁyedatae,andsWhgrelnetheahmnsactlon authorising

algoriLhm Loe sans gﬁg%gg%m,aﬁgg‘y éﬂ' e daIERNS of day to

Hehevaral udiRy therdaies aﬁ%&ri@ﬁrﬂ?"tﬁéﬂgﬁﬁwé Bs&isdo- ﬁarﬁﬂﬁﬁ%‘i‘rmg of sym-
al gorlthmto generate fromthe response set and an

baldi theoely ta wereateitee chaklengexgnichl e at | east one factor

from (1) th tr.ansact t rreand/or

per sohapvise el AEG bftther diF o8 finetolisd 4 spednd algorithm
ilgahéfgte frond ithe réspguHdel §étpémd/@headiﬁﬁ@1é‘{€went(ﬂé)r fdteexample at

payment ampunt, in the case of a payment transaction;
leagt one factor from:

() the transaction time and/or date;

(i) a personal or account identifier;

(iiiy  aterminal identifier;

(iv)  apublic/private data key;

(v)  the payment amount, in the case of a payment transaction; and

(vi)  all or part of the payee account number;

a token consisting of a string of symbols concealing the response set,
and the transaction authorising computer is programmed to use the recreated
challenge grid to generate the verification set of symbols, to apply the second
algorithm using the factor or factors to generate a token from the verification
set, and then comparing the received token with the generated token to estab-

lish or deny verification.
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(vi) all or part of the payee account nunber; a token
consisting of a string of synbols concealing the

WO e®poeses set, and the transacti on authori si NngPCDGBRA06/050422

is programmed to use the recreated challenge grid to
generate the verification set of synbols, to apply the
second al gorithm using the fagtor or factors to

generate a token fromthe verification set, and then

conpall agothre emasiinent, ok eisentarminglds @é@@!ﬁ&l@@dt’[@ﬁéf?d algo-
0 h

ifBgsfiEqne Of LAY of Bhaflord® 4Rt bRy Shigpled 1o said user

wrgmal tan swréd tbemequfara:i arrangedtty tcdnsrmalw ehgauliioriting com-

Brew ousl| lied to sajd user term nal, and stored

wier dere Hs ﬁPBﬁ@@&’af%'dtePH YH ihet%’:‘ e¢iedMllithor i si ng

com piH gét EHSth(e?%‘h‘?&iﬁm%‘ﬁE fABdy e td tpYb@r%rﬁtﬁ@d to select
selected grid. In yet another e I ment, the user
algonithmailcailys apstagr efereticecpaiel aca Iar@)mathmofasylnybcas previously
Soidies! B SHE 5 BMingt 2aB SRS b faPraSiiNeR shaienge arid

HERVR] front hePlaffee fatidx GBRl tABARa A bR reldd MEift, fémﬁelheto trans-
large matrix using the start reference point, and then

it 10 ienautiorising earapuier fibe ideritiedosypuleels angkthe start reference
gﬁlﬂrtlfl ed synbols and the start reference point. In
her enbodi ment, wherein the user termnal is

pr ogr anaﬁ@thbo eﬁ&nddﬂﬂbn@v@ﬁrehﬂh‘emelrye@nmaeléerbr@gm'rﬁméd to se-
nbols froma large matrix of sy

kﬂcwiqswgmrpw@db@ Peagielemaapd ruRen & HiTe sﬁgpna 2 large matiix of
aﬂf&ﬁél@%r‘e%uégi Qﬂcgél%'d”t% é’cﬂg tér'?ﬁn‘ﬁlf B\?Saaﬁtah%btlon authorising

orisin er and stored Int erm na
bo@ysenthatrahthmgmjtgonsingfcosrapLdersamdastcarddswmfhmtesmlaaidto pre-

$08na rheIeB0s Grich oy s SRS S e g gansrait to the
RO rh BRI cBBnSE:, BhaYhdT 18 AShSFinG Ot i

the large matri x previ ously supplied the sanme synb
pwgravorest taugpplyHee caane elweltfgmtd selectdrdrarth@darge matrlx previ-
emphodi ment , ..t he user er p d to receive

G099 ShBBR eDsrtE Shmise's ToRenh Sy &t U EFETe dsyoldic

ver i frcatfugtRe emMbdiorhent, NRe isaf &erfnfﬁﬁﬁr RNS®gP@hAted to receive a
indicating a position in a lar matri x_of synbol s

ghaétvieéerﬂnyegqmntptraeﬁmﬂ@ds@péptg at theoveinationrgorepwesdhe start

{(ﬂgrrel%'cg pom Hlﬁﬁﬁrﬂé a?Po“s'"‘[ﬁdﬁ |'ﬁr53%r§ n?atﬂx of EWBQ ;5r%mogsly sup-

star erence’ poln
pliehtd galdr asmmletrmimal tefmi $toeets dudrem) taydrosentsa epallenge grid de-

rlvgé) %’Jto(renr ’[haet Iaarlgcle cr)r?g[tr& %rémrgemrr%t setafrtrrcelcgrtenge %%?nrt ér‘?é r’[rr]1en ![o transmit
to the transaction authorising computer at a location remote from the user ter-
minal the identified symbols.

In a still further embodiment, the user terminal is programmed to retrieve
from a database of grids independent of the transaction authorising computer
and of the person an algorithmically selected one of a plurality of grids stored in
said database, said grid having a unique identifier, and to transmit to the trans-
action authorising computer at a location remote from the user terminal the

identified symbols and said grid identifier, and wherein the transaction authoris-
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the identified synbols. In a still further enbodi nent,
the user termnal is programmed to retrieve froma

wal2d0aloesses of gri ds i ndependent of the transactPONGB2006/050422

aut hori sing conputer and of the person an

algorithmcally sel ected one (H a plurality of grids

stored in said database, saidgrid having a uni que
identifier, and to transmt to the transaction

gt %ﬂp@,ﬁeﬁgs pmameRedto fransmit theridertifisr dofthe inderendent data-

|§len ‘%ﬁt@%‘?@{g‘n %ﬁgg#r@l ed synbols and said grid

he transacti on authori sing
corrpuil’lae user perognalnmmag deoah rmaibemated fedler dechirfd ATWMR  Alterna-
t, Gi mdependent,rg?ta base to retri e\ﬁ t he chal | enge
Y8l%. thenesSqrslermingy is AtomRYiehECRREH NS o tRel aE1qrisfng computer
Vﬁcﬁ'ﬁ@wbﬁ(T%nné‘éthﬁL & & &{%Ieté@ct\’@rﬁé dekidE Eahnééﬂbﬁ’e to the

conputer connect | to t e author|S|ng conputer Vi a
aeﬂfmsulngammnmdertlfmoug*n aavipgessabdmnadtieat r oni ¢ devi ce

bl to th th t t
o r ol B U Gake b e ShalE il GRS o e dBeBingucall. the
gsérk 6éw§@|c§|°||tﬂst 6&n9l£é‘l§1'sbbﬁ?é%é'fr‘d(n tﬁé‘@uﬂﬁ#ﬂlcé’u&%bﬁ@uter In
can be conp et el Yy separate fromthe authentication

tisrpasarthe (MerifipateorncawabolsHeay.dor exaaiehesgemalunicaigd verbally

{oCh RO By i S PE R &8 il E6RBIcses afie bl e or via

gdiee recugniticn yeoftwere, ecognition software. Advant ages of
the invention include the foll ow n%: People find it
di f f i fdvantages ShipbidvemiqR inclysipdheriol vaaghunan nmnd is

rmuch b@Bf)I%rfl |trcﬁﬁ“3: %H@@eﬁ@é}elsl o g{etv%‘?n@e ith&n mind is

nmet hod I'm nat es e need to rene
prchi hnﬁteraatrreg‘rmnbemtg eleapﬁs aad ynatteyng. hiis exetbod eiminates the

re whi | st ovi .V\/IthaSI Ier

BeSd Shnanbemuey HING! TS Brévides BoioherOrdiaR o ssguribotan exists
éﬁﬁréséﬂﬂﬂﬁﬂﬁsﬁroﬁﬁlﬁd‘ﬁe%ééﬁ vﬁﬂ'ﬁé lspRBIRr V\Fa'gleofcr@ﬁfe%%ermg their au-
aut hentication code wll change on subséquent

theatisaiian meansTherefore in the case of a credit card

P anoBuE grihe ABea e85 e GuHiFlnIEkE] L¥edect authentication
66@sImill Behde oarHidsBadeithieartdddtionedTherefsd inithé case of a credit

usel ess to hi munl ess he knows the user's chosen
%@q@l@ﬁbése dﬁéomﬁﬁﬂﬁé‘}eﬁfs theet@@r@nmrtr&]aé@n@a@m@@oﬂﬁ@nd sub-

%ﬁ@%r{tl&yﬁ\géls{ﬁ@&r & /§§H():|t cgl‘?ﬂhtregctg pgl?%/rglrﬂ’rt]g:'a%q g\ggbggj‘%less to
himn thssﬁ’tehmbwn‘the user’'s chosen ‘sequence’ and ‘pattern’.

People often compromise the security of their credit/debit cards by writ-
ing down their PINs. The abstract nature of patterns proposed in the method of
this invention makes it more difficult for the pattern to be written down or ‘de-
scribed’.

Since the transaction codes change on a per-transaction basis it is pos-
sible to make relatively secure on-line transactions over the internet or over the
telephone. Transaction verification may also be made using a portable elec-
tronic device, particularly a communications device such as a ‘smart’ telephone,
i.e. a mobile telephone equipped with a card reader, or a less capable mobile

telephone, as will be described later in this specification.
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this invention nakes it nore difficult for the pattern
to be witten down or 'de scribed' . Since the

WO e@n®edsté on codes change on a per-transacti onPOEEB3006H50422

is pos sible to nake rel atively secure on-line
transactions over the |nterngt or over the tel ephone.
Transaction verification may also be nmade using a
portabl e el ectronic device, particularl

comuMiosh@aLgiantiealior Sysieams askdor enfaur 3/'9'@ Riphoftowever, since
e e rd. Y . )

bl T PRAB oL EABone Sl PR Hlgher# £ £R8be o i

dese 5, [G2ar Iererdugn duthentsqztionf cades withdbistindue problems for the

aut henti cation systens ask for a four digit PIN

Wflever, since people find patterns easier to remenber

than 1i"H!EfJ‘Pﬁ(—f-’[Tslod icoulcPpdeatall) Se LiSed Wl 69’[ QH)EgdéltloﬁaPﬁardware in-

nore digit authentication codes wt ue prob
frastrudiereuab Pointhed Sa&eHednnais, dopondtmel wbb;pdrehamdor at ATMs.

SRRk B4kt SRRl PR bt B 5Bl ger. 10
ahviddddd thaH EistiRGTTAY Sndn’ bRir@ward g&ﬂdtbé SSBY Albeit with some
t el ephones, as described later. It is envisaged that

mtmmal ﬁgftW@fﬂ fepa@@ramrﬁmgwar dware coul d be used al belt

or eqi { gl U o e HlgPE WA, cudfcetit card couid be

rgpstetddiiobiuse aitrda earibérlogidr egi stered for use with a
nunber grid. The process is easily | earnt and does not

requi TEeePrHF%ﬂﬁ @e@@%h’ |§ﬁ”§oaflﬂ1ﬁ§?$d@ﬁlr8ﬁu'6¢1 apRigh| degsee of so-

ﬁ?és‘g coul d easily be produced for
éﬁl@h?&[ﬁfﬁ %&F’ggélpeop e énéll-rgr on-line or other electronic

pur chBsake sysiemﬂ;obdulabeasnwm pradueeddor eigqtjinnrmjrdnypedrpm.
user. _For qt her s tuat r gaﬁer- sed is
requi FRAONIRE Qfs8 eﬁeﬁJ rléc Pé’fﬁ%aﬁ@ g ardware is re-
aw@é’c!J%? tﬁ@chs'e‘i’ Horldthél S1RtioR8 WiRérdea ipbpat- Baéé‘dl‘grlah@ required,
securi Is only conmpromised if a thlrd party knows
theeusezrdmuéwasﬁ regpidredhie chpap t@produce aadisadf lidile evea value if sto-

Falevolent observer would not easily as certain it.
ortantly, the system does not at any stage transmt

t he aThealechty isSOMRlcopdbrotiised o4 thleE pakty kittvd i ‘sequence’
pattern in the construction of the challenge

and the ‘pattern’. A casual or even a malevolent observer would not easily as-
certain it.

Importantly, the system does not at any stage transmit the actual per-
sonal pattern, nor does it use that pattern in the construction of the challenge
grid, and so the risk of this being intercepted and misused by a third party is
avoided. Furthermore, the system enables an authorisation for a transaction,
for example in an ATM or POS machine, to be obtained securely with a single
short connection to the authorising computer, keeping communication costs to a
minimum and increasing security for the communication. This is particularly im-
portant where the communication is made with the authorising computer via a
modem and dial-up connection, which is currently the standard method. Each
resulting telephone call may involve a cost, as well as taking time to establish

the connection, and telephone calls are also commonly charged for according to
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grid, and so the risk of this being intercepted and
m sused by a third party is avoided. Furthernore, the

W@ ymrem3enabl es an aut horisation for a transacP@DGB2006/050422

exanple in an ATM or POS nmachi ne, to be obtai ned
securely with a single short 1czxcannecti on to the
aut hori sing conputer, keepi ng onmuni cation costs to a

m ni mum and i ncreasing security for the conmunication.
thei duragop &f the Gabr 3G remaipHIL eprnegied éortthe duration of the transac-

ﬁ&%ﬂl‘ocgjﬂs%ht da?lxrmﬁ% aUb §1%sﬁ% Qﬂ\//\h'vﬂqﬁgs&ﬂm%% ars, slower

conneé IS curren
mrrmraplendgltr@nsrad:ﬁmmthEacd’uhesresuI ting tel ephone call may
i nvol v 0Ss s well as takjng tine to establish
the ¢ @c&i owveamn 1% "BRAGAR tom@h%mteca&ngdngmﬁw yo an or-

ggﬁégﬁ@h 50En 2CAHANR glttéPécﬂg cgh’cgé’st Hﬂﬂﬁp@%gbmg §@He b&%k or other

emal ni ng connect e Tor t ation o ransac
Orgamlaablohdpmub’rg datauihéntidityctoetime userst dhiespigbt dkel ynportant to
n _so use are, slower in conplgting tyransaction .
Vo BN E\ Bal kb Ao G Bos BHIRIER n i pedPre are in
éuéét?'t‘é Idpsmg& cbﬁ‘ﬁ’déﬁti@!l%'céo&rﬂ AfbrafARAl Wéugmfew: Baﬁls internet
a bank, it also provides the possibility of
siiesotihieiniormaner aroheipgaiseddoisiealane rentroal thp Iﬂdlwch@l s bank

Kol ynt T Th T Bgh TR @he! e AL SRl Flornet i is gen-

mieg itl wouldassl pbSsibliestol @seetheotvd deoret @llecmtsc@fuhtormatlon shared by
i nformati on through fake bank internet sites,

th@r e@%@r‘gr{h?mrb%n% heennethpds phthe H’(Yﬁ@yo'ﬁsr W@Wea standard
a\ﬁb%@'usér?%@ére@%ﬁﬁem Bbibrek ostlﬁ’% g%Bﬁﬁ&éﬁt%l W8ta (such

e user that nkinternet site |
wal |dginepgesswirtd) en tloe baek irfterreivsite citrealsqrireeels ressurance that

& HAIEd TS e B9 uH e BiRRMGF D% LiE R iR Ginpiaying: in re-

SEHseS sé?cfoeﬂheﬂ?éér’%rﬁhmg%feﬁfgeeﬁﬂe%d QB hRE F@NYF random (or at least
conflden lal data (such as a login passmord) on the

pseuda-ransioneit nw‘nbers eXeepisibat treedsersREN is dﬁ:‘@dﬁyteldaln the user’s

beTe? baeurtrTiEy Thg Uspr 34 cBpef uBA Wage Yol vetore pro-
86&ding mﬂt&hﬁﬁeh@u@gs@éﬂrﬁi)ﬁﬁ)ut % gaintadoekk t@thd sipslom (or
at Ieast pseudo-rando nbers, except that the

user' OtreN\possibiiitigs arpetorithe e witkithe hg@iq@?l%é@tb@(wpphed in
@l‘? bl 3RS fJPS)ééﬁgfe ﬁﬁﬁeﬁﬂgﬁﬁc{ﬁ%aﬁ%q fse ocroérf SRt electronic
Ey-

ore prbo cee securi

gammuadeation $uch ae api enailriessagestl ohdbleithe recmuérﬂzrto confirm
the rld th the hidden PIN to be supplied in printed
ﬁ‘]g eé)!%ﬂﬁf‘@'”ﬁut henticating a mailshot letter, or

ion such as an e-mail
BPuei"De‘éc‘f- fd?ﬁb e Itf)'ﬁéeWI

nmessage, to ena Clpient to confirm
The invention will be described with reference to the accompanying

drawings, of which:

Figures 1 to 3 illustrate a grid and different methods of using the grid in
accordance with the invention;

Figure 4 illustrates a variation on the grid;

Figure 5 illustrates a variety of tessellations that could be used for the

grid;
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that the sender is genuine. Brief Description of the
Drawi ngs The invention will be described with

w0 edognesee t o the acconpanyi ng draw ngs, of whPCHGB2006/050422

Figures 1 to 3 illustrate a grid and different methods

of using the grid in accordanﬁ,’e with the invention;

Figure 4 illustrates a variation on the grid; Figure 5
illustrates a variety of tessellations that coul d be

used Figure Rds @rflqu chatflistating g methpddpapnline verification accord-

ﬁtg%r{eag,lnggd,% tolﬁ% &Q’%{‘ﬁ&l‘l ne verification accord

enbo e’invention; Figure 7 is a
fI ow Eigaré 7i |bla1ﬁbwad:ha|rglllast|ramrirg)d thethohior waline verification using
verification using an external database of standard

@ﬂﬁlxteéﬂ@edfﬁﬁpﬂ%e 0 t@uggrdgc,%eggﬂgé chart illustrating
a net Pfgﬂ gr s;’eﬁflb\fv' m[]sﬁ"é}g{gea%éthba il 9e|ln‘i’c§£i%n%hé’reasm-

is emplo : e user bein I'rect ed a particular
gledatgeogncd)n; emplogreddtmusersbeamg dimgctedfte mgparéicplar tcation on the
[ low chart illustrating a nethod for

F
9@‘?@?.%%@%9 rl?é‘?rﬁac%\pﬁmtd generated locally by a

time- dppesdeRrta ﬁb@oéhdrhmhsﬁaﬂh’g & rhéthdd té3tveditiesation using a grid
appar atus for verification of a transaction accordi ng

generatathiocabyrby @i tireerdependert algo@thm;on; Figure 11

usi nor S, oYk arbe tggé%pﬁ%éﬁﬁa%h{irﬁﬁéﬁcﬁo%’ according
W afsthef embexm@hieofase invenienet hod il | us trat ed in

Figure 7; Figure 12 illustrates a variant. on
appar Eigyée 31 Ilﬂiﬂsgjmi@s aoarigat Athe arparatys %IrFlgereeb%uféng an ex-

nél@at%ﬁ G{ nBQrdJé %Ihetngb(';QrRﬂ ford@Se ks ihghd éﬁéﬂ’%fd illus-

art I'ng vérification accor
trateﬁeh Fagwtehkr enbodl ment of the invention; Figure 14

2 o Bk R 2 o8 B BT R g ol
KA reIoRBnE $RthE vefifShtiorPlis&titBRhingAt @ card; and Figure

15 illustrates apparatus which may be used in

pr ovi Higuge tIBas @sdow chart illustrating a method of verification according to
yet another embodiment of the invention;

Figure 14 is a diagrammatic illustration of the apparatus and method for
local verification of the user’s identity using the user’s credit or other data card;
and

Figure 15 illustrates apparatus which may be used in providing the user
with a verification of the authenticity of a transaction organisation.

Detailed Description of the lllustrated Embodiments

As an aid to understanding the following description, we use the following
terms:

‘Grid’ — A tabulated set of symbols, such as numbers or letters or a com-
bination of both. This grid may be (but need not necessarily be) represented on
a ‘Craymer Grid’ forming the subject of our above referenced co-pending patent
application.

‘Pattern’ — A choice of grid positions which make up a ‘pattern’ which is
only known by the user of the grid and the authenticator (see below). A pattern
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with a verification of the authenticity of a
transaction organisation. Detailed Description of the

WO bdoamsizad ed Enbodi ments As an aid to under st apdi/og2a0h©50422

foll ow ng description, we use the follow ng terns:

"Gid - A tabulated set of ol s, such as nunbers

or letters or acombination both This grid nmay be

(but need not necessarily be) represented on a
isareyrasesegiily-a nurmllygechanisablpadapsrsusiirasadiraight line, square

Q'e{{%@?%geﬁpggd be I%Sb rBBFeefB? %{g‘td Bgta! r%@ular sﬂ‘a@a?r n -

I ons

whi ch‘Sequenbe kﬁ'ch\mortmyernﬂnwrwsrethe)gnd o siioing mrwl pdmern are se-
aut henticator (see below). A patternis not necessarily
lectedt-ur al | y recogni sabl e shape such as a strai ght

L ne, <QANRa88r ”A%@r%@rij] dr%@ﬁrsahbn'v?h&rvﬁéﬁésa% ghger some-

it not to be a regular shape. equence - The or
one’shdertiity beegtitiementsi tions in a 'pattern’ are se
| ecte Aut henti cato n. Or .organis

ut sholses Bk obny BreenisaBE 1ERL s Uni PG BRE sy ik And e to

valRRite his/ifs thi@éhtﬂy oPbERfdNGalsi on that is using the
system and needs to validate his/its own identity or

Opetiation of $he &firthadi on of the Method The method in

Comonantneliggut SEayRAREe i IATTAIGRY Hiopfes theotowing

smponseisstabes, nwhlbhdare| deht:anh |V\me(’tlﬁiergthebysdr€tls©shhé gnethod
or on-]line) or manuall .. using a paper grid nmade
QK%UPBBQH;V (%gt 2} tejgghgne Pr orfaégrreétora@ar&ra"r. ﬁcQ wmggatn@@er grid

ﬁ@dg%(anmﬁblte%qﬁe% rons) A. 1ssuing of hand-held

i's not ‘necessary for on-line a u
t hent i cRegistrati@ ( |Relgrd3t@hherfglldvhleghhmd{rﬁioahsgr| d (which

is not necessa ne ayt heptication
Regi ot e nFSuOLel RARENEILOH [URRN (9470 REPEsTany o' aRrline au-
for bot hndandtieal d grids and on-1ine authentication) 2

Using the systemw th a hand-held grid.
B. Registering the hand-held grid (which is not necessary for on-line

authentication)
C. Reqgistering a sequence and pattern (which is required for both
hand-held grids and on-line authentication)

2. Using the system with a hand-held grid.

OR

3. Using the system with an electronic grid (e.g. for on-line purchases or

at an ATM).
The various stages will now be described in more detail.

1. Reaqistration

a. Issuing Grids

When using the hand-held version of the method, it is necessary that a
pre-printed grid be issued to the user. For large scale use (e.g. by a credit/debit
card company), they may choose to print many millions of different grids in or-
der to reduce the chances of two people having the same grid. It is not neces-
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OR 3 . Using the systemwth an electronic grid (e.g.
for on-line purchases or at an ATM. The various

wat@gees3ws | | now be described in nore detail. BCT/GB2006/050422

Regi stration a. Issuing Gids Wen using the hand-held
version of the nethod, it |s cessary that a

pre-printed grld be |ssued to he user. For large

scal e use (e.qg. a credit/debit card conpany), they

fay thAbeaen p@rqm frrﬂs Awijaua ond:owveerdihyer @péwa@amw Jot a grid

tf{qééé’ gre ‘ﬂ‘?% Frjlfogc_e rt?ﬁ? lé:égu ﬁtg% ehREAES. oﬁ'p%‘g?ldg%’ n%elaa%' cﬂgplay row

t necessary perso
and cmlumuh Galentifiers); foh@walmm |gttees rior eolmarnsaam@rms:rm:fera for rows.
re are the nore the securl i s enhance
Ehe df%ew iers fewd Q'F?VG@%‘@%W Agdlitianal %B? &&H‘qoi%rﬁq?qqrér Qr combi-
f &ffRksel etters for colums and nunbers for rows.
Tﬁlﬁeor?%ent | $| ers could alternatively or additionally be
synbollbe gridisoares pf the samisi siaeiandsfcn*fnatmenemugeﬁ ULS’[ the ar-

2 o tgﬁesanﬁqlggéﬁggrgt g?q ) %‘r@é?@r%é&r% gv{ﬁttp the other.

Mewévéf qmsobésé]b!edfotrQhé heebleto. owéﬁéfgnecéésfu@ and securely if
@@i eysy for the nmethod to operate successfully and
SA'B

mboﬂm@r%aw&teﬁwm@v&ryaqr@ becauseeanh esaswill gelest a dif-

BEE Rt Re o R Euslke for2T B8 BeliiFiheREH ere,

grl d Bath geidrwyl cmry gj@rderftmcamoroao@@dmamMmhumqbbly |dent|fy the
uni quely identify the %rld This I D would be stored in
gridectitie [Popuidebe $5018Hd862 SLEHIE GPTRUIGIdajakase along with the

q_ﬁé@é g 8% RN af | eRedt oéﬁ@( tRé |~c[;frﬁes AlnBets. nti"ﬁgelﬁéntlflcatlon
e 1den er ot gi v

|f|ca I on nu ould I n any way
anybel sksuldhat n ahg wayrgies any cludseaggioi tte rtmmbers on the grid.
Regi stering hand-held grids Users will be required to
acknow edge that they have received the Gid and to

begq%,gfenhbq,ag,rd_pe/g@,ggl onging to them Each card
I ssuer (e.Q. nk) will have its own preferred nethod

of i stslaersgwtllhlee geddigechial ackimwleﬂge rnbat Hi@yehrmﬁeumelved the Grid
4SR50 R0 A oABRbHETS BHRL AT SA bber (0. ban wi
haeeits dWrepRIéRed $iétAbd AN issding tHegh@d bAl@ént@fingrthe end-user
Aut omat ed Tel e phone regi stration.

depending upon their desired level of security. Examples of how this could be
done include face-to-face registration, On-line registration or Automated Tele-
phone registration.

A card issuing agency could be a trusted authentication agency to which
many organisations could subscribe. For example a trusted agency could rep-
resent several credit card companies.

Registering a Pattern/Sequence

Once the identity of the user is known to the authenticator the user will
need to register his own personal ‘sequence and pattern’. This will be a key or
‘shared secret’ which only the user and authenticator will know.

A specific method for registering a pattern on-line is shown in Figure 1.
The user is presented with a grid of squares. Figure 1 shows a 7x7 grid which

will provide a good degree of security for such things as credit card purchases.
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A card issuing agency could be a trusted
aut henti cati on agency to which many organi sations

wa@omdeBsubscri be. For exanple a trusted agencyPCDGBR006/050422

represent several credit card conpanies. Registering a
Patt er n/ Sequence Once the |de13.)t_ity of the user is
known to the authenticator the user will need to

regi ster his own personal 'sequence and pattern' . This
WDWGV% the lgeig cauld badpade bsgereior g\vmt@hsgwrgty oremalier for lesser

PR E}Lfle“ E;tgréé:t%?%m‘/\éﬁ éné@ﬁ%sé specific method for

tern on-Tine’is showmn in Figure 1.
The uSke ceatrpr(ﬂslemged N) tFigaregt | ig kmfovm}aatm hoﬁeglalrégrik:i refer-
shows a 7x7 g Wi | | grovi de a ree

f
%%PPW greung meﬁ@?@rd\g” eedit® sglg,cgt elr pa ern. T%e grid may
BEMEARES Fn CONEY 86 maKaait bélrér fdg;th? U38r f@ﬁﬁvugéfegt%runﬁ%e grid but

great er securlty or sna esser sec rlty, but
gmleatseorsitadym]emmermmwessawe centre of the grid

A), 1 k th ' ‘aqrid ref
bt bBPHsEr Siosld aohln BBk Ta alfheotcafr iicikate a pat
tehﬁldf feat b@élﬂonér hiee. Qhe%dmya@ﬂ Sedufidd |dviel ePlzostanéird PIN. As-
make it easier for the user to navigate round the grid

sumingothed this @rrocseﬁesdlsﬁcgem condectadteleritanicallyy therneeruwewld click

Ay PRI B sothie®S, A8 REKOGEHPing Bpfecet Squares

sewidrie Wukieated, efg. a)ysltI@mﬂﬁit@nPtH\é aﬁpe@r‘aﬁh@@ftrh@kyﬁiblos itself, or
process is belng conducted electronically, the_user
%ﬁmaﬂ’sc@){ aisipgler HenkQlp pugh gt @ gam3p¢ﬂtl%qlﬁsh%@seway be

Q?Ké%ogﬁ Ay d Bﬁfé\ﬁéﬁﬁﬁﬁhé%ﬁé% Ol Pﬁ?h lthéi el ?t%ee%f security

um natio nce 0 he sy
retqwieﬁ or perhaps by a si ngl e synbol such as a *in

Fover "G ieable hE hedhRaveghabE €hsedgRsngequence is (1)
gRguhafly ah6@Iahe % thé_@t SXRABRIrRY %&Wﬂc@%o%ts*ﬂﬁé’%ebbﬁ@ position

the chosen pattern sequence is ( 1 ) diagonally above
tddstto thérdeft of thefeferanagr peint, éherthind ¢3)pisi tot theTled of the second

5 06 R 1418 oy e SBedRfHuh, S gdutfe L BB I quthenti-
éétﬁ)rf PURORt Gfplidaione!thut tHeecsesa Nshitert |§\fdbberlk§€d in the right se-
course, be critical to authenti cation in nps

aupNGe al Nisris Of BaLIsenro difiererttogaauisng the caamerﬁéa‘ g RIN to be
bR e RSB S Bin RIS Rt SEBLEN bl be o
mmmereveaqheugleih@thawaotexe ndyebenkesaat. Behoeakiclee polnted out,
ngcreser, that a low-security application could be based on identification of the
correct pattern without regard to the sequence.

When choosing a pattern the user should be encouraged to be as ‘devi-
ous’ as possible and should be discouraged (and potentially prohibited) from
picking straight lines or other obvious shapes. Similarly, they should not neces-
sarily believe that they have to use the grid reference point in their selection.
The pattern can be anywhere on the grid, and the individual elements of the
pattern need not be adjacent to each other or even in the same region of the
grid. In essence, the more obscure the pattern, the more secure their pattern

will be. There is no reason why a square could not be chosen more than once.
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jected, even though the characters nmay be the sane. It
shoul d be pointed out, however, that a | ow security

wa@pplioeatd on coul d be based on identification PET/GB2006/050422

correct pattern without regard to the sequence. Wen

ch003| ng a pattern t he user 51h70ul d be encouraged to be

as 'devi ous' as possible and ‘shoul d be dlscouraged

(and potentl ally prohibited) frompicking straig

Howeyebfrasn e peemity aessrasdivesit isiumikely that ah@atrmt@atpr would

\glrglhtjfbeglﬁﬂ\{ Erﬁe[: Lééé/r tBesle'Ieec\f?nr%EQrIne Lﬁ?(b(%ra%ﬁr f Sf%r'ie?ﬁmrriale
can belmby\/\bterae?@?t grldetrgaredareaandnmlh’ﬂudlendﬁ pwtulalb patterns that a

el enents of the. ﬁ ttern need n e adjacent to ea1
detieran selegl it SihioR@alyb Pl ot ttterer#éeg%npcrommate y 5.7 million
?ﬁf?@r‘ﬂgefortai"ﬁ H%ﬁ @%l\ér srh etopﬁﬁbﬁfxﬂnafelrl}? yrse neiffior’ or a 5-

elr pattern W O reaso a square
position code bel hehgse: posibines tohaaelmrbryethemsevetreedfrrodnbeatouching, ei-

il?t?u“td/ aers \%gtlve it is unlikely that an

ij BoP Et?r(ﬁ‘e\/\%nt to allow the user to sel ect

the srrrtﬁerwérers ré@‘éfertrtg‘”'ﬁ%taﬁd’érde‘l\ﬁﬁﬂh@r Grceandy tRey aill addi-
7X7 grid there aré a multitude of possible patterns

tiorallyaneegkto eatersteeecaeleqted | jaftrrasition iand the pretesrachaard side

B D R LY RS oPRUSERS A Boycen user

and aatHentipa®irt i on code. The grid positions chosen by
t he user need not bhe touching, e i ther along sid
at colf i@ system isreing gped & P%@P@@Té}ﬂ Wﬁh»afoéﬁéﬁ@&’t% a credrt/debrt

chaXWc? au@iérﬂlc tcn% Y havinid bia g@d\%nf d’%@g&%’ ﬁtéeﬁte E&d with the

enter their se ecte start itiron
pesbers sdjisteatins iTdhés @\@jt g rurrcelsksaqk)n inftarcesewbemestheauser may

of e key .ar 'sh red cret' between us and "
SarhEh e G fipt birself SbhaseSo g coiddipd fione by swiping the
EYY HNBY I gvat étan&é’rrd SpENE pirtaGtheftitattiPtd asddate the card
the authenticator may at this st age want to associate

ohembeawithwhe usehe person's regl stration. This will be

" Car aatell e el b AR, AL of RilBGha R al o dS glF Bossiole
oMdYister b?QeI@@hén@br%r@@lyﬂﬁ}/ %lvﬁtgﬁléééﬂi grighpdsitiida FHufﬂnber from
aut hentication to associate the card nunber with th

sl o9 (fer @ ax agridyn-Thenerecias: 'ﬁ‘@&hQﬂ* uped)wil éﬁldﬁpe@dent on
frd H&élﬂec‘ |etve!)%f %E&?ﬂt OSeéPbﬁaﬂr e 5! ?ﬁl@rm%y cﬁJorng]?ﬂe?son use

or ver rving each
gayr 8- beoknh@ fef:mty  registér grsedrhenaemnpirm:ttem oretbhgadin person to

Ht branc!‘r to Eﬁte‘? tpendent on

An alternative approach in the registration of the pattern would be for the
authenticator to fill the registration grid with non-repeating characters arranged
randomly. For example, for a 5 x 5 grid, the letters A to Y could be used with no
repeats. The user can then indicate to the authenticator his chosen pattern by
entering the letters in the chosen squares. As these are non-repeating, the au-

thenticator can readily identify the pattern/sequence.

2. Using the system with a hand-held grid (e.q. Craymer Grid)
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the desired | evel of security. For exanple, a bank may
require a person use their e-banking facility to

WO e@®tBIH6 a sequence and pattern or to go i n pECEGB206/050422

the branch to enter it. An alternative approach in the
registration of the pattern_V\%_ld be for the

authenticator to fill the registration grid with
non-repeating characters arranged randomy. For

exanpl @ USQ ey ggayit is RpGegsanhidat dhe erid b@ fegistetastiioga wser and

I -
{HRE i s LEBERYSY aliidtR AncC@RUBIA hediEnea it fhe registra
h@m ngescy (adthentaiatme nresiummlscarMOhf[m etceas just described.
t|n the a u thenticator can re di |

inggnltr fgy UsE G‘pﬁiq RIAGESBRLAYY - the-Counder e ﬁ@aﬁwwse will be
Ueddl a8 halmhisb Sindlhieh Qﬁe EbIIoWrgq&%p% declif) To use the

grid it is necessary that be registered to a
user and thhe cuhtdmareseléets soot gomisadnd gpastieitime stode checkout

(usual | equence w th st ra fion agency

(aut hi@n%%%%l gPemg)rye(H?ijt/@t@g%tcaE an%rﬁﬁgny etc) as just
descrpped. HEhAAdsUsIdrahig dah® aBIMutRfE$ an@Nt is placed in a ‘Chip and
over-the-counter credit card purchase will be used as

an exBMpldgvigen whi ch the foll owing steps occur: a) The

chockBht ¢ DR pEPETRERED P &Pty BRedigkfter four digits
nor matorrégpdrielitpieda ravesmly seleced gag referente gng. &) ba his pre-

placed in a "Chip and PIN device. c¢) |nstead of be| ng
askedV'PH§|Ya{eglle¢reﬁ‘eQri% H@«B@mleooreﬂ'ﬂ‘érrefﬁ&ﬁc%i)%'%” is randomly

Cor r eé%ﬁ@;@hﬂﬂwwllfcﬁ esc?r'eﬁﬁtcger egé y ef erence

re vious y regis grid. The hone
or grdp r eAdypicakgnbsi shcnwn insFigareléntgngisting of columns |dentified

al gor th caI y_chose the redit card age
typi caY %}tqra ﬁ -r ,l(;ﬁﬁt&leg 366‘H§?bﬁr§g1 ?%%42 Of course,

col unpghe %mblﬁé%sbé(re' @(ﬁd&lﬁac‘c\b&)t’a@e anthg ﬁL‘i\ﬁlber of rows and/or

identified by nunbers 1 2. course, other
conbi eeluimnsscan be squiatiaccastiep taihe desined raveh of SeCurlty A grid

Ges; r BRI} ¢BR PERE Gy PRRLbT JEGRE ALAfefettet tombination.
t her eHowevee d ‘Traymer BridacomdpteviaeEeighbelever of securlty
conbi natl on. However, a 'Crayner &id could Er ovid

hi ghe®) | evHISlr@fth%@(ﬁrmP'ﬁ a@)VGLBnqhéhQ ﬁéa@i@éﬁrﬁﬁ eréb%h@Nn during
o sl AP ErALEEL (BB A0 o838 4 Blon o4
4 (in this case the number 0) and use this as his grid reference point.
f) Having found position G4 and remembering his sequence and
pattern, the user will enter the four digits that he sees associated with his
pre-registered pattern. (See figure 2). So, in this example the numbers
will be “9846”.
Q) He will then enter those four digits onto the ‘chip and pin’ keypad.
h) The credit card company’s computer system will then check those
four digits against the grid associated with his credit card and with the
pre-selected sequence and pattern.
i) If these digits match, then the user is verified and the transaction

is completed.
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(in this case the nunber 0) and use this as his grid
reference point. f) Having found position &4 and

WO 20veotBié ng hi s sequence and pattern, the usePCTMGBR006/050422

enter the four digits that he sees associated with his
pre-regi stered pattern. (See1 gure 2). So, inthis
exanpl e the nunbers will be 46". g) He will then
enter_those four digits onto the ' Chlp and pin" key

h) Théhernaxt tinethe isepangkes @o‘?ﬁf@h@?’eas’[ﬁwt@ﬁﬂw qardtagmcy will

S h a t
R 9 SabE b S byl i 250010 88 nereire
thexfioen dyitacatiep sdduinedl. toie)uthénttda&smeitrgnsactmtwiln be diéferent. For
the user is verified and the transaction is

BYAPE 0. IR NG EANSAREON S (WSBF Mk &8 2sKsdh (& aumbgs corre-
Ep&fihg FRFikoane QB{e }{)’gl‘udﬂ ch@ ARy b@Fo@dBor i thmical |y

plck a new "gri rence’ position, and therefore
t he fhbus mbtgemturetydeecwary dblatt thea\welmm uses éig loavn grid for the

(B8R olvehligltsd Ay TMeieh or e BB, & i HGisRRE to the
§I§)’c§&l€7€$§a‘b@ﬂ@lr RE d Rienkd.” |hhﬁ|@ ddze el awbma% pﬁé'l@ R need to be

is not entirel Yy necessar t hat he person
ariesethas thenpoigt bl salerpriaidotthanisge entaring-ais dransactier code. This

GR35 3087554 b g e P95 854 48 winut e
Abé@ td 8diry @igowA dal VT Hik Haeqﬂarnm@ueaMrﬁa%@b Atfott &eample a per-

point of sale prior to the user entering
§‘P%r‘i@§c‘%'§<ﬁ{e%d?@rd AdsORcCREd isiHeo IPhBiSpideaiion HeaHser could

N
BRI AR A 4005 AREEBHAI ! Bampe namo
anldaadchtgm arfid ftloen déxerggency qusrfosc&uthemldatlsncbyedjse of a third

card a grid card stolen. In this situation the user
BBLY § gt” t ephone the authentication agency and identify

hi msefhily thi§ Qfoe%xﬁéfpbr%vi@%ea%néqqgﬁﬂével%T%éd“u?i'& tiR&he ab-
agency asks for authentication by usé of a th

@@meyo[sagy ptherniaim <if idéntificatien |tn3tbqbt|eowmre noﬂmgdtreould there-
ve sence of ..an

QP Reaeellafq BREN Fo st PegM dal 3 ARt A el there is a

tisk t here fore be used adequately for exanple in

"l ow val ue' transactions where there is a | ow ri sk.

Ther eThe® R fAvsa geseriptinn g Birtherfexamie obRawghe invention
Qhin BAWsER%0 'Y YHIRDr services, e.g. theatre tickets, over the telephone.

The user will speak to the booking agent who will then ask for the credit
card number. The agent will then validate the credit card and then the credit
card company will ask the operator to ask the customer to provide a transaction
code based on a grid reference that the credit card company specifies.

The agent will then ask the user for the transaction code over the tele-
phone, the user will then find the transaction code numbers using his grid and
read them out to the agent.

The agent will then enter the numbers and the credit/debit card agency
will either accept or reject the transaction.

This process is far more secure than exists at present as it does not re-
quire the booking agent to be trusted. Even if the agent remembers the transac-
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can be used to buy goods or services, e.g. theatre
tickets, over the tel ephone. The user will speak to

wo bm7loeské ng agent who will then ask for the creniGB2006/050422

card nunber. The agent will then validate the credit
card and then the credit card%ocon'pany wi Il ask the
operator to ask the custoner T0 provide a transactl on
code based on a grid reference that the credit card

Bompede apderedibsardrnemppsdt Wil Isertehar assfut Rengfdelo him if he
(RSB 05361 ke AR FanSdBsh kAR Fd N Bbreron
fyanshatiod gogledwillibenasked fon t he agent. The agent vv| [

then enter the n and the redlt/deblt ard
agencyh kﬁnm?”&dt‘ﬂkﬁ?fgﬁ% g Use tocfigabledmpeopte,woqiavena carer, for
[ r
GRafipR! BLEBRe WatbAt wiB! Ry MG 2yi0aR Soalifl ¢ MEA8RBhone or
usingtaedhipEwehPiN kelpaddgauitwhe@ ceoldeuse theegiid.ams dus ivaay, the dis-
code and credit,card nunber, it will se ve use
S8RG: 8, GPie by £4% Zareting rahndtiop, Sate! cas g Totla be sarely
anahiifticdteans aed b@rﬁhlpaﬁg%@ﬁéerfh%tbyl ﬂe're_lprﬂm@l cﬁrfth&ﬂl‘in. So long as
transacti on code w e asked his method will
Hesdisalledfusgs keeps hisgtisl aad patieinesalpohipdiansaciiensare secure.
for exanple a stroke patient who may have difficulty
speaki ng on the tel ephone or using a chip and PIN
BeypaUsinguthevdyaternutith bR elédiforic ed (Ery. tfoi SnwWag, purbitagks over
is abled user could tell the carer the transaction

Hegueb aian ATM eipal & Peint ohSale, Tedhai cated to the

t
comPaRy: ERIER! ASRelcAHE RS B hel MREReldl) 8rd 970 TR var
antsnafaldw dhe mremtlsecmmﬂd be usddsi ngetdimicey of erretkmdi s &ery much
SRSSA ol ot SR R SaBSeSUBR TGP b Sienco

on- | i TRe AeRaRbineakiape: (€. 9. on-line purchases) there
are three va ri ants of how the i nvention could be

used. BYmsinghairegisiefedrpapedgric as dlugtratechi ndbg@xaemle apove.

Egﬁvgﬁ&&%ir\égedﬁ%iecﬁ” < Sﬁrgandgair?'ﬂggalg}%v@rrg as shown above
(Fegustoeb?@snfgosm elot@ns‘Gralmet Griged i n the exanpl e
above. By using an electronic 'one-tinme' grid in the

sane Bquﬁl% asﬁmlflggooge-(umeg e{qctmm@,)grlglsqnn@eaf@rm illustrated in
F’g@% onlc "Craynmer Grid" By using a sinplified _
el ectronic grid in the formillustrated in
In such an instance as this, the user would be shown a grid in the form

shown in Figure 3. However, the numbers displayed will be algorithmically gen-
erated by the authentication system. The authentication system will secretly ‘re-
member’ the grid numbers until the transaction is complete.

The user will then select his number pattern by either clicking on the ap-
propriate squares, touching a touch screen, or preferably by entering the asso-
ciated numbers on the keypad, since someone looking over his shoulder might
be able to see the pattern being entered, and similarly, it might be possible for
the clicking on the squares to be monitored illegally remotely. Entering the
numbers does not give away the pattern, because the same number will repre-
sent many different patterns. The only time someone should be allowed to click
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Figure 3 . In such an instance as this, the user would
be shown a grid in the formshown in Figure 3 .

wolonmewesds t he nunbers di spl ayed will be al gorip¢miGaa00bps0422

ge n erated by the authentication system The

aut hentication systemw || segretly 'renenber’' the

grid nunbers until the transdction is conplete. The

user will then select his nunber pattern by either
enisekares @qﬂrter@céwgihﬂh@mat@re '%Wbﬁﬂé@ey asutedisigring the pattern,
bR s BRpEQRA 1R41 REGIE A do B SAIY [ N9 the asso

Clated n ers on the keypad, since soneone | ooking

over U'smgsthetdﬂmplmf@lm thijralﬁ ¢he aymeetld:d{t&)rp@ddeemrthis instance

d simlarly ble for_
voukEps Sk R eniarag. bs duhertoatel wiisBh oheak e Hiaits en-
(SETEBIs| FOAREIAGhdafr BHERREScAoE8 Aok ti%Wﬁa?d’f@Xhé Oer is au-

t
patte because e sane er w repre sent' many
theftieatedt patterns. The only tinme someone shoul d be

allo ﬁ to_clickon sguares connect ed h the ?1 fn
i s whel®& 3y ‘éﬂ”&“?é&q’ &&d" Pﬁg‘gp%rﬂ? 0”%' orm:
expeched tAayorﬁéleavéear WEJHg e kej(étrcﬂ@fsedw théJSdorrhﬁJpLitBﬁwnl see

exanpl e from Fi gure e authentication code in th
i nst ameedb@ﬁamelmg;en’@xedgaut sinegethentransagtionpede is ‘one- tlme this

2oai nol! TRl oty TORRGr LafediBsS G TF “Tney

mat chp. t heEvserif bR eavestipper thedete_ﬂ:'her!r@ nahfbey@ronotie screen
advantages in using an el ectronic %rl dinthis form

a. AnWiHe éﬁ%@@rwwmtjlwﬁéf 118y BEMBRES ath disiaveshptiBegraphic)
il t t te

s 02T, ESUL . Tolt B8 BBl eance ano pat

hi m f arnaeyerf ifrthbezaviesd ropgetr idebects he BegstrokesarSince in this ex-

eavesdro r can, d t he nu rs on the cree
Cabi ot T Sty Bi78F e’ TFOTHE WORBAR JhGySxample grid, the
di spl ayeskRSpFerdnv8ald Soteh@ly ABedtb |dosBRY 8&erbPtraRs&ctions in

to determ ne the user’s 'sequence and pat tern' even

i f therdesiesbiaippopudieiaivess bytwhikle netaankdaiermginedbe ipattern.
this exanp ts ~51 78' appear Iti Ie ime

i thE exanagHia ol s gelthyd dar BRRER! sbiiida Baliof the more
pot engiffadultit WeeR’ tb@fd?bﬁ@feéﬁ/e%rtﬁfp@r td HaRsAeid MRSpattern.

order to obtain enough "clues' by which he can

Hstnerthe rsystane Witht pebile telephanesariy, the nore devi ous

th I t :
o oTBE S SR AR B R e SephBhedif a ey o
way$.edepending on whether or not the mobile telephone is provided with a

card-reading capability (i.e. a ‘smart phone’).

Where the phone incorporates a card reader, essentially it becomes a
personal EPOS system in itself. First, the user would insert his/her card into the
phone (just like EPOS terminals in shops). The authenticating computer would
then send a 7 x 7 (for example, or 5 X 5) grid to the screen of the phone. The
user would, using the system of pattern and sequence central to the present in-
vention, identify the digits required by the authenticating computer to answer its
challenge, and input them into the mobile phone key-pad, completing the trans-
action authentication.
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Using the systemw th nobile tel ephones The present
i nvention may be used with nobile tel ephones in a

W 2007063340f ways, dependi ng on whet her or not PEEGB2006/050422

nobi | e tel ephone i s provided with a card-reading

capability (i.e. "smart phgz . Where the phone

i ncorporates a card r eader entially it becones a
personal EPCS systemin itself. First, the user would

i nser F%l%ﬁt@pa}géﬂ mqhﬂﬁcphqr@spenéﬁ%werersppquat@nemd be written

HAS Rl BoIRBRY oTOBUMEY [t S8aRORY X pUl o ing
oned ¢matafoull stqriecan aumbee ofi sietuahgritsl of namberd. hin a;sahﬁanfashlon

of pattern and sequence central to the prese
tpsthe Qﬁper,g@gnthq e,%ﬁ@thﬁt@ntg/st%ra JYoWd cggllque the user with a grid

A4LRAIRE! Bat |'n§£ba6?<ﬁ§t§n$%thf Iﬁ%z‘t(ﬁ i \X/éulegﬁé ehz—.i‘tl?e‘?'rge with a

I nput theminto ne key-pa corrp eting
ghe nunizarse.gct’294’. dineheser wdlt type 3 inteshsis qayoaiel and the phone
d be wi

ARGl Bl Ry i PeadBlT R B 1SR tielRtibe i etdrbRite to Fig:

WaY 3asn BR haws d%p‘léWgTh@rt@ert\bé\EIthﬁéhdJs%t rh@.raeraatrrrgﬁrhe same
of vrrtual@frrds unbers. In a simlar fashion to
|

WaE 3saiber orpfing systean. alﬁheewedd@tabdrpaéstssserwg\/@gmany could auto-

PGB 116 Bty i d Py o WRRETRE artth i S eh a per-

w"t:fbalsgrsagweeﬁﬂﬁbr mogthl¥1234 The user will type 234
into his one and the one woul d then displ ay

st and@ t@”*@rt't’@'}’othet Wé’bﬂ?é%'eHB%@Q codld gfnaiateen @P@%@Q G”d algo-

FLthHéIﬁ/ exacte{r@t%r% egr@eggryry asth% alitAGniftAt g doolite®

the on e system '
The crtesdtrroulcitbelernmaarslsecstserert@tatdmpaulyentopmwlerred form of the sys-

TSGR D i S DY ] Miecs
Hﬂﬂﬁd?h p%rs@rﬁél%ér\’tﬁtcétloﬁ Bﬁtt@i‘?p(ljlp hﬁtq%@*t@% |98N/|dtral user.

gener a e a challenge grid gorrthm cal
t her eFurteerI ntjebetuideaisoybe)iemnti@smedhtmt |thetusegof grids containing
ed . here t

GV Ees of 0 BH0Ps, A SHRIRRESE i ap firbuantiononi fact

éﬁ@%ﬁé@ll@t’éd%ﬁa@eﬂmyﬂ pehisBat MsOh roglibepslygds has 3 or 4 or 5 or
sequence, providing a personal identifijcation pattern

mr@ﬁldﬁﬁ e aﬂgle§n ajl regivgl- d Aaleaudrsrtesseliatinaris S_§ﬁ|dﬁ1|0cﬂt made
3!) I%$ C?g @{8@2?& %{) gggrltse Qﬁopﬁﬁ’ éct a'l ggrp%gg%,gtr)ﬁt&/:tgree regular
polygbnmessleuatephlme Eulcndémpl,anenylames,steialngtesd sqnlmanessand hexa-
gg S. beFléSr%dS sl_hho%s e%arn% ejsI gr gsosle)(lgted trlang?es squares %nd hexa-
gons. It can readily be seen from these examples that the squares are lined up
with each other while the triangles and hexagons are not. Also, if six triangles
form a hexagon, the tiling of triangles and the tiling of hexagons are similar and
they cannot be formed by directly lining up shapes under one another - a slide
(or a glide) is involved. Being regular shapes, they could readily be used as a
reference grid for a user to select his or her unique pattern and sequence.
There is a naming scheme by which tessellations are identified. Thus, a
tessellation of squares is named "4.4.4.4". This is derived by selecting a vertex

and then looking at one of the polygons that touches that vertex and deciding
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nore sides and angles, all equal. A regular
tessellation is a tessellation made up of congruent

WO e@aled34@ol ygons. For all practical purposes, PONGH2006/050422

t hree regul ar polygons tessellate in the Euclidean

pl ane, nanely triangles, squayges and hexa gons. Figure

5 shows exanples of tessellat®d triangles, squares and

hexa gons. It can readily be seen fromthese exanp
h%tmamﬁesgqgam%s aPBICEihisR spuaie: i haedaubsiAes. |ﬁ/ﬁdl”§ o the first

I
T e SR ERORE A6 ol e yBfox I, efhdr diregion. and
tuhrﬁnglthenwmlﬁem@b(ageasafahe pnlygdrmr utatncyduhggt backtd thee polygon
formed by directly linin sha % er one anot her
Yoy S@W%fiwmr'eﬁdﬁltpc?eFoP& E@‘ SBA RPI¥ASI %ﬁunted In the

?é’é’é’%?s qhirs, ‘il‘?é#‘edatree 'r)blﬁﬁorié%ﬁd Fach K RIRNG déﬁ the final

or a user toO select I's or er unique pattern an
Segpehiseherthweet .4 4.4 asastiaven EKCH:IIgtJ‘EB By which
tessel | ations. are identifie a tessel | ati of :
squar £81 G8RTRBA " 15sSiatpd B, SRt Efnyfient heagons is

698 &ndNhad foeh ttB¥séRfioh ftﬁrtnbﬁgﬂésng @B.m.s.@fsuﬁ&e each triangle
ol ygons that touches that vertex and deci di nghow many

A%ISK palygens s@irewnding a \@@Xs&lm‘hEéCh hes hateer 5aes. sHomgver, the

LRHIORAS, SRrblabs b paCEP SRl P e EREEIAIGTS, Which consis

61 adomgationeofregbienr pofygdindagthodin ﬁd@tn@al sgangerdohi of negular poly-
get back to the pol ygon you started with leads to a
%@ﬁ@t svernyﬁ@rmwb%xarap es g egH@ﬁtt%“cfe”ﬁHO’ﬂenérQ:%%@N” in Fig-

afe §qﬁ‘§iﬁrﬁ% ﬁ%‘é%fﬁ%cﬁg,?é’éﬁén@?ﬁé’@%‘sﬁ gg% £ %CCQ i‘g? :g %g 'squares,

Si de’s |na her
frianBlepuared Bexddoms (Beh6i4)j tiangles drad hexdagsseBlaBieynsapfares and

requl ar ruethexao is 6.6.6 and that for a
OEIAgaN 4Bt B MoTe HYHea;complaations o sguates, exggens and do-
aéémrgngﬁ@,gal% pol ygons surroundi ng a vertex and
each has three Sides. However, the invention al so

cont eﬁpliacidentaheduaretale czﬁelsmgrwh tessekativeis| iatthairggch grid pat-

Hith o R PL forufiseh bRt ofe, i Pnihg "gkERE ordobpgharions

Beidréthe G¥GMPbRA pAtte?® Bihdrsegubnte bes 8RAllatigednsTIAS @dds another
shown in Fig ure 5 wusing a mxture of squares and

leveh@iggassirifyatosthe systera if desed. 3. 4), squares, triangl es

g |h[ | ergﬁoﬁs6 4); triangles and hexagons
gg—%—mqmn—es and octagons (4.8.8) and nore

gnusEaJd coﬂ?bc(arsysueomﬁ)mﬁn@mmmgentldrrwrgﬂsts cﬁlsévelrfabcomponents
ecahedrons (4 nci dent al advant age o

such tessef! ati gr@d of E‘%@be@a'émp"éfﬂi oy Qodh the ﬁ%ﬁﬂgtt%%ume”'
be identifjegdopsi ng the unique namng schene for

tessel | ations

b. If using the ‘Craymer Grid’ then, in addition to the numbers,

the card orientation and the ‘start position’ must be known by both
the user and the Authenticator.
C. A ‘sequence’ and ‘pattern’ which must be known ONLY by
both the user and the authenticator.
2. If the grid is stolen then security is not compromised because the
pattern and sequence are both required to make a successful authentication.
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before the user's own pattern and sequence are
chal | enged. This adds anot her |evel of security to the

waeymveemsid desired. Security Considerations 1.PdheB2006/050422

system form ng the invention consists of several

conponents a. A grid of nunb%%s known by both the user

and t he Authenti cator ng the 'Crayner Gid'

t hen, |n addition to the nunbers, the card orientation

and tBe ' stathe ¢assi of BiHchases, '%@thrﬁ)ﬁﬁ@dﬂ{ﬂ%%rﬂw@dagnd are

2!5‘%1 Wﬁ éﬁtﬂfrﬁﬁ&{ h@?ﬁcﬁﬁpro‘?maa{‘@e%@%egﬂ% cgfe cg and pattern

amibdﬂheequﬂrda‘@m maked suctessiul auhfengcatubri s stolen t hen

security is not conpr om sed because atter

sequef‘lce abet @oqaeen&qqﬁqeé(grpés,yg @sat% tgaé(ggquggng npl the pattern
! f

BUREH b3 RE hny thn'(BB0GAAR0 UooR4nENBATRd bbgleRl & Socuriy

ebit c e sto
ecgrid twill |ad.smoeeddnme)|$tcﬂemi onecopiesk (lie gaihestcaoamil need to

tt eboth requi.red t Bke cces
BherBin ik, Pro Aocalrt B Bone BeBRes s ltir i alties dui agy arics
e Ge@yer Gid, if the pattern is known by a third
party then (dependlng upon the required degree of
secur Pty) Depegding an|theagesiraseiavel @fbeecmrgy efheopser could be

PRPRS diond (e R PR o8’ Bloobhised IRSHoh?. &3 Srebld 1PkBy ane au

trentigaigr icdald imgdemeaesoitvbareDesnidi dipwoonlyleoseser ;ﬁaiterns to be
| evel of security, the user could be barred from

plgriederi ng easiiy recogni sed patterns, st rai ght
linesg Thepay
rul es 'to a I o%’ onﬁ@bbg@@gﬁ%@meddt%wg 6}‘\025) ]’Y@fe%ddof, oras

well lds, mamkimsﬁmomtopnerfeasatthe ‘triqueeedLof emmreAszotlon code.
nst ead as we as, nhupbers in aqrder
"'H?E’Pé!%e' trWéSt vy Cz%‘éﬁj@é%g thgt MYEndHEYE 6Hecr&HBber the more

EB@@‘é%otehﬁal%s@%p‘b@?Wo@ﬁi REvd Rpdiefeh@in®ihe pEHINEFor greater
t he nunmber the nore clues a potential eavesdropper

securdy Hhe eauthentitadomingy conrsigen thatra flverorgsw;aculrt numeric code
t he aut henti.cat or er .t

BRI oA el Rb g6 B R el H e Biestr Sbp e B 2oce
exanpye a froghy gBasastioRr (fed SRanpIERA iLsKasiethe/usdrshdiyd not tell
transaction (for exanple in a shop), the user should

ther shapkeeper the transaction code and the ‘start grid reference’ and show him
the grid, if he does then it may be possible (although not absolutely possible) for
the shopkeeper to determine the pattern. The more pieces of information that
the user can keep private, the better.

8. For electronic transactions the software should be written such
that the grid numbers, the pattern key, the grid start reference and the user’s
personal information are not transmitted in one data set as this would provide
valuable clues as to the user’s pattern. Instead, the minimal amount of data
should be sent. For example the grid squares could be displayed as a graphic
rather than as a set of ASCII characters.

9. All electronic transmissions should ideally be encrypted.

10.  Authentication data (e.g. the transaction code) should only be

transmitted for authentication with an obscure identifier that identifies the sale.
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t he shopkeeper the transaction code and the 'start
grid reference’ and show himthe grid, if he does then

WO poomay33be possi bl e (al though not absol utely pPSEGBR@)/050422

for the shopkeeper to determne the pattern. The nore

pi eces of information that t user can keep private,

the better. 8. For electroni¢transactions the

software should be witten such that the ?rld nunber s,
Neeotpat datenshasd berHeangmited vtieh ceplsr giMe suasdas kethe grid num-
gér%rOI?#%rﬁonal information are not transmtted in one

ata as this would provide valuable clues as to

fj he uvﬁnb?sd spétific embouihents, ofttre nT]MDMn(Sbmpmt@fof the inven-
ata_ shou For exanple the grid squares

Bum B%W&W %‘E&ddﬁtwe@‘?@ﬁg&o FiEwe? 6iRde-as a set

of ASbler grf.?sqttsrﬁ urd 6.2 o liRENEARL&IdA ARIEC 8EGIRINg to the

shoul d | be e crypt ed ent| cation data
(heegtion hwotmrwmratmn cloal ehaldrgd gricbim theheser rtenm;nalt twiagcch may

b8 ot B! 12 aRPs Kl S0k el Wi rerence to
Figains Mg, terdihehiisdy’ < petgbigl él@cﬁbhﬁ@sdé\ﬁcé Ostidhe a8 rthe éé!lmar tele-
bers or pattern. Various specific enb mbodi nents of the

peemrbased sygipar desasibed hajeinafieewithireterence tonbigure12.

descr

et or TR grHi ey bB iR 4 Altortiect skupoaprigm number-
g@hé}@dng@@@@hwgswh tspetelrrm/aré vel-kinowel, ved mitenet ihenefore be
of a _chall enge grld in the user term naI whi ch nmay be
deasabaddp qqii@” udbg @%Qﬁfmr@ratl%camrb%@urely random, because

(2 I Moot SVELENE B e Ry B (80 QREPUR ffoa it
joimgrsdrihgs efithey sdreennimstoari becﬂhatdhelwearfltamomslrilmg could then be all

eference to Figqure 12 The grid enerated b
SABB TUTRS G e BHibe) HRBLR i GEAIRAR fHian the average

RUPBBE Bf tiAds Nit &Y Sopa kel ehAebinekdRYPe péﬁ%f@ﬁ@@s@@é pattern, and
therefore be described in detail. The nunber

g@tﬁdrmerefnrecaﬁalst athigluirelgyessinddhe twtetissequensewoiundmbers.

earetical | ve rise to the ossb ty of 't
BTG FRinebaitn e higEdhsareb ey el e tlatarofasng cor
kvl W|h€bevﬁfm|fm§éﬂ borersufinganaoal dukiteis be a3 Ix % keid appear at
same nunber. |f any nunber appears in the grid nore

lelﬁéhtmﬁéa Evfefﬂ%@éorﬁdhﬁ@rthfﬁe fimees, |t may ke ggpsablekelyse a 9”d in

I t
VA A0 5 A T 1 Pl oo
Bag@ém*&lspbnﬁﬂh@r@f@re &Algh elgtﬂwncifmmmmcnmnmrmes minimis-

uess are very small, the risk of guessi
ing t eprobablﬁtyyof someone guessmg the correct strlnn of dlglts This may be
referred to as a balanced grid.

It will be understood, therefore, that references herein to “pseudo-

n [{1

random”, “algorithm” and “algorithmically” indicate processes where the ap-
pearance of randomness is created in the result, but the result is not purely ran-
dom, and the process may incorporate encoding rules based, for example, on
additional data. One of the factors employed in an algorithm, for example,
could be a public/private data key.

The generated challenge grid is held in memory on the terminal while be-

ing displayed with the challenge to the user to enter the numbers occupying the
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rectly will be mnimsed by ensuring that all nunbers
inabx 5 grid appear at |least twice, but no nore

wo ban/osdzeee tines. It nmay be desirable to use BCOGBA0GNS50422

which all digits can appear with the sane frequency.

For exanple, a 5 x 6 grid ha q.”.o cells, and therefore

each digit can appear exactl'? hree tinmes, minims ing

the probability of soneone guessing the correct string
lwcatiors tsthetdi CQféﬁ;ﬁﬁ@é‘dtQQ@rthéw&eésﬁoﬁeﬁﬂaﬂﬁﬁb(ﬁ@fﬁmuence)

tﬁe%éérsbﬁesg)%ﬂgésg%gg L&Ff‘érﬁt E:ieto {tﬁr;l% urtﬁ%ﬂfcﬁﬂﬁeﬁlong with the

ét@lr@blglntﬂhmrcaimgéirlscmdwdattbeprsecesm’&rm/eredt|hethe authentlcatlon
earance of randommess IS crea in the result,

alabagsyl if the VRBECHIpnesst efanym 6Fﬁ C%@sw@spw%éag rwybers in
%ﬁ?ﬁ%ﬁg@ dg@%@gﬁ%ﬁ&tﬁtgﬁ?&;y refotren% B’H‘g@ uSdPs stored pat-

e of ors errp in an
wrgothietvenificaiion sxacgebted, @thEbrWistﬁeités mjﬂ:ﬂted/ private data
key. The ner at ed chal | en ridis N nEnDry on .
the t r"H‘t'ﬁ%ﬂ G TAtE; YRET % rﬁK/BSrS\RA”?Lp?ﬁ%mcﬁ Ytelgesmitted
b@tstdéeth@sﬁﬁthbﬁtlcﬁﬂingrcdrﬁﬁut@td ntmtv@em ClRYe Bk data transmitted from
hel ocations in corresponding to the user's

theog%er igamingl rio (tael caugt@[u@ﬂw)woutﬁebm§éf:ry@tedasbartwke§ were to

EPGReR! BRI e vBlT ks SRhE5e A Bl prigfrBeers per

sb il grhtiem bheckruiimgtid stihgao thkegabaskhe m%tﬁdtelllustrated in Figure
verifjcation set of numbers corresponds with t
AURIBYIAES| one Wyt PhRyaidingdhis H%Qqséh'@é"’%ﬁhrt?sﬁdeﬁt |“F¢ &art of the

PYns&ihe s t%%ertéif%ént%cfs:1 \%ﬁaﬂfté grief databl which supplies

verification s acc seIttis refec
@ the feemset @ d:ttailtanghegndsalgbsttmmcalgt sepiectsadrfmmpmtarge mumber of

i S . not tranm ed out de aut henti cati ng . , e 1
oo losbd IR GelEDag: THS dlich RS B ENIHg e Aication
H&&E. Wé“ﬂré}%adlgntﬂwc@éﬂshﬁnéés"eﬁtlﬁﬂ Wbﬂm@%gy‘%)’ﬁttﬁg method
I a hacker were to Intercept and decrypt th he

Wosiratedan & igweds £xcephthal the cttaltelmge@@rlsyowanssntt@ to the au-

att.ern b eferring.the tr'.n t the
B0 o leBiet Hid, Bt B otio sbBoliS aeh, dha Y€ i used by the
aviedtiogtot b Setpiess ithe %;rtﬁeﬁbmetﬁé se¥arhfeegird databdset e the com-
transaction, the user termnal contacts a separate

@a”@rdétﬁﬁbase whi ch suppl ies to the termnal a

chal I ghg, |
Chel] 85 AR LY BB LALE A8 potes
e ds@taarlaﬁge grldqumtmtbdsntthélgrm beingcautestarftiatly Iarger than the

AT eI e S
F@‘)'.' FRESPIVof 8 tRsh LFGgRbthEY teCcdiBd® Ut at regular intervals,

perhaps automatically, to the terminal, and the grid used is stored in a grid da-

tabase by the authenticator for reference. At the start of the transaction, the au-
thenticator specifies to the user a pseudo-randomly generated grid reference
which serves as a starting point for the terminal to extract from the larger grid
the challenge grid. For example, a 5 x 5 grid may be extracted using the grid
reference as the top left-hand corner. The user terminal then needs only to
transmit to the authenticator the numerals entered by the user in response to
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thenticator; instead, the grid identification code is
sent, and this is used by the authenticator to

WO edorioedses t he grid fromthe separate grid dat abelEeBR@e6/050422

the conparison step. In the nethod illustrated by

Figure 8, the authenticator iﬁ'ti ally supplies to the

user a large grid of numbers,“‘the grid being

substantially larger than the challenge grid used for .
theechallgngader ibe Variication sompgrisen (9 be cariedow byther aghentica-
#rX 7 grid). The supply of a fresh large grid may be
carried out at regular intervals, perhaps

aut onhtwitt el ynddrstobbethtig iwhileadachaofdthielse rgethddessdessribed with

stored in a grid d a tabase t he authenticator for ,
FRIPEINERCRY AP thRTRISPIESIO @ﬂ%et PUmesRIs | PHerachRy 4hg user, with

th%'ﬂtdrfbagz%htiﬁ%%%ﬁét%s néCedsify, UhBke %i@%@@séﬁg%gcompanied

generated gri reference which serves as a startin
by isomef accounenumber nabthtes pexsareat identifier tonlze verifigd. gri d

the challenge,qrid., For exanple,,a 5 X 5 qri be .
o o ah ReRdarnar fi e Bl Figlie §. T w8 terminal
tabbtshiedg P rérefencENStansSSdint gémdtakaﬁdmyn%%ﬁ%t%bysthﬂ of the
transmt to the authenticator the nunerals entered by

traesaption, endrtbispsimnsnyited atong wihghe fuser's ieballenge numerals to

Y Rt lr SO Eah e LhdiRerdelbid Atk RinitE staeq orc for
tife tdwrsermmbhods is described with reference only to
the transm ssion of the nunerals entered by the user

Wi th bt ARethgr ﬁaaﬁ)’@ﬂﬁﬂ iof it@ﬁénfvm@idethﬁ?e‘é\iﬁgéﬁf@'ﬁa{ ﬁ@‘@éoeys’ a simple
ok F5 BEReletd o, BRARRZOHF r o 2080 REAARL otERBRge orid
afj egatya Pbamurobetshehitht drednotl 4 witareteecbntigubiugeub-8et afhibe larger

G385 Bl G5 P Aovaitiadh et Bt maioes ndtnédd to be to-
{dlgrseRgtd. OFor @Enidhe SthieSuder @88 bk @ nfilaoneui Fafﬂg%\?%rid of num-

user's chall enge nunerals to the authenticator,
bars arcena Mandh biydhe laathentigatogr iSinde te auibesticateckymvisgiboth the

for .the us termnal . .l n another, adaptation of thi

ABoRtHT ARGhe i, L ERBOEL: BHEPRELER Blekiddt, 1, now-
é@e%@ﬁ@%@cﬁitfﬁm%@ddh@eé Rh@ﬁnng@hQékerWuldJ{Qﬂmeﬁ@@e%s to the
a challenge grid of 25 nunbers which are not a

wrtsal etid, whiah ol beyifernt dpr £Aeh |pargen agei woulphbe changed

RELTA, "853 iR, 416 296 a0k hldhy RnBTnb Yl 8861 in the wi
talilgddbehiske would \be Lised td gegeratgithel chllenge §edshemdle nat know

nth by the authenticator., Since the authenticator
ﬁ}%o%m BIhOSEHPYAIGHIG PRFHCH \@rﬁéaﬁ\qut, Gad G Ehergiore At gener-

W theQUiHal¥hgs gRynbers to expect. If, how

In a further adaptation, instead of one large grid, the user terminal is sup-
plied with a plurality of challenge grids by the authenticator in the same manner
as for the large grid, each grid carrying an identifier. The authenticator could
then indicate to the user terminal at the start of the transaction the grid to be
used, by transmitting the relevant identifier, or the user terminal could algo-
rithmically select one of the grids and send its identifier along with the numerals
entered as a result of the challenge.
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ever, the algorithm beconmes known, the hacker woul d
not have access to the virtual grid, which would be

waledof7mesme for each person and woul d be changeBCT/GB2006/050422

regularly. So while at worst the hacker m ght know the

grid positions inthe v ir t grid which would be

used to generate the chall en’% grid, he will not know

t he nunbers occupying the particular virtual grid, and

can t higuse 8r'5u$i6&te§dﬁbﬁn@’fthérﬁﬁ@rc@f@l I%@C@i tefming| ig arranged

E)gé}rnh?tg raf#ﬂ%ﬁt étotﬂe étgrsf ‘Fgﬁe ﬂfaﬁeg&q Fy aﬁhgﬁéé% theN$ate and time

ochdhy emglea genmiaaband/oe rmud;dnmhtude;mttﬁer to rgetnleeateaamseudo random
nmanner. as for tg | ar ge grld, each %I‘Id carr

T:ﬂ'@ﬁt‘?ff”lé”f‘ eBheSHER rtEms Arecyei-sNeWaHor Ha d%l S?@J””g per-
gr| o| dt@Fs“E)Péérs@haF G8ital &distQhtst (fF’EDAf aﬂf@ﬁééroﬁ‘a\hﬁ@a hand-

euse by trafismtting the rel’evan
helldr&lecﬁtrcem key defiseuskich tcisplaymd keymwnMrgmmlch mmaogdaﬂ; wat regu-

B i ehvaEe T e et sdlied M s Harshin (Xi the same
§t%aﬂ|d§aee ol gZéHefFat% theldagid ah%eyetnt@rrmgmﬁﬁf sﬂRFHr@@;G Qith the key

I"ocal termnal i's arranged to run an algorithm at
ﬁﬁ‘éC%t dihe usger emeers the ey Mustparip cinlaskdbetagenpidecoaiBA. In the

blsaf ertBl B, SR, A aiRli nyP B Ao B idnagrBle. say. o
25 gigit kéyrauaber wedtbad powe basr BraiRyitvidrnbeecervengionally used and

ersonal conputers or personal digital assistants
{ertihdye chalerapeanid aitiheseriboeist T 6e SldaTERTCCARyse key data

SSH Ss é"‘f&rﬁhng'ﬁ?rlﬂﬁ@h Béeg%ﬁ‘élr@%ﬁtg}@?' SRd %gegﬁlsn%ﬁer, a mo-

regu lar 1nterva vice e secured runs
bitenielaplgome hombes) wgetdwﬁweste'rmlmlasta ng)bmlatteletphone or combina-

{6 By Rt cLhe e Geton et fih SRl JARTGAR {3 generate the
yahecks.dit SRR bASeAToPRe dafnd ey pa S bR ERton time

that type of algorithmw | be extended to generate,
staynp. alrlzmlellv@yt th@yemmfmatlen danshbegdrrifd onlewtheut thediegict for any

g RO R bR s, 288 b Altitkeriol R LEGHT e time
Siahdp, 306 B RFitemtraaycarRUIdtd end gfld ®ased opethe Prédeding time as well
identifier, and account nunbe a no bile tel ephone

ﬂ%liﬁ"ﬂfeﬁurr@h’feﬁ”@et%ﬁ‘@ e hﬁ)Wa(Iorl”yj%dlﬁﬁMelr@ tleperdipa&on the time lati-
SRABAAEDS 1 850 o BetobO SO0 AR gt iR a
m‘nnlrﬂmmammekf@/yddmitg and t he transactl on tinme stanp.

i t holwil 6 HadersieHd Hid) Tyird masisee BieerBomethod and the
binah$hathb8E defSrise BbLRI HaLSYE. tMyridlainSiE, e hi¥ebbt-BBneration
algorithm could be used to generate a code identifying a grid to be selected
from a separate database, or from a plurality of grids pre-stored in the terminal,
the authenticator then running the algorithm with the same “seeds” to generate
the code and thereby identify the correct grid for comparison purposes.

Figure 10 illustrates typical apparatus used in an on-line transaction. A
user terminal, which could be, for example, an ATM, or even a personal com-
puter, has a central processing unit 100 connected to a display screen 101, a
numeric key pad 102 and a card reader 103. A network connection 104, for ex-



10

15

20

25

30

stanp, the algorithmmmay cal cul ate the grid based on
the preceding tine as well as the current tine and use

weioh/06ie | ndeed several , depending on the ti nECT/&@B2006/050422

tude all owed by the system to determ ne whether any

of them produces a pat tern ch to verify identity.

It will be understood that hybrid nethods between this

nmet hod and t he ot her methods descri bed coul d be used.
aowleyiarpe dntefnat raprasentagealet QR ilerdsalogbre et ttangagtipe authen-

55! 88085105 2180 SRR OPVHI LR e ctas and
thfe @ssodiated @eﬁmaed:lelnmld:d{t&)rt eatterngdPJP)t HEo atarhmmtra:r&;actlon the

t hen, runnin the orithmw th the sa seeds
@%‘?fe'r”é?@st%ge &%EP' {198y Myex3BRIE; # gﬁ@e%@ﬁdétc?ard into the

EHddfér 11983, Cﬂ@é}éérsé’ﬁcﬁyrﬁ%%er'fé ?(Ié’édafréf;h e 'ééﬁ&réﬁ@%he terminal

typl cal appar at us use In an on ne transacti on

thesr geeengitesala, cmdlemecgudmo& fof cexamgcdemfe% a&quam& containing
even,a pe has ntr processin .
Sid e opidieretated iShs B3 ™l Bh B 0BRSS 3P gRdne display
kereeRa®11Q#n andingitaiitd frdeseri83entér BRUMEKEY pad 102 the digits
connection 104, for exanple via the |Internet

pepHyFRhthedusar siBE in hedyid: oThe ferminal theanritatesenconnection to

R I e
pssrépactourdenimidarctig amopat blethe ttatdAction othet digits bhmred by the

transaction, the user inserts a personal card 108, for
dSRImBNd the Fbsllengs gbde @ recgiRt, ofithese data, @ dethengigation proc-

%ﬁseo ?Z@mﬁgﬁcﬁﬁuﬁbcw imbé&r %638t ferv%“?r%eﬂgea f‘glgab?{_%% 107 the

en generates a cha enge
esenp PP ahd2&ediliaacesntcdattali 'hmengerlflcatlon is then carried out as de-

Gl Hbane WEh g Gproge ‘ook sbe Boand i BRI Confirmed and

{HeV ittadshefort Ast BfheWiRe Bec&Rtable, Othel %@tﬂ@ﬁlcﬁﬁ@n %cb@@or 106
digits occupying the user's PIP in the grid.

tranﬁhﬁalbachetn fihei terminad an avihesisaiion codetsmthat the terminal can
ran c on_aut hentication processor 106 to transmt
F%mgf‘?i‘? Eﬂ@%&ﬁl Mt he user's account nunmber, the

armunF.gpﬁre t1hq||m§tm<§§@bp9ratué Berfdirgingsa patgrtest thx proeedure, as
user, and the challen grid. On receipt of these

dasciibednuith tefresncedath 6W9p7 od hissadnls a eeparate chakenge grid proc-

u t a
RSP L10 HEL L 9aBPhiL 15, B WLldfod BiabasEod Bt unauo
iogentifienassuciated vath |tasTm;agnd|me@bdwr difobmbgroe warhbte both from
referenceto Fi identity is conf

ﬁﬁ’duﬁ’fe ef M AG %%ml @eﬁW@?W'%'oﬁch@ﬁgﬁwr@ 08, :@?%e connec-
@ﬂﬁ%ér@ltrfe?r? £35¥wdRBIiAK #01s 'ngtéx:?ﬂglé Vi8 th&ternet 105.

termna aut satlon code so term na

can Figure 12 |IIustrates another embodiment, in which the user’s mobile or
cellular telephone 120 serves as the user terminal. In this case, the telephone
120 also stores the user’s personal and account details, instead of these being
stored in a separate transaction card. The process can be as described with
reference to any of Figures 6 to 9, with transmissions to and from the authenti-
cation processor being carried wirelessly, for example using any of the wireless
data networks or methods, such as GPRS.
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conplete the transaction. Figure 11 illustrates
apparatus performng a variant of this procedure, as

walemenedzesl with reference to Figure 7. Thi s adpPeT/@B2006/050422

separate challenge grid proc essor 110 having a

dat abase 111 of chall enge grﬁﬂf each having a uni que

identifier associated with it2” The grid processor 110

may be renote both fromthe user termnal and fromthe

aut hehitgueaidBdh Fpoilew &gl of 1, anlieer: Methash merch issa development

e P\Itolaqmjﬁp%feq @F@?@b@f@lthg bnéﬁg F&ratgd(pg%g algorithm

nter ure ustr es ano

andh dbé roser entersvdnlretpdm sisiey, anotherla@gaithoeld used to generate
eleﬁpone 120 serves as the user t

mnal. In this, ,
& HSRoBEe pHERG aPshoRe &5 8Pk @ ”ﬂ%ﬁ%@?r% mentioned in the
H\%ﬁﬁéﬁ‘abs@%oaﬁ/ﬁﬁ%feré’ﬁé@td Figur&®f §?§k@ﬁ” iBeERaMBle the form

stored In a separate transact’l on ca he process can
b aatenetiigit mubdzkrwior lparkées ansteing cofaeiters afd gqwmelser8) maich dis-

d h
dvists bk EBRNRE: urih e o Mol Wi e, o aRaPE U authenti-
it géu%ﬁtyfma\ﬂhgeme dahe ra;%tnméﬁsSaMam%t hwﬁé,towrs ﬂh‘én trans-

o ure 13 is a flow chart of yet another method
whitechta heaubericayng rautiarity fegethenwih iat lagast pae &f theridentifiers.

and. « N8 auhorilealipg Bty SAEO TG rlafiy WhAC DB the

shmeralydmenivs ang elﬂb idergiiogs ptcecélcalatd tre smsczsseug&tstmm@to rec-
and one or nore of the identifiers nentioned in th
Fﬁﬁtﬁéfa\e §Baltangscariavi HerL@eéﬁeﬁﬁ?@éettRﬁtﬁr@Lﬁ geteyed {remewe pattern

4 raﬁ%é'ﬂ?‘loem' Usé&‘?? e?fé?}t:f’fro% cﬁé enﬁg Qﬁ? %(eg(blegted correct

aps a string ersa
pspvaset Hrearfesapetweihlbleb(pected rmapcmae @mstuhg\mf Kl nlebers, say) is

PR aLInio (s e slosTHR okl 6 MseaRaRertleadt [Sast one of

WARS Whé Er‘éﬂsﬁﬂté&‘ﬁntﬁlﬂlﬁé‘%ﬂéncﬁémrtﬁeQ}ébh%'da}’mﬁé{@%@%ken This
wth at | east one of the identifiers.

aan than be @om@ra@mtdjrtheyransmféed token olﬁé'me)t arepiteasdnng, identity

whi | e ng.the orithmand the identifier(s)
Bvectieti bR a8 TRrtad] (TN g o Fec reat e ! he

chal | AngRiclibh Gbf tHiRGrosess Mmayess Bbeddd bBENre theltBAridnei¥sidn of e-

fromthe pattern database and is used to extract from

mned @ﬁ%&%eTbels@nﬁﬁé “é%b@@t*’é@ ecvaf é@tmmabgom@camqﬂ {rocess
w‘nin},g' cc?th&pforté}aﬁmp?é(pﬁ&‘bgge& %%pggﬁﬁnérg ”.% mg t8rminal (a per-
nu : en a orithm

'S "ent er e nto

sxcsmang:d]ﬂmteeoeasmrjablel@otnrﬁmcatlorm dé\eastfoorwaofple\)hi This gen-
was transmtted h the token fromthe use

to . .
erates ALNalleRge (i e'ﬁs'ng'ﬁll —RURRRN Qﬁ%waﬁagé&ﬁﬁb%aw_ﬁc“bed with
Fd18rdncans igled d 2581 3. IThed RRHoAEE id tHenS&FRerted8Rl & Yoken, as

described with reference to Figure 13, the token also encoding the transmission
date and time. The token is inserted into the e-mail message and transmitted to
the recipient. The recipient then runs a corresponding verification process
which uses the attached key to confirm the identity of the sender, according to
pre-stored information. The date and time of transmission as indicated on the
e-mail message are used by the verification process to regenerate the token,
which is carried out in the manner described with reference to Figure 13, and if
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is verified, otherwise the transaction is rejected. A
variation of this process nay be used to secure the

WO e@n®ed3ssi on of enmmil nessages. The sender r uPGT/GB2(06H50422

e-mail termnal a verification process which could,

for exanple, be based on ide 1|]‘|ers stored in his

termnal (a pe r sonal conputer or a portable

conmuni cat i ons device, for exanp z‘ This ge n erates
@n

theclokens dgenqymaichsingy thisris @ﬁend@a éhatﬁ@e &ryat ihegeen tam-
@ére%e\ﬁ% bPW%tsMott%eh%@f@%?pﬁo%e’é'&%%? 9 and 13. The

ésponse hen conv nto as descri bed

Wi t h Figfues édditustiatés the meflinbd amwappkMEafos@ffene@dllml verifica-
the transm ssjon date and tine. The token is jnsert

ed
fioR. 0157 adepRIna ﬁswsge@daﬁ@ym?%gafﬂt ¢ Hois s Sifplar 1o what is used
EGFLIETH SITBE ARF IBUENFartd Y Enh BOFIRSPANGNRD the PIN is

verifi'cation process uses the attachéd key t
crmerfheldnhoclakby iogrettriei cayrdoweadlee vgtntrer credifcor dieby aavd; |n this case
ﬁ]ee stored forma atgandtitrrer?égé - ter. |

éﬁésn{‘%é‘e& 8%'”‘%89@5‘% 88”% ORO& RPteREEQYANG camputer. in
ﬂfeeﬁe&)dod BAd Ve drateiat dfORiPEGSRS Df ttRe liRgRIRNa e LUBEr inserts the
token, which i's carried out in the manner descri bed

PRYTERkEaIeinte the terminaldenice, dndhe fcere of sk Bipical sontact card so

(B et bceibs Sn E LB U iceBEiRAE S embea-
deddethe Eargurie wlittbe ldppsédiateels hbivever tthada aimilpnethadusbuld be
for offline or local verifica tion, using a term nal

a%n\ﬁi“{?ée%%hp%9%ﬁ?“%%9r eardthakestablishasi it CQ rneghans inductively or

¢
RS, G i e BN By A pe G ghecana
ceddaiar bagitdh cane aheealiteristicsdeMVbert ahid; staget has bessesuccessfully
0 need for immediate connection.to, a reno

th [
carrRistedi e e SoUsE IS 1E1IRRSR BY RiRRSRsaIg LT gyih a chal-
lhige GrPSChurRbelshehd MURMY AB udel®o BRRS th@ﬁi@éﬁo%s'éh@)de consist-

payment card into the termnal device, in the case of
Wgtafhe alungaers dt thecarid which decupyl mttdrtsah themsecs pergonal pat-
fan be, est ablIShiﬁ v¥ith.t e ele itronl c. chi rrbed Cj] |
Gl BEIYENGe  IE e RINgh SPECY LG EeSHASRE ot r teyd ¢vip, along
@itAthechamimpeoneaberd, ks woifdagsed with a cont actl €ss

card that establishes jts connections inductivel y or

WI rel $§§|C§:il‘d vees ithe ghakendmandnidet "@éﬁoo%@ npMbers igad the user’s
ﬂé?&g@%a t¥rr? {st&%% %}g tﬁ@%gl}q Er‘i’igcﬁ ?cgﬁﬁﬁﬁﬁicﬁ Pd?lf’[SIde the

aracteris een SUCCess
clmpph@UetbrM|m‘e whetheémihel ©spoase tcsrrebpbhdmgetﬂly correct pattern in

resnea?ﬁehagrg@“ea{ﬁﬁge@%%@n%@f&%'dtqéﬂ?aipﬁr@%%gé’éeoﬁﬁthe teminal. I
fHSksbadd e éd‘lﬁ tRETERhiRal |'ﬁdtcté?eé?lé W lidMe SIb rReC HRY payment is
posi tion |n t e user's personal
accepted. It will be appreciated that, in the case of an online terminal, for ex-
ample an ATM, the receipt of the valid message would then trigger a transmis-
sion to the authorising computer of the account details and the amount of the
transaction with a request for authorisation.

Figure 15 shows apparatus which is essentially the same as in Figure 10,
but configured without a card reader for on-line transactions, and illustrates an-
other aspect of the invention, in which the user can obtain verification of the au-

thenticity of a transaction organisation, such as an on-line bank, thereby avoid-
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tern and sequence. The term nal sends the response to
the card chip, along with the chall enge nunbers, for

woerfesad i on. The card uses the chall enge griBCT/GB2006/050422

response nunbers and the user's stored pattern (stored
only in the card chip, and nqf, communi cated outside
the chip) to determ ne wheth the response

corresponds to the correct pattern in the chall enge

i the dish of faling ictirmte RG] dro emstiEitiaiie Laglkng erganisation

fsgtgie rﬂ]nﬁ'@ A%Jl%ét%gs Wgﬁzl\z}g&g E@&%b(‘é?%lqﬂys@gg}:ﬁrg@" edﬁgonal de-

{dilsyvohit d?iethep’pgsd:naabﬂcbrbh@ss wilhinchelectoeeusdr @eiectmg' aepersonal

termnal, for ex % l e an ATNl@%he recei t of .th

Ralted %%%ée%&ﬂ cHINSPidyg aﬁdtre% Igsthig B%VSPBa' pattern
Eﬁ tﬁé‘b‘? r‘n§ CRW&SﬁaIQ&eﬁtﬁﬁzaﬁﬁﬁ%‘Pﬁbé}lqp‘m# Wilt&o be regis-

e annu t e transaction wth a request for
’aanedd’)mn tbatusen DElrlglgrastraﬁsaﬂimvstf‘a?ppsaramwlrsmdemitlfNum or herself,

F ERats siapl tyoREe Fndshe RekSod ththo T Autifigation proc-
éééd#sid@ﬁvﬂlslo@krﬂjpomlé%se&%p&@r‘so@él pdirh ra\h@nbn\pm theNdatabase 107

whi ch the user can obtain verification of the a u
apdrnauset § @fd af tisendadandemongmhesato die, gsnerated imnwhich the

Gans Py ¢ RioekRBRTR & ReP brdolfal Pafir® lodfibh e gria 151

@rmehlcﬁgﬁlam bA thé@ugﬂaww@ew‘gmm FaFigare Wet therbsets PIN 5946

the user initially registered personal d e tails, par

8¢t ewlein B 4peray PSF\S%\%@Q%VWQ highighiggieby tb@'ﬂﬂs@fslmayed in re-
g n t

pelsyhecog: RPpAERED 18 S SRAEISE Bl qRiten o

from theganirsandiog. pséuperraodalm ndeberd.i ddei osemcodidrthen confirm

al so be reqgis tered for the use
ik ke BN i< RoSE GPRRRY I e Smecledii Bosiions Beloré cdntinuing
WA $8é trankQétigixanpl e sinply by name, using the
keyboard 150. The authentication proc essor 106 w ||
| ook up the user's personal pattern and PINin the
dat abase 107 and cause a grid of pseudo-random nunbers
to be generated in which the user's PIN is enbedded in
the user's personal pattern |ocations. The grid 15 1
is then displayed on the display screen 10 1. In
Figure 15, the user's PIN 5946 set out in the user's
personal pattern is highlighted by being displayed in
re verse type, but in practice there would, of course,
be nothing to distinguish it fromthe surrounding
pseudo-random nunbers. The user could then confirm
that the PIN does indeed appear in the correct grid
posi tions before continuing with the
transacti on. CLAI M5
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1. Anethod for verifying a person's identity,
conprising a regist ra tion step of storing for the

W@eng0683a per sonal pattern of a nunber of | ocaP¢DOB2@R/050422

a grid in association with personal identification
data, and subsequently usingﬁﬁ{e pattern in a
verification process, whereithe subsequent
verification proc ess conprises the steps of: (a)

ing to the person a challenge grid of |ocations

occupjed by et %&Mﬂ%&éﬁ%r < ERRL ’co?ﬁgk?nsmg a_ registra-

chal | enging t e perso are ons set
Bymrstapsofastotiny farghé q»e&toromaerwﬁdhpattbai bfeangemiper df Iocatlons on

correspondl to t{he stored personal pattern b) ,
R0 ﬁ@SQQ’r%'%WBBrRE‘éS%’éQ' 'ﬂE”H'Q?é'PPf gt ABA 5&’&’\??%9”“3’ using

SEERMALA %rufuéeﬁl@nt En%c%-lé‘é" WRBRSn %é ‘éu%@% tdH v&E&Sbn proc-

patPern a verificatio 'of synbol's 0 ¢ cupying
eszaomprises thet$teps|®é.| | enge grid corresponding to the

et of) Sy RASN e e hersobd efialiis 0% o7 facaB5 R keupied by a
Qé@bddi)aﬁb%fnh foet g éywocb@eah@tdhanfengufng PRr personf tdt hﬁent.fy a re-
response set is the sane as the verification set.

sponacnset efcsyiinlepla@ccopingilesationgtetee whatkenge grid correSDOHdlng

egi_s rises first providing the person
{/%Ttg‘ﬁ %5%?": @é}gﬁégﬁ%i%?ﬁng the person to select the
per SO(lﬁl rel@@tv‘irfg mh@frebmﬁe e8Bin 3 vedfigagiohodevice ardi generating
npri sing conmuni cating the ngPonse

ko 16 ehalleads it ot K8 KSYeQ PRGOTb Ap(rBRatian et of Symbols oc-
%@ﬁ)ﬁﬁé c?@cegf%'ﬁ%t A fHeOHhélgﬁg%t ﬁﬁ&’rborr%tsﬁeﬁdl%g) té)ﬁ fhegfg ored personal

g conducted 1 n sail orisin
pattérod according to O aim 3, vvhereln step (a)

conpr e n erating the chal rigd in a use

Cer i I corigping s o5hanse, 5% R SUADALY PN recuAfiGetien set of
thapbrsppase set of synbols and the challenge grid or

ata enabling the authorising conputer to identify or

r ecr et everifdng fixe idandgity gf ihe. person ihehespacse sdi isghesame as

ﬂgai rP|4 eleln gi sing using an algorithmin the user

hii H&? ?%ng nerate a pseudo-random string of synbols
accorgdi ng Adnétmeddaicordingt® Claiime, whe &Ry tifbdisteftiont step com-
data for the term nal and/or the person

prises first providing the person with a grid and inviting the person to select the
personal pattern of locations.

3. A method according to Claim 1 or 2, comprising communicating
the response set to a transaction authorising computer at a location remote
from the person, steps (b) to (d) being conducted in said authorising computer.

4. A method according to Claim 3, wherein step (a) comprises gen-
erating the challenge grid in a user terminal and transmitting to the authorising
computer the response set of symbols and the challenge grid or data enabling
the authorising computer to identify or recreate the challenge grid.

5. A method according to Claim 4, comprising using an algorithm in
the user terminal to generate a pseudo-random string of symbols according to
the date and/or time of day and identity data for the terminal and/or the person

to construct the challenge grid, and transmitting to the authorising computer at
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to construct the challenge grid, and transmtting to
the authorising conputer atleast the response set and

WO d@neI3ye dat a, t he aut hori sing conputer usi ngPCTEBI@ABS0422

algorithmand said identity data and the date and/or

time of day to gener ate the_£4a_rre pseudo-random stri ng

of synbols, thereby to recreate the challenge grid. 6.

A nmet hod according to Claim5, conprising using a .
leasb e degRPNSe: heh and jderiityidatar iR entharsysbreBPsiEgr using the
20le gl 5878 BERIIA4E o hEER SHBRISHHE Bhy o gorer
aleertlee nsdrne pseydd-ndoompstriags obisynthdise therebpatoedecreate the
chal l enge grid to generate the verifica tion set,
%%%igﬁ@rtqgﬁe second al gorithm using the factor or

factogs t Oé)grﬁ@ﬁfo%‘ §cébrai9§et6 élbﬁﬂ“é,fb%mpﬁ{éirﬁc\ﬁ/ggfnitggi gﬁ;@émd algo-

and step ( conpri ses conparing the recei

twihini t0 e ngeater Biowdtheokesponge setnatchad addibeonklngentifier, a token
Claim6 erein the additional. identifier is at |east .

G Tt o} SR of FmBRE 9rEREed T esmels tptorndi i rein the
§tieb) (03 cRRisTRRE| Uy A Pdtitbaledetidllenge: grd td geﬁ’erate the verifica-
termnal identifier; (iv) a public/private data key;

{191 sehappiyyngthe ageantt algorthnheisingsedactpr gayaeiats to generate a

BRSNS OB Sl B s RBHBRAA G poonea
{okenagittpthesgenerhtgartokbm cal |y sel ecting in a user

termnal one of a plurality of challenge %ri ds previ o
ousl y/suppfireethod aggoadingde Glaimbnwhergin ihe addiiong| isigntifier is
QHEQQltrbﬁé g bofymor the transaction authorising

conput er ané stored in the termnal, and transmtting

to t h@) t r atneaicansactiantinte asdigdateyput er t he response

set apd data identifying to the authorising conputer

The alBor | £SO pr SPOutiaaegel o A et hod

accor giyng k9efhiabmudntifidter ei n step (a) conprises al go
rithmcally selecting in a user termnal a start

ref er Bvice Pppiubtic/privatel datgdeynt ri x of synbol s

previ gusly, supplied to said user termnal by a .
Eransioti oneatomes Aot oy M8 Cash et Bt ansaction; and
aut hopiysi ngll 6@Eﬁﬂto¢l‘thélﬁ§yéé ae&shint Mukdgert er mi nal |

presenting a challenge grid derived fromthe |large

mat ri & usi Agnetwdsaegordingfterate 3, wherein step (a) comprises algo-

rithmically selecting in a user terminal one of a plurality of challenge grids previ-
ously supplied to said user terminal by a transaction authorising body or the
transaction authorising computer and stored in the terminal, and transmitting to
the transaction authorising computer the response set and data identifying to
the authorising computer the algorithmically selected grid.

9. A method according to Claim 3, wherein step (a) comprises algo-
rithmically selecting in a user terminal a start reference point in a large matrix of
symbols previously supplied to said user terminal by a transaction authorising
body or the transaction authorising computer and stored in the terminal, pre-
senting a challenge grid derived from the large matrix using the start reference
point, and then transmitting to the authorising computer the response set and

the start reference point.
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point, and then transmtting to the authorising
conputer the response set and the start reference

w@einneiBd A nmet hod according to Caim3, wherBCTIGBR@P/050422

(a) conprises algorithmcally selecting in a user

term nal a predeterm ned nurfqgj_ of synbols froma

| arge matrix of syrrbols previously supplied to said

user term nal at ransac tion authorising body or

the t ﬂ@nsaﬁtmgﬂ‘oﬂu@%@m'@gﬁ@ Claitp @ ¥rhedpiad sfepr(abcompriges algo-

HEFTEAT) solBERRERLA PBeR1cF AT SR cBld o Sber Bt SGhBHIs from
admrgetraatrb(hﬁ syesmis previmisly amoplistieioesaid usesteemin(al oytenansac-
040 e AP B i WBBbntor, 3 e Babiiea n e

HﬁnaayH%bﬁgﬁggt@%ﬂ g?#@? Bl‘\xﬁ‘ge@lé&%%yﬁg@o@s, antt then trans-

accor rein st ep
oittipg its g aetherlsmgg:ompwteuﬁmrrelsponsenaét angtvararein in step (d) the

EEHERE ool SRR ok MG A e T 968 PrBE matr
pféi/iduswﬂsu;sp@dl the Ganf@syholefto ?ré!é@@tﬁjcpfk@/é@ll%'n){;e grid.
supplied to said user term nal by an authorising body

or t hlaut Aomiesiash acerging:fo ﬂ@rrsﬁorv@terew step (a) comprises re-

bV Map, PSS & S eRPafed nci fhhiffited g ERoy he

am@amngt cargptiert the Qt@?thmfér%inﬁe rﬁtﬁﬂﬂmlmﬁfatlh €a pespionsie a large
set. . A nethod accordi ng erein ste

p
m;tr%efrﬁvm@és p@evmsé-swsmomeplfqdotﬁ sy demie Byi @ athorising

t:
a{*g&g“ tﬁ%mau orfshhg ggt %rﬁ'gﬂgf% dfr'?;f] %nterm#nal presenting a

shateagei ngdsdemivezihtraMe largE chagix dsmg\the]gtar[ rﬂrfeqame point, and
smtting to, the authorising

d t fi t
S nsing Pdah cnbsisiid Sapdier i FetPaTSe des | er

and S‘iEIO (R) mefHBY beESdiMEtRWIAR BS ivibrERNBidbela) comprises re-
transmtting the identifier to the i ndependent

tiwviigaem e dajabassy of hidsdhdependpnt gpfitie aBhorisingeoimeliter an

AEBAIRL PN SR Bec bl Bufaiy of Bl hErBtayHR, Habgse, said
gRd Ihadingcs ahmjurdidbatiRsYy anl tErainTing tthhé%utm@g Bokripiter the

user termnal is a conmputer connectible to the
ERFPROEE sﬁ%gaﬂ%ﬁﬁ@t grid veentfiene and rgter dah coMmrsises 1the authorising

%pﬁ%ﬁ%‘&%ﬁﬁ% e |8@|¥t|f rtgtﬁa ecdgeﬁpﬁleéggam%rs@ta rbftfeve the
Cloalledgeidride to the aut horl sing conputer

13. A method according to any of Claims 4 to 12, wherein the user
terminal is an automated teller machine (ATM).

14. A method according to any of Claims 4 to 12, wherein the user
terminal is a computer connectible to the authorising computer via a network
connection.

15. A method according to any of Claims 4 to 12, wherein the user ter-
minal is a portable electronic device connectible to the authorising computer
through a wireless connection.

16. A method according to any of Claims 4 to 12, wherein the trans-

mission to the authorising computer includes verbal communication.
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through a wireless connection. 16. A nmethod according
to any of Cdains 4 to 12, wherein the t rans m ssion

WO eoovies3aat hori si ng conputer includes verbal PCT/GB2006/050422

conmuni cation.17. A nethod according to any precedi ng
claim wherein the person al sg communicates to the
aut hori sing conputer informtton froman identity or

transaction nenory device. 18. A nethod according to
C ai nld17, Anaetad aseorAngoioyaae preeeding ickaigy vdrerain the person

I.?Sdévat,]mr%n%%?%etocﬁ{e auﬂ@rlsrﬁ "c%rﬂﬁ%nggrgggﬂé%ﬂ% E@Hggﬁ'la?entlty or

menory device 1s
fransadiioa raémirydemcedew ce carried by the person. 20.

A nethod agcording to recedi ng Ia|m wherein the
persoh@ pAtTe %raoL@@étECi@auéﬁc Refeitine mamery device s in

bpgﬁltalcgga,t@p 8eHfg@drg.2 1. A nmethod according to Caim
3, wherein the challenge grid is presented as

a pr e19r| nAermIemmietacmrdhngatquimm 17,ywaeregmtbelmemmy device is

o RRAGeH Wt b HPGRIA LBRTonE devlre caed od YR by Sty e

grid pe, DYAVmQ%dtébdoh’@nQ%%(m 5rb@@@nagrapamf YWHetkip the gersonal
credit or debit card according to Caim

paiferatieelapas arsesuepce i) Wthﬁ‘ethng@BtIO@SraiadJSﬁdom sai d

Menor Y, chi h .
{0 51 m 28 MHBARASARR G Gt L4 IR RE S Agnoe gri
& (restatedeash grépointad devdtadth A plveliyosissssoals imfeddeetive grid
person. 25. A nethod according to Caim1l or 2,

RAPEH@NS the verification d e vice is an el ectronic

d A
o, s3oce B Bl DO BRIGRLCISS, 1THL SR8 o), e

cimaltengier grickid provigletrtartba gerson rom @emembrycetip om aceredit or debit
27. A method according to Gaiml or 2, wherein the
GG fication device is an access control comput er. 28.

A trapgact NORefRI8Ecor8MGPI0 Eidish 29 WRkkdiRlin step (a), the grid is
registration step of storing with & transaction

maghfmdmaﬁalcd)meam@rg@hlrsbp@rcsamaea@antern of a nurrber of
ridin atl vvlth ers

!ggﬁ:' |ca?‘n f%gt%ccgﬁ%fngsiggﬁ'?'m , Whereih sali card reader is pro-

vided in a portable electronic device in the possession of the person.

25. A method according to Claim 1 or 2, wherein the verification de-
vice is an electronic device carried by the person.

26. A method according to Claim 25, wherein the electronic device is
incorporated in a transaction or identification card.

27. A method according to Claim 1 or 2, wherein the verification de-
vice is an access control computer.

28. A transaction method, comprising an initial registration step of
storing with a transaction organisation a user’s personal pattern of a number of
locations on a grid in association with personal identification data and a per-
sonal identification number (PIN), and then including in each subsequent trans-
action an authentication step verifying to the user the authenticity of the transac-
tion organisation, the authentication step comprising the user supplying to the
transaction organisation his or her name or other basic identifier and the trans-
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sonal identification nunber (PIN), and then including
i n each subsequent transaction an authentication step

woe07fyizmg to the user the authenticity of thePCT/GRB2®E050422

tion organisation, the authentication step conprising
the user supplying to the tr_ggs_acti on organi sation his
or her name or other basic idéentifier and the
transacti on organi sation causing in response thereto

actiqn agganisation eausingpn Sgenac dhergte displavatedtie Weafoira grid of

QSN i FVMOEFRLES S B K38 0BenBE0BRt porsona

pattennan organi sation to indivi dual recipients,
con‘prl Si ng an initial rergl stration step of, storin

with €e o rmﬁté‘ﬁﬂsoéﬁ IGHNY FIRSFE08F SP@EVBF“&H O%a”isation to
PRIV reBBIdHES, b oPhprisi ?’H‘?ﬁltlglf relRGaliAte9Bf §togfn'gqm'tﬁ‘the or-
assocl atroh wi t'h person [ dentl cati on data and

ganisatien eaderpotértial reamezmhsmmb@mal(ﬁatmyn odrad nunmer of locations

8%%@?@@? gg\gquétépngw rﬁegi‘?’ss’%%i@q Qﬂwe or g pqs{g(t)ngl Identifi-
&‘éﬁcﬁhnuﬂ‘h@el‘ EG2IND | §|ﬁk§ tH?eerr‘&vQﬁﬁnghQﬁ ih Remegsage 88kt k§y the organi-

personal pattern. . Apparatus for use in verifying a
p@trqrbto 8 rell@mnttq/grldcﬂfrmseydﬁgan@@ﬁsnuraberrseleewbmhgharraCIplentS

[ he person and a
n 8?1@%%%1?}% PJ&O‘?@ Q?%?hgl é% earhg” d, electronic
means3at tApPawns@rfos dgecad iveniffing @ perssamt idwmtyq tdv@prising
person a challenge grid and an invitation to th

Hﬁa@érfof 69¢Qﬂ\éH9|3’3¢ $"|Q”F‘G§€%W§@ai'ﬁ@|®% far W@s%ﬁ’@@ & a linked
PSRRI i AR R B0 E0E et o pr
gemtirfg toaﬂhecpersetaascﬁaﬂengecgeid\am:gam nmnhatlba tpehnes perstdmeto identify

response s t he verlflcatlon means being arran
e Set Mstpiong 4SRONSRGEPtop QYIRS rscdpanagocaions’ in the
@I@éIFeWg@ griy Etrdrﬂce'sﬁéhdi‘hpeﬁ)eihé)fsto?éabﬁé@oﬁélcHﬁ’ﬁl’ér‘ﬁ andhverlflcatlon

ocationS in the chal F'enge grid corresponding to
greansdopeecriviap fmarnttberperson ctberrﬁamortseeseteélmnveefl@aiton means

f. ol ith the fi t t
Beingaraldedid Rebfatt o' FRLABeREh dHo BYE e ¢phiRlpatiom 2
g&ifidasioh et §ﬁ§ﬁn@§lstd&ugﬁmgflb@éﬂdr@ﬂn9:I$é chélléng,e grid correspond-
Appar at us accordin aim 30, wherein the 1inked
\@Qttpethﬂ st@reddoass@na patiesn dom@&rﬁ thagespPnNse $Qtaﬂf|5)Y”lQP|S with
wﬂ% véfﬁfﬁ:r ?f?set %Pg?rrn%to%s a%%ct%r\gérﬁgtﬁé)mgrﬁl't E‘ﬂweo ersoh’ /if the re-
el el ot Re veri £ Cat o vean NpFf | Ses ‘a ran acti

apzor’fws;@tn@me:metwthe%nﬂé@mmeétus according to C a| m

30 or 1, wherein the el ectroni
3?. Apparatus accord?ng to 6Ialm 30, wherein the linked pattern of lo-

cations is a pattern chosen initially by the user.

32.  Apparatus according to Claim 30 or 31, wherein the verification
means comprises a transaction authorising computer.

33.  Apparatus according to Claim 30 or 31, wherein the electronic
means is a user terminal remote from the transaction authorising computer.

34.  Apparatus according to Claim 33, wherein the user terminal is pro-
grammed to generate the challenge grid, and arranged to transmit to the

transaction authorising computer at a location remote from said user terminal
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nmeans is a user termnal renote fromthe transaction
aut hori sing conputer. 34. Apparatus according to Claim

W@3070keei N the user termnal is progranmed tBCT/GB2006/050422

generate the challenge grid, and arranged to transmt
to the transacti on authori si gﬁcon'puter at a location
renote fromsaid user term nalthe response set and the
chal l enge grid or data enabling the transaction author

ihs; iegenspaetand 1q desiiendp asid oredataanabiing temipnessjion author-
%Heqfc?rﬁﬁutef“%?ﬂfe%\éﬁo%%PéélbEﬂef- ERaI%rFﬂa 3, wherein the
us ro gramme

0 use agorlthmto

gener 3be aAppearatos aemfdmgstbrﬂllagn@B sah@b@hsthausertﬁrmmal is pro-
to the date and/ ne of day and identity data
grRENMed forage ﬁﬂcﬁﬁ%?”thﬁbtop%% ¢ & E%?H‘éiorrl?@@oﬁhét””g Of symbols

Sslte tHE 'o%t aRd R hiRRNeeS L}ﬁ and \'c@?ﬁ g?aaafaq‘o]; e termJnaI and/or

transaction aut orising conputer at st the i1dentity
thet persomdtovconsiractt the chalfeseet gad, audhanralsge@ todremsmmt to the

bir SRR AR ous o, SomBAL ot odst iy B E s Bnd wherein the
ﬁbﬁ@édtfoh”authbﬁsmgf@)rﬁﬁﬁéﬂ% FFUb?Hhﬁﬁéd f9 uek Sidri@drity data and
hereby to recreate the chall enge grid. 36. Apparat us

ﬁwc@at@{tn@em d@Natprgemratmelrséigntheh%amg@gqréhm, ¢ sage pseudo-

PP SR Gttt g3t B Bl el ePORYE £ ohen
consi 86i NgApparatss acewdiiy ©yOiairh 35¢ wheesihithg utsbeterrmmal is pro-

sponse set, and the transacti on authorising conp
Q@ngr’[ﬁrlﬁ;eda S6CORG aig%'ﬂﬂ@ctpﬁr@daf@hf@ﬂnetﬁgé eéP‘P’?ﬁQ get and an

Qﬁﬂ‘iﬁBﬁ‘él‘%Pénﬁﬁéfee{ {JHeﬁaéd foé sﬁbﬂlg;t’& mbQs BR¥alillfthe re-

second al gorithmusing actor 0 ors to
gpmmﬁsﬁ and d)ik@traﬁsmtldrhwthenslﬁg|co<r:rmutenssmbgreanMeﬂhemse the
rln%laghe rec |vedto en Wth e er at

RNy 96I A AIHES ?é*&? P’%Hf'c @”Q%EQQFX%Q s, 10 apply the

§§é‘c9fodél Briftn G‘sﬁid]‘ﬁh%efacwﬂ%fr%&d@ﬁ) Qé’r‘i’ér"até’ﬁ%ken from the verifi-
|dent|f|er s at ast one factor from (1) t

catiors aet, iaod thenecoamerrng dhet recevied) token avikoiies g@merated token to
ac.c t identifi iii) atermnal identifier; (iv)
gstsgt#b ] a?nxlg?rfec@pé key; (v) the paynent anount, in

the cgge OAppaRAvseBtordirRNRACIHIPNG6,ankerei )heahbdlﬂbnal identifier
part of the payee account nunber. 38. Appar at us

woldeastiapetfgcardiom:33, wherein the user termnal is
PFO i)  the transaction time and/or date;

(i) a personal or account identifier;

(iiiy  aterminal identifier;

(iv)  apublic/private data key;

(v)  the payment amount, in the case of a payment transaction; and

(vi)  all or part of the payee account number.

38.  Apparatus according to Claim 33, wherein the user terminal is pro-
grammed to select algorithmically one of a plurality of challenge grids previously
supplied to said user terminal and stored therein, and arranged to transmit to
the authorising computer the response set and data identifying the selected
grid.
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grammed to select algorithmcally one of a plurality
of challenge grids previously supplied to said user

W eoomioesshe and stored therein, and arranged to PCEHGBRI0E/050422

to the authorising conputer the response set and data
identifying the selected gri d3 9. Apparatus accordi ng
to Claim33, wherein the user’terninal is pro granmed
to select algorithmcally a start reference point in a
| ar ge3%at rﬁﬁpﬁfatlé%ﬁﬁwrglq&’f@\@@ljﬁlc”ﬁ wispeindae usestgraninal is pro-
HihmbB! & SabePBRoRlRRRAN RLEh ek RIBESSAR! if 3 larag matrix of
enge Qgrl rive rom arge I usin
syrabblsrméeubeelg/esuwheﬁ to 3aid mmrrtetrmner and rstdreddhemn to present

aut hori sin uter the r onse set .and the start ,
*@?@ﬂ% 6 ‘Egp e@bfromoﬁbﬁ f‘&%@ér%'%”ﬂ%s@wgﬁ%@ce point,
ltAt t
%E@‘%@“ g PRt Re B RIS B AUl THE S i g the start
eefewnge m:mtrl X of synbol s preV| ousl y supplied to said
user rm nal tra sactl hor| Si n bod
U oAt o ABhatus abidil Yo heréifdne B Rimind is pro-

bl%i’nﬁﬁ*n@é'to é&earﬁgénﬁmﬂcﬂtwhl;ﬁ@a@te@mirféooﬁuﬁ@bﬂw%yﬁ@o@from a
nbols, and then to transmt to the authorising

Sy
@é@@m@trlmﬁéyﬁ@g&ﬁ@nww Suﬁﬂheﬁhtﬂ said uses tauningt by a transac-

o SRt Bbcy e PAe FERRRRLA Sy BBRser U AREE apdstgre in the
B;mmhalecb tmes@ﬁn@ chababs grid be it tselatted ynmbodd, | @Iﬁ@ehen to
aratus according to Caim33, where

igrﬂ@SﬁT]géP th%@#?h%S'ri%C%m@ubqrghﬁégsr@@qee%@, apd é(vrgqrgmtthe author-
t
verqeh tﬁltegﬂg n%lra?@r%% theéipsﬁlyé?ﬁgtrsgpgeyggthprgitﬁtselect from the

iangk cmtrin@revipady tsuppliechtre samgesymeials X0 oécansiroot the challenge
Er.ivi ously supplied to said user termnal and stored
rein, to present a challenge grid derived fromthe

| ar geqmat r A\xpHENg ab &R dfigPolClafh 83, AMefeiRthdLisePminal is pro-
then to transmt to the transaction authorising

g@muedr tat remell\m cmt$tert refeperce rpoint Heanmttedetharew by the
th LESRonsE prp rat ys ac ohﬁ{g 9 od a.i,[.m 33, |
YRdicatR t‘f?é“%%SF tlh&ﬂ?ﬂ P1S'ENEY PV aNtEd g 5 gpiigh i a large
frio®iix af dpndbRSErevfoudly §§pplié@eﬂ@e§w@mlse®f’[erhhﬁal and stored therein,
transaction aut hori sing rrgut er and of the person an

W gesenhai %allpyggegr@btﬂe@vqm of¥ the |arge madtiix yish1g ghe gtart refer-
SHEK B A BRI B Do BHuter et o
eatidrorensotedramntimeitieer @rmindl toatdsponseset.e from the

42.  Apparatus according to Claim 33, wherein the user terminal is pro-
grammed to retrieve from a database of grids independent of the transaction
authorising computer and of the person an algorithmically selected one of a plu-
rality of grids stored in said database, said grid having a unique identifier, and to
transmit to the transaction authorising computer at a location remote from the
user terminal the response set and said grid identifier, and wherein the
transaction authorising computer is programmed to transmit the identifier to the
independent database to retrieve the challenge grid.

43.  Apparatus according to any of Claims 33 to 42, wherein the user

terminal is an automated teller machine (ATM).
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user termnal the response set and said grid
identifier, and wherein the transaction authori sing

wW@eowptBee i s programed to transmt the identiPCEGBR@®6/050422

t he i ndependent dat abase to retrieve the chall enge

grid. 43. Apparatus accordi ng, o any of Cainms 33 to

42, wherein the user termnal™'s an automated teller

machi ne (ATM . 44. Apparatus according to any of C ajns

33 tod42, HRbAEtYs BREOTGING to aRyioh4llaims 33 dersutmierein the user

GORRTA L Bl ENGohIARRRE R PUILRGDS it SRR Shputer via a
a a networ kK connect us "accordithg t

aekac@haéa:tB)rBL% to 42, wherein the user term nal is a

portagle el ectroni c devjce conne?tlble to

t r ans@et i oAPRAEANE ASCOTRIN: EhBRY & Q'%'Fbﬁﬁﬁ ta 4&% Meleggd the user
ﬁa‘?ﬁﬂ%ﬂtlé %ne\%r‘ﬂﬁiole'aéh?ﬂFﬁl?‘%eﬂb%"éﬁn‘&tlbl% t%n%eotfrarga%‘ngﬁ authoris-
to 45 erelin the ec tronic neans 1s arranged to

mgmmnpmiat troogh heviteless agnmentioaut hori si ng com put er

inforpation from an identi or nsac

dovi <86 47APRARSRaESER folat of GHRE 30 35 45uhibilein the elec-

trbﬁ.ormﬁ@ahy il %Wa?@eusto' ébrﬁmmrba@e 6 Ak traHsa@abh taLﬁﬁ’drﬂ;lng com-
Appar at us_accor aim47, wherein the

ﬁéﬁ%nrgfoaeaﬁlorefro@ @h@l@@gwwamﬁwlan mﬁ:mam @ewdcect roni ¢

oI SR RS OHRE Ot A oror v s

et @ntar@gamonagmcgmrpri ses, in conbi nat| on, a mam)ry
chip in a card, and a card reader. Appa
accor #8ng ABP@I%‘HWQOVMF%Q@'%QCW@r@@ata@rm?g‘oirh device is

SHERSLRUSHARLS o ptionelles rbnbpnee ated oy o

persohi cation neans is an el ectronic device which can

G ai m#9: 1. Aerabi, SoRaIcHiG 2t IJARE Aleviieialrc he elettioRic means

b(B‘rﬁBhE’é’é @ﬁ REnibdinaion, anfafionPBhiBrin i20&H | Ah@ ald0d réadet:
An access control system conprising apparat us

accorao ng Appaeﬁwsna:emmngstq Claihed8i whereinvibei ¢ardateiadar is in-
programed to

EPRated 188 A FRBAR of SRS R o e ent 1.

\iﬁ AB1 afﬁAféﬁamLﬁlé Imeto’Ng eNGIEROr3Y BO 310 villareim hd verification
erein e
means is an electronic device which can be carried by the person.

52.  Apparatus according to Claim 51, wherein the electronic device is
incorporated in a transaction or identification card.

53. An access control system, comprising apparatus according to
Claim 30 or 31, wherein the verification means is an access control computer
programmed to allow access in response to verification of identity.

54.  An access control system according to Claim 53, wherein the ac-
cess control computer controls release of a lock or latch.

55.  Transaction apparatus, comprising means for receiving and stor-
ing with a transaction organisation identification data for a user and a linked pat-
tern of locations on a grid, together with a personal identification number (PIN)
for the user, electronic means at the user’s location for presenting to the user an
authentication process verifying to the user the authenticity of the transaction



cess control conputer controls release of a | ock or
| atch. 55. Transaction apparatus, conprising neans for
WO e@eiogd3mg and stor ing with a transacti on or gei/682006/050422
identification data for a user and a |linked pattern of
| ocations on a grid, together 1vvlth a personal
i dentification nurrber (PI'N) f4or the user, electronic

nmeans at the user's l|ocation for presentl ng to the

oganisatioguineeaviheaticalipnppiOcess coBlarsifichigauesting theseser to sup-

gﬂg,qﬁ [eﬁ?é?{s!a%héﬁ( 0 é ariSidd ARSA L IR AL lﬁ%uc‘i&”@mﬂer and
dt henti catl on esS conprising requesting e user

th@ Bapsa:dtlxont @rgahsatmarmstngotmeoelgatnomatmeanmrs respdnsle thereto
or other basic |dent|f| er and the transactjo

%‘éﬁiaé’a*&t% UsglIgi gl efrrseidoc@ngAM:NwBRALS invhigs 6B‘ﬁ§‘éers PIN
&ﬁ%ﬁ Qtﬁ@u%]%@rg%ﬁgtﬁdi@wser a grid of pseudo- random
e

rsin ser's PIN occupies the user's
personal pattern.



