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2001, the entire disclosure of which is incorporated herein by reference.
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particularly, the present invention re eS to a systemand nethod for

managi ng i nformati on dy i Bl Esghalibrgs in a wirel ess
network. 15 2. Descri git);féc;l;ltof tlﬁgggfl\g?eétArt Enmerging wirel ess data

net wor ks, such as the Ceneral Packet Radio Service (CGPRS) network, may
utilize the Internet Protocol (IP) for routing data to nobile stations.
The nost popular. I P standard, IP version 4 (I1Pv4), has |limted addressing
capability and thus utilizes a dynam c addressing schene. In the dynamc

addresging 20 schenpys a,400kid! AYA | Bk &t V@ﬁi&aa@gﬁ&sq@éﬁmaﬂynm cally
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et vork. 14 0ar0RoHE RE WABBRs K045 An omerging 1P Standard, | P versi on
6 (IPv6), provides SUbStantiallﬁACKGROUND
1. Field of the Invention
10 The present invention is directed to the field of data communications in a
wireless network. More particularly, the present invention relates to a system and

method for managing information distribution to mobile stations in a wireless

network.

15 2. Description of the Related Art
Emerging wireless data networks, such as the General Packet Radio Service

(GPRS) network, may utilize the Internet Protocol (IP) for routing data to mobile
stations. The most popular IP standard, IP version 4 (IPv4), has limited addressing
capability and thus utilizes a dynamic addressing scheme. In the dynamic addressing

20  scheme, a pool of available network addresses is dynamically assigned to a much
greater pool of mobile stations depending on which mobile stations are accessing the
network. Additional network resources, such as a Packet Data Protocol (PDP) context
in the GPRS network, are allocated to mobile stations when the mobile stations are

accessing the network.



permanent | P addresses due to a nuch | arger address space, and thus the
dynam ¢ addressing schene used in IPv4 is unnecessary. In an TO network,
however, weaddiogd3enhal network resources, such as the PDP cenTaa2iomis he GPRS
network, are still 5 dynamically allocated to nobile stations when the
nobil e stations are accessing the network. SUMMARY A system for managi ng

information di st Qitbp IP@M&%Iﬁv&gmh@c@nﬁfommub&&tﬁw mobi | e stations
in COfTTTLlnI cation wth a w rel ess network conprises one Oor nore host

servi ces apgman&%imd&sge%%gyg)%ﬁ@n%g dafedGa 054 tﬁ&sftgé gﬁaﬂnﬁ operabl e to

receive data itens associ ate e stati ons, or each data item

Lo det er Mgl Bnk eSO 58,431 A0y NELABYS LERUIEGR @SS 0CT ated Wi th

the nobil e statrons whe a net wor esource 1Is associated with a nobile

stati on. Uyofamo%aﬁ%mo&g%soxﬁesdg}cﬁ%mhg%bb%emeﬁ §&e@ﬁ{s ne]?v)v&;( s@ further

operable to transmt message (or signa nmobi | e

h K d
ot rantm SRRACHE bSCIRTEROOT BB OB ABRIE  fiont S i, 0

conflrmatlnc:(=n ngssage that the nDblle station has acquired the network
WOL,
resour ce. e network resource nonitor is in comunication with the

wi reless 20 network and the one or nore host services and is operable to
track the resource status of network resources associated with the nobile
stations and to automatically tragﬁph%Aﬁghe resource status to the one or
nore host services. Another syste naging information distribution to

a nobile statiop in nmuni.cati.on W | ess network conprises a host
servi ce oper abl% S¥SH® gcgél}ay@guag lnﬁ’mﬁ‘%ﬁ%ﬁa@@ﬁﬂﬁgﬁ?@@?mﬁ@&@wo@at aitem

associated with the nobile station and determ ne whet her a network
0 and mobile stations in communication with a wireless network comprises one or more

host services and a network resource monitor. Each host service is operable to
receive data items associated with mobile stations, and for each data item, to
determine from a resource status of network res‘ources éssociated with the mobile
stations whether a network resource is associated with a mobile station. Upon a

15 negative determination, each host service is further operable to transmit an out-of-
band message (or signal) to the mobile station to instruct the mobile station to acquire “
the network resource and to transmit the data item to the mobile station upon
receiving a confirmation message that the mobile station has acquired the network
resource. The network resource monitor is in communication with the wireless

20  network and the one or more host services and is operable to track the resource status
of network resources associated with the mobile stations and to automatically transmit
the resource status to the one or more host services.

Another system for managing information distribution to a mobile station in

communication with a wireless network comprises a host service operable to receive a



resource is associated with the nobile station, and upon a negative
determnation is further operable to transmt an out-of-band nessage to

t he nobi IwoIB@#938n to instruct the nobile station to acqecraAoke19ast wor k
resource. 5 Another system for nmanaging i nformation distribution between a
host service 1in comunication with a conputer network and a nobile station

0 communi,Gatl 0N oM B wAnthd SHERSAEh AR do CRRIRES: AndRBAd © station. The
nobi | e st g?ﬁa tﬁmcacs)sr?f)lralesgvsl ac prolcee55| ng subsystem a communication
FTRRAAL T b St I S GG e

Uest over the conmunication subsystem

and in response to.the network resource reguest t gl n n rk resource
in the w Eqﬂg:ggp S8 MR ?Ué'r?g'ﬁﬁ% rﬁesﬁacgﬁﬁ)l tﬁﬁﬁ}olglg%g%osn gggl;ng% t he host
service indicating the mgbi]e station has acquired the network resource.
BRI EF DES@GWIWE‘&“?@W REEOFSCRPE 1 is an illustration of a system
for managing information distribution to .m)gi le . stations in a wrel ess
networ R; FI G Anpthergystem forapgnaging infopmation dNHBUHIRRGEVSR 2PRY SEYEE em t hat
provides |IP tunneling between a nobjle statjon and a host. stem FIG 3
is a flowidiFeREHeAPT Féth AEOTAYCLIEHEIR 4 %‘F‘M%Q‘?WW@%%n 20
distribution to nobile stations in a wireless network carried out at a host
system  Pritha wirgless getppgpompagtsaehile getiem ¢ fhs groblfsehatcariigifagi ng
information distribution to nobile stations in a wre|less network carried
out at a ranriehsngsHbAYSoM; a CHIMEINIGHIPE SYRsYSIn, 384 ¢ BEMOR WPSYARTeA¥bdi nent of the
systemthat provides an HITP communi cation between a nobile station and a
host syst ewperable WoeodyernoBGaf- P/ neiXEPk (10U requess over the CQMPRHGHIAR agr am

illustrating another nethod of managing information
10  subsystem and in response to the network resource request obtain a network resource

in the wireless network and transmit a confirmation message to the host service

indicating the mobile station has acquired the network resource.

BRIEF DESCRIPTION OF THE DRAWINGS
15 FIG. 1 is an illustration of a system for managing information distribution to
mobile stations in ‘a wifeless network;
FIG. 2 is an illustration of an embodiment of the system that provides IP
tunneling between a mobile station and a host system;
FIG. 3 is a flow diagram illustrating a method of managing information
20  distribution to mobile stations in a wireless network carried out at a host system;
FIG. 4 is a flow diagram illustrating a method of managing information
distribution to mobile stations in a wireless network carried out at a mobile station;
FIG. 5 is an illustration of an embodiment of the system that provides an

HTTP communication between a mobile station and a host system;



distribution to nobile stations in a wireless network carried out at a

nmobile station; FIG 7 is an illustration of an enbodi nent of the system
for managwog@s3/oigsBor mati on di stribution to nobil e stationsPCh/Gye20Pus
wireless network; 5 FIG 8 is an illustration of an enbodi nent of the

system that includes a network resource nmonitor in communication with the

wireless net \ADH(G f;%ﬁgarﬂg d%%?a‘in ﬂlﬁ%t?a“.lﬁ no ?nl: h%ﬂ m%x?alggﬁ&{ikﬁ%ﬁfoﬂgr am

illustrating a e I nTormation I on nobi | e
stations in ess. net.wor.k carr |ed rce 10

noni t or . BE?%“#EE)? %Ef’?la\fl B &e i %‘9%% f%%'le '{&ra 8ﬁll%§a§&{’system f or
managi ng i nf or i trlbut 100. and 120 to nobile
stations 152 aﬁﬁé ﬁa‘?ﬂﬁ%{?ﬂ%ﬂ Wb(?ﬂl%ﬁnp?f&i%x%n@? BrEE 8 net work 144 and
voi ce wirel ess network .146. ile.o hos 100 and 120 and two
mobi | e st APERALO T§§%H°ﬁ@F°£q88 HWXM{ ﬁ%ﬁ ieésrﬁ/i {(Tsl ncl ude addi ti onal
host systens a bile statio host stem |IIustrat|ver a
conputg devi cggcig‘sa%ﬁ]é‘wa&gn p??a‘?‘%’ %f}tﬁ%gﬁﬁgbtﬁ Wesa) ocal Area
Network (LAN), running a redirector soft 0 04. The

r edi r ect orMCWHIK fRspECe BANGH T CQMEUWNIGRHQILK] tﬁﬁ'&t“f”@f? {(ﬁgb g@ﬁthStser ver 102 to
redi rect user sel ected information to the nobile statl ons 152 and 154. An
exenpl ary SHE®PI@dst ati on may be of the type disclosed in United States
Patent No. 6,278,442, entitled "HAND - HELD ELECTRONI.C DEVICE WTH A
KEYBOARD OPTI F@E5s Férwdarapy fiustries FpeiRg of mepgingipfopaatignscl osure of

which is 4 WO 03/ 049384 PCT/ CA0O2/ 01945 incorporated herein by reference.
Fur t her mordéstritaion iempbilgrsiptipesdn petirelnss By erkegpigied out at a network resource

10  monitor.

DETAILED DESCRIPTION

FIG. 1 is an illustration of a system for managing information distribution
from host systems 100 and 120 to mobile stations 152 and 154 in communication with
15  a wireless network 144 and voice wireless network 146. While only two host
systems 100 and 120 and two mobile stations 152 and 154 are shown, the ‘system can
include additional host systems and mobile stations.
The host system 100 is illustratively a computer device 102, such as a mail
server conﬂected to a Local Area Network (LAN), running a redire;ctor software
20 program 104. The redirector software 104 operates in conjunction with the mail
server 102 to redirect user selected information to the mobile stations 152 and 154.
An exemplary mobile station may be of the type disclosed in United States Patent No.
6,278,442, entitled "HAND-HELD ELECTRONIC DEVICE WITH A KEYBOARD'

OPTIMIZED FOR USE WITH THE THUMBS," the entire disclosure of which is



program may be of the type disclosed in United States Patent No. 6,219, 694,
entitled "SYSTEM AND METHOD FOR PUSHI NG | NFORVATI ON FROM A HOST SYSTEM TO
A MOBI LE WADA0BBRMINI CATI ON DEVI CE HAVI NG A 5 SHARED EL ECPRONMIAG2/ADBRESS, "
the entire disclosure of which is incorporated. herein by reference. The
redirector software 104 may exi st on any machine within the corporate

envir Oaneri]t gpat%@{e%glfé\g%k&%l%gh lﬂ‘ﬂleﬁn&é,ra%%%éd&yl%%&ecﬁf%@(oﬂdf%rew thin the LAN.

A Virtual PHVa server Ws users to connect to
Cecuri ty ARERame Py Rt Bt uBe bR DBt les Ml B R R 50 e Thos:
Funni ng. web v SErYENRARETHED ASERA N B R TN MRS T oo R cess
compat | bl Sub RO TR LR ORI PRI CREEN NG, ' Pore) . phones
an i nbor SHARED EFERTRONE AHERES e e B VPUNGES ABORo RIS dat & type
received at the web server 122 into a second data type of reduced size for

transmi ssibgiiRy TREHFe stations 152 and 154. Sinilarly, the web server 122
may be running an ASP 20 (Application Service Provider) solution such as
ACL, or a web pderediregigrspiinare sy exighonanymaghine wi SHRADBN such as
GoAnerica, or sone private web service offering.  Usually, the web server
122 is pr @ﬂétqnwnb&ﬂ%aplﬁfeF%‘thl@Zé%mWMFYQWW%}Qél%e I'r‘%?l'o mat i on
distribution to the nobile stations 152 and 154 so that data itens may be
del i ver ed \deyal Ervan dasrak { WP Hervigho|alows BiersgA soansot to SoMpPsaE3/ 049384

PCT/ CA02/ 01945 - . _
10  services via the Internet 130. VPN servers 106 provide higher security and tunneling

of network requests over the Internet 130.

The host system 120 includes another computer device 122, such as a web
server, running web ser\;er software 124 that can include direct Wireless Access
Protocol (WAP) support. WAP support provides mobile station 152 and 154

15  compatible web content for small Personal Digital Assistants (PDAS), phones and
other types of mobile stations. The web server 122 may alsd be running an
information transcoder that can efficiently transcode a first data type received at the
web server 122 into a second data type of reduced size for transmission to mobile
stations 152 and 154. Similarly, the web server 122 may be running an ASP

20  (Application Service Provider) solution such as AOL, or a web portal such as Yahoo,
or a wireless web solution such as GoAmerica, or some private web service offering.
Usually, the web server 122 is protected by a firewall 126.

The system manages information distribution to the mobile stations 152 and

154 so that data items may be delivered asynchronously to the mobile stations 152



and 154 that are in communication with the wirel ess network 144 and 146.
The I P based wirel ess network 144 and voice wireless network 146 are

i1l ustratwoeBp4d3®t based networks conprising a private sePCoOfCAROEESr esses.
The wirel ess networks 144 and 146 are preferably inplenented as one

net wor k, supporting both data and voice 5 conmunications, respectively, for

the mobil e, n%tlgﬁ Ilhgt{'%%QDScéngiglglfc]ag n WD hvi{"e&éfg.[@)ﬁe]@woﬁtﬁﬁ '319(5]14164 8Ehe(i-‘pe exanpl e of

such a networ yste comuni cations (GSM

net wor k a sef(aD \ﬁ%ﬁ&?h%r h%fﬁlg%ld '\/310?%?&:16?591' Y&?%}Gdarmlﬂl?trﬁﬁrgly {ﬁ }Qseﬁ upport both

voi ce and rough e base s e netwo and 146

include a n fr try uppo r rvices, such
an Accese oI gF NelBahBHESt Yi5r gl aﬁiee%s?ls%i’le%ﬁé‘%ﬁfext

Al'l ocation SerVi & ani c Conf.i qur at | Pr.ot gcol ( DHCP)
interface ]Sera\r/elgggmglldmgﬁealeg{)ﬁgs gre g?orfé’ I?HS) I%Lisi(’ﬁl dVOlCf-:>DP context is
used t open an LP tunne| infr tructure The
PDP cont extOmraiieatos; rSFPei%‘ff?yc g‘?ﬁf@%‘é‘ﬂﬁ” Sgagf??sﬁjlég&n Aﬁth fvices, as each
PDP context |s utomat assi a ddr ough DHCP.
Because th%at{ﬂ]rlége é{’laﬂft‘%‘%g lslth%&é’bﬁlrg' gfs’let B@

dynam cal | y- assi gnhed I P ddress sp t he DHCP 40 i s responsible
for all oca‘fqnﬁﬂméfﬁﬂmﬁégﬂﬁéawoﬁl@a%’e% Ret‘éﬁf&rt@éése?é’a’faﬁ? d W’(Slﬁla?% stations
152 and 154. This _operation_occurs_ in conjunction vvlth the PDP cont ext

al | ocat i onc?@SHRPSHEA VP anddatafikrouch s basestalion 148ai | able within a GSM

net work. The SMS nessages are commonly routed over the voice network 146.
Al ternatively, Tifaetikntidangddo imglpde apegondnirdtireuredde © #1eCt p- based
wireless data network 144. FIG 2 is an illustration of an enbodi nent of

t he syk emettierk sgviges eieh ap pecesy Rpiaf Nades bAPNB dA2.SMp it sersices PBR 220 and a

host system 200. The host system 200 6
Context Allocation services 150 and Dynamic Host Configuration Protocol (DHCP)

interface services 140 and others. For example, in GPRS, a PDP context is used to
open an IP tunnel over the GSM/GPRS network infrastructure. The PDP context
allocation 150 component is linked with DHCP services, as each PDP context is
15  automatically assigned an IP address through DHCP. Because the wireless networks
144 and 146 operate a private, dynamically-assigned IP address space, the DHCP
server 140 is responsible for allocating and dealiocating network addresses to the
- mobile stations 152 and 154. This operation occurs in conjunction with the PDP
contéxt allocation component 150.
20 SMS services are available within a GSM network. The SMS messages are
commonly routed over the voice network 146. Alternatively, the SMS messages may
also be routed over the IP-based wireless data network 144.
FIG. 2 is an illustration of an embodiment of the system that provides IP

tunneling between a mobile station 220 and a host system 200. The host system 200



WO 03/ 049384 PCT/ CA02/01945 illustratively conprises a host service 204,
such as a nmail or web server conputer device as described with reference to
FIG 1. Svops/odBsf£L6 describe the process of pushing informatricae2frem t he
host system 200 to the nobile station 220. In this enbodinent, the network
infrastructure 143 5 provides tunneling of |IP packets fromthe Internet 130

toth i tati . ; i I h t Kk
addr ocs ¢ PEHRER h RS s SHERe 240 B B i AR B 21 e et wor k

(VPN), whi.ch is available trom | variety of network vendors such as
G sco Systene &g ?‘fl‘&th]i\el{ér%? sﬂGcSi?'ep 21 occurs upon the arrival of

information data ite 20 hat are to be . ! i|e station
220. The data %ttegﬁ"él' ‘?Sgﬁ)ﬁtﬂﬁe&m?%srog )1(15hm lél%oqqé];gtﬁr;ogﬁr}foqn %%shggggég&hmeb site
requests, arch reguest s ase, i pqui.rijes han l.l s,,,6al endar

al ar s, t&S@H’ tﬁ? E’f’g’ﬁk si"}li’é”,‘ Z%nglﬁzg’rgéﬁ%b?‘ﬁﬂ%s‘%tethe P‘%tggr%(,mf\?/aoslﬁg%wrr%}éid' nmessages or
dat abase itenms that haye changed, or FTP data.ite tc. Data itens
202 as3ocPHVEES tW‘t%FPgt RAGETY °l§‘tﬂ%ﬁ$€?ﬂﬁle§g§)t&ﬂé€ IB%’ lﬁéﬁg{%‘?)z he mobi | e
station. A data item 202 i‘i 15 associ a]téeéi vvith%gﬁhe gg)‘gﬂe station 220 if it
i s addr esSBeh UPRLEE 1SSupRTE Hronghia nstwars addgess trapglatigy CHE G an el ectronic
address at which data itens 202 are repeated, ? the npbile station. O her
associ at i 6% vpes padalplyatgnetyoge({J2gWhi PESWBG‘&&? eer)cm?ggffﬁVtaE‘ffylo the system
a resource nonitor, such as a DHCP nuonitor/database server 210, can be in
communi cafpEEPrkwendors sechige Cigee Rystoms angNortebetwed§yr ce nonitor 210 may
comuni cate with the host service 204 via the networks 144 and/or 130, or

alternatively Htep 24epsvripenths amival of isfosmptigndadiens ehhihabse e  resour ce
nonitor 210 nonitors DHCP traffic using a TCP/IP port splitter. One such

TCP/ | ROpormpushegite 2 mebild statigy 320- FbE data iewmp 3¢%cagpe:fengxppplees828s a built-in
feature. The resource nonitor 210 can provide an automatic update of the
st at us of nzessegesawiek site requests, search requests, database inquiries, phone calls, calendar
alarms, to-do list items, workgroup related items, voice mail messages or database
items that have changed, CRM or ETP data items, etc. Data items 202 associated
with the mobile station 220 are pushed to the mobile station. A data item 202 is
15  associated with the mobile station 220 if it is addressed directly to the mobile station,
or addressed to an electronic address at which data items 202 are repeated to the
mobile station. Other association methods may also be used.
Although not required in the system, a resource monitor, such as a DHCP
monitor/database server 210, can be in communication with the network 144. The
20  resource monitor 210 may communicate with the host service 204 via the networks
144 and/or 130, or alternatively may communicate via a separate data channel. The
resource monitor 210 monitors DHCP traffic using a TCP/IP port splitter. One such

TCP/IP port splitter is available on Cisco System routers as a built-in feature. The

resource monitor 210 can provide an automatic update of the status of a network



7 WD 03/049384 PCT/ CAO2/ 01945 resource, such as the network 144 domai n and
an | P address or PDP context allocated to the nobile stations 220. The

det ai | ed wpesasisen of the resource nonitor 210 is shown &od/ce@goridbed wth
reference to FIGS. 8 and 9. Upon the arrival of the data item 202, the host
service 204 determnes if there 5 is a network resource, illustratively an

ImF))b?Fgr gts getsfn%lﬁel, %C tai% ghefs Oeg%(%r{g ?44{@0%a|inear{sdt tﬂ’ g@dr%s%,?)ﬁ gDEQ nt']-:)!:t) aﬁ&g{egs s shown in

y representative o data portion of the
dual - node bile statio | e of both voi n :
conmuni cafq%gﬁg?og%%%b"é‘ts 2?@%%8?&%%88 I %Iﬁc‘il}é}%e rtef'noél?% nﬁosflﬁgld%gt% wor k resour ce
allocated , to the nobile. station made, for exanple, by accessing
resource élqupi%?‘r‘“gﬁkgltgf%?erﬁﬁfoéﬁg}ﬁv%?ﬂbfe stations stored at the host
service 204. If _there i.s_no |P addr | | ocat e the mobile station
30, or i1 NaT U dypiga i st e S8 nhos e Rico febifpda i has e
W reless network 144, then the hosIt aﬁrvirﬁc!g‘czo4g$ rfornis ste 2, and
sends & r &SoMRtREkresqiEslparadvplieanlp afgess figd S TRIPLIS $3URR % Van
out - of -band comruni cation channel . One such out-of - band comruni cation is
an SVB medbafaddiess shaynda mpbiegation 220 iSHimel¥ &ens e‘&ﬁ“"gl\S’ZﬂB@ﬂ er, which is
included in the network infrastructure 143. The SM5 message utilizes the
mobi | e st agition of thp dpalipesie|obde saticn?20 capablep{ ppiigice PR Aunber (MSI SDN) or
phone nunber 224 for addressing. The SMS Phone nunber val ue shown in
mobi | e st aeiowniza®nssThe dairpinaben fsdsthsr thowe it netyark rosorice alipsatelon of t he
dual - node nobi.l e station 220 capabl e of both voice and data 20
comuni catd thasnobilt saBW220maayde midb dor axample, Bhrsaessing respiFe Alogttieni on 220 i s
sinmply representative of the voice portion of the dual -node nobile station
220 cdpablsetuwsfdatalodirobilostatens sidred at the bestrpanvire 24 ol sherenp np & agidreshe SVS
nmessage can be sent over

allocated to the mobile station 220, or if NAT and VPN services are not available

from the IP-based wireless network 144, then the host service 204 performs step 22,
and sends a resource request message to the mobile station 220 via an out-of-band
communication channel. One such out-of-band communication is an SMS message.
15  SMS services are provided by an SMS Center, which is included in the network
infrastructure 143. The SMS message utilizes the mobile station's 220 Mobile Station
International ISDN Number (MSISDN) or phone number 224 for addressing. The
SMS Phone number value shown in mobile station 220 is simply representative of the
voice portion of the dual-mode mobile station 220 capable of both voice and data
20 communications.
The SMS Phone number value shown in mobile station 220 is simply
representative of the voice portion of the dual-mode mobile station 220 capable of
both voice and data communications. Although the SMS message can be sent over

the voice or data protocols implemented in base station 148, the MSISDN is still used



the voice or data protocols inplenented in base station 148, the MSISDN is
still used 8 WO 03/049384 PCT/ CA02/ 01945 for out-of-band addressing and an
| P dat a ewomaftngssi s not involved with the transfer of i nf@cratAoen1s4The
resource request nessage includes a conmand indicating that the nobile
station 220 should setup a PDP context and acquire an | P address. The SM5
nmessage net wor k such
s con cries Dol K Hing b B ) O R e e o s, ShE
nmessagi ng. fAlth £¢ in a GPRS network the network resource is a PDP
Context, in other TP-based wireless networks other correspondi ng network

resources may 'Pe a%:oh %err?%uest niegsar & Tattlab& Jo?xﬂﬁhnﬁtind;@%ﬁggﬁt @k %bfléml udes data

t hat indicates esource nonli S I n conmuni cation

mobi | o ot AETOR SR BE %%’BQFP“%’%%%%%& i 51*“1?@8%%5’5””1;*?5“%%%%? equi e the
et wor 1 GEBATER R AR USSR R it f*ﬁgﬁfwmk UG LSRR e vor k and
23" woul 0 PECHASITE L @gegéﬂﬁbﬁﬁﬁﬁ%t%gff S8 S Mo A networ k1

a PDP context were not alre resen |.n anot acquiring
net wor k r é&a6FRe ngyof e HBWOF S ué‘iell%?}@igom?’ét g‘dﬁi'eéigg?sgd &Igg 8
intervention. In this enbodinment, the user is notified via the SM5 nessage
recei ved AEUOHS OFSHPOERSRINIEAIFIWOR TS PHEEes ) BE ACqUHIES i s pendi ng delivery to
the 20 nobile station 220. The user i s then able to determ ne the content
of the data it &h§ippourcegeqyesl messgeals ipchres date HafradicatesWhsdicrie di spl ayed on
an 110 device in the nmobile station 220 and determine if they are willing
to paylOf orresgwice menijor@fl0isia cammupisatipavgthj theRHCP server 140. Upon

receiving the resource request message, the mobile station 220 performs all necessary
steps in step 23 to acquire the network resource, such as the IP address 222, The
process of acquiring the network resource may vary depending on the type of wireless
network and the communication protoc‘ol implemented in the network. For example,

15  step 23 would result in the establishment of a PDP context in a GPRS network if a
PDP context were not already present.

In another embodiment, acquiring network resoufce by the mobile station 220
is subject to user intervention. In this embodiment, the user is notified via the SMS
message received at the mobile station 220 that a data item is pending delivery to the

20  mobile station 220. The user is then able to determine the content of the data item via
a small portion of the data item being displayed on an I/O device in the mobile station
220 and determine if they are willing to pay for delivery of the entire data item.
Once the IP address 222 is acquired by the mobile station 220, the mobile

station 220 checks the resource request message to determine if it needs to transmit



Once the IP address 222 is acquired by the nobile station 220, the nobile
station 220 checks the resource request nessage to determne if it needs to
transmt wo B8 049384 PCT/ CA02/ 01945 the new | P addr ePSTAAD2045 he host
service 204. If the resource request nessage indicates that the resource
noni tor 210 is in communication with the DHCP server 140, then the

resource TH %Vq:gélé&f? % 0t yh&m&‘!’ls@&dy Iﬁﬁ@%s&lﬁ&i @&NXS! ﬁes@%@r €ss 222 of the

nobi |l e sta |on ost service 204, and thus the nobile station 220

need 5 norind?c%&:g tﬁapﬁle IéDOlﬁ‘gedI[i‘l 1§1§0r§?@1s lﬁ gélﬂl’ﬁhe%&)n %V?tlel'leCﬁ:HépéerVé_llomver ifot _he

resource req uest |ca resource nonitor 210 is not in

communi ¢ aié& )i en t ehregorlllece ?'ng%ﬁms rO\W 1 ai!lt%?ﬁh?aﬁlty S(gl(alt %ﬁﬁ%\slﬁ zﬂlﬁfessnﬁzro? source

noni t or esen e statiton 220 is

required dd 24, th th
mobi | ¢ st ST a@é@hgmo% f‘ﬁéloafﬁefrftefs@éid’ra&% El%éﬁ’g?@ﬁ? a0 D08 over
th i pel 24. The t f the IP
adgr\éms e2%§tsqe§‘?g’5\l\@%?@??ﬁ2%%t°t O\é\gsreﬁ‘ﬁfe rﬁgcess in ev\hlrgﬂs{nr Zflls(r)nnsgl onse

th | t k 144 h b TCP/ | P d/ HTTP
ccEur ouer e st elShE HeLYDL Lt SUET B DTG LCPL o

A an
alternative enbodinent,, the IP s 222 ]S tr nsm t ed back to the host
servi ce 2240 1515”"7‘108“’&}‘1‘“’6%&0“0‘1’“%'3?1%’ s@‘&'ﬁ%liqmrelﬁ IFHEs th?)tsnto QM ce 204
receives the new | P address, either fromthe ource nitor. 210 or from
the nobi | Enagitgt 210rs progsniy Py adicpigs thf“htée pgeite Séaé’uoi}?% 1S TeOpUE Oe%aﬂé?’ép 25 and
perfornms an associ ati on between the |IP address 222 and { bile station
220. Once thenPaddisssa2? & the Rost serpigel 424 dieg pheypobile S@S&%ﬂﬁ%ﬂ’“ﬁ ﬁwgﬁﬁd the 20
information to the nobile station 220. FIG 3 provides a flow di agram 1000
i |1 ustlPat iaddress 3B thibe hest sqmﬁgéQWer the wireless network 144, as shown in step

24. The transmission of the IP address 222 is according to the normal process in

which transmissions occur over the wireless network 144, such as by using TCP/IP

and/or HTTP commands to exchange either HTML data or other information. In an

alternative embodiment, the IP address 222 is transmitted back to the host service 224
15  via an out-of-band message.

When the host service 204 receives the new IP address, either from the
resource monitor 210 or from the mobile station 220 directly, the host service
executes step 25 and performs an association between the IP address 222 and the
mobile station 220. Once this association is made, step 26 is executed to send the

20  information to the mobile station 220.

FIG. 3 provides a flow diagram 1000 illustrating a method of managing
information distribution to mobile stations in a wireless network carried out at a host
system. In step 1002, a data item is received at tﬁe host system. In step 1004, the

host system determines if the data item is to be transmitted to a mobile station. If the

10



information distribution to nobile stations in a wireless network carri ed
out at a host system In step 1002, a data itemis received at the host
system |IwWOIBew33004, the host systemdetermnes if the aaraAovemsss to be
transmtted to a nobile station. If the 10 WO 03/ 049384 PCT/ CA02/ 01945
data itemis not to be transmtted to a nobile station, then the data item

I's pr Oceséﬁg '{tgf‘;[l ist h?f)cﬁo St%an?r}ﬁ?t&? tr(yal rﬁokﬁfe%&tim n tilé deIt@f?engﬁtp?oc%sgmti s to be

transmtt o & oDl Te Statron, however, ‘then in step 1008 the host

system determ nes if n rk resources is allocated to the nmobile 5
o oLver Tt ftoly

station. store a network resource allocation table, for
exanpl e, whi i ndi cat es t her. ticul.ar . nobi W} ave been
allocated a n %rq%ta 1%8‘518&} egtfan%lgggg)sa Igﬁblf taglg ’rﬂé)glg%t(g’ﬁugl 1agﬁpcont ext. |f

t he host st determ nes that. a network resourc as. b all ocated to
the nobi 85‘5%%‘?36??’,“% TRPES éflﬁt“fqp%’ﬁf?u§ce§ésn#{of %ec{]tﬁzherrlg(gql fe station, as
shown in step 1010. 10 Alternati vel%/ i f th% host ts%siem detlgrn‘i nes that a
net work r 82ERM ddehgy sHET™ BE o) 4 SERTE FPSPYCE HIPCAEH FB% AP BN or that the
network resource is no_longer valig, then the hast system sends an

out - of - baWéllCPérsdé‘Eﬁ“‘éé”l}e@ﬁh@étﬂcu}’f‘é%hgfé“i‘tk?nf H%"en’ﬁfﬂ ﬁ%c t?%/l T“%Worii n step 1012,
and then waits for the network resource to be allocated to the nobile
station, EeSOupRWRCh a5 a8 (xpdiesy or 2 RPfaconiithon way to determine the validity of
the 15 network resource is to run an idle timer that corresponds to the
confi gured | P-Hakedtpst syptew|deigemipes s acvpk regpyce hagbpen Eaéedttﬂgenetv\or k
resource is allocated to the nobile station, the host system nmay be
notified mpbié stiéan, thee thesialitemds sent Grihemplite siafiongs st 58 4k e noni tor i n
communi cation with a wirel ess network accessed by the nobjle station. The
data 20 i tdtematvelhéfihe bost sistsmdeternissh thet aRAVPEACOREANISHO PS8t system as

shown in step 1010. ) .
allocated to the mobile station, or that the network resource is no longer valid, then

the host system sends an out-of-band resource request message to the mobile station
in step 1012, and then waits for the network resource to be allocated to the mobile
station, as shown in step 1014, One common way to determine the validity of the

15  network resource is to run an idle timer that corresponds to the configured IP-based
wireless network 144 idle timer.

Once thé network resource is allocated to the mobile station, the host system
may be notified by either the mobile station directly, or by a resource monitor in
communication with a wireless network accessed by the mobile station. The data

20 item is then sent to the mobile station from the host system, as shown in step 1010.

FIG. 4 is a flow diagram illustrating a method of managing information
distribution to mobile stations in a wireless network carried out at a mobile station. In
step 1102, the mobile station receives an out-of-band message transmitted from the

host system. In step 1104, the mobile station determines if the out-of-band message is

11



FIG 4 is a flowdiagramillustrating a nethod of managi ng information
distribution to nobile stations in a wireless network carried out at a

nobi | e stwDiodn4938n step 1102, the nobile station recei vepcarcaantas - band
nmessage transmitted fromthe host system In step 1104, the nobile station
determ nes if the out-of-band nessage is 11 WO 03/049384 PCT/ CA02/ 01945 a

resource I equeal retr&ﬁgs?] g‘%%s%ge'. fIf {hre] %ut%‘ﬂb'agé m@&ggeeigﬂg@?%gk%%ﬁ%t a resource

request nessage, e nmessage 1S proces e station, as

shown in st g\%%% O%itheerlﬁn];%s%%qs ﬁﬁéé%s?gd'a @gqno%ﬁé 3 h?sh%wﬁ%?&%{a fPe! equest

nmessage, {55 e station obtarns the necessary network

resources, suc s an.lP address and/or a 5 PDP t i ep 1108. In
step 1110, theﬂﬁﬁao?q%é’f'i)?%ﬁp?fﬁagaéstaerf mhed e(quStiI?eslsaég’plé)%hr’eth& tﬁ% transmt
uired network resaurce

i nformation_régardi .the ac u Pa@( t he host
syst em Tﬁiogﬂﬁlgtf“é?“rﬁrl’gaé’?ﬁt BOGHES A SO ’i?s%ﬁceﬁ’a%‘?lf fkdf ar%sggn&r{mtahe resour ce
request indicating Wnetlgr are rce itar i.s in co nication wth the
wirel eds ROPERIEN HaeblE Bysapd tn meblecipop ferempps RaIET £ ne
nobile station is not required to 10 transmt informatign,regarding the
acqui red (RIS ipfoupfondeIHing PoaqdHEe ‘E’ggﬁ%ﬂf’gﬁf Bg‘@ﬁ%ﬂ‘elhﬂsg nobi | e station
waits to receive the data itemfromthe host ste as shown in step
1112. |f ®¥iempbhis determingtion may b Begd Pl addigengl %@I’ﬁ CIeMUEE RPN regar di ng
the acquired network resource back to the host ,s%/stem however, then the
mobi | e st andiesHing whethelrd EOUEISENGHPIGH HeROTBRIIHGRtQR WHD te el RFTYVHEn t he nobi | e
station waits to receive the 15 data itemfromthe host system as shown in
step 1112 acqepsed bs thesmelrilejstation ferpxpmple.off thmelHsEAtia Htnobredbifd Ry st em t hat
provides an HITP communi cation between a nobile station 320 and a host |
syst erh030@anshie infiogitiosegarding BACquited setwerh spaquycedsflp o tBelosESYNE®: ser vi ce
304, such as a mail or web server conputer device as described with
r ef er ence then the @obile station waits to receive the data item from the host system, as shown

in step 1112. If the mobile station is required to transmit information regafding the

acquired network resource back to the host system, however, then the mobile station

transmits the information in step 1114, and then the mobile station waits to receive the

15  data item from the host system, as shown in step 1112.
FIG. 5 is an illustration of an embodiment of the system that provides an
HTTP communication between a mobile station 320 and a host system 300. The host

system 300 illustratively comprises a host service 304, such as a mail or web server
computer device as described with reference to FIG. 1.

20 Steps 31-36 describe the process of pushing information from the host system
300 to the mobile station 320. Iﬁ this embodiment, the network infrastructure 143
does not provide tunneling o.f IP packets from the Internet 130 to the mobile station
320. Instead, the mobile station 320 uses HTTP to communicate information directly

to the host service 304. HTTP is supported in a variety of wireless networks, and thus

12



20 Steps 31-36 describe the process of pushing information fromthe host
system 300 to the nobile station 320. In this enbodi nent, the network

i nfrastr Wwows®©49848 does not provide tunneling of |P packeCs/dAaremube
Internet 130 to the nobile station 320. Instead, the nobile station 320
uses HITP to communicate information directly to the host service 304.

HTTP | : I: | i ' 12 WO
031 040384 BARLR S SRR, FA Bl O | AFFE RELR Mhus. BEILS ent fonal HTTP
normal rir e i B OBt FR0-ARATIERS K BEectl RECT DU P

normal HT ost, is best suited to the
P auest  whbheite s Sashas YR SRR, sl ARy BORRE 01° 5
ot tor. RESEHGm e G ey P AERbe BREERICRABAGAOT BT | | e
host  oar viaueaes sidhe PHORGerFr g RIRNBO T R Fleatre MR Coa o the
mobi | & St at i onAsspnndiCrhaenaLiusRt ek SRR IR, 52, ' ana

ot - of - ba oL VAN L4 e A arAe)of s G o % TR R E bl ng s

hel i ng support,
the host service 304 cannot reach the nobile stati usi ng traditional
TCP/ | P or detgypminesaf praetyork resqyece it ecagkio twwlkét%ﬁgﬂ%ﬁggf%%‘% t an

out - of - band nessage to the nobile station 320 as an indicator that the
dat a i t emn@e2rk eseyserrllegatedio ﬂé?efp?hﬂéﬂau?‘b3295thleﬂéheﬂ’85tiSF‘%“‘:&ZQ i on 320. Again,
t he out-of-band communication is illustratively an _SM5 nessage. Step 33
occur sl0i f pefiernysotpl 38, adsendss rePOrce adeshBessags e mepilpstatipn §0| ‘g% ated

networ k resource, such as an assigned |IP address. In_a GSM GPRS net wor Kk,
this may anout-of-band communication channel. Because there is no tunneling support, the

host service 304 cannot reach the mobile station 320 using traditional TCP/IP or
UDP/IP means. Thus, the host service 304 must transmit an out-of-band message to
the mobile station 320 as an indicator that the data item 302 is pending for delivery to

15 the mobile station 320. Again, the out-of-band communication is illustratively an
SMS message.

Step 33 occurs if the mobile station 320 does not already have an allocated
network resource, such as an assigned IP address. In a GSM/GPRS network, this may
also involve requesting a PDP context activation, which results in the assignment of

20  an IP address value. In either situation the mobile station 320 acquires an IP address
and is then able to make an outgoing HTTP request using the network infrastructure
143, as shown in step 34.
The outgoing HT'TP request: is addressed to a URL associated with the host

system 300. The URL may be stored in a memory subsystem of the mobile station

13



al so involve requesting a PDP context activation, which results in the
assi gnnent of 20 an | P address value. In either situation the nobile
station 3@00aoeiBses an | P address and is then able to neke/@20uwugoi ng
HTTP request using the network infrastructure 143, as shown in step 34.
The outgoing HTTP request is addressed to a URL associated with the host

syst em 300320766t MR- b viAEd ol thE BbbiletaBoMBINIY tHeWasYSbRM&@butdoe nobile
station 13 WD 03/049384 PCT/CA02/ 01945 320, or it may be provided to the

nobi | e st afein@e BeRadél aht hﬁrexzslstneaa}ariamnaﬁg&wc%ﬁvénﬁm%wm&ﬁﬁge The
w rel ess network 144 includes a conventional firewall/proxy Server in the

net wor kK i nfef@s i tC btk BrkliftBastibtule 183 Eﬂ?pché RroBil Al 336 glaﬁ?sktﬁesre&&@t request to
the APN 142, which in turn deternmnes the exit point to all connected host

services g UABNGR), Rﬂﬁcﬂﬁ%&iﬁﬁ&eﬂaﬂ%s tb:%t g)%ﬁlt %ﬁ%o’ﬁgé%?ed%ﬁ s9REs service 304

receives the HITP request froma nobil tation and matches It to a known

nmobi | e st afj associ ation can be acconplished in several ways,
such as b;éﬁggﬂgggﬁ¥%ﬁ%§§éd cookies to track the progress of

/ ; L d _
PRl ) S G AL S R USSR e
h bile 3 dth h
the nobi gﬁlﬁfea&atl%g anc? r%atcge ltutgg kng\gn %QlP [eos? rtfoaT?EO Hglﬁ.basrsgﬁs Nz e an thus the

data item on gam prOV|des a
i ot r i but .r%rﬁ%?%%ﬁﬁ% Sgée%{l%‘%aﬁgrgﬁ%‘% %%“mngg&igg’a%% R ot et a 15
Tobi | & PRGN HF SRRry RSP ifes BT St e foe s ghteh ARUF R EBERREm  he host
system,, |I OStgp ?@gg@}zgétqegﬁﬁég%e 36 Rl e BTE TG Sram the Mepfe!t - OF - band

messag

station 320 through the appropriate HTTP response, and thus the data item 302 is
provided to the mobile station 320.
FIG. 6 provides a flow diagram 1200 illustrating another method of managing

information distribution to mobile stations in a wireless network carried out at a

15 mobile station according to the embodiment of FIG. 5. In step 1202, the mobile
station receives an out-of-band message transmitted from the host system. In step
1204, the mobile station determines if the out-of-band message is a resource request
message. If the out-of-band message is not a resource request message, then the
message is processed at the mobile station, as shown in step 1206.

20 In another embodiment, the out-of-band message may also contain the current
cookie value for the mobile station, maintained by the host system. The cookie value
can be used on the subsequent request to reduce overhead and ensure the host system

and the mobile station are in synchronization.
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nmessage. |f the out-of-band nmessage is not a resource request nessage, then
the nessage is processed at the nobile station, as shown in step 1206. 20
| n anot hewoaatoadssrent , t he out-of - band nessage may al so cectraian2oi@scurrent
cookie value for the nobile station, maintained by the host system The

cooki e value can be used on the subsequent request to reduce overhead and

ensure the hos : L i i ization. 14
W0 057 040554 LAl hyRllbiE I{T‘ﬁ%’s%‘ﬁ%ﬁ%ﬁ%&gﬁ:&sﬁggszwg%@lreesour ce
request ne -however L i t i t necessary
network r é@%@?gfgtsl&} érﬁasufsetge &%gga}ypﬁwﬁhg%s%f%gﬁ{ ét%ﬂlemrrbg?l P%p é ?g)t’i on

determnes, i f the. out-of-hbha i ngl: gl the

out - of - baﬁlae ?181%1{(;3& Faglgn g%a%réréet@%thgﬁﬁ- éf-(s%g%c{nl%%afc,%tr? ulél'%lt e ﬁDqEPP{\iL sﬁ ation sends

addr essed by ERae R eys Rl ORE R ERRM SR RalRE (O BYEL T

addr essed By e out - of - band

resour ce reguest dqges. not include apn URL, h ve t hen .t h bile station
retrieves lﬁﬁnﬂﬁfméﬁ?ﬁ’%@ tﬁ%a(iq%e(ﬂﬁg‘mfpfles ‘l‘fﬁ%?gl\fl\eghnqsgsﬁlate?eaﬁgrsessl%% rmation
related to t acquir.ed netwark r ur, to he. host syst em addr essed by
the st or ed?URRLE RS S éNnSlPIB%??]%' thgﬁo'i%%’?ndrﬁéouﬁf’ l%8"1‘:)elsﬁrgé)esstati on then
waits to receive the data itemfromthe host syste s shown in step
1216. By &%faslufen HRLPws3w: @eﬁgp@ﬂ? ﬁté“‘ﬂldgtf‘%%%?satqgﬂﬁc%ﬂreg fsffre the
current HITP request is fromthe correct uEer and. mai ntai n be%ter security
st andar ds.mepery syosysien and sepdsptosmating relpted fp BeRRIHIFEREY K TBSNWCR It em f or
managi ng information distribution to nphile stations in_an LIlﬁ\/G W rel ess
net wor k 45be hoshgystem W‘ieéﬂeéé%tl}?éf%ﬁﬂ"{szlfB’d{B?da%@é’w@éﬁs@ﬁb%rt fot h voi ce
and data communications in a manner as simlarly described w th networks
144 ankd 1480bilFstatigniher Whikste deogive dhecdat iteisirep fie DesSYHPBI\ASTRVRY; ce -

comuni cation to the nobile stations 420 and 422. The
step 1216. By establishing a cookie method the host system can ensure the current

" HTTP request is from the correct user and maintain better security standards.
FIG. 7 is an illustration of an embodiment of the system for managing
information distribution to mobile stations in an IPv6 wireless network 450. The
15 wireles~s networks 450 and 452 can support both voice and data communications in a
manner as similarly described with networks 144 and 146. The voice-based wireless
network 452 provides voice communication to the mobile stations 420 and 422. The
wireless network 450 is an IPv6-based network that provides other data
communication capabilities for the mobile stations 420 and 422, such as receiving and
20 sending e-mail, documents, files, and the like.
While the networks 450 and 452 each provide different communication
capabilities as described above, the network 450 may also be capable of supporting
voice over IP (VoIP). Of course, traditional addressing to the mobile station for voice

communications (e.g., a cell phone number) may still be implemented. Furthermore,
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wirel ess network 450 is an | Pv6-based network that provides other data
communi cation capabilities for the nobile stations 420 and 422, such as
recei vi ngvand/o4984 sendi ng e-mai |, docunents, files, and tRETIGAR01MKI | e t he
net wor ks 450 ‘and 452 each provide different conmunication capabilities as
descri bed above, the network 450 may al so be capabl e of supporting voice

over IP (\pd l@twogmi‘fﬁ'&?&@re 143 %g&lté) p{'erﬁgﬁlﬂ%ﬁ%ic@&uélpastms Rate station for

voi ce comuni cations hone nunber) nay still be inpl enented.

Furt her mre‘?{chaﬁ% | Ona?( Qe‘b%%@e‘%s,'?‘gﬁ&ﬁﬁ’&é Qﬂo%ﬁéon 1508nDBHEP adlel rastructure 143

supports conve Services s as SMb nmessage exchange, Internet web
access, PDP %‘g r14(§l | ocation 150 and DHCP address management 140. The | P
address in"th Work 450 is an I Pv6 address, which is a 16-byte 5

addr ess 'nsteadr Qﬂcﬁeessingv{ﬁeﬁg &u%g%fgblpggadd?vsg AeaspfEcause, the

16-byte addres s virtua unlimted

addr es t he é? ns. 4 n é ar, per manent or
sem - per n&rqg]ﬁ s lflf-s%f gglber s8¢ @ reSS Of na%e%?éd%e r ggg&f%t\ﬁgﬁga&%r ess t hat does
not change g§ be stor ' bSCFIE gentity Mdule
(SIM in tH reﬁ%ﬂl”i‘e §€8‘7ﬁq 45@? CEt g&tufiﬁ' SroTgeF %@IQP menory in the
nmobi l e station. gn? ggrna Ht addre§§ i S .an addrﬁg at . does not
change f orStaiopsi BWdAPH e P@Vlfe 2 PR gh s semipermanen TR ? Thie hrobi | e
station pursuant to a sub crlaﬁjg g gfnent ﬁ% #F e§s éo t he
net wor k 45STEHENFAdEREIg an & r‘ifs biocs HE" RgPesetrd ea“f 8" aher
nmet hods of prOV|d|n% a senm - n%nent gqress ¥ gf ?%) ed. 15 Thus,
in nost siifgaupwHber H‘“élt‘é}ﬁMP‘é‘g% (%M fhide oSBT Salqn, oY i 1& %822 wil |
have an I P _address that w || not change. Accordingly, &g an address is
assi gnéd tI§-ASH memory in the mobile station. A semi-permanent address is an address that

does not change for a long period, e.g., an address is assigned to the mobile station

pursuant to a subscription agreement granting access to the network 450 and revoked

only when the agreement in terminated. Other methods of providing a semi-

permanent address may also be used.

15 Thus, in most situations the address of the mobile stations 420 and 422 will

have an IP address that will not change. Accordingly, once an address is assigned to

a mobile station, the address can be virtually dedicated to the mobile station. Of

course, there are situations when an address may be reassigned, such as theft or

destruction of the mobile station, or termination of an access agreement.

20 FIG. 7 illustrates exemplary exchanges of data, the first with a host system
400 and the second with a web server 412 located at a web location 402. The host
system 400 comprises a host service 406, such as a mail server, running a redirector

program 404. A VPN server 408 allows users to connect to corporate services via the

Internet 130. If the IPv6 address is provided to the host service 406, and the PDP

16



a mobile station, the address can be virtually dedicated to the nobile
station. O course, there are situations when an address may be

reassi gnewp osesssas theft or destruction of the nobile stramicw2/ooms

term nation of an access agreenent. 20 FIG 7 illustrates exenplary
exchanges of data, the first with a host system 400 and the second wth a

web server, 412 LagaL et Ao 490 06RL RN ARPma THE RS e YALAMAOD

conprises a serv sucnh as a nal server, running a redirector

program 404. ..A VPN rver t ect to corporate services
Zbg thed L%hqbgiﬁtg{?or%%@mgnﬁfheﬁﬁgtS?*l,xifg‘ﬁ’g%g?g@ﬁb?S%?%; ded to the host service
,an e Q3/ 84 P afor the nmobile
st at! on jgo i sde{@; Q?Ef‘er‘&‘é? I Ogs'rr%Ot%@%géﬁﬁgﬁgﬁq@%@é\glgﬁ&?ﬂ% nobi | e
station e host service 4 S . -1 f the host
tscra]r vi get 4(5’%0’3%%’5‘}%mﬁ£}a§ 19 8 Py fg%r §§1§£}f% %@m? )ﬁgé&)rrgtgleﬁéb%et ation 420,
en data ite t ushed from.the st _servie¢ 0 the nobile 5
;s':] at |h on 42@?’0’; E%d ‘| %@%ﬁ’é@&&gg Ogg’eﬂ?@ﬁﬁgﬁ'i‘qneﬁgﬁatyi Sﬁr%ﬁ%d?r%@e h%’tpr ovi ded to
e host service 406 via_ an out-of-band co njcation the. nobil e
station 420FVi6 49§§”H8§P“°%‘?§‘P@F‘&‘Bmﬂ‘6%ﬁuog g‘é’ﬁl ‘Egynﬁl}ﬁ%stﬁ‘s‘)&“??ﬁ’. ¢ APhq |
communi cation between the nobjle station 420 and the hqgst service 406.
%AI ter nﬁt i \ﬁé‘ll;’gﬁf APfsusisdyATFeatiatd ommuneipn fetvegh e BMPOUR AN o mmuni cat i on
romthe nobile station 420, For exanple yser may desi, 10 access to a
web serverd2820d pedostgenvige tp Aligprsively the U’l"géd f?m"f’y}% Hﬁ%"é&eﬁwn contact the
web server 410 via an HITP communi cation to provide the IPXG.address to
t he nobi | éTEFReqmynunigation &iqen themepil siatign A& FoneSrpe: # B3 ME¥ 9GP n access to
the web server 410. Wiile the nobile station 420 does not need to acquire

a dynaifi ¢ acResaitr welsservel $1Q previding W AP stpaeit 6¢vigo 815t The|useid@dys to acquire

network resources, such as a PDP context,
contact the web server 410 via an HTTP communication to provide the IPv6 address

to the mobile station 420, and possibly other information, to gain access to the web '
server 410.
While the mobile station 420 does not need to acquire a dynamic IP address,
15  the mobile station 420 still needs to acquire network resources, such as a PDP context,
to communicate over the network 450. The PDP context is a valued network resource
that terminates in the network APNs. Because the network 450 must dedicate
resources to maintain the PDP context, the PDP context is often released if the mobile
station 420 is idle for a given time so that other mobile stations may communicate
20  over the network 450. When the PDP context is released, the capability to route data
to the mobile station 420 terminates. Thus, PDP contexts are still limited despite the
fact that the mobile station 420 has a permanent IPv6 address.
The system provides the host service 406 the ability to track the network

resources allocated to the mobile station 420, and to instruct the mobile station 420 to
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to comruni cate over the network 450. The PDP context is a val ued network
resource that termnates in the network APNs. Because the network 450 rmnust
dedi cat e wpasow3ses to naintain the PDP context, the PDP ®omtGaoR/0i®soften
released if the nobile station 420 is idle for a given tine so that other
nobi |l e stations may conmuni cate 20 over the network 450. Wen the PDP

context | skl Be3eonl AS,FAPRNIILY 1A rEBbenfRici 2188 ihhe mobi | e stat i on
tes us

420 term na contexts are still limted despite the fact that

the mobile oﬁ{rﬁ}mcgﬁ% 1@#&@% @oﬁ?ﬁﬁ&@ﬁ'kﬂe@fa@%@gﬂﬁ@%ﬁme iyt em provi des

t he host service trac e network Tesources all ocated

to the rTDbI %tgl}rgl%ggﬁoﬂbe e%nttl?e &ﬁfer ﬁ&niﬂbeanmﬂogt S%I'\%CI/-@@ 420 to 17 WO

03/ 049384el§ ain t e ne resources as needed. If a

resource nl t ;’lp%&? s1m1f'ar 90 t S%t ??&l‘}q tﬁ JSEECVQ(Q]FSW %egé@ then fewer

d?t? exctl120 & UI red to 4})ab conmuril cat | tweéen the nobile

statio an e lar to the

ZB gps %é ‘ﬁlfr%{ﬂawgf“s?ﬁwgé% f%rh%qqffaegcr?siogmar&@gs\}#s otsdﬁ% host service
sends an .out-.0 and e nobi | e station

420 to i nf®BP etSF‘i‘é‘o?l%&tPén %t ‘{zoﬁgﬁgéaltf“gn%?endméndl ng. In one

enbodi nent , the host service 6 track i dl e.peri nobi | e

s':] ati OB I420 to El@‘fee?“i‘H En%ﬁélfﬁﬁwt - (Nla-(e \%C]ﬁ"lﬁ?’l R?rg’g&o’itg glgélgem ated with

the nobile station 420 before trans the reso equest nessage.

| f the hosYatoaAyy toglelpaing WhalbepanacHYs ]%‘é‘fn FhHiS atos51RIC g g‘at{‘? %ﬂ 20 shoulgd

have an active PDP context, then the data itemi L nsmtte tothe

mobi | e st atttion 439 beforefragpmigiing he TrREEgelry n?'eé@g?vif(f Spost {“Wé‘“h % service

406 as a result of the transm ssion of the data item ( r;{he data item

coul d Hbt dnteraniep (het theimebiiasialiontdRa sisps! haye ppagtive EDRGPmﬁ’éts‘SE‘? fed with the

| Pv6 address of the nobile station 420), then a resource request nessage is
transnitt edpta iem is transmitted to the mobile station 420. If an error message is received at

the host service 406 as a result of the transmission of the data item (e.g., the data item
could not be delivered because the PDP context is not associated with the IPv6
address of the mobile station 420), then a resource request message is transmitted to

15  the mobile station 420.

If there is n6 active PDP context associated with the mobile station 420, then
step 42 is executed and the resource request message is transmitted to the mobile
station 420. The mobile station 420 then executes step 43 and requests a PDP context
activation, providing its IPv6 address to be associated with the PDP context,

20 Once the PDP context is allocated to the mobile station 420, the mobile station
420 may communicate with the host service 406. In one embod"iment, a resource
monitor 210, such as a DHCP monitor or a PDP context monitor, monitors the
resource status of network resources allocated to the mobile station 420. The resource

monitor monitors the status of network resources controlled by the DHCP server 140
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15 the nobile station 420. If there is no active PDP context associ ated
with the nobile station 420, then step 42 is executed and the resource
request ¥eIAY3BS transnitted to the mobile station 420PCTHaoobidke
station 420 then executes step 43 and requests a PDP context activation,
providing its I Pv6 address to be associated with the PDP context. 20 Once

the PDP con £ brip%dild PRl 8-k 5000 heTebab tme0, HRGumDI | e station

420 may conmuni cate w ost service ) one enbodi nent, a

resource .noni.to i ;
r,Proxhgiedr to e dtostSHS e?@% ?Atﬁgﬁcmagiﬂéégg%agﬂange RlRconhext nonitor,

gﬁ)gititg:]sélézsoe TLgsource status « _ rceS allocated to the nobile
resour.c : k

contol | ey Tﬁ%""{f}f&ﬁ{e Z‘ﬁ-vgﬁlgh%fﬁfi%% B4 bl e R B 0L T the.
X atio er.vice vV, [ 211. Th

is provi dé?f"’tcﬁélﬁfﬁ%ss%cd%ds‘gléhrt\ll}? glé)%li%%atg%lt%g’g%ri-l}?% Id;bﬁ%glﬁgsgﬁ;a change ienStsf1 21? Z

of the_ status, as shown in step 44. This resource status may be provided
only td tﬁ@rﬁﬁ%f’ﬁ‘%ﬁﬁ}‘fl@é‘ 406 associated with the nobile station 420, or it

may be broadcast to a 5 plurali of, .host services,.. i may t hen be
eﬁchanged bet mgéﬁlt[emgn%ﬁ}epéeg{%%{?ggﬂbﬁ%e%ﬁlgn} geaﬁ%os%?‘ tz?é%‘%/?lgg 40%, as
shown by step 45. I n one enbodi , the network infrastructuyre 143

s ;th)_or ts i‘gﬁglsel’t"gﬁﬁﬂﬂ%ﬁ SWEHWS%% OBBHWB?ﬂ?quti tﬁ?‘lgqug’%\%%%s%fl Lhérem)bi | e
station and the host service 406 at any tine rovi ded a.PDP cont ext

i s acti ve.l43 suppaBs REWe VR ASHRETFABAES COPRUMIE ?’fsé’eg"{eﬁ‘ﬁ)}ht?r?“g’gﬁﬁﬁté‘i/n initiate an
HTTP- Get operation and receive data itemin a F;ost or H}ut oper ati on.

| HTTP-
FIG 8 is4anand thabest servisndQrat apy Wiedegvidsde FT ‘?ﬂ@"%‘%‘f B IhP%Chel udes a

network resource nmonitor 210 in comunication with the wireless n
and 10  embodiment, the mobile station 420 may initiate an HTTP-Get operat?on' and recei%g etwork 144

data item in an HTTP-Post or Put operation.

FIG. 8 is an illustration of an embodiment of the system that includes a
network resource monitor 210 in communication with the wireless network 144 and
host systems 100 and 120. Steps 51-53 illustrate the process of the network resource

15  monitor 210 providing a resource gtatus of mobile stations 152 and 154 to the host
systems 100 and 120. The resource monitor monitors the status of network resources
controlled by the DHCP server 140 and the PDP Context Allocation service 150 via
the TCP/IP splitter 211. The host system 100 is associated with mobile station 152,
and the host system 120 is associated with mobile station 154. The network resource

20  monitor 210 communicates with both host systems 100 and 120. Thus, while steps 51
- 53 are described with reference to host system 100 and mobile station 152, the same
process may also be carried out with respect to host system 120 and mobile station

154.
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host systens 100 and 120. Steps 51-53 illustrate the process of the network

resource 15 nonitor 210 providing a resource status of nobile stations 152

and 154 twotobe443sst systens 100 and 120. The resource nomCcraraopomid4sors the

status of network resources controlled by the DHCP server 140 and t he PDP

Context Allocation service 150 via the TCP/IP splitter 211. The host

system 100 i s 33590l ALetholih/317RRY LonShaklo Bk B nosBelicd04 bsse syst em 120
h™nobrle s

is associ ated wi at1on 4. The network resource 20 nonitor 210

communi cat & wc\{\rlikg ?1]4ba%tg¥1>r q% bor §1¥e§ﬁaﬁ§<§¥ i]ngg ct ﬁilung%e v;ggtég%ag%ﬂ? bde# steps 51 - 53

are descri'bed W Ir e[)erice to S stem ] an e station 152, Ejhe
i 1 . 120
ool e s SrRan Ml il Bt il AUAEREGE o R0sto BUEET TO0, B0

210 may c nicate wth.the host seryj 204 vi a. t ks..144 and/ or
130, or aﬁ%ﬁ?&‘?f@f"ﬁ@& EOMRUATC A ee&{(\:/a?eg’ Olgtet\éé)r%g{t gglﬁgl?eaf%@hgrn%el. For
exanpl e, the comunicati et ween the resource i t.or 0 and the host
servi ce 20PMRA GIsE O¥ehd ngﬁlogﬁ}gggﬁhctg? él&meﬁg? Qt'} eoYlﬁg)%i nt link |ike

| SDN, or it 5 coul e carried over a VPN conpection rough..t he | nternet
130, The VERRGRRBEEIOET B gtied I CH A SR 4 Sl R BAR et y and
ensure traffic between the two 1P§h?n IS not nonitored or attacked by
hackers. DWORIPtESROt BI0aHQFES BrAtgeke Ebacﬁfs' initialization data is sent from
the host system 100 to the resource mpnitor, 210. Tge initialization data
i ndi cates t hat RUHEPHGEEutog of jier hinirhizpiondateds st fram MENOSISISHL: 5 fr om and
send data to nobile stations_in_communication with the vm'éel ess networks

144 and 1480 tathe espurcearaniter H fbs litialization data indicpte3dhalpaey 8t r el ated to the

nobi | e stations. In another enbodi nent, the host system 100 provides a |ist
of assd@i asysgm 100 is present to receive data from and send data to mobile stations in

communication with the wireless networks 144 and 146, and to receive network
resource status updates related to the mobile stations.
In another embodiment, the host system 100 provides a list of associated
mobile stations to the resource monitor 210. Thus, the resource monitor 210 can
15  associate particular mobile stations with the host system 100, and provide network
resource status updates related only to those mobile stations to the host system 100.
In this embodiment, the host system 100 provides a list to the resource monitor
indicating that the host system 100 is associated with the mobile station 152.
The host system 100 may be associated with a mobile station by several
20 methods. In one embodiment, the mobile station is associated with the host system
100 when the mobile station mates with a serial port 115 on a network owned by the
host system 100 and exchanges private key information used for encrypting

information. In another embodiment the mobile station is associated with the host
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nobil e stations to the resource nonitor 210. Thus, the resource nonitor 210
can 15 associate particular nobile stations with the host system 100, and
provi de r@Dwamko3sesource status updates related only to tReTEcAWbDIdL
stations to the host system 100. In this enbodi nent, the host system 100
provides a list to the resource nonitor indicating that the host system

100 is as QS%H?%&PWH& i ﬁlgﬁler@ﬁfoh?%g%xﬁ& h QRurkSeeb stb BndRistetmeitiie 100 may be

associ at e 2 TobI1 6 statlon y several 20 nethods. In one enbodi nent,
t he nobi | %en?ﬂods associated with the host system 100 when the nobile
station mat a serial port 115 on a network owned by the host system

100 and eXChanggfhgt fa?shgiat}ég b3C QU s R dte 56 DI Bhud T of mat | o

| n anot her ation I's associated wth the host 20 WO
03/ 049384 PCT/ CA02/.Q1945 t I t
secure wel™ ffﬁ"@at&'ﬁd%&%ﬁﬁag?s SO t&ggﬁtmg Z{Jb%/lg?g!r)%tg}bsgéﬂ?%@g Iiog;5 :)P >
SOPOT i AL R L g@wﬁ'&%@egﬂ%{ SR SE PR inthel i 1 d_ an

1 ons O a specitic host system

This 5 functi on e c ed out onve server

| ocat ed i riQwHar ?@séﬁg@% R ﬁ’ig\{acg h%s awEo%ﬁ}lgd%gl?a?g?e?@eén Oracl.e
Server, a Mcrosoft database server, net wor k- based t echnol ogy t hat
can perfor%a@d’éﬁt‘é%rg bl“?ﬁ"ﬁﬁ?“ﬁ‘ ology {hat aah PV&W@%’{? YU R Enever the nobile
station 152 is allocated a network sour ce uc ddress. Step
52 can al so beS@é@&%@ﬁcmwh%{mﬁeéﬁqjﬂg’ﬂfﬁta%%%& h]il%catﬁgglnﬁtﬁve and a new | P
address i s not uired, i.e. |nthecse of stat in an | Pv6

net wor k relqmurcmgc Sr?é‘viplaﬁﬁi’eisoﬁfeé’;tchub S‘?'fesexﬁg"é?dc‘f’léet“ Fli%dress. Step 52
could al so be executed if the |P address is revoke front%lgkg nobi |l e station

152, o0 i fContext PBRigned ek nevs I gddgssg is ot ipgpitgf; 1.6 pdpg casg @ {fon of step 52

provi des the . . .
station in an IPv6 network requiring a new PDP context for its associated IP address.

Step 52 could also be executed if the IP address is revoked from the mobile station
152, or if the PDP context is released. In all cases, execution of step 52 provides the
host system 100 resource status information regarding the resource status of the

15  mobile station 152. Once a change to the status of the mobile station 152 occurs, the
ﬁ:source monitor 210 is informed of this-change via the TCP/IP port splitter 211.

In an alternative embodiment, the resource monitor 210 monitors the network
resource status via network router cc;mmands that cause a mirroring of TCP/IP traffic
on two ports, and thus the TCP/IP port splitter 211 may not be required. If a mapping

20 table entry is present within the resource monitor 210, then changes in the resource
status are provided to the specific Host Location 100 or 120 associated with the
mobile station 152 or 154,

If no such mapping table entry exists, then the newly allocated or deallocated

network resources may be broadcast to all host systems. In another embodiment, if
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host system 100 resource status information regarding the resource status
of the 15 nobile station 152. Once a change to the status of the nobile
station 1D o0eoewIss, the resource nonitor 210 is infornmedPeofi/cAmweiaehange
via the TCP/IP port splitter 211. In an alternative enbodi ment, the
resource nmonitor 210 nonitors the network resource status via network

router %‘ﬁﬁl Qz? fﬁ%?%?@lsrggﬁis%diﬁ&l @it %_ggﬁ&farthﬁﬁflagdaﬁon o0 drwo ports, and

t hus t he por split may not reqU|red f a mapping 20
tabl e ent rz? é‘? pr efwor reso&r@lgatég]ﬁll hgesgl%cdg? { frandp QaartI@Ppopanges in the

resource provi speci st Location 100 or 120

associ ated wit ile stati on or 154. I f no such mapping table
entry exi §P’§6Xtt1ﬁé5?0feﬁgoﬂ]§ Vurclelnboéléfnjzgl%or deal | ocat ed netvvork resour ces

82}102833210%%%?%&&?&1@2%“3 tﬂgx%\%%geelr%taqep el%ggnt ?@g gg{gggg IS not asgécy\la)t ed

vmthapartlcular | ocati on 100 or 0, ? rce status
change? s&%‘}?ﬂaéta’éorblrér?ﬁ‘ép tﬁf‘lu% tedECSONtee 5@@’ St ﬁl&ﬂgbﬁe &gtgo\éﬁtﬁ hlgsg&lglgnor ed by

t he resource nonitor 210. iﬁ i.S ex cut ed to exc e, }petween t he
host systé’ﬁ%lwtﬁﬁlt?lloﬁtétaﬁo% | dDg daR Y a‘lgoe’fa%ﬂccgr}”ﬁe updat e§ resour ce
status of the nobile station 152 has beeg{ddelbl ered to the host stations

100. The MPT@%%WQEH%EGPBEEQP 9 RIS rectly over the Internet

using TCP or UDP, as previ ouslt%/ descri bed. éﬁ}ﬂ h enbodi nt, t he
resour ce noni t & ARG pRRAFTEEY, e sPEETRPRIET STRYY & HICRBBTS SN at i on
associations to all registered host systens, and th each re tered 10
host syst emd mepile gatianisosietonste Al %FF“?%‘HS? Sé{StE?l%ttaP%ﬁ‘us Fasgara %E‘i of the
nobile station association. FIG 9 provides a flow di agr am.1300

i 11 ustltat ihogt sastmnm@omfnumhtgg\{mhg:ach mobile station, regardless of the mobile

station association.
FIG. 9 provides a flow diagram 1300 illustrating a method of managing
information distribution to mobile stations in a wireless network carried out at a
network resource monitor. In step 1302, the resource monitor waits for an incoming
15 message or signal. In step 1304, the resource monitor determines if the incoming
communication is a host system registration, such as would occur when a new host
system is connected to the Internet, for example.
If the incoming communication is a host system registration, then in step 1306
the host system is registered in the network resource monitor. Registration of the host
20  system includes, for example, the step of storing the URL of the host system in a
database accessible by the resource monitor. Upon registration of the host system, the
resource ’monitor retrieves and stores a table of mobile stations that are associated
with the host system, and returns the mobile station resource status, if present, so that

the host system has a starting point with its own device status table, as shown in step

22



information distribution to nobile stations in a wireless network carried
out at a network resource nonitor. In step 1302, the resource nonitor

wai ts forwansiosmsesn ng 15 nessage or signal. In step 1304, PChaCAR®DMS Ce
nonitor determnes if the incomng comrunication is a .host system

regi stration, such as would occur when a new host systemis connected to

the | nterneos. f PhusChaRbiee hbnitod 8arl AEUM Y pLdalad Riobad bt@ibnl WiteitN0Sst system
registration, then in step 1306 the host systemis registered in the

net wor k r egQytieRd AR kjsRn anBgubvide Bidufte stifustélfed@he patflcusit sitddile i ncl udes, for
exanpl e, the step of storing the URL of the host. systemin a database

accessi bl e {ayod Hifly [ERANEBARBS: sRkem UPON Tegi stration of the host system
the resource nonitor retrieves and stores a table of nopbile stations that

are associ ated pihdfodnllf é&?ﬁlurﬁya%iBﬁﬁgno?ﬂ gos{t] Sstei iR eibiRioADREd e St At i on

resource status, 1T preséent, so that ost system has a starting point

withits o .Ce: : . j / 049384
PCE/FAO%/0%%3§%¥%§§§§%$%ﬁ§?&$ﬁ@8nggﬂ cgﬂ%%%??%%ﬁggﬁgggg%%fate a particular
nmobi |l e statjon W th.i OCIi ; i t at
O 5 S el ek ARSEAD39 0108 oYL STLANA B gihfeppsour co ot at us
system |f ggcrugggﬂ]eca%g}tig (r)]r:: e(%gg%)géf gi;[ elis(s)cr)]cielstgdl %&%iﬁgtapﬁri 1In a%%r%%%h&ig ' stration,

t hen t he ur'ce no erm ne omn nmuni cation is a
host system association update,..as sho i,n.step 1310. A host system
associ ati o ﬁ]oﬁ 5&53% %aﬁ%f? aﬁsﬂ@%ﬁ% @oPlﬂeeSt%{?B%‘,}ﬁf gis I%Cromgne% eTT BN "an’ Associ at ed

nobil e station in a correspondin host tem I f i ated bi
Stati ons. - HPIPHER ARG TBdmAC Forenong Rt oSS fPRbl S i on
update, then the correspqnding.table of associated nohile 10 stations is
updat ed? aﬁ@n@ﬁéSW6%eﬁém§@§PP le StatigR, pesQures; SN Fs If PFoSeni IR LIRS, B 1 ot ur ned,

as shown in step 1312.
shown in step 1312.

If the incoming communication is not a host system association update, then
the resource monitor determines if the incoming communication is a mobile station
resource allocation update, as shown in step 1314. A resource allocation update may

15  occur when a mobile station is assigned a new dynamic IP address, is allocated a PDP
context, or if an assigned IP address is released or an allocated PDP context is
released, and the like. If the incoming communication is a mobile station resource
allocation update, the resource monitor looks up the associated host systems that have
an association with this mobile station, and then notifies the associated host system of

20  the resource allocation update to the mobile station, as shown in step 1316. In step
1318, the table of associated mobile stations is updated to reflect the current resource
status of the mobile station. If the incoming communication is a mobile station
resource is not an allocation update, then the communication is processed at the

resource monitor, as shown in step 1320.
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If the incom ng comunication is not a host system associ ati on update, then
the resource nonitor determnes if the incomng conmunication is a nobile
station weoes#wes al | ocati on update, as shown in step 1312CTAARSDMSCE

all ocation update may 15 occur when a nobile station is assigned a new
dynamic | P address, is allocated a PDP context, or if an assigned IP

address is rel epgsedniin@ises@Bed BeilBR KANPBXYS strictule|sgasheer and the |ike.
If the incom ng communication is a nobile station resource allocation

updat e, thgRIOMVAR IRRhisbrtPKEnsHR the BeRSROM R iRFenfOR fech¥Bihere® t hat have
an association with this nobile station, and then notifies the associ ated

host systegpfs 2fd &?ﬁ%te%%iééeﬁbﬁ&l Iélléé;l QfBleiie PSSy SRR heMRb hakst at i on,  as

shown in step 1316. In step 13 the tabl e of associated nobile stations

i's updat edaﬁ&)usre%fﬂbg&heﬁtpﬁavﬁ%&l?@ﬁ%@%@#{ﬁ@thaﬁﬁ@%ﬂ@ c&iesg&‘ﬁ tmi l'e station.

I f the incomng communi cati e station resource Is not an

al I ocation i 1 OR.L r . . resource
o or g R Gt ok AP s RMTRARL Cnso il Bn BB RRRENSH) ydfien The

Pavi ng ol o e s Al IR b, 3 Ser A TR oR B S Bl RS YRERTD 0T G 1
the clainms. This itten d i ptio nabl e those of ordinary skill in
the art t (r)r?ar?ﬁ © Oﬁﬁ{a c{?glés’ %Iﬁﬁ%ﬁlﬂ%%cthé&ﬁg@lgrnsgmgﬁeé’rs Sg e @ tg%%n 1f’sill t hat

| i kewi se corres d.to the 5 el nts of t i nvention recited in the

cl ai ns. Th@SFW%‘ﬁgledd&?%BSeﬁ%m?qeﬁggﬁmwgeo%%hetCﬁ?}g’&i ncl udes ot her

structures, systens or nethods that do not differ fromthe literal

| anguage of the clains, and further includes other structures, systens or
met hods with insubstantial differences fromthe lLiteral |anguage of the
claimsl010 24
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WD 03/ 049384 PCT/ CA02/ 01945 What is clained is: 1. A systemfor managi ng
information distribution to a nobile station in conmunication with

a. W rel eswonagiowssk, the system conprising: a host servi cePoparaable4s o
receive a data itemassociated with the nmobile 5 station and determ ne
whet her a network resource is associated with the nobile station, and upon
a negati vewltek Bremdimedison i s further operable to transmt an out-of- band
nmessage to the nobile station to instruct the nobile station to acquire the

network resource. 2.AIRensHs gy ifoahitioh, disiitartion td 4 Mebikasdiosal vi ce is
further operable to 10 transmt the data itemto the nobile station upon

recei ving omRnhichitPRtyi®R RIS d&twoik te shdien 0BRpdstgst ati on has acquired the
network resource. 3. The system of claim 2, mhereln t he out - of - band nessage

is a Short Mesqaghingvieebydrafte &S&@ve@ﬁ&q@% asbociald¥6wiBy @k &ioond ¢l aim 2,
wherein the out-of-band nessage conprises a 15 first instruction to cause

the mobil e gt dfieletn@e Q'Hétfl@r ARBy R LB Ke 1s8SBLiAEE Wi thefmobiRCONd
instruction to cause the nobile station to transmt the confirmation

nmessage to 5tah&?, a}?@gﬁon%@ AGE detPrmiddton YRS géma&a;tpangmu%%ﬁteafn the

out - of - band nessag conp I'ses an instruction to cause the nobile station

Lo acquir eyl fEnOSiNal the hEBRIGRMN helalidARoliRaaat aoragammwer the mobile

station |s requir transm t e confirnation nessa to the host
servi ce. “Qﬁiéﬁ%&%n]Of claiml1l, wherein the wireless network is a
Gener al Pac 10 Service (GPRS) network. 25

2. The system of claim 1, wherein the host service is further operable to
10  transmit the data item to the mobile station upon receiving a confirmation message
that the mobile station has acquired the network resource.
3. The system of claim 2, wherein the out-of-band message is a Short
Messaging Service (SMS) message.
4. The system of claim 2, Whergin the out-of-band message comprises a
15  first instruction to cause the mobile station to acquire the network resource and a
second instruction to cause the mobile station to transmit the confirmation message to
the host service.
5. The system of claim 2, wherein the out-of-band message comprises an
- instruction to cause the mobile station to acquire the network resource and data
20  indicating whether the mobile station is required to transmit the confirmation message
to the host service.
6. The system of claim 1, wherein the wireless network is a General

Packet Radio Service (GPRS) network.
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WO 03/ 049384 PCT/ CA02/ 01945 7. The system of claim6, wherein the network
resource is a Packet Data Protocol (PDP) context. 8. The systemof claim
7, wher eiwotob®438t - of - band nessage is a Short Messagi ng BemuiAve/o(9Byb)
nmessage. 5 9. The systemof claim1, further conprising a network resource
nmonitor in communication with the wirel ess network and the host service

and operabl e 10 17k Qg 5OMiS ShALYSerNSLIRbl L RIPIGEP,ASSOCI at ed

with the nobile’statior and rcalTy transmt e resource status to
t he host S clgnggéon{%g system of claim9, wherein the out-of-band

t . . . . .
message cor‘FBrolC instruction to cause the nobile station to acquire

the network resource,and data. .indicati whet her, the netwqgrk resource
nonitor is in Om’ruﬁjilij,é}fslte&hoﬁﬁh}llﬂr}t Wgere\ﬁq&e?ué'gg'gﬁgt%?%e 1513\1\51 he system of
claim 10, erein_t he Zﬁgg}iservi ce is further operable to transmt the

data it emY5SPHBE RTBIP TP °upon receiving a resource status fromthe

15 network resaurce nitor |ndicafi t hat. the nobile station has acquired
t he ne}tlﬁork r €sour d&® sysEm @Qs%“étﬁgrocpmﬂlélpﬁ?fﬁtymm?oélf% EENet wor k

resource npnitor ., conprises a Dynam c Ho Configuratjon ot ocol (DHCP)
moni t or . 118 CoOmRnicHeqrayiyne wirgledy I‘fﬁ‘,"’%ﬁ’é‘fé? Aot ﬁ%’f%ﬁ‘éfl Pﬁragléé‘bur ce nonitor
20 conprises_a PDP context nonitor. 14. The systemof_claim2, wherein the

confi r mat | EAFKHEEORESE Stalis SRnqtTans reseRRER ATPAcISdoHith e mabilosiation grg 4

PCT/ CA02/ 01945 .
automatically transmit the resource status to the host service.

10. The system of claim 9, wherein the out-of-band message comprises an
10  instruction to-cause the mobile station to acquire the network resource and data
indicating whether the network resource monitor is in communication with the
wireless network.
11. The system of claim 10, wherein the host service is further operable to
transmit the data item to the mobile station upon receiving a resource status from the
15  network resource monitor indicating that the mobile station has acquired the network
resource.
12. The system of claim 10, wherein the network resource monitor
comprises a Dynamic Host Configuration Protocol (DHCP) monitor.
13. The system of claim 10, wherein the network resource monitor
20 comprises a PDP context monitor.
14, The system of claim 2, wherein the confirmation message is an HTTP

communication.

26



15. The system of claim 14, wherein the out-of-band nmessage conprises a
Uni f orm Resource Locator (URL) associated with the host service and an

i nstruct w0 03e3sause the nobile station to acquire the n@CmRIrA2OE”HUr CE.
16. The system of claim 15, wherein the network resource is an Internet 5
Protocol (I1P) address. 17. A nethod of handling information distribution

froma host seryice,in co icajion w e . 0 a nobile
station in co ni glél}el e %?Eﬁle{n ?%'/\’/iw?’gfe\é}{stép%@foﬁ%ﬁ%gﬁg&n%pﬁg%sgonpri si ng
the steps of. receivi d i tem associ.at.e i ile station; 10
det er mi ni rjrg“‘fﬁlm gﬁ%’“ﬁ&@%‘%@r% aﬂ?\ﬁ%‘f‘%@?’ ltg thr?el}o\g\tos\ré\ﬁywr‘l’eatggg? gjggﬁllcggréssoci at ed
with the nobil %ﬁgﬁ@' on, .upon a ne afive determ nation that a network
resource ' °HESHE BSHFH laﬁ‘l?lreﬁ?%}e WESYSh, transmitting an

out - of - band nessage fromth pst _service to the nobi.le ation to

i nstruct the mljéi I eTléetS.XﬁtF’Bﬁ’?fgnﬁéadﬁ're@“ltﬁ"e“?’f@’f’aﬁﬁgufcgé%m 1% nd 15 upon a
positive determ nation that a network resource is associatedwth the

nobi | e st dpteepl AP} aes#Ht ting the data itemto the nobile station. 18. The
met hod of claim 17, wherein the step of, d&;erm ni_n aﬁj t he host service
whet her a netwdfk rédentiradethandliag gforgation WHW%&@%B PR SLY5¢ Pon conpri ses
the steps of: 20 receiving a resource status indicating netwrk resources
associ at edCOMMURICAtR WilhbFATRPUIT RETVORSIO adpRPIlE SRETHIN SPRFURICEINY HE 4 esour ce
status if the network resource is associated with the nobile station. 27
WO 03/ 04938zelPomt@ad2ihe ne4®d comprising the steps of:

receiving a data item associated with the mobile station;

10 determining at the host service whether a network resource is associated with
the mobile station;

upon a negative determination that a network resource is associated with the
mobile station, transmitting an out-of-band message from the host service to the
mobile station to instruct the mobile station to acquire the network resource; and

15 upon a positive determination that a network resource is associated with the
mobile station, transmitting the data item to the mobile station.

18.  The method of claim 17, wherein the step of determining at the host
service whether a network resource is associated with the mobile station comprises
the steps of:

20 receiving a resource status indicating network resources associated with the
mobile stations; and

determining from the resource status if the network resource is associated with

the mobile station.
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19. The method of claim 17, wherein the step of transmtting an out-of band
nmessage fromthe host service to the nobile station to instruct the nobile
station WO o0aodIB+e the network resource conprises the st@p3/a02/01945
transmtting a first instruction to cause the nobile station to acquire the
5 network resource; and transmtting a second instruction to cause the

nmobi |l e station. o tr ] ! P I i : )St service upon
acquiring the &gtmrjﬁlg?@hégﬁgg?&g&’ %inﬁeﬂ% ﬁgpg&gt%ﬁ%f‘%fn%m%?m%erei n the

step of transmtting a ut - of - f : .yice to the
rmb!ol e station tocs %% ?1 ﬁgjtcmts%éﬂcﬁo(gpigér@? g?} ?tgorlll t %ganﬁ%ﬁlaeggﬁ%ﬂf éﬁglﬁl{e net wor k

resource conpri.ses the steps of: transm.tting an instruction to cause the
: acgui e, ]?es{)) € () erhsle Ste; so? . .
mobi | e st aP PO S AEGR™ ESTHE FERISFK résotrce; and transmitti ng data

i ndi cati ng whet her .the nobi.l tation is required to transnt a
confirmation ne<edy m@ﬁg‘?st%f‘?fg'“ it?éaué‘f%‘Fi“b"ﬂﬁ%ﬁ“"%aﬁ?ﬂuga °he network
resource to 15 the host service. 21. The nethod of claim 17, wherein the

networ R r dE6UTELesPE Pint ernet  Protocol (IP) address. 22. The nethod of
claim17, wherein the network resource is a Packet., Data Protocol (PDP)
context. 20 23.“3)3\3‘%‘%‘5%‘?9089lm’gpﬁﬁcﬁuﬁ‘f@?Wﬁ?‘?eosﬁat’d’?’é? F50¥5%n bet ween a
host servi.ce_  in comunication with a conputer network and a nobile station
in communi @aEEHIoN FetRELORRG RSEEEVIEFHRRB ARAUINE hePEY I TSBISF si ng: a nobi | e
station conprising a processing subsystem a cqmmunication subsystem and
a nenory subsy$0em Thtyeethob el dauay Ly whsreig shs siap of LpRs g2y QUG out - of - 28

band message from the host service t6 the mobile station to instruct the mobile station
10  to acquire the network resource comprises the steps of:
transmitting an instruction to cause the mobile station to acquire the network
resource; and
transmitting data indicating whether the mobile station is required to transmit
a confirmation message that the mobile station has acquired the network resource to

15  the host service.

21. The method of claim 17, wherein the network resource is an Internet
Protocol (IP) address.

22.  The method of claim 17, wherein the network resource is a Packet
Data Protocol (PDP) context.

20 - 23. A system for managing information distribution between a host service
in communication with a computer network and a mobile station in communication
with a wireless network, the system comprising:

a mobile station comprising a processing subsystem, a communication

subsystem, and a memory subsystem, the mobile station operable to receive an out-of-
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WO 03/ 049384 PCT/ CA02/ 01945 band network resource request over the
communi cati on subsystem and in response to the network resource request to
obt ai n a wetoao#4s84 esource in the wireless network and tr 20FrGA02/01945
confirmati on nessage to the host service indicating the nobile station has
acquired the network resource. 5 24. The systemof claim23, wherein the
Networ k. I ookl EOok FAUERE ren SQIMYe} B8 Bofnfubiohion UBLIMG Lo kGofiduse the mobi | e
station to acquire the netiwor resource and a Second I nstruction to cause
the nobileg station to transmt.the [ ' & elufdrit iy host
service, 315 nefyarRissaliah QR blatf etk o e e I T esour ce
10 nonitor _in co nication with.the wr. t . / ost service
and oper §8PEt %&E}E@&nog n?eéiagfu&octge E?Sé eﬁglg%ﬁﬁﬁc%@%}r{eﬂégg%%}u%ggaﬂssoci at ed
with the rmbi,lg station and automatically transmt the resource status to
the host 2EFUied the BSRVORFEOUSESt em of clai m 25, wherein the out- of - band
nmessage conpri ses n instruycti 051_} Bygllecau e the. nobile statti on to acquire

the network regbur cENFPAL das 4 PR GRS RO & "8 hor k resour ce
nonitor is in _comunication with tghe i rel essE network. 27. The system of
cl ai m 25, CRREHES A HrH dnsHRURB FACEs %P‘&Eﬁ? Latigy 9 AGIETHRE 108t ocol (1P
address. 28. The system.of claim 25, wherein the net\/\nr@Fresource is a
Packet Datfgsour aps @ pesenst ingupeiign to Saitse die mabdle stpon QIERERE BF | ai m 25, wherein
t he network resource nonitor conprises a Dynam c Host Configuration

Prot ocol (cErEmatiay Hiessage to ths hogtigrvisgst em of cl ai m 25, wherein the network

resource nonitor conprises a Packet Data Protocol (PDP) context nonitor.
25.  The system of claim 24, further comprising a network resource

10  monitor in communication with the wireless network and the host service and
operable to track a resource status of network resources associated with the mobile
station and automaticaﬂy transmit the resource status to the host service.

26.  The system of claim 25, wherein the out-of-band message comprises
an instruction to cause the mobile station to acquire the network resource and data

15  indicating whether a network resource monitor is in communication with the wireless
network.

27. The system of claim 25, wherein the network resource is an Internet
Protocol (IP) address.
28. The system of claim 25, wherein the network resource is a Packet Data

20  Protocol (PDP) context.

29.  The system of claim 25, wherein the network resource monitor
comprises a Dynamic Host Configuration Protocol (DHCP) monitor.
30.  The system of claim 25, wherein the network resource monitor

comprises a Packet Data Protocol (PDP) context monitor,
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29 WO 03/049384 PCT/ CA02/ 01945 31. The system of claim 24, wherein the
nobil e station is operable to retrieve a Uniform Resource Locator (URL)
associ at esows#w3Bhe host service fromthe nenory subsyst @ecrand2oreEnsm t
the confirmation nessage to the host service using an HITP comuni cat.i on.
5 32. The systemof claim 31, wherein the nobile station is further

operabl e {0 communingal gl dhfrPel ARk e Mobll ki RASlersbRryi ce Ui ng an

i
. . (0) .
HTTP conmmuni cati on. he system of claim 32, wherein the wrel ess

network i %ggeﬁm ﬁ]%rn&lgag‘&ﬁget I:(Jgglgt Qf’l lﬁ%ra\égo%ﬁte(i%{ﬁ%e Rt Wik frotf the NE. System

of claim erern e out message 1s a Short 10 Messaging
Service (SMB) nessage t e £ or. L e oS saRkdeQRindiagt r i buti on
bet ween a%eon%%f@rsyg%%?%aﬁégﬁﬁ%ﬁgﬁ eElg‘lt;rgltg?Sg soin ((:)origrruniecatn gn with a
Wi rel ess t he .system conprising: one or nore host services, each

rk
host ser Vi ili%f)oér}%‘ﬁweau?‘ receive data items 15 associated with robile

stations and f ea data i.temdeterm.ng fr [ us of

net wor resourgé*s aig%%'?tﬁ?é%c@)l? gﬁt“ﬁleererlr% ¥ e()%g% §%tl{o§?]§;fﬁﬁ§rt%§1tra§% net wor k
resource i s assocjated wth nobi | e station,. and n_a ne ive

det er ni nat®? S?Fqngmc‘i‘tﬁg’fﬂ@fm%’ﬁ@ &’E}Féhet SLSPRIS AP PE 51?1}1,3:3 B Il“l‘)@%%gorrrl\éssage to
the nobile station to instruct. e .nobil.e station tp.acquire the network
resource and t Pansmige ﬁyﬁt@md’gffé"?%grwhteﬁe"fwg“ﬁﬁeﬁ%rbﬁt Ogést%@?n&rﬁupon recei vi ng
a confirmati on_nessage that the bile station has acquired the network
resour ce; Papket Radierqrice (FBRYNEEE ™ Koni tor in communication with the wirel ess
network and the one or nore host services andf %Egrabl eto Lrack t he
resource stat ustof a‘gq wét,eﬁlof claim 33, wherein the out-of-b message is a Short -

10 Messaging Service (SMS) message.

35. A system for managing information distribution between a computer
network and mobile stations in communication with a wireless network, the system
comprising:

one or more host services, each host service operable to receive data items

15  associated with mobile stations and for each data item determine from a resource
status of network resources associated with the mobile stations whether a network
resource is associated with a mobile station, and upon a negative determination is
further operable to transmit an out-of-band message to the mobile station to instruct
the mobile station to acquire the network resource and transmit the data item to the

20 mobile station upon receiving a confirmation message that the mobile station has
acquired the network resource; and

a network resource monitor in communication with the wireless network and

the one or more host services and operable to track the resource status of network
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30 WD 03/049384 PCT/ CA02/ 01945 resources associated wth the nobile
stations and automatically transmt the resource status to the one or nore
host ser woas3/04868+ The system of claim 35, wherein the neradrdaocesasr ce
nonitor is further operable to associate nobile stations with each of the
one or nore host 5 services and transmt the resource status of the nobile

stati ons o the, %z?sqgag @mg%%bﬁe SR8 En AR 688 A recpRcsystem of

resource noni I'Sés & Dynani ¢ Host
Configuration Protoco tse el tor. 38. The syst em of claim 35, wherein
the networr™Sde r°(98°’f113 eth8?’ Y% corrprl ses a PDP cont ext monitor. 39. The

system of cl a| erein_t resource rises an |nternet

Prot ocol (IP) dre ﬁmsyﬁtﬁm off 1n§3§tw edlf hglngtiw Ckf SO eél?oeniln he networ k
resource conprises a  Packet a Pr oto P{)@ cont ext, 15 41. The system
of cl ai m 38rthefResrabln tq aseeciiR™ eﬁ?ﬂﬂ“% 8O e bRk S s agi ng Ser vi ce
(SM5) nessage. 42, The, system of clatm 35 wher ei n b f band nessage
conpri Ses S&Viges Pmﬁtﬁi‘ﬁ@ttlﬂl?(ffﬁol‘}‘i”?etstﬁtuéa thg mabile afans {9 ¢ ‘f%&si)%?{e PeLquire the

network resource and a second instruction to cause the nobile station to
transmt tRECEBHPPMISEY i on message to 20 the host service. 43. The system
of claim35, wherein the out-of-band nessage conprises an instruction to

cause the nobi I3 st Ab¢ HistenPT §1aE0 PPV iern His ORISTORK IE8UHER¥Ghd dat a

i ndi cating whether the network resource nonitor is in conmunication with
t he host comprises a Dynamic Host Configuration Protocol (DHCP) monitor.

38. The system of claim 35, wherein the network resource monitor
10 comprises a PDP context monitor.
39.  The system of claim 35, wherein the network resource comprises an
Internet Protocol (IP) address.
40.  The system of claim 35, wherein the network resource comprises a
Packet Data Protocol (PDP) context.
15 41,  The system of claim 35, wherein the out-of-band message is a Short
Messaging Service (SMS) message.
42.  The system of claim 35, wherein the out-of-band message comprises a
first instruction to cause the mobile station to acquire the network resource and a
second instruction to cause the mobile station to transmit the confirmation message to
20  the host service.
43, The éystem of claim 35, wherein the out-of-band message comprises
an instruction to cause the mobile station to acquire the network resource and data
indicating whether the network resource monitor is in communication with the host

service.
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service. 31 WD 03/049384 PCT/ CA02/ 01945 44. The system of claim 35,
wherein the wireless network is a General Packet Radio Service (GPRS)

net wor k. wW0.03/0ks8syst em of cl ai m 35, wherein each host sereiraaRe1%srt her
operable to transmt a table of associated nobile stations to the network
resource nonitor. 5 46. The system of claim45, wherein the network

resource moni t op i Syl WLLNGT ARERAONEGR tk\ARKEL fech (1R i £EGNERS Sttus of

the nobil e stations assoOcCi ate one or nore host services based on

ageStzabl e%agﬂetﬁagge%&c{(}gﬁgj rlle?wgﬁcgti ons received fromthe host services.

45.  The system of claim 35, wherein each host service is further operable
to transmit a table of associated mobile stations to the network resource monitor.
5 46.  The system of claim 45, wherein the network resource monitor is
further operable to transmit the resource status of the mobile stations to the associated
one or more host services based on the tables of associated mobile stations received

from the host services.

10
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