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Technical Filed

The present invention relates to a pass-code
identification device and a pass-code identification
method, which are used for controlling accesses to
predetermined information by collation of pass-codes.
More particularly, the present invention relates to a
pass—-code identification device and a pass-code
identification method, which are used for controlling
accesses made by an external apparatus by collation of
pass-codes.

To put it in detail, the present invention relates
to a pass-code identification device and a pass-code
identification method, which are used for controlling
accesses made by an external apparatus such as a
reader/writer to an internal memory of the pass-code
identification device such as an IC card by collation of
pass-codes. More particularly, the present invention
relates to a pass-code identification device and a pass-

code identification method, which are used for



code identification nethod, which are used for 1 deternining whether or not
access-right control based on a pass-code is required. Background Art There
has been conceived and put to practical use a variety of apparatus using a
pass- nunber and/or a password for verifying a user and for authenticating
process. (In general, "a pass-nunber” is defined as a string or a

conbi nati on of nunbers each having a value in the range O to 9 whereas a
password is defined as a string or a conbination of al phabeti cal
characters. In this specification, "a pass-code"” is a generic technical

termfor the Ss- nunber .an he pa ) Wen e user of, a cash card
uses the cas%gg%ﬁ%ﬁ%&n éW%%ﬁ%é%rogngéﬁﬁégc%?%5%%?%? ?%%Ef?gt?%ﬁ?gép%ash
di spenser typically urges the user .to enter a pass-nunber or a password as
a neans for §UQ%%%T?%é%ih§ TRE4ER?: The cash dispenser then carries out a
wi t hdrawal operation after verifying that the user has entered a correct
pass- nunber or a correct password. There are other applications of a
pass-code. Exanples of the other applications are an operation to enter a
pass- code t PACKIFEFARKE which is installed in a hotel or an other
| odging facility, in order to open

There has been conceived and put to practical use a

variety of apparatus using a pass-number and/or a
password for verifying a user and for authenticating
process. (In general, “a pass-number” is defined as a
string or a combination of numbers each having a wvalue in
the range 0 to 9 whereas a password is defined as a
string or a combination of alphabetical characters. 1In
this specification, “a pass-code” is a generic technical
term for the pass-number and the password.)

When the user of a cash card uses the cash card at
a bank or an other financial institution, a cash
dispenser typically urges the user to enter a pass-number
or a password as a means for authenticating the user. The
cash dispenser then carries out a withdrawal operation
after verifying that the user has entered a correct pass-
number or a correct password.

There are other applications of a pass-code.
Examples of the other applications are an operation to
enter a pass-code to a safety box, which is installed in

a hotel or an other lodging facility, in order to open



2 the safety box, an operation to enter a password to a conputer at a

| og-in, and an operation to enter a pass- code to an information term nal
in order to request the termnal to conceal information. Traditionally, in
a storage nedium such as nagnetic stripes on a cash card for a bank, only
a storage area that is usable for the particular bank is provided. Thus,

i nputting a pass-nunber or a password is no nore than accessing to this
storage area. That is to say, the user needs to selectively use a
plurality of cash cards for different purposes and/or different

applications., By the ,_in recent years, non-contact |C cards have been
beconi ng poptt r?aééﬁy | PR U shRneRier of BaSFerdre 2
reader/witer installed at_the entrance of a concert hall, a station, or

the like, i|sCEpHBE ¥ 2 MRI TP arPReE ce3 ORJT R HECH (EQ 2R RESF thRASTONt act .
At the sane time, the user enters a pass-nunber or a password to the
| C-card readedsitde, amnnfeianatg eardeaming heln Geded to ceelenesikithe coll ate
the entered pass-nunber or the entered password with the fetched
pass- nunber eernheal fee chrrkgaksiwferfatiorrifying the user and for
aut henticating process. Then, if the verifying the user and authenticating
process success, t\piaddldiypnadi.y,appl iacatticoraost oresti um siwth 1aG eergoheddre be
used. Exanpl es
stripes on a cash card for a bank, only a storage area
that is usable for the particular bank is provided. Thus,
inputting a pass-number or a password is no more than
accessing to this storage area. That is to say, the user
needs to selectively use a plurality of cash cards for
different purposes and/or different applications.
By the way, in recent years, non-contact IC cards
have been becoming popular. For example, a cash dispenser
or an IC-card reader/writer installed at the entrance of
a concert hall, a station, or the like, is capable of
making an access to the IC card without contact. At the
same time, the user enters a pass—-number or a password to
the IC-card reader side, and the IC card and the IC-card
reader/writer collate the entered pass-number or the
entered password with the fetched pass-number or the
fetched password for verifying the user and for
authenticating process. Then, if the verifying the user

and authenticating process success, typically, an

application stored in the IC card can be used. Examples



3 of the application stored in the IC card include electronic noney and an
electronic ticket. In addition, in recent years, by virtue of inprovenents
‘of miniaturization technologies, an IC card having a storage space with a’
relatively large size is introduced and has been becom ng popular. In the
conventional cash card or the like, only one storage area for one
application can be provided. It is thus necessary for the user to carry a
plurality of 1C cards for different purposes and/or different

applications. Wth an |1C card having a storage space with a | arge size,

however, a tu al it f a Iication can ge ored.,in s ﬁa an I C card.
For exa Ie,g n h$c§%%fhc%gﬁo%es gﬁﬁgfb? 13 %rf gcaFQDlBFE fe applications
mp . or St .

such as elect£on|c npney for electroglc financial settlenments and
el ectroni ¢ tFtREEEONEGIACHEEIARDr 2RNELPFRECBLISpEEFKRE- concert hall. In this
way, an | C card can be used for a variety of purposes and/or applications.
Furthernore, it is Poadditean ppueent oy Mawigiee mehory function
with a large storage capacity (or an IC chip inplenenting a sem conductor
| C card) on amppevemeinestefcphoheteriaapbenabeehnetavhas, 8y Earegidg
about such a portable termnal, the user is capable of exchanging
el ectroni c vahvengndoshataon spabeawitiktarnalatively large size is

introduced and has been becoming popular. In the

conventional cash card or the like, only one storage area

for one application can be provided. It is thus necessary

for the user to carry a plurality of IC cards for

different purposes and/or different applications. With an

IC card having a storage space with a large size, however,

a plurality of applications can be stored in such an IC

card. For example, one IC card can be used for storing

two or more applications such as electronic money for

electronic financial settlements and electronic tickets

each used for entering a specific concert hall. In this

way, an IC card can be used for a variety of purposes

and/or applications.

Furthermore, it is possible to mount an IC card

having a memory function with a large storage capacity

(or an IC chip implementing a semiconductor IC card) on a

portable telephone or a portable terminal. By carrying

about such a portable terminal, the user is capable of

exchanging electronic value information with an external



4 apparatus such as mainly an apparatus used for electronic financial
settlenents. The conventional cash card is used for storing only one
‘application (described above). Thus, by hol ding one pass-nunber or one
password in magnetic stripes on a cash <card, securities of all cards can
be controlled. In the case of an I C card having a nenory function capable
of storing a plurality of applications or a portable term nal including
such an IC card (or an IC chip) nounted thereon, on the other hand, it is
necessary to control an access right for each application. This is
because, if accesses can be made to all applications on_ an | C card by

using only OMRPHIEREITOIHCE 12 BREUY 13 APPIRRLEPpILFRAt foRsehpgTronic
deteriorate significantly in case of loss or theft of the IC card. In
addi tion, affpap@ial sefelene®e®ry area pernitting accesses by inputting
a pass-code has once be invalidated, the user nust reenter the pass-code
once nore in ordeTheo qopstenyta aned |@ sdarahnd itsheisead ifibat extorsitrgt eordgai n.
Thus, the IC card is bad usability. Furthernore, basically, only the owner
of an IC cavme depel hiaesomhédaecr bredioabdove) s rBusssdrny Hod ddarg yoneout an
aut henti cati on process based on a pass-code before an access to
i nformat i on pédss-edunvet her | dheapas swrrdein magnetic stripes on a cash
card, securities of all cards can be controlled.
In the case of an IC card having a memory function
capable of storing a plurality of applications or a
portable terminal including such an IC card (or an IC
chip) mounted thereon, on the other hand, it is necessary
to control an access right for each application. This is
because, 1f accesses can be made to all applications on
an IC card by using only one pass-code, the security of
the applications will deteriorate significantly in case
of loss or theft of the IC card.
In addition, after an IC card's memory area
permitting accesses by inputting a pass-code has once be
invalidated, the user must reenter the pass-code once
more in order to restore the IC card to the validated
state again. Thus, the IC card is bad usability.
Furthermore, basically, only the owner of an IC
card determines whether or not it is necessary to carry

out an authentication process based on a pass-code before

an access to information stored in the IC card can be



5 made. Thus, there is no roomfor a person in charge of the system
admnistration to intervene in the control of the security of the IC card.
Di scl osure of Invention It is thus an object of the present invention to
provi de a pass-code identification device and a pass-code identification
met hod that are capable of appropriately controlling accesses nmade by an
external apparatus to the pass-code identification device by collation of
pass- codes. It is thus another object of the present invention to provide
a pass-code identification device and a pass- code identification method
t hat are capabl e of appropriately controlling accesses nade by an external
appar at us sUR3&:- r dadSr/ WSS 1450 Néh TR andRgisprofin (e nsss ©fcode
identification device such as an IC card by collation of pass-codes. It is
thus a furtHete obyeedn Adihel preatelen Fovintebrere brovieecenpask-ebde
identification device and a pass-code identification nmethod that allow
both the oviee fcearityC ehrithantC acgpedson in charge of the administration
of card services to appropriately determ ne whether or not access-right
control based on a 6
Disclosure of Invention
It is thus an object of the present invention to
provide a pass-code identification device and a pass-code
identification method that are capable of appropriately
controlling accesses made by an external apparatus to the
pass-code identification device by collation of pass-
codes.
It is thus another object of the present invention
to provide a pass-code identification device and a pass-
code identification method that are capable of
appropriately controlling accesses made by an external
apparatus such a reader/writer to an internal memory of
the pass-code identification device such as an IC card by
collation of pass-codes.
It is thus a further object of the present
invention to provide a pass-code identification device
and a pass—-code identification method that allow both the
owner of an IC card and a person in charge of the

administration of card services to appropriately

determine whether or not access-right control based on a



pass-code is required. In accordance with a first aspect of the present
invention addressing the problens described above, there is provided a
pass-code identification device, which is wused for controlling accesses
made by an external apparatus by collation of pass-codes. The pass-code
identification device includes: a comunication unit for comunicating with
the external apparatus; a data-holding unit for holding data; a
pass- code-hol ding unit for holding a pass-code; a pass-code judgnent unit
for formng a judgnment as to whether or not an input pass-code received
fromthe external apparatus matches the pass-code held by the pass-code
hol di ng uni tP28SceRdet +®&nT8ERiFrAg-unit for setting a condition for form ng
the judgnent on the input pass-code; and a flow control unit for
control | i ng accesses mROrdgnGhe ekt e nal rsppasrecs b the megsenol di ng
unit through the conmunication unit in accordance with the condition for
form ng the Lodgnthonoaddhesshpat thasprobdems dhschibsdaabomdi t tharset by
the condition-setting unit. The pass-code identification device provided in
accordance wishprbeifiedsé mapectodé tHenpiéseationvdatvios, 7which is
used for controlling accesses made by an external
apparatus by collation of pass-codes. The pass-code
identification device includes:
a communication unit for communicating with the
external apparatus;
a data-holding unit for holding data:
a pass-code-holding unit for holding a pass-code;
a pass—-code judgment unit for forming a judgment as
to whether or not an input pass—-code received from the
eXternal apparatus matches the pass—-code held by the
rass-code holding unit;
a condition-setting unit for setting a condition
for forming the judgment on the input pass-code; and
a flow control unit for controlling accesses made
by the external apparatus to the data-holding unit
through the communication unit in accordance with the
condition for forming the judgment on the input pass-code,
which is a condition set by the condition-setting unit.

The pass-code identification device provided in

accordance with the first aspect of the present invention

7



can be used for exanple as an IC card for controlling accesses to the IC
card's nenory having a relatively |arge storage capacity by collation of
‘pass-codes. In this case, "the IC card" is generally a cartridge, which
includes an I C chip and an antenna, having about the sane size as a credit
card. The ICchip itself can also be used as a device enbedded in a
portable term nal such as a portable tel ephone or a PDA or enbedded in an
ot her information-processing apparatus. The I C card can al so be used by
inserting the card into an information-processing apparatus. An I C chip or
an I C card can he used_as a prepaid device_havin function related to

a

val ue inforn%ﬁ?dﬁ?S%%%jago%l%%%mE%ﬁcasn%%e?ca%ﬂrgl%%¥r%%¢%rQl%k%@s. The
function of an IC chip or an ICcard is referred to as "an application”.
The menory a®@eEdIeant? EharkCica¥yps daemgryiskaving astetibivehy ue
i nformation such as electronic noney and electronic tickets for nore than
one appl i catlarge Rroragehcapachey dpyl tehldbhen of ppasscoodesuch as a pass-
nunber or a password is set. Pass-codes are collated with each other to
control a right of Ian thdecessmsey Artheapdl iczatd”onis Bermualilty ian detail, the
|C card collates a pass-code entered to the I1C card by the user with a
pass- code starierhiddet hehbgpl 1calndes i an atly acicep aingd @0l anténBa,

having about the same size as a credit card. The IC chip

itself can also be used as a device embedded in a

portable terminal such as a portable telephone or a PDA

or embedded in an other information-processing apparatus.

The IC card can also be used by inserting the card
into an information-processing apparatus. An IC chip or
an IC card can be used as a prepaid device having a
function related to value information such as electronic
money and electronic tickets. The function of an IC chip
or an IC card is referred to as “an application”.

The memory area of an IC card is typically used for
storing value information such as electronic money and
electronic tickets for more than one application. For
each of the applications, a pass-code such as a pass-
number or a password is set. Pass-codes are collated with
each other to control a right of an access to an
application. To put it in detail, the IC card collates a

pass-code entered to the IC card by the user with a pass-

code stored in the application in advance and, only if



t he pass-codes match each other, does the IC card pernmt an access to the
application. In the pass-code identification device provided in accordance
with the first aspect of the present invention, the condition-setting unit
determ nes whet her or not the pass-code judgnent unit needs to formthe
judgnment on the input pass-code. Then, the flow control unit permts an
access nmade by the external apparatus to the data-holding wunit through the
comuni cation unit if the condition- setting unit determ nes that the
pass-code judgnent unit does not need to formthe judgment on the input
pass-code. In addition, if the condition-setting unit determ nes that the
pass- code | udtprerasarfadafedtktaly gapimaer, Wrpenthonl ¢ ajhmRArpEss- code
and the pass-code judgnent unit outputs a judgnent result revealing that
the i nput pess-autEs hHte e tarp plsaticvtde hel d by the pass-code-hol di ng
unit, the flow control unit also permts an access made by the external
apparatus to the dat &hleolpdissgcodlet itdemduidgh datte ono mavhiceatirowv id@idt .inl n
order to permt an access made by the external apparatus to data held by
t he dat a- holaliawrdamde tvnietH | the cHnDrsdl aspect pift $hiehe rdatemthalrdiarg: ior,t i n
a state of being connected to the comunication unit. In addition, the
condi ti on-setid Ngprtitti s diet thg unit determines whether or not the

pass-code judgment unit needs to form the judgment on the

input pass-code. Then, the flow control unit permits an

access made by the external apparatus to the data-holding

unit through the communication unit if the condition-

setting unit determines that the pass-code judgment unit

does not need to form the judgment on the input pass-code.

In addition, if the condition-setting unit determines

that the pass-code judgment unit needs to form the

judgment on the input pass-code and the pass-code

judgment unit outputs a judgment result revealing that

the input pass-code matches the pass-code held by the

pass-code-holding unit, the flow control unit also

permits an access made by the external apparatus to the

data-holding unit through the communication unit. 1In

order to permit an access made by the external apparatus

to data held by the data-holding unit the flow control

unit puts the data-holding unit in a state of being

connected to the communication unit.

In addition, the condition-setting unit can be



provided with a first judgnent-necessity-holding means for hol ding

i nformation indicating whether or not the pass-code judgnent unit needs to
formthe judgment on the input pass-code; a second

j udgment - necessi ty-holding means for holding information indicating

whet her or not an input pass-code is required for changing the first

j udgnent - necessity-hol ding neans froma state of holding information

i ndi cating that the pass-code judgnent unit needs to formthe judgnment on

the input pass-code to a state of holding information indicating that the

pass- code: And e P o b Sy et o e g ettt ng
changi ng. ¢ et o4 1Ta S Ehone ireRe e Ra e whiReef rem s B o
need 10 1 or fTATE JHGRBHISHE t HEET ATODass. Lok Hr & G2 orohol i ng
| Udgmont on YHEY RS TRALC e A, S AT er s e TROGahe L 1o

capable of setting a _condition for formng the.%fdgnent on the input
pass- code i MertdriRhde Ifing tHef o Miariri i i e dlny whether rey not

j udgnent - necessj ty-hol ding neans, the information 10
an input pass-code is required for changing the first

judgment-necessity-holding means from a state of holding
information indicating that the pass-code judgment unit
needs to form the judgment on the input pass-code to a
state of holding information indicating that the pass-
code judgment unit does not need to form the judgment on
the input pass-code; and a third judgment-necessity-
holding means for holding information indicating whether
or not an input pass-code is required for changing the
first judgment-necessity-holding means from a state of
holding information indicating that the pass-code
judgment unit does not need to form the judgment on the
input pass-code to a state of holding information
indicating that the pass-code judgment unit needs to form
the judgment on the input pass-code.

Thus, the condition-setting unit is capable of
setting a condition for forming the judgment on the input
pass-code in accordance with the information held by the

first judgment-necessity-holding means, the information

10



hel d by the second judgnent-necessity-holding neans, and the information
held by the third judgnent-necessity- holding neans. That is to say, it is
‘possible to set a change of a pass-code froma valid state to an invalid
state and froman invalid state to a valid state by putting conditions for
entering a pass-code in a variety of conbinations. For exanple, in order
to change a pass- code froman invalid state to a valid state in an
operation to change a pass-code, it is not necessary to enter a pass-code.
In order to change a pass-code froma valid state to an invalid state in
an operatioglto change ass-code, on the other hand, it is necessary to

ent er pasSEHHLY ITRadRFTIh, I} gm%‘ltpﬁé%‘?%?%l?b‘liﬁ%% ¢ frastid code
identification device's inplenentation wherein the pass-code-holding unit
hol ds a pl ur@t$ tinfRrnpsor dirld bY He ¢ sl td I UrRMETREEATILEWT s a
judgnent as to whether or not an input pass-code received fromthe
external appxkding meates adt ¢ ttve Spass-idodess Peslsdbdye toheefass- code
hol ding unit; and the flow control unit permts an access nade by the
ext ernal appehangs @b a assateddof thme WA tid hstoatgh theamoimmiiodt i on unit
if the condition-setting unit determ nes that the pass-code judgnment unit
needs to forstdte gndigimont aom idealigpuitdde to a valid state by

putting conditions for entering a pass-code in a variety

of combinations. For example, in order to change a pass-

code from an invalid state to a valid state in an

operation to change a pass-code, it is not necessary to

enter a pass—code. In order to change a pass-code from a

valid state to an invalid state in an operation to change

a pass-code, on the other hand, it is necessary to enter

a pass-code.

In addition, it is possible to provide the pass-

code identification device's implementation wherein the

pass-code-holding unit holds a plurality of pass-codes;

the pass-code judgment unit forms a judgment as to

whether or not an input pass-code received from the

external apparatus matches each of the pass-codes held by

the pass-code holding unit; and the flow control unit

permits an access made by the external apparatus to the

data-holding unit through the communication unit if the

condition-setting unit determines that the pass—-code

judgment unit needs to form the judgment on the input

11



pass-code and the pass-code judgnent unit outputs a judgnment result
reveal i ng that the input pass-code natches all the pass-codes held by the
‘pass-code-holding unit. Wth this inplenentation, sone external apparatuses
each used for inputting a pass-code can each be assigned to an individual
user utilizing this systemwhile sonme other external apparatuses each used
for inputting a pass-code can each be assigned to an operator (such as a
person in charge of card services) . In this way, the functions of
pass-codes can be controlled in accordance wth a judgnment fornmed by an

operator. For exanple, the systemcap be set to forcibly require a
pass-codeilﬁﬁﬁs"%ggquﬁﬁgn rRF?%Y??é;vﬁq HENGRL (Yt § R R 2 users. In

addition, it is also possible to provide the pass-code identification
devi ce' s ot hBtAgRBMereitt§ oreVehekd nthe e sinpide-Prteierfanit hol ds a
plurality of pass-codes each associated with a nenory area in the
dat a- hol di ngratrghes ral bagwe dvafes jeridgemeldilky fdrerpassjaridgram ldisng o
whet her or not an input pass-code received fromthe external apparatus
t hrough t he worthuni cati on unit matches each of the pass-codes held by the
pass-code holding unit; and the flow control unit permts an access nade
by the external appdrtéat ahitsoiapdpeenfttatimenorprer extk2nal apparatuses
each used for inputting a pass-code can each be assigned
to an individual user utilizing this system while some
other external apparatuses each used for inputting a
pass-code can each be assigned to an operator (such as a
person in charge of card services). In this way, the
functions of pass-codes can be controlled in accordance
with a judgment formed by an operator. For example, the
system can be set to forcibly require a pass-code input
without regard to the wills of the individual users.

In addition, it is also possible to provide the
pass-code identification device's other implementation
wherein the pass-code-holding unit holds a plurality of
pass—-codes each associated with a memory area in the
data-holding unit the pass-code judgment unit forms a
judgment as to whether or not an input pass-code received
from the external apparatus through the communication
unit matches each of the pass-codes held by the pass-code

holding unit; and the flow control unit permits an access

made by the external apparatus to a specific memory area

12



t hrough the comunication unit if the condition-setting unit determ nes
that the pass-code judgnent unit needs to formthe judgnent on the input
pass-code and the pass- code judgnent unit outputs a judgnent result
revealing that the input pass-code matches one of the stored pass- codes
that is associated with the specific nenory area. It is thus possible to
make an access to a nenory area of a nenory space in the data-hol ding.
unit if the menory area is allocated to a pass-code natching an input
pass-code. By providing the external apparatus with a card reader, the

external appekAlus, | ens APARen PLa ERKA NN 8D 3 ACERSSchRa] PPk GGl Py g hr ough 2
a nenor ar ea

radi o i nterface. so In this case, rights of accesses 10

Ater a1 ocktirs Rk GhEled, BRE: TR B F0e R TRy Bt B8 ket Mg an
1 or mat i on- FY BReH3F ni- SETAT athsthe FHAMD RORReLtroraba: HEerPEhE

ot abl | shed S an SPReRt EaL§ HERERGT y* of GASTEr peFabeL baE V281 BT
alternative, after a radio connection between the |C chip enbedded in the

i nf or mat i on- ProkesRE ntPRph AP 2T BsCOAR e Fehext erpaP f appar atesed spass-

establ i shed, access rights 13 .
codes that is associated with the specific memory area.

It is thus possible to make an access to a memory
area of a memory space in the data-holding unit if the
memory area is allocated to a pass-code matching an input
pass-code.

By providing the external apparatus with a card
reader, the external apparatus is capable of making an
access.to the IC chip through a radio interface. Also in
this case, rights of accesses to a memory area such as
that of an IC chip are controlled by collation of pass-
codes. After a locked state of an information-processing
apparatus including an embedded IC chip is unlocked by
entering a pass-code to the information-processing
apparatus, a radio connection between the information-
processing apparatus and the external apparatus can be
established and an access to the memory area is permitted.
As an alternative, after a radio connection between the
IC chip embedded in the information-processing apparatus

and the external apparatus 1s established, access rights

13



are controlled on the basis of pass-codes entered to the external
apparatus. In addition, in accordance with a second aspect of the present
invention, there is provided a pass-code identification nmethod, which is
used for controlling accesses nade by an external apparatus to
predeterm ned data by collation of pass-codes. The pass-code
identification nmethod includes a pass-code judgnent step of formng a
judgnment as to whether or not an input pass- code received fromthe
external apparatus matches a pass- code set for the predeterm ned data; a

condition-setfin step, of setting a condition for formpng the judgnment on
t he i nput pa%%gd%ﬁ%Fr ﬁ%ﬁ%.??oﬁp%gﬂ??b? %#e%a%?'c%%%?r%TTgﬁ%dagéégg%s nmade
by the externa{ gﬁﬁfratus to the predeterm ned data in accordance with the
condition f9Ff°§ RPR¥E2F¥-Igment on the input pass-code, which is a
condition set at the condition-setting step. The pass-code identification
met hod provi ded i n Ita@@sidaife Wit [ G490 Beeh &V iddh e ts asforch e spasfe mtE

i nvention can be adopted for exanple in an IC card for controlling
accesses to R Pregenrl Envemei9n haVheke als reravided ya | prge-code age

capacity by collation of pass- codes. The nenory area of an IC card is
typi cal |y uskdenbifigation method, which is used for controlling

accesses made by an external apparatus to predetermined
data by collation of pass-codes. The pass-code
identification method includes a pass-code judgment step
of forming a judgment as to whether or not an input pass-
code received from the external apparatus matches a pass-
code set for the predetermined data; a condition-setting
step of setting a condition for forming the judgment on
the input pass-code; and a flow control step of
controlling accesses made by the external apparatus to
the predetermined data in accordance with the condition
for forming the judgment on the input pass-code, which is
a condition set at the condition-setting step.

The pass-code identification method provided in
accordance with the second aspect of the present
invention can be adopted for example in an IC card for
controlling accesses to the IC card's memory having a
relatively large storage capacity by collation of pass-
codes.

The memory area of an IC card is typically used for

14



storing val ue inf

ormati on such as electronic noney and electronic tickets

for nore than one application. For each of the applications, a pass-code
'such as a pass- nunmber or a password is set. Pass-codes control a right of

an access. To put

it in detail, the IC card collates a pass-code entered

to the 1C card by the user with a pass- code stored in the application in
advance and, only if the pass-codes match each other, does the IC card
permt an access to the application. In the pass-code identification

met hod provided i

n accordance mﬁth the second aspect of the present

i nvention, the condition- setéln is executed also. to deternlne

whet her or n%?°¥%n? Vet st

ment on the input pass-code. Then, at the flow control

form ng the

step, an %%g

bl %tb T 132 ehashkredle FerRYeddst ep of
CTRIMEE by TR B x RF MAPL appat At @Re t 3PP hicabieet 9% ned dat a

IS pernltted if aresult of execution of the condition-setting step

i ndi cat es t RACR hef pake -aRPHECT bHementa shaps vfoder filely 2heajpRgHENt On the
i nput pass-code is not necessary. An access nmade by the external

appar at us t crdeepreriel cpassikerdai s $st al fasgperadas exbrdtralhe fdighlitcont r ol

step if a result

of execution of the condition-setting step indicates that

t he pass- codef jamgnergsst eI cofputorir ngp tdekgildgrerd Inh dird collates a

pass-

code

code entered to the IC card by the user with a pass-

stored in the application in advance and, only if

the pass-codes match each other, does the IC card permit

an access to the application.

In the pass-code identification method provided in

accordance with the second aspect of the present

invention, the condition-setting step is executed also to

determine whether or not it is necessary to execute the

pass
input
acces

prede

-code judgment step of forming the judgment on the

pass—code. Then, at the flow control step, an
s made by the external apparatus to the

termined data is permitted if a result of execution

of the condition-setting step indicates that the pass-

code

pass

judgment step of forming the judgment on the input

-code is not necessary. An access made by the

exXxternal apparatus to the predetermined data is also

permi

tted at the flow control step if a result of

execution of the condition-setting step indicates that

the pass-code judgment step of forming the judgment on

15



the i nput pass-code is necessary and an output result of the judgnent
formed at the pass-code judgnent step reveals that the input pass-code
mat ches a pass-code set for the predeterm ned data. The condition-setting
step may include a first judgnent-necessity-holding step of managi ng
information indicating whether or not it is necessary to execute the
pass-code judgnment step of formng the judgnent on the input pass-code; a
second judgment - necessity-holding step of nmanaging information indicating
whet her or not an input pass-code is required for changing information
from a valu indica%iﬁﬁ%thai it,is necessary tg execut e the Eass-code
p

j udgment st ep*of iR FHECFUdHTERECOTSHhE 2RApRR PASRUEoHRSEHE &2V al ue
indicating that |t is not_ necessary to execute the pass-code judgnent step
of formng the JUAGREME BATESR Fhpthe pRRssteeee Andomerti $Eep
j udgment - necessi t -holdingmstep of nanagiqg information indicating whether
or not an inﬁ%Ye%g%st%%Get 2 FRRiUE rRASSTerde HanErhgs | afbrpatfeRne f$om a
value indicating that it is not necessary to execute the pass-code
judgnent st efor ofhe cpredgtereinedgd@®d. on the input pass-code to a val ue
indicating that it is necessary to execute the pass-code judgnent step of
form ng the judgnermheorcanisy iigmuts gidsing cothe B/ include a first
judgment-necessity-holding step of managing information
indicating whether or not it is necessary to execute the
pass-code judgment step of forming the judgmént on the
input pass-code; a second judgment-necessity-holding step
of managing information indicating whether or not an
input pass-code is required for changing information from
a value indicating that it is necessary to execute the
pass-code judgment step of forming the judgment on the
input pass-code to a value indicating that it is not
necessary to execute the pass-code judgment step of
forming the judgment on the input pass-code; and a third
judgment-necessity-holding step of managing information
indicating whether or not an input pass-code is required
for changing information from a value indicating that it
is not necessary to execute the pass-code judgment step
of forming the judgment on the input pass-code to a value
indicating that it is necessary to execute the pass-code

judgment step of forming the judgment on the input pass-

code.

16



In this case, at the condition-setting step, a condition for formng the
judgnent on the input pass-code 1is set in accordance with the information
‘managed by the first judgnent-necessity-holding step, the information
managed by the second judgnent-necessity-holding step, and the information
managed by the third judgnment- necessity-holding step. That is to say, it
is possible to set a change of a pass-code froma valid state to an
invalid state and froman invalid state to a valid state by putting
conditions for entering a pass-code in a variety of conbinations. For

exanple, in order to ¢ e a pass ode fron1an invalid state to a valid
state in an operat%rbﬁr}ijosg d%%es GO tiqnsetdinhed@yary to enter

a pass-code. In _order to chang e a pass-code froma valid state to an
i nval i d stat%o?%lﬁho%pEQEtf%ﬁm%%gc fgeudgnenEsopotiee HRPEReP®sHeEofdand, it
IS necessary to enter a pass-code. In addition, a plurality of pass- codes
may be set #9rsefetiet e hdandatwlth bee attéerpation nansgedsky the the
pass-code judgment step, a judgment as to whether or not an input
pass-code retefyedifdonerbeneqees hay-hppdiagustent ches tatbroétide
pass-codes set for predetermned data is fornmed. Furthernore, at the flow
control steppamagedceystimdeebynd hfueéghenhaheappat tytlsol@idd step,

and the information managed by the third judgment-

necessity-holding step. That is to say, it is possible to

set a change of a pasé—code from a valid state to an

invalid state and from an invalid state to a valid state

by putting conditions for entering a pass-code in a

variety of combinations. For example, in order to change

a pass—code from an invalid state to a valid state in an

operation to change a pass-code, it is not necessary to

enter a pass-code. In order to change a pass-code from a

valid state to an invalid state in an operation to change

a pass-code, on the other hand, it is necessary to enter

a pass-code.

In addition, a plurality of pass-codes may be set

for predetermined data to be accessed. In this case, at

the pass-code judgment step, a judgment as to whether or

not an input pass-code received from the external

apparatus matches each of the pass-codes set for

predetermined data is formed. Furthermore, at the flow

control step, an access made by the external apparatus to
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the predetermned data is permtted if a result of execution of the
condition-setting step determnes that it is necessary to execute the
pass-code judgnent step of forming the judgnent on the input pass-code and
an output result of the judgnment fornmed at the pass-code judgnent step
reveal s that the input pass-code matches all the pass-codes set for
predeterm ned data. Wth this inplenentation, sone external apparatuses
each used for inputting a pass-code can each be assigned to an individual
user utilizing this systemwhile some other external apparatuses each used

person i n chargePRIS EREEE FRE" DR fTBLE0EY D8 AN ERRE Sk e
xanpl e, -t he XoeTehPaant bebe ceord b PRRcr e b FhEcurre 4pa xﬁiﬁ‘%%étwfﬁfn

wi t hout regard to the wills of the énd|V|duaI users._ 1n addltlgn
pIuraIitytﬁf 1hak%- %%ﬂ%%STE¥ E% %ﬁ?cz %aEEeb%i?@s?%%%cigggﬁeﬁihﬁ EZn%ﬁnry
area. In is case, a e pass-code judgne :

whet her ﬁ%]fmlalhgl %tj%%%tge%%d%nr%}&%l %%Hu¥rBﬁ$§h%°@9t@1F atappEratus.
mat ches each of the Pass codes each associated with a nenory area is
formed. FurtFhefwbt O gEhe hbudyment cbprred at ephe apaascesde nhidegbsnt he

external apparatus to 18
step reveals that the input pass-code matches all the

pass—-codes set for predetermined data.

With this implementation, some external apparatuses
each used for inputting a pass-code can each be assigned
to an individual user utilizing this system while some
other external apparatuses each used for inputting a
pass-code can each be assigned to an operator such as a
person in charge. In this way, the functions of pass-
codes can be controlled in accordance with a judgment
formed by an operator. For example, the system can be set
to forcibly require a pass-code input without regard to
the wills of the individual users.

In addition, a plurality of pass-codes may be set,
each being associated with a memory area. In this case,
at the pass-code judgment step, a judgment as to whether
or not an input pass-code received from the external
apparatus matches each of the pass-codes each associated
with a memory area is formed. Furthermore, at the flow

control step, an access made by the external apparatus to
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a specific nmenory area is permtted if a result of execution of the
condition-setting step determnes that it is necessary to execute the
judgnment on the input pass-code and an output result of the judgnent
formed at the pass-code judgnent step reveals that the input pass- code
mat ches one of the stored pass-codes that is associated with the specific
menory area. It is thus possible to nake an access to a nenory area of a
menory space in the data-holding unit if the nenory area is allocated to a
pass-code matchi ng an i nput pass-code. The present invention's other
objects, features,, _and nerits wll becone nore aPparent froma |later

detail ed exp? aPREFHh: OIMENQF ¥t 2Ff>dl & BeHRhEREd 0f L t el e PR E&eRE i nvention
with reference to acconganying di agrans. Brief Description of Draw ngs FIG
1 is a di agr@rPShbiehrh FtlefoRtlthennacbihvire stenfdgteamines othat portabl e
termnal 10 inplenented by an enbodi ment of the present invention. FIG 2
is an expl anbf oty teegpadrroheeprecity théoidgnenechabhsniomputadi o
comuni cati on based on el ectromagnetic induction between a reader/witer
101 and an pP&Eehieds0and dar| @itBut srasdil age Antsaoyidgnent r foshed net nodel
the pass-code judgment step reveals that the input pass-
code matches one of the stored pass-codes that is
assocliated with the specific memory area.
It is thus possible to make an access to a memory
area of a memory space in the data-holding unit if the
memory area is allocated to a pass-code matching an input
pass-code.
The present invention's other objects, features,
and merits will become more apparent from a later

detailed explanation of a preferred embodiment of the

present invention with reference to accompanying diagrams.

Brief Description of Drawings

FIG. 1 is a diagram showing a model of the hardware
configuration of a portable terminal 10 implemented by an
embodiment of the present invention.

FIG. 2 is an explanatory diagram conceptually
showing a mechanism of radio communication based on
electromagnetic induction between a reader/writer 101 and

an IC chip 50.
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representing a systemincluding the reader/witer 101 and the I C card 50.
FIG 4 is an explanatory diagram show ng a nodel of a functional
‘configuration of the IC card 50 enbedded in a portable termnal 10

i npl emented by the enbodinent. FIG 5 is a diagramshow ng a nodel of
one-byte data transmtted and received through a comrunication wunit 51.
FIG 6 is a diagram show ng a nodel of the configuration of a packet

i ncl udi ng pieces of one-byte data. FIG 7 is a diagram show ng a basic
sequence of a packet exchange between the data-transmtting and receiving

parties. FIG 8 is di ggr.am_show ng the caonfiguration of a flow control
unit 55. FIG 9 isTta%l §cl%sd|aa Qr%rgﬁb\ﬁj?’ﬁ@’lélgt%pi%&lns O5mErgTPEeilon of the
pass-code identification device (the _IC card 50) including a plurality of
pass- code- hdl HIfPStnitS arity S PP iRFIUG R (s SERAFRE CHpeRT St (i s.
FIG 10 is a _block diagramshow ng a typical configuration of the

pass- code i deéift i¥G @@ibrYevice (the 1C card 50) in which a pass-code can

be set to each of 20 the nenory are in the data holding unit 52.
FIG. 4 is an explanatory diagram showing a model of

a functional configuration of the Ié card 50 embedded in
a portable terminal 10 implemented by the embodiment.

FIG. 5 is a diagram showing a model of one-byte
data transmitted and received through a communication
unit 51.

FIG. 6 is a diagram showing a model of the
configuration of a packet including pieces of one-byte
data.

FIG. 7 is a diagram showing a basic sequence of a
packet exchange between the data-transmitting and
receiving parties.

FIG. 8 is a diagram showing the configuration of a
flow control unit 55.

FIG. 9 is a block diagram showing a typical
configuration of the pass-code identification device (the
IC card 50) including a plurality of pass-code-holding
units and a plurality of pass-code-comparison units.

FIG. 10 is a block diagram showing a typical
configuration of the pass-code identification device (the

IC card 50) in which a pass-code can be set to each of

20



Best Mode for Carrying out the Invention A preferred enbodi nent of the
present invention is described by referring to acconpanyi ng di agrans as
follows. FIG 1 shows a nodel of the hardware configuration of a portable
termnal 10 inplenented by an enbodi ment of the present invention.
Designed into a small size and a snmall weight |like a portable tel ephone, a
PDA (Personal Digital Assistant) or the like, the portable termnal 10 is
an information-processing termnal that can be carried about by the user
all the time. The portable term nal 10 includes an IC card 50, a

controller a_ user input, unit %f angh (gis lay. . unit 13. Used for
carrying ou'gé}ead?eénocr mﬁfﬁ cdt inco}he Eitha Oa]e rﬁn“g?/ltap ratus, the IC card 50
i ncludes a nmenory function. The controller 11 controls internal operations
of the portable termnal 10 in an integrated nmanner. The user input unit
12 i s conmposed of conponents such as keys and buttons used by the user for
entering a RRTeMP IhSrHFEP SR hdRs Vet nly a pass- nunber and a
password and entering comands. The display unit 13 is typically an LCD
(Liquid Crystal Di 8pPapferseddegpraynggto ol thespresenta ipvesddonon sa
screen. It is needless to say that, in order to inplenent native functions
of the described by referring to accompanying diagrams as

follows.

FIG. 1 shows a model of the hardware configuration

of a portable terminal 10 implemented by an embodiment of

the present invention. Designed into a small size and a

small weight like a portable telephone, a PDA (Personal

Digital Assistant) or the like, the portable terminal 10

is an information-processing terminal that can be carried

about by the user all the time.

The portable terminal 10 includes an IC card 50, a

controller 11, a user input unit 12 and a display unit 13.

Used for carrying out radio communication with an

external apparatus, the IC card 50 includes a memory

function. The controller 11 controls internal operations

of the portable terminal 10 in an integrated manner. The

user input unit 12 is composed of components such as keys

and buttons used by the user for entering a variety of

character strings such as mainly a pass-number and a

password and entering commands. The display unit 13 is

typically an LCD (Liquid Crystal Display) for displaying
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portable termnal 10, the portable term nal 10 may be provided also with
peri pheral devices and circuit conponents other than those shown in the
figure. The controller 11 includes conponents such as a CPU (Central
Processing Unit), a ROM (Read-Only Menory), and a RAM (Random Access
Menory), which are incorporated in a single unit. By executing program
codes stored in advance in the ROM the controller 11 controls a variety
of operations in the portable terminal 10. The IC card 50 has a radio
interface 14 for establishing a radio connection with the external
apparatus 100 and nterface 15 for_establishin re connection
&1 dhialigs

with the contrbffe tlﬁ£e%p?5®%%s?no?h% SHortanl RFS AL 5% radi o
dof i ned by §it7a¥s SFOSE i P hPRFRbEs PR AL R BbrPRGAT S T SO 14443, A
t echni que of connection betmeen the IC chip 50 and the external apparatus
100 wi |l be ReEeaPbedtearipal T%%'I??%hP%rBQb%9pF%5m¥9ahdb%t@aﬁ ®@chnol ogy
devel oped for a non-contact IC card. In accordance with this technol ogy,
the 1C chi p BoeYsdedi abso byl Ely PertehebahgheYiecsased geheeated by the
external apparatus 22 100 through the radio interface 14. In other words,
with the useempohehts ngthde porrabheseeshdwal idOtheefighee.
The controller 11 includes components such as a CPU
(Central Processing Unit), a ROM (Read-Only Memory), and
a RAM (Random Access Memory), which are incorporated in a
Single unit. By exXecuting program codes stored in advance
in the ROM, the controller 11 controls a variety of
operations in the portable terminal 10.
The IC card 50 has a radio interface 14 for
establishing a radio connection with the external
apparatus 100 and a wire interface 15 for establishing a
wire connection with the controller 11 employed in the
portable terminal 10. As the radio interface 14, it is
possible to employ a contact interface standard defined
by ISO 7816 or a radio interface standard defined by ISO
14443. A technique of connection between the IC chip 50
and the external apparatus 100 will be described later.
The IC chip 50 typically adopts a technology
developed for a non-contact IC card. In accordance with

this technology, the IC chip 50 is driven by an

electromagnetic wave generated by the external apparatus
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ext ernal apparatus 100, the el ectromagnetic wave generated by the external
apparatus 100 does not reach the portable termnal 10 anynore. In this
state, the IC chip 50 ceases to operate. In addition, in this enbodi nent,
the right of an access to the inside of the IC chip 50 is revoked in
response to an event in which the electromagnetic wave is interrupted.
Furthernore, the I1C card 50 provided by the present invention has a nenory
area having a relatively large size. Such a nenory area is brought by the
m niaturization technology and the |ike. The nenory area is inplenented by

a sem conduc nory, netic sfripes, or_an other witable and readable
st or age medit@ﬁ t u%‘? %ggﬁ%b?i%%Fé)BE%C%r%‘l assifyriddiato W sretbrih ar ea.

Exanpl es of the application are pieces of_ value information such as mainly
el ectroni ¢ nbR@yasdd Wit bRg cthe cReEkable beaminad pPoveer Ehes type of
value information from m suse and thefts, a pass-code such as a
pass- nunber e%teENHhsanRRrRF8S skP0f oftheasgheotromedmapbltcedvens. In this
way, an access right can be controlled for each application. For exanple,
a pass-code deperatsdvey oietérteBnahdippaniens atel 1does ndie meaehi nterface
15 is conpared w th a pass-code set for an application. If the pass-code

the portable terminal 10 anymore. In this state, the IC

chip 50 ceases to operate. In addition, in this

embodiment, the right of an access to the inside of the

IC chip 50 is revoked in response to an event in which

the electromagnetic wave is interrupted.

Furthermore, the IC card 50 provided by the present

invention has a memory area having a relatively large

size. Such a memory area is brought by the

miniaturization technology and the like. The memory area

is implemented by a semiconductor memory, magnetic

stripes, or an other writable and readable storage medium.

One or more applications are assigned to the memory area.

Examples of the application are pieces of wvalue

information such as mainly electronic money and

electronic tickets.

In order to protect this type of value information
from misuse and thefts, a pass-code such as a pass-number
or a password is set for each of the applications. 1In

this way, an access right can be controlled for each

application. For example, a pass—-code input by way of the
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i nput by way of the radio interface 14 or the wire interface 15 matches
t he pass-code set for the application, an access to the application is
granted (will be described later). The external apparatus 100 is an
apparatus wutilizing an application assigned to the nenory area in the IC
card 50. Typically, the external apparatus 100 includes a reader/witer
101, which establishes a connection with the IC chip 50 by applying a
technol ogy devel oped for a non-contact I1C card. In addition, the external
apparatus 100 al so has circuit conponents and peripheral devices for
carrying out _arjthmetic_processing, . of specjfic jobs and an input unit and
an out put unf33Forintex %%t]rgeo? npit Wit theSTERFe (ki thH GPBP#BEIshown in
the figure). The external apparatus 100 includes an apparatus for using
el ectroni c nbhley, 2 RESHPEOAR 12 ¥ of O pr e cdRPhtcaki @et r drfi Chmmass-code
information, and an apparatus for verifying a user and for authenticating
process. ThelNRXamy evaf ¢hethppardiasitterigtagl &l ekt todidin®ney is an
ATM (Automatic Teller Machine) installed at a bank. The exanple of the
appar at us fo¥npeotessi hy miechedntke vod - Qddé nfot nBoT obhés an appar at us
using electronic tickets at a gate of a concert hall and a ticket w cket
of a statiompplication, an access to the application is granted

(will be described later).

The external apparatus 100 is an apparatus

utilizing an application assigned to the memory area in

the IC card 50. Typically, the external apparatus 100

includes a reader/writer 101, which establishes a

connection with the IC chip 50 by applying a technology

developed for a non-contact IC card. In addition, the

external apparatus 100 also has circuit components and

peripheral devices for carrying out arithmetic processing

of specific jobs and an input unit and an output unit for

interactive input with the user (which are not shown in

the figure).

The external apparatus 100 includes an apparatus

for using electronic money, an apparatus for processing

electronic value information, and an apparatus for

verifying a user and for authenticating process. The

example of the apparatus for using electronic money is an

ATM (Automatic Teller Machine) installed at a bank. The

eXxample of the apparatus for processing electronic value
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or an airport. The exanple of the apparatus for verifying a user and for
aut henticating process is a safety box installed at a hotel or a | odging
facility. In accordance with a systemconfiguration showmn in FIG 1, the
user enters a pass-code to the portable termnal 10 via the user input
unit 12 to unlock a | ocked state. In sone cases, the pass-code entered by
the user is displayed on the display unit 13 for confirmation before
bei ng supplied to the I1C chip 50 enbedded in the portable term nal 10 by
way of the wire interface 15. Then, the I1C chip 50 coll ates the pass-code
entered by %ﬂg user wWith pass-codes set for applications or for

et

directories % PR A IRPASETLS L3 ¢t eehrenicghekets at R cess
to a menory area allocated to the matched application or a directory. As
an alternatid9&te @fcescsucen- thel hpptd catf bpkearel ¢ont rof |aoseat ¢ basi s
of pass-codes, which are received fromthe external apparatus 100 after a
radi o connec?y oIt i&sleeibl | SWed exXg@Piee® it Héd GreadyatBG dimpl ojeed fvindhe
portable termnal 10 and the external apparatus 100. Radi o conmmunications
bet ween t he & ekt /and t&or 1@1thenidi cdelnC procke SS9 b3 ea aszhelpy ilsded on t he
basis of 25 typically a principle of electromagnetic induction. FIG 2 is
an expl anat arrystthlalggdm it andeptelal dy shbvdain@ facility.
In accordance with a system configuration shown in

FIG. 1, the user enters a pass-code to the portable

terminal 10 via the user input unit 12 to unlock a locked

state. In some cases, the pass-code entered by the user

is displayed on the display unit 13 for confirmation

before being supplied to the IC chip 50 embedded in the

portable terminal 10 by way of the wire interface 15.

Then, the IC chip 50 collates the pass-code entered by

the user with pass-codes set for applications or for

directories in memory areas. The user is then given a

right of an access to a memory area allocated to the

matched application or a directory. As an alternative,

accesses to the applications are controlled on the basis

of pass-codes, which are received from the external

apparatus 100 after a radio connection is established

between the IC chip 50 employed in the portable terminal

10 and the external apparatus 100.

Radio communications between the reader/writer 101

and the IC card 50 are accomplished on the basis of
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mechani sm of the radi o comuni cation between the reader/witer 101 based
on el ectromagnetic induction and the IC card 50. As shown in the figure,
the reader/witer 101 has an antenna LRWinplenented as a loop coil. A
magnetic field is generated in areas surrounding the antenna LRWby a
current |RWflow ng through the antenna LRw. On the other hand, a | oop
coil L, is electrically formed in an area surrounding the IC card 50. An
i nduction voltage induced by the nmagnetic field generated by the | oop
antenna L, of the reader/witer 101 side appears at the termnals of the
| oop coil L, IC_chip.50 side and, applied to the term nal f the
G Rard | 50 CURTEhL DY o RiHebtRhe Tof tRESEEPRRAUREEL? {REUFBEEP CoIT: . The
degree of cogplin% bethen t he ant enna LRW of thg reader/witer 101 and
the loop coif 15 ¥F TRRIFERTLATY IBBILAR| SRRFFPHEPLhY AR I tRe positi onal
relation between the antennal LRWof the reader/witer 101 and the | oop
coil Lc of tRECHENERR pPPSothanE2dhe eFPBNERVFRELPHebeFBaeRr ERRi ter 101 and
the loop coil LO of the IC chip 50 can be interpreted as a system
functioni ng BR2GET{¥ahEsbrhet . Paned 3 ebeghyonmpgretéadéndwetier and and 26

the 1C chip 50 can be expressed nodel shown in FIG 3. The reader/witer
101 nodul at ekhe Eur¢ard 50. As shown in the figure, the reader/writer

101 has an antenna Lgy implemented as a loop coil. A
magnetic field is generated in areas surrounding the
antenna Lgy by a current Iry flowing through the antenna
Lrw. On the other hand, a loop coil L. is electrically
formed in an area surrounding the IC card 50. An
induction voltage induced by the magnetic field generated
by the loop antenna L. of the reader/writer 101 side
appears at the terminals of the loop coil L. at the IC
chip 50 side and applied to the terminals of the IC card
50, which are connected to the terminals of the loop coil
L..

The degree of coupling between the antenna Lgy of
the reader/writer 101 and the loop coil L. of the IC chip
50 varies in dependence on the positional relation
between the antennal Lzy of the reader/writer 101 and the
loop coil L. of the IC chip 50. The antenna Lgy of the
reader/writer 101 and the loop coil L. of the IC chip 50
can be interpreted as a system functioning as a

transformer. That is to say, the reader/writer 101 and
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| RWflow ng through the antenna LRWin order to nodulate a voltage V.

i nduced in the loop coil LO of the IC card 50. The nodul ation of the
current IRw and the nodul ation of the induced voltage Vo are used for
transmtting data from the reader/witer 101 to the I1C card 50. The
transmtted data includes a pass-code for getting a right of an access to
an application and value information for an application. The pass-code is
a pass-nunber or a password entered by the user to the external apparatus
100. Exanples of the value information are el ectronic noney and an

electronic t ddition, he lC chip 50 has a | oad-s chi

function forﬁﬁ{angléﬁkglé aarﬂ)eki’ }Fplfeﬁ%s?grlﬁ?%% S%?W? he" ﬁfgp %ml LO in
accordance with daHﬁ%;o be tr %$ onse to the reader/witer
101. Wen the | oad N?% &1?0 u% 5 GoF L I is vari ed,
the inpedance between the termnals of the antenna enployed in the
reader/mmlteflﬁfﬁn%Jg%F%W%mg%%e TP N HBISREET E@tW@@Hl?ﬁé ferninal s
of the antenna enpl,yed in the reader/witer 101 chang a current |RW
f1 owi ng t hr otRE2§he anteimeed Al dhe 4 arR tadd RWApBEEr LRgCBEEWEER t he

termnals of the antenna LRWal so change. By denodul ating 27 the changi ng
current | RWbBre thedelaipme b othageussmeyt t w and the modulation of

the induced voltage V, are used for transmitting data from
the reader/writer 101 to the IC card 50. The transmitted
data includes a pass-code for getting a right of an
access to an application and value information for an
application. The pass-code is a pass-number or a password
entered by the user to the external apparatus 100.
Examples of the value information are electronic money
and an electronic ticket.

In addition, the IC chip 50 has a load-switching
function for changing a load between the terminals of the
loop coil L. in accordance with data to be transmitted as
a response to the reader/writer 101. When the load
between the terminals of the loop coil L. is varied, the
impedance between the terminals of the antenna employed
in the reader/writer 101 also changes. When the impedance
between the terminals of the antenna employed in the
reader/writer 101 changes, a current Izy flowing through
the antenna Lgy and a voltage Vigy appearing between the

terminals of the antenna Lgy also change. By demodulating
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reader/witer 101 is capable of obtaining the data transnmitted as a
response by the IC card 50. The data obtained by the external apparatus
100 fromthe I1C card 50 includes value information such as el ectronic
noney and an el ectronic ticket, which are provided by applications. FIG
4 is an explanatory di agram showi ng a nodel of a functional configuration
of the I1C card 50 enbedded in the portable termnal 10 inplenented by the
enbodi ment. The 1 C card 50 serves as the pass-code identification device
provi ded by the present invention. As shown in the figure, the I1C card 50
has a commupjcation unit 51, a data-hol ding.unit 52, pass-_code- hol di ng
unit 53, a pgéé-E%ﬁ%g%%ﬁpEVFggﬂtu2WTC%ﬁfgﬁh%h%¥9%qﬂNW9 Vawi tt85. The
comuni cation unit 51,  co i cates m%ih conmponents outside of the IC chip
50 such as 58??35(@r%E?ﬁ?¥§ 19 GABaPhe ekt ePhalnapgaFheudatapo. The
data-holding unit 52 holds data (including value information such as

el ectroni ¢ nbheySBAEtAA %Fe@tF%ﬁP@nS?iEKegyeféﬁ appHi 88t i ofke den

pass- code-hol ding unit 53 holds pass-codes used for controlling accesses
to the datachbpanag By Eheoextraenphsarpadatveonpafi §oamuhhe 54 ceodl ates a

pass- code ingut.fron1the communi cation unit 51 28 with pass-codes hel d by
t he pass-codef0hbhgivgesnvalgg. information such as electronic money

and an electronic ticket, which are provided by
applications.

FIG. 4 is an explanatory diagram showing a model of
a functional configuration of the IC card 50 embedded in
the portable terminal 10 implemented by the embodiment.

The IC card 50 serves as the pass-code
identification device provided by the present invention.
As shown in the figure, the IC card 50 has a
communication unit 51, a data-holding unit 52, a pass-
code~-holding unit 53, a pass-code comparison unit 54, and
a flow control unit 55. The communication unit 51
communicates with components outside of the IC chip 50
such as portable terminal 10 and the external apparatus
100. The data-holding unit 52 holds data (including value
information such as electronic money and an electronic
ticket) for applications. The pass-code-holding unit 53
holds pass—codes used for controlling accesses to the
data-holding unit 52. The pass-code-comparison unit 54

collates a pass~code input from the communication unit 51
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The flow control unit 55 controls the output of the pass- code conparison
in accordance with a condition for the pass-codes conparison. The

‘communi cation unit 51 forns at |east one of the radio interface 14 and the
wire interface 15, which are shown in FIG 1. Wen an electrica
serial-communication means is carrying out a comunication, for exanple, a
specific neaning is given to a series of serial- comrunication data, making
it possible to performvarious kinds of processing. A variety of nethods
can be assuned for a nethod of transmtting data in the serial

communi cation, system |In_ thi fnbodi nt, data i s _exchanged in byte units

S .

as shown in HE R@sjrcedes BeldpyohRe hResaerdeThat AR apdlys53 pr eceded
by a start bit. The start bit is then followed by the eight bits of the
data, which TRefblewveRbyoh URibpobi ¢ontrel s chlye howtrehcdf bikeiBas$xed and
determ ned in advance by the data-transmtting and receiving parties. FIG
6 shows a no@ede gfomprer £2pit | Hurattordaice whkk ket comdl utdmgfpr etles of
one-byte data. As shown in the figure, the first half of the packet is a
code portionpasérecedss tthenpacbsen hal f of the packet is a data portion (or
a payload) . The code portion describes the data for 29 the neaning of the
packet. The data pdittd conmirdidacived unit 51 forms at least one of the

radio interface 14 and the wire interface 15, which are

shown in FIG. 1. When an electrical serial-communication

means is carrying out a communication, for example, a

specific meaning 1s given to a series of serial-

communication data, making it possible to perform various

kinds of processing. A variety of methods can be assumed

for a method of transmitting data in the serial

communication system. In this embodiment, data is

exchanged in byte units as shown in FIG. 5.

In FIG. 5, the one-byte data that is always

preceded by a start bit. The start bit is then followed

by the eight bits of the data, which is followed by a

stop bit. The length of each bit is fixed and determined

in advance by the data-transmitting and receiving parties.

FIG. 6 shows a model of the configuration of a
packet including pieces of one-byte data. As shown in the
figure, the first half of the packet is a code portion

whereas the second half of the packet is a data portion

(or a payload). The code portion describes the data for
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if the data (the data main portion) added to the code portion is required.
FIG 7 shows a basic sequence of a packet exchange between the
data-transmtting and receiving parties. In this enbodi nent, the external -
apparatus 100 serves as the data-transmtting party while the IC chip 50
used as the pass-code identification device serves as the data receiving
party. A packet can be a command requesting an action from the
data-transmtting party to the data-receiving party, or a response
transmtted by the data-receiving party to the data-transmtting party as

sult of ion to. the co d. ds and responses used in this
anbodi ment ar B IR §eoteE SEERENG L R Tt (S e At e
t t Ldentifi ti devj i dentif]j ti t t I t
o0 Co) Noant i EotCEh A ChIaB At Dot LEnBeF E FaRbortsennts  Fan code o %)

10hPass- codel2hOK/ NGPass- code i nput 18hPass- codel AhOK/ NGPass- code
portion 1s required.

FIG. 7 shows a basic sequence of a packet exchange
between the data-transmitting and receiving parties. 1In
this embodiment, the external apparatus 100 serves as the
data-transmitting party while the IC chip 50 used as the
pass-code identification device serves as the data-
receiving party.

A packet can be a command requesting an action from
the data-transmitting party to the data-receiving party,
Or a response transmitted.by the data-receiving party to
the data-transmitting party as a result of the action to
the command. Commands and responses used in this

embodiment are shown in Table 1.

30



change 20hRead22hCK ( Read- Read-out data | ocationout data)/ NG
30hWitten32hOK/ NGWNVitten data data and wite | ocation

40hFl ag42hOK/ NGval i d/ I nval i d val ueChange 50hFl ag52hOK/ NG nval i d

val ue->Val i d Change 60hFl ag54hOK/ NGvalid -> val uelnvalid Change A comuand’' s
code portion of 10h means that the data portion includes a pass-code to be
supplied to the 1C card 50 serving as the pass-code identification device.
As a result of interpretation of this code portion by the conmmunication
unit 51, the data portion following the code portion is supplied to the
pass- code-conpari son unit 54. The pass; qf fonparlson unit 54 conpares the
data portion received fromthe conmuni CAtT oh unit 51 with

Command (External Response
apparatus to (identification device
identification to external apparatus)
device) Meaning
Code Data Code Data
portion portion portion portion
10h Pass—-code |12h OK/NG Pass-code
input
18h Pass-code | 1Ah OK/NG Pass-code
change
20h Read 22h OK (Read- |Read-out data
location out
data) /NG
30h Written 32h OK/NG Written data
data and
write
location
40h Flag 42h OK/NG Valid/Invalid
value Change
50h Flag 52h OK/NG Invalid
value ->Valid
Change
60h Flag 54h OK/NG Valid ->
value Invalid
Change

A command's code portion of

10h means that the data

portion includes a pass-code to be supplied to the IC

card 50 serving as the pass-code identification device.

As a result of interpretation of this code portion by the

communication unit 51,

the data portion following the

code portion is supplied to the pass-code-comparison unit

54.

The pass-code-comparison unit 54 compares the data

portion received from the communication unit 51 with
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31 pass-codes held by the pass-code-holding unit 53. If one of the
pass-codes matches the data portion, the pass- code-conparison unit 54
‘generates a match output. The flow control unit 55 has a function to limt
transfers of data between the data-holding unit 52 and the conmunication
unit 51. FIG 8 shows the configuration of the flow control wunit 55. A
valid/invalid flag 556A is a flag determ ning whether a transm ssion |ine
bet ween the data-holding unit 52 and the comunication unit 51 is
connected state or wunconnected state according to a comparison output by

the pass-code-co ri so it 54. If the aligiinvalid_fla 55A i s set at
a valid val%s%'fcr@fe%ské%‘i&]gw othe Q‘B‘T’ﬁ\é‘&?%ﬂ'hﬂ g c‘b‘hb%r?gon Ioesut . |f
t he pass-code-conparison unit 54 outputs a_ nmatch conparison result, the
output of trahshis (RRFT TSI AS HiRl ddle2 sRpT e, i BheRass an ON
state to connect the comunication unit 51 to the data-holding wunit 52 by
the transni sEYYH FIMRELI5PR Hil Gt 2t egenpiatextarpat chppatpittus 0@ i s
capabl e of making an access to the data-holding unit 52 by way of the
comuni cat i ohl@mi¢ontzel |ynithed pasas codeurohpen i sonlimit Bhamsfews sof
m smat ch conparison result, on the other hand, the output
data between the data-holding unit 52 and the
communication unit 51.
FIG. 8 shows the configuration of the flow control
unit 55.
A valid/invalid flag 55A is a flag determining
whether a transmission line between the data-holding unit
52 and the communication unit 51 is connected state or
unconnected state according to a comparison output by the
pass-code-comparison unit 54.
If the valid/invalid flag 55A is set at a valid
value of 1, a switch 2 is connected to the comparison
output. If the pass-code-comparison unit 54 outputs a
match comparison result, the output of transmitted to a
switch 1, and the switch 1 is put in an ON state to
connect the communication unit 51 to the data-holding
unit 52 by the transmission line. In this state, the
external apparatus 100 is capable of making an access to
the data-holding unit 52 by way of the communication unit

51. If the pass-code-comparison unit 54 outputs a

mismatch comparison result, on the other hand, the output
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32 of transmitted to the switch 1, and the switch 1 is put in an OFF state
to di sconnect the conmunication unit 51 fromthe data-holding unit 52 by
the transmission line. In this state, the external apparatus 100 i s not
capable of nmaking an access to the data-holding unit 52 by way of the
comruni cation unit 51. If the valid/invalid flag 55A is set at an invalid
val ue of 0, on the other hand, the switch 2 is put in an ON state all the
time. The switch 1 is put in an ON state all the tine to connect the
conmmuni cation unit 51 to the data-holding unit 52 by a transm ssion |ine

i nd d I [ - t put - codes co ri son
ani £ 54 The f eaGar=EEEaE EROChECHLFRY' Bhcaltd, khE BRRECRDS“1EePR] the
id/i lid f A ' f th - code- i e
Suppr essed 1 17t HB PERCYFORSi 55 foP PBAGFF ol AROTRUAF FAC OBV APLl Prag SSE
i fl h b h . b d' d rtion,of 50h. The
hval i d-to bEPRaEPageEsehoCduny) BntEchchynihREE RBFTLPSAGE LAReent or ed
pass-code is reggired to match a stored pass-code _in order to change the

p .
val i d/inval i §f FagSi7batan FRGaPrberval uaPBrratys 40QafFanokl garable by

using a command's  code portion of 40h to be described later. If the
of making an access to the data-holding unit 52 by way of

the communication unit 51.

If the valid/invalid flag 55A is set at an invalid
value of 0, on the other hand, the switch 2 is put in an
ON state all the time. The switch 1 is put in an ON state
all the time to connect the communication unit 51 to the
data-holding unit 52 by a transmission line independently
of a comparison result output by the pass-code-comparison
unit 54.

The reader is expected to fully understand that, by
using the valid/invalid flag 55A, the function of the
pass-code-comparison can be suppressed if the function is
not required.

An invalid-to-valid flag 55B is a flag that can be
changed by a command's code portion of 50h. The invalid-
to-valid flag 55B is a flag selecting whether or not an
entered pass-code is required to match a stored pass-code
in order to change the valid/invalid flag from an invalid
value of 0 to a valid value of 1 by using a command's

code portion of 40h to be described later. If the
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33 invalid-to-valid flag 55B is set at 1, the valid/invalid flag 55A is
set at O indicating an invalid result of pass-code conparison and the
pass-code-conpari son unit 54 generates a match output, the flag judgnent
unit 55D puts the switch 3 in an ON state, allowing the valid/invalid
flag 55A to be changed fromthe conmunication unit 51. If the
invalid-to-valid flag is set at 0, however, the flag judgnent unit 55D
puts the switch 3 in an ON state allowing the valid/invalid flag 55A to be
changed from the conmmunication unit 51. Thus, if the invalid-to-valid flag
55Bis set af 1, . an entere ss-code, is required to match a, stored pass-
4 VRTRE 558

code in ordet?Y3! thakyevd bk ¢ at§ iS¢ ot 55A Frenvahid{ Wwelidval ue
to a valid value. If the invalid-to- valid flag 55B is set at 0, on the
ot her hand, Beentehets PRGs2EoUelPdigREIRG R r Ve bldatesubt sebr ed
pass-code in order to change the valid/invalid flag 55A froman invalid
val ue to a VRT3 GRAQeCOMPREheont#Hd Hapdoass vedder-compavhson dnby $6C is a
flag that can be changed by a command's code portion of 60h. The
val i d-to-i nvagnerdtes s5@tch cottpgt seteet fhayy hdyhent ounihot 530 eater ed
pass-code is required to match a stored pass-code in order to change the
val i d/inval ithe f$apt&5A3 fimna Ol stavael uel béwing otlae vavad/ithval i@ of O

flag 55A to be changed from the communication unit 51. If

the invalid-to-valid flag is set at 0, however, the flag

judgment unit 55D puts the switch 3 in an ON state

allowing the valid/invalid flag 55A to be changed from

the communication unit 51.

Thus, 1if the invalid-to-valid flag 55B is set at 1,

an entered pass-code is required to match a stored pass-

code in order to change the valid/invalid flag 55A from

an invalid value to a valid value. If the invalid-to-

valid flag 55B is set at 0, on the other hand, an entered

pass-code is not required to match a stored pass-code in

order to change the valid/invalid flag 55A from an

invalid value to a valid value.

On the other hand, a valid-to-invalid flag 55C is a

flag that can be changed by a command's code portion of

60h. The valid-to-invalid flag 55C is a flag selecting

whether or not an entered pass-code is required to match

a stored pass-code in order to change the valid/invalid

flag 55A from a valid value of 1 to an invalid value of O
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34 by using a conmmand's code portion of 40h to be described later. If the
valid-to-invalid flag 55Cis set at 1, the wvalid/invalid flag 55A is set
at 1 indicating a valid result of pass-code conparison and the pass-code-
conparison unit 54 generates a match output, the flag judgnent unit 55D
puts the swtch 3 in an ON state, allowing the valid/invalid flag 55A to
be changed from the comrunication unit 51. If the valid-to-invalid flag
is set at 0, the flag judgnment unit 55D puts the switch 3 in an ON state
allowing the valid/invalid flag 55A to be changed fromthe conmunication

LS T i S S o e R 1

pass-code i equir pass- code in or

valid/invalid flag froma. valid value to an dnvalid valye. If the
valid-to-inv ?E%F'fﬁ§3t§§CW%§%§§%%ﬁ?ar%ﬁ?t bt Hﬁﬂﬁft et & pass-
code is not required to, ch tored pass-code in order to change the
vaIid/invaIiYF#H gf@ﬁﬁ%*éf%&%ﬁi%ﬁ%dl%aﬁ e 2t ol alPdheab 9 val TRl ids

descri bed above,_ the operations to change the state of the valid/invalid
flag are cont?VHtedbyPad CeiagcrRRFER RN LAY BBD. Pahe-eREPUts of the flag

judgment unit 55D determ ning the operations are summarized in Table 2 as
fol | ows. comparison unit 54 generates a match output, the flag

judgment unit 55D puts the switch 3 in an ON state,
allowing the valid/invalid flag 55A to be changed from
the communication unit 51. If the valid-to-invalid flag
is set at 0, the flag judgment unit 55D puts the switch 3
in an ON state allowing the valid/invalid flag 55A to be
changed from the communication unit 51.

Thus, if the valid-to-invalid flag 55C is set at 1,
an entered pass-code is required to match a stored pass-
code in order to change the valid/invalid flag 55A from a
valid value to an invalid value. If the valid-to-invalid
flag 55C is set at 0, on the other hand, an entered pass-
code is not required to match a stored pass-code in order
to change the valid/invalid flag 55A from a valid value
to an invalid value.

As described above, the operations to change the
state of the valid/invalid flag are controlled by the
flag judgment unit 55D. The outputs of the flag judgment
unit 55D determining the operations are summarized in

Table 2 as follows.
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35 Table 2 Valid/invalid O Conparison out put Conpari son out put
Mat chM smat chivat chM snmat ch | nval i d10010 -->Val i dO0O011 Valid110- 0 O

-->Invalid01100 A command' s code portion of 40h is a command for
the state of the valid/invalid flag 55A. As described above,

changi ng’
only if the

switch 3 is put in an ON state, can the valid/invalid flag 55A be changed

fromthe

communi cation unit 51

In accordance with the above mechani sm
is possible to set conditions for entering a pass-code in a variety of

It

conbi nati ons. For exanple, in order to change a pass-code froman invalid

state to a valid state in an operation to change a pass-code, it is not
necessary to enter a pass-code. In order to change a pass-code froma
valid state to an invalid state, on t@gbféhfr hand, it is necessary to

enter a pass-code.

Valid/invalid
1 0
Comparison output | Comparison output
Match Mismatch Match Mismatch
Invalid 1 0 0 1 0
-->Valid 0 0 0 1 1
Valid 1 1 0 0 0
-->Invalid |0 1 1 0 0

A command's code portion of 40h is a command for
changing the state of the valid/invalid flag 55A. As
described above, only if the switch 3 is put in an ON
state, can the valid/invalid flag 55A be changed from the
communication unit 51.

In accordance with the above mechanism, it is
possible to set conditions for entering a pass-code in a
variety of combinations. For example, in order to change
a pass—-code from an invalid state to a valid state in an
operation to change a pass-code, it is not necessary to
enter a pass-code. In order to change a pass—-code from a
valid state to an invalid state, on the other hand, it is
necessary to enter a pass-code.

By carrying out the operations described above, the
switch 1 can be put in an ON state connecting the data-
holding unit 52 to the communication unit 51. With the

data-holding unit 52 connected to the communication unit
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By carrying out the operations described above, the switch 1 can be put in
an ON state connecting the data- holding unit 52 to the conmunication unit
51. Wth the data-holding unit 52 connected to the conmmunication unit 36
51, the external apparatus 100 is capable of reading out data froma
predeterm ned |location in the data-holding unit 52 a command code of 20h
or witing data into a predetermned |location in the data-holding unit 52
by a command code of 30h. A pass-code already stored in the
pass-code-holding unit 53 can be renewed by using a command code of 18h.

LS casey abyonelelion, | 2,EgPeuS RERS CodgeLe, contr ol s by using @

switch 4. As describeéd earTier; € present d by
e stage of th

fl i ud i 55D i d ith th _
oo ] e ToovarE TTOR sehratateRaver HolebioRy i hie et neo 1 dhadst at e of

the valid/invaljd flag 55A ,and the_output of the pass-code-conparison
unit 54. Thﬁ%}ktﬂ RorePBrid onafiei oh 6Pt AE WhiEéRdadeha bRtochanged in
accordance with the states of the flags. For exanple, a pass-code already

. L ag .
stored in t RrpaAREeEBHeed nbPeRhiCNiR ERecdntpehebdengdunhenS2ney a
invalid-to-valid flag 55B is changed fromO to 1. By renewi ng a pass-code,
val i d identi fPEBRPGNCOHe a0Had8beode can be based on a new

A pass-code already stored in the pass-code-holding
unit 53 can be renewed by using a command code of 18h. 1In
this case, an operation to renew a pass—-code is
controlled by using a switch 4.

As described earlier, the present embodiment is
controlled by flag judgment unit 55D in accordance with
the state of the invalid-to-valid flag 55B and the valid-
to-invalid flag 55C, the state of the valid/invalid flag
55A, and the output of the pass-code-comparison unit 54.
Thus, the control condition of the switch 4 can be
changed in accordance with the states of the flags. For
example, a pass-code already stored in the pass-code-
holding unit 53 can be renewed when the invalid-to-valid
flag 55B is changed from 0 to 1. By renewing a pass-code,
valid identification of a pass-code can be based on a new
pass-code without regard to a pass—-code set before the
new pass-code.

In the embodiment described above, by using a

simple command, a setting can be changed. By inserting a
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pass-code without regard to a pass-code set before the new pass-code. In
t he enbodi nent descri bed above, by using a sinple conmand, a setting can
be changed. By inserting a 37 nutual -authentication neans into a path
between the comunication unit 51 and the external apparatus 100, the

| evel of security can be raised. The present invention can also be applied
to an application in which accesses to the IC chip 50 are controlled by
using a plurality of pass-codes assigned to the sane plurality of
applications stored in an extended nenory enployed in the IC chip 50. FIG

9 shows a_typicali—configurali on, the Rassseqde jdentiflgatiop,devi ce (the
FERaRe G G Rerar

IC card 50) including a plurality of pass-co fng units ~and a

plurality of -code- conparis uni,ts, In the typical confi atj.on shown
"n'Fra 5, CrORRCE RIS B Gnet 834 Breofinberanlt BoPRER CORmerd cathtn

unit 51 onlylif fll t he pass-code-conparisqQn units 54 each generate a

mat ch out put YR t A sSEPPT + ki Fon, PRoh@1S8Rt er nal appar at uses each used for
inputting a pass-code are each assigned to an individual user utilizing
this system while SEnPIRIFET RSO AR PLeRAIP LikH tF &1 i nput ti ng
a pass-code are each assigned to an operator such as a person in charge of
card servi cedbplfcation in which accesses to the IC chip 50 are

controlled by using a plurality of pass-codes assigned to
the same plurality of applications stored in an extended
memory employed in the IC chip 50. FIG. 9 shows a typical
configuration the pass-code identification device (the IC
card 50) including a plurality of pass-code-holding units
and a plurality of pass-code-comparison units.

In the typical configuration shown in FIG. 9, the
data-holding unit 52 is connected to the communication
unit 51 only if all the pass-code-comparison units 54
each generate a match output. In this application, some
external apparatuses each used for inputting a pass-code
are each assigned to an individual user utilizing this
system while some other external apparatuses each used
for inputting a pass-code are each assigned to an
operator such as a person in charge of card services. In
this way, the functions of pass-codes can be controlled
in accordance with a judgment formed by an operator. For
example, the system can be set to forcibly require a

pass-code input without regard to the wills of the
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this way, the functions of pass-codes can be controlled in accordance wth
a judgnent forned by an operator. For exanple, the system can be set to
forcibly require a pass-code input without regard to the wills of the 38 -
i ndi vi dual users. FIG 10 shows a typical configuration of the pass- code
identification device (the IC card 50) in which a pass-code can be set to
each of the nenory area in the data-holding unit 52. The
pass-code-conparison unit 54 has a | ookup table showi ng relations between
menory areas allocated to the data-holding unit 52 and pass-codes. It is

t hus possibllen tg.fo%gha %udgnent as to whether or not a pass-code

recei ved fron1?hel%% WPehtion unit 51 matches a pass- code to which any

of the menory areas. ] | | ocated. If a pass-cpde received fromthe

communi cati on uni tSFSJJ‘PS'rTg]tdc e apats@]&fg’e FY W P RP Pleciis P3HE of the
menory areas_ i s allocated, an access to the_specific nepory area can be
made. Tabl e 2CLRotHeheEBIFREIANt JPVEER EBREI Har 82FEnS0bf 1Rhighigbkap t abl e

managed by the pass-code-conparison unit 54. Table 3 Pass-codeAl | owed
nenory A||OME@Sﬁ§ﬁ%¢? epy be set to each of the memory area in the

data-holding unit 52.

The pass-code-comparison unit 54 has a lookup table
showing relations between memory areas allocated to the
data-holding unit 52 and pass-codes. It is thus possible
to form a judgment as to whether or not a pass-code
received from the communication unit 51 matches a pass-
code to which any of the memory areas is allocated. If a
pass-code received from the communication unit 51 matches
a pass-code to which any specific one of the memory areas
is allocated, an access to the specific memory area can
be made. Table 3 shown below is a typical configuration

of the lookup table managed by the pass-code-comparison

unit 54.
Table 3
Pass-code Allowed memory Allowed memory end
start address address
Pass-code 1 100h 180h
Pass-code 2 300h 3A0h

Pass-code 3

With such a configuration, the pass-code-comparison

unit 54 compares a pass-code received from the
39



start addressaddress Pass-code 1100h180h Pass-code 2300h3ACh Pass-code 3
Wth such a configuration, the pass-code-conparison unit 54 conpares a
pass-code received fromthe 39 communication unit 51 with every pass-code:
stored in the |lookup table. It is then possible to nake an access to a
menory area of a menory space in the data-holding unit 52 if the nenory
area is allocated to a pass-code obtaining the match out put. SUPPLEMENT
An enbodi nent of the present invention has been explained in detail so far.
It is obvious, however, that a person skilled in the art is capable of
making a varjiety of changes.to.the, enbodi nent and desigping.a, substitute
for the enboé?ﬁ%%?lﬁffh?% %p+éna beh BePLY t PAGSTFD egE%ﬁg¢a¥% BRet he
present invention, T%g enbadi nent_expl ained in this specification

i mpl enents a- BOFERLEEPLBr miltall S U é’oas"ij%&earf& FakoraREas dshdhe,

whi ch includes an enbedded | C card provided by the present invention.
However, themSRYpY 3Fe2the ProBALY| PR2FEi &R FRendetprhpidiéngounhe 52

enbodiment. Also in the case of an | C card used as a standal one
if the memory area is allocated to a pass-code obtaining

the match output.

SUPPLEMENT

An embodiment of the present invention has been
explained in detail so far. It is obvious, however, that
a person skilled in the art is capable of making a
variety of changes to the embodiment and designing a
substitute for the embodiment within a range not
departing from essentials of the present invention.

The embodiment eXplained in this specification
implements a portable terminal such as a PDA and a
portable telephone, which includes an embedded IC card
provided by the present invention. However, the scope of
the present invention is not limited to the embodiment.
Also in the case of an IC card used as a standalone
device or in the case of an IC card used as a device
embedded in an apparatus having a different type, the
effects of the present invention can be demonstrated as
well.

In a word, the embodiment is no more than a typical
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device or in the case of an IC card used as a device enbedded in an
apparatus having a different type, the effects of the present invention
can be denonstrated as well. In a word, the enbodinent is no nore than a -
typical 40 inplenmentation of the present invention and is therefore not to
be interpreted as |imtations to the present invention. That is to say,
the scope of the present invention is defined by clains appended to this
specification. Industrial Applicability In accordance with an aspect of the
present invention, it is possible to provide an excellent pass- code

identificati I apn-excel | en Ss-code. identification_nethod
that are capgﬁ?gg%%§§?§%%?|€f %%%t?%?%?ﬁg %%%%%gégn %é by g%eﬁif%¥%al
appar at us by ollation of pass-codes..ln accordance w th anot her aspect of
t he present n?ﬁv%%??%n%n??rﬁ e%% s?%l%l?bt%FbQ?ﬁeQ% pRae sPEeRnt
identificatipn deyvjce anqgghpass-code igggéification met hod that are
capabl e of app¥opridel v 4199 ®fYa HECRARE BParrsasihal
apparatus such a reader/witer to an_internal nennrgoof t he pass-code

i dentificati oI stchehsnedh P ehi thpyarpended oko ofhis

specification.

Industrial Applicability

In accordance with an aspect of the present
invention, it is possible to provide an excellent pass-
code identification device and an excellent pass-code
identification method that are capable of properly
controlling accesses made by an external apparatus by
collation of pass-codes.

In accordance with another aspect of the present
invention, it is possible to provide a pass-code
identification device and a pass-code identification
method that are capable of appropriately controlling
accesses made by an external apparatus such a
reader/writer to an internal memory of the pass-code
identification device such as an IC card by collation of
pass—-codes.

In accordance with a further aspect of the present
invention, it is to provide a pass-code identification

device and a pass-code identification method that allow
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pass-codes. In accordance with a further aspect of the present invention,
it is to provide a pass-code identification device and a pass-code
identification method that allow 41 to appropriately determ ne whet her or
not access-right control based on a pass-code is required. 42 CLAIMS: 1. A
pass-code identification device for <controlling accesses nmade by an
external apparatus by collation of pass-codes, said pass-code
identification device conprising: a communication unit for conmunicating
with said external apparatus; a data-holding unit for holding data; a
pass- code- hol di it.for,holdin ass-code; a pass-code jud nt unit
for forning ggj%ﬁ%%gg%l%gelYod%E%?ﬂngoWﬁﬁg e5nOFn§8§ SS§§§§%5égggceived
fromsaid exteﬁnag $ggaratus mat ches aaid pass-code held by said

pass- code hoF8Fh§°unPE>S4 @Bndi PROR-S8EFI AF GRAPLFEFA-setting a condition
for formng said judgnment on said input pass-code; and a flow control unit
for controlling accesses nade by said external apparatus to said

dat a- hol di ng uni t
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t hr bugh said conmunication unit in accordance with said condition for
formng said judgnent on said input pass- code, which is a condition set by
said condition-setting unit. 2. A pass-code identification device
according to claim1 wherein: said condition-setting unit determ nes

whet her or 43 not said pass-code judgnent unit needs to formsaid judgnent
on said input pass-code; and said flow control unit permts an access nade
by said external apparatus to said.data-holding unit through said

comuni cation unit if said condition-setting unit determ nes that said
pass- code | rg,unit does not need to formsaid judgnent on said input
pass-code or i Sai d pass-code judgnent unit outputs a judgnent result

reveal i ng t hat saiﬂﬁlnRu Rass ode ,na E es ald ass- 3de hel d by said
pass- code- hol di ng asg” 58§ cG8B A AR, FPBagﬁgﬁcﬁe P&e according to
claim1l1 wherein; I sai d condi tion-setting unit deternines that said

pass- code j uTURERRIIIRY HoeeSHE Tt B¥ g%r%¥§%¥ﬂa 1} MelAEREUBNP¥ai d i nput

pass-code, said flow control unit puts said data-holding unit in a state
of being confiREl2EOR PERUSTORPRRF cat? bh PAFE-¢oder Heent bibeakienan access

device comprising:

a communication unit for communicating with said
‘eXternal apparatus;

a data-holding unit for holding data;

a pass-code-holding unit for holding a pass-code;

a pass-code judgment unit for forming a judgment as
to whether or not an input pass-code received from said
external apparatus matches said pass-code held by said
pass-code holding unit;

a condition-setting unit for setting a condition
for forming said judgment on said input pass-code; and

a flow control unit for controlling accesses made
by said external apparatus to said data-holding unit
through said communication unit in accordance with said
condition for forming said judgment on said input pass-
code, which is a condition set by said condition-setting
unit.

2. A pass-code identification device according to

claim 1 wherein:

said condition-setting unit determines whether or
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made by said external apparatus to data held by said data-holding unit;
and if said condition-setting unit determ nes that said pass-code judgnent
unit needs to formsaid judgment on said input pass-code, on the other
hand, said flow control unit puts said data-holding unit in a state of
bei ng connected to said communication unit in response to 44 said pass-code
judgnent unit's output judgnent result revealing that said input pass-code
mat ches said stored pass-code in order to pernmt an access made by said
external apparatus to data held by said data-holding unit. 4. A pass-code
identification devl&e according.t claiml wherein; said condition-setting

uni t conpri sPAp: SEt sPafﬁaﬁﬂgﬁt3H88@§§Ft9QEBIH?ﬁ@snﬁangoFErsﬁéﬁding
i nformation indicating whether or not said pass-code judgnent unit needs
to form sai dJPaegRRRt OBns8AAdinRPEt Papassodedeandecond
j udgnent - necessi ty-hol ding means for holding information indicating
whet her or not an i Perys-euderol s per forar areg s reada By r st
j udgnent - necessity- hol ding nmeans froma state of hol ding information
i ndi cating thatdsektepass- epderptdgntat sandt datedsoldinfonmisatHrpudgnent
on said input pass-code to a state of
said communication unit if said condition-setting unit
determines that said pass-code judgment unit does not
need to form said judgment on said input pass-code or if
said pass-code judgment unit outputs a judgment result
revealing that said input pass-code matches said pass-
code held by said pass-code-holding unit.
3. A pass-code identification device according to
claim 1 wherein:
if said condition-setting unit determines that said
pass-code judgment unit does not need to form said
judgment on said input pass-code, said flow control unit
puts said data-holding unit in a state of being connected
to said communication unit in order to permit an access
made by said external apparatus to data held by said
data-holding unit; and
if said condition-setting unit determines that said
pass-code judgment unit needs to form said judgment on
said input pass-code, on the other hand, said flow

control unit puts said data-holding unit in a state of

being connected to said communication unit in response to
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hol di ng i nformati on indicating that said pass-code judgnment unit does not
need to formsaid judgnent on said input pass-code; and third .

j udgnent - necessi ty-hol di ng neans for holding information indicating
whether or not an input pass-code is required for changing said first

j udgnent - necessity- holding nmeans froma state of holding infornmation 45
indicating that said pass-code judgnent unit does not need to formsaid
judgnment on said input pass-code to a - state of holding information

i ndicating that said pass- code judgnent unit needs to form said judgnent

on said in .pass-code, said conditiop;setting unit sets a condition for
f or mi ng saigg%ﬁggﬁ%ﬁF_Sﬂdga?Hg?ﬂﬁﬁg Bﬁ%g-ﬁoangﬁt aBEgMERACECRI LR said

i nformation held P saj £irst gud nt - necessi ty-hol di ng neans, said

i nf or mati on helg@ %Qgsggﬁ s&ebld Pﬁggﬁﬁﬂﬁ§ﬁ%€ §sTeyChefdPagdnBhAsedand sai d
information held by said.third Ludgnent-necessity-holding means. S. A
pass- code idBﬂ??TF%%?ibﬁ BEIPEtacEBF Bl hgahoaceras nnadankbyepaidsai d

pass-code-holding unit holds a plurality of pass-codes; . said pass;code
j udgment uni €XF8FA8Ll a2PnayAtHe 49 data held by said data-holding unit.

4. A pass-code identification device according to
claim 1 wherein:

said condition-setting unit comprising:

first judgment-necessity-holding means for holding
information indicating whether or not said pass-code
Judgment unit needs to form said judgment on said input
pass-code;

second judgment-necessity-holding means for holding
information indicating whether or not an input pass—code_
is required for changing said first judgment-necessity-
holding means from a state of holding information
indicating that said pass-code judgment unit needs to
form said judgment on said input pass-code to a state of
holding information indicating that said pass-code
judgment unit does not need to form said judgment on said
input pass-code; and

third judgment-necessity-holding means for holding
information indicating whether or not an input pass-code
is required for changing said first judgment-necessity-

holding means from a state of holding information
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whet'her or not an input pass-code received fromsaid external apparatus

t hrough said comruni cation unit matches each of said pass-codes held by
sai d pass-code holding unit; and said flow control unit permts an access:"
made by said external apparatus to said data-holding unit through said
comuni cation unit if said condition-setting unit 46 determ nes that said
pass-code judgnment unit needs to formsaid judgnent on said input
pass-code and sai d pass- code judgnent unit outputs a judgnent result
revealing that said input pass-code matches all said pass-codes held by

sai d pass-code-hol din nit. 6. A pass-cqde.identification device according
to claimi gﬁ%%é?ﬁ+n§aﬁ%ata§§}goag§ﬁb?%&ﬁgjHgg?eﬂBlH§15 PPEF alPEy of

pass- codes each ,assogi ated w.th menpry area in said data-holding unit;
sai d pass- codeefubgy ﬂ?muﬁ?%df%Vﬁ%m%gFué@nﬁﬁ%daénPBt RABENEPddrtaod an

i nput pass-code received fromsaid externallapgaratus mat ches each of said
pass- codes h@Fatepyt shpdpagsivbeerablon ngndicetingdtbatdsaidwpasstrol unit
permts an access nade b sai d external apparatus to a specific nenory
area of saidCO@%téP%@mﬂ@égu%hFtn@ﬁ¢®u@% fard sahdunhidemeénh omi said said

input pass-code,

said condition-setting unit sets a condition for
forming said judgment on said input pass-code in
accordance with said information held by said first
judgment-necessity-holding means, said information held
by said second judgment-necessity-holding means, and said
information held by said third judgment-necessity-holding
means.

5. A pass-code identification device according to
claim 1 wherein:

said pass-code-holding unit holds a plurality of
pass-codes;

said pass-code judgment unit forms a judgment as to
whether or not an input pass-code received from said
external apparatus through said communication unit
matches each of said pass-codes held by said pass-code
holding unit; and

said flow control unit permits an access made by
sald external apparatus to said data-holding unit through

said communication unit if said condition-setting unit
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condition-setting unit determ nes that said pass-code judgnent unit needs
to formsaid judgnent on said input pass-code and said pass-code judgnent
unit outputs a judgnent result revealing that said i nput pass-code

mat ches one of said stored pass-codes that is associated wth said
specific menory area. 7. A pass-code identification method for 47
controlling accesses made by an external apparatus to predeterm ned data
by collation of pass-codes, said pass- code identification method
conprising: a pass-code judgnment step of formng a judgnent as to whether

or not an in ode.re from ald external .ap tus mat ches a
pass- code se?g#epﬁgé?% 2 dégigngﬁga 88 & jﬁdggﬁﬁﬁtPBﬁg 8 aﬁg gtepdof |
setting a copditio n j ud nt on said in pass-code; an
a romPcontrg?r %%l%ijgﬁ??g% 8%953&3 éggggnﬁaésb9°d§a?ﬂgei?égnﬁﬁss‘
apparatus to_s predeterm ned data in accordance with said condition for
formi ng sai d°? ﬁgﬁ%ﬂgmeﬁﬁ Wnil PHPRECPadsIEdeRenhnt8/ULE Ke¥eadiRfon set at
sai d condltlon setting step. 8. A pass-code identification method
accordi ng t otPRFafat e %ﬁ%?%b?aséaFﬁd%oﬂﬂFFhéﬁ 3éit pagdspepsteoerecut ed al so

to
held by said pass-code-holding unit.

6. A pass-code identification device according to
claim 1 wherein:

said pass-code-holding unit holds a plurality of
pass-codes each associated with a memory area in said
data-holding unit;

said pass-code judgment unit forms a judgment as to
whether or not an input pass-code received from said
external apparatus matches each of said pass-codes held
by said pass-code holding unit; and

said flow control unit permits an access made by
said external apparatus to a specific memory area of said
data-holding unit through said communication unit if said
condition-setting unit determines that said pass-code
judgment unit needs to form said judgment on said input
pass-code and said pass-code judgment unit outputs a
judgment result revealing that said input pass-code
matches one of said stored pass-codes that is associated
with said specific memory area.

7. A pass-code identification method for
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det érm ne whether or not it is necessary to execute said pass-code
judgnent step of forming said judgment on said input pass-code; and at
said flow control step, an access made by said external apparatus to said
predeterm ned data is permtted if a result of execution of said
condition- setting step indicates that said pass-code judgment step 48 of
formng said judgnent on said input pass-code is not necessary or if a
result of execution of said condition- setting step indicates that an
output result of said judgment fornmed at said pass-code judgnent step

or edt or m nedoBaraL o BERSs el E=BE Y RnCaPFaRnAD: RBRSKELLFdFRg Lo

predet er m ne at a. A" pass-code

| ai m 7 wher gi.n; 1.d.condi.tion;setti step conprises: a first
fugbnent-nec§g§§?§gkofa?§gd§%3pb3fCﬂgﬂgb?ﬂﬁ o%nggﬁﬁﬁFPSﬁs?nEP&QtPﬁésmhether
or not it is ngcessary. Lo xecut e _sai,d pass-code judgnent step of formng
said judgnefit96nt aPﬁl%hﬁaleHSE?Eﬁaé c mEE&éhHgfudgnent-ngcessity-holdigg
step of managing information indicating whether or npot an input pass-code
is Pequi red for chdhd@dP T TG ohb P bl IRIMiRT cat] ydgmentt a3 is

necessary to_execute said , _ .
to whether or not an input pass-code received from said

external apparatus matches a pass-code set for said
predetermined data;

a condition-setting step of setting a condition for
forming said judgment on said input pass-code; and

a flow control step of controlling accesses made by
said external apparatus to said predetermined data in
accordance with said condition for forming said judgment
on said input pass-code, which is a condition set at said
condition-setting step.

8. A pass-code identification method according to
claim 7 whereby:

said condition-setting step is executed also to
determine whether or not it is necessary to execute said
pass-code judgment step of forming said judgment on said
input pass-code; and

at said flow control step, an access made by said
external apparatus to said predetermined data is
permitted if a result of execution of said condition-

setting step indicates that said pass-code judgment step
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pass-code judgnent step of formng said judgnent on said input pass-code
to a value indicating that it is not necessary to execute said pass-code
judgnment step of formng said judgnent on said i nput pass-code; and a

third judgnent-necessity-holding step of managing information indicating
whet her or not an input pass-code is required for changing information

froma value 49 indicating that it is not necessary to execute said pass-
code judgnment step of forming said judgnment on said input pass-code to a
value indicating that it is necessary to execute said pass-code judgnent

step of forn.ng j ] ; id input pass:code, a gondition for
f or mi ng saigb?ugéﬁéngo%ggg?ghgﬁﬁﬁS% 33§gégdgnPEtSBPSFncageoﬁﬁaﬁeg with
sai d informatgonS managed. by sai d i%rs% jud ﬁgnt-negesslty-holdin% st ep,
sai d i nf or mat'FEHSRAMAGBE by &af85¥etoR Fﬁag nPD RécEdft GORBEGLRG st ep,
and said inforggtion nanageg,b% said third judgnent-necessity-hol ding
step. 10. A p855iR8dEtFPBenfPtFehesohAEt ABJCHERBEJFAEULE ©&| &RAF7 wher eby:
p : . .

a plurality of pass-codes is set for predetermned data to be accessed; at
sai d pass- codBdpnaprehPreeepatasplidghent-a8deo] UABREREr SEEPNEEVAALENpUL
pass-code recei ved from said

that said input pass-code matches a pass-code set for

said predetermined data.

9. A pass-code identification method according to
claim 7 wherein:

said condition-setting step comprises:

a first judgment-necessity-holding step of managing
information indicating whether or not it is necessary to
execute said pass-code judgment step of forming said
judgment on said input pass-code;

a second judgment-necessity-holding step of
managing information indicating whether or not an input
pass-code is required for changing information from a
value indicating that it is necessary to execute said
pass-code judgment step of forming said judgment on said
input pass-code to a value indicating that it is not
necessary to execute said pass-code judgment step of
forming said judgment on said input pass-code; and

a third judgment-necessity-holding step of managing

information indicating whether or not an input pass-code

is required for changing information from a value
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ext ernal apparatus matches each of said pass-codes set

data is fornmed; and at said flow control step, an access made by said

external apparatus to said predeterm ned data is

for predeterm ned

permtted if a result of-

execution of said condition- setting step determines that it is necessary

to execute

sai d pass-code judgnent step of formng said judgnent on 50

sai d i nput pass-code and an output result of said judgnment forned at said
pass-code judgnent step reveals that said input pass-code matches al

pass- codes set
net hod accor9£

each bei ng

external appa?

LudgenbsSEeR D
attR Fovalipetndicarindrihatehlti 35 preaessaty t6 a

result of execution of said condition-setting step determnes that it
necessary t o®¥&eet® eSahf dPpesinpete JedoBerd Fhpltopasermbae smbdan out put
result of said

judgment on said input pass-code,

a condition for forming said judgment on said input
pass-code is set in accordance with said information
managed by said first judgment-necessity-holding step,
said information managed by said second judgment-
necessity-holding step, and said information managed by
said third judgment-necessity-holding step.

10. A pass-code identification method according to
claim 7 whereby:

a plurality of pass-codes is set for predetermined
data to be accessed;

at said pass-code judgment step, a judgment as to
whether or not an input pass-code received from said
external apparatus matches each of said pass-codes set
for predetermined data is formed; and

at said flow control step, an access madelby sald
external apparatus to said predetermined data is
permitted if a result of execution of said condition-
setting step determines that it is necessary to execute

said pass-code judgment step of forming said judgment on

50

for predeterm ned data. 11. A pass-code identification
ng .to. claim7.wherein: a plurality of pass-codes are set,
as%g%?gi%% €?$% B bPort AP ?sifrgagﬂ %égggE%d%a} dOReRT step,
a judgnent as éo . Whet her or not ap i nput pass-c¢ode received fromsaid
£ u fIQEI NP a331odedoBanh CRssdtdat®AUBi th a
menory area i s forg&d; and at_said flow control step, an access made by

said externafSapp

sai d
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judgnent formed at said pass-code judgnent step reveal s that said input
pass-code nmatches one of said stored pass-codes that is associated with
said specific nenory area. 51

said input pass-code and an output result of said
judgment formed at said pass-code judgment step reveals
that said input pass-code matches all said pass-codes set
for predetermined data.

11. A pass-code identification method according to
claim 7 wherein:

a plurality of pass-codes are set, each being
associated with a memory area;

at said pass-code judgment step, a judgment as to
whether or not an input pass—-code received from said
external apparatus matches each of said pass-codes each
associated with a memory area is formed; and

at said flow control step, an access made by said
external apparatus to a specific memory area is permitted
i1f a result of execution of said condition-setting step
determines that it is necessary to execute said judgment
on said input pass-code and an output result of said
judgment formed at said pass-code judgment step reveals
that said input pass-code matches one of said stored
pass-codes that is associated with said specific memory

area.
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