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Field of Invention The invention relates generally to inf 35%%"%%5&/'%
and retrieval in a conputer network. Mre particularly, the invention
relates to a systemand nmethod of storage, manipulation, and distribution
of user-speWPf’%llﬁmﬁ‘"’dntent (USC) on the. Internet. Backgr d§d@e¥8%Fhe worl d
Wde Wb (WAW or Web) is fast becom ng not only the Internet's nmultinedia
information retrieval system but alslo the Internet's personal and group
i nformati on storage and retrieval system In the Wb environnment, client
machi nes effect transactions with Wb applications through Wb servers
usi ng Hyper Text Transfer Pr & GtOBALSTORAGESYRTER a st andard appl i cation
protocol facilitating the 15 storage of and access to files (e.g. docunent,
| mages, music, sound, video, etc), wusing a standard docunent description
| anguage know¥idd oFhpenfiext Mar kup Language (HTML). HTM. provi des the
rul es for basi¢ docunment, description.and. formatti.ng,. and allo a docunent
devel oper to (}g'giubvr?n \i{eha 685?@3_%9'5? Wg‘or{ngponsg%g'egmgﬂ 'e'Fvﬁlfﬁ%‘éjé’f‘PV‘\'%‘idi cate and
attach fil 6fs_ }‘n@ﬁm}\cml Hafﬁpgg:ichmflyﬁbe_ﬁpaitioﬁaé%tem,as;?eﬁla@&mfeﬁoﬂbﬂkﬁ for%b
retrieving files from, .appl ) cations, .and specify links to other
appl i cati ons. SRraggpHation, ‘gld@é?%'ﬂ{‘:’@? °§W‘W‘ﬁ?é§?ﬂtﬁ‘§@§%5°%mei ection of
files avai |l abligetab ough a Wb server. A Wb application is a Wb site that
is interactive and provides an application as a service to users through a
Wb server. A typical exanple of a Web application is one that uploads,
downl oads anst_,Qgél%%QS files and other forns of digital nedia. On the
Internet, a Uniform Resource Locator (URL) identifies the network path to
any Vb rd8oudbe WosldJRideiWeb (Wi MesroWeb)ds Bipidieierning peitamky the intefaétisni ng an
| nt er net connechd Ons. M\ - ty Net scape
Conmruni cat i ons r%)hé%iﬁér%%&osdﬁ ¥%§g%§ﬂ&1%°n¥§g?%rh&éﬁ%kﬁocn r %gtgj# ﬁp P
Cor por ati on' s iifotrgation stofegp hiat retrieval sgdtéranin the Web environment, client machines
: effect transactions with Web applications through Web servers using HyperText
Transfer Protocol (HITP), which is a standard application protocol facilitating the

15  storage of and access to files (e.g. document, images, music, sound, video, etc),

@)

using a standard document description language known as HyperText Markup
Language (HTML). HTML provides the rules for basic document description and
formatting, and allows a document developer to desigq-and provide forms to,
among other things, indicate and attach files for uploading to Web applications,

- 20 specify links for refrieving files from Web applications, and specify links to other
‘Web applications. A Web site is a computer system that makes a collection of
files available through a Web server. A Web application is a Web site that is
interactive and provides an application as a service to users through a Web server.
A typical example of a Web application is one that uploads, downloads and shares

25  files and other forms of digital media. On the Internet, a Uniform Resource
Eocator (URL) identifies the network path to any Web resource. A URL is
therefore a special syntax for defining an Internet connection. With a HTML--
compatible Web browser, such as Netscape Communications Corporation’s
Netscape Communicator or Microsoft Corporation’s Internet Explorer, a client

30 = machine may specify a connection with a Web application via a URL. The client
machine, in effect, makes a request to the Web site or application identified in the




30 machi ne may specify a connection with a Wb application_.via a URL. The
client nmachine, in effect, nakes a request to the Wb si385¥ﬂﬁ%ﬁﬁﬂﬁzggﬁion
identified in the 13 Septenber 2005 WO 02/ 073931 PCTI SG02100037 2 URL. In
return, the_client machine receives a response such as a docunent or other
obj ects forYB¥¥d*ccording to HTM.. The client machi ne R&YSEHHHe URL
make requests to upload files which typically 5 include docunents,

pi ctures, images, video, and the i k& files. Sinmilarly, URL requests may be
made to download or retrieve files that have previously been wuploaded. It

i's conventional practice for a Wb application to inprove content delivery
.10 per f or man&&Lbyn pefus; the cliwb magine teeives A respatse suchas ajdogumanbers

geographi cal | ygel 856uts foPndia aScorditl S ifRFE! Works well for Web applications
or sites in genergﬁ t#gt %%vg cugane or simlar content to be delivered to
and viewed by many users. For exanple, a Wb application provider typically
mrrors the | cat.ion 15 CQren Ak A E t.e rver. wWhaich is

| ocat ed as CY%E%(?[@%{ lgg&r]r%enSI}a ‘éue‘Fhse as IB%%%%& ﬁ%&plﬁaéi\r%?%vzﬁ%ﬁpg% i cation
provi der, bui indludgdocamicats, pittutdsdmdgds, vidgap kidiht ilike files.cBintilarly, URL cont ent
storage facilities such as, hosti ar In.different o I ons,

Goneet; cal |y BANTRBRA B RBiedp Agvipad G ritars Itk R iR BT AR o oser o
users. These, uflogeets are placed on Wb servers known as mirror sites. 20
Unfortunately, these mrror sites place undue econom ¢ and operati onal
burdens on Wb application providers due to a |l ack of econom es of scale.

Econom cal |y, 1i5\@nvauRhal fracties for @ WeblappIRialiftoGRpke borteht @BMvefi} rror site is
nore than tw ce the cost "of nmintaining one primary Web appl’ication from

whi ch t hel@onpeshrmpacehypughiegWetrppplicatisnicontontdp losations saegsephially ¢lete because
the Veb appli&alshan TRIQMAdIRN oMl RE £ YR Bok ﬁé&%fsﬂ&ﬁng&&g%gﬁchweth a

separate and renote hosting facility, t by Incurrin I onal
over head expeswwrisimilasepitery to bedolivéraditoyand vibwed by srang sesss  synchroni zed.
~Anot her conventional practice for inproving content delivery performance is

For example, a Web application provider typically mirrors the Web application
15  content at a remote Web server which is located as close to as many users as
| permissible. For the Web application provider, building copies of the Web
application’s content in content storage facilities such as hosting farms in different
locations, domestically or internationally, is one way of placing content closer to
users. These copies are placed on Web servers known as mirror sites.
© 20 Unfortunately, these mirror sites place undue economic and operational burdens on
‘Web application providers due fo a lack of economies of scale. Economically, the
overall cost of mirroring content to one mirror site is more than twice the cost of
maintaining one primary Web application from which the content is mirrored. The
additional costs are incurred because the Web application provider must enter a
25  separate contract with a separate and remote hosting facility, thereby incurring
additional overhead expenses in keeping the primary and mirror sites
synchronized,

Another conventional practice for imptoving content delivery performance is
30 related to Web application content delivery caching. One way of applying content
~ caching to improve content delivery performance relates to storing frequently

accessed data on caching servers which are located close to users, A response to




30 related to Wb application content delivery caching. One way of applying
content caching to inprove content delivery performance relates to storing
frequently accessed data on caching servers which are |o

users. A response to 13 Septenber 2005 4, There is therefgge gk§g%%39%§
address the probl em associated with contént delivery performance in
relation torsers Sp@eiotd @ a6l eNladfreSCrnd padbid L284ciaed fvﬁ&ﬁ QEnteMt delive
conventional practices. 5 Summary |In accordance wwth a first aspect g¥ t he
i nvention, R anes pr gviatien ta nemrisperifiorcostant | RHPHCatitht ais cegts hddressed by

user - speC|f|c data jin client-server conputer network, the nethod
conpri si ng PREEPBIPRFCES. yser performing, froma first conputer, a |ogin
operatign to 10 a first server in the network; determ ning, based on the

| ogi n operation performed by the user and a | ocation of the first conputer
in the netvunimagy second server in the network for storing user-specific
data; the user gndlng fromthe first copputer to the first server in the

network, a IP@geREdance Vit afitst agpect pfdhe nyenrtion, therpds grovidedh pepethag for staring
request to 4&31%&%%% kﬁ%rr‘éﬁécﬁ"t?rdaﬂ ﬁLbrkgueﬂf-sé & eam@uﬁe?mb& U fhethod e

second 15 server accordance wth a second aspeCt of the |nvent| on,
there is promRieingthspiensefavserdesiormipgafiidmes st somgutesea lqgmaemrauompm in

a clienp- sef Mef s&9aPMiRE n@ﬁwmréfeteﬁmﬁ.ng%gé@dfbﬁ%@ro?gi ram.f,ﬁ Béﬁ ,%f‘erdv a

first conputer operated by a user for ormng a gl n operati on
the first db¢wueer and aflpeatinanefi thy fstrastupger mdhstw0$ser5®pe@|seh@r lm@h@ to

the first sRENSfc on"QEfrﬁPrhste}F%géélfé aBEtHE usHPLES Q t}ﬂéqgstoébrﬁlg\ﬁ fgi N

operation performed he us a locatron o |rst co In the
net wor k, ath%éfﬁiﬁﬁn@éméhe netwask,o? iregeshdo ameib@gae:fsnaqf@t@atar miireeting t he

request to tﬁé“?eqﬁ%?&ﬂthesﬁdb% dJ ?\FersféPéio’ﬁﬂggif tﬁé‘%sé!rs 8ét£'a9 tﬁ’é‘tsé?é\’id the

second server, and wherein a upl o to stor e user-specific data
at thel8ecéBB&server i s conducted direct| y between t he first conputer and
t he second server. Brief Description of Draw ngs
In accordance with a second aspect of the invention, there is provided a system for
storing and accessing user-specific data in a client-server computer network, the
system comprising a first server,; a first computer operated by a user for performing a
20  login operation to the first server and for sending a request to store user-specific
data to the first server; wherein the first server determines, based on the login
operation performed by the user and a location of the first computer in the network, a
- second server for storing the user-specific data; redirects the request to the second
server for storing of the user-specific data at the second server, and wherein a data
25 upload to store the user-specific data at the second server is conducted directly
between the first computer and the second server.

Brief Description of Drawings
Embodiments of the invention are described in greater detail hereinafter with reference to

30  the drawings, in which:




Enbodi ments of the-invention are described in greater detgll. herein r
with reference to 30 the draw ngs, in which: % 3 Septenbghsfﬁgq:f“%g%g

02/ 073931 PCT/ S@02/00037 3 an initial request for data is generated by an
originatin lication and a copy of the content in g [ onse is
al so storegw}c?ﬁg?ﬁgﬁcachi ng servers. The caching servers PHET %@%{%{%%r respond
to subsequent requests for the sanme content fromthe sane | ocations
whereby the content is served fromtRe cachi ng servers. 5 Content caching
is feasible for Wb applications that serve simlar content to a |arge
nunmber of users. Al so, content, cachi nrgwi nvgl ves econom es of scale in

storing frequépinifalieqestderflatads eeerated by aaprgingting\Vek amligyionged 8ane cont ent

llocal'ly once chlienRiddaiint inSthERELMA is hIS S8R oRidahiRgss@yd. M@ on bandwi dth
charges. Typically, content cachln% I nvol ves Web appli cations purchasing
caching ser versching serverh thereafienteseapd ipinbergupnt svquaes Pr diedampeeniti ng t hese at
data centers dlonfheHENbtionSHEEI: LAl 1:30ed ABRIHGacBY s@ferPP! Y1 NG
content caching 1s to procure and-use the services of confent caching
conpani es ¥hi €lonteht echiog it feasiblefoc Weh gprlations dral saree sifleswentest toenpani es

typically have cachi,n erver,g alrea eploved in various cations

b Dund t he wolFE HHEY of PR Al et tosbSBHRYRER bbb Rics BERateds et

i g hel B S L e wor of 11 equant Ly steassed
Content. Sueh R e SR B copted BreRCPray G s ines R SERB I HER o 1 hat
frequently acqegsisdt, 6aiém bichingGhvolies WeBUSplidati®ss pafdhasiigéaehing feréaghi ng
servers in_ laqocations clgse to users.  Suc ,propoagL; wor k mgll for content

that is fr8m &omssrhasedpasnt grovigersgpd ns e pigehecnssrbaeqgatyY | ar ge

nunber of Vi ewgksel hea®i | ocations. 25 However, the conventional practice
of content caching is not feasible when applied to content that is
user-specific in nature, i.e. content that is created by one user to

Another way of applying content caching is to procure and use the services of

content caching companies which offer content caching as a service. These
15  companies typically have caching servers already deployed in various locations
around the world, and offer the services of caching servers to Web applications to

cache frequently accessed content.

Content mirroring and caching help speed up content the delivery of frequently

" 20  accessed content. Such conventional practices are based on the principle that
frequently accessed content such as image files are stored in caching servers in
locations close to users. Such proposals work well for content that is from a
conteit creator at one location to be served to a large number of viewers in many
locations.

25 |
 However, the conventional practice of content caching is not feasible when épp]ied
to content that is user-specific in nature, i.e. content that is created by one user to
be accessed By the same user or by a few users, such as images, andio, video, files,
document links, or the like content. .Content caching by nature is typically
30 unsuitable for applications in which there are frequently files uploéd, and

especially when the content includes files that are uploaded for rgtrieval later by

the same user or a few users. In essence, content caching provides benefitina




be accessed by the sanme user or by a few users, such as i
video, files, docunent links, or the |ike content.. Cont gﬁ%efa%ﬁt? &%89
nature is typically 30 unsuitable for applications in which there are
frequently i | oad, and. especially when the conte files
that are up‘lt\’lc())la(ﬁedﬂ?or retrieval later by the sanme user gédg@é@v&giers In
essence, content caching provides benefit in a 13 Septenber 2005 WO

02/ 073931 PCT/ S&2/00037 5 Fig. 1 il lUstrates the conponents of a

cli ent-server system confi gured according to an enbodi ment of the

i nvention; EF 2 1llustrates a sessjon between a client machi ne and a Wb
appl i cation i nfigHdlugtraies the waprenisSieckeaterrves gstem copfiguredacpardigdd npl i f i ed

represent at i onpnQntadikit PABEiNREkHg, del i vered in the systemof Fig. 1,
wherein the Web page conprises a base document described using a markup

| anguage, a set of enbedded objects, and an upl oad box; .10 Flg 41is a

hi gh- 1 evel nt ent

(USC) system ?}%I oye ?6?11&'? e él?/)lsafte‘;eérghlll oif:ai L&%i %gdlés‘géh %%S%Ia{l&@ﬁow di agram
il lustratirfy rientssoier systpnsofifig.i;on in the distri but ed 15 USC system of

Fig. 4, Fig 6 is a flowhart illustrating the manipulation of files or
folders on the distributed USC systemof Fig. 4; 20 Fig 7 is a data flow
diagramill ustRi@Bimgsinﬂpeiﬁdﬂ sdprdstntition oUSWeb pagetroinyf delivegred #h thesaiein ofg

Appl i cati on 0 ond tq an HTITP request . a Web page; and
F 6 S Ts o datie i HRERAY Heb PR forpheaa visksogisiett GG wied shar o
resource that makuplangvagd, agatoTeémbddedebjelits biid inmokddae; system of Fig. 4.

Det ai | ed D%SCI’I ption A conputer network architecture or franmework providing

a-di stribut%ed usc system according to an enbodi nent of the invention that
al lows for therguqs #/Rh-level block diagram of a global distributed user-specific content

(USC) system deployed in the system of Fig. 1;

Fig § is a data flow diagram illustrating new user registration in the distributed
15 USC system of Fig. 4;

Fig 6 is a flowchart illnstrating the manipulation of files or folders on the
distributed USC system of Fig, 4; g

© 20 Fig7 is a data flow diagram illustrating the distributed USC system of Fig. 4
enabling Application Web servers to respond to an HTTP request for a Web page;

and

Fig 8 is a data flow diagram illustrates the downloading of a shared resource that is
25  replicated in the distributed USC system of Fig. 4. ‘

Detailed Description

A computer network architecture or framework providing a distributed USC

system according to an embodiment of the invention that allows for the storage,
30  manipulation, and delivery of user-specific content on a global scale is described

hercinafter to address the foregoing problem. The distributed USC system allows

Web-based applications, content providers _and the like to store, manipulate,



30 mani pul ation, and delivery of user-specific content on | obal eis
descri bed hereinafter to address the foregoing problem Tﬂgsgﬁpgﬁr?%eﬁéﬁgé USC
system al l ows Wb based applications, content providers and the like to
store, mani pul ate, 13 Septenber 2005 WO 021073931 PCT/ S&)2/ 00037 6 nanage,
and retri evVWO9¥PMMpecific content from geographical |y diFTSAUIWE servers
known as USC servers. Mreover, the |ocations of the distributed USC
servers for storage and delivery of @ser-speci-fi c content are
automatically |ocated without any effort or overhead on the part of a Wb
application provider. 5 There are a nunber of advantages associated with
adopti ng the dBaBER: apd reirive tier-specid coplenifram geographivalhodirtibytediessyesyi ng t he
di stri but ed U%Soﬁﬂ%ﬁ@ﬁb's@rv@rs?h\{cﬁ ér,ﬁﬁﬁyc%{ioxﬁﬁ?%ﬂishjigugédygg%%ﬁﬂﬁ is the

provision of a conputer network conprising a l'arge nu stributed
Web based. serstozags and deliviery ofiuiser-spegific cantsinbara attoinafically lovated witbowta@sy gned t o

store, manage, [ i ser-specific content efficiently,
effectively ae#éﬁ%ﬁ?% Jfa;ﬁoﬁggeégr%%ﬁ@%gﬁ%%aﬁgx}plg&g%t age is the provision
of a method for storing and delivering user- specific content on the

I nternet. The . conputer netwar rchitectuce.or .framework rovi des at | east
one ot hod T orESRGHS HBIF SEa AR EP IR P e CHIREPERO% osest to
users, -user - spehitbdtre o0 Fh@BorGr Asd GRS thadiv@BhrRd USCSsybtaR ik @Ndnsi on of a
conputer network architecture or framework that allows the storage and

delivery of uSEVISYEMfic content close to users. The conputer networKk
architecture allows Wb applications to develop a |arge user base w t hout
the need to contend with issues such as building massive infrastructure to
handl e a dPowifipduantageisthe provisionefiafempuian satvergeomprising ¢ largeaugbpintt er
net wor k ar chi typek ) Y o I RIS f pecific
content of Wb pggg@,wgﬁg&g?%ﬁp%ﬁﬁ%p |%15?§1%ns to Hufd'desipita s _

store, manage, manipulate and deliver user-specific content efficiently, effectively

and reliably to users.

15  Another advantage is the provision of a method for storing and delivering user-
specific content on the Internet. The computer network architecture or framework
provides at least one method for storing on and delivering from servers that are

closest to users, user-specific content

© 20 Another advantage is the provision of a computer network architecture or
framework that allows the storage and delivery of user-specific content close to
users. Tﬁe computer network architecture allows ‘Web applications to develop a
large user base without the need to contend with issues such as building massive
_ infrasfructure to handle a growing user base.
25

Another advantage is that the computer network architecture speeds up the storage
and delivery of user-specific content of Web pages, and allows Web applications to
serve the Web pages reliably and economically from USC servers located close to
Users.

30
~ Another advantage is the provision of selective replication of user-specific content

based on various needs such as speed of delivery and redundancy. The computer




serve the Wb pages reliably and econom cally from USC ser s.loca
close to Users, 30 Another advantage is the provision of 1§§e&?ﬁ?‘?ﬁét2%85
replication of user-specific content based on various needs such as speed
of delivery, undancy. The conputer 13 Septenber 20 2/ 073931
PCT/ SG02/ Oo‘aéggleisggt\/\ork architecture or framework provi 3’215%?’8790((9@%
applications to allow users to share out data to other users by having the
shared data replicated on a USC servel closest to the other users so that
t he sharing recipient user may better and nore quickly retrieve the data.
The conputer network architecture also allows Web 5 applications to mrror

the user's datf§™Wok aihitsers on fipnesore provides fop Web ppplisatigns to allogerdacy or for
qui cker accessyak oafm@meyueéts%ﬁ%ggﬁ%ﬁé@mm éﬁﬁéﬁﬂoﬁ%@@%&% is that a
Web application may shift the burden _user account managenent to a

di stributed UStsesiothe other usersiso it the ghavipg resiniéns nery mpwitbeiter agd metanor k
architecture : o} LS.« gﬁ RN store,
manage, mani pg{ugzyf giﬁgwdéf F@grﬁgﬁ%ﬂﬁﬁs{%{e}%? |calr‘g]é€.a Wi ooa{l}%%%?@?upti ng a Wb
appl i cati o} prapyplicitonsdo diiwardhe veet’atlate insduiippty tvistlactab sites eitlich foknot her
advantage is th rovision .of a distributed .scal.abl.e network infrastructure
for the | nterﬁﬁ“ﬁ%yogﬁfﬂygk?ﬁgeﬁﬁtggﬁu%ywl %éa?ugﬂ% retrieval of
user-specific content froma Wb application provider to a network of

numer ous USC servers r ef.er abl epl.oyed worl dwi,de on a.gl obal basis. 20
T o her ef Gt ARAG L & 37 BRICHON S Lo DReR B BT SaF e, t oot ur e
or framewor k ngloehidft 18 laldyieinndd USS bdrk R wbRdbi Reoditpite Meldmpitab| e Veb

application providers to provide Wb applications that respond quicker to
user s wherlOde etk arghitertugpsfragiedior. i ¢ content.. The gl obal conputer
network architecture allows Wb ‘

Another advantage is the ability to store, manage, manipulate and deliver user-
specific data without disrupting a Web application provider’s direct relationship

with users.
15
| Another advantage is the provision of a distributed scalable network infrastructure
for the Internet that shifis the burden of storage and retrieval of user-specific
content from a Web application provider to a network of numerouns USC servers
preferably deployed worldwide on a globat basis.
© 20

It is therefore advantageous to provide the computer network architecture or
~framework and the attendant distributed USC system to enable Web application
providers to provide Web applications that respond quicker to users when dealing
with user-specific content. . The global computer network architecture allows Web

25  application providers to retain conirol over the Web applications while shifting the
burden of providing storage and minimizing bandwidth in relation to user-specific
content from the Web application providers to a computer network of globallyr‘
deployed and distributed USC servers that serve as a distributed USC system based
on HTTP.

30

A client-server system according to the computer network architecture or

framework preferably comprises a set of USC servers, deployed globally,




25 application providers to retain control over the Wb appld cati,on ile
shifting the burden of providing storage and m ni m zi ng ﬂgéﬁ\wﬁa&?%réﬂﬁg

relation to user-specific content fromthe Wb application providers to a
conputer n 4 gl obally deployed and distributed U %{%g t hat
serve as ae‘g}l@tﬁsg{}t ed USC system based on HTTP. 30 A cﬁi%e -)‘s/@rog']er system
according to the conputer network architecture or framewrk preferably
conprises a set of USC servers, depl (ﬁ/ed gl obal ly, 13 Septenber 2005 WO

02/ 073931 PCTI S&2/ 00037 8 operating as a distributed USC system Wb
application providers who w sh use this global computer network
architecture aﬂpéraf“%%ﬁ4@@?%3W$8$$%eWeBPPMHW‘élb‘bmséé?}’%n program

i nterfaces (ARhf)ldb@l &B@uﬂfﬁt&&&%ﬁe&@@a&%@%ﬁ%toﬂ?ﬁte a4sedrpPRci fic content

Is then automati cal lf{ created, uploaded or stored on USC 5 servers cl osest
to users. Typitasad appliqatian progeaminterfages ARIR) to theatisiiibynteddIHE gystans imppl i cat i on
Wb servers LSS cdildih ' ges@ri | such as

pi ctures, souﬁ'\gm?lblﬁgs? mvﬁsgﬁ%%%?gﬁﬂ@ﬁ%&aﬁ{&m?% i rg(?brgﬁﬁ?or fornms for
upl oadi ng $ucisexybisetasest iusema. t he USC servers. In a Web based client-server
systemin accordance with the conputer network architecture or franmework,
base HTM. pages are served from Application Wb servers, while one or nore
such obj ects &iypicaldy, usat-specifiv content thitdagkevkdtfmnoAsglicatio Web kpErser ver s

| ocated cl osest _to u By servi.ng the . ages fromthe

Appl i cati on V@Bmgjé'ﬁ?zimﬂﬁs %‘;}Pﬁ}gﬁ %%@E%S‘?PF&E%@. ﬁ%":f% St ai n
contro: over tchsaMie&ﬁ@hér@s@hﬂd]ﬂ&s%ﬂeg?ﬁﬁdﬂf&&@fmgxpﬂﬁﬁiﬂ@&ﬁ&h&ﬁedﬁinagi ng,
mani pul ating, a i veri r-specific content to the USC servers in:
the distr butoaﬁhi@%m%ﬁ%aﬁ%—%ﬁv@ﬁ&m%ﬁys&mwﬁ]@sew%mr in the
di stributed Ubmpiiss RiivérR aBlidtire gpﬁéiﬁ@&crﬁ,%ﬁﬁm%%&%se%d%oﬁser I's
affected by other resources in the framework. In particular, the

di stributed USEPYGAEion Webserveraathilanoere porsuchebiedtsayepasvadfam ar o

uploaded to disiributed USC servers located closest to users. By serving the base

HTML pages from the Application Web servers, Web application providers still
15  maintain control over the Web applications while offloading the task of managiﬁg,
| manipulating, and delivering user-specific content to the USC servers in the
distributed USC system.

- The determination of which USC server in the distributed USC systeﬁl to serve
" 20 user-specific content to a user is affected by other resources in the framework. In
-particular, the distributed USC system includes another set of servers that are
configured to provide a service known as Domain Name Service (DNS). To locate
the appropriate USC server, the DNS servers determines a user’s location in
relation to the network of distributed USC servers and identifies which USC server
25  should respond to a series of redirect calls made from the user’s Web browser.

With this series of redirect calls, the USC server that provides the quickest

response to the user may be determined.

Once the USC server that provides the quickest response is determined, the Web
30  application makes an API call to create an account on this USC server that allows
storage and retrieval of user-specific content. The API call is made in a secure

manner because the Internet Protocol (IP) address and application identification
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function calls_ typically found in an){ fil e managenment vsvystem may be made,
such as file dYhondheeser subsequently connects to the Web application, the Web application

15 performs a login for that user to the appropriate USC server on which the user-

specific objects reside. An authentication ID is provided, preferably by way of a
128-bit alphanumeric string, which is used to verify the Web application and the
user. With authentication, various API calls that emulate various function calls
-typically found in any file management system may be made, such as file or folder
- 20 operat_ions regarding user-specific objects. In addition, API calls for download and
upload of user-specific objects are provided as well. In this way, the Web
application provider'maintajns a direct relationship with users while by providing

manipulation of user-specific content at locations close to the Users.

25  In this manner, user accounts are created and managed in a globally distributed
scale, therefore allowing for the distribution of user-specific objects across a large
number of USC servers. This provides for improved reliability and availability of

user-specific content.

30 In addition, user-specific content may also be replicated on various USC servers.
When checking a master server for information of a USC server relating to a

particular user account, the master server may suggest alternative USC servers
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_ machine 104. The client machine 104 is shown in Fig. 1 as a desktop computer
15  with a Web browser that is a software tool used for accessing the Web application
106 or other Web applications through the network 108. The client machine 104
may also be a notebook computer, a handheld computing device such as a Personal
Digital Assistant (PDDA), a wireless communications device such as a mobile
phone, an Internet Appliance (IA), or any such devices connectable to the network.
© 20 A software tool may be any software that is able to provide or facilitate

commmications over the network 108 via protocols such as HTTP,

Fig 2 illustrates a session that occurs between the client machine 104 and the Web
application 106 involving content that is user-specific. Preferably, a user account
25 is first created on the Web application 106 for a user who controls or uses the
| client machine 104, Once the user account is created, the session continues, which
initially involves the authentication of a set of login user ID and password supplied
by the user upon login. This then provides the user access to Web pages from the
‘Web application 106 and a server 202 that contains embedded objects and/or links
30 to such objects such as images, audio, video, files, documents or the like files that
are user-specific in nature. The server 202 is described in greater detail
hereinafter. '
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upload occurs on the Web Application server 106. In a similar manner, links to

15  other documents and objects 306, 308 and 310 such as images, audio, video and
_ the like objects, when selected, conventionally cause the document or object fo be

- served from the Web application 106.

In accordance with the computer network architecture or framework, however, the

" 20  base document 304 is preferably served from the Web application 106, whereas the
embedded objects 306, 308 and 310 and links are served from the USC server 202
that is geographically close to the client machine 104.

With reference a.high-level block diagram shown in Fig. 4, this operation is

25  achieved by deployment of the distributed file system, hereinafter known as a
distributed user-specific content {USC) system. The distributed USC system
comprises a set of widely-deployed servers or server resources that form a large,
fauli-tolerant infrastructure designed to serve user-specific objects more efficiently,
effectively and relisbly to the users 104. In effect, the distributed USC system ‘

30 serves as a HTTP-based file system for Web application 106 providers. The

~ servers may be deployed globally, or across any desired geographic regions. The

distributed USC system also provides a distributed computer network architecture
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architecture 13 Septenber 2005 WD 02/073931 PCT/ S@2/ 00037 12 or, framework
for intelli geffF¥ameiniflpgratedion; the fel applicaion Kirpgsters iussad vsspiwi 1 ¢
content. To tfksib@RAUSEGsteh 3 ddshitleh drSher Bl BRARARS, HsnQkarhfle e types of

servers or server 5 resources: Master servers 402, USC servers 202, and-
DNS servel® (&R oftheWgb apmicationde és wwwapp.comy elhgdVel gpplication {92 bei ng on
separ at e physj cal ' i ﬁ[{% beld § E
application mﬁrre | s?gﬁgﬁ?o us%%ian Igss%% i 1eﬂ§§{egttar|~ Q?ﬁ%@st emis
descri bed i n apddRIeto wetainhkdwPlaialistbtthr distdbuiehUSK anytém, ThealistfiwtedRlL. of t he
Wb applicati 1 IS VWY Th b,applicaliqn n
registration @\Ilg? ﬁgst@%% NS plﬁlsl\/g%tie%s ﬁg%rs\é/\%s e r%gﬁug %gllte\?éei‘rr\e égﬁ%ﬁugﬁgma{%epl I cation
I D Web Application servers. The session begins with a new user 104 registering for

15  the first time with the Web application 106. The Web application 106 first detects

an appropriate USC server 202A that is closest to the new user 104 to create an

account for the new user 104, and Fig. 5, a data flow diagram, provides the

illustration for this process.

© 20 This process is carried out by redirecting the user 104 to a pre-specified URL,
being épp123456.xxx.yyyy.zzz.net in this instance, which is provided to the Web
application 106 upon registration to use the distributed USC system. The pre-
specified URL eventually hits intelligent DNS servers 502, which then direct the
requested URL to the appropriate USC servier 202A for responding. The
25  appropriate USC server 202A is one that responds quickest from the user’s
perspective. This is determined by a series of software agents, which are basically
a set of software routines, running in the USC servers 202 that measure the
. response relative to the user’s client machine 104 either directly, if possible, or
indirectly using the user’s ISP’s DNS server as aproxy. These software agents
30 send out packets of inform:aﬁon and measure the time taken for the ﬁSC SErvers
202 to connect to the user’s ISP’s DNS server, or measure the round-trip time
taken for a data packet to reach the ISP’s DNS server and back by using a ping
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identification enbedded in the URL:

15 d12345.zzz.net/user_register.api?application_id=123456&anid=john

with an optional password. This HTTP request then creates and allocates storage

space on the USC server 202A for the new user. The response HTML page

provided by the USC server 202A returns either a success or failure status for the.
© 20  HTTP request made by the Web application 106.

Fig. 6 is a flowchart iltustrating a file management session between. a user and the
Web application 106 once a user is registered. As the user performs a login to the
Web application 106 in step 602, the Web application 106 also performs a login at
25  the USC server 202A identified by sd12345.zzz.net, where the user’s storage space
account resides. In return, the Web application 106 obtans from the USC server
202A an encrypted session key such as a 128-bit key in step 604, which is used for

subsequent operations during the session.

30 Subsequently in step 606, as the user performs a file or folder opereitian, such as
creating a folder, the Web application 106 makes an API call with the encrypted




10 www. app. com newuser process. ht ml ?server =sd12345. zzz. net e W\
application 106 then nmakes an appropriate APl call to that11%§ét%r§?e\73P05202A
to create an account for the new user using a HTTP request: 15

d12345.zzz. netl|l user register.api ?application i d=123456&aui d=j ohn with an
optional pa¥@RPE»IThi s HTTP request then creates and al IFSdBCY 8% age
space on the USC server 202A for the new user. The response HTM. page

provi ded by the USC server 202A retukns either a success or failure status
for the. 20 HITP request nmade by the Wb application 106. Fig. 6 is a
flowchart illustrating a file managenent session between a user and the

Web appl i cat i sassia®Beydn e BSQsaayeri22 A dusitept @8del credls atfbldenforthe pesrbnr ns a | ogi n

to the Wb appli Lon 6 4.1 0 t b application 106 al so
perfornms a | ogzgysgéeﬁ‘?r%%'dg@lgénr%%%’%éﬁ?@gﬁt i fied by sdl12345.zzz. net,

where the user's storage space account resides. In return, the Wb

application 106 obtal fromt.he C.server . 202A, an, enc ted session key
such as a 128 bi tsﬁé@%ﬁzﬁzgﬁ,t&] d%ﬁ%'%‘lcgﬁqegsl@ﬁﬁ’? ‘F‘g‘}ldﬁrﬁﬁ%&i@@nt oper at i ons
during thessession. 30 Subsequently in step 606, as the user perforns a
file or folder, gperation, such as _creating a faolder, the Wb ?fggl I cation

106 rmakes an givilagy APLgallyare madeiedelstn falden Tonams filssyapvelilss; opgsyrRrih 73931

PCTI SC02/ 0003fcldd 818t ndfiadefiont Sinbilbs MS(ars B iany Rfkd 0 £hORIAAS 0 create
a folder for the user on he USC server 202A. In'this instance, the API

cal'l is: sdl 2648s sonienheSycheoatent tipieplrinchidss pholess ¥iden inaagesdorumerts
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user to indicate if the file or folder operation is successful or unsuccessful.

The distributed USC system provides a secure mechanism for user-specific content
15 tobe stored and retrieved by the Web application 106 and the like applications. As
' objects are typically large in byte size in relation to an entire HTML Web page in
which the objects are embedded, the distributed USC system helps speed up the

process of storing and refrieving the user-specific objects.

20  Similar API calls exist for file and folder manipﬁlation in relation to well-known
functions such ag rename, move, copy, download, upload, as well as an API call to
e-mail files. An API call also exists for the Web application 106 to obtain an entire
file system tree for each user. In addition, API calls exist for user account '

. management in relation to functions such as changing passwords, adjusting storage
25 allocation and bandwidth allocation for each user.

Fig. 7 is a data flow diagram which illustrates the interaction between distributed
USC system and the Web application 106 when responding to a HTTP request for
‘Web pages that contain user-specific content.

30
As described in the foregoing, the Web applicaﬁon 106 obtains a session key from
the USC server 202A afier a user-performs a login. Subsequently, as the user
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call back URL at the end of the APl call which the USC server 202A uses to
redirect the user back to the Wb application 106 once the upload is

co glrn! gt S(rjév ilgﬁgﬂym{ﬂmméﬂ @ loSreifibfe MRABwhRad flehk&%DraRshsfownl oad the
uploaded content directly from the USC server 202A. In this way, user-specific
content is uploaded and retrieved from the most optirium location, i.e. from the
USC server 202A closest to the user. Such content typically includes photos,

15 video, images, documents and the like objects.

API calls also exist to allow for sharing of files and folders among a number of
users. The Web application 106 may choose to allow the users to share files and
folders. When a user chooses to share a file or folder out to another user, the Web
20 application 106 simply makes an API call to add a shared resource, and specify the

identity of the recipient and the type of sharing privilege accorded, either a
download only, upload & download, or public access. The distributed USC system
then creates a sharing relationship for the shared resource by way of making an
entry into a shared resources table, and an entry is also made in a recipient account

25  to indicate that a recipient has access to a shared resource. The sharing
relationship also has limited access aftributes that may be used. These atiributes
include expiry dates and limitation of the number of access to shared resources,
On reaching the expiry dates, the sharing relationship expires and the shared
resource is no longer available to the recipient of a sharing relationship. ’

30 |
API calls also exist to allow for the Web application 106 to selectively replicate

user’s data either selectively or entirely to selected locations or all locations. The
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i'nto a shared setespthem stsaidnéaryacmbuaﬁbnmﬂest;nahmﬁseeenmwzt setsarpr eci pi ent
account 25 to |nd|c nt. has. S resource.
The sharing tr%sf’]értcf’ %caﬁp%gnﬁgsa% ’ﬁg @‘ ﬁlﬁrﬁ %‘ﬁ?@ at may be
used. Thesé ambértsmdémt is smiﬂéd,etheai@uibutedmseﬁsyﬂaﬂ récufsivielit travals@bwhhe nunber
of access to ghared resour egchin e expiry dates, the sharing
rel ati onship iﬂ?f#’ Ot Stqﬁ%%ﬂ?&t‘eﬁf é@ﬁg&@i&pgﬁﬁ@&ﬁ%ﬁ@ﬁp&%l lable to the
reci pi ent of M@hﬁhﬂ&meneérastac@mtu@mlsﬁot%&aﬁkdmg%@ﬁ@hoﬂo al l ow for
the Wb application 106 to selectively replicate _user data either

sel ectivel y oPrasats; T8 fisriguisd UsErsystem suigpatically ghecks for F%’é‘ﬁ‘tt%%a atThe 13
Sept ember  200%no\Woif) 8F S63233¢ @%ﬁ%’lﬁ@&%& QOZ\/ﬁQh@ﬂb%t'o?ﬁédeQHoé%t may

specify a priori'ty for the cation, indicating if the replication has
ur gent , 8 h gantﬁeﬁhmtplwnte@ﬁlq, yecawetdtcsmqnmmté@ @@@t@gpsﬂze@strtwﬁd sets up
t he user’ s se A202, sets up
resour ces for% %t)élg??%ﬁﬂﬂéﬂg%%tsqﬁ?ﬁ gﬁébﬁ)%nspeg?ﬁ‘%}eﬁhor the entire
content in the 5 user's account is specified, the di stributed USC system
recursively t r and sets
up all the obﬁg%gbgﬂcgg emilggFLgHgE gﬂmﬁm?wa’ ﬂ%ﬁﬁééf g%%%ﬁ?s to data
I S not i nterr sipiriag aﬂﬂn'eplirgtlbﬁt&x heapéd attharo provide for quicker access to shared

15 resources. Fig 8 illustrates how this system may be put to effective use. The Web

application 106 allows a user A 104A to share out an object to a recipient in
another location known as user B 104B, and allows user A 104A to choose whether
. to have that object replicated to a USC server 202B, which is user B’s 104B
storage site. The recipient, user B 104B, may then download the shared object
© 20 quickly as the object is located in the USC server 202B at the same location which
user B’s 104B. data is also stored. The distributed USC system also handles the
replication without intenupﬁn;g user B’s 104B access to the shared object, because
if at the time of access the replication of the shared object is not complete at the
USC server 202B, access is redirected back to the origin USC server 202A. Once
25 replication is completed, the distributed USC systemAautomatica]ly checks to see if
the shared object is replicated at the recipient USC server 202B and the object is
thereafier served from the recipient USC server 202B if replication is successfl.
In this way, user access is not interrupted, and in most cases, even enhanced by the
quicker downloads.
30
" The computer network architecture and framework by providing for replication
features provides the capability for the Web application 106 to be fauli-tolerant.




process. The distributed USC system automatically checks for, replic %
data at the point of access. If the replicated USC serveflgfﬁﬁ%bq%w oi nt

of access does not 10 contain the replicated file, because replication nmay
take sone t distributed USC system automati call i n back to

t he origin'*ﬂ@ygégéer 202A. The gl obal conputer network ﬁ?ﬁﬁ*?%@?ﬂﬁe or
framework allows for a system of sg?rlng and replication to be used
together to provide for quicker access to shared 15 resources. Fig 8

illustrates how this systemmay be put to effective use. The Wb
appllcat|0n16allo 104A to share, out a Q a recipient

a, user obj ect, t
in anot her éﬁfﬁp%‘%\imﬁ?’éé’m&g’é‘w éoiqygxgh%mngﬂﬂ}% I{’j‘@éﬁuz g¥4A to choose

whether to hﬁmsoﬂlﬁ@tcesgibﬂi@ﬁ&fds&%b@ﬁé &ﬂltén@dﬁ%: tU&@:ﬁ&dw&%t ayfadBulaphi ch is user
B's 104B stora%e site. reci pi ent, user y. then downl oad t he

shared obj ect b alncafkqnyf @g c?ﬂ@tmeéwyhgst%c@taé@h% r@ﬂi@afuw J&flver 202B at
the sane | oca # t

di stributed U%C?eisﬁ;\s@tg%t%ﬁa o%k%aﬁg%e %lsg?é%e@éﬁ%ﬁh%t&ﬁ%g%?u?mn ee?r upti-ng
~user B's 194Bdewess to the shared Obj ect, because if at the tine of
access the replication of the shared obj ect I's not conplete at the USC
server 202B, access is redirected back to the origin USC server 202A. Once
25 repli cati offhé eongaitnp hetverk artHitectoiesitr fiainevedt by§vidisg fomsizvingred i cal | y

checks to see | th har ed obhi. S I cate th UsC
cerver 2025 aialsaon Spfauio provdet e hpt i i 3 oitedton ottt ARLERN Usc
server 202B i fnddfivérg sdriios S&hsua&ﬁsﬁmﬁtabléfbrmbsemsthasmndmcess i s not
interrupted, and in nobst cases, enhanc i cker downl oads. -
30 The cpﬁ%ut%‘?mlﬂ??w 60550819.11&%1@9 aépgge %ﬁgﬁ%‘?&mﬂi}c%ﬁ Bi ng for
replication: amﬂwdasms%gamsmVﬁaﬁ@ﬁ tichobsé @Y hakvd Bocdés 3R PAricuat i on 106
to be fault- toI erant, Sept enber 2005 02/ 073931 PCTI SGO2100037 17

User - speci fic loggipne pith ﬂ%ta icatpdyon Albpfithese lagalions. Fyexamplgssofipes fahy

m ni m zi ng t Ngye b pte 1h1idafdd ¢ AP BEohS InthOholE BF mBHE For'shie neHeeNt due to a
shutdown at a particular hosting location if the content i's centrally

host ed. | n adebli¢atad in eatsiin logatiopnwhdre theanusic is popular. As a customer
15  purchases media through such a Web service, the Web service creates an account

' for the customer at a Jocation most appropriate to the customer and then shares out
the media to other users with either an expiry date or with limited number of
access, In this way, the Web service is able to harness from the computer network
architecture and sell electronic media such as music and sofiware with good

- 20 petformance in media delivery, especially since such media are relatively large in
byte size. Such Web services which benefit from the computer network
architecture, are able to provide a better service to customers, and at the same time
be able to control the distribution by ensuring only those customers who have
purchased the media are able to download from these locations.

25 .
By providing replication features, the computer network architecture or framework
provides a fauli-tolerance for user-specific content. Data for a user can be
replicated in more than one location, ensuring availability as well as improving '
delivery performance from various locations during downloads.

30

| In the foregoing manner, a computer network architecture or framework providing

a distributed USC system that allows for the storage, manipulation, and delivery of”




specific content ensures that user access is not interruptsq i f a hgﬁbhng
| ocati on goes 5 down. The conputer network architecture d y

providing for sharing and replication features al so provides the
capability,&grlﬁyggntrolled content distribution and delivery service.
Such a ser W& jitable for Wb services that conduct PE8SE8H#ce on

el ectronic nedia, for exanple, softwgre and nusic sales via downl oads. The
Wb service providers mght choose t@ have accounts on various |ocations
with data replicated on all of these |ocations. For exanple, software for

sale may be replicated in all | qcations_ in_the rld, or nusic for sale may
be replicated® qﬁ-sweff%oatem%sl@w@s é?@esewgnéiﬁeu_ PEHU . As a
custonmer 15 penBhiamess BRdeRribdl, RYdibpatésito dnyERIIHaH HeGes intiver MiRisser vi ce
creates an account for the customer at a | ocation nost appropriate to the

cust oner - and fiselasuse thetwmergus chapgesang{os mogdifisatinns may oe Made WHhQULt her an
expiry date Of ﬁ&ﬂ@&ﬁ&mg it thedfrbcifign. | N this way, the Wb service
is able to harrniess fromthe conputer networ architecture and sel

el ectroni cSnedi a such as nusic and software wi th good 20 perfornance in
medi a delivery, especially since such nedia are relatively large in byte
size. Such Web services which benefit fromthe conputer network
architecture, are able to provide a better service to custoners, and at the
sanme time be able to control the distribution by ensuring only those
custoners who have purchased the nedia are able to downl oad fromthese

| ocations. 25 By providing replication features, the conputer network
architecture or framework provides a fault-tolerance for user-specific
content. Data for a user can be replicated in nore than one |ocation,
ensuring availability as well as inproving delivery performance from
various | ocations during downl oads. 30 In the foregoi ng manner, -a conputer
network architecture or framework providing a distributed USC systemt hat
allows for the storage, manipulation, and delivery of 1 3 Septenber 2005 WO
02/ 073931 PCTI SG02/ 09037




18 user-specific content on a global scale is described. Al though a nunber
of enbodinents are described, it is apparent to one stalled in the art in
view of this disclosure that nunerous changes and/or nodifications my be
made wi thout departing fromthe scope and spirit of the invention. 13
Sept enber 2005 19 CLAIMS 1. A nethod for storing and ati®eméember 2005
.user-specific data in a client serverngconputer network, the nethod

conprisimngsteps of: a user performng, froma first conputer, a login
operatio first server in the network; determ ning, based on the

| ogi n operatian penf aidihsh by s@fAng SHid aa@bs@,md asatdpurifel dataeind bf Silenfonput er
I n the network e % in the network for  storing user-specific
dat a; théeﬂ@éf’o@BH%ﬁrHﬁt‘”q'ré'oth?ﬂﬁsth?‘? FRTPERRB PP ofhe first server in the

network, a requesbpetiormaihg! Rornnefinds 8bmBORE] 4 idyisl apaiatibR % LSHE! v
request bﬁ/ htw ;(econd server for storing of the user-specific data at the
second s Lt The nmethod as clainmed in claim1, wherein the first

server conpri E@ﬁérm&mgipl’@ésie@labh Qﬁesléﬁmebp@ﬁaﬁﬂﬁrﬁerﬁﬁﬁlea B\ettRE MseAtdrNaser ver
e user perform ng the |ogin operation

el emrent and..t he ri ses t

to the aE’;?f’ 'e%tquﬁe g.'é?tv%’rm tehthihe nghPrkng sespnd SRYSHnsibrvatwerke fRInt
perform s@riagUsbLEpédiy dat@per at [ ](c)n todt Be ﬂet erm nat :c on Zerver el erren';) g
based on the eration rforme t he user, or. determ ni ng, ase
on the locati h’f‘?ngrert é‘d'fnlgr g’?mg'g‘ﬁﬁrlﬁ?‘e@mﬂ’l‘!tﬁh@ thec st serveria the iedMerksar ver in
t he net wdue%ﬂtosﬁb@rthéﬁséhgpewdeﬂaecific data. 3. The nethod as clained in
claim 2, \/\/nereic[cillr tpe gﬁ)ﬁp i cat | on server elenment and the determ nation

CElNG

server el enenf® ERAUSHt R theePRerndosRiver of stoing ehihendssicineciig. The
met hod adafal fAithededdhdagdyvaine of clainms 1 to 3, further conprising

2, The method as claimed in claim 1, wherein the first server comprises
an application server element and a determination servér element and the method
comprises the user performing the login operation to the application server element,
and the application server element performing another login operation to the
determination server element based on the login operation performed by the user,
for determining, based on the location of the first computer in the network, the
second server in the network for storing the user-specific data.

3. The method as claimed in claim 2, wherein the application server
element and the determination server element are located on different computers in
the network.

4, The method as claimed in any one of claims 1 to 3, further comprising
the user or another user performing a login operation to the first server from a
second computer and sending a request relating to said 'user-speciﬁc data to the first
server,; redirecting the request to the second server based on the login operation
from the second computer; and conducting transactions relating to the user-specific
data directly between the second computer and the second server.

5. The method as claimed in claim 4, further comprising the steps of
replicating at least a portion of the user-specific data on a third server selected
based on a location of the second computer on the network, and redirecting

- requests relating to the user-specific data from the second computer to the third
server.




the user or another user performng a login operation to the first server
froma second conputer and sending a request relating to said
user-specific data to the first server; redirecting the request to the
second server based on the login operation fromthe second conputer; and
conducting transactions relating to the user-specific aveptember

bet ween the second conputer and the se@gond server. 5. The nethod as cl ai ned

in claim4, further, co i sing,the steps of replicatin | east portion
of the user-sBecit MbedannodaE damen i SR Any arpa cAmsyhison wieem Behi i on
of the setzpnof detepuingiy, baséd@nnetiowativn ofrtbe rfisti saputegin theopeiosk,r@kat i ng
to the usg -S ecifi.ct at a frgﬁthe.seﬁ%ond conmputer, to the.third server. 13
Sept enbe YT 1B NS REMALE Ky F1AUNG G, YRSITSPRCTES dRta CAMPTIRES B8P R8s 1 to
5, wher erespebtives regponbe dister betwery, theaksd ccmpatelrﬁma:t eath Qj‘lz éf Ipeurhlity saf ]
conputer _in. network, the second server in the networ or storing the
usg-speg??q'ggngtei‘seé%npri ses neasuring respective response tines between
the first conjut er Thadnethod as chaipkdrial tlhiyn & wiceraih daé eofsthievesrrdidate The

method as_claiyqed in claim6, wherein one of the candidate servers having

the shor PEIER Bk ibe SOHESTestidng tiia BiatemonET a8 Josac i aseTs. The

met hod as cl aBrmed iThe amgthade aef clainaédrsin lamy ohe wieglgins 1t tanB aaiteddld
server, are conduc

bet ween ol ter d_the . .seco ted i,n an
encrypt eggrﬁrsagnd '8% bé&r%%s\% t@# qo5qptg?lbz?rircﬂg1ea§%oggcsgg\gqr@e L?Q@?h—‘gﬁ%d’? flc data

I n a clientryptedmaannesonput er network, the system conprising: a first

server; a firgt co ter operated by . a user. for perform a | ogi.n
operation to é‘ne g}gg%s?ergero\r/es&or% aﬁgra?gﬁﬁpﬂguﬁfq’?gaﬁ'ggt%qﬁ 'Qt%%%'e"t’

user - speserveccatapatet pefiroek, fthe systemrocerprisingierein the first server

det er m nes, b%%?‘ii gn }_he | ogin operation perforned by the user and a

| ocation of tA&'Firer ‘conputer in the network, a second server for storing
t he user - specaffirst cagyter epéeratst by tahaseareigu @etfoiming he Igfrc opdragion torthé or

storing first server and for sending a request to store user-specific data to the first server;
wherein the first server determines, based on the login operation performed
by the user and a location of the first computer in the network, a second server for
storing the user-specific data; redirects the request to the second server for storing
of the user-specific data at the second server, and wherein a data upload to store
the user-specific data at the second server is conducted directly between the first
computer and the second server,

10. The system as claimed in claim 9, wherein the first server comprises

an application server element, and

a determination server element,

wherein the application server element receives the login operation by the
user and performs another login operation to the determination server element

. based on the login operation performed by the user for determining, based on the
location of the first computer in the network, the second server in the network for
storing the user-specific data.

11.  The system as claimed in claim 10, wherein the application server
element and the determination server element are located on different computers in
the network.

12. The system as claimed in any one of claims 9 to 11, further
comprising a second computer operated by the user or another user for performing




of the user-specific data at the second server, and wherein a data upl oad
to store the user-specific data at the second server is conducted directly
between the first conputer and the second server. 10. The system as
claimed in claim9, wherein the first server conprises _an aplﬁil i cation
server elenent, and a deternination server elenent, whel&PEPIEREELENS cation
server elenent receives the |ogin operzdtion by the user and perforns

anot her |_ogi ' 0 ' ' server el ement sed on the
091 nopdy et SRafn 0 uleP i Bplveh S BEb Rl B peleg Ao R e

| ocat i on specifihdata tosthedosipsareer; whetdin the tfivad slerver redissd tite syuest td thet he

net work f ] r=speci fi . syst.em a | aired in
Cl ai m 10, op b Padedtor TRl SR Bk o i e Secohd oSl el on
server elfr@nemissions retatingdd the udef-§peaifitt datargrateenducted difeetly betwrdn thd2. The
system a i i I%”? |aj 9 to 11, further conprising a
second c%ﬁ%%’?degaﬂ%grea edt y%cﬁédﬁg@re?ir anot her user for performng 13

Sept enber 2009321 Taelsygiem apetannediin cairm e, fnhesdin diee Wiest sanar ffacilitaimsdi ng a
request r i e | f1 L. 1o the first server. rein
the fi rStr&ggrra{\@?Ot ghlte?‘ E‘EF ?‘{rﬂ%ﬂi%egergs %te? 'ltnié da&%g’gn%l tré'Féﬂr §%W653§|8\§{%§n t he

| ogi n opbesed on & looatiarhef the sendnd comptiter onahd neheorkj and redirests sgjuesis

rel ating ; = SRECId | C ' t t he
econd ofnaidf HEgkeLEREAd Cort@ichoRt he QR LSRRI N RSB 1 ol ai m
12, wherein tRA4. fiTbe systeveas tlaiméd inatlain amephe obtlaioms Dto 48, wieeretn theporti on

of the uggk- i1 I r I e n.a logation
of the secgrﬁﬂgegnﬁﬁ%_selgé%ﬁre?%e&\ﬁépje V\ér??(r,&’%aﬁrﬁé? Zr%t\&%%fgh? gﬁﬁegqrgputprelag ing to
t he user eagleef fa plucalitt efcandidatet $mrverecdurihgedetpurining thet becdnidi setveeforer . 14,
The systgfghﬁﬁ #5d ﬂéé’&g)eici?icga‘f’%m any one of clainms 9 to 13, wherein the
first server neasures respeciive response tines between the first conputer
and each of #5pl ufb¢i systeh esndlaimed serclains tyr wheralet trenifiisthgettee second
server f@liermines the one of the candidate servers having the shortest response time as

the second server.

16. The system as claimed in any one of claims 9 to 15, wherein the
‘system is arranged such that transactions between the first computer and the

second server are conducted in an encrypted manner.




storing the user-specific data 15. The system as clained i laim1
wherein the first server determ nes the one of the candi &§t§éepzeé%eeff2§)°5

having the shortest response tine as the second server. 16. The system as
claimed in any one of clainms 9 to 15, wherein the systemis arranged such
that transactions between the first conmputer and the second server are
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[err] [err] Abstract: A systemfor storing and retriewﬁa%f?&"[' épﬁlc

content in a client-server conputer network (102) according to a conputer
network architecture is described. The system conprises neans for sending,
froma first conputer (104), a request relati I fi ent
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whi ch i s ggRagaphi cally proximal to the L[5t soRPMlGL: aeldiGs s 813 20
CONPI i SeS—NBakSerkdidnal se@BigheCt i NQ, by thearﬁ@f;@s@dcﬁﬁﬁm ;@menf h inl O

the third conputer, and neans for provi dhlﬂkqf@cthmMGaz&@ntent
transaction between the first and third conput ers.




