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NULTI PLE ACCESS CODI NG USI NG BENT SEQUENCES FOR MOBI LE RADI O
COVMUNI CATI ONS BACKGROUND

This application relates to spread-spectrumnultiple access 5 (SSMR), or
code-division nultiple access (CDVMA), communi cation techniques in

radi o tel ephone systens. More particularly, this application relates to a
CDIVA comuni cati on systemin which §1c_r_anbl e masks are used in

di sti ngui shing and protecting inforration signals.

In a conventional code division nmultiplexing (COM or CDVA 10 system an

i nformati on sequence to éS %éﬁmédUSﬁﬁG into a
| onger sequence by %%;@?’ %Y ?L ead| ng
sequence. As a resul Q nce are

represented by a sequence of N "chip" val ues. For
exanple, at a transmtter, a binary infornation synbol b (+1) 15 can be
spread by nultiplying b with a spreBAGRKGROIENPe x: for exanple, the
spreadi ng sequence x mght be + 1, -1, + 1, -1, consisting of four binary
chips. In essence, the spreadi ng process replaces each binary information

symbol with a four-chip s applicatien sdlates tol spredd-spectium-rultipRiactess + 1, and

-1, +1, -1, +1 when b =-1. In this process called "direct spreading", each
5 (SSMA), or cod&dmsxon multiple access (CDMA), communication techniques in

radio telephone systems. More particularly, this application relates to a CDMA
. communication system in which scramble masks are used in distinguishing and
protecting information signals.
" In a conventional code division multiplexing (CDM) or CDMA
10 system, an information sequence to be communicated is spread, or mapped, into
a longer sequence 'by combining the information sequence with a spreading
sequence. As a result, one or more bits of the information sequence are
represented by a sequence of N "chip” values.
For example, at a transmitter, a binary information symbol b (1)
15  can be spread by multiplying b with a spreading sequence x; for example, the
spreading sequence x might be +1, —1, +1, ~1, consisting of four binary
chips. In essence, the spr&ading process replaces each binary information
symbol with a four-chip spread symbol: +1, —1, +1, —1 when b = +1; and
-1, +1, ;-1, +1 when b = ~1. In this process called "direct spreading”, each
20  spread symbol is eSsentially the product of an information symbol and the
_spreading sequence.

" Ina second'form of spreading called "indirect spreading", the
different possible information symbols are replaced by different, not necessarily
related, spreading sequences. Such mapping from information symbol to spread
25  symbol can be viewed as a form of block coding. In the general case, a single

M-ary information symbol; i.e., a symbol that can take on any of M possible



20 spread synbol is essentially the product of an information synbol and
t he woRided Ny sequence. : In a secghfh {)fﬁz@f
spreading called "indirect spreading", the di fferent pOsSSI

i nformati on synbols are replaced by different, not necessarily

rel at ed, spreadi ng sequences. Such mapping frominformation synbol to
spread 25 synbol can be viewed as a formof block coding. In the general

case, a single Mary information synbol, i.e., a synbol that can take
on any of M possible WD 96/ 05668 2
PCT/ US95/ 10229 -2-

The " 1 CORRER, I maerto et mRebRRA SHERR. Sin R oty Sall e °7°¢

+
1, -1, and symbol bire 4} hight be replaced dlytthbsequenteaked by, Hie -SBqu-Qnﬁﬂdy =+
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n advant age of , such s iing is that information frog
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10 which gives:

dm) = b b’@-1)
where * denotes complex conjugate Also, it will be understood that the
mformatmn symbols described above may be produced by precedmg stages of
channel coding and/or spreading.
15 - An advantage of such spreadmg is that information from many
sources can be transmitted at the same txme in the same frequency band,
provided the spreading sequences used to represent the different sources’
information sequences do not interfere with one another too much. In effect, the
, different spreading sequences._correspond to different communicatio.n' "channels".
20 - In general, there are 2" possible binary spreqding sequences of
length N chips, which results in a very large number of possible CDMA
channels. This pmpeﬁy of a CDMA system is sometimes called "soft capacity"
because the number of channels is not restricted to' N, as it would be in a
* frequency-division multiple access (FDMA) or a time-division multiple access
25 ('I'DMA) system of the same bandwidth and data '_rate_.- Various aspects of
conventional CDMA communications are described in K. Gilhousen et al., "On
the Capacity of a Cellular CDMA System,” IEEE Trans, Veh. Technol. vol. 40,
pp. 303-312 (May 1991). |
Obtaining this CDMA advantage, however, requires a performance

30 tradeoff. To minimize interference among the channels due to their overlap in



sources can be transmtted at the sane tine in the same frequency band,
provi ded t%&mdi ng sequences used to represent the di ffeﬂ(ﬁ?ﬂsﬁﬂﬁﬁﬁes

i of or mat i on sequences do not interfere with one another too nic

effect, the di fferent spreading sequences correspond to different
comuni cati on "channel s". 20 In general, there are 2[err]
possi bl e binary spreadi ng sequences of | ength N chips, which results
in a very |large nunber of possible CDVA channels. This property of a
CDVA systemis sonetinmes called "soft capacjty” because the nunber of
channels is not restricted to N, as it would be in a

Léigiin‘z’éf " oS B el s Stsnd Shuleaf (o Tutine '@%%{%us
& housen et _al m“gf"""“““’a“’mftﬁl@e ' ﬂ%‘“ I A N

Trans. Veh. Tec¥fBgnces gust b zero. Oplpmarycmmeq mprﬂmmal if they differ in

Obtaining this gg%\; / BB
tradeoff. To minim g‘i\!?{?‘tg?’??}e@pﬂce aﬁgﬂngfhe C annel S H o&%'he# overl ap

in WO 96/ Ogrtifdgonal spreading sequences of length N. This severely limits the number of
PCT/ US95/ 10229

ti me and frequeGWAtm%‘ﬁ’é’% ?é'ﬂﬁ@&(?é@?‘ﬁ?ﬂi‘“&ﬁ@“ﬁ@ems‘!ﬂ‘?aﬁr@ﬁs)

must be nut ual | o] I I CQZLd' ng
sequences nust %aggéyr]o.m for nar@é&z sggt%?gs&'grcg%oﬁ @‘g?ﬁ"’t@’ﬁ@y ffer
in exact that meﬂdmai' tognfher hieadingita higher interfexejceOn t he ot her hand, '
there are only N . orthogopal ,spreadi n ences, of th N. This
severely linits the nunbefs 89@3 ole, gﬁa“ﬁ% “éz"g\}g?tlsgﬁ?aﬂ’gr%um ng or

el i m nat i ngo COMAfdragbh isequeHEd by eomBining it with one of a set of orthogonal spreading

sequences is similar to the common process of block coding. In many

communication systems, the information sequence to be communicated is so
coded for correcting errors. In orthogonal block coding, a number M of
information bits are converted to one of 2M 2M -bit orthogonal codewords.

15  Decoding such an orthogonal codeword involves correlating it with all members
of the set of N=2M codewords. The binary index of the codeword giving the
highest correlatlon yields the desired information.

For example, if the correlations of a received 16-bit codeword
with each of the set of sixteen orthogonal 16-bit codewords having indices 0-15

20  produce the highest correlation on the tenth codeword, the underlying
information signal is the 4-bit binary codeword 1010 (which is the integer ten in
decimal notation). S’uéh a code is called a [16,4] orthogonal block code. By
inverting all of the bits of the codewords, one further bit of information may be

' cbriveyed per codeword. This type of coding is known as bi-orthogonal block

25  coding. |

o A significant feature of such coding is that simultaneous
correlation with all the orthogonal block codewords in a set may be performed
efficiently by means of a Fést Walsh Transform (FWT) device. In the case of a
[128,7] block code, for example, 128 input signal samples are transformed into a
30 128-point Walsh spectrum in which each point in the spectrum represents the



capacity. Also, for high-capacity systens, the channels nust be re-used in
cells woosnokbsst are closer together, |eading to higher igmtgsdosiigise.

As noted above, it may be recogni zed that spreading an 10 i nfornmation
sequence by conmbining it with one of a set of orthogonal spreading
sequences is sim-lar to the common process of block coding. In many
communi cation systens, the information sequence to be communicated is so
coded for correcting errors. |In orthogonal block coding, a nunber M of
information bits are converted to one ofg2[err] 2[err]-bit orthogonal
codewords. 15 Decodi ng such an orthogonal codeword involves correl ati ng

it with al |l vERESS fe correlatiBh dfmeﬁ@htﬁ&nﬂ'%aﬁ@f*]wmmﬁ gﬁ@dﬂ"
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_ SUMMARY .
~Applicants have found that it is not necessary for all users to
employ all of a set of orthogonal error correction codewords. Instead, it is an
object of Applicants’ invention to improve the capacity of a CDMA system by
15  assigning each user a small number of the codewords and using scramble masks
that have selected properties. | |
It is another object of this invention to provide a cellular
- communication system having an extended number of channels available in each
- cell. . L _ _ . _ _
20 It is a further object of this invention to provide a cé__llular
communication system in which interference between cells is reduced.
These and other objects and advantages are achieved in one aspect
- of Applicants’ invention by a transmitter in a system for communicatinga
sequence of information symbols that includes means for spreading each
25  information symbol with a respective spreading sequence to form a sequence of
spread symbols. The spreading sequences are selected from a set of spreading
sequences that are mutually orthogonal or bi-orthogonal.
The transmitter also includes means for scrambling each spread

- symbol with a common scramble mask to produce a sequence of scrambled

N
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-4- value of the correlation of the input signal sanples wth one of

t he codewogdrosioRess the set. A suitable FW processor is ﬁ[eﬁﬁg in
atl owed U.S. Patent Application No. 071735,805 filed July Zﬂg}?ﬁ%ggl,

which is incorporated here by reference. 5 As not ed
above, the typical CDVA system spreads an information sequence into
bl ock error correction codewords, and then conbi nes the bl ock

codewords with a code sequence that is unique to each user. In the system
described in Applicants' U. S. Patent Application No. 07/866,865 the bl ock
codewords are conbined with a scranble nmask’that does not further spread

the 10 I nfor ' s

SUMVARY "Bl SRAHEAShor transmising the sequence,of porambled, symbols quet 2.
for all users temmunicatividhasnel ITHef commen serhmble! Magkoiakletted From @rsee6f i on
codewords. Instead, it is an, obj ect .of Applicants' invention to

i nprove the capwamqle@w&smgpémrbsﬂ@@pﬁ spgelation propettiser a smal |
nunber of the codewords aﬁdanﬁﬁiepgfﬁlﬁfsagﬁéﬁﬁ@@‘ﬁ?ven ion ﬁl?q}mm&&r%el ect ed

properti es. _ _ er object of this 1nvention to
provi de a c®l | uipreading meansanay spread eavh informatiod aymbg) afra plutalityl ofl sequetices of
channel s avail able.in each .cell. 20, ] It is further
‘obj ect of this $HPETMaBAn Fﬂ“‘b‘?lﬁ\?‘f‘ﬁ‘ea Iespeqtive| spreading sequense to, form a plurality; o m
in which interf p\ﬁﬁ&&: i S ; These
and ot her obj ecﬁéggﬁlcgﬁéa tage?'gl?oé*'amlsg{:/% iﬂg%egnséghggcsgambleseag

Appl i cants' i nvspneadosynibpl in eachrsequence of ispread symbelswith a cespectiviecaimman a
sequence of information nbol s that includes nmeans.for reading each 25

i nf or mati on synﬁﬁmﬁmfﬂf‘sgx? 85?5@‘8? P\F@“@B&eﬁpﬁeﬂﬁe@gﬁﬂgﬁg@mﬁ@dfﬁwg' s@a‘hence
of . sSpoeadriéiirshenl HR1udRS ﬁﬁdﬁ@&r%ﬁi&ﬂﬁ%%@ﬂﬁrﬁﬁ 8f s@flende8dfa set of
spr eadi ng _ sequences that are nutually orthogonal “or bi-orthogonal.
The transmitt erscedmbled syphbele o farama sequeneeoheambined scrambledrsymbols, whichsisnbol

Wth a conmon SeLARS B ind GnRhQiESofonaRbence of seranbl ed

The transmitter’s spreading means and scrambling means can be
combined into a means for spreading and scrambling each information symbol
1S with a respective effective spreading sequence to form a sequence of scrambled
spread symbols. The effective spreading sequences are selected from a set of
effective spreading sequences, pairs of the effective spreading sequences either.
being mutually orthogonal. or bi-orthogonal or having optimal or semi-optimal
correlation properties. The scrambled spread symbols are transmitted over the
20  communication channel.
The transmitter may also include means for converting the
sequence of informatioﬁ symbols into a sequence of blocks of binary digits, and
" means for generating first pseudorandom numbers and a second pseudorandom
" number. Each first pseudorandom number is associated with a respective block
25  of digits. The transmitter then has means for combining the first pseudorandom
numbers with the respective blocks to generate a sequence of enciphered
symbols, and means for offsetting the second pseudorandom number to form a
scramble mask index. The spi‘eading means spreads each enciphered symbol
with a respective spreading sequence to form the sequence of spread symbols; the

30  scrambling means scrambles each spread symbol with the common scramble
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synbol ga/a(:,:]% magns for transmtting the sequence of scranb]l,ce'rénss”'n%n?s over a
.communi cati on channel. The common scranble mask is sel ected from a set of
scranbl e masks having optimal or sem -optinmal correlation properties.

.I'n anot her aspect of Applicants' invention, the transmtter's 5

spreadi ng neans nay spread each |nforrrat|on synbol of a plurality of
sequences of information synbols wth a respective spreadi ng ‘sequence
to forma plurali ty of sequences of spread synbols. .The scranbling

Cynbol s v t AR ERAFRGNe soquenod Bf ERmaKT s0pl EREMNSMRIE R 8772,

of sequencesseletteti basedhor thesseramble maskendék. transnmitter then i ncl udes neans
for conbining the plurality of sequences of scranbl ed symbols to form
a sequence of combi nedNsAcFaRIaNGE Witl another aspact Qf Applicants’ inveplithia t ed over

‘e communi Bkt 5183t for communicatng sequences dF rbdABH sBis® SPT eading

means and scra ans can Into a ne or spreadi ng
and scr @bl iingludescineansffor receiving ayminpbsitbfsigna&vincﬂucﬁng a phueralifyvaf @é&tm:llyi ve

spreadi ng se nce to forma se nce 0 spre nbol S.
The ot f oot § VEVETRRAg SoayebdRs f TBERA o serabled dnfBamaicn, sumbls.” e Tece

effective smwﬂbmww 'fiﬁ%iesd?@thﬁ %’ihetd%ﬁlp%&ft@ﬁghﬂewﬁpﬁ%éﬂiﬂ%% Afasiiences
ei t her bei ng nmutually orthogona ort hogonal or having opti nal

or seni - opt iselected from acsst oEscramble masksdwaving optimad osacmﬁbptuudsqmmlamsynbol S
are transmtted er the 20 comuni cati on channel .
The transm tHr "ﬁﬁfv al so include neans for converting the

10 - The descrambling means produces a sequence of descrambled
- symbols that is despread by a despreading means using spreading sequences, and
the despreading means includes means for correlating at least one shift of each
descrambled syﬁbol with at least one of the spreading sequences. The
despreading means produces at least one correlation value for each descrambled
15  symbol using the spreading sequences, which are mutually orthogonal or bi-
orthogonal. A processor manipulates the correlation values to detect at least one
sequence of information symbols _

In another aspect of Applicants’ invention, the receiver’s
descrambling means produces a plurality of sequences of descrambled symbols,

20  each sequence of descrambled symbols corresponding to a respective sequence of
information symbols. The despreading means then produces at least one
correlation value from each descrambled symbol by correlating at least one shift

| of each descrambled symbol with at least one respective spreading sequence.
" The processing means processes the correlation values to detect the plurality of

25 sequences of information symbols. ,

The' receiver's descrambling means and despreading means can be
combined into means for descrambling and despreadi_hg the composite signal with
an effective spreading sequence that is selected from a set of effective spreading
sequences. Pairs of the effective spreading sequences either have optimal or

30  semi-optimal correlation properties or are mutually orthogonal or bi-orthogonal.

L
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sequence of information synbols into a sequence of blocks of binary digits,
and Wiidkiosbsy oenerating first pseudorandom nunbers a _
pseudor andom nunber. Each first pseudorandom numnber i%@%{ig{%d
with a respective block 25 of digits. The transmitter then has neans for
conbi ning the first -pseudorandom nunbers with the respective bl ocks
to generate a sequence of enciphered synbol s, and neans for
of fsetting the second pseudorandom nunber to form a scranbl e mask

i ndex. The spreadi ng nmeans spreads each encjphered synbol with a
%

respective spreadi ng sequence to formthe S€quence of spread synbols; the

30 escrantling means scr bl es GAlly WioitudY Highs ir' dinbdiing S WRMERE" 2T ©
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mask to produce the sequence of scranbled synbols; and the scranble nmask is

sel ect ed based Bask fremsibe setoefoscramble imasks having optimal or semi-optimal cegzelation
accordance w t BE" ThERHE &Ecrﬁﬂmdgf g@ﬂlﬁsn?é esile ﬁﬁglg?sslte %étﬁf WhthS"

in a system for® comuni catihg sequence ormation s

i ncl Udelsl mefins theselected isvrambpleamaskroprodace thgsequenoe bf descgambled symbols.yamf

spectrally - over | gppi ng sequences of spread, scranbled information

S nbol o The r e PRCSINE melas BROFIES the COTRIAARG VELIES 40 Steck AL IFHIHOR

conposite sign | : I - nbl e
aéeqﬁ\érfcﬁ o eﬁ&gﬁ&% ‘?nﬂ?tﬁgtlon slyé?bo‘fﬁ Nicahiél fér' %&igg&eeﬁﬁ#r t gés)lfea%gfn@

masks having opti'mal or sem -optinmal cor at1on
The descr anbl i ndgtentethseqpenpe Lof enciphered ipformatidn sigstolantihgd pseudoramdpnbol s

e e et o e esL e R0 5o aBh B R PERDES, o
each 10 In other aspects of Applicants’ invention, several methods of
transmitting a sequence of information symbols and several methods of detecting
information symbols are provided. For example, a transmitting method includes
the steps of spreading each information symbol with a respective spreading
sequence, scrambling each spread symbol with a common scramble mask, and
15  transmitting the sequence of scrambled symbols over a communication channel.
An exemplary detecting method includes the steps of receiving a composite signal
that has a plurality of spectrally oveﬂapping sequences of spread, scrambled
information symbols; descrambling the composite signal with a scramble mask
selected from a set of scramble masks having optimal or semi-optimal correlation
20  properties; despreading the descrambled symbols using spreading sequences; and
processing signals produced by the despreading step to detect at least one

sequence of informa'tidn'symbols.

BRIEF DESCRIPTION OF THE DRAWINGS
The features and advantages of the Applicants’ invention will be
25  understood by reading the description in conjunction with the drawings, in
which: '
Fig. 1 is a generalized schematic showing a spread spectrum

communications system in accordance with Applicants’ invention,



descranbl ed synbol wth at | east one of the spreading sequences. The
desprea s produces at |east one correl ation val ue Eﬁ &%ﬁ
descraanlvgg @Q synbol using the spreadi ng sequences, whiC ;Usﬁg ual l'y
ort hogonal or bi- ort hogonal . A processor nani pul ates the correl ation
val ues to detect at |east one sequence of information synbol s.

I n anot her "aspect of Applicants' invention, the receiver's

descranbl i ng means produces a plurality of sequences of descranbl ed
synbol s, 20 each sequence of descranblgd synbol s corresponding to a
respecti ve sequence of i nfformati on“synbol s. The despreadi ng nmeans

t hen produces at | east %nqA is.a e&%{fﬁ#%ﬁ&&"\é%?&'gﬁ%?%ﬁf 3 cr anbl ed

synbol by correlating at® |'éast” ®ne s ed synbol

wi th at | eastommanicatignsclystem usingeeffective Sprpading sequences inTdeeordanseewithng neans
‘processes th correlatlon val ues to detect the plurallty of 25 sequences
of informati ention; The receiver's descranbllng

nmeans and despreadl ng Qp‘{s&itﬂ B
descranbl i ng and desprggg?ﬁm%ﬁg&g%lr?pglsoflt(e | gngfli Wsﬁ Fimay B n sP%ct ive
spreadi n§ setpimplementaneiof theepreferesti émbodimeststof Gipplicamts’t inventixm; ead| ng

sequences. Pairs of thg. effectiyv readl uences £i t her, have, opti nal
or 30 seni-optiml chi& S8 QAc %a Eg“‘?fﬁ e IeEeIVer i Aceordanee Wit nal or

bi - or t hogonah gnlicants’ meg§6,95668
~ PCT/ US95/ 10228 -7-

The recei ver may al so Figc4uda fypetinnal blocgdmn iofi@ systsmr thabmay be used nask

sk T rom 1 e TR Pl SRRl G B ol RBPUGHN Tl "™ ° @

correl aoon ' Fig. 5 is a generalized block diagram of another embodiment of a

IJ

transmitter for a spread spectrum communications system in accordance with
~ Applicants’ invention;

Fig. 6 is a block diagram lllustratmg an alternative embodiment of
the transmitter illustrated in Fig. 5; ) N

15 Fig. 7 is a block diagram of an alternative arrangement for the
transmitter illustrated in Fig. 6; '

Fig. 8 is a generalized block dlagram of another embodiment of a
receiver for a spread spectrum communications system in accordance with
Applicants’ invention; _ _

20 - Fig. 9 is a block diagram illustrating an alternative embodiment of
the receiver illustrated in Fig. §; and _ |

Fig. 10 is a block diagram of an alternative anangement for the

receiver illustrated in Fig. 9.

DETAILED DESCRIPTION
25 ~ Applicants’ invention is useful for both direct and indirect
spreading. In accordance with one aspect, each of an entire set of orthogonal or
bi-orthogonal Walsh-Hadamard codewords is not used. to encode, or spread, a
plurality of*information bits to be sent by each user. Instead, only a few of the

set of codewords, ‘or spreading sequences, are assigned to each user, and each

R J



p?operties. Then, the descranbling nmeans descranbl es the conposite signal
with 5 wge%ﬁ,g*@ct ed scranmbl e nmask to produce the sequencediydsRigse! ed
a

synbol s, t he processi ng neans processes the correlatlon val ues to
detect at | east one sequence of enciphered information synbols. Means
for deci phering at |-east one det ect ed sequence of enci phered '

I nformati on synbol s using a pseudorandom nunber associated with the -
respective information synbols is also provided. 10 - : In

other aspects of Applicants' invention, seyeral nethods of
transmtting a sequence of information sy oI s and several nethods of

det ecting 0,

transmtting neY‘hﬂél &r@?ﬂ@&rémﬁﬁnéﬁ% eps %Qgprgéoéiﬁéh&rgga&ﬁ %chrra i on
synbol with a codewutts uecoding aolthegvalue of thednfotmation mnbuiblﬁmgexamplh apr ead

synmbol with a conmon scranble mask, and 15 transmtti n%et he sequence of

scr anbl ed synbsp@ewnrérana 15 hirenthogenal sﬂummway be assigngg o gachonryand
detecting net h | e ite signal
that has a plur afl ty of s&tnﬂgd%%ly over gg#e\rég seé?gnceg of spread,

scranbled 5§ i nf or mat ﬂmlgemgraﬁ;mhesmfotmmrsbdlumgs cdsmxsmoﬁ)hbmtyanﬁorglaa'bnvm th
a scranbl e mas sel ect ed f m a set SCI, &&e S h%i ng opti mal
or seni-opti nalsy‘EB?lFé? that Gan serh ?BB@PFPé @Fé’ anmbl ed

symbol s usi ng $bRAG N BEHEE "M SO eW%i’dsareseleE(e&%o’iﬁWse’i'o@%?& godnged by

t he despreading step to detect at |east one sequence OI’ITB.tIOI’l
synbol s. assigned to each user. For a mﬁﬁnﬁﬁmﬁwnm@: twoief mﬂ/\bﬁlﬁhary
The. f eatures and, advant ages. of | i cant nv ntlon will. be 25

under st ood by FRIYI S?‘P‘Fe“&‘é&%ﬂ ﬁpsF‘h a&‘ ’[‘° ADRLUSEF § HfoFMalifngs, in

whi ch: 10 sequence. is replacdd By oﬂe bfth &Ré}eéﬁhé Z81ected 6dBvWdrds adtording ¢t
spread spectrum communi cati ons systemin accordance with ApplTcants'
i nventi on; the value of the information bit.

For each user, the assigned codewords are then combined with a
scramble mask assigned to several users to form the signature sequences that are
transmitted. For binary sequences, the combinations are formed by modulo-2

1S  addition. The assigned scramble mask, which has the same iength as the
' assigned codewords, is selected from a set of scramble masks having optimal or
semi-optimal properties as described below. In accordance with Applicants’
invention, the set of scramble masks is designed as described in Applicants’ U.S.
Patent Application No. 07/866,865 to regulate the cross-correlation of any
20  orthogonal codeword masked by a first scramble mask with any orthogonal
. codeword masked by any other scramble mask.

In practice, the codeword and the scramble mask can be pre-

combined to form an effective spreading or signature sequence. Thus, at the
"transmitter, separate spreading and scrambling operations may be combined into

25  asingle spreading operation using the effective spreading sequences. Similarly,
at the receiver, separate descrambling and despreading operations may be
combined into a single despreading operation.

Since the length of the scramble mask is the same as the length of
the codeword, it will be understood that converting the information symbol to the

30 codeword does all the spreading when separate spreading and scrambling
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Fig. 1Ag"|€'ég§ general i zed schematic showing a spread spect rwswmﬁg

comuni cati ons system usi ng effective spreadi ng sequences in accordance
wth Applicants' invention; Fig. 2is a
functional block diagramof a systemthat may be used 5 to i nplenent one
of the preferred enbodi nents of Applicants' invention;

Fig. 3 is a block diragram of anot her recled ver in accordance with .
Applicants' invention; Fig. 4 is a functional block

0 2012 SRRl 4588 s s SR B 7
i s a general jgoef & efféctive 3pfeading seqRatd @.e.c aleRinB cofewdrd), then geansm tter

for a spread spect rum communi cafi ons systemin accordance with
Appl i cants' sproading isdone by the effective spreading saqyencs. i s a bl ock di agram

et raling an af o et B cn AR e 0

arrangemgnt Appli¢anes’ U.S. PatentAppli¢ation Nd.|07#866865] SeveralGsetstof effective
Fig. 8 is a generalized bl ock diagram of another enbodinent of a

recei ver f or SRfeasing sequences can be gsRerated dzem @n-origjnal st of Napeedingnce with
il FL;??QE ;Sngkégng&ﬁer nat | Vgrdeshb%éw ma¥ onh%hgnalt%ﬁg&-roece#%?’ t|§yl ?ggﬂnat ed in
Fig. 5; and scrambling each sequence in Ehegonglﬁall set withleack ofl swalyr @ setaff sanmble
%E,—i{ EEtDI \[/)ES%%? sr,]twéhoscramgle mask ge rxlgr%?esveraddlléo%ai sr;eét‘to‘laE Ian@ twe ‘
10  spreading sequences. Since each user would be assigned at least two effective
spreading sequences (for binary information symbols), these additional sets can
- be used for expanding the number of channels in a cell, i.e., incfeasing capacity,
and different cells can use different ones of the additional sets, controlling inter-
cell interference. _ _
15 The scramble masks preferably are members of an "ideal" set of
scramble masks having "6ptima1" properties as described in Applicants’ U.S.
Patent Application No. 07/866,865. A set of binary scramble masks is an ideal
set when the modulo-2 sum of any two masks in the set is a "bent" sequence.
Applicants’ system employing such scramble masks avoids the
20  disadvantages of a conventional orthogonal CDMA system. First, it can recover
lost "soft capacity”, viz., increase the number of channels in a cell from N
spreading sequences to kN spreading sequences, by scrambling the original N
orthogonal spreading sequences with each of k different scramble masks.
. Second, Applicants’ system can minimize interference between cells by having
25  nearby base stations use different scramble masks for generating spreading
sequences used in the cells. These scramble masks can be re-used by other base
stations separated by suitable distances, in a manner similar to frequency reuse in
FDMA cellular systems. - In this way, Applicants’ CDMA system may use code
planning instead of frequency planning. It will be understood that in this |

30  description the term "cell” means an area illuminated by one or more antennas.



25 Applicants' invention is useful for both direct and

I ndi rect adi ng. I n accordance with one aspect, eaqﬂngﬁ tire
set of ortﬁgﬁgna| or bi - ort hogonal Wal sh- Hadamard codemord% |§ﬁ%ot
used. to encode, or spread, a plurality of information bits to be
sent by each user. I'nstead, only a few of the set of codewords, or
spreadi ng sequences, are assigned to each user, and each WO 96/ 05668
PCT/ US95/ 10229 - 9-

synbol of that user's binary information sgguence is replaced by one the
sel ected . codewords according to the Value of the information synbol.

For exanple, a code .part may be
assi gned to each user, Bgscﬁﬂgqmtipﬁgiﬁaﬁ %ﬂfgéﬁg%é&? syst em t hat
uses direct sprNaddmg66 855 ideal scramble masks hdvinggggﬁhwcortemmn Propeitiés are

sequence consi sts of Mary I nformation | s mthat can each take
on one of M poﬁﬂlblp@s% hen the)seqyenog: angtthsanwmcmwlmwg@adévm the,

codevor ds. ar e, saheragh bf AR B Sndlr OSudhWRIRIE AR resut in RSN Ughls 2"

user. For a bin or nat’i on ‘segquence a se nar
codewords a5 e ahat igavech flat Walsh sp&mum aApphicants’ J.S. PatenhApp hcanbns

ATy NN G ek A
For each user, rhﬁk‘ftsf]ﬁgi QWh&Pﬁg}ﬁPBﬂﬁu@thOt%?Bfmg'@d&%’c%B

scranbl e mask assigned to sever sers ormt sl ghature sequences
that are transmit t eWhedrd¥ iskrnnacidypovezyofitwes it is met possibleta camstructrthe

o e by 100U G2 sl Sl ot B S SRRy 1o e
scrambl e npgks dopéldié RPhbgsMtude’to all N Walsh-Hadamard codewords. Nevertheless, one

can construct sets of "semi-ideal" scramble masks such that the sum of any two

is a "half-bent" sequence, which is a sequence that is equally correlated in |

magnitude to half of the N codewords and has zero correlation with the other

half.

I In a first way of constructing semi-ideal sets of scramble masks,
either Method A or Method B is used to produce a set of either (N°)!? or N°/2
scramble masks, respectively, of length N’, where N'=2N and N is an odd
power of two. Then, the last half of each scramble mask is dropped, leaving

~ masks of length N’/2=N.  Thus, depending on which Method is used, a set of

20 éither (2N)'? or N scramble masks of length N is formed such that the sum of

any two scramble masks is half-bent.
Ina secbnd way of constructing semi-ideal sets of scramble masks,
either Method A or Method B above is again used to generate a set of either
" (N")2 or N'/2 scramble masks, respectively, of length N’, where N’=N/2 and N
25  is an odd power of two. Then, for each N'- length sequence, a copy of itself is
N appended, giving masks of length 2N’=N. Alternatively, it is also possible to
| append a copy of a different mask to each mask instead of appending to each a
copy of itself. Thus, depending on which Method is used, a set of either (N/2)'
or N/4 scramble masks of length N is formed such that the sum of any two

30 scramble masks is half-bent.



sem -optimal properties as described below In accordance with Applicants’

i nventi%?&%@?et of scranble masks i s designed as descr%@ﬁgsgslo

Applicants Pat ent Application No. 07/866,865 10 regu g?e t he
cross-correl ation of any 20 ort hogonal codeword masked by a first
scranbl e mask wi th any orthogonal codeword masked by any ot her
scranbl e nmask. In practice, the codeword and the
scranbl e mask can be pre- conbined to forman effective spreadi ng or
si gnature sequence. Thus, at the tqansmtter, separate spreadi ng and

scranbl i ng operations nay be conbi ned iT*hZE) 25 a single spreading

Foceiver. separate destihidel S SANAGI SEAMIE R F caf be uempped *1 17
combi ned i nt threughi the luse BF speciad tasks apdésetibedrin Applicants® U.S.. Patent  Si nce the

| ength of the scranble nmask is the same as the l[ength of t he
codewor d, it Appliatige Neh §H/866e%09.t hat converting the information symbol to

h deword d ' ' ; ' d
the 30 - Lcodevord s 00 wheh ol fariihle TRk N8t #4BMHI T6APEAhES 5 Pthed)

PCT/ US955 102¢h8 set’s gorrel?tion properties can be CaIéed "semi-olp_timal". When assigning O-
operations are used. t spreadi ng a anhli ng operations are

conbi ned by Scramble masks fo gﬁfeé‘“fté’_éﬁ?’ _ MF’%%@&&% @“_%t‘.‘? masks, scranbl ed
codevord), tRgind Bftimal properie€£afe! digd li'E F&&@o@tp&&ﬁeﬁd‘o‘czﬁﬂd ¥:Fc§§s?6eead' ng

sequence. A suitable set of scranble masks can be
- gener at ed asinterferenceg scrambleSmaskéhaving semni-optimal preperties cdppé usat inceellblo.
07/ 866, 865. Several, sets of.effective spreadi ng sequences can be _
gener at ed fr?ﬂ?‘@?&o‘?’f%ﬁeﬁtﬁd& 6% N spreading sequences, or ¢

codewor gg, which may b @idshdiagahe Sredtl spnbAI9 U shaping is
advantageously applied to the chip values. Nyquist pulse shapes, such as root-

raised-cosine shapes, are commonly desired. One method is to pass the chip
values as impulses to a filter having an impulse response that is the desired pulse
shape. Such a filter can be implemented as either an analog or a digital filter.

15  Another method is to use the chip values as addresses into look-up tables for
retrieving over-sampled waveforms that are passed to a digital-to-analog
converter. o , . _

| The pulse-shaped spread symbols then modulate a carrier signal
and are transmitted. To transmit simultaneously on the same carrier the spread

20  symbols from a plurality of information channels, the spread symbols can be
combined after spreading, after pulse shaping, or after modulation. Combining
may even occur during spreading because spreading can be achieved by passing

- the plurality of information symbols through a Fast Walsh Transform device,
" such as that disclosed in U.S. Patent Application No. 07/735,805.

25 “To provide a more uniform distribution of signal energy, it may be
desirable to use both in-phase (I) and quadrature (Q) components, as is done in
the CDMA standard designated 1S-95 by the TIA. Alternatively, an entire signal'
may be placed on either an I-carrier or a Q-carrier.

At the receiver, the received modulated carrier signal is usually

30 filtered and mixed with .a local oscillator signal having the carrier’s frequency,

%



scranbli ng each sequence in the original set with each of such a set of
scranbl e o6/88e8<S. Thus, each scrambl e mask generates an ﬁgﬂb set
of N new e?"t'c ective 10 spreadl ng sequences. Since each user Wou%(fﬁgﬂg
assigned at |east tw effective spreadi ng sequences (for binary

I nformati on synbol s), these additional sets can be used for expanding
the nunber of channels in a cell, i.e., increasing capacity, and
different cells can use different ones of the additional sets, controlling
i nter- cel | interference. 15 The scranbl e masks
preferably are nenbers of an "ideal" set oﬂs' scranbl e masks having
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set when the nogfihis prosessIusés RVl ProBsiing) ik ddseribel inl §.8 Pawsint sequence.
Applicants' system en‘gmé uch scranbl e nmasks avoi ds the 20
Q43050 tp

di sadvant ages oNog5 s Which dy incarporated hesgin it can

bynrefen
ot fromn o e R n%“ssat*gﬁdceesddpﬁ‘e%ﬁﬁéna?%ﬁd. #H@h&%%ﬁéaﬂge's

scranbl i ng §he eonjgabes) d‘ﬂthe spreadihg bagan&(sﬁnmdnggosmsmmng Yerohugedch of

k different scranple nmask plicants’ system can mnlmze

i nterference belffcBR “(‘:‘E‘bpéof)ﬁh%ﬂsﬁ@ bESietecWéarB‘}‘sW&%‘@s%tC&l ed) fescramblin
di fferent scrangy£qd nEQﬁsEE'tﬂ&itﬂﬁ egllgﬁglr %Qﬁl'bg ealized by %ﬂéﬁfﬁ?&g%ﬂéﬁ@gt& n

the cells. These 'scr S can e- tused base t1ons
separ at ed by suthbabélgtedl effeztive spreading sequenes, vzhwh hamdescribéd abmerlsyhef euse in

L anni ng | net caSPAHIOBdh AP R T ShGEnd, 41 GiRIEODR O e ORDRR VREERINR  hi s
2& eng::.cr ot i O%ngcf%glgg%de%ﬂ A’I%Eh’ilﬁl}, %@&s&hhtﬂﬁh@%ﬂqje@feﬁ?ﬁg €an gP' ©
PCT/ US95/ 10229 performed separately: (1) descrambling by correlating to the appropriate
scramble mask(s), and (2) despreadihg by correlating to the'appropriate
orthogonal or bi-orthogonal spreading sequence(s).
After descrambling and despreading, several detection schemes are
15  possible for detecting the spread information symbols. During each spread
information symbol period, a correlation value is produced for each ray, or echo,
of the transmitted signal for each spreading sequence. Depending on the system
parameters, the received éignal may include either only one ray or a plurality of
rays. RAKE techniques for handling plural rays are described in U.S. Patent
20  No. 5,237,586 to Bottomley, which is incorporated here by reference.

For the coherent-detection case, the correlation values associated
with different rays of the same information sequence can be coherently RAKE
combined by multiplying each correlation value by the conjugate of the

" associated channel tap estimate and then summing the real parts of the products

25  (see ].G. Proakis, mgmrﬁm, 2nd ed., New York: McGraw-Hill,
1989). Each combined value is then used to determine which spread symbol was
sent. In the incoherent-detection case, the correlation values associated with
different rays of the same information sequence can be incoherently RAKE
combined by forming the magnitude squared and then summing the results. The

30 combined values, one for each information sequence, are then compared to



-11- As described in Applicants' U S. Patent

Appl i caky@ognsesg . No. 07/ 866, 865, ideal scranble masks hayj Ll
correlation properties are only possi bl e when the sie‘ggigjﬁ%zfo:zgﬁgt h N

is an even power of two .and when the square root of Nis an integer.
Such scranble masks result in interfering signals 5 that have a flat
Wal sh spectrum Applicants' U S. Patent Application No. 07/ 866, 865

describes a Method A for producing a set of Nerr] ideal scranble
‘masks, and a Method B for producing a sela__of N 2 i deal scranbl e masks.

When N is an odd power of two, it is not possible to construct the

corrol at eq 1o et e T o aoBfia? i iR bopRN ot Ao ot
one c dncaherent-dettiorecases tanl' erploy ivdiafionssef thebmbifiek provesbs, t hat t he

sum of any t . i "hal f-bent" sequence, which is a sequence that is
equal | y cor'raggeoﬂdé’ég PR w%e?h_er the, FAYS @rR eombingd, using maximalratiowombining.and has

zero corr el ahiufileath-thmbittng) lof SElective %ogﬁ\ﬁ}éﬁ, 15 In a first

way of constructlng sem -i1deal sets S rg'rrbl e masks, ei t her Met hod
A or Method B i s used The detested spreadssymbmls anetused tq tegefmine]the infofhdtion

scranbl e nasks espectivel of length N . where N =2N and N is an odd

power of tm&ym?ﬂgn,ftwﬁtb?mww Stgmsin, ageprdance, with; Applicaped, | eavi ng

masks of | ergdatibh camNse . ' ' \ 0d,d _ set of
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ikeli

t he sum of oogirsequense sstimawore (MESE} joint deséctiobedecorrelation, and

| d ting.sem.- bdeal ,set s .of , -
el t her - Not n@YPuo SR 38 eringd 18 TS AER ARSicGuich NC BT REY o o (M
(N )[errd oNdVembes22aN993e TR ysteni QaP &l iuvé subtrefivé aB@biulilion, Wsere N =N 2

and N 25 I s an odd_power of two. Then, for each N - |ength sequence, a
copy of itsdpescribed in U.S. RatsahNeds, 1§i\A18do Renks Both UeSgPate@NApplication

Al ternativel ol 1deS : bl e en c of .a different
mask to eac rﬁ‘y"r'réjs?&lj.snss e%gj §1§ Z%%ée’m é\)‘gs’% %l,g.gﬁpealgm%ora?%%gve&y Itself.
Thus, dependéfergnoen whi ch Method is used, a set of either (N 2)[err]

or N4 scranble nmasks of |le is formed such that the sumof any two 30
scranbl e masks is hal A gg}gﬂgéﬂbz”\ system in accordance with Applicants’ mventior%/

15  will now be described in conjunction with Fig. 1. An information source such as

speech is converted from analog format to digital format in a conventional source
coder 20. A transmit codé,word generator 21 produces a set of one or more
“orthogonal or bi-orthogonal codewords, and a transmit spreader 22 uses those
codewords to spread the digital bitstream generated by the transmitter source
20  coder 20. The transmit spreader 22 spreads each information symbol with one
respective codeword, producing an orthogonal spreading sequence, or codeword,
corresponding to the value of each information symbol. '
- In response to a scramble mask selection signal from a éﬁitable
" control mechanism such as a 'progrémmable mi_croproéessor (not.shown)_, 3
25 . particular scramble mask is generated by a transmit scramble mask generator 24,
The selected scramble mask is summed in a modulo-2 adder 26 with the
. codewords from the transmit spreader 22. It will be appr_eciated .that the
modulo-2 addition of two binary sequences is essentially an exclusive-OR
operation in binary logic, and the modulo-2 summation effectively scrambles
30  each codeword. The scrambled codewords produced by the adder 26 modulate a
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Akso, idea aéﬁlgsgégm. -ideal scranble nmask -sets can be augnentPé'gmsgy}&zy

t hrough the use of special nasks as described in Applicants' U S. Patent
Appl i cation No. 07/866, 865. When a scranbl e mask set
Is sem -ideal or has been augnented, 5 the set's correlation properties
can be called "sem -optimal". \Wen assigning scranbl e masks to
different cells, care should be taken that_ scranble masks havi ng
optimal properties are used in cells cl osél ‘ogether to avoid excessive

ool Te "% P e d i Mk O miABRSS hukdh °F oo 1T
transmtting thehajyuescsuely @b dimary phdse Shift Réying (BESK), carrieddbidyageous! y

applied to the chip values. Nyquist pulse shapes, such as root-
rai sed- cosi ne S‘ng@l,’r%ﬁ-e'commnly desired. One nethod is to pass the chip

val ues as inmpulses to a fiklt ' “&BH:B S | th
desired pul se shapgﬂeéﬁ%&%wﬂcan e&?‘{rrrs)?ée}(r)rde}n@eegﬂg%’ ée'gt’hagkﬁ an
anal og or & di ytwdy df & iseitablel Eonventimiah eadioretahamittes 300 Aiphurilitg of the)codedues
as addresses into ] ook-up . tables for retrieying over-sanpl ed

wavef or ms t hat Signalsfystapping, in, the; allocated frequency hand are mﬁ’&ﬂé‘?ﬁzﬁﬁm the

The pul se-shap : fH?ﬂP:} £l sd and
are transm ttegﬁgfgﬁﬂﬁppég%@ﬁeous tf/atgagﬁ)t ﬁ%&ggﬁgz’céaurg?i%g? cteHlélmépread
20 synbol s f base statidnur Affier demddulaticr et demoditlatond4 30 basebamd) tbeydomposite| S

can ‘be combi ned, af fer spreadi ng, after pul se shaping, or after
nmodul ati on. Ooﬁ’&“ﬁ{]ﬁdjeco‘;e% may -even occur during spreadi ng because

spreadi ng gan be achi evedpinhdiadial Hformation dighfal s #ésttaniblecby mlidSIRk! BE

synbol s through a Fast. Wal sh Transf orm devi ce,
composite signal with the corresponding unique scramble mask produced by a

receiver scramble mask generator 36. This unique mask cofresponds to that
scramble mask used originally to scramble that information signal in the transmit
scramble mask generator 24. The scramble mask and the demodulated composite
15  signal are combined by a multiplier 38. The resulting descrambled signal is
provided to a receive despreader 40, which correlates it to one or more of the
orthogonal codewords, or spreading sequences, provided by a receive codeword
generator 41, In particulai', the multiplier 38 and the receive despreader 40
preferably despread at least one shift of the demodulator output signal. If
20  desired, the despreader 40 may also provide for RAKE combining of several
correlations, corresponding to descrambling and despreading several shifts of the
demodulator output sighal. In any event, the despread, or detected, signal
produced is converted into analog format (e.g., speech) by a source decoder 42.
' As noted above, the codewords provided by the transmit
25  spreader 22 and the scramble mask provided by the generator 24 can be pre-
‘combined to form effective spreading sequences, or scrambled codewords.
Fig. 1A shows the general CDMA system illustrated in Fig. 1 modified -
appropriately for using effective spreading sequences. At the transmitter, the
separate spreading and scrambling operations are combined into a single
30  spreading operation performed by the transmit spreader 22 using effective



such as that disclosed in U S. Patent Application No. 07/735,805. 25

To prov e uniformdistribution of signal energy, J

desi rab*"qie 0 use both in-phase (I) and quadrature (Q co%@@ggﬁgs S
done in the CDVA standard designated 1S-95. by the TIA Alternatively,
an entire signal - may be placed on either an I-carrier or a Qcarrier.
At the receiver, the received nodul ated carrier signal is usually 30
filtered and m xed with a local oscillator signal having the carrier's:

frequency, WO 96/ 05668
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produci ng a de i?\gl at ed mg@a degé}ybaseband thah% thegrdsgér]gézéjr 2 One
exanpl e cfibed in
U S Patent which repiites &%sﬂﬁ@c&d&w@?ﬂ‘kenémbfﬁl the tRASMR kAN hekRi N by

r ef er ence. The sanpl es of t’he denodul’ated si gnal are
"t hen corr el generatos 24y and the adden 26.gBimilanly,odt the cecepyepatiesgparatguence(s) ,

according tg._the r eadi f or,m used unber ,of, channel s to be
et ecteq’ TREHPBREERR ASlpredfie iBrasions ar Snoihed i X 3itel¢ Ueregiig,

denodul & ed o@éﬂﬁéﬁ peffofm&Eby & fedéitle disprétides 4O tusing &h@@panhmgt &ffective t he
assi gned effective spreading seguence whi ch as descri bed above is the

conbi nat i on SBYeading sequanres pravided by areceive segmbled endewpnbgmmggh&ﬁ, spr eadi ng
10 sequen%w}p ?aggmr&eg%@%;ég to}bﬁ é}oﬁe@gﬁgespr eadi ng

can be rirsd separ scranb g to the
appropri ate recelver seranmbié haskrgeneratpr 36.1dn (oﬂ)erdewﬁamergstbm illustrstbdrind ng to

t he appropriate ort hogonal or rt qnal spreadl ng sequence(s).
After descr zfr’&rl MH@PSWEFSdB&ﬁ%é%FYF&méWQH ‘geﬁlgc!-l on schenes are ‘

10 The important differences between the systems of Figs. 1 and 1A
| are in the sequences used by the transmit spreader 22 and the receive-
despreader 40. The system shown in Fig. 1 uses orthogonal sequences, and the
system shown in Fig. 1A uses scrambled orthogohal sequences. In effect, the
transmit spreaders 22 are simply selectors that choose the appropriate codeword
15  or scrambled codeword according to the values of their respective input signals.
For the system'shown in Fig. 1A, it will be understood as described in this
application that any two effective spreading sequences either are mutually
orthogonal or have good correlation properties. Because the codewords are
mutually-orthogbné.l, two effective Spreading sequences are mutually orthogonal
20  if they were produced from the same scramble mask, and they have "good" (i.e.,
optimal or semi-optimal) correlation properties if they were produced from
different scramble masks. _
Applicants’ invention may be readily incorporated into a multiple.
" access spread spectrum communications system by storing the scramble masks in
25  alook-up table in a RAM or ROM memory, for example, from which a
particular mask is retrieved by supplying its associated address. A system for
implementing the scramble masks into a spread spectrum system is illustrated in
Fig. 2, which generally corresponds to Fig. 1. While described in terms of a
memory look-up table, it will be appreciated that a s_uitablé scramble mask
30  generator, such as a digital logic circuit or microcomputer, that produces on-line



15 possible for detecting the spread information synbol s. Duri ng each

spr ead . tion synbol period, a correlation value ] ced for
each ray, gﬁ’%%&@épa of the transmtted signal for each %%P@ggﬂﬁgﬁ
sequence. Dependi ng on the system paraneters, the received signal may
include either only one ray or a plurality of rays. RAKE techni ques
for handling plural rays are described in U S. Patent 20 No. 5,237,586 to
Bottom ey, which is incorporated here by reference. ' For
t he coherent-detection case, the correl atiqn val ues associ at ed with
different rays of the sanme information seqUence can be coherently RAKE

nbi ned b | Liplyi l.ati by the. ' f th
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variations of tipreaer®nadeordiig asctheamlue of each bite PBautli orthogonaltvodewordiise rays
are.conbi ned usi ng maxi mal -rati g- conbi ni n% ) . equal - gai n- combi ni ng, or
sel ective conbi$¢Fapbled by a modulo-2 N-bit adder P owith.a scramble; that§srbol s are

e 0 ek ™ skl & BB ovs g 0B Rl b sl OB i
scramble masks. In the case of ideal scramble masks, the set of scramble masks
includes either n, =N'? or ny=N/2 scramble masks, dependi}ng on which method
was used to generate the scramble mask set.

Since only one scramble mask from the set is needed, the
15 generzit'ing means 60 may be a register or other storage device capable of storing -
| the N bits of the scramble mask assignéd.- On the other hand, the whole set may
be stored as a look-up table in a memory, in which case the number of bits
- needed to address each mask from the memory 60 is either b,=log,(n,) or
by=log,(ny). By transmitting the bA-bit or by-bit scramble mask selection address
20  associated with a particular scramble mask to the memory 60, that mask would
be retrieved from storage and modulo-2 added to the block coded signal.
The ébility selectively to address and retrieve a specific scramble
mask becomes important in a subtractive CDMA system. For example, if
stronger coded information signals are decoded first and removed from the
25  composite signal before weaker signals are decoded, the scrambie masks must be
ordered by the signal strength of their associated, coded information signals. In
CDMA subtractive demodulation according to U.S. Patent No. 5,151,919
incorporated by reference above, the scramble mask corresponding to the
strongest information signal would be selected for decoding. After that signal is

30 removed, the scramble mask corresponding to the next-strongest information



I nvention can use a variety of joint-denodul ation techni ques, such as

maxi mu nseeg | K€l i hood sequence estimation (MSE) joi o 1.Qn,
decorre é’tgi‘son, and pseudo- MLSE, as described in U'S %9?@?&29_ '
Application No. 08/155,557 filed 10 Novenber 22, 1993. The system can
al so use subtract-ive denodul ation, as described in U S. Patent No.
5,151,919 to Dent. Both U S. Patent Application No. 08/155,557 and
U.S. Patent No. 5,151,919 are incorporated here by r ef er ence.

A general CDVA systemin accordance wt -S.Appl icants' invention 15 wll
now be described in conjunction with Fig® 1. An information source such as

speech is converted, fromanal o ormat .to digital, fo t i.40.a conventional
Source o CSRIBLplacpe W2 & tnal Fabel POy, i, sorlonk ikl NEESC ., °0;
one or nor e signal wefi §étededlal or bi-orthogonal codewords, and a transmt
spreader 22 uses those codewords to spread the digital bitstream

generated by the transthe masked sodewords from ghecN-bivadden §3tare applied topr eader 22
spreads each, a0 ' ' N ' C
e AL Rl 4 s B G i

corr espdhdi fgequendyn@artied. UFhe imodalated cardemsighaliis amplified and transmitted via

In response to a scranple mask sel ection signal froma suitable
control mecRaFANSHILETP and anteand & abl e ni croprocessor. (not shown), a 25

4 ™ The cel ect og ohe IATAR BeRoniste HERlxRGval b Bl il b B0t 1
t he C puievided!to 4 reveivieh demoduiator t62thatadeserduites, isamples,| arldedigitizesci at ed
el usi ve- Oie COMPOUBSIETRl o FAERRIIFGueNer o Ser 48§78 surmrat | o ©
by the Nde RSt parilel bRAS of FRRMNafhples Wit Ay bB CoRpinCr s Produced
PCT/ US95/ 102@fresponding to in-phase and quadrature signal components). The order in
which each information signal is decoded in the receiver is determined by the
receive scramble mask selection address b, or by applied to a scramble mask
memory 66.. SR -
15 In a specialized N-sémple multiplier 68, each of the N parallel
- samples buffered in the serial-to-parallel converter 64 is multiplied by +1 or
=1, depending on the scramble mask retrieved from the memory 66. One way
to perform this multiplication is to exclusive-OR each bit of the digital sample
with the corresponding scramble mask bit. - For example, if the first of the N
20 digital samples is 1011 and the first scramble mask bit corresponds to —1, then
the first of the N output samples would be 0100. If the received samples are
complex, different scramble masks could be used;fof the in-phase and quadrature
components. _ .
The descrambled signals are despread in a receive despreader 70,
25  which may include an FWT circuit 72. With direct spreading, the FWT would
despread, in parallel, all signals having a commori_- scramble mask; then,
detection would be performed, possibly by using channél estimation. With
indirect spreading, the magnitude-squared values corresponding to the M possible
sequences of a particular user would be compared in an ordering and selection

30  unit 74; the largest value would indicate the detected sequence. The FWT



- 15- radio frequency (RF) carrier using any one of a nunber of

nodul ati o echni ques, such as binary phase shift keyj ,
carried oﬂ‘{o%@/msgﬁg nodul at or 28. Th%eﬁgégfpli%%d

carrier is transmitted over an interface, e.g., air, 5 by way of a
sui tabl e conventional radio transmtter 30. A plurality of the coded
signals overlapping in the allocated frequency band are recei ved together

in the formof a conposite signal waveformat a radio receiver 32,
such as a cel lular base station. After denodul ation in a denodul at or
34 to baseband, the conposite si gnal*’Ts decoded. 10

An i ndi vi dual i.nf ti ignal 1s d nbl.ed b [ t]plyi th :
conposi t e si griireuh Thwepld sfErbly, oReeis on somplex sufbess whede D oduced by a
- receiver scrangnfodifdtér 62 8fd dorivertdP64 GBliver Lohfplek el stmpleSSWRIRASS b that

scranbl e nmask used originally to_.scranmble that information signal in the
transmit the casevwhen thephaspofthetreceived, signal is notakrown. nlb& degoded hor |
denodul ated co [je .Si gn e _combi ned a multiplier The :
osul 11 ng. descuaRid: Goika bift'of toridfon BE 3EERFEAYy & sPifek BBl B doc oy 40,
whi ch corr$l at@mvefsidnCinfngnaldg foImg eQ., bpeech. ort hogonal ‘codewords, or
spreadi ng sequences, provi decf by a receive codeword generator 41. In

particul ar, the multi pl i By multipkhaccesscSpreadcspeeirym soMmMuNiGations, it is not
f bly d t . shift . out A . If
20" “desi e, Hegrondfor I fecBEr ks metl JERRRE Bbinfy B o7

sever al eotrelations ifrons diffsventaignahriys di.eQ toleslicot eheérgh Gramd sigmpasddi ng
several shifts, of .the denodul ator, qut put signal. In any event, the

_ Sl g
despread, or dtebpeY); Eqrgdhesystem shown ip kg 2, thiscvenid appearian pRAKE og
format (ei®., mﬁl ENT : : . 0ot ed
above, th(la@co ewor gépeﬁag\’/%ézgﬁ?y t gﬁgrans%%fmﬁgz angﬁtﬁ%g‘gg}“’%f"%rﬁé@h@
scranbl e nask qgironiti Heas fllystrdted eRig: 8t oFor2¢ach axf thee Npowtputs of the EiD cineudt,t o
formeffective spreadi ng.sequences, or .scr.anbl e odewqr:ds. i 1A
Shows the. gendPUTSCERR QEeh AP Sepesmf2aTIFd] wd F Wasglirs and accumalardd,
appropriately lfe%reLb%iﬂggseﬁf i@ﬁk'df&exﬁgr ﬁ@ée‘l&ﬁéﬁ%ﬁ@ﬁl@ﬁ%atﬁ&oﬁébgoc n%ci!iﬁg%“tﬂet er,

t he separate spreading and scranbling operations are dinto a

single 30  spliffextnhtmepof-atrivah would be pravided tyhtbe tsedialgaiparaliel eader 22 using
effecti V€15 converter 64. Furthermore, a new method, referred to as WRAKE combining,

could be used in place of conventional RAKE combining. The RAKE combining
technique and. the new efficient WRAKE approach are detailed in U.S. Patent
No. 5,237,586 to Bottomléy, which is expressly incorporated here by reference.
In CDMA systems, it is common to have different spreading
20  stages. Thus, the foregoing description will be understood not to preclude
previous or further spreading of the signal prior to transmission. Also, it does
not preclude the use of.additiona] scrambling by other sequences, which may be
many times longér than N, the length of the spreading sequences. For example,
‘complex transmitted signals are possible by fiirther scrambling of each signal
25 ) such that certain chips are sent on the in-phase (I) channel and certain chips are
sent on the quadrature (Q) channel.
Other scenarios for generating complex signals are also possible.
For one example, the scrambled, spread signal may be transmitted on either the I
or Q chanpels. In a second example, a spreading sequence of length 2N could

30  be used, where the even chips come from a spreading sequence of length N and
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spreadiﬁgégéﬁﬁg%ces provided by a transmt scranbled codeﬂspgs§@W@thor 23,
whi ch replaces the transmt codeword generator 21, the transmt scranble

~ mask generator 24, and the adder 26. Simlarly, at the receiver, the
separate descranbl i ng and despreadi ng operations are conbined into a
singl e despreading 5 operation perforned by the receive despreader 40
usi ng correspondi ng effective sprgﬁ?ing sequences provided by a
recei ve scranbl ed codeword generator 43 whi ch repl aces the receive

d d 4 th | ti,p)i 8 d t.he .Jlegeiver scranble
mask gener atSF W on e g olaptal abisBod 64 Fhips e S posiviyiifiert R o
1A oper at es spreadirmgSseqlience)ftlength IN bd At et bt tel Q-channelO In this case,

The inportant differences between the systems of Figs. 1 and 1A are

in the sequdhemswouldbedworscaamble masks, whick passibly wouldibe the sapegiapplied

despreader A48.¢qd it §d4 ay%tégg 1 uses orthogonal sequences, and
. us

t he system shown 1 n = 9] 's scranbl ed orthogonal sequences. In

effect, §he t r anAlso thepseramtble masks ednebes used! witls QhrislisQies ¢fhat choose
t he appropri at.e c(cl,)agevxord 15 or scrapbl ed codeword according to the val ues
of their res‘Hé\?SP seansneesstopraduce useful effegtive; speeading: seauenceswn In theri . 1A,

L £t o SRR GREHBR ARRE! RS b oftiighnal seperBPls HEWRARHIRmAR | O

effective spreadi ng sequences elther are gon have
good cor r el et andghe seramblesmasks alescribetllin Applicants’dd. Sarfatent Applioational | y

h |, | dj mutually orth | 20
't oy wer VO RIBRERES 5 ciREel dledl sy Gt Spmbeitaskh sn aisgooa- @
(.., 10  beQibd Wikctfyf with'H se? BF bffibgorfal Séqubrties ForndOB\ Sdrambling eddhey vere

produced from
codeword of the Walsh-Hadamard set with a common base sequence.

As yet another example, a set of orthogonal sequences can be
formed from the Walsh-Hédamard set by permuting, or re-ordering, each Walsh-
Hadamard codeword; for such an orthogonal set, a new set of scramble masks,

15  formed by permuting the described scramble masks in the same .way, would be
used. Also, if the set of orthogonal sequences has been formed from an
orthogonal set by scrambling with a common base sequence and permuting, then
the described scramble masks can be used after permuting. _

As discussed in Applicants‘ U.S. Patent Application

20  No. 07/866,865, the members of the set of scramble masks can themselves be
scrambled by a common base sequence, thereby forming another set of scramble
masks. . _ |

In a typical cellular communication system based on the preceding

"description, a "chip” would be a +1 value occurring in a particular time slot, but

25  as described above, the chip values can be M-ary in general. Also, it will be
appreciated that the chips can be associated with particular frequency bins instead
of particular time bins, or slots. Such a system would employ "frequency
spreading multiple access" as described in O.-C. Yue, "Spread spectrum mobile
radio, 1977-1982," IEEE Trans. Veh, Technol., vol. VT-32, pp. 98-105 (Feb.

30  1983). Furthermore, it will be appreciated that a-"chip" can itself be a code



I
di fferent scranbl e masks. Applicants' invention may be

readi ly i ngpgbgosssed into a multiple access spread speg, 10229
conmmuni cations system by storing the scranble masks in 25 a | ook-up table
in a RAM or ROM nenory, for exanple, fromwhich a particular mask is

retrieved by supplying its associ ated address. A systemfor

I npl ementing the scranble masks into a spread spectrum systemis
illustrated in Fig. 2, which generally corresponds to Fig. 1. Wile
described in terns of a menory | ook-u 1table it will be appreciated
that a suitable scranble mask 30 generatof; such as a digital logic

cireuit or mor QeauRuL Ghy ekdiffie Pk A SEHip®Vatli Wlght be YRR IE — 1 and o

PCT/ US95/ 10229

the scranble mas—kxs "clﬂ 5f alue okl bERhE seqiencs 1) -5 DN Will b8 urtersiopd Dythosey
al so be annr | ook-up and_on-1ine production technlques can

al so be applied °f§k1u in the attwbatdhmdmﬁhqlmss <3} be readily; sAmbinedy yielding hybrid
sequences as Welulp.38 ective spreadi ng sequences. 5

Source informati O Lmﬁ d;ﬁ&,ngﬁ{oeech is converted to bl ocks of M bi nary
bits in a s@urce coder 50 Amorthappail ODMA isystéra smploying she eptimalvorrsemdt i nt o

one or the other of of b|t naI odevvo s_ by transmt
spreader 52, acOBR @?ﬁife?‘ﬂﬂlf' "@Péég @ﬁbﬁé&%ﬂam@wxmﬁd
s scra ‘@Q%{?ﬂ, a BeatiegK t hat
s 10 constrggfltldéﬁ as pS’xescrl efsag%%gbﬁgpﬂ ﬁ%“g'grgvfggﬁ'aﬁ@ba rregns 60
for generating No.(07/866c8G5nty applyiag the methode desesibedin thae applivatiemb| e masks,
the:set of scranble nmasks

cludes either rr]=Nerr] ,or .
n[err] =N 2 scranbl e rrasksReg"é'BE&&?% gW“E‘FF ?%’Fﬁ% colwerLss h information

10  into digital form. Although not an essential aspect of this invention, the source

coder 80 may also include conventional error correction coding capabilities.
Before spreading, or coding, with an orthogonal sequence, M-bit blocks of the
information bits are individually enciphered by modulo adding, in an M-bit
- adder 82, a unique enciphering bit sequence produced by a transmitter sequence
15  generator 84 as a function of a cipher key K1 and a code key K2. Each bit of
the enciphered information signals is then converted into one of preferably
orthogonal or bi-orthogonal codewords in an orthogonal coder 86.
The codewords produced by the coder 86 are combined with a
selected transmit scramble mask by a bitwise exclusive-OR circuit 88. The
20  scramble mask is retrieved from a transmitter scramble mask memory 90. The
scrambled codeword is then converted to a serial bitstream that modulates a radio
carrier as represented in function block 92. The modulated carrier signal is
amplified by a suitable amplifier 94 and transmitted by an antenna 96.
- | The receiver portion of Fig. 4 has hardware analogous to the
25 = transmitter portion. A receiver/demodulator 102 receives a composite signal
from an antenna 104, demodulates it to baseband, and converts the serial signal
into parallel signal samples or blocks of N bits. As described above, the signal
samples may be complex, resulting from in-phase and quadrature components.
These signal blocks are combined in a specialized N-sample multiplier 106 with



was used to generate the scranble mask set. Since only
one scram sk- fromthe set is needed, the 15 gener g} i 60 may
be a reqi st@réggr ot her storage device capable of stori ng%éﬂ&ggﬁﬁ?giN bits
of the scranble nmask assigned. On the other hand, the whole set may

be stored as a | ook-up table in a nenory, in which case the nunber of bits
needed to address each mask fromthe nenory 60 is either
b[err]=log[err](n[err]) or b[err]=log[err](n[err]). By transmtting
the b[err]-bit or b[err]-bit scranble :;Eik sel ection address 20

associated wth a particular scranble k to the nenory 60, that nmask

woul d. be retrjeyed fromstorage and nmodyl o-2 added to the bl ock coded
signal . an appropriaicly Selected s¢rambisy sk vetrigved (fragi  epeiverseramile avask
retrieve a sefgdd d&vigCIorID! e mask becomes inportant in a subtractive
CDMA system For example, if stronger coded information signals are

decoded first and rem®ihediescrambledcsigml pragiceshby the siulfiplier 106 iy despeeadler

Strengt h of o9t rcitgpohau i DIOTnATRES h 3hertfle, e pBRltie™ ™ o O
subtracts ve démoagkition protedredesdrited taboe. SThEdespréad\or detebiell, SibHal is
i ncor porated by, reference above, the scranble mask corresponding to the

strongest i degiphered by combining fha aRpreriate ciphenkey KA genertedrhy. a moeiver ¢ hat
signal is 3 'ueﬁﬁ?g%(rf?g?to} N %ﬁ&a%dgﬁg%@% iy %R(Mgﬁtnzﬂidte? 114€ Error

next - st ronges I on

PCT/ U|S95/ 1P§8Eeaionl codes are re(rjnovre;d from the (llescrambledddigitaldinfom}ation ri]n a- 18|— .

. signal wou e selected an at signal renpved, and so forth until the
weakest s°“"§?é'ﬁ%9d°€\égé H@cé‘ﬁéﬂs.“?t is converted into speech. The nasked codewor(’

fromthg N-bit adder 33 pag €4 ARRIRARE (Bnibining element that was described above
in connection with Fig. 3 would be part of the orthogonal block decoder 110.
Data corresponding to the different times-of-arrival would be provided by the
receiver/demodulator 102. _
_ It will be appreciated by those of ordinary skill in this art that

15  Applicants’ invention can be applied to the transmission of a plurality of
information signals. Greater efficiency can be achieved by duplicating only part
of transmission chain for each signal, rather than by duplicating the entire
transmission chain for each signal. Referring to Fig. 1, multiple signals can be
combined at any one of at least three places: between the modulator 28 and the

20  transmitter 30; between the modulo-two adder 26 and the modulator 28; and
between the transmit spreader 22 and the modulo-two adder 26. The latter two
cases are described in more detail below using simple examples of two
information signals; but it will be understood that these examples are readily

" expanded to many more than two information signals.

25 Fig. 5 is a generalized block diagram of a transmitter for a spread
spectrum communications system in accordance with Applicants’ invention.
Similar elements in Figs. 1 and 5 have similar reference numerals. First and
second source information signals such as speech are converted into digital
bifstreams by respective source coders 20-1, 20-2. The information symbols in

30 the digital bitstreams are spread by respective transmit spreaders 22-1, 22-2 using

~



paral-l el -to-serial converter and nodul ator 54 which inpresses themonto a
radi o- 5wo§g,?w§ncy carrier. The nodul ated carrier signal prgnasdiehid €d
and transmtte a transmtter 56 and antenna 58.

At the receiver, the conposite signal received by an antenna 61 is
provided to a receiver denodul ator 62 that denodul ates, sanples, and

digitizes the conposite signal. A serial-to-parallel converter 64
converts the serial 10 sanpl es into parallel. blocks of signal sanples
(whi ch may be conpl ex, correspondrn 0 in-phase and quadrature
signal conponents). The order in whith each information signal is
decoded in the I v | e mask
sel ection addr (e:é(g&@f%ﬁ) @@eﬂﬁ{yﬁ}?‘d&ﬁ%ﬁ@@&ﬁm@eﬁﬁaﬁgﬁé ﬁh@%m{m menory
66. 15 codewords arel used fomthe idifféremtisobircecififdrmativh signalser 68, each of
the N parall el sampl.es buffered in the serial-to-parallel converter

64 is multiplied by + 1 évso, the transmit seramble; maskogeneraiors¢4 pravides either the

retrieved fro @&a@f"&?& ’ LAl py cation
is to exclusi C%ogg{cfﬁé%qtt of the |g| eﬁ‘e ditffénf)ﬁ sf;ﬁrcg‘lﬁ@m#@%ﬁq{{]%éﬁl s
correspondbng amd thetrleepenﬁwé( sdrambleFmasks mmmmed fwithhthe feodewords, omspréad?20

digital sarrples 1S .10 d the first scranble sk bit, corresponds to -1,
t hen t heSYMbals, mttﬂﬁmpﬁ‘f}’cvﬁm% %x&m@fﬁm recei ved

sanpl es are - adder§£98M| 96.2. dirhé %Qﬁce’é%ﬁeﬁhméﬂﬁé&%wﬁ%' Prolfoel 3fme " the

I n- phase and quadrature onents
descranbl ed si adders26mle 26€6sqre eathbinedby & sammer a‘é,smdeﬁldeseqlmce pbcombinedh may

include an FWI_circuit 7 Wth direc r eadi

despread, in pWﬁéf’ Sy %Plss?rgﬁ‘éﬁeg Wa‘&)? ﬁ@"‘ éﬁﬁ% Rr%"&qegntﬂl tED Hﬁ)gglatqr%
det ect i on 1goul Bedd@sd el Rfditsled BOSWONY afYconftindd BéforabdRidnakd ON. Wth
i ndi rect spreadi ng, the nmagnitude-squared val ues correspondi Ag to the M

possible . supmerdZswydse @.dm logid circuitsenra digitalisipeal poegessord Also,an

or der i ng and Seleeld o 30urce oty iR FeGRlad Bl Entifibg obiisl o2t @ the

detect ed seque
PCT/.US95/ 10229¢combining, the spreading and scrambling operations may be combined as

illustrated in Fig. 1A.

15 : If the same scramble mask is used for both source information
signals, then it is more efficient to combine the sequences of codewords
produced by the transmit spreaders 22-1, 22-2 and then to scramble the combined
sequence. Such a transmitter is illustrated in Fig. 6, which shows a summer 25
instead of the summer 27. Elements in Figs. 1 and 6 that are similar have

20 srmllar reference numerals. . .

~ In Fig. 6, the transmit codeword generator 21 again provides
different codewords for the two digital sequences of spread symbols produced by
the transmit spreaders 22-1, 22-2. The spread information symbols generated by
‘the transmit spreaders are combined by the summer 25, which may be a suitable
25 digital logic circuit or processor because the signals are combined before
 modulation. On the other hand, since the sequence of combined spread symbols
produced by the summer 25 is no longer binary, scrambling is no longer
accomplished by modulo-two addition. As shown in Fig. 6, a multiplier 29
scrambles the combined spread symbols by forming the product of the combined
30  spread symbols and either —1 or +1 scramble mask values. In practice, this



-19- circuit 72 would preferably operate on conpl ex nunbers when the

dermdulwd);m@g% gand converter 64 deliver conplex signal %’ﬁé’ ich is
S

of ten e case when the phase of the received sig Pknown.
The decoded, or detected, spread bits of information are received by
a source decoder 76 for 5 conversion into anal og form e.g., speech.

In nultiple access spread spectrum communi cations, it is not unconmon

for the receiver to use the nmethod of RAKE corrbi ning to comnbi ne
correlations fromdifferent signal rays é , to collect energy froma
si gnal and Its echoes). For the s? tem shown in Fig. 2, this would

appear as a . I ni el.ement .73 .hetween. t FWI ci rcuj t 72 and
the orderi ng'ﬁgﬁghsgif’gcc?‘ﬁ)gg carried °‘§|SP‘E ytbyﬁgggnpgq{?gtqr ot pegatngithe 3 por
each of the chmbirieduipseadfsyidol Valles; ial tethriique that canrawbéapﬁliarih%éfef ent
signal times-of- arrlval wQuId be wei ghted, and accunul at ed before

bei ng sent td§sarambling aperaions of any of mwemef@mbpdmmt%dmmb@lspoﬂm ng to the
di fferent tlsﬁiﬁ_ca bparrival would be provided by the serial-to-parallel 15
converter L? rtﬁer nore, a new nethod, referred to as -WRAKE conbi ni ng,
coul d bé used in placdt nﬁymemppmcimathamﬁmnﬁue@iinamwﬁn%g%%ﬂbi ni ng

techni que and the_new effi ci ent, KE approach are detailed in U S. Patent
No. 5,237,596 26 used for; sead 8 pourg iinformation é@'sm“h% wdmgea rdy

reference. élae codeword’s inverse @?Wnﬁtﬁﬁl?ﬁﬁ s dabe, ! th chﬁexb

different spre ng 20 st age$ ore90|ﬁg esc* ptlon be
under st ood igenerator ﬁdethemmmmxt spwqdemabmszm find tHeesumapere28icamgbef t he

signal prior_to tran mSS|on precl'ude the use of
addi ti onal @%ﬁ?ﬂl € 3{rapeqrn “téﬁﬁ%@kﬁé‘e‘é‘%&m C}{\l}rg&%@rocessor @ny tines |
| onger fghan pbkfoimi€a |l‘&§lQWBlsﬁfTrhﬁ‘§oﬁﬁ) bR aRé Bts ﬁ%ﬁﬂ%cs%ﬁrce':&ﬂn% '

conplex transmtted signals are possible by further scra ﬂ%l ng o ehch
signal 25 andgeneraigs aparallg] datasiream thatisseomvented tohe sérial ghatasteeam by @hannel

her - sconaPEAIEFReRal convert 1010 né Seridl RSB G tatysigdoits o For
one exanpl eseqthoirajﬁsﬁmdi ngnm]gpﬁduaai/bpmég’mtﬁéﬁ 28 skbviirel t her the

I or channel s n second .exanmm readi ng sequence of | ength
2N coul d lglg 63‘ and is prov1de% to the multlpher 29 in Flg g The prgduct%f the serial J

15  datastream and the transmit scramble mask produced by the multiplier 29 is the

g
prod

sequence of scrambled combined spread symbols that is eventually transmitted.
It will be understood by those of ordinary skill in this art that
Applicants’ invention can be applied to the reception of a plurality of information
signals. Referring to Fig. 1, multiple signals can be separated at any one of at
20 least three places: between the receiver 32 and the demodulator 34; between the
demodulator 34 and the multiplier 38; and between the muitiplier 38 and the
receive desprmder 40. The latter two cases are described in more det_ail below
using simple examples of two information signals, but it will be understood that
" these examples are readily expanded to many more than two information signals.
25 Fig. 8 iS a generalized block diagram of a receiver for a spread
spectrum communications system that separates a received composite signal
before the multiplier 38 in accordance with Applicants’ invention. Si_milaf
elements in Figs. 1 and 8 have similar reference numerals. The receive scramble
mask generator 36 provides either the same or different scramble masks

30  appropriate for the different sequences of source information symbols to be



30 be used, where the even chips cone froma spreadi ng sequence of |ength

Nand w5668
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are sent on the | channel and the odd chi ps come froma possibly different

spreadi ng sequence of length N and are sent on the Q channel. In this case,
there woul d be two scranbl e masks, which possibly woul d be the saneg,

appl i ed to the even and odd chips separately. = 5

Al so, the scranble masks can be used with rious sets of - ort hogona

sequences to produce useful effective spré&adi ng sequences. In the

Vel sh- Fadanar o Eovaee E mbBRiae s, 3802, "IHE WeiB SUBIGH pnBrlot 9, 1 | cant s
U.S. Patent: Appovidesidifferent codewdieds dpprapifatefor the differertapete dhfopmation The

descri bed scranbl e masks can al so 10 be used directly with a set of
ort hogonal seqS¥PRQs tq Fspechive receive.despreaders 40nl, 40-2. Thgdeserrmbled, ¢ he

\é\ﬁlof Eelr_la gi gan{)fjcel?s‘fxgeag'es{iihg?s %“r&taﬁ%gowese ences(i'ceéhmlgedemted Si‘?%arlsn%r(?dP %myte Le
WAl sh- Hadafrar dfreet atbigasp enencorrelgtiom value -for eachidescrambled, déspséad symbol) ddedamar d
formed by per niVHSOIAZEIRECEY BUESIS-aRER & 2rmle: ATRRER B, othonl d be
g ooy IS M IR0 By yabhOb R bt o)
then t heophsatiorisiuad wlmomﬂilh@ aseidlostratechirbBigudéd af ter pernmuting.
the' monber s of |t heset - off e SEAPATARE/S (HLI GoPbeoues informatloR; oo o
by a commp bagignfi§cmenssis mdreefidiedtab tbpiitaRd Kighals 8itethe SAUIAP1EE3S.
Such a receiver is illustrated in Fig. 9, in which elements similar to those in
Fig. 1 have similar referénce numerals. In Fig. 9, the receive codeword |
generator 41 again provides different codewords appropriate to the different
sequences of source information symbols to be recovered. Because the
1S  codewords aré orthogonal, the separate despreaders 40-1, 40-2 and the receive
codeword generator 41 can also be combined.
It may be appreciated that the receiver illustrated in Fig. 9 can be
used for recovering source information binary symbols by detecting a codeword
.and the codeword’s inverse, as appropriate. In such an embodiment, the receive
20  codeword generator 41 and the receive despreaders 40-1, 40-2 can be replaced
by the arrangement illustrated in Fig. 10. The descrambled signal produced by
the multiplier 38 is converted to a parallel datastream by a serial-to-parallel
converter 200. An FWT processor 202 then performs a Fast Walsh Transform
“on the parallel values, which may be binary-valued or more generally M-ary-
25  valued, and the transformed values are passed to a signal processor 204. The
signal processbr 204 may carry out further operations on the transformed values,
depending on the application; for example, results from several received data
shifts xﬁay be RAKE combined. The detected signals resulting from such
processing (e.g., at least one correlation value for each descrambled, despread

30  symbol) are provided by the processor 204 to the source decoders 42-1, 42-2.



masks. In a typi cal cel I ul ar conmuni cati on system based
on the W{& : descri ption, "chi p" would be a +1 val ue occurring
in a particular tinme slot, but 25 as descri bed above, tHHETVIF R ues can
be Mary in general. Also, it will be appreci at ed that t he chi ps can
be associated with particul ar frequency bins instead of particul ar
time bins, or slots. Such a system woul d errpl oy "frequency spr eadi ng
mul tiple access" as described in O -C Yue, "Spread spectrum nobile

radi o, - 1977-1982," | EEE Trans. Veh. Technal., vol. VT-32, pp. 98-105 (Feb.
30 1983). Furthernore, it will be appebtiated that a "chip” can itself

be a code WO 96/ 0
PCT/ US95/ 10229 ﬁ-ﬁgs 8 and 9 illustrate embodiments of Applicants’ invention_using

sequence; f OrsefaratBRilefiction of ihe foltkde’ mYcﬁ‘hﬁﬁoﬂ‘s%gH_ beintiiﬁeelﬁlf&ﬁ’tﬁ%% whlen - 1 and

a . -1 "chip" value could be the sequen
under st ood by formaf joint signalgdetestion [is iised; ithe separatd receivi alesproadess M)-IIL ties can

b di | v _hybr.i d defi nit
o or e hogana BELE e Xbibitdn e bl desreader, Bof exdigple. the s?s“n%lopt. mal
scr anbl e Sras procdssoe 204 46l FigOMEcAAD car§ @ub tHeVippfopriite a¥phan tJ bin¢ and

~individual privacy features described in Applicants' U'S. Pdaten

Appl i cation detecﬁon\epmem forms0f jpint signaldetentionpds jaimtscri bed in t hat

appl i cati on Oy.£1: 4. source coder 80
converts speecﬂo‘lhﬁ?‘uon xncﬁ?{n@dﬁ%ﬁ %QF" kgl ooip; %% not an
essential as piem“elﬁnmi'dewmm,emd subtrattive Sointeiference can€elidfibn &hARYesasS O

i ncl ude conventi gB error correction coding capabilities. Bef or e ‘
spreadi ng, oPPE@AYE- with an orthogonal sequence,” Mbit blocks of the
10 It will be appreciated by those of ordinary skill in this art that the

foregoing methods and fuinctions can be carried out by appropriately arranged,
general-purpose, digital signal processor circuits and compoﬁenfs. For better
efficiency, however, specialized application-specific integrated circuits (ASICs)
are preferred.

15 While particular embodiments of the present invention have been
described and illustrated, it shohld be understood that the invention is not limited
thereto since modifications may be made by persons skilléd in the art. The
present application conteniplates any and all modifications that fall within the

spirit and scope of the underlying invention disclosed and claimed herein.



information bits are individuall y enci phered by nodul o addi ng, in an Mbit
adder 82, nLode enci phering bit sequence produced by a dﬁ?ﬁﬁ
.sequence Y@gg}ag@ﬁerator 84 as a function of a cipher key K and a code key

K2. Each bit of - the enciphered information signals is then converted
into one of preferably . ort hogonal or bi- orthogonal cchWdee -+A—an
ort hogonal coder 86. The codevvord t he

coder 86 are conbined with a selected transm t WM

bitw se exclusive-OR circuit 88. The 20 2§cr anbl e rrask 1§ rie rom a

transmtter scranble mask nenory 90. The ~© scranbl ed codeword is then

converted to aV@AJEalI{S ﬁt cam.t hat nodul ates a radio carrier as
n '.

represented i The nodul ated carrier signal is

anpl i fied by a suitable pnpl | fni £5ystn Frccdniminicatinged! sdyiense e infurintion.
The receiver portion of Fig. 4 has hardware anal ogous to the 25

transmtter potymbels, atransouttercqompeisingil at or 102 recel ves a corrp05| te signal

S gnal anenna o pir | BEAHSTRE Sprehdihf s RRA oA AymbEr W sdeliiedf T

above, thessi gipa¢ading sequére tirfebyaforhingcosaguence dfesptdaﬂlsyglbbtsomheremlﬂase and
quadrat ure components. These S|gnal bl o¢ ks are conbined in a

speci al i zed N-SPEPAdIng saquences Ags sl qqaseto \Wpreading Segyences that are
PCT/ US95/ 10229 -22-

an appropriate umsaléyegtpo%ongg:%%?rthorggnﬁl retrieved froma receiver scranbl e
mask storage devi cmeﬁrﬁ&'or scrambling each spread symboTMathchesmnmbl ed signal

produced by the nultlpller 6 i s,despread b ort on oder
o L hat ubes. Sormble sk herehy Prodsame spapence of schimbied SyiBof, Wherei Bie
10  common scramble mask is selected from a set of scramble masks having optimal

or semi-optimal correlation properties; and
means for transmitting the sequence of scrambled symbols over a

communication channel.

2. The transmitter of claim 1, wherein a modulo-2 sum of any
15  two scramble masks is a sequence that is substantially equally correlated in
magnitude to each of the’ spreadmg sequences.

3.  The transmitter of claim 1, wherein a modulo-2 sum of any
two scramble masks is a sequence that is substantially equally correlated in
magnitude to each spreading sequence in a subset of the spreading sequences and

20 that has substantially zero correlation with the remaining spreading sequences.

4. The transmitfer of claim 1, wherein the optimal correlation
properties include the property that a modulo-2 sum of any two scramble masks

is a bent sequence.

5.  The transmitter of claim 1, wherein the semi-optimal
25  correlation properties include the property that a modulo-2 sum of any one two

scramble masks is a partially bent sequence.



5 dermpdul ation procedure described above. The despread, or detected,

si gnal ivjp.96mse68 deCi phered by conbining the appropriate Cpefgkosifgadl
generated by a receiver sequence generator 1 12 with the despread
signal in an Mbit adder 114. Error correction codes are renoved from
the descranbled digital information in a -source decoder 116, and the
result is converted into speech. 10 e RAKE -
conbi ni ng el enent that was descri bed above ”INIHM“"‘M"H‘"{“ h Fig. 3
woul d be part of the orthogonal bl ock deggder . L Dat & correspondi ng
to the different tinmes-of-arrival would De prow ded by the

recei ver/denodul ator 1@2.  The transmitter of cla1m 1 '\I/h%hhh@@pl%&ﬂhgci ated by
those of ordinary skill in thls art tﬁ Appl i cant s 1 nvéntion can be
applied to tkejuencassare QenmuamﬂnsanfﬁNa}sh-lHadmfd codewordsaf or mat i on si gnal s.
Geater efficiency can be achieved by duplicating only part of
transm ssion chain for each signal, rather than:by duplicating the entire
transm ssion chain for 7each1§,bgfalsmnaef¢ﬁrc[amg1 tWherkifl- thé trafidthittin Meansgnal s
can be conbi ned at any one of at |east t’hr ee - pl aces: between the
modul at or 28 inchutles meany for further saramblingsthe sseambded: sxm'eolsm@mebytmdwzxer 26

ol 1 o et defleoB of Mher pramei WAL g BT GARLARAR Rl 1

detai |l bel ows¢raimbikedsiymbols évertie e6mmiunication channel, nf or mati on signals, but it
wi || be understood that these exarrpl es are read| I y - expanded to many
nore than two i nformation signals. - .Fig 5is a
generalized bl ock di agigam Ofl‘h@é{'aﬁmi’ﬂﬁ@r Q lfn readm SRaRL rum ’
comuni cati ons system | h-accordanc krl) | cant s v% %

Sinilar el emspreads eachiigformitionsyrhbdlafa pluralitypof sqhen&moé mformatadns Fi r st

and - second source i nf or matl si gnal s sych,as. speech are, copverted
into digital Symbols wifh & respechy Y?B pehces F"l':’é! fSB'B@gsa E‘B“i -2. The

i nf or matjigon §¥‘g}3 £ ?Qd Hgglsdl gital bltstreams arespread by respective
transmt 0(s)prea er d %Y 2sy2 usi ng - WD 96/ 05668

PCT/ US95/ 10229 the scrambling means scrambles each spread symbol in each

»

-D

sequence of spread symbols with a respective common scramble mask, thereby
producing a plurality of sequences of scrambled symbols;
the transmitter further includes means for combining the plurality
15  of sequences of scrambled symbols, thereby forming a sequence of combined
scrambled symbols; and
~ the transmitting means transmits the sequence of combined

scrambled symbols over the communication channel. |

9. . The transmitter of claim 8, wherein the plurality of
20  sequences of information symbols correspond to all information signals

" transmitted to a cell in a cellular communication system.

10.  The transmitter of claim 8, wherein the plurality of
sequences of information symbols correspond to a subset of all information

signals transmitted to-a cell in a cellular communication system.



-"23- codewords provided by the transmt codeword generator 21

D fferent dewords are used for 'the different source

; WO 96/05668’ PE?
si gnal s. ~Also, the transmt scranble mas generat or 24
provi des ‘either the sanme or different scranble t he

different source information signals, 5 and the respective scranble
masks are summed with the codewords, or spread "mm'"mﬂjm n
respective transnmit spreaders by respective nodul o-t ﬁ 1,
26-2. The sequences of scranbl ed codewords%&roduced by the “ " &dders
26-1, 26-2 are conbined by a sumer 27, anffthe sequence of conbi ned

scranbl ed synbol s produce S r 27 tor
28. 10 Because the scr?rjlrb (ﬁ’?ﬁ@g\m §_°irceé@oﬁb‘9%éé’gﬁqg%§?%gﬁﬁ%

t he sunmahd e sorymblngdmearts drélcombitied ififor £ theiinsOfor pféadingaindsi gnal
processor. Al so, . because both source information signals are spread

and scranbl ed @@Iambbng each infermatian symbel with p\rr@azﬂcnge gffectiversprredingg

oper ati ons may 9@9}! o

I f the sanme scra S us%atseédebeéhfsour ce Isﬁ*&dg&ﬁﬂmﬂs

signals, tigen it ls rmreﬂ&féﬂfwueetspmdmgmbqueacesrwesewcfmafsecoﬂemrds
produced by the transmt spreaders 22-1, -2.and then to scranble the

combi ned %ame&dmscmaencﬁam&fé e F%fequre@efqaatngcseﬂwmﬁgelﬂcr whi ch
shows a summer 1 and 6
that are sim|l Srgﬁﬁa%‘“%‘y 8&5@%1 br Blh?‘ nce nurrer |w%' s@mi:bgémal

In Fig. 6, thecobrrelation 'pmmmmpanﬂ generator 21 agai n provi des

di fferent codewords for the tvvo |taI S S S ad s
produced by the tr &Mstme @gsrﬂ:sgy "T*ﬁ@g dy'P &Sr mat i on

synbol s gelroerabeg,.{mcommummgn%mmt spreaders are conbl ned by the
summer 25, which may be a suitable 25 digital logic circuit or processor

because the signals are conbi ned before . nodul ation. On the other
hand, since the sequence

d d d d th
sunmer 25 is no |onger bi 2ary, @%%f%ﬁﬁ?cﬁﬁm dﬁ&é‘?’“ the?prg%fﬁce Ysheg

by nodul o-two geldinblifg meQﬁsW&éaﬁh fferm&tionsyMtiol loP ai phiiraBfy of sequerfc6§ afibl es
the conbi ned spread synbo S form ng the product of 'the conbi ned
information symbols thh a respective effective spreading sequence, thereby

=

forming a plurality of sequences of scrambled spread symbols;

15 the transmitter further includes means for combining the plurality
of sequences of scrambled spread symbols, thereby forming a sequence of
combined scrambled spread symbols; and

the transmitting means transmits the sequence of combined

scrambled spread symbols over the communication channel.

20 13. 'fhe transmitter of claim 1, wherein the spreading means
spreads each information symbol of a plurality of sequences of information
‘ symbols with a respective spreading sequence, thereby forming a plurality of
sequences of spread symbols; - |
the transmitter further includes means for combining the plurality
25 .'of sequences of spread symbols, thereby forming a sequence of combined spread

symbols;



30 pread synbols and either -1 or + 1 scranbl e mask val ues. In practice,

this ‘7? 05668 PCT/US95/10229
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mul tiplication can be carried out sinply by either negatin negat i ng
t he combi ned spread synbol values, a te rque that can also be

applied’in the descranbl i ng operations of “‘““‘\‘“ er
enbodi nents described in this appl i cation. e!ﬁ \(“ “
may be appreciated that the transmtter kbl ustrat rcn Fig" 6° can

used for sending source information blna synbol s by sending a codeword

and the codeword's inv H‘E"?“
codeword ' generaﬁéwﬁ{lﬁgw%ﬁlﬁb sprgaeéetl' ers tﬁg%e?&%s)éﬁ ién t he
summer 25 canthésequence of combineicspréad syinﬁmwwahgecmmmon bd:mmbleamesk in Fig. 7.

An FWI' processor, 100 10, performs a WA ansformon the bits from
the source cA&RfIpRy preducing @ sequence of scla ard s"&f‘% FHF % M astream

that is converted to a mitlfi f% seri al
converter 101. The ser itg?&%atas. ea%ﬁ?mggﬁftsgmesnetqu?%&% e sequence
of conbi fed spmbimtdspread|symbolschver theogommunicationeehafgielshown i n Fig.

6, and is provided to the multiplier 29 in Fig. 6. The product of the
serial 15 datastream and the transm't scranble mask produced by the
multiplier 29 is the 14, mtm&ﬂu@romambi eﬁnﬁe&w&:ﬂmﬂﬁgead synbol s
that is eventually transnitted be under st ood
by those of ordinary skneans for eamvertiagtthe seguence of inforpation symbolsiintera i on can
be applied tq the re 0 .ality of information si gnal s.

Ref erring tosf—q'%.“i,?ﬁﬁfh gﬁg@gﬁgﬁé can be separated at any one of at 20'
| east three places: betni@as fomhgenesaiag \first fEeudorandone ndmbed) eashofirsB4;, bet ween

t he denodul ator 34 and the nulti Rl ier 38; and between the nultiplier
38 and tHe  pseudorandom number associated with a respective block, and for generating a

second pseudorandom number; _
: - means for combining the first pset;xdorandom numbers with the
respective blocké, thereby generating a sequence of enciphered symbols; and
means for offsetting the second pseudorandom number, thereby
15  forming a scramble mask index; N - |
wherein the spreading means spreads each enciphered symbol with
a respective spreadmg sequence, thereby forming the sequence of spread
symbols; _ - _
the scrambling means scrambles each spread symbol with the
20  common scramble mask, thereby producing the sequencé of scrambled symbols;
and. '
the scramble mask is selected based on the scramble mask index.

15.  The transmitter of claim. 14, wherein the second
_ pseudorandom number depends on a multi-bit digital control signal and on the
25  block corresponding to the spreéd symbol scrambled with the scramble mask
selected based on the scramble mask index formed by offsetting the second

pseudorandom number.



rece| ve despreader 40. The latter two cases are described in nore detail
bel ow woSslodgsssi npl e exanpl es of two information signal spofpgdesiihargt | |

be under st ood that t hese: exanpl es are readil y expanded to nany nore
than two information signals. 25 : Fig—8—-s_a generalized
bl ock di agram of a receiver for a spread spectr conmmuni caT“cm%
system that separates a received conposite signal iﬂ Mﬂ

mul tiplier 38 in accordance with Applicants' inventio m” !’i

elements in Figs. 1 and 8 have simlar ref ﬁence numeral s. The*recei
scranbl e mask generator 36 provi des 8fther the sane or different
scranmbl e masks 30 approfr i at@, . f if fare . SOU

i nformati on synbols to bce)l% %@%%J]ﬁh m’ @f&éﬁﬂ%@ﬁoﬂ{m&% tngdns
PCT/ US95/ 10229 and the scrambling means are modulo-2 adders. - -25-
recovered to nultipliers 38-1, 38-2. The receive codeword generator 41
provi des different codewords appropri ate for the different source

i nformation synmbolyg v Q@ﬁ&

The descranbl ed, c}esprglﬁ Si gna J it?cg“d ﬁaad@espr easém}s (| .e.,

t he detected siagpawe qfrthejsmenibleanasansmsequeheaﬂmtmbsnanmzll val ue for
ag yoeq

each descr | ed p.read S r rovided to respective source
decoders 42-1, 89 g 'K‘ _oefghgayq@&ng SeqUERHSce i nformati on
signals -are separately descr arrbl ed and despread, these operations can
be conbined as illustrated in Fig. 1A If the sane

scrambl e mask is used by 18ot h Fheuransmitter @f relgimol#, mhereipiagnadulo-2 suamof t i s
nore efficient

te th .s_after t | tipli Such
a receiver is FFMSGE’S %gqrﬂnﬁlie ?I‘T‘Sﬁ%ﬁﬂﬂeeh?F Eﬁ&%\’%’é‘g@tﬁﬁ&lﬂuwﬁ thoseulcn
Fig. 1 have si @b}rarataaeihaﬁ@gm@d@ml@reaumgﬁeque&e ih Beubst OF Ve §RERMY d

sequences and that has substantially zero correlation with the remaining spreading
10  sequences. '

19. In a system for communicating sequences of information
symbols, a receiver comprising:
' means for receiving a cbmposite signal including a plurality of
_ spectrally overlapping sequences of spread, scrambled information symbols;

15 means for descrambling the composite signal with a scramble mask
selected from a set of scramble masks having optimal or semi-optimal correlation
properties, thereby producing a sequence of descrambled symbols;

means for despreading the sequence of descrambled symbols using
spreading sequences, iﬁcluding means for correlating at least one shift of each

20  descrambled symbol with at least one of the spreading sequences, thereby
“producing at least one correlation value for each descrambled symbol, wherein
the spreading sequences are mutually orthogonal or bi-orthogonal; and

means for processing the correlation values to detect at least one

sequence of information symbols.

25 ' 20.  The receiver of claim 19, wherein the processing means

includes a coherent RAKE combiner.



generator 41 again provides different codewords appropriate to the

di f f er eno 96085668 Sequences of source information synbols t?c?ﬁm& ﬁﬁﬁpred.

Because the 15 codewords are orthogonal, the separate despreaders 40-1,
40- 2 and the receive codeword generator 41 can al so be conbined. .

It may be appreciated that the receiver illustrated in Fig. 9 can be

used for recovering source information binary s hng a
codewor d and the codeword's inverse, as amumunl,m”ﬁmﬁﬁmch an
enbodi nent, the receive 20 codeword geppr ator %1 @nd thMe secelve
despreaders 40-1, 40-2 can be repl aced " by the arrangenent illustrated
in Fig. 10. The descr aphl ed&j r _ __ nultiplier 38 is
converted to a parall e?i)'dat g@%?%kn‘{ f?g&gﬁrlldél&'f%gﬁgr‘%p sSing l[?'ea"tsonverter
200. An FWI jnchudes amonxoheteheRAKE tombimern Fast Wl sh. Transform on the
paral | el val ues, which nay be binary-valued or nore generally Mary- 25

val ued, and the transforned values are passed to a signal processor 204.
The si gnal processgor. ] s f (A ' he
transforned val ues, 2 dgggrﬁgl ngef(;%ﬁct @%gﬁﬁqﬁﬁt}bﬁa&?@?ﬁ%@gn@%g

resul ts fronprducesa plugality v€ deqiences of descrambledssymbplsh eadhddquemsetofed. The
detectedgsignals r.esulting fromsuch rocessing (e.g,, at |east one
correl at Pon’ %ff:{?énlﬁgéjsggﬂ s&m}’fﬁﬂéa‘?a ViSo8y Qes‘ifrfgfﬂrﬁmﬁ?% provi ded
by the pr ocegaﬂ;o]g;m to the source decoders 42-1, 42-2. WO 96/ 05668
PCT/ US95/ 10279 - 26-

Figs. 8 and 9 il ustr athe despreading means produpces atdedst oné coreelatiom valse fipm

onrenct© et Elhy BeBhple Sy RBAL BF chRERR A Ran Ut Bietar R desblibed T ccol B
despreader s siintlol with at least @né respgcthe spegidingeséquénceand oi nt despreader. For
exanpl e’lOt he si gnal.

the processing means processes the correlation values to detect the -
plurality of sequences of information symbols. '

23.  The receiver of claim 19, wherein the descrambling means
and the despreading means are combined into means for descrambling and
despreading the composite signal with an effective spreading sequence selected

15  from a set of effective spreading sequences, thereby producing the correlation
values; and ) -

pairs of the effective spreading sequences either have opﬁmal or
semi-optimal correlation properties or are mutually orthogonal or bi-orthogonal.

24.  The receiver of claim 23, wherein the descramblihg and
20  despreading means descrambles and despreads the composite signal with at least
" one effective spreading sequence selected from a set of effective spreading
séquences, thereby producing correlation values for a plurality of sequences of
information symbols; |
each selected effective spreading sequence corresponds to a
25  respective seqhence of information symbols; and
pairs of the effective spreading seq_uénces either have optimal or

semi-optimal correlation properties or are mutually. orthogonal or bi-orthogonal.



5ﬁ processor 204 in Fig. 10 could carry out the appropriate despreading
and-j oi nt we g6/0s68t €Cti on operations. Many fornms of joint sigRRgsedgsAeti on,

of | oint dermodul ation, can be used, including maxi mumlikelihood
det ecti on, decorrel ation :detection, and subt ract rfer ence
cancel l ati on techni ques as not ed above

be appreciated by those of ordinary skill in th| s art tgma Im“u”

f oregoi ng net hods and functions can be carried out by a Jm””m
arranged, general - pur pose, digital _g nal processor ci rcbith
conponents. For better ef f i ci ency, h ver, specialized
-application-specific int at ) r el: . 15
Wil e particul ar enbodi rrg%[s 0 presen ﬁ*%e\ﬁ’ ?rglr!l‘ g\?gmg{eﬁ{e &é&i

described and iih¢luddsraaplagslity of spmhﬂy loeerlappingsseqaehced af endiphered,cspreadp | s
not limted thtf eto si hce g'g Hications may be made by persons
skilled in the Sgfambled,mformation symbal$; application contenpl ates any and all
nodi fications that fall | g,g’ga rlying
i nvention disclosed and \ét?‘%%ﬁg‘#%'?eﬁ com'i:ﬂkés ﬁ‘ﬁgg})gg% tﬁfg 4 SeratiBie”

PCT/ US95/ 1229 mask address and for selecting, based on the scramble mask address, a s@dmble
WHAT | S CLAI MED |

: - ] tem f t
a sequence of i grfﬁ%{p-%setofscrawgs&aglqg( i '[S%féf’%q QW(“gg?r%limca N9

means for spregg i&ch information symbol with a respective 5
spreadi ng sequence, t hereby form ng a sequence of spread synbols, wherein
t he. the descrambling means descrambles the composite s1gnal with the

selected scramble mask, thereby producing the sequence of descrambled symbols;
10 the processing means processes the correlation values to detect at
- least one sequence.of enciphered information symbols; and
the receiver further comprises means for decibh_ering the at least
one sequence of enciphered information symbols detected by the processing
means using a pseudorandom number associated with the respective information

15  symbols.

26. A method of transmitting a sequence of information
symbols comprising the steps of:
spreading each information symbol with a respective spreading
sequence, thereby forming a sequence of spread symbols, wherein the spreading
20  sequences are sela;cted from a set of spreading sequences that are mutually
orthogonal or bi-orthogbnal; : '
'scrambling each spread symbol with a common scramble mask,
" thereby producing a sequence of scrambled symbols, wherein the common
scramble mask is selected from a set of scramble masks having optimal or semi-
25  optimal correlation properties; and
transmitting the sequence of scrambled symbols over a

communication channel.



spreadi ng sequences are selected froma set of spreadi ng sequences that are
mut ual | yweydshasgggnal or bi-orthogonal ;

scranbl i ng each spread synbol with a common scranbll;eﬁ?rlg%ail%%ereby
producing a sequence of scrambled synbols, wherein the 10 common scranble
mask is selected froma set of scranble masks having opti nal f

sem -optinmal correlation properties; and S or
transmtting the sequence of scranbl ed synbol s ovumu' mml"" "mﬂm cation
channel . . S transmtfer®oft cl®aim 1 wherein a
nmodul 0-2 sum of any 15 t wo scranbl e m %s is a sequence tEatfls
substantially equally rrel _ 0 0 .
spr eadi ng sequences. 2 'ﬂfquethﬁ'd of clamt %g%e}e'ﬂﬁ ?4“3?1'? %#a’B'f claim
1, wherein atwodcaambl masksd acseyuence that is sebstmtiallp equalRSdorrelftedtirs equence
that S substant{g@ I% eggal ly correlated in _ magni tude to ea_ch
spreadi ng se{RERLHAE [Q e § e SeQYPRAS ng sequences and 20 that has
substantially zero correlation with the remaining spreading sequences.

4. The transmtter of claim1, wherein the optimal correlation
properties include the2pr op&heynetlmd oﬁclanniabpwhemnmeﬁomﬂsm ofcanynbl e

b Th
raneri t Por BIS eﬁawﬁfama%?%fwme Satis yperentinllys squally sorislased B,
properties i pabhitwiel theabl tsBftfenée ﬂpﬁi%&e?oﬁh@si}ieaﬁm& Rl ferdci®and

"scranble masks is a partia bent sequence
that has substantlally zero correlatxon with the remaining spreading sequences

29.  The method of claim 26, wherein the optimal correlation
properties include the property that a modulo-2 sum of any two scramble masks
10 - is a bent sequence.

30.  The method of claim 26, wherein the semi-optimal
correlation properties include the property that a modulo-2 sum of any one two
scramble masks is a partially bent sequence.

31.  The method of claim 26, wherein the spreading sequences
15 are permutations of Walsh-Hadamard codewords. - ..

'32.  The method of claim 26, wherein the transmitting step
includes the steps of further scrambling the scrambled symbols, thereby
producing a sequence of further scrambled symbols; and transmitting the

) sequence of further scrambled symbols over the communication channel.

20 33. The method of claim 26, wherein each information symbol
of a plurality of sequences of information symbols is spread with a respective
spreading sequence, thereby forming a plurality of sequences of spread symbols;

>



WO 96/ 05668

PCT/ US95/ 1
6 The %éﬁg/Wer of claim1, wherein the spreading P%@&@WE@S are

pernut ati ons of Wal sh- Hadamard codewor ds. . The

\\

transmtter of claim1, wherein the transmtting nmeans mns
for further scranbling the scranbled synbols, thereby Hm

sequence of further scranbled synbols, and neans for t I:m '{HmMHm
further scranbl ed synbols over the communi cati on thdnnal .

8. The transmtter of claim1, wherein th spr eadi ng means o spreads

each informati on synbol of lurali of quences I nf or Qn '
synbols with a respect i ve%%} '%lé& ﬁé‘g’ segHg}cgmc}l SPMSMESS SdBural ity

of 10 sequenc ©common scramble mask, thereb f‘ocﬁﬂ gl i ng
means scranbl es eac sprea Synno f?\ each seq uence§'§ spngad synbol s

with a respecti phlrahnyrufmequnnamfescmbdedsymbdby producing a plurality
of sequences of scranbl ed e tran

further includes neans for‘ﬁ%@ﬁﬁﬁ"ﬁ ifghsraciydes te step q5°°mtb(‘ﬂm§ E’é’é)?rf

scranbl ed synbokgqueh&ed sFeranibled §5@n1901§ afiereby forating aeGqiade of combimed anbl ed
synbol s; and he transmtting neans transmts the

sequence of conS¢mmbled symb%raadbl ed symbol s over the communication

tcﬂgngleljral ity of 20 seqlflieen%’ﬁggg%e ?fﬁm%}@?%g%ﬁ@%&@%g?s?@b‘%ﬁﬁ ef{ i

i nformation si gfa Sommunication channel.

34. The method of claim 33, wherein the plurality of sequences
10 of information symbols correspond to all information signals transmitted to a cell

in a cellular communication system.

35. The method of claim 33, wherein the plurality of sequences
of information symbols correspond to a subset of all information signals

transmitted to a cell in a cellular communication system.

15 ' 36.  The method of claim 26, wherein the spreading step and
the scrambling step are combined into a step of spreading and scrambling each
information symbol with a respective effective spreading sequence, thereby
forming a sequence of scrambled spread symbols;

the effective spreading sequences are selected from a set of
20 effective spreading sequences, wherein pairs of the effective spreading sequences
" either are mutually orthogonal or bi-orthogonal or have optimal or semi-optimal
correlation properties; and
the scrambled spread symbols are transmitted over the

communication channel.

25 ~37. The method of claim 36, wherein the spreading and

scrambling step spreads each information symbol of a plurality of sequences of



transmtted to a cell .in a cellular comrunication system

10. TheolgsmBeesl tter of claim8, wherein the plurality o gquences
of information synbols correspond to a subset of all mforﬁ%ﬁs’gﬁlngs

signal s transmtted toacell in a cellular comunication system WO

96/ 05668
PCT/ US95/ 10229

11. The transmitter of claim11, wherein the spJMUH Hmi'”m and t he
scranbl ing nmeans are conbined into a rreagg for s
scranbling each [ nforrrat ion synbol with™@respective effecti ve. spregdl ng
sequence, th rﬁnﬂﬂ 1PwhE a ed . spr

the effecti vg{ spr ea equenglejlggi%?g%sgﬁé‘%{ gb f%wga‘eg c%,fn;?)erei

ef fective spferadngg p&mh@mfesequmes of ﬁmﬁbl&d%bfﬁdtsymoﬁspr eadi ng sequences

ei ther bei ng nutual |y ortho onal_  or -orthogonal or having opti mal
or seni-opti nal Eh?r thﬁfllf% ringludes; '@9 stepraf combining the plurahty of the

LransI 4| NG ogfges ar ABMNIAY dpbeac AbE, ersh) STy FAZhiend of cSMGimel "

communi cat i on ‘channel .
claim11p \AmnrmhledhpreaﬂrsgnﬂbolsgaMd scranbl ing nmeans spreads each

I nformati on synbol of plurality of . s nc i nformati on synbol s
with a respective eff e@F’l f\?@““é}??é’i&f’ﬁ‘&"?g @'Re@ed FRYEﬂdeW"bOIS is transmitted

over the communication channel.

38.  The method of claim 26, wherein the spreading step ‘
spreads each information symbol of a plurality of sequences of information

10 symbols with a respective spreading sequence, thereby formmg a plurality of
sequences of spread symbols;

the method further includes the step of combining the plufality of
sequences of spread symbols, thereby formmg a sequence of combined spread
symbols; _

15 each combined spread symbol in the sequence of combined spread
symbols is scrambled with a common scramble mask, thereby prodilcing a
sequence of scrambled combined spread symbols; and _

the sequence of scrambled combined spread symbols is transmitted

over the communication channel.

20 -39, The method of claim 26, further com.prising the steps of:
converting the sequence of information symbols into a sequence of
* blocks of binary digits; _
generating first pseudorandom numbers and a second
pseudorandom number, each first pseudorandom nurhbe’_r being associated with a
25  respective block; _ . o
combining the first pseudorandom numbers with the respéctive

blocks, thereby generating a sequence of enciphered symbols; and



formng a plurality of sequences of scranbled spread synbols; 15

t he transmw(gg‘gmg‘aﬁther i ncl udes nmeans for conbining the pl upgdiiys of
sequences of scranbl ed spread synbols, thereby formng a sequen}([:’gyé 0229

conbi ned scranbl ed spread syrbol s; and W
means transmts the sequence of conbined scranbl ed spread synbols

over the communication channel. 20 13. Jlmﬁ ' ;
of claim1l, wherein the spreadi ng neans spreads each'® A mﬁm’mﬂ[
synbol of a plurality of sequences of inforgmation synbol's ith a %"

respective spreadi ng sequence, thereby formhg a plurality of

ncl udes means T or conbi neREHN 6 t6and piruderandorh uF heReb Form 2

synbol s, therebycrhmble maskaindextuence of conbi ned spread synbol s;
WD 96/ 05668 . .
PCT/ US95/ 10229 wherein each enciphered symbol is spread with a respective)-

t he scranbling a6 anh | s . t he
sequence of conSeaing SERERLE nery iniink B Rl br SUEAR svinBols

t hereby produci ng a sequesach spreagicsymbiol ésiscramblied awiths thecachmotmiarhmbleanask,
the transmttin ans transpits the sequen edof sg:orqnbled 5 conbi ned
spread symbol s ¥t BacYy Lqpenss %ﬁ‘ﬁﬂ@’ﬁ symbols; and

the scramble mask is selected based on the scramble mask index.

40.  The method of claim 39, wherein the second pseudorandom
number depends on a multi-bit digital control signal and on the block
10 corresponding to the spread symbdl scrambled with the scramble mask selected
based on the scramble mask index formed by offsetting the second pseudorandom

number.

.41.  The method of claim 39, wherein each of the combining

step and the scrambling step are a step of modulo-2 addition.

15 ) 42.  The méthod of claim 39, wherein a modulo-2 sum of any
two of the scramble masks is a sequence that is substantially equally correlated in

" magnitude to each of the spreading sequences.

43, The method of claim 39, wherein a modulo-2 sum of any
two of the scramble masks is a sequence that is substantially equally correlated in
20 magnitude to each spreading sequence in a subset of the spreading sequences and

‘that has substantially zero correlation with the remaining spreading sequences.

44, A method of detecting information symbols comprising the
steps of: -
' receiving a composite signal including a plurality of spectrally

25  overlapping sequences of spread, scrambled information symbols;



14. The transmitter of claim1, further conprising:
means f¢jo sspd¥d’ ti Ng the sequence of information synbols pRfBsiingze

sequence of blocks of binary digits; _ means for
generating first pseudorandom nunbers, each first pseudor andom numnber
associated wth a respective block, and for generM
pseudor andom nunber ; - nmeans fOré/’ﬂ,’,’ ' t he st
pseudor andom nunbers with the respective bl o0f y%l rating a
sequence of enciphered synbols; and _ - ¢ miz

of fsetting the second pseudorandom nunb'gp, thereby 15 ~formny a“scranble
mask i ndex; _ RT L Qs ; ol each
enci phered synbol wt hdescrambhgg %ﬁ%@%%@gﬁggwgﬁgﬁ%ﬁgﬁby

form ng the fsemaeset of oéramblecmasks havingsopiingdl ©r semi-optimal correlation t he
scranbl ing neans .scranb] es each spread sy | with the 2 comon scranbl e
mask, ther etﬂ)’%ﬁ%c‘-ﬁﬁﬁ{’l’ %&%Ws&?‘%ﬁﬁ@b{@m&’ and
the scranble mask is s(féfsﬁg,ﬁg RS @hcRAMBIAE sybGle BAiR gﬁfehdiin d_.,@éu
15. The transnmitter of clai %n 14, wher e_?ﬁst he secoﬁ Resding p eet?g%sr’andom
nunber deperinguding dhersteps obcorrelating atl least one shiftsofigagh desctambledsym®d! bl ock
correspondi ng..to, { he spr synbal scranbl ed wi.th the.scr | e mask
sel ect ed bas"gttjh ﬁ%f@?ﬁé"gﬁj'ﬂ%f‘éﬁfﬁg&sﬂm%sf ﬂPﬁfé’HI B?P%éfi{[ﬁgﬁf%e second
pseudor andomgopiéfafidh value for Whero@éseratnibled symbol, wherein the spreading sequences
PCT/ US95/ 10229 -
are mutually orthogonal or bi-orthogonal; and
processing the correlation values to detect at least one sequence of ‘ '

10  information symbols.

- 45.  The method of claim 44, wherein the processing step
includes a coherent RAKE combining step.

46. . The method of claim 44, wherein the processing step
includes a non-coherent RAKE combining step.

15 ' - 47. The method of claim 44, wherein the descrambling step
produces a plurality of sequences of descrambled symbols, each sequence of
descrambled symbols corresponding to a respective sequence of information
symbols;

the despreading step produces at least one correlation value from
20 each descrambled symbol by correlating at least one shift of each descrambled
" symbol with at least one respective spreading sequence;-and o
the correlation values are processed to detect the plurality of

sequences of information symbols.

48.  The method of claim 44, wherein the descrambling Step and
25  the despreading step are combined into a step of descrambling and despreading



31 16. The transmtter of claim 14, wherein the
conbi ni ng Wﬂ#ﬁ and the scranbling neans are nodul o-2 ﬁdﬁﬁgﬁ,mm_
S er

1¢. The tran of claim 14, wherein a nodul 0-2 sum of any two
of the scranble masks is a sequence that is substantially equally 5 '

. . . \%
correlated in magnitude to each of the spreadi ng sequences. —

18. The transmtter of claim 14, wherein a nodul o-2 sumﬂu‘
of the scranble masks is a sequence that is substantiall H‘I,’“"Iﬂ’m”?m)
correlated in nmagnitude to each spreading s%quence in a subsét of ehes "%
spreadi ng sequences and that has sub¥¥anti al | y zero correlation with
t he remai ni ng spreadi ng, 10 sequencges. . . 19. In a
system for co i@mwﬁée §’§'€fﬂéﬂgb§" Sﬁ'gqtmeépmﬂngrpequence s@%frgmﬁs;t ei ver
conpri si ng: effective spreading sequefiBa] therély prodaéiig Bk corfeliionsvaliiess asthal
including a plurality of specfrally over | appi ng sequences of spread,
scranbl ed i nformati on synpaitssof thg effective spreading sequenees gither havel eptimalnen i ng

Scranbl o masks. KAy ng el fofuREGT DRpSrdlg 3 e munsll, ritoBbne of B Srhfiondl. o
t her eby produci ng a sequence of descranbl ed synbols;
means for despreadi ng the sequence of descranbled synbols usin

spreadi ng séquences, i ncl &4 ngThemethodnf cdaipy 48, vherginthe ﬂesmmlgm ami ft of

each 20 descrm&gl. . syho | t eaaé f Sl ' nces,
t her eby pro ueg?lr?gsg%#eas g%ean@orr rlegcﬁetg% on usel&f%gﬁﬁeié@ﬂl agg%r anbl ed
E ynbol 3 wher Fi nonedeffectibéepmadiﬂgdéq@nwmmbﬁowasenﬂmﬁeb&vmmwal or

i -orthogonal ; an ) neans for processjng. the correlation
val ues to det ecieqHencesqtheregy producing @é{f!?éweeva&fesf # PRl Pf SEqHsEPSS O

information symbols;

10 each selected effective spreading sequence corresponds to a
respective sequence of information symbols; and ' _
pairs of the effective spreading sequences either have optimal or

semi-optimal correlation properties or are mutually orthogonal or bi-orthogonal.

: _ 50. The method of claim 44, wherein the composite signal
15  includes a plurality of spectrally overlapping sequences of enciphered, spread,
scrambled . information syxﬁbols;
the ﬁlethod further comprises the steps of generating a scramble
mask address; and
selecting, based on the scramble mask address, a scramble mask
20  from the set of scrambie masks having optimal or semi-optimal correlation
properties;
- the composite signal is descrambled with the selected scramble
mask, théreby producing the sequence of descrambled symbols; |
the correlation values are processed to detect at least one sequence
25  of enciphered information symbols; and
| the method further comprises the step of deciphering at least one
detected sequence of enciphered information symbols using a pseudorandom

number associated with the respective information symbols.



25 20. The receiver of claim 19, wherein the processing
means ' es a coherent RAKE conbi ner. WO 96/ )

el Usos TEgS§0 g

21. The receiver of claim19, wherein the processing nmeans

i ncl udes a non-coherent RAKE conbi ner. /10 22. The
receiver of claim 19, wherein the descra#bling nmeans producgs a
plurality of sequenc of descranbl ed synbols, each sequence of
descranbl ed synbol s rresponding to a respective sequence of in
synbol s; t he despreadi ng nmeans produces at
correl ation val ue fh\om each descranbl ed synbol by correl a
| east one shift of h descranbl ed synbol with at |east

respective spreadi ng sequence; and 10 _ t he proceSjdg neans
processes the correj ation values to detect the plurality[oT seqgences
of information gynbols. 2 recei ehugg dl aim
19, wherein the de&gra i ng neans and thg despreading mpa@[rq o,
combi ned into ngang=for| descranbling and despreadihg the c@gﬁ?sﬂf@r
signal with @-pffgetie spreadi ng sequence. sel gcted ]y
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&

15 froma set of effective spreadi ng sequences, thereby producing the
correl ati ogq gense6s 2! UES;: and . pairs of pEpuSssiasi Ve
spreadi ng sequences either have optimal or sem -optimal correlation
properties or are nutually orthogonal or bi-orthogonal.

24. The receiver of claim 23, wherein tigﬁodescr anbling and 20

despreadi ng nmeans descranbl es and despreads the conposite signal wth at
| east one effectifve spreadi ng sequence selected froma skt of

ef fective spreading sequences, thereby producing correlJfson val ues
for a plurality of sepnences of information symbols; K|

£l

each selected effectiye spreadi ng sequence corresponds to a ﬁ'&‘ respective
sequence of informatipn synbols; and pai E‘Gf t he
ef fective spreadi pg sequgnces either have optinmal or S @B &gopti mal
correl ation prope ti§ or] are mutual Iy orthogonal or bi - or i-hegtreds. WO
96/ 05668 N~ W&
PCT/ US95/ 10229 = S S Y 3B-
25. The receivef ofScl g m 19, wherein the conposite signal §§ icl udes
a plurality of spect =zl | \| overl appi ng sequences of enci phet ecﬁgpr ad,
scranbl ed i nformaji on~synpol s; the rec¢iver further
conpri ses neans f ating a scranble % mask| addr ess
sel ecting, based on the scranble nmask addregs, scfanbl e mask from
the set of scranble sks having optimal or |se opfimal correfation
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properties;
conposite
t he seque

nce Oi

escranbled synbol s;

t he descranbling neans descranbl es the

th%kﬁ@M&Eh&ﬁ§C'ng

th t he
10

means processes the correlation values to detect at

sequence of enciphered information synbol
recei ver further conprises neans for deci

S

sel ected scranbl e mask,

ring the at
sequence of enciphered information synbols det¢cted—by-the processi ng

t he

processi ng

| east one

| east

t he
one

neans using a_pseudorandom nunber associated wjtjrtire=rpspective
i nformation- 1 synbol s. I & A et hod of
transmtting 8seqyence of information synbgsésﬁg) ' qhég ds
of : spreadi ng each |Qior¢nﬂhro b Wi t h tfi ve
spr eadi ng ce, thereby forninE%a sequ gée synmR
wherein the spr PO sequences agg sgecleo h set of éprea |rg
sequences t hat hal |y orth@on® o1 lbi—g pdonal £
scranbl i ng eaf. synbol with a ¢ w scianb nas , t hef eby
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transmtting t hce of scranbl ed jsyafjol sl over ég ' connung?atmgn
channel . BX05668 -: HSSS ]! 8 &
PCT/ US95/ 10229 S | RIS e
o< ! *3 |
I i
! |
3
S L_ -~
g“‘ § =
S = S
‘€ h45§“q “‘Eﬁ
. Gwas |= *& | e
] XN =D
L = N x
s S gl | S
B4 S K=| 84S
§$¢ \r—J §%& =
S 3e ) .
S £
“ o~
SeF e
A L“ NS (I
e ¥
4 -
N4 wx o (\J
Ty =
IS = = :
N4 -
- , iy
* % ] :
L = .
- N NG
= = S S o
S S 8
[/NS S
o~
" I{N =X
I8 SEY N
Ly > )
81 S S
S S
1>
e
= o
S
S
£
SX| S
35| &
Qe
= |eq]
SIS

SUBSTITUTE SHEET (RULE 26)



-34- 27. The method of claim26, wherein a nodul o-2

sum of anywoe?‘s fwo scranble masks is a sequence that is gubstaddeba | Y
equal 'y corr in magni tude to each of the spreadi ng sequences.
28. The net hod of claim 26, wherein a nodul 0-2 sumof any 5 t wo

scranbl e masks is a sequence that is subsi&réti ally equally correlated in
magni t ude to each spreadi ng sequence in a bset of the spreadi ng sequences
and that has substantially z?_[(;go_r_rﬁl_{i\ti on with the renaining
spreadi ng sequences. ' [ D The g af claim 26,

wherein the optinmal correlation ' ! property that
a nodul 0o-2 sum of any two scranblg_ﬁe ; éﬁ nce.
30. The nethod of claim 26, whefeid » b cor el ation
properties include the property tha ) orfe two
scranble masks is a partially bent $¢q : 31.
The net hod of claim 26, wherein the spresgg+n ¢ ar e
pernut ations of Wl sh-Hadamar d queﬁo ' 32. The
met hod of claim26, wherein the trahsmi Mg étep § hcl udes the steps
of further scranbling the scranbl ed!s t her eby :; produci ng a
sequence of further scra ed synbol g, énsnittingE§%uaE§ sequence
of further scranbled synbgusSover thg i on chaﬁﬁnﬂs&j 20 '
33.  The method of clai mE&s whereir mati on Fypdps of a
plurality of sequences of %r@‘or mat i or lis spread Wfth a respective
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spreadi ng sequence, thereby forming a plurality of sequences of spread

synbol s wp 96)ke86/ 05668 PCT/US95/10229

P&T/ US95/ 10229 - 35-

edach spread synbol i n each sequence of spread synbols is scranbl ed

Wi th a respective comon scranbl e mask, tngrgby produci ng a . plurality

of sequences of scranbl ed synbol s; the met hod further

i ncl udes t on of conbining the plurality of 5 sequences of
scranbl ed syntiol s thereby form ng a sequence of conbi ned scranbl ed
synbol s; and AN t he sequence of conbi ned scranbl ed synbols
is transmitted AVer th omruni cati on channel . 2
34. The net hod pf clai m 33, erein the plurality of sequences
i nformati on gymbpots—cyrrespond to all information signals transnjtte
cell Ny @‘\c,el le ar co cation system I
The net hod gf ”%w wherdgpjthe plurality of sequenc&g-—-——-
i nformati on 4 y@& ¢rrespo 0 a subset of all inforn@ion si
transmtted tjosay §§ in a cql{ular comruni cati on system
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15

step and
and scramb™
spr eadi ng sequence,
synbol s;

froma set of 20
ef fective spreadi ng sequences
bi - ort hogonal or have opti nal
and
t he comuni cati on channel .
claim 36, wherein the spreading and
i nformati on synbo
PCT/ US95/ 10229

thereby

informati on synbols with a respective e

formng a pluralit
t he met hod further
sequences of scra
conbined 5 scra
sequence of conbin
t he comruni cati on

of sequences of

hannel.

or sem-opti
t he scranbled spre

of a plurality of sep

cludes the step of
Ied spread synbol s,

d spread synbol s;

scranbl ed spread s

The met hod of claim26, wherein the spreading
scranbl ing step are conbined into a step ?#’ﬁﬁ?g
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38. The nethod of claim 26, wherein the spreading step spr eads
each i nfor grj denidseny POl of a plurality of sequences of infopepiusssmoisd
synmbols with a respective spreadi ng sequence, thereby formng a plurality

of sequences of spread synbols; t he net hod
further includes the step of conbining the,purality of sequences of
spread symbols, thereby formng a sequence of combined spread

synbol s; 15 each cont}i ned spread synbol in the sequence of

conbi ned spread synbols is scrgnbled with a common scranbl e mask

t her eby producing a sequence Nf] scranbl ed conbi ned spread synbol s;
and t he sequenceNof scranbl ed conmbi ned spread synbol s
is transmtted over the conmupni cati on channel . 20

39. The met hod of claim 26, further conprising the steps of:

converting the sequence of infofnmation |synbols into a sequence of

bl ocks of binary digits; S generating first pseudorandom
nunbers and a second psequrﬁgdor1nunber, each first pseudorandom
nunber being associated withg P5 §Fregpective bl ock;
combining the first pseudoraf@om n erfs with the respective bl ocks;
t her eby generatlng)a sequence of e@EipHered synbols; and WO 96/ 05668
PCT/ US95/ 10229 ~
i)
N ]
Q=
=
B4 S
S .
x < Y WX s
S SSS .
LS .
Rt
S
N
~ Ly
= S
~N LS
[T
[N
N Qs _ ~&
0 §§ NS §§ KN
ot *LE ol SR — = §§ ™ oy
=1 85 S8 s |
N3 3§g§§§ ~N9
SIS

[
]
N

20-1
{
SOURCE
CODER
2~

SOURCE
INFORNATION
£6. SPEECH



o?fsetting the second pseudorandom nunber, thereby formng a scranbl e

mask i ndex; wher ei n each enci phered sy L ead
wWth a re§B§%¥W§S“ spreadi ng sequence, thereby forningp€hg§§g§%%nce of
spread synbols; 5 each spread synbol is scranbled with

t he common scranbl e -nmask,- t her-eby &hﬁducing t he sequence of scranbl ed
synbol s; and the scr Pe mask is selected based on the
scranbl e mask i ndex. ' 40. The met hod of cl ai m 39,
wherein the second pseudorandom nunber depends on a nulti-bit digital
control signal and on the block 10 corresponding to the read synbol

scranbled with the scranble nmask sel ected based oni scranbl e mask

i ndex forned by offsetting the second pseudorandom §E§§ r

41. The net hod of claim 39, wherein each of the conbin§§g: ‘step and
)

"the scranbling step are a step of nodul o-2 addition. 1

42. The met hod of claim 39, wherein a nodul o-2 sum of two of
the scranble masks is a sgeguence that is substantially y correl ated
in - magni tude to eachgof the spreading sequences.

43. The net hod of cl ai@Q’) wherein a nodul 0-2 sum of two of

the scranble nasks is a*saQ®nce that is substantiallyf equally]correlated
in 20 magni t ude to each jpreadi ng sequence in a subslet of thke spreading
sequences and that Nas substantially zero correlijati og.wifh the
remai ni ng spreadi ng sequenges. o 44.;:%5 net hod of
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st eps of: receiving a conposite signal including a

plurality ngg@rgg‘?ral ly 25 overl apping sequences of spreagegesspgiocd
ol's;

i.nformati on sy WO 96/ 05668

PCT/ US95/ 10229 - 38-
descranbling the conposite signal with a 9$/géarrbl e mask sel ected from
a set of scranblegmasks having optinmal or m -optimal correlatio

produci ng a sequence of descranbled synbols; & =
ranmbl ed synbol s using spreadi ng sequences, 3
&:of correlating at |east one shift of each de kﬁnbl ed

properties, ther
despreadi ng the
I ncl udi ng the st

synbol W tﬁ X |east one of the spreadi ng sequences, there S
produci ng at | ea®<pne correlation value for each descranbi®dyssynbol,
wherein the spr fg sequences are nutual l'y orthogonal or [|W
bi - ort hogonal ;| gnda. processing the correl atjon @FL es to
-detect at |eagt alé‘wg s¢quence of 10 information synbols. <4 "‘Gh.:
45, The net rod§)§ chaigh 44, wherein the processgng step g™ §|§ udes a
coherent RAKE {co®d§ni g st ep. y 46  The jreRRad df
cl ai m 44, wherlel processi ng step I rfjcl udes & non- cohier ent " RAKE
conbi ni ng step.
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I5 ' 47. The met hod of cl aim 44, wherein the descranbling
step roduces a plurality of sequences of descranbl egl @2 each
sequence OVO96/05668 joscranbl ed synbol s corresponding to a r QZ@?@ .
sequence of information synbol s; t he despreadi ng
step produces at |east one correlation value from 20 each descranbl ed
symbol by correlating at |east one shift 18f1Qach descranbl ed synbol
with at | east one respective spreadi ng sequence; and

the correl ation values are procefsed to detect the plurality of

sequences of information synbolss ' 48. Th% hod of
cl aim 44, wherein the descranbl® step and 25 t he despreadi ng X{&p are
conbined into a step of descra@ g and despreadi ng WO 96/@

PCT/ US95/ 10229 =3 %

the conposite signal with an e%eq-;i ve spreadi ng sequence sel ect fg om a

_set of effective spreadi gquences, thereby producing N

correl ation val ues; and pairs of the effedti veE

spreadi ng sequences eit her__havemc@ti ral or sem -optimal |c afion
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Information symbols spread using orthogonal or bi-orthogonal codewords are assigned a unique scramble mask that is taken from
a set of scramble masks having selected correlation properties. The set of scramble masks is selected such that the comrelation between
'| the modulo-2 sum of two scramble masks with any codeword is a constant magmtude, independent of the codeword and the individual
masks bemg compared. In one embodiment, when any two masks are summed using modulo-2 arithmetic, the Walsh transformation of that
sum results in a maximally flat Walsh spectrum. For cellular radio telephone systems using subtractive CDMA demodulation techniques, a
two-tier ciphering system ensures security at the cellular system level by using a pseudorandomly generated code key to select one of the
scramble masks common to all of the mobile stations in a particular cell. Also, privacy at the individual mobile subscriber level is ensured
by using a pseudorandomly generated ciphering key to encipher individual information signals before the scrambling operation.




- 40- 51. A term nal
i ncludi ng a base station and the
exchangeabl e between the terninal and the base station by direct

sequence spread spectrum conmmuni cation, the termnal conprising:

means for converting information for transm ssion to digital words; 5
means for converting digital words to correspondi ng Wal sh- Hadanmard wor ds;
means for conbi ni ng Wal sh-Hadamard words with a codi ng sequence to produce-
coded words; a nodul ator, wherein the nodul ator uses coded
words to nodul ate a carrier signal; and 10 a code
generator, wherein the code generator generates the codi ng sequence by

cl ocking through a plurality of internal states based on a binary mask that
is known only to the term nal and the base station.

52. In a conmuni cations system using direct sequence spread spectrum
multiple 15 ° access for conmunication between a conmuni cati ons networKk and
atermnal, a termnal provi di ng connunlcatlons privacy when
connunlcatlng with the network, conprising: a sequence
generator that supplies a spread spectrum sequence and a ci pher

sequence, the cipher Sequence being dependent on a first bit pattern that
is known only to the term nal and the network and the spread
spectrum sequence bei ng dependent on a second bit 20 pattern; _
a coder that converts speech for communication to digital words, each
digital word having a first nunber of bits; a ci pherer
that combines digital words with the cipher sequence to produce ci phered ‘
wor ds, each ci phered word having a second nunber of bits; 25

spread spectrum coder that conbi nes ciphered words with the spread spectrum
sequence to produce a digital spread spectrum signal; and

for a conmunication system
termnal, information being
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means for generating a radio frequency carrier signal that is nodul ated

Wi th tshe - digital spread spectrum signal for conmunication to the
net wor k. -41-

53. The term nal of claimb52, wherein the sequence generator is clocked
t hrough a plurality of internal sygtes to generate at |east one of

t he ci pher sequence and the spread : spectrum s Hﬂ’u Uﬂﬂ
54. In a nobile conmmuni cations systemusing direct s ”m,actrum
mul tiple access for communicati on between a comuni cations fetfork and a

plurality of nmobile termnals, a receiver in the network for signals
transmtted by a nobile termnal, conpri si ng: a radio
recei ver that producss At&hﬁmmrfafcoxhamahaﬂmts;#‘stgmtimdlud&@miaesstatMandthe a

sequence generat or .that. s es a spre ectry mse uen nd a CI
sequence, the ¢ terminal. é%faﬁ@ﬁ'egis‘agﬁ’& g%ﬁfaﬂﬁg S\tef’f‘ E&mgﬁl q‘ﬁéetstwé?’ﬁ Iﬁl’a’f’Ct
i's known only t Gedubtee spreadspe&ammsrkmaﬁeadohemmhhﬁwoafpﬁmaal and the spread

spectrum sequence bei ng dependent on only a second bit pattern;
a spread spectrum de@e@t@rfomaver%mfmsnmferm@moefo ‘émgqlwardSsarrpl es wth

t he 15 preead spec & iQitdd & Ag [E?ﬂgpd | e
group incl ugeng a flltrllse#wm“ Qﬁ‘?ﬁ% W gcgﬂ?%Pdl BlSHa es R,
a deci pherer that combinsder combjilirg ‘g’lalsh-}ﬁadamarﬂ wonds vuttummngeeguemeeo pvduce
pr oduce .

coded words;

a modulator, wherein the modulator uses coded words to modulate a carrier signal;
and
10 a code generator, wherein the code geherator generates the 6oding sequence by
clocking through a plurality of internal states based on a binary mask that is known only to

the terminal and the base station.

52. In a communications system using direct sequence spread spectrum multiple
15 access for communication between a communications network and a terminal, a terminal
providing communications privacy when communicating with the network, comprising:

a sequence generator that supplies a spread spectrum sequence and a cipher
sequence, the cipher sequence being dependent on a first bit pattern that is known only to the
terminal and the network and the spread spectrum sequence being dependent on a second bit

20 pattern; '

a coder that converts speech for communication to digital words, each digital word
having a first number of bits;

a cipherer that combines digital words with the cipher sequence to produce ciphered
words, each ciphered word having a second number of bits;

25 a spread spectrum coder that combines ciphered words with the spread spectrum
sequence to produce a digital spread spectrum signal; and

means for generating a radio frequency carrier signal that is modulated with the

digital spread spectrum signal for communication to the network.



deci phered words, each deci phered word having a second nunber of bits; and
a decoder’ that converts deci phered words to a speech signal for

transm ssi on over the 20 comruni cati ons net wor K. —_— 55, The
receiver of claimb54, wherein the sequence generator. is clocked through a
plurality of internal states to generate at |east Orﬁ"’n”ﬂmm

sequence and the spread spectrum séequence. 25 !l ”’",T’&HI I n
nobi | e conmuni cati ons system using direct sequence spreacd $peltrums*

mul tiple access for communi cati on between a conmmuni cations network and a
plurality of nmobile termnals, a base station in the conmunications
network for providing conmuni cati ons privacy when in comruni cation
with a nobile termg3althetQHRal 8f &l 52, wherein the sequence generator is clocked through a
-42- a sequence generator that supplies a spread

spect r um sequeplualinref ivtempistases to generate atdeast @§Of thecipherseqiease Bddhrespesadbei ng
det er m ned by ' Lt pattern that is known only to t he
comuni cat i onsgjﬁée*‘{/\r&oh‘ﬁg%& the nobile termnal and the spread spectrum
sequence bei ng determ ned by a second bit pattern; 5

codi ng meags for cq vgétin jsgeech.f I tranﬁpissi ntto the nobile term nal
to a sequencd: 3P 2 JIOgHe SGRBH cAHOnS YR TS HB POt MRS RS SR P P st
nurber of bi t smultiple access for commugiicftivdbefigeni® a0AminGiEationsThbtoR Andlh FiukAdity 9Or ds

with the cipher sequence to produce )
P mobileclerminals, a rec%iver in the network for signals transmitted by a mobile terminal,

a

comprising:
a radio receiver that produces a stream of baseband digital samples;

10 a sequence generator that supplies a spread spectrum sequence and a cipher
sequence, the cipher sequence being dependent on a first bit pattern that is known only to the
network and the mobile terminal and the spread spectrum sequence being dependent on only
a second bit pattern;

a spread spectrum decoder that combines the stream of digital samples with the

15  spread spectrum sequence to produce sample groups, each sample group including a first
number of decoded digital samples;

a decipherer that combines sample groups with the cipher sequence to produce
deciphered words, each deciphered word having a second number of bits; and

a decoder that converts deciphered words to a speech signal for transmission over the

20 communications network.

S5. The receiver of claim 54, wherein the sequence generator is clocked through a
plurality of internal states to generate at least one of the cipher sequence and the spread
spectrum sequence. '

25

56. In a mobile communications system using direct sequence spread spectrum
multiple access for communication between a communications network and a plurality of
mobile terminals, a base station in the communications network for providing

communications privacy when in communication with a mobile terminal, comprising:



ci phered words, each ciphered word having the first nunber of bits;
a conwerter that converts ciphered words to codewords using at [east one

Wal sh- 10 Hadamard codeword, each codeword havi ﬁg—&secwgg;ff

bits and the second nunber being greater than the first nu

means for generating a spread spectrum si gnal based fm"mm“m and

t he spread spectrum sequence; ang? 3"% erating
sS

a radio frequency carrier signal nodulated with the spréadL 15 trum
signal for transm ssion to the nobile termnal. 57. The
base station term nal of claimb56, wherein the sequence generator is

cl ocked through a plurality of internal states to generate at |east

one of the cipher sespqeawe gamgatottbat supplies a speatspecmeciequancsarjuarigter 20

i 1 pl & Acoes SR BRHINFORDH WU BT BLP B ONSt RTE S

plurality of  the comifRiidaoriseiefitdiiabutd the mobil€iertihaliafd thel¥prad @eétaﬁﬁr‘sdqaéncéor
signals transmtted by a base station in t he conmuni cati ons network,
conpri si ng; 25being determined by aseeRRd AP ERer at or t hat supplies a ci pher
sequence that dependyifinéint TJr%BmQh;ng speech forMahéhibsiGHYd t&ﬁﬂtﬁwgi um
sequence that depends on a second attern, the first bit pattern
bei ng known onseguensephdigitelbydrds, p@h@mafwaww&mﬂ@mtemb@ngbmpetmr K;

2 2dio receiver gl desn el Rty Stawma@@gh&%ea&g&m%poﬁée“t a

radi o signal

ciphered words, each c1phered word having the first number of bits;
a converter that converts ciphered words to codewords using at least one Walsh-
10  Hadamard codeword, each codeword having a second number of bits and the second number
being greater than the first number;
means for generating a spread spectrum signal based on the codewords and the
spread spectrum sequence; and
means for generating a_radio frequency carrier signal modulated with the spread

15  spectrum signal for transmission to the mobile terminal.

57. The base station terminal of claim 56, wherein the sequence generator is clocked
through a plurality of internal states to generate at least one of the cipher sequence and the
spread spectrum sequence.

20

58. In a mobile communications system using direct sequence spread spectrum
multiple access for communication between a communications network and a plurality of
mobile términals, a receiver in a mobile terminal for signals transmitted by a base station in
the communications network, comprising:

25 a sequence generator that supplies a cipher sequence that depends on a first bit
pattern and a spread spectrum sequence that depends on a second bit pattern, the first bit
pattern being known only to the mobile terminal and communications network;

a radio receiver that produces a stream of digital samples that represent a radio signal

transmitted by the base station;



means for generating sanple groups based on digital sanples and the spread
spect rum'sequence, each sanple group containing a first nunber of decoded
di gital sanpl es; a converter that converts sanple group to

synbol s using at | east one Wl sh- Hadamar d cudemn%d—~ea€h_synbg

containing.at |least one bit; 5 deci pheri S for conblnlng
synbols with the cipher sequence to prod’ﬁg Hﬂ, ; and
decodi ng neans for converting deci phered synbols to

59. The receiver of claimb58, wherein the sequence generator |s clocked
t hrough a 10 plurality of internal states to generate at |east one of the
ci pher sequence and the spread spect rum sequence.

means for generating sample groups based on digital samples and the spread
spectrum sequence, each sample group containing a first number of decoded digital samples;
a converter that converts sample group to symbols using at least one Walsh-
Hadamard codeword, each symbol containing at least one bit;
5 deciphering means for combining symbols with the cipher sequence to produce
deciphered symbols; and
decoding means for converting deciphered symbols to a speech signal.

59. The receiver of claim 58, wherein the sequence generator is clocked through a
10  plurality of internal states to generate at least one of the cipher sequence and the spread

spectrum sequence.



