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WD 2007/ 118239 PCT/ US2007/ 066257 -1 5 AUTHENTI CATI ON
SERVI CE FOR FACI LI TATING ACCESS TO SERVI CES

WBACKER2BIND OF THE | NVENTION 1. The Field of tPe€I/US2007/066257
I nvention The present inventjion relates generally to
accessing the Internet via an Internet 10 access
point. Mre specifically, the present invention
rel at es AUTHENDISATDONSYERVIGEROR FACHAMATIENG NG a

client systemw th RQOCFRYSETOSNERVEEBS point. 2. The
Rel evant Technol ogy Recently, accessing Internet via a

wireless |ink BagheROURD Bf PR RPN AR  and
Internet users are growing to expect wrel ess |nternet

1. acc@h(sFiield ofghyIndieffi@r ent areas, 15 including both
publjc and private |ocations. For exa

user
car I §¢ BrPSBt BTGP SelRlss ssREriletq ﬁfcé’ﬁﬁ’n‘g)ﬂlﬁe%‘&%?n%e‘ﬂ}‘i‘ gpgnternet
acck® ;Jo%alM&@fsB@&ﬁcsa!mgpﬁle pRatBh iGveérth3EIRS to Aletbds 8RY §fsfoms for

cyber cafes, publiC transportation, airports, anong

autb@tﬁl@atmg)'t@ltqnb%@tenawdthemﬁef@tnet acdgss/pointwi r el ess | nt er net
sgs URo ttc,)lheh r.arrival. Therefore, many of the

' abo 835111 S né)il?gé’r Internet access to the public

andr ekt 1Py @bl Ihictidd O1a AREEIRSs MM MdsDevbth€ thoadakiodly common

third party client systens to connect to the
and) Ipfesnei asers TSR toexPewt ddeclesp dntatnst aagpssi indpangedifferent areas,

L A S

otheli Siobild Uiterngt-fady deviessnet locaruoéet ishopst pulslitelitarienicity centers,
cI ie tgfﬁi) st ens. For exanpl e, speC| fi (i geogr aphi c
cybep eafes i HTARRRARUIQR. YIRS anong O % 19r3HAEs, 3ng\pesd to have
wirlidBd ]!n@erﬁ\%t a@&&§§g&fﬂ@ggﬁm1' nternet 25 access to nobile
visitors through a wreless LAN (W.AN) are conmonly
r ef €hgrefthre, onay of thet ai)pm éodatmrseoﬁélohmernexsmcsssdb thhlplutjlic and

r i ent systens i.ent systens whi
prof ki isk Fatest PRIap ool T T aoA iar ety @ odhéc o the
Intdriéter TIRL [rAGRESE PRI pHints n?dyeln@llﬂhg wWirk] &6 aRE Svirdd@uters, switches,
I nternet by establishing connection with the

Witelgse ragsessaBeiass (Wdibs).. amihéleakyleﬁ | alyich |atr®/ caprble of ezhsi@butmg an

Intéarﬁctes‘cr’lhec%lon tgarnteI cg:rl'lrlnar ! éile\M[ rSe ! t%%nsé x%%ns le, Qaéc’m ic eo faphic
et I'ng "poi nt ~for ) r§ PBUEEPnesgegdPie 5P g srap

locmtfﬂs Gh Rali¢H hie$nteidier m&isspmmo{/ial@s putkie: wiielesy/Brload B nternet
of the above mentioned Internet access point providers

accggsrigimpetrle visitarnPueyghng WirelepphANWEND jaseprminpaly rgferred to as
“hottﬂ)%tg 5 dfh\éfeq&%l se?sngf thlkrgZ)EIéty%}l%{it:sS;Etgt F@S&lﬂsglt ts{'s‘?ef'ms which are

ter net provi Ccess
othEI(vﬁsem&ufﬁhﬁed Mhltfh tbe @V@\d@‘r afalye h&ernetom&irsrmﬁintw dré able to access
onl i ne secur.i may. W sh to charge a fee

the{Iperneg By gstapli SﬁIH@ % C%“Sle?tiﬂne‘?’ﬁ]étthea]@é"é‘%% aﬁEﬁSﬁP%lm BEE%\a%aélabﬂlty
of FRENEF Qs an@ pati&ild Bt REAREs AGGESS, PRI BcohR 4 ¥Pif&!dovnt for

many businesses, municipalities, airports, and the like.

However, many of the above mentioned Internet access point providers consider
it important to monitor the identities of the individuals and client systems accessing the
Internet via the providers’ Internet access points. For example, the provider may be
concerned with online security, and/or may wish to charge a fee to the users of their
Internet access points. Because the provider of the Internet access point is typically
charged a usage fee for the Internet connection by their Internet Service Provider (ISP),

the Internet access point provider often passes this expense onto the end user.
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charged a usage fee for the Internet connection by

their Internet Service Provider (ISP), the Internet
W@eweds82pi nt provi der often passes this expenBer/us1007/066257

the end user. WD 2007/118239 PCT/ US2007/ 066257 -2 5

Therefore, the provider often requires third party

client systens connecting to their Internet access

poi Thertforgehé erovider @tenheqbiresathirdnpaptyodess sysérne oiegting to

jnclude the subm ssion of a usernane, pass%ord, and
thegsilRigrnet @esess PPIERIQ BFTQIAY & AberBivatiohBroseshwhiqyr gy Hisfude the
subﬂ{isstii}?of At REAEhe 2 é%@v?érd?Qh@%tﬂe?ti@éﬁgi%c{ltﬂ)ncﬁ%rgﬁti@n.f &Fhere the

to the online users, the users are also required to
prosulendf thbilhferneg acaefsoparatt inends Buditargesa feeeditte @dind users, the users

information, before. 10 .access is,granted. However,
are gl PTG TP o T o S g e b g Agion, before
acc¥dsds PHiatddc | nternet access points because they do not

wi sh'to share personal and confidential information

eacHowewss, maRy users iretdsteaed dsun peresding ghedaternet via public Internet

Furt her nore en.a user. . nerely w shes t i ef.l.y. .
scckib R TR S0 08 Rl B BsRONRE phf saldeffigmation
cacheiadIgRy twish By 8esSthefintediet. aBhitfiginbeatwHag awisehnlePsty wishes to

Internet access point can be overly burdensone. BRI EF
briflyvipRys die IntErnetnENTRN figne uegnsd dainge so |bepusatthe msocess of
- ' - ' i whi ch

R A TP B e ek PN e, o
users. One enBRIEMSOMMARNZOF THEANMENTIQN hent i cat es

athjrd party client. systemprior to pyoviding ) )
| nt Ebfﬁ@ta‘ge% i lip)itgtions’ ar¢ PYﬂr%?rH%tha%‘Bé%d\émﬁB‘isn?f ths inpention,

whichi re@tePRY &¥tehls! BB ImEUSILIY adihenti®BHRSEsERY AR embodiment of the
practiced, for exanple, in a distrTbuted conputing
inveytsineavthanticates mghischpdriyt dranésy @t @sior po pratvjdisg Internet access via

ut henti cation servjce, and.a third part | ient )
an ﬁggpgtnqc.ceﬁs‘ Ep.o nol glae {Ihll.rglgﬁagschplétc%/!s{;ph gﬂ:&et Xleﬁ}qg may be practiced,
for %tﬁﬁl?l&g i€ atdiQibsed _\ébﬁ%uﬁﬁg A ERihdadih @ n RS tackEs8Point, an
the third party client system The authorization o
authentigatéan sesvipmiand atthiad party eliguo Asten o The siatlyldeinglyd¢soigeeiving at
the ba%'t ne%tigaq{rlc\{%losre?\ﬁge ?ﬁ a%th%%zﬁ%o%r re f esTt rH;‘ontl Qfler ﬂ}ilpdar §r¥ glllu%nef nstystem.
system erel i fhé user™i's hotYequi rred to Renua y

Thé shdrizatiaf Yequd & idifigtad irofspdnk@td@EinglR. actib€ being performed by a
aut horijzation request includes a unique cl.ient )
user @b Hejthird patty elignd sygtehyWhgyeintBe parigneideqyired tpapanually submit

anyf%c?eﬁlgﬁbat%tﬂeiqugnal G9! DEhdHBGTon \?g&defs‘y iimh&egaz{ iutal%e client

party client system associated with the un
identifienfori demtifiyfigethei thirdapadmorclizedsystenacc&Bs rhédtkod also includes

Internpet via the Internet access point. If.the third . )
VerH&anwﬂ%ﬂth% Hirdapprty; teewsgef%aisr%@ﬁeﬁéﬂlﬂi the e cliepgidentifier is

authti R0 N6 taccdsD end B ARG ViRGhLARSBY Qbdl Pind Nirehd alird %arty client

access to the third party client system associ ate
systeint 13 auttiogiged ol dceens thallernéti die mdtlaod inelutles pomding latres sccess
to I?lg I&Elté% lp?lﬁ% %L{%ﬁ%&ﬁ%gﬁ%‘g%%ﬁ?% V\Illﬁl gtilial?ec tcl(;“‘ednt tié’en%ﬁrer}etvgot%e (ﬂclternet
access point.

A further embodiment is directed to a method of requesting authorization to
access the Internet via an Internet access point. The method may be practiced, for
example, in a distributed computing system including an Internet access point, an
authentication service, and a third party client system. The method includes providing a
single action user interface on a display of the third party client system for receiving a

single action from the user to initiate an authorization request for accessing the Internet
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access the Internet via an Internet access point. The
nmet hod may be practiced, for 35 exanple, in a
waele®rnidaee ed conmputi ng system i ncl udi ng an | nt BEHES$2007/066257
access point, an authentication service, and a third
party client system The nethod includes providing a
single action user interface on a display of the third
viapiae tlyiteenet eittess yoimm The singbeebhstionguser isterfgte daed henrequest the
liagm the user,  to.initiate an authorization regﬁest f.or

malgl égl%tpﬁélO{l W& apyidsnpEcatigp B Ematqg o9 the user. er receiving the

sin@ggc{i&?%y 0RO &Ry at thd tRird 'tp%rt? REehtNGRlRLlanBRERR SR Plquest is
he single action user iInterface does not request the

sentram il agthbmcesoweryiceanhe adbotzatipo atquenst incholingmbiwmque client

. fromthe user. After receiyi the . single actiaon from

1de{1tﬁ€erlfgé fdegp&l% tl}ehtilslea OE g}et T}Y)lra ﬁaa&tﬁt chgg}ts i)g‘fﬁm. aﬁmaﬂy, the method

incRMENRLET Aol £ Thd BHH PRty IchentSOREmt RithdIR @t foefbéshd Bifernet via
service, the authorization request including a unique

thednteenet acceshepetintf i er for identifying the user of the
thind,party.client te Finally, 't nmet.hod 10. . .

e BB SE R R B i b5k yOR B PE dpipion which

folldwshetid #Z@ph@nwvillob66Esss filden Lt @Esoeption, dr thike bk NELhEEbLy the
access point. Additional features and advantages w |

pragéceset theoreaphipgs hergingedentupsi ¥ ofhiastages of Itgndnveation jmpy be

C ikl . ¢ TR ‘

reofP 2Lt i BB RO A AL L B BloafTRAIEPS pointed

outheahe apsendadl chthianFages:s aff thdpresent entdnoon eyl Heeoh®d more fully
real i zed and obt ai(@ed. by nmeans of e(tih .1 nstrunment

aprREsRb et thsdellomingidesiriptiop apeirRpded SlHmS. (PrivRy %\f‘p%é%gg&)y the

prabli@ dfhe fO&HHNES s&f folRGeRiEHeAt invention will become
nore fully apparent fromthe follow ng description

and appendedBRIEF PESCRIPFEYNKE THEDRAVWINGHe

practi of the invention, ,as set, forth herginafte

D oS B 2R i e A0 R BB S he presen
inveht&dnl b Yndrb ?at@i_*é@l\éﬁ deRHpQEMET tha GnantiaY 8311 BE derldeRY Wyasfeddnce to

the presen invention, a nore particular description

spegifict ¢rabodimentsi thereaf Whidheareerlustiraied by thefppended drovings. It is
app?ﬁcgﬁlgé) thé‘h fjlggeo%lagv?n%trsi ;c’igf)l%f {)Iﬁottyp%qall %pnb%cril%%eln{t]sl (%l'fl‘:tgé %Evgﬁitiénnand are

rawm S apprecirate ese

thefbfereindgto steginsideal IimitifPio€ &k sespeodihetmichtion wilt®e described and
invention and are therefore not to be considered )
explaipgd Wiy astditiang] spesicityand detibdbioagh wWiq psepal Hiescpppanying

grﬂ% lained with additional specificity and
dra et aSI%? through the use of the acconpanying draw ngs

i n Rguccht A Higtrates a Achdnatistdratiag of asetvesrikingcodpater egvicfnment
a _net.working conputer. environnent for providing
for proyyding ace e&ﬁ“%@‘l‘fé?ﬂmé’é‘?‘? %fr?(“ g‘ﬁgé’aftﬁ ic[lﬁ‘ﬁﬁéﬁt?‘?’ client
Figh¥S U BMilubirged & {dBembtid! Hrivdihg SofaRRE MBS ARG Rétworking
anot her enbodi nent of a networking 30 conputer '
congputen envmenmeftofor prowdidi vingdd aglom anthanoinataumt dfem thiclapdrgnclient
Pf athird party client
system;
Figure 2 illustrates a schematic drawing of a third party client system;
Figure 3 illustrates a schematic drawing of an authentication service;
Figure 4 illustrates a flow diagram for authenticating a third party client system;
and

Figure 5 illustrates a flow diagram for requesting authorization to access the

Internet via an Internet access point.
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system Figure 2 illustrates a schematic drawi ng of a
third party client system Figure 3 illustrates a

W@ ehes28c drawi ng of an authenticati on servi CRCT/BE290T/€66257
4 illustrates a flow diagramfor authenticating a
third party client systemp 35 and Figure 5
illustrates a flow diagram for requesting
aut homEBAILED D& SCRIEFTEONIGEF PREFERRED KM@ GIDIMBNESnet

access poj nt. 2007/ 118239 PCT/ US2007/ 066257 - .
DETAY %E@EE@@&Y‘QW‘@% J@ffPﬁE}iBﬁﬁm@ Coth SRR T Berence is

maglér)rt)d e a@&rgﬁén?iﬂfged}aaﬁgg WHEH RfPm! g&rp BeRbETMEE i®hich are shown
e eference is nmade t

odi nent s, e t he acconpanyi ng
by drpwi dystratdcspetibicransbodanénther ebich tinohvemiosmahbapmcticed. It

s iR e v Bt Pa BE Sy SR bl s
be HRGEHEhORhiHhg HoREthe %%QJE@WISr%seHﬁMw@ﬁidﬁ ilized and

structural changes may be made w t hout departing
f r ohmbpdimestspel e présenppmeeriiom pravidatipoan Bathedticatne segfce for

t he sent_inventi.o ovide for an authentication .
prol B TG e B G0N PRI R ot Pend e MR A s SPoipe. The
autBdntieBiors Y& VieoBinvplEFieathé ALBEMRIatiaE PESRsPHant .usdhef a third party
_authentication service sinplifies the authentication
cligst sxeen RerErma NIYErto dreing erinted Iiaregt acepssevie thy drigrnet access
.nerfo r :
poifiE ol Ble G RELRRANRILE ol e 1Bky ARAREE ohich allows o
useatd hehdnticateiand gs@ractese tptheVMhrest aiathe intemteddaseonhibghaking
.allovvs. a user to authenticate and gain ccess to_the
3 SPRteRGhar. I8 P HeMPHICr It Hiccug'e gsiion aw@ertt_%%% of ghe present
invehtA RIAEE 1Ry St b SerntdPidBEN Chde@d toTRRHHBEE Svith a provider
action authentication of the present invention
of medintesett hecessupbert @il uslpresi titeepvotintos peewdeld and confidential
) faut heni{iHl ate with aﬁggegvi der B of an Internet access
infofIAHE™ 417G 1S CRIRYLAFLOAWGTHE it SR ANT @ asfer system
conRbMaitd dw t&Pidufd PANMRIARE dbfAad btansREWHNIbeatl@frated using a
_between a client systemand a server system Referri ng'
diagrgmmes Fifgrgnes A2 petworle campaier edviesamentel QU | |Thee embodiment
il ustrat [ .di agr ef.erenc net wor k
supgis ShER Eflor RuMiuReo g B9 REP G ORFet 12 R0RARE fecess
viaSinnBk&@n@Cdcc€3 piithEo® | ThE inetwd@k camipbier @npiddrinyert | l06Mhcludes a
L %istem 112 for online access via an Internet access
(0]

poiyiea Nesorir AN Gorhick saprackytodhs/ IntesRsrelftt vizpgther a dial up or
brohdGhHdSin&idn. MR AR RR 1%}8§7 WBA Keck hf‘ﬂpe thi¥n 'Oﬁuh/ri)a an Internet

connects to the Internet 4 via el er a di al
Serbico Rubradet (CSINNEORt iThe. L AKid 05 AMylLiodudayn oemetcdccess ppe 106 and

Internet 104 via an_|nternet Servi.ce Provider (1SP)
an i‘ﬁg?ntfﬁﬁfé‘”}_mli@éoﬁ?rﬁl‘? FAgaceRSs| Ry HarPrae. %%@S%B‘?tr%‘:ess to

onel AOmBRGhir@ aftY CHEMty sdbk a2s erMbge Thahird P&ty BE&H Redtems 112
access point 106 provides Internet access to

authenticate via an authentication service 108 prior to gaining access to the Internet via

the Internet access point 106.

The ISP 102 may include a business or organization that offers Internet access
and related services to individuals and companies. The ISP 102 may provide either dial
up or broadband service, including ISDN, Broadband wireless access, Cable modem,
DSL, Satellite, Ethernet, and the like.

The features, geographic range, and complexity of the LAN 105 may vary greatly
depending on the scope and type of services the LAN 105 is intended to provide. For

example, the LAN 105 may simply include an Internet access point 106 for providing
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one or nore third party client systens 112a - 112d.

The third party client systens 112 30 authenticate via
w@pooanid2ent i cati on service 108 prior to gai ni NRCHUS®ET066257

to the Internet via the Intsernet access point 106.

The 1 SP 102 may include a business or organization

that offers Internet access and related services to
Intérneti ¥dcdssatcs aadethtieelgpandle aumbee of Shrdl PArtyrayiepr Oystehes 112, As
.. either dial up or hroadband service, includjng |SDN,
il Hhﬂlﬁ ahosfeey dlddese | oAbt é&%é@%{naﬁsﬂb‘aumlugy a server
105! thi P indRidaeiGknerfiRgtidnN&rlib& 808 TRONLELIY! 88 LAN 105 may

geographi c range, and conplexity of the LAN 105 may
inchude v Igrgeatnidycongdgre nolinpigten netivoek, sodpes andetrypditapf Area Network

vices the LAN 105 is intended.to provide. For )
MERQriRaTng 0 £ 108 iy BONENE IHETBUECR it Brdapry clien
sysRHRE$$2 AekAEd Wik Ahe RHQVVEI BEe WP ABRY 1288 Access points 106.
PCT/ US2007/ 066257 -5 5 Internet access to a
Consgfyegnitlye piphanghl the mer ek ADF traditiehaprrapplies foesmalk {ovpleansas, the

11.2. illustrated in the enmbodi ment of Figure.lA
e AN obsabeRl nes; R BRETPIRT belork HEis Rapable of
profRiynd edrhiélecedts authie phitg aliéMRysenyice 108. Conversely,

the LAN 105 may include a |arge and conpl ex conputer

net Wet kANUOR Brovidendetedisbiareesn taythisd Mattiorient sygges 112 via
inGRATYLIG BILEIET P e elt B 0l B ARCHS o

distribating tayi Mt@n&neomection e hnieyle ethirdoetss clixat ysteth®6L12.  For
Conseguent |y, althouygh the ter rp "LAN' traditionall

y
exazpht- 18 [MEmEhagcrss R 10f BAX ey a pietRss fowpr, agyirgkiyter, a
WiREd:S i ce QIR QWAL), AT HIRNR, NBEMRIK bi’i@%ﬁ} ?g'lﬁhernet hub, an

capabl e of providing Internet access to t party
Ethetnee nwvitsly stndntbe 1ik2, ofThey totbib@Gop thevéade sWherteethndniternet access

.ac s.ta,third party client .systeps 112 vja 5 . )
poifi A8 ri b e aleRt Skl B RhTer ot ot s dgrihgd in the
back@RuiBY¥edtida! MRRVIAOYnPS hadte thRd pa@% SlidritdP UL dGviddlessly connect to

I nternet connection to nmultiple third party client

thedyternats Funthernfooe, whovatiplaternehacdent peinet Oaisceaséigpisidrip provide
i8Rt S 436 S GRB B e e 6 e o

seveel WOARs hiltedaegethsr tbtfbah Aahrgbtstwark thit BleywietrosMniet hand may
and the |ike, or any conbination thereof. Were the .

furthgg inelyde repsaiessandgefirstors amplivinstignabypes adargpr gqogephic area.
Sl gEﬁ‘érefo?e hpt %ngﬁgmiséi?? Cﬁl@ﬁhﬁld’llésfoqeé&{lfngﬁﬁaﬂé&ptlﬁt%met data
background section, allowmng one or nore thir arty

betwkéretitesInielRett awcanis rpelire siloyandosreeat mbee thiddepalrtyt @drenetystems 112
Furt hermgre, when the Intgr net access point, 106. i .

ma Ghig P EYT POVFIEY e Wilie SPRUSSTIGR c £05 CayBple & Witpgonnection

maP FRAURRAI Eih&h &%ableNEatbdHr 5 eI AAFEESE-ACH BB ASE-1T8YI 000BASE-
i nclude several WAPs Tinked together fo forma l'arger

T, selt tho tike.t Adso, amiless tomrniiogthay amdudedy  EFS3G2ukl; Réireless Fidelity

ine eaters and reflectors anplifying signals
(Wﬁ)ewgﬁﬁgreg%(fﬁlﬁé%ﬁr aphi c area.

As stated previously, the Internet access point 106 is configured for providing
Internet access to one or more third party client systems 112. In general, a third party
client system 112 is a computer system that is not owned, affiliated with, or otherwise
controlled by the provider of the Internet access point 106. For example, the laptop (e.g.,
112a) of a patron who connects to the Internet 104 via an Internet access point 106,
provided by a cybercafé, would be considered a third party client system because, apart

from accessing the Internet from the cyber café, the patron and the laptop are unaffiliated
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Therefore, the transm ssion nmedium 110 for

communi cating Internet data between the Internet
Wa@ewesss2pni nt 106 and one or nore third party BCT/B82007/066257

systens 112 may include ei.tsher a wireless or a wired

connection. For exanple a wired connection may

i ncl ude an Ethernet cable, category 5 cable, 1
w1tﬁlﬂ%k3§rbé’1;cafe QOBARBEWDX]s, HRAABASES B0 patromischot bantd kecontrolled by

Wi necti on may include | EEE 802. 11,

awrele
theWP%r%fgs Congrspaly. yﬁe PaW% 9f 2 hymgmwnenyio capnacisyg theaditernet via a
wirhed ﬁﬁué}ﬁﬁ%@ Héﬂnxgwﬁ&% ASHhE WaGtd AGCRSSorRRIeRld oL Bfrd | Barty client
conf |gure for provi |ng I nternet access to one
sysmm daacmsedhpémtry:owhelerst thsysverde dflthe Interggnaceds, pant (ie., the

clentsst 2 r . system.
wirbRist fuB, 0 a5 68 afd FITmsahe fantor 15/0TR B RGP Gobird party
clietPRY<t@hl18d iDYont Renig %Véh@ﬁ‘%edoi fefem?y ih@tlﬁbﬁﬁér SCE8Ifternet access
poi nt 106. For exanp the | apt ., 112a) of a

poiplatGton leﬂy t@ BN @eqess t<>oth@ hennat ‘e@ tlr@dntemea agaess pomt 106

S B RGP BAE ey IR S5 s RS
easbsacéauﬁw tcaa@d be réhéVedae6ashé AN hes | iaimed ekdmpled BE portable
cyber cafe, the patron and the |aptop are unaffiliated
comyterpisyices byl mrmsznwﬁ@éé 2% tabletgcomppiterh 1%’4% personal digital
r ot p
oss R F0 8o TS e el Qo 1180 AP 18 AO%roBly Srbfhation
thetdo€ Vélipnop redéreacehis meadsnigsreinhio acahing phisy thertt h;@stla]mt Eerﬁ atithout
vja]%é.(igrgress ro er |ntheGemeovvner s_honme woul d
spefidicalhe IqegHE/Rpe PRAIO! ﬁh%pwe Sy epis 163Astldab, e or 1124,
theDREAURE tN6 ﬁkoﬁﬁéf)ﬁfk@é'd h§ al é@leﬁé Qﬂlkcgg)ﬁrtwchteﬁte s;ls'ﬂztn‘? rQffch may
access point (i.e W rel ess router and al'so
1ncbrdpsn§anﬂthcahwem>®mplﬂs Iaptop I n one errbodl ment, a

t hi art 10 n stem 112 is_one which i
chat e i ek, e FlEmRY 1R Port e Py ehtiate sbpwisgeial and

noRBMerdiQBbustheR§cdCbrdafizAM M, € GRBAIGDs. t F6r bXUn®S18ebroddérs may
via the Internet access point 106 The third part

inckidp eybersgiss, ecmffem1szopm11md@ppldrqsab¢ll,£g@m¢pwe¢s, deig YSe@gbhc and
prlY_Eﬁgﬁ%@% Elglgessl Afybug% e%&oks organ %Jlran s a1r g 1oan dlté st%tlons and

ATON exarpr 68 ot por ¢

theilite| utherdféie! O WaRRAtIRS third bday cliahl @Eteﬁ@ﬂnltrﬁy&n&lllab patrons,
personal}ét§ %gtl tal 15 assi st antsééPDAs 112c, cellul ar

CUStQINEPIHA degts, afhithe ke, wiavi ﬂmﬂboﬁ%%ﬂ%l on
the ﬁ&f g il %f%80&16h§ﬁout s e &) rthé%F he Gtefridt via an

party c G ent" system speci ficall
Intérdetrdcicésg i pogntolde, dfe rbeidethof dlepiatehyet <ab¢eemlpomyslt)é mﬁtentlmes will
1122]il 12pb, 112¢, or 1129 the refer encei%bs to
reqpfie &he, hukde prris clieng ewateme [ hie aut&sliwtecltﬁ ngfpemng a login
prodiis C g er, RCloBHEBRY%s Bfteh E@rv@sbé?sveﬁdééﬁgm lt§$hand %oﬂ—éﬁﬁal users,

provi der of the“Internet access point 106 may include
becamany aBerarﬁ@bl thad rtbo hogen @rmessawsmwelssl:wdensome and do not feel

corefiahte S i Bl e E G RisaliEh s R i Fed card
nurffdrt 8EemEABN W Passhet®l s, public and

The present invention provides an authentication service 108 for facilitating
access to the Internet via an Internet access point 106. In particular, the present
invention provides for an authentication service 108 that allows a third party client
system to be authenticated in response to a single action being performed by the user of

the third party client system 112.
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private schools, places of business, bookstores,
restaurants, airports, transit stations, and the
WO 2008/1182Ber ef ore, the users of the third partyPCl/U8907/066257
systens 112 may i nclude patrans, 25 custoners,
clients, students, and the |like, who visit the above
| ocations. Prior to allowing third party client
systhemsrel d&tailal dreestort bealthirérpaetly olieat aysterh ritlerisgirovided in
access. poji.nt 106, the provider of the Internet access
Fightsi e TROENIET paht FIHRES Syatem UFé’&fd?‘?eé anHaterpgt gogser 22, and may
als§ifcle aSMﬁ%l%chﬁé@ rf@uRHIDIERId £ 8hRub LREN ABYIREDHET MGl be
l'ogl n ocess. However, the login process of
amxen%e$ ts angetanmenmomdemHMynmgtemhﬂalmdbﬂns méHMesthm are
. _becayuse. man ers feel that t ess
s Qe ISP aLeB R Poah e e A 210 g R bised programs
thab h&*éfﬂﬁlédd@@ tHaraRa @hn;lréqeﬁos@zfsﬂeﬂlem gbmi Mk Qr AR08y hehUGB third
as credit card unmbers, usernanes, and passwords. The
parpyr eipahsysteny dh iaﬁnlnpfrsaviad@sss the Iatermes O oda therintesneyjageess point
10108 for facilitating access to the Internet via an
‘nternet access point 106. In particular, the present
35 Figuens ipedvidesoy ndes déalledillauhiandf eahidbntarivh Gervice 108.
108 that allows a third party client systemto be
The aythenticaien &yVvice 1@85}9@%@ anoaugheitigatien medyle B OBelopgeceiving an

oo BB S B gy S b7 ottt 0% ayngpticatin

provesscardied ddthtede B0 ftﬁtstcﬁtﬂg(ﬂ&c@fnt anfohmattbnpebotityeach itleind party client
ystem 112 is provided. in HS%Z The thir

t
an <|>r. <3k vesy dhat maybe quharisgd o %ﬁ?efrs Pﬁ%rﬂlefbl=%b9§%%wg@£eﬂ¥et access

poiff0d Y he &hiBbht|cRGOH HGvRe S0R Qlcn? fl‘i"t@ﬁér Qﬁblﬁﬂ%dé' blitdthoalR B4 for
unique client 1dentifier 206. be appreci ated,

man&m&ihn dileng of users wfdhml@emeﬂlacn@y ppmt Il Ogle software

s that a stalled | oc the third rty )
o1+ BifBe paien ot St Hy Pkt Sieneb Dbt ot datad otion
authdhicat@ddiEproBésastedhbstfed ihhhdérd dRBMItBelsY | BB s YEtepRrfots a one-
fron1the LAN 105 when the third party client system

tlmi irptigiiqresepsien trboré@rct@sgo‘tlﬁ@therwéxen@@atlpo4servfm {ORevith the account

infd g%a‘ta’lo?e ce%?a?rﬁit? pD orm a single d ?nﬁ ‘%h%nt’? raﬂond%urﬁlgnﬁle one time

I on O n au Ion servi

initd@Bn sesklvm, ﬁiétdﬁafﬁﬂtﬁaﬂiu@rpa& rclribﬁit%yﬁt@& lllaqirbl‘d&és t88 authentication
authentlcatlon nodul e 302 receiving an
sergige hehpitbdpiopratiiybish mafYo‘ﬁ?ltlﬁ%ﬂleHWIHl%ﬁf the L@Pra apserggge and

paskQbr p%EJrO;%ng&gcésh oAl NARNGR AR tR‘% QSeeSand B q]é(g In the event

dat abase or ’storing account ormation a
thaethe intiehet akopay opntcllicgmbvidenisiconet @acdss uslgrto phyihg mmschlears the

aut hori zed to access the l.nternet 104 vi the Inter
usen mayAlso %Pmmpf@fﬁto rioxidg i Hwgtipfosmatien, §@3W%ere%§a ﬁlmbers

and é%{p'itlaﬁBn H%i Ugk %c&iulnjt iSR! £.d394 1iker FufRaag:o thtﬂ@event
users of the Internet access point 106.

tha%tfe dntertat alcs:ess ffintal G6his rad>rq:}aa1t1;sem1ceeﬂte wysneymalbo de mmmpted to
subait fao {orrgpgyﬁc’lie&g{)y crec}l'g card bank account, or by a cash payment to an
administrator. Payments may also be effectuated by an electronic money transmitter
company, such as PayPal®, VeriSign®, and the like, for added security.

The authentication service 108 stores information received from the third party
client system in the database 306, and assigns a unique client identifier 206 to the third
party client system 112. If a prepayment was received from the user, the amount of the

payment is added to the balance of the user’s account, and is stored in the database 306.

The server 107 sends the assigned unique client identifier 206 to the third party client
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aut henti cati on process, as described in nore detai

bel ow, the user first perforns a one- tine initiation
wee®sim?3d n order to provide the authenticati OPCHES20T@66257

108 with the account information necessary to perform

a single action authentication. During the one tine

initiation session, the user of the third party client
syseyns 1 &I wiHiZh propasi ttle sinigle chisiithidetifeat2i06in 25 redufinied éochli8n. For

wi th infornmatiaon |ch may i nclude the idenp h
exaiply., UnglugCHFRIHENTHI 200 A88isy %ioreaégra sPekier él&@s& third party
clicnP Nshh 119f H{ﬁﬁtén‘&fbdﬁﬁémt Jﬂﬁu%stﬁé on@ﬁﬁetnlﬂﬁaﬂldﬂ(ﬁsmbﬁ] thd'@ser of

event that the Internet accé&ss point provid
theltmtdparet cleot sseno hl 3/map bp ayimged tlbimstall blm smgle henonusealule 204

al so.he pronpt to provide billing informtion,
bc ﬂtg%gﬁgéﬁﬁy ggpéqﬁunbers and expiration dates,
bankh@sigglictibh faOfHeRld@0n pREsd hﬁylﬂekﬁmaFéarEmrlﬁar@f the third

in the event 30 that the I'nternet access point
party glreat pyatesn $BY \nj aceumbenof dssnctiveaysaalsef \b@cg faihwttbm the:swpe of

ay credit card, ban
theb%re%ené@ fé 8}3?/ rrefr.{f]te &iﬁ\:omm IZ nF%ltglfg.a%cgllp.n "E’g)ﬁﬁrg ﬁ?tédn _mlisy initiated
simplys By Rpeht @6 tluak o 20D &t 4 @it parBNelyent QSN LIRENIf the
onpany, such as PayPal (r), VeriSign(r), and the |iKke,
thlndd}artw e syatémrlulﬂwas TA&StE tshé%wwﬁl@hwgbrtm lgerngigiccess point
[ e h
lOéY&gﬁf as%rtg%m@% Q{lﬁé’d g&i} 2 g%gnl?&né %ﬂé)gzlsglﬁgéy w11?15typ1ca11y
initiane quattempett adcdsnintdrne rda&Oﬁatth)e fhternthadedss ant Y06. When the

client system112. If a prepa ment vva recei ved from
Interagt aqeess p%ﬂﬁé%éﬁtﬁﬁ@ thyt theyaau hird &aa@aie% Systgm 112 is

attégn?tt C& RloedsNBitdts&" data, QEg%Hﬂltentl&'ﬁgn's%ﬁéeoﬁ@Sjlé Hottlt}i@i and the

: ase 306. The server 107 sends the assigned
authnﬂtxqateom béreige invdkes ithd emgRO&tion mhdule 1704 doqotiret third| pastyt client

1823 PCT/ US2007/ 066257. -8 5 s
Yl EhE S UoFee eP"dFﬂra’ﬁg S LI T PRI B e previously
1nsﬂéﬂ§‘dj§1“h@Qﬂ1rdl 85@? cRéht sEREm lel&adfpdyeeau'diﬂlg%elS: h {o appear at the
identifier 2 be stored in a "cookie' e on the

thirdrtarty ghignt gysten il &t Theysinglmagtion mOduk@n?éMecm@@dtSrmfrﬂ single action
use Erétle Q%cletrl glblgrtfgy}l qlgcétﬁ nl'etllcot IOIO %Etiesﬁla? Eor%l;%g the I%Eeéocgf the third

partyndiedt bystdhe 151 ftgietech el 1@(511 B@lﬂﬂioﬁ 304 exétﬂlﬁla| Th/e dhglt Aetion user
. third party cli ent 112. 10 The_singl e action
intesface andy eQisiHrPipt GEXBR Fesh B Piessi eredo d9gin tas¥Y Zoy wireless

Int%ﬁgt Jc@és@d o?l??xyegllﬁgll o@%@%§¥c§ ﬂ]al’.]J JtinLé Sher@f«Xy7” is the

nct hi'n the scope o
narhédef the pswider iofitherihiearet atesopenterdsodi ment, singl e

act| n authenticatigon is initiated eni n
f*ﬁfﬁré%%quabm P? SpNipH 3 Ipierney bﬁ%wey ZX)PltériP @gﬁsthgn%mgle

actl%ill?autﬂefntlEJiﬁ)n SBE&d @Rrds¥r Bf hetﬂﬁd U} eMedil &/sRas 189 may open a

est abl i shed connection wt he I'nternet dccess point
sindl§ ab@6n (neddube 204 thit rhels agswomslwbleed isteiled oani ﬁ‘N‘) thirdhgarty client

nt et browse typi cal |l n| ti an_ .
svsigt dhge 54 Sgals PRelia et BR0E E iy b eviousty been
insRAEELDH theithird by REN sydén 110t QiYL RCERSEMPahitihtid® Bession,
detects that the unauthenticated third party client
desgijleqdepiore2 Ypon opening the single action module 204, the single action user
interface is displayed to the user, including a selectable icon, similar to that described
above, allowing the user to initiate the authentication process by performing a single
action such as a mouse click.

Although a “single action” may generally be a mouse click, various different

single actions can be used to initiate the authentication process. For example, a single
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attenpting to access Internet data, the authentication
service 108 is notified, and the authentication
w@20wites239 nvokes the single action nodul e 204 PEI/UB®07/066257
third party client 20 system.112. This can be
performed either by initiating a programthat was
previously installed at the third party client system
actibhZnay ui@Wdeansdnlg camwend prhg e:ohtprap]pearf @Bkeyt be a kdyboad of the
party client syste 2...The e action nodule 204
third gy stigntap e} g P%dl é@thtkﬁn A@g%g% # ingleragtian May b drergded by
mufl @Flﬁ}%ﬁ%phﬁvbﬁ%s QF tﬁé“ﬁs(epgb $ h%v%%&és[ tﬁeth&'l,se?fnoﬁge pomter
t he Ir party client system 112°to select the ic
is cver Hbwttan postooniex ampt®phditeeogenglesn woté commset, a@d the hke) the
i.nterface nsi st . of onpt, .such a " Pr.es
singlg AgligreSqng g rElroip URlp P SOV P PR ABES BrbediEnt system 112
fromQ useyved by a selectable icon, |abeled "LOG N', where

"XYZ" is the name of the provider of the Internet '
ac céﬁgr panpietindee sglepeiian, vied ghlrdi mgttyeczmnmysmeﬁﬂhgulamts an

net br Nnj,ti ct
auta%rﬁ%l tﬁ%ﬁlcgﬁ;%ncrgggest% %he g4 hlen ?a%cpln tS%I%l 1 ggr tA); Wed herein,
theC ltér@at ‘SMﬁlteﬁtﬁEaih&;ﬁ fEpefPeand “Bh&iAGbE agkfuedn MAGUIR used
204 that has previously been installed on the third

intgsehangeably. em owt&ﬁmq@ thF@ﬂth@szta%ﬁp@ requge 18¢lHggsehe submission
|
of tglﬁh%lﬁge{gﬁl r iFertiPi ‘”il(}/e%t@; ! %@ga 8%?? Eléeﬂtt Ezgt@ln ﬁg and/or

party c |en
identifrigl the useniof ttat thod pSIejB gl systeles The heiduabloane idddpfier 206 may
openi ng the_single dule 204, the single
incBF o Aguet Protpil pidiees (2 aﬁﬁ%& Jay erhyne. HepasRprd. a oredit card

nurhl%%l lddfe[é%hé‘nes alfslabiCertPRed Toid | Ad 1R hf?@t old8RE LhRBMhation

above, allowi ng'the user to initiate '
them@f hdit fedaté dre graoce o sensitper Ifnﬁarmatlgn dvemgmgteecepmdt tlenunique

. Suc a use click. Although n
b ikl 2R 1oy ekl oM enSuel i Bauasti & Bt A8 pylRlication
rei6d | W3S c&Rtohe afer 't'ﬂbtﬂhﬁ’ﬁe e bt epiémabpmh h
SeprocessC Fop eggﬁplztgg single 8¢?€007/11§%39 ot enoug

mﬁP@Wﬂ@SK@@WW@ﬁézganum@ﬂﬂménﬁﬂmﬁﬂﬁﬁyr|nclude a voice
hi r&ng ie“%%ﬁgengpgl% Je 18 P52 5@ Byidor RERRe A?gﬁqfe (A8 party

clieat %yngﬂnel actsi adt lmqmrétletdo m@a@lgd suhmmt fﬁhibltldaitﬁicﬁfi&ﬁ luefafmanon
novenent s of the user (e. ving a nouse so that a
Instead,fhe pjpglgtagtion trggéﬂs@rbaakgjev%rarogﬁ@sWb}caﬁlpﬁ@naélcally submits the

aut ncEICQt?(HloI%ﬁuéSPtJ e %hfﬁ@nt"f'cayl?{w g&v&? Egn q"he Ay let J&ﬁoh lculftﬁlentlcatlon
t he SN

e action generally refers to a
of the (peéseﬁtdinbyntmnt ﬂedm@s pae hymbéri (ﬁ“nlses insdrectiohd 21eedkﬂ tb ran[heatlcate

.user ter. compl eti ng t he _singl ction, the t
WltBaar ngvger &hang {fr&r@% esSRALP #8d ARducss, o rmouat; %flnpea?onal and
coxﬁ‘i%ﬁwtlhﬁfi‘ﬁlh%h KA Ll?%%nﬁﬁnﬁ&?eda%t%@ﬁ lCAldnP Ry tEMVAkEa server

As used herein, terms "authentication
%mwmquest and authorlzatlon request” may be used

ir ggﬁrgél? ?q%ﬁ@?q%ég a?tﬁgntéegﬁﬁlngegflgﬁ%pc}m O}lg] gf t%lélttlllqlr(:"c{1 rsr.: aéﬁe%ps 112,
the authentication module 302 compares the authentication request information to the
data previously stored in the database 306 during the one time initiation session to
determine if the third party client system should be authorized to gain access to the
Internet via the Internet access point 106. For example, the authentication module 302
may compare the unique client identifier 206 received from the third party client 112 to

a list of unique client identifiers stored in the database 306 to determine if the third party
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15 of the unique client identifier 206 for identifying
the third party client system 112 and/or identifying

w0 b@70s8289 of the third party client system ThRCUEBZP0E066257
client identifier 206 may -imcl ude an I nternet
Protocol address (IP address), a usernane, a password,
a credit card nunber, a tel ephone nunber, an

clieansysygut edociatdd, widnitle tdveivied kaique cliam ydeifibi 2@ hasrbeen registered
_Ehereof To. reduce the chance of sensitive informtion

wit @Wh@“h%ﬁ%@%%ﬁ?@@“fvﬁ% uni que 20 client identifier 206

may 1Al Pl B8 aYHEROUSBN B REMREE O8] BBni ﬁl%tthfrﬁ‘?la% C%lﬁnet 112,

aut hentication service 108 can correctly iden
thetaluthednmuonyncndule B2 dytstnainps that theahiré poug kelientrsiystemal li2oms the
be .use

propg Bt tonhS aettate B, SnBeny il RSl 1 gay transmit a

me$sASe HS@E tFd pHE dil¥nt 64 sRAK 1 Y2 t&ﬁdrﬁmheslys%i 6Mhé bdsted tRtInternet
required to manual |y 'submt any identification

accessf asneeen agante@ 5 Tihgsauglzeaticativa @mgtr @03 ¢hénopermits ghe thkircy party

roqr i C ical |
el er? LAt I S SO B B o Bine) s bR et 4067
108In the@vé&it m@iteh@ﬁitérﬁét a%Uésb @0t 486 ii0f paylertioe the @s@Bitication
|nvent|on reduces the nunber of user |nteractions

mogidla deay plso diMoke kg biding medels 394y Hha BHngomodie PRt enpitses that

;

ARG Doy IGER LI AT RSN o

clie&nt §§l'slte&mﬂ 1%yt emanagek the daliveof thd isayfet Muship@hlternet access. For
thenti cati on request. fromone of the

th
exaphls. g lﬁve:obﬁﬂtn,% IEp gl 0@ gy accet AR, BHPTEAIN GastiR With unique
clichP LGRS LACCAHLREME i1 pATy ERAMASE ML HIRENO Ration

data previously stored Inthe database 3 duri ng
may hmclmiﬁecmdMandnmumlmrs ond se¥Eition daoas batkezaspwe nufmbtehse account

Dol SRR S4B THE G i DR o gkor St ergvibE: Bitlng
cycm' Bhd #R6likdQF af¥ RBRbMatibiehedethemd BifltdOmodMEBlo8 BH2 further
compare the unique client identifier 206 received

adjlﬁ&tdhtr balanaenetr the piaert yy aeopetn bilh the user’s graditsqard pr batkgeesount, or
tak% lé){thge:r]trﬁchg s %Je'cfelﬁs r}{S ﬁo?%@érggrl%t&y\%%%gf%lg 1!%%&@%916 fifd party client

sysiél112452007/ 066257 - 10 5 cllent system associ ated with

the received unique client identifier 206 has been
r eglfsbaseddon \the puthgatication diseuestt resaived rivere ghg glird jFarty client

2 0hhet (0] [
sy P2t AR PR LR Rt SEF LR 5y ot be
mnuﬁtmmwdmﬁssmhaﬁl@hEmyhmnﬂz@mnhmdphmﬁDMmﬁygﬂeﬁHJIZhhamcmsto
t dentlals to.be guth
the&ﬁfteﬁ@gtlggé{ﬁ R ‘FFBH’GY BCegEpP Ry | 0(6%5‘& eamﬁ‘g Wé%é%{ﬁ@f 4 may
furtthale fldeth R bioLbi 6MEr 865 iR dbdolr 15%@? ’[hfeMJsEIhG euﬁl%rone time
? he sy stenwt% I nternet access % been granted

1n1ﬁreim@nacﬁtshmnt1¢scab¢dﬁbosze)r vi calletOdeatdinops ﬂlmﬁOtl”Satl(hHhtlihB needed to
Ilent system 112 to access the Internet 104

mﬁ@;ﬁw%ﬁé 9%Er net access point 106.

The authentication service 108 can collect multiple unique client identifiers 206
for a single third party client system 112, where multiple users access the Internet 104
via the Internet access point 106 from the same third party client system 112. After two
or more distinct users of a single third party client system 112 have registered with the
authentication service 108 the authentication service 108 can allow the user of the third
party client system 112 to identify themselves by selecting one of the users associated

with a third party client system 112 prior to authenticating the user. In the case where
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In the event that the Internet access point 106 is a
pay service, the authentication nodule may al so
wo ppwoles28he billing nodul e 304. The billing noRCH/ESB07A066257
ensures that 15 sufficientipilling information has
been acquired regarding the user of the third party
client system 112, and manages the billing of the user
mofeothanhendsieer' & hesbeintedt wak cesmgld-diird @uaypdlient tsjmem 112, the
i1]1ing nodul e 304 may aCCﬁ@S paynment_ i nformatio

autBitigation éf'dvmftrﬁamﬁksadsqma hihg a&ﬁtqffﬁh%rthlﬁb@%&élﬁ%wstem
subifn%?gk)ﬁﬂ%okhblr gthQIaé:L& n@ikétﬁﬂlt 1n%ﬂ'1%atla—ﬁ] rl&aﬂé%ﬂ{en‘uc élng the user in

mati on i'ncl ude cred: t car mbers an
ordex i pm\/ldenard adlchsonakb dmler ad seaumity rfunba;msuseaoﬁ thenthir@Oparty client
bal remaining credit, Internet usage and billing
Sys‘f‘?ﬁg t| on for previous billing cycles, and the

|1 k&g decrdel prénbighatinhQRe ehdbeRient Bk\qvlgurlalumghér@mblem and
304 may further adj ‘'ust the bal ance of the user's

authendigatinn s¢yvice 1t0|8emat$é>re igclodediias posrof the IbéNkl%cdurﬂlt,ernatwe

ot her l2ns Necessa 0. riat ,
em o R g SIS G, RGBT BRARLA 2 PR R PLGLEL Y hpgotermet
accé$ gdint 108 g6l fsedtdoe ba'dblﬁtﬁﬂtetﬂb@tth@ Provedi @$ tie IhegRdt\4eekss point
fromthe third party client system 112, the
L0GuiReskRBRle] BiF FR5ERIT 7302y dt loFiedes at feqote [qcptipry and may be
opé?@r'é& %{nd:?rﬁl@r%ilﬁ(pﬁy afggﬁr ?géﬁdleﬁ@rgglgglg (%ﬁlrlné %E&{tﬁ%t?gna%g‘)eﬁges 107.
Flgtm: lB hHudtﬂateermeterﬂMmeIa winge landeevendtS 7 apeass pdependdly of a

has been deni ed. The server further provlde a
LARe# dp%f‘én%racﬁﬁsﬁ@Pmuég? lpﬁpé??%é%qlaeoemwl@?férs PWB iy dagure 1A.

In 1(hle Fourk N8 QRRpId TR adfhehfildibALkER N SBISHAN actda%sacée'n%fjregosnory
above), or col I éct the additional information tha

comy@ride chctaunt anfohreatianc Bir ersetseofubed paith eliaut $ystemscHiZieohl2f, and

iR 15G8! 10F % Qg BORrTaNgaeSs epiftn{06e. 106 and
1062y SER&IR Totednet\tRER Bt 1 (¥ ﬁlay%r&)n%ﬂ&iS%?tMeﬂeﬂﬁ proRRlers. The
104 via the Internet access point 106 fromthe sane

proviiersgofihe Inferabt asaess Ppyte OIMRY extpblish at rgkatigashep withrthe provider
of %Ifsz’ltu HGficARa e V?ce g58swggrleetgé gl'lt'hg t % 1{)1¥ sgrlvic%nl S\¥§lt I%anage the
ave regls ere cation serv ce

autBéiBichdich abtallenddre atted uﬁgewla@eesa&ﬁe daerik | QW Viaethysgroviders’
of the third party client system 112 to identify

mtftrﬁ@r?ﬁ%qs%é@m@y O%el ecting one of the users associ at ed
Wt g LA fe%l &r\%{h Gl a%melnﬁ&ctt] oAetviée P V\iler X {}\%nner similar to the

aut henti cati t he user e case
one20é /iditi8AD pRﬁHsLMG@deOﬁt@Qﬁﬁsly- 1Aftér aose hidsargicreesd with the

ser i.s associ at th a single third party client
aut %‘F@l‘ﬁnllsﬁm?%ew%au ﬁerqrcgtap/o#esé vk tRayPeHPER Shle-action

autﬁ&ﬁhléht‘icﬁl I %ceg@ﬁle%?errné?f 104NGa tAL el PR L &b igBl R6Sth&Mhas a

submt a password or other authentication Infornmation
prepmstmg tetitiaoshe mithabe authertivetios sarvice 15%r Heon perfpmong the single
h .user, o

ac‘utoHI a]ugld Bﬁf:a?gpnc Flrea %¥ soé%tfegtfﬁ%r%ymumcateec? %o the authentlcetltpon service

158, which performs the determination of whether the user’s third party client system
112 will be allowed to access the Internet 104 via one of the Internet access points 106.
The determination of the authentication service 158 is then communicated back to the
appropriate Internet access point 106, which then either grants or denies Internet access
to the requesting third party client system 112.

The authentication service 158 may further manage the billing of the users of the

third party client systems 112. In one embodiment, the users of the third party client
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10 As described previously, in the enbodi nent of
Figure I A, the server 107 and authentication service
wae®7mese3be i ncluded as part of the LAN 105. |PCT/US2007/066257
alternative enbodinents, the.server 107 need not be
| ocated at the site of the provider of the internet
access point 106, and need not be controlled by the
systehevi demapfbet ided néparanely facesadsInp@ndtt accdBGoiltor06 provider. In
exanpl e, the server 7 may be | ocated at a renpt
anqtlE SMPGHImET tﬁfayé%%ofitge R FIIGHPYEIGHE o P@obqﬁg‘ﬂe gfpce by the
authHRREROL Pl Y e{ﬂ@ thO@huth&Ricatd M &MNi£ab8 %fbv“f' s\éa&if provider of
107. Figure IBillustrates one enbodi nent ere a
thedetewret addsds ppatsdide svitma sipea détitel yseids paymdnAh acmbrdance with the
I nt er net acces oi nt 106, in rast to the )
ey S e oAt it et @, FO8 B Reenetgdr & g user, and in
accBXRAR Rith & RUNBeAES 68¢dcR @ERHVAIGRoE®E. My act as a
central repository containing account information for
usef ke onbediment iPastrajectiniFagire  Poademageppely allows a vagrdo perform
o ShRSIAETRBEL IR P BBlect RSt 35508, S gy e wer o
acckil efien@hteAREERBI RA Rhy L0ferfBY ab&sE PRt b@chathg a preexisting
di fferent providers. The _providers of the Internet )
relagiopeip vt the suthosticatipn seivigs! 1 35h Bhe presant SAdRAMNaRE plso relieves
: oL Ovi ti . . ‘
e REBERIE 1yt SR OERY LGP Po R LR 38 ORLS wic
useaUdritiethird gatty @tiemf syatlens Uud @rase adceedimny thedntenedd 0@ thbe Internet
Internet 104 via ,the providers' 25 jnternet access.
accpssi oY 1Pgeand Eup deing pequigr 4o g}ﬁnwettﬁe bitlne.eifyrer e deir dprernet
usag€rvice 158 in a manner simlar to the one-tine
i'nitiation process described previously. After a user
hasRefeging sowedo iigure tthe methoth &b i of sauthentisangi ac thirdS@arty client

he user may be all owed to performsingl e-acti.on
sysLfi R GO T GH B eHEE G655 HB T P RGLATm P ifystrated. The
medhoH €00 PhayeCHastidRa)l foir ei%%ﬂ'ehﬁ_ta ﬂﬁ&?ib@te@%oﬁ{p@ﬁﬁ% §¥dtdif including
relationship with the authentication service 158. Upon
an pehénsicationgserviee, i thigt @artaeli¢rs vy semhansk drchidrost, acedse point, which
S TFiidd ST OB FALECEhe gL g i

400 eddn of tHehBirdipaty Slidnbbystenpaiiting £ bhefiine $nitiateiN sedsién WIhd act of
be allowed to access the Internet 104 via one of the

regisirBE R the vseisohiierthigd pagy clivplesygtens may fatthesninghude peceiving
h i (e} eryi 58 1S, & Leat e

s R frmraeher Samng INAuGal Of Bafme and

pasthemnl, gietiRexdgrssaolthe diirddeantyediehtrsy eteme toaaa ésformitmntthethe user,
requesting third party client system 112. The .

USeh B HERPTCaf RO E Y é@gli@%ﬁﬁ flF HHRErMPaAlsy dnqlyie assigning a

unifid L iRhififeoUae Hﬁr@ﬁar@aﬂﬁienf Qistesh, Qtﬁﬁta)(so%la'tiﬁ?tthe unique client
systens 112. |In one enbodi nent,” the users of tThe third

ideprafigrywiah i that aco@2 00 rmagos IeRERIUB200He068257The 1Ridne client

. t 112 be.hilled tely. f | nt t
iaeRY R SaR, Gk Moehnes Borndior FRS Bhbemes Sarelar s pshifisation
sertie@hsd &fthé A8rd pirfydcIRAT §pbtedh. | RS uBiySd et Idedtiftemby idcBflle the

once by the , ,
user’s username, password, the third party client system’s IP address, an encrypted code,

and the like.

Referring once again to Figures 1A and 3, an illustrative example of a distributed
computing system 100 and a detailed representation of an authentication service 108 are
provided. A user of a third party client system 112 may register with the authentication

service 108 during a one time initiation session. Following the registration of the user,



10

15

20

25

30

35

aut henti cation service 158, and the authentication
servi ce 158 provides each provider of the Internet
W@e@wesss2pni nts 106 with a share of the user's PEHIBINT/066257
in accordance with the anpbynt each providers Internet
access point 106 has been used by the user, and in 10
accordance with the billing rates of each individua
the piceating @rfornfdhi@naatadcidnfeorh thd Lises tandtiedunique-elgut &lehBfier 206 may
advant geogﬁly allo a user to perform a single
be st Hirdagavats YoM ShaquhentipiiofueREst i%at i on ser vi ce,
whi Rg‘tuﬁ{ih%\f\@ Fidlfe US€h oh@ enffoRfiSsht! R hBhel M8b hd# aMbanclude
any I nternhet access point 106 having a preexisting
genesdtiagi Bdshispight tttidnheseauntegatd oatthonispiryvolt thelth8d phmey client
resent enbodi nent also relieves 15 the providers of . .
syofi T feob R eat SE AR SOTDRRT i by Ry e, denpwication
prodBRI tFE eXAYhFIR, aUBiBkPatedth Fldhfed 1RRAAY 2 Clhk &gl Y& o’ MRodule 204
112 are accessing the Internet 104 via their Internet '
may geesategoisat int@ice andhe displayeifibe theguparedelicat swsteayél2, which
re ths?s biilnlf na% i81f1 ruse{hs forr 'flpees?iﬁ 1 DL qul¥
PRYLY PPRG TEW 'STRIGUPE 4 2 et AT 4B Y
thaBlhdseBtib@s beh i@astaléd en FRrthird phiteBlient 30st& Sl @NdPA p@eram that
. to providing Internet access via the |Internet access
is ipibia regofely b theqaudhenteaieon sesYigddo%0d hﬁﬁylgb'eactlon user interface
r j.ced, e [ [ i (o :
maf SRR B 1S MO Lo | Bl L bW Bl LOFB oot ho thi
pm&ﬁ@kmtghkﬁm11$%ﬁgﬁﬁmh@ﬁﬁeamhﬁnkgﬁmfpmmesess poin_t,t
ic y include a wired or wirel ess access point. .
TheTE%mnﬂde Y THer iRfdideggrayiapidng at dpauhedigptiog service
an hiRoiAkibA r&febvr&h 'tﬁ‘éﬁhil‘ﬁﬁﬁh‘?'@li@h‘{ 8@ PREadthdzation request is
Initiation session. The act "of 25°registering 402 the
initipgest ingesponee tohd sidglpartign kding perfayst] dm aneser dithe hlard party client

| ncl ude receivin account. informati.on.fromth er
systeieHHESE R BBy oy BT o by dippapr. The
authbtezatibn 26llc8SmcRtled Rintidier flieRRidNtifibl RIMidSMFi®B the third party

~contact information for the user, user preferences,

cliegheysteve s kldustiRediis Feguire gAAthe apthentieasion geryicgl 198 may receive an

i ncl ude signin - uni que. client i.dentdfier t he.
b, RGO B e T Pl B SR T s B bl pery
clicgt bfdm 302 iidgamed fHeQiﬁlthNhti&htiohQe@%@ﬂ%{erfdﬁﬁm{gmbihgl& action, such

received fromthe user. The unique client identifier
as HAPUSR RliGk. abpo FceivHTothgatthsAtigaRpn frequesielromdhe thirdeparyt client

sys%:ellﬂl?l AULNRE &ﬁt@ﬁ%ﬁ%es&ﬁnﬁ)ﬁﬁi 196, @8 Quﬁl%%ﬁ&ﬁoé Péec{ugsr,;[aﬂgﬁJ Ye redirected

ent system que client ent |
to thaaelthelgichtien sangiee 188, waacnmaragep desandretticdtioa prédesd

parfy.client system s IP address, ,an encrypted, code, .
bR Yiking e a@@lnﬁgf@gw iy ﬂlﬁ’n‘&‘é&l% £ ?%he_ﬁl pdss venlying 408
thafd tRird 4ty d1lenB byshdnt Xﬁogét%miﬁl t‘ﬁlfa ugiqglle il B @ier is authorized

conputihg 'system 100 and a detail ed representation of
to anesatbdhbmgrnetatia the Isermet eecedO@inlr éorprampldea. illasteaedt indfigures

a third part | i ent em. 112 .register wih the.
1A &H% Eeﬁ?lagﬁpp%%%og g}%u@%%%d%n tléeiﬁu[tﬁ%%]gaté Se{‘{lﬁ%%§ may verify the
creﬂéﬁufalsaiﬂt@@th%@sp%hg r&lieﬁ%@w NQ dhRidi&Dvih iRt fe8lvaf udihe client
_user, WO 2007/118239 PCT/ US2007/ 066257 ‘ ‘ .
identifier by comparing the received unique client identifier with a list of authorized

>89 %iay be a program

unique client identifiers in the database 306.

If it is determined at 408 that the third party client system is authorized to access
the Internet via the Internet access point, the method 400 further includes providing 410
Internet access to the third party client system via the Internet access point. Thus, as

illustrated in the Figure 1A example, the authentication service 108 allows the third party
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- 13 5 the account information received fromthe user
and the unique client identifier 206 nmay be stored in
wo b@7de2abase 306 at the authentication servi cCRCTO82007/066257
Returning to Figure 4, in ong.enbodi ment, the nethod
400 may al so include generating 404 a single action
user interface on the display of the third party
client sgstidm 139 skewidtal witk quesiitng clers iidglti@eant awossf thentehet 104
.user for initiati n&at he aut hentication 10 process. For

viadhelpiract ageesy ppits{ ¥t ed in Figures 1A and 2, the
Si Ngh& ngid CRoATREAY! rt%9141nc[{ﬁl¥ ‘tgﬁfﬁ%rt"ﬁg Qs Hﬁﬁ{e thlrd party client
interface on the display of the third party client
systeeyis b gmedetided wimonint fcrreirhadstemea as¢asglve thet incandtragoess pwint.  As

user. . The single n nDduI 204 may be
desPRBRT #hedepPeuienal e B b RrTt Gy SER BRG Of BTl paFiegns of a
cre@ik £l a BAK RBOUL ZubRhctg IR b 28hiiRRk balapcd, Rhd kiRt18E.
remptely by the authentlcatlon service 108. The single

act Thn meseed #AQ endraderthes lnalyd¢ rre¢emeg a‘tdhe ewdwpti@atioa service

utton or _icon that e the user he
aurfefiieorp ae G 98) Tt e TS i g FlanZho ' i more
indépﬁnhefﬁtlht@ﬁ{et @&e@sflﬁtﬁﬁt‘éSandTl’ﬁﬁla@ﬁiglw%rﬁﬂﬁtlﬂiﬁyﬁcblistfbﬁéach internet
i nclude receiving 406 _at the aut henti cati on_service
accgy wﬂhoﬁsm%hedr arpyeslys inprafersiecet 1 Figuptard By thq pahentication
t t I
serfigg 130 mal e B0 AOONR B ok PRABER ihiorplL b R8s Bocssing the
Inte:rflett He4t hiar dmpapslbylméﬂnemtacé’&s sysihBM1Bh4,ha0bdb,t hed nmmal The
ubm ssi on .of any identification. informat]on by

aut atiof3eTvige d P FIAY ABSEH FHRRRIESTHNTEAYRTES r%mdmlaalé Shird party

che‘fl't LRMmd Bt i i3@hdf Angl e el ifdHg abd2Ss f)&hfsdldégr fo6b, and 106¢,
client system As illtstrated in Figure |A,

andambhennageahe verifs@tion pmcmﬁéfonwhrletcmev @CCRSB pomt 106

aut hent i cati on t fr rt nt .
oy sRERRDIo R F GRS grnd il S0 PofisuBRl o Fausiihesyehaatpation
to dekéssithé ThtainesviaiRe ﬁ%ﬂﬂ@@&dc@@tp&ﬁk e thoBYs 0P ahdyob&bRdticed,
a single action, such 25 as a mouse click. Upon
for rexamplei mtgatmtrléwneﬁ@mp@atlg @hstqaréqu@lgdmgr@mqth@tncmﬁlmd service, a
thn‘gart 1en erﬁygﬁc{s o ]II]ft i) agcg Bie e g}cce ?1 geo Ian\¥v1red or
eau Tt fihet ohre req Ra be Fe e

wirklgs awehs?bbllnﬁ atTHRNMSEOY | 308 ﬁl@&deéﬂﬁptcﬁ«lﬁlﬁgrﬁﬁg% singR actlon user
. authentication process. Referring once again to Fl gur e
integface g8 andisaxy of g thid PREY cliewt|sysed fpe Fecriviga gogle o from

theturggr Uer stI} 5&%&6 ﬁ{ﬂ?]?&erﬁ%@ Y I‘R)h‘?&{{l gﬁé’?g’h&ﬁ shi¥ission of any

que C ent ler I s aut 1t o access
1dentlnﬁacahnt1 emfnﬁﬁatwna sudheaslusbmamei paswesk opbillitg infaimation, from the

as .illystrated i ure 1A and
useauﬁﬁ g AF31R i ﬁtgamselﬁs@%r 2 RSls AdSR IRl %914 may cause the
sinSI8A¢ti6# ugé}gln{'@fécé’ & ibE Wi ed G §HE ﬂ{u‘da{)aﬁtﬁfzhénlﬂ Qydthr 912 The

party client system 112 associated w he recei ved

singlmiagtien eder enerfadechent infiude ab)yequgp a>r Dthgr tibes imtedfadevied providing
uni ent tifier Wt 0 ho

o uifhodtee GidoB ifoadRi piegisetebied RitelS e BRI onEOggss

Thé ettddioarnitnest At Fige® 3 Rathet RRlidRk tébeRAkd Y04 hi @Btthird party
systemis authorized to access the Internet via the

clienhsesteratthesisslesacpion dom threusest Hidg soorde pefkqmheiny iirdidede snouse
clic%,r 9 \\//61%(% @&nél:]«igd, the selection of a key on a keyboard, and the like.

The method 500 also includes sending 506 an authorization request to the
authentication service, including a unique client identifier for identifying the user of the
third party client system. Referring again to Figures 1A and 3, the requesting third party

client 112 may send the authorization request to the authentication service 108 through
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Internet access to the third party client systemvia

the Internet access point. Thus, as illustrated in
wWob@7HIgI8y e 1 A exanple, the authentication seP@i/t8200086257

allows the third party WO 2097/ 118239

PCT/ US2007/ 066257 -14 5 client system 112 associ at ed

wWith the unique client identifier to access the
thel Miiterneetactts pwvina 10€ IUpoar nedeivasg ethe poihsiitichl6n ifda@est, the

t hod 400 may furtthe i ncl ude Dbj él i ng t he Hser of the
autpeticRigiater Yoo mpp Nerityd %fr@ﬁ?%lagwfa ¢ thifd pagirstieRt sygemeHe. For
r . vi.a.the D . .

A e Sy TN L Cem T PP FRRAARCIOIDE iefer received
fromytht ehrdrpyrtp elibitl dysenby12re@ndisoof aniqiie ctiesdidentdzarsl stoaed at a

ank coun subtracting froma,remi ni al ance )
dargine o6 K e aTrcainn Aehutss T o EE Ry M AR B Ssarty client
syste®€ €1 ¥ h\dh@brdpee cRUSMRR tb BRtal RnBEH &, €I authentication module 204
aut hentication requests fromnultiple third party

tragsiiite rit mespegeetesthe itihird prrtyoeliamd system dde pe ndefytthe psesraighe system
es oi nts,, and nagi ng a verification process for
tha@% %n%ﬁg%‘?‘sﬁefs beglécg(reagl?edgoi nt. As described previously
I N TR Rehidd 00 endyl foHh& iddudd RecidniFOBtt gRtthied pdrdy client system
service 158 nay act as a repository of user account
autherzZgHipn e GAtERRtGIsOH B ssssiony fropiethe jaytheptieationgervigea Upon
i . e[ i. Nt 0
reoffile' B AR AP ABRA G En 4o, M2 har WerYliom may
proaetdditentiesaithednter g uashsInt¢raen actdst ippine third party
cliegnt systens 112e, 112f and 112g.via the internet
accéds %M sWosyy Bl BAYde oBdingafioHBly IHRRAYIN to the
auth@ific®d TsbeAdd QriRE Of EsiR-RE BRGRA NRLBL! s@FCESSa username,
poi nt 106. 20 Referring now to Figure 5, "a nmethod 500
passwoid, [Risddresscllllmf infoguetsen, neerauethencesasndathe like access
theE#?Et grne ili a.the Internet access point. The nethod
500" LY i ERTL B2y GRRPTER aftpPRECTA nPUPRres OF | BEfEEPurpose
corRRUIRULERinSWatiBMm EaBpuel NPdRare sk Msnkidioh RehtsedetdiChelow. A
a third party client system and an Internet access
porgebilentlevipg ¢h apesxampld gll@ spegial @urpmse oli ¢ glrsral-prrpessscomputer.
L.nt. . The ho .ncl ude ovi di 2 ingle,. .
Enliflsns. an "S07 fBRP L TRHEERAPLY 0P RRePRTIG U having

coryitéryexebitable iamsdctidhd OF daeC eirvdtings atsedh@e@ct i SWRhf dodiPuter-
the user. The single action user interface does not
readabdgiBgdliatgan beeiy avaibabihingdindhatopn Rayccassrdrityi 4 Renerdl giyrpose or
. . h a N bilLi _
spebl] MR WmpBléE 8P S DEBEpIRE ARG infHaBh, SloRkomputer
reaffatiel nedial danacun@iset RhaMs i RGMe BEHRR @V, GibdRIOM 20bthayoptical disk
cause the single actign user [nterface .to be .
stogeg pragnslic disk firagh OF asa ANl dnase gevierh £1ony pher gydium
wh%%lﬁgé Be AEdd! tBRaly BF stbR REEHALH TR Edie! HDBs fh %?%Iﬂggpcdﬂ{puter-

user ]nterface for providi ng a user w
exegutiableninstrudtoom drhddta whreptuses| ack edjchi part ibat @sesshd by a general

aut henti cation process. e nmethod.500 illustrated i
P BT EPBSF URERRE OABY iedV F2CBIUT A 504 e e O Rfcpifed over
a MRAVdX oflah&Rér SYShRM NSNS bttt GE (bitHer FHpdW K &E WEEEss, or a
The single action may include a nouse ,
combination of hardwired and wireless) to a computer, the computer properly views the
connection as a computer-readable medium. Thus, any such connection is properly
termed a computer-readable medium. Combinations of the above should also be
included within the scope of computer-readable media.
Computer-executable instructions comprise, for example, instructions and data

which cause a general purpose computer, special purpose computer, or special purpose
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click, a voice command, the selection of a key on a
keyboard, and the like. 35 The nethod 500 al so
WO p@7ate39 sendi ng 506 an aut hori zati on requestPCDUSI907/066257
aut henti cation service, inchkgding a unique client
identifier for identifying the user of the third
party client system Referring again to Figures 1A and
prodessingedevegu@sparfogmt dicedaipahngtioncdd giotip LI Zunaions enalitidugh the
aut hori zati on reguest to the authentjcation seyvi

Vi ce
subyqss Tpaiies '%F@lz%é‘?f}bfﬂs@s NBEECUREOH'P/ @e_étmuraf fepgureg; and/or
mefhlaﬁ?lllogfcglr B&L, ACLERS bROhMHersd @ t1HdPQRe IBEREY niGet MRfined in the
aut hentication request, the authentication service
appeadedv elaithy it het oeeskanty dnstedftot the spheifid fpatntey @l anlescribed

system 112. For. | e, the ,authentication.servjce
sbey Khebalhls sprurie, HOQUES €14 Btk SPIEHET POGR +eQista & example
forkk @MhNEmERidtn@@latnds Cl i ent system 112 to a list of

uni que client identifiers stored at a database 306. '
| f Theprgsanh érvenidet ingn bs embpdied 1rogthdiespeeificiesns whhout ideparting

third rty client 10 stem 1 has th r 21
fob SRt Sesnfd sitsaHRNEL: chne fEeredf EheRBlers e to be
con¥Ridtddein2 O redpealdSanly Sis dllnREsiag ntiondthestibiived et dope of the
client system 112 to notify the user of the system

inveniian isnthisreiete, Hulieased bin shepgnpendsdaplpies rathes th%s%/hbdhesﬁaegomg
furthen . L ncl r YA 0 : '

Ao W1 ahf 1B LOEE I Mheling AR rilb brRffhblency of

the@idimp erexe $8 icomrdced mithivethatutsbgret | cat i on servi ce. Upon
15 receiving the authorization fromthe authentication
service, third party client systemmy proceed to
access the Internet via the Internet access point. The
met hod 500 may further include sending account
information to the authentication service during a
one-tine initiation session, such as a usernane,
password, |P address, billing information, user
preferences, and the |ike. 20 Enbodi nents herein may
conprise a special purpose or general -purpose
conmput er i ncluding various conputer hardware, as
di scussed in greater detail below. A portable device
is an exanple of a special purpose or a
gener al - pur pose conputer. Enbodi nents may al so
i ncl ude conput er-readabl e nmedia for carrying or having
conput er - execut abl e i nstructions or data structures
stored thereon. Such conputer 25 readabl e nedia can be
any avail able nedia that can be accessed by a genera
pur pose or special purpose conputer. By way of
exanpl e, and not limtation, such conputer- readable
medi a can conpri se RAM ROM EEPROV| CD- ROM or ot her
optical disk storage, magnetic di sk storage or other
magneti ¢ storage devices, or any other nmedium which
can be used to carry or store desired program code
means in the formof conputer 30 executable
i nstructions or data structures and which can be
accessed by a genera
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pur pose or special purpose conputer. Wen informtion

is transferred or provided over a network or another
w@nm2gat i ons connection (either hardw red, PET/EEM9T066257

or a conbination of hardwifgd and wireless) to a

conmputer, the conputer properly views the connection

as a conputer-readabl e nedium Thus, any such

connection is properly 3CLAIMBd a conputer-readabl e
nedljﬁ E@fblnatlons of the above should al so be
i ncMhgkis PRT K t he scope of conmputer-readabl e nedia.

Comput er [ f

Dl oy O PRI S or ot et aces
pmpurpmsammamEmnem ﬁwpemlwhipunmuthm@nphMErsy%mnspeuded of

urpose 7/ 11823 P / US2007/ 066257
it BREE (05 0 Pl EBeH0 F OP AT Y CaPRIRATY IMETFoRpegss via one of
the GR{@HRt Qéceé,swﬁﬂs e titd BRI NhO steft RbABEsiARL t €r has
been described in |anguage specific to structura

f eat ur es g %t at tIELIAEHQULE UrvRG Sy ?dtﬁoriz%u&? rﬁ%es‘[ from the

understood th the subject matter I ned
appthndgudrtg lchemsystsmndte andoegstam ﬂeguést beihe chitiaed heresponse toa

specific fea ur es descri

¢ he B eriE bethEpetbunahty AcoE HOBE iBER Bl grem without

di s@leORRAAS sDRAIRGE of18ny QBERiRAtiAIMRhRMBMIN Byt BR user, the

clainms. The present inverition may be enbodi ed |n ot her

S pe@uthwra:zaflon nesjugsttinduding @pamquendient idgntifigrfos psieniifyingr the third

esserbualng acteristics. The descri bed enbodi nents

ar e} & g?dered in all respects only as

illustrative a trictive. The sco e of the .

i nvent i ofrT¥ing el o Rt AL YH§ ™, FSOCiBA AN the unique

cl a&lf%t FRhifEr i Qﬁﬂloﬁyed f@)eacfcéngH@Irﬁ&né@le 886 bF el 18fernet access

Al | changes whi cone with he neani ng and range of

equbeialseansly of the cl ai ns are to be enbraced within

their scope. WO 2007/118239 PCT/ US2007/ 066257 -17 5

CLAI M5 pibatdings Int¢raetnaededsgo the thimd @argi dient bystemd associated with

utin stem.i ncl udin e or nore Internet access

p0| 1gue ‘g g i Vé%\?‘?eoﬁg@%ﬂ%}?r&?%t ACLPR PRIhi rd party

client system a nethod of ~authenticating the third

pary cl Tehmedipdh asniepitecoin ¢laingd owihareiy thentieglpaption: e gnouse
clidxi @ one of |10 the Internet access points to the third

party client system conprising: receiving at t he

aut hent i t|o ervic uth tlon reg t

t hegl t hi ? osd as, reglﬁe[d gycg {Cuhee%l mtﬁgrls ?)11111}\g U user of
thetEigipdty (bﬁahﬂg/stdﬂi ] pﬁaﬁeﬁinddrhnﬁcﬁﬁlp Qirske Inferdet astdigl e

action being performed by a user of the third party

clignt sypd RRHMI D edHited in claim 1, further comprising;

receiving at the authentication service account information from the user

of the third party client system during a one time initiation session;

assigning the unique client identifier to the third party client system for

identifying the third party client system;
associating the unique client identifier with the account information; and

storing the unique client identifier at the authentication service and at the

third party client system.
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t he manual subm ssion of any identification
informati on by the user, the 15 authorization request

WO p@7ath26g a uni que client identifier for idene¢F/ybreg7/066257
the third party client system verifying that the
third party client system associated wth the unique
client identifier is authorized to access the Internet
Vi as.one The thddhtaermeitedadic ebsm pPoiwlessin ahel a2Bount information

. providing Lnterne ccess the third party client

lncg’gg% 'é‘ﬂi%slg ATV A f%aéhltq I?%Wthﬁeafe%ﬁyem er via
one of the Internet access points. 2. The nethod as )
recpted The erealiqd as regfed én slaimel.sWhgrd et yraguq slignt identifier

- I ck. 3. The nethod as recited in claim1,
Hm?@?§§%$§%%%%rising billing the user of 25 the third

party cli.ent stem a. predefined apount .for .t he .. . )

ot & not Tl §HEHEE AT P PREM, b gispt fdentiir

incfuded HEMtGAEIPOOLNTEIdFEE 6f the BdrdpartyBieddydRAL | cat i on
service account information fromthe user of the

thigd parhy nfetid@Nds S¥isddem dMid MOwhRe@Retht AR R iabdRS k)@iﬂt is a
session; assigning the unique client identifier to the
wirtlesy lohtquaettagcash peint. system for 30 identifying the
third party client system associating the unique
client | dentmdther awréditetl he dgiaodntvherdio raedving ;anaadhorization
storing th%,Uﬁ;que client identifier at the
TeqUeRt HIORE PROSHICBTY SUPRAIE and at the third party client
system WD 2007/118239 PCT/ US2007/ 066257 -18 5 5. The
met hod afecpisiisttheiaythoatipraruesise heilateres ageeesornint; and
information includes billing information for the user
of the ttedirectpgrthy aghomegation yespeshto he antheniredtionderysce.
recited in claiml1, wherein the unique client
i dehd.i fi €he mettoldudeascitedus etaimnt. fuither doenpmsingogknamting a single

recited in claiml1, erein the uniquye client .
sctiofaitet MEfocs 1 (sclitnyDs OHhe) HGrHfEY Bt SSIM defureauesting the
sin@t abdiéh frbnfie PRELY client system 8. The method as

fecited in claim1, wherein the Internet access point

Is gy wiggl ﬁl?t;lloh]%%%c&ga iPASRP P fﬁlqilé}tcomz)risi e nmethod as

recited in erein recelving an atit hori zation

request fpre, SDer bl Ol b COMBT | 985c 20l S68hY NALSAR  from
aut hori zation request a e I'nternet access poln
andmultiple third party client systems via two or more independent internet access

points; and
managing a verification process for each internet access point.

12. In a distributed computing system including an Internet access point, an
authentication service, and a third party client system, a method of requesting

authorization to access the Internet via the Internet access point, comprising:

providing a single action user interface on a display of the third party
client system for receiving a single action from the user to initiate an
authorization request for accessing the Internet via the Internet access point,
wherein the single action user interface does not request the manual submission

of any identification information from the user;

receiving at the third party client system the single action from the user;
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redirecting the authorization request to the
aut hentication service. 10. The nethod as recited in

W@ b@i7i8R39 f urt her conprising generating a si ngPE&Ir/US2007/066257
action user interface on thegdisplay of the third
party client systemfor requesting the single action
fromthe user. 20 11. The nethod as recited in claim
1, furthesm@onipatig agauth@tativh gjuast to hike authdigichti@nidrane, the
servi ce authorization requests from nultiple third
par fYfheizabnaR redpestdngluding o WHAT Clist éiqnﬂﬁéfp%ﬁ ddgpiitying the user
intgﬁﬂghﬁﬁﬁ%ﬁz%hd%g s afd managi ng a verification
process for each internét access point. 25 12. In a
distribu utd ng.: Sy i-ncl udi | ;
access pocarian MO AR BHERNER KEIGP Ao RHRUT R accpss the
par Inyeraétivénthedyieteimcoass@iiltod of requesting
aut hori zation to access the Internet via the Internet
access PPhdinetho@APFdcieddi clB® VY2, Gh& thethodl BGh&E BGiptigidg sending
user interface on a display of the third party  client

accgyftipiormafion edhe yythentigatiomignacadyringn eieoime Hutiyigaysepsion.
initiate an 30 authorization request for accessing
t hel4.nt efhetmathad aheediretdemnelninacide sshqpannthe agheundi information

. e singl.e.actjon.user interface does not request the
mcf’l’@ﬁ%@h“&fﬂﬁﬂrg@%l%forgkfe WY identification information
fromthe_ _user; receiving at .the third party client.
system t hee QeﬂﬁﬂdeanE?lFeanf eliy %é’a&%&ﬁw&]@d‘ﬁ@ﬁ@%@ouw
clideCT/ US2007/ 066257 -19 5 conmuni cating an
aut hori zation request to the authentication service,

t he, aut ' | 0 i.ncluydi i i ent. .
i dehti fi 2?‘5 Pl e?ﬁ‘éfh?%dtaﬁg 175 opfrelh W e %lé‘%@ identifier
included yusdrmammd system and receiving at the third party

client system authorization to access the |Internet

vialz.he Thé afeneld ackeRsd ROtAIm 120 whéreinl i GREOdli@s identifier
_ recited in claim12, the method further conprising
inchidpgiambpteraet o aieeoli adfitpsnak the ghitdopartyecligt sttt cat i on

service during a one-tine initiation session. 14. The
met hbd a%he esthoddsirecitsidan elai®, 1 2nmdhersim thehlaiteane agedss point is a
.i@fo”mtiton i ncl ﬁdes billing information for the

WITGSET B 24$85 Ref'hod as recited in claim 12, wherein

t he sing actiqn is.a, nouse 5 click. 16. The.nethod
as }i_ci ;JEEE Flﬁtthé’ﬁélﬁ Freisd Moamei A i SRS eI TPRhYIng data from
thelatlBRhtidakiBh servite! HHEeRiting FR@ABle action user interface on the display of

the third party client system for requesting the single action from the user.

20. In a distributed computing system including an Internet access point, an
authentication service, and a third party client system, a method of authenticating the
third party client system prior to providing Internet access via the Internet access point to
the third party client system, comprising:

receiving at the authentication service account information from a user of

the third party client system during a one time initiation session;

assigning a unique client identifier to the third party client system for
identifying the third party client system, and associating the unique client

identifier with the account information;



10

15

17. The nmethod as recited in claim 12, wherein the
unique client identifier includes an |nternet

Wee@rots2B9 address of the third party client syBCBENS2000066257

18. The method as recited ipclaim12, wherein the
Internet access point is a wreless Internet access
point. 19. The nethod as recited in claim 12, further
conpri si stgringedeivniqg dighaidentifor at e Ailhdnenitionadeidce and at the
service for generating the single action user

i nt QI REY GHERUEStEspl ay of the third party client
system for requesting the single action fromthe user.

25 20. | iecaiviigsatrthe auidanticshpu eviFeApstuhnTiZzabpny dequgstaliom the
I nt grnet S N - ent | L.on: pce

. tﬁ]ﬂljrag)agg%ﬁglﬁcslylagfﬁlt {hgyas é)rrﬁ%'tg&h r%g@%e%g%dﬁg 5l Feresfe to a
aut hﬁ%léia@ﬁ(bﬂ being perfoirdd bly @all'sély%ﬂ?ﬂllé eitd pytsyt elienp iy @emtvaithout
provi ding Internet access via the |Internet access

poi the fgnugl ngibnypsion iy aRy dﬂ?‘%ﬁ’tca%%tl%{?fm%%r%iys fhgguser, the

recaiMbitigh fréq'&@st A ERE {Hf“e%ﬁs tcﬁi@ﬁt\ﬁg&ﬁiﬁgc ount

information froma user o e third party client

system dur | t] Lhjtiati ssi.on; L0l ng. .

S muc R W A L SRR AN i
systlam identifiedie nuiboyizedtd fiwedshthe Antpakt yiacthé Eittrnsy sicesw point;
and associating the unique client identifier with the
acc®lht information; WD 2007/118239 PCT/ US2007/ 066257

-20 5 storing the unique client identifier at the

aut hent i pavidore Beeroetcascessdo dhe thiid partyi dlignpaystem wia thatnternet
Sys eiving at the authentication service an
aut(%g%§%§@0n request fromthe third party client

system the authorization request being initiated in
response to a single action being performed by a user

of the third party client systemw thout 10 the manua
subm ssion of any identification information by the

user, the authorization request including the unique
client identifier; verifying that the third party

client system associated with the unique client
identifier is authorized to access the Internet via

the Internet access point; and 15 providing |Internet
access to the third party client systemvia the

Internet access point.



