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A METHOD OF ORGANI ZI NG DEVI CES OF | NTEREST TO A USER
IN A MULTI PLE H ERARCH CAL STRUCTURE FI ELD OF THE

I NVENTION 5 The present invention relates to a nethod
of managi ng resources on a nthork usi ng access
control lists. BACKGROUND OF THE | NVENTI ON 10 An
access control list (or ACL) is a tabulated list that

A METMO _im'msonrsmh m;maemca&sidl:rbmirsfzesaswmtli}SER,ﬂMEWLTlPLE
privileges. This I t a systens
adm ni strator, and! Eé ﬁﬁ%@ﬂ"ggt he conputer's
operating system as a safeguard to the contents of
It t The conputer systemresponds by
F'E‘l‘@\ﬂ%ﬁﬂg?ﬁegg\y@}sof security to the network 15
resource within the server, according to the access
control list. Each netvvorEPr ource has a secur

ThetRressthinyention relefends £irast HP8g eI B GHS M §tr>ét‘“ﬁ{5 using

ackésstconast @ entry for each systemuser with access
privileges. Typically, users may be divided into
"rol e nanes' and 'user groups'. 'Role nanes' may be

BACKGROUND DFITIVE BPENPION Nt 0 “users', 'power users',
and 'adm nistrators'. Access privileges are determ ned

by the role of the systemuser, and these roles
Arl 86deYsl @oftEA NG ALY tid agame@xﬁquéﬂ ingntifidd shstemaniety and their

in a manufacturi nvi.r anmen rity
resResivR §‘fc@|5%&’r%‘[? g ﬁﬂﬁ’ H 19 8?@%’@93&@%§|¥%@S pegiisigfor, and is
coblficatdtetolthe E:@ﬂhﬁbﬁér s @E&aﬁﬁ@b)ﬂ;ﬁérﬁ Oasha Bafel gy |t@fhe contents of its
securl ty setting e tarq%et node, or t

afahaser dico mm%erssaéﬁ?m te5 PRSIV RIOUDPY Btleve! Bg‘%&PEtMIt%F & network

remﬂ@e Witthih the()ééﬂ?@rgéédérdi@%’\(b the abdsss@bhirél li6o! ders and
resources. 30 In a man turing environnment set-up,

devi ces of the manufacturing plant are set up in a

Eé&h@feﬂﬁ&h r&turdectid® a I8QuritlestrBbutcohat labstifltk 6 Jc64RE dotrol list. The
pically set up in a fixed form far_ the )

!lst as an enfry for each system user with access privileges. Typically, users may be

divided into ‘role names’ and ‘user groups'. ‘Role names’ may be further sub-divided

into ‘users’, ‘power users’, and ‘administrators’.

Access privileges are determined by the role of the system user, and these roles

include reading, writing and executing.

Presently, in a manufacturing environment, security is administered by grouping related
resources together under one hierarchy, and assigning a particular security setting to
the target node, or top of the hierarchy. The security setting set at a particular node will

propagate down to its child folders and resources.

in a manufacturing environment set-up, devices of the manufacturing plant are set up in
a hierarchical form. The design of this hierarchy is typically set up in a fixed form, for the
benefit of usually a single group of users, for example, either the operations or

maintenance user groups, and especially for higher management.
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benefit of usually a single group of users, for
exanpl e, either the operations or nmaintenance user
groups, and especially for higher managenent. 2 For
exanpl e, a logical hierarchical structure for the
operations group will be strfictured such that each
manuf acturing step (or logpoint) is a target node,

Foarés&ameréh ae@tyd:en rﬁﬁe*aércméérsﬁrucmré %r&héb@@ra%nsﬂgl%hb'vﬂll Be@Guctured
i ndi vi dual. devi ces W .t hi n each ﬂ gmant

as
suphdat el RS (3 TeeRsiny | B [AggRtaoR, B9 Begh gauipment

usk@W B stBh a5 ardhhd Gade, Hntusdive@al devicédasdBlvittie BAGE Squipment as
group, as seen in Figure 1B, the hierarchy would have

th%ﬁ@ﬁ“‘ﬁﬁa{%e"é%esé‘st%?@éi Figge’ A each area within each site

as a first child node, each equi pnent wi thin each

area as a second child node, and each device wthi
Foéé*dﬂg'é%hﬂ‘eﬁﬁ'"éﬂ'lca'ﬁ“@%e {95 ding, Ma@LMANaRES PERE: 23 Beersin F‘Qure 1B, the

hidte Ry QY hAXPERINNG@, asS8 GagbL YodeS eaSHThIYaSKE) ﬁ@a&y S|te as a first
assngnl ng a particular setting to the target nod

chilggo @@@@gpqungytthlgteagh FERa @stwsgpoqﬁio%ldvuqdp and each device

withirPERaBad fRihOME ab end thaivielDhl dbvicksl ders and devi ces,
which results in a very rigid structure. 15 It is an

object of the invention to aneliorate one or all of

Ad ﬂS}%v@E’QY exmainbd, Qi&un@h%%ﬁﬁs@ea— bz ab YN 'a%rt?e@nlar settmg to the

According to an enbodi nent of the invention, the
tagebPPere Y tﬁ@tsﬁéléf‘tbﬁeb?bﬁrﬂaﬁlci#@r ”8@‘%|"‘6‘b§r0c5’ﬁgiatﬁt%fl° its child

folti@rstarldSRVices, WwiicHidstitdhne: WreriginGhlsate. Structure
according to the users of such a user, said device of

interest selected froma nultiple of hi er ar chi cal

It $§ THCHMESS of t8RiilefBEMAE dri@lovde NsheC bR BO i above problems.
hierarchical structure in terns of folders and sub-

fol ders according to the organi zati onal needs of a
user, assigning devices of interest 25 froma
pre-existing hierarchical structure to the main folder

SUMMARYOF JIHFeNVENEENed in  the hierarchical

structure, assigning a security setting to the device

of interest, wherein
According to an embodiment of the invention, there is provided a method of organizing

devices of interest to a user, in a multiple hierarchical structure according to the users of
such a user, said device of interest selected from a multiple of hierarchical structures,
said method including creating a hierarchical structure in terms of folders and sub-
folders according to the organizational needs of a user, assigning devices of interest
from a pre-existing hierarchical structure to the main folder and sub-folders created in
the hierarchical structure, assigning a security setting to the device of interest, wherein
the security setting assigned to the said device is the most restrictive security setting of
said device in the parent folder of the device of interest, forming a first level of security

to the hierarchical structure thus formed.

Preferably, the security settings applicable are any one of the following of
(iy  ‘read only’;
(i) ‘hidden’; or
(i) ‘full control’.
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the security setting assigned to the said device is
the nost restrictive security setting of said device
in the parent folder of the device of interest,
formng a first level of security to the hierarchica
structure thus fornmed. 30 Pﬁﬁferably, the security
settings applicable are any one of the follow ng of
(i) "read only'; (ii) “hidden'; or (iii) " ful
control'. In a preferred net hod, an agninjstrator
In & arefaed Btheds @i Y MIVSTAETTSPAGSPIgN & SReHAY 51 e o gmain folder or
sutsmdt tér%f@fﬁhie@frc@, Bbﬁrﬁnﬁlg%fra@a:séc?maiiﬁg fctﬁirﬂ’tfg s te,ﬁwﬁot el of
settin ormng a secan evel of = securi e .
SoqIrl tor BRYIETBINY G 8P O fee MelRgcrs-dsdoeee apskie Hhsseire, with two
levéResfedeeltty, WdidbntaMang ih@viebisal GhreRrc obiffigatichCer e fedice will be
and i ntentional harnful nodification of the device

preyertedbe  prevented. Preferably, the second |evel of
security has precedence over the first |evel of

security. 10 In a preferred enbodi nent, the )
Prefaiabhy; &%ér%arad leveli 4 seeHEe bas PWE“S%F?PH@ ‘#‘é(aé?&@dfab‘?fﬁﬁcu”ty-
to the access rights determ ned for a specific user

or specific user group. Accordi ng t o anot her aspect of
In BrEeRReARMISAIManhelne B EPHBRFIANSS: HCHIY HisHig Is according to

theSAdcdss HEjiRts dBfcBPnkd &St D3 cRifidS8Er AfspaEt aes g@dug. Nt er est
to said user, said hierarchical structure 15 created

according to the nmethods of creating a hierarchical

AcBéraltgt i Riottr besdtk oPthd Bleifiod, randissptivilieéd daisrarchical structure
according to the organi zational needs of a use

C . 1 user, .
orgRaZegnihg eRi Yedevies oiinkaredlt of sl Usehreiexieserichigal structure

crddit® adceRlis@to Bk rn#éiﬁéﬁs?oﬂc@eétlﬂ:ﬁ_af"l‘ﬂbr%rcft@daqjgfrucﬁuﬁ@ in terms of folders
sub-folders created in the hierarchical structure

ang S&PdeiRpIg ascawing for e SEgaNIZRIopG N97ES P& (sST.AsSIgning devices of

intbREEREHL a pLRKISHTY hikearEMEHT dthitpeltd IthE nissif9nedab® stib®oiders
said device is the npst restrictive 20 securit

Cr@?é?fi i"h@h%fh_i%ﬁ’icaica’e§'ir'é“éuﬁen ﬁsﬁ]émﬁ_sr%rﬁec?rgv aReittingr ¥q ifee device of
intEl@¥H, GRefdin tHY SRRy, sekiPigB R nddftd kfd said device is the most restrictive
security setting of said device in the parent folder of the device of interest, forming a first

level of security to the hierarchical structure thus formed.

The user created hierarchical structure of above, where in use, a user is able o view

the devices organized that have security settings that are ‘read only' and ‘full access’.

DESCRIPTION OF FIGURES
In order that the invention might be more fully understood, embodiments of the
invention will be described by way of example only, with reference to the accompanying

drawings, in which:

Figure 1A shows a pre-existing hierarchical structure organized by manufacturing steps;
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| evel of security to the hierarchical structure thus
formed. The user created hierarchical structure of
above, where in use, a user is able to view the
devi ces organi zed that have fecurity settings that are
"read only' and 'full access 25 DESCRI PTI ON CF
FI GURES 30 In order that the |nvention m ght be nore
Fiusk H B shode aireedistimyiedircred stradturehggariizedenitibenion | |
be described by way of exanple only, with reference to
t he acconpanying drawi ngs, in which: Figure 1A shows
Figur PR-sB¥WS i dethilbt eraeabirgaietdhital stretwe gagtinied byyocation;
manufacturing steps; 4 Figure 1 B shows a
pre-existing hierarchical structure organized by
Fidups aBishbws i dptdiled Hle-sXiowR) IBedednial sttlichure oR¥enideling sensor type;
i erarchical structure organized by location; 5 Figure
2B shows a detail ed pre-existing hi er ar chi cal
Figilré BGhoWe tey gamod efitHeypressms afvebtipe;  Figure 3 shows
the nmethod of the present invention; Figure 4 shows
the user organi zed hierarchical structure forned

§0¢ dhbgs ttfe tder cl§arididhaRrarthitd estirueatibisd aBebrding to the
shows the adm nistrative view of a user

m%PgdaﬁffE%aWﬁﬂ%%@e ical structure, using a second
| evel security setting of the present invention. 15
Figli@%SZth%%%—?l%j E%ﬁnlﬁ@@ are %&gﬁ-&%%ﬁ%%%f raV\% structure using
a SRbed %ﬂélesewhht?s@@%@&th@&ﬁ@sérﬁlrﬂr@ﬁt&inl to the preferred
enbodi nents of the invention, exanples of which are

illustrated in the acconpanyi ng draw ngs. The

The'berdEdraniiieefé ABHesesarily@alvAVE8ddiONn are not
intended to limt the invention in its broadest

aspect to these enbodinents. On the contrary, the
i nvention is intended to cover alternatives,

Dgﬁoﬁhéﬂcl?éécgé"r 5?‘ (SrgﬁHEE}NSEm'IOMI ch may be included

Reference will now be made in detail to the preferred embodiments of the invention,
examples of which are illustrated in the accompanying drawings. The preferred
embodiments of the invention are not intended to limit the invention in its broadest
aspect to these embodiments. On the contrary, the invention is intended to cover
alternatives, modifications and equivalents, which may be included within the spirit and
scope of the invention as defined by the appended claims. Furthermore, in the following
detailed description of the embodiments, numerous specific details are set forth in order

to provide an understanding of the present embodiments.

The present invention relates to a method of grouping each individual device in a
manufacturing plant, by placing each device under a multiple of hierarchies.
Advantageously, this provides ease of reference for a user, {o obtain access to a

particular device, regardless of the role of the system user.
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25 scope of the invention as defined by the appended
clainms. Furthernore, in the followng detailed
description of the enbodi nents, nunerous specific
details are set forth in order to provide an
under st andi ng of the present” enbodi nents. The present
invention relates to a nmethod of grouping each

For Relamblaliab s@éNirrCE@uﬂa 2A 23@ WK Rdividuiangeyideait sholw in different
evrc und nutrgle of hie

| aci.ng eac hi es.
a0 IHR BGRREI S UhT BT o Gef OeUSE® BFC PFRPbAYAOFgR-0! cach
deViggr and @ MQGRI IB, aﬁ@aéﬂcés{)ar@ grp@;ﬁéd ﬁydls@fsod@rﬁeee]'herefore a level

e dl.ess of the role, of S em [ ,
soBSa S ahedaeh BBy reen HISHRISE, Sk ik Widadevel in the
lodA@wh ﬁ@ra‘r&hyﬁ hewgrdupedivhfier tﬁéfchrlcarﬁkﬁtierﬂtﬂptres&b&e sensors 20, and under

hi er ar CH In Fi g‘%é‘?d’é" t he deV| ces are grouped by
the EeRtNGHe 8F SURERHLYP ENHAURSS B FIFES2B, the

devi ces are grouped by sensor types. Therefore a
S vEER O ororb e S deroorGubincey HE tres, e
exbiﬁ%ﬁ@brorbrbsﬁﬂr@fm pr&&rr@ﬁ@rﬂ@@d adngedn Irheigehd 120, nﬁ@eas it is

pressure sensaors 20, d under target node of
Ca?@ﬁ&%ﬁd {5E SeRBRT WSt 88%9 oy Fé%%?ﬁ %r mlarly,

pressures sensor device 11 is categorlzed under

e' area', 'heat exchanger! ressure
Th*ﬁﬁt%@%‘r‘ s YeRh o) a“é’sc%‘@% & MapPygied %&Or%@é%%”?%dsﬁg a user.
10 cat egori zed under 'sensor types' and ‘sensors', in

gure 2B. This structure i and cannot be
Ear?ﬁrﬁ“%\’]ﬁ‘éet’ saenEl R NG 0 P erfebersfhicH sBustureagepang to s
joid Rbye, ORtalk HSRI oMirbduidmentd)i Eoroé\ihnﬁﬁl@f 8reqsl sensor maintenance
hi erarchical structure, acco to hjs
engIsBe WO Kast ¢ &eod! ?eteiur're\@n%rﬁl{1 CCErﬁarthsx'smir%ensars that he is

red[RH8IbicS @S OKitHIR1 thE ERGAE e NPicAaeTonRAdilRl, Wanta tsmgrée hierarchical
able to view and access the | evel sensors that

SULSRL OIS BV PO ENER 7 (RS HePoisPREd SHr QAT L BA o1 Al the evel

sehd&rs lustng lobdtion 8idBal ender err@r;srér |h%@érchr§élréi%ﬂlr@s td Hihglly Sind the
nmore convenient to the user r\gared to searchin

depiges &f intergst. |Té‘r\ee;prewg%§}ﬁtrgoqjgf pﬁaqi level senpgis |§tere9 is very

tirdEsuft Eadeidnl @1tims shinedbathmMastidlb88ond aifyi nal 1y
find the 20 devices of interest. The previ ous nethod

of locating | evel sensors of interest is very
The present invention relates to a method of organizing devices of interest to a user, in

a single hierarchical structure according to the needs of such a user. As seen in Figure
3, this method includes the steps of creating a hierarchical structure in terms of main
folders and sub-folders according to the needs of the user, assigning devices of interest
from pre-existing multiple hierarchical structures into the folders and sub-folders
created, and assigning a security setting to the device of interest, wherein the security
sefting assigned to the said device is the most restrictive security setting of this device,
in the parent folder of the pre-existing hierarchical structure. This method may be

repeated as long as a user wishes to create a further hierarchical structure.

In the hierarchical structure created in the method above, devices of interest to a

particular user will be presented to him in the single structure thus created, and the
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time consum ng, especially if this same search has to
be done daily. The present invention relates to a

nmet hod of organi zi ng devices of interest to a user, in
a single hierarchical structgre according to the needs
of such a user. As seen in Frgure 25 3, this nethod
includes the steps of creating a hi er ar chi ca

seBlity %Stﬂlﬁgs bﬂtHeﬁl’dV&:eQInlE rm:cow tﬁé ckeaiip satfiflgs plevioakid Qfet:‘ermlned by
according to the nee of, the us nln

B e 5 0 e G (8 D RIng T o M it sScture.
structures into the fol ders and sub-fol ders created
and assigning .a s Curl ettin t he devi ce of

in RE P B Sl BT Lietrs 1 iy s Sy 2 organized

accb@irgaisl gi@er aRe i Beathe, rmstypéesﬁ ldeQice VR Rg Umitiple hierarchicat
setting of this device, rent folder of th

SUNFRIRSX | é‘?u%’?&“ﬂﬁyeﬁegfr@hf%&ﬁc%?ﬁweef &‘Fﬁl?at%#? PRAHYSSHEP of each
pabént fbl@pesH 10 @Slcboﬁ@h@ﬁurﬂbelﬁ@déﬁvio‘éﬁ% Ielr qmeq;tr@ceas may take a

further hierar tructure. In the hier
vegy 008 {ifieecttes Y] % RETTRUREY HeaURbIcatliiG %'So‘fery long.
interest to a particul ar user will be presented to

in the single str cture thus created, and th
'ns@@upwng@z\eﬂﬁ@& PR BaGH CEAE - FarlodomRY Takes on the

m&ERUM defutuntBOHePaldHt %i&é&hﬁ%@@hé@ﬂltﬁ%tn@% are made. These
admi ni strator, and as present pre-exi sting

SeRulity |351“89W@V§P<ﬂw&513 0 F?%?Weh'dﬁﬁ”t H'é WreenkERl st i ng
hi erarchical structure or structures, the deV|ces are
organi zed 5 accordjng to either the |ocation, %Pe
Theee gegviy selings r‘i‘@aynﬂ?“% BISECHI%lEPlCR ta% ey §eh Oy Lﬁ”eéd histrator,

wHiE isSIB GeEbd¥n&Ltd & RPedifd uSRCROME VrCe sSsBiflcAlseP gkdi® according to
security setting of each arent folder of the device

(he foquiETIeniRoRre HFer S PeREIioR: T3P gecurithisstipe a\@eesfah%yfecedence
ovePHR Rcuit§s¥ttihg8cdordiBy teBB @Mt fldarher e the

pre-existing hierarchical structure is very long. 10
In the present invention, the hierarchical structure

WK QoRi8&rdHidEP s ubtake R rmasd tal‘l@ordlﬂ@)ib ARl bt the UREREION, a user
the parent hierarchy, where security settings are

hayi§ges Sﬁ?féfé'"eus%'é@%?tif‘t:?/"%‘e\”t” hegaPIRd) iRw & U ereited Nigggrehical

stRRIYe of ddW@EEsE 1on@bs itfddkbt n6OHVEMhe seclRBSRAUFRDIMidden’.
settings may have a second | evel of security set by an

adm nistrator, 15 which is in accordance to a
ASBES fri F;gUﬁ#‘ﬂ Bl lcfoat nRr&BREhT dthicHSE fordhBMRinance engineer
SuaZ%%o\R,g&;Q avg a main folder named 'Mainienance’, a sub-folder named ‘Suzuk?,
and sub-sub-folders named ‘Daily’ and ‘Weekly'. Devices that user Suzuki has to
maintain in a daily period will be located in the ‘Daily’ sub-sub-folder, and devices that

Suzuki has to maintain in a weekly period will be located in the ‘Weekly' sub-sub-folder.

Depending on the security settings of the individual devices in all the parent folders of
pre-existing hierarchical structures, the same security setting will be applied o the

device located in the user defined hierarchy, forming a first level of security for a user.
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the requirenments of a user's organization. This
security setting woul d take precedence over the
security settings according to the parent folder. Wth
a hierarchical structure fonped according to the

met hod of the invention, a user 20 having a specific
user identification will be able to view the user

At Gireadrapidiiatr aeadi @l mesibot Uaithgreinoilidete e e&,p QSSétmgg aaésacunty
it does not have the. securlty set

selibanarair I P ot 4P R 5o Oreic PoLIEh HoRarhy Garir seifly takes
préﬂeﬂﬂﬁdd@@rﬂ@seﬂiﬁh@b@ﬂﬁ@@@ttﬂhl@ttsﬂ@/@l Suzuki woul d have
a mai n fol der naned ' Mai nt enance', a sub-fol der naned
"Suzuki', 25 and sub-sub-fol ders naned "Daily" and

Fo'r\é\kﬁkFI)é: as BesH @asgldred, anseimiMstzatki mhpset aser fa@ddrt Suruki’ midden
a dai [ '

PO Bt G55 At Sk genca o
hemii%@bﬁ dbfe B VieRkdr\acpesd @ wwvides hiratl eeatSeduli masheeated, even

sub- sub-f ol der n the securit
iU 1R SRTCERETS ok A isaCgy, Bl THStiPYe! ekt The folder
nahRlddsigukpfs dra@n iB-dxhéed i thisidy ¢t i & hisderuehen eser Yamada
t he same securl %ﬂsett

actpes 419 BEGraea Hriie Q et e G Ry ne hies e nvarign

a first level of security for a user. 7 At an

dm ni strator |eve t nmet hod furt des the
THE BRG] hes pran e bt Te oG, SHEC /BT Rg 6 4o networked
pr@cﬁﬁ:ﬁbrﬁ if&cilldp €dr @videS Blan8gsrbight. mbw&ve@reﬁtuléltb)/oesehdarﬂgod that this
recedence over. the secu settin

maiRpE ey B 56 SPIRGE TboUe MEMOREeL @@%tiefsn Or&frb%ﬁ%sr gobiizations that
wigltH Masddeahoif nsrigetrestiRtesifRix@er ' Suzuki' hi dden

fromuser Yanmada. Therefore, when user Yanada accesses

the hierarchical structure, he will not be able to

vi ew or access the devices that user Suzuki has

created even though these deV|ces are

S
herpraRpSiMents NavRDeqr aqvaneriLhy ey %e%’ilmpﬂajon df%?‘gfiﬁat'ons are

oea[ﬂ%dmtrﬁ%@l@copé &f tl6 AWantdr & d5Epbedy khd@spenaes tigmd. y

that it is hidden when user Yamada 10 accesses the

hi erarchi cal structure formed by the nmethod of the

present invention. The nethod has been described in

the foregoing, specifically in the use for a networked

production facility for device nanagenent. However, it

is to be understood that this
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met hod may al so be applied in other networked
facilities, or in other organizations that 15 wish to
manage their networked resources flexibly. The
enbodi nents have been advancgd by way of exanple only,
and nodifications are possible within the scope of
the invention as defined by the appended clains. 20 8
CLAUMSVS 1, A nethod of organi zi ng devices of interest
to a user, in a multiple hierarchical 5 structure
according to the users of such a user, said device of
interest selected froma nultiple of hierarchica
str

ctures, .said.nethod including.creating a . . .
1 oSBT Qb ihitte ReVerd BLI TS SIS Ml B & ppitivle hierarchica
stracthrd adodedting actherdengoftauch theseor githti@dts ohiaterex adicrt! from a
.user.. assiani ng.devi ces of interest froma

ilé e B i pRRuER: S et BEN o {he 10 main

f ol desatiagd Isevardhidat sthsctaredatarthsi o félbers inersababideal according to

structure; . assj %?énl%ea security setting to the device

[

the,propRiaiqe) Pesgs t'he security setting assigned to
t he a_S@ibdinfd&iév_&:és ijcﬁ ihfeeestomim @es@rémah%ge}i%rsamtﬂal Bgucture to the
settin | evli ce, | t he rent 0] er o t he
e S AT B ttns PEFHEN S QYE o secnr ity
to tﬁ@gighi?g@weehﬂitgaéttiﬁ% taltlelweice b hitdrogtned. 15 2. A
met of .organi.zi nq.devi ces i nterest .to.a, user -
oy 6 S8y Pl Y doteblo B Sl B vios st igpg gestiotive
sedfY setahd of atiedane ianiee parehhieldepbi mwidf@g;ﬁ@bf i(n'térést,l‘fb&aidg a first
“fu control'. 3.

Iev%q]%e;%@ﬂ'g‘l? %@r@é(%fjc%?q%stgl&w%g@sgp#r%% erest to a user
according to any one of
2. A method of organizing devices of interest to a user according to claim 1,
wherein the security settings applicable are any one of the following of
(i) ‘read only’;
(i) ‘hidden’; or
(i} “full control’,

3. A method of organizing devices of interest to a user according to any one of
claims 1 or 2, wherein an administrator can assign a security setting to a main folder or
sub-folder of a hierarchy, said security setting according to any one of claims 2, said

administrator security setting forming a second level of security to the hierarchy.

4. A method of organizing devices of interest to a user according to any one of the
preceding claims, wherein the second level of security has precedence over the first

level of security.

5. A method of organizing devices of interest to a user according to any one of
claims 3 or 4, wherein the administrator assigned security setting is according to the

access rights determined for a specific user or specific user group.




clainms 1 or 2, wherein an adm nistrator can assign a
security setting to a main folder or sub-folder of a
hi erarchy, said security setting according to any one
of claims 2, said 25 adninlétrator security setting
formng a second | evel of security to the hierarchy.
4. A nethod of organi zing devices of interest to a
6. USEerA ﬁlemﬂdd}a’ﬂg;trt;aumwrgefiiee@fbytahz&serrn:f dﬁﬁdésn@f ioleadgT8o said user,
n.t con evel of sec as.precedence
seh it Sichicof T e it oo Bing BiG melie 8 o BBt Foa o
organ|2|ng devices of interest to a user according to
any ere e .adm ni strator
ot roee et sRitiCeBhnges BV a e af A58 bRl edsaa user,
saidi edraschtal strutiure drdatsd accopieg fol the umiioderof apgond bicclzissrt to 5.
group. 9 6. A hierarchical structure organized by a
user of devices of interest to said user, said
8. hi emam@mrcrabalsdtrwt@twb@aarzeamch asarasf dieRiged of tritl@rest to said user

hods of claing. 1. 7. i erarchi cal

acgqragugltg @&yweé)f g%gps gforaAwhggesmd‘rsel ALSE |§ta%fe to Vé?% the devices
orgti@led th 1Bk deburiy sstomiCtabt Sbrraad onig ardeflledeeszscor di ng

to the nmethods of any one of clains 1 to 5. 8. A

hi erarchi cal structure organi zed by a user of devices

of interest to said user according to any one of

claims 6 or 7, where in use, a user is able to view

the devices organized that have security settings

that are "read only' and "full access'.




