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DESCRIPTION

ELECTRONiC APPARATUS AND PRODUCTION METHOD FOR

THE SAME

TECHNICAL FIELD

The presenﬁ'invention relates to an electronic
apparatus that is controlled.ﬁy'a 6entral,processing unit
compliant with the iEEE std 1149.1-1990 Standard Test
Access Port and Boundary-Scan Architecture and the like,
and more particularly to the pre&ention of illegal
alteration,qf data stored'in a:storage device (data
iz.xcl-uding an 6perating program £for the cenfral prbcessing
unit, cryptographic keys; customer identifiers (user ID

codes), etc.).

BACKGROUND ART

'Today, many electroniclappératuses such as
ihformatidn_apparatuses and household appliances use
céntralproceésingunifs(hereinafterreferred1x;asCPUs)
aslunits'central to their control systeﬁs; and to control
an electronic épparatus with the CPU, é'program for
operating the CPU is indispensable. Depending on the
kind-of CPU, the CPU caﬁ store the program internally
jin itself, but in most cases, for reaéons of deveiopment

efficiéncy, production efficiency and maintenance of the



- 2 -
electronic apparatus, a read only memory_(heréinafte:
referred to as ROM) is provided externally to the CPU
and the p:ogfam is sto#ed in the ROM.

Data such as cryptographic keyé (including a
decryptiop key), customer identifiers or the like may
also be stored in the ROM.

Tne ROM is a ndnvolafile_storage device, and
the ROM of the type.that allows stbrgd information to
_bea;teredonlybyelectricalsignals(hereinafterreferred
to as EEPROM, whose examples include a flash memory, an-
electricallyerasable and programmable ROM, etc.) ismainly
used.

| The "nonvolatile storage device” refers to a
device that can retéin its st.ored contenfs even when power
is turned off.

Storing data (including CPU program, cbdes such
as'dustomer_identifiers, decryption keys, etc. and the
like) in the EEPRbM offers.the advantage of increasing
production efficiency.ahd making it possible to alter
the data (inciuding thé CPU'program, eﬁc.) for the
maintenance of the electronic apparatus because the stored
data can be easily éltered. On the other hand, the
disadvantage is that, since the specifiéations_for the
EEPROM is made public, a malicious third party could alter
the p:ogfaﬁ illegally, gaﬁsing damage to not only the

manufacturer of the electronic apparatus but'also the



society as a wholé.

In particular, if the CPU is a device bompliant
with the IEEE 1149.standard, thére is the pdssibility
thaf an unaﬁfhorized person may connect ah externai
apparatué'to the CfU and aiter'the data stored in the
EEPROM by d'irectly controlling the internal logic cj.rcuit
of the CPU fhrough the external apparétus.

| The IEEE 1149 standard is a sténd;rd'for test
circuits of semicénductor devices (including large scaie
integrated circuit and central processingunit). Adevice
(semiconductor device) compliant with the IEEE 1149
_standardhasfivetestinput/outputtérminals(TestAccéss
Port) for testing of the device itself or for testing
of the circuit'block;céntaining the device (to test mainly
for judging the presence or absence of a fault and locating
a faulty part).

To tesf the dev:i-.ce,. etc._ , an external apparatus,
for example, is connected to a test input terminal of
the devicg, and a test input signal is applied from fhe
eXternal épparatus to the test iﬁput terminal, causing
the input signél or a signal_dbtained by procéssing:the
input signal to be outputted from the device's output
terminal (an ordinary output'terminal or a test output
terminal). The presence or absence of a fault and the
ldcation of a faulty part can be detected by comparing'

the output signal with the expected signal.
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It is also possible to connectlan external
apparatus to the test input/output terminals of the IEEE
1149 standard compliant CPU and to erte data to the EEPROM
by directly controlling the internal'logic circuif of
the CPU throﬁgh the external apparatus: |

| By incorporéting-the step of ﬁriting'data to
the EEPROM by the.above.méthod into the production of
an electronicoapparatus} the more efficient production
of the electronic apparatuslcan“be realized, compared
~'with the conventional method in which data is writténﬁ
to the EEPROMby using a commercially available PROMwriter.

This, however, may.give'rise to illegal |
alteration of the data; that is, by abusing the above
feature, an unauthorized person may connect an'ekternal.
apparatus to the input/output terminals of the.IEEE-ll49
compliant CPU in the field and alter the data étored in
.the-EEPROM by directly controlling the internal logic
"circuit of the'CPﬁ through the external apparatus.

o For example?-in satellite broadcasting, etc.,
ﬁnique data may be.assigned to each customer, in which
case the receiver or like apparétus can store the assigned
data in its internal EEPROM.

' The unique data lncludes a oustomer idehtifier
(including the unique iaentifioation.code assigned to
eoch customer and the unique ldentification code assigned

' to each receiver at the customer), a décryption key, and



an identification number.

The CPU pays a monthly viewing fee by using the
unique data (for example, the cﬁstomer identifiér) stored
in the EEPROM. Howevér, there is the possibility that
criminal act may be made to evadé paying viewing fees,
for example, by alfe;ing the_unique'data stored in the
: EEPROM.to,someone else's unique data or‘by altering the
prbgram written in the EEPROM (for eXample, by writing
_aprogramthereinsﬁchthatarepo:tissenttothebroadcast
center fhat the viewing time is zero regardless of the
actual viewing time)ﬂ_

To prevent such criminal act, there is a need
fof means-that_prévents illegal alteration (rewriting)
of thé_data (including_the CPU program, etc;) stored in
the EEPROM.

A prior art electronic apparatus equibped with
. means for preventing data in an EEPROM from being altered

illegally will be.described with reference to Figure's.
| The use of the electronic apparatus shown in
Figure 6 is not specifically limited, but the apparatus
isapplied,forexamplé,1x>ésatellitebroadcastreceiver,
a portable telephone,'or the 1ike; Figure 6 shows only
the block relating to writing data to or reading data
from the EEPROM.
| .In figuré 6, ;eference pumeral 107 designates

the CPU which controls the electronic apparatus, 8
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designates the EEPROM in which data such as the CPU program,
etc..are stored, 101 designates an electrical or optical
" connector for connecting an external apparatus (not shown) |
used to rewrite the program, 102 designates an_interface
towhichsignalsappliedviatheconnectoriOlareinputted.
‘Reference numeral 105 designates a storage device
(hereinafter referred to as the password ROM) which.holds
therein the identification number unique to the electronic
apparatus and is mounted in a such.manner that it cannot
be removed by solder or the like, and in which the stored
data cannot be altered. Reference numeral 104 des:l.gnates '
a comparing circuit which compares the identification’
number inputted via the connector 101 and - -interface 102
w1th the 1dent1fication number stored in the password
ROM, and outputs a program rewrite permit signal only
when they match. Reference numeral 103 designates a gate
circuit which controls the passing of the rewrite control
signal and program data to the EEPROM 8.

Next, the program rewrite operation will be
described. When it becomes neoessary to rewrite the
program stored in the EEPROM 8, a program'rewriting
apparatus (external apparatus) is connected to the
connector 101. An identification number, a new program,
andcontrolinstructionsnecessaryforrewritingtheEEPROM
are stored_in the program rewriting apparatus. First,

a program rewrite start instruction is inputted from the
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pfogram rewriting apparatus, whereupon the CPU 107, etc.
stop the normal operation and the data stored in the EEPROM
8 thus becomes ready'for rewriting by this_instruction.

Next, the cqmparing'citguit 104 compares the
identification number inputtedgvia'the'interface 102 from
the program rewriting apparatus with the identification
numner read.qut of the password ROM 105. Only when the
two identification numbers perfectly match, the'comparing_
circuit 104 outputs the program'rewtite permit signal
to thé gate circuit 103.. In accordance with the program
rewrite permit signal;.the gate circuit.103 allows the
rewrite control signal and program data inputted vin the
interface 102 to be passed to the EEPROM 8. The program :
_in_the EEPROM 8 is rewritten. lWhen the program rewrite
_.operation is completed, the program rewriting_apparatus
sends a rewrite.dompletion instruction to the CPU 107
viatheinterface 102. TheéPU107,basedontheinstruction,
initializes the electronic apparatns,'and:starts the
control of the electronic apparatus in accordance with
thé new program stqred_in the EEPROM 8. |

In recent years, however, C?Us compliant withi
the IEEE std 1149.1-1990 Standard Test Access Port‘and
Boundary-Scan Architecture (hereinafter referred to by
its commonly khown name "JTAG standard") have come to
"be used. When the CPU is a JTAG standard compliant device,

the. prior art prévention system of illegal program
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alteration cannof_prdvide effective prevention means
because the program stored in the EEPROM 8 can be altered
via fhe'CPU by direcfly éontrolling the internal logic
circuit of the CPU from the outside.

A system using a_JTAG compliant devi¢e for the
CPU and the configuration of the JTAG compliant deviCé 
will be briefly described with referencé to Figufes 7
aﬁd 8.

'F"igure-_ 8 is a diagram showing the configuration
of the JTAG sténdard compliant.dévice, in'whiph.refefence
numeral 1 designates the JTAG standard COmbliant CPU
(hereinaffer referred to the J-CPU as distinguished from
the conventional CPU), 2 designates an'intefnal logic
cii‘cuit i'esporis‘ible.for the essential operations specific
to the deﬁice; and 3 designates terminalslfor nqrﬁal
dperation (usually connected to terminals, eté..offother
deﬁices). ‘The terminéls 7 consisting of TDI (test data
_inéut pin), TMS (test mode select pin), TCK (test clock),"
. TDO (test_data_output pin) and TRST (power-on reset pin)
IAre fest terminals, colléctively called the Test Access
Port (hereinafter referred to TAP); that are provided
based on the JTAG standard (TRST is optional). The TAP

is an interface for connecting an external apparatus to

. the test circuit.

TheJTAGstandardcompliantdeviceconfainsJTAG_

registers 5 including a bypass register, instruction
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register, etc. (as options, an internal scan register
and an ID CODE register may be included), a TAP controller
6 for eontrolling the JTAG registers 5, and cells 4.as
a shift register erranged between each terminal 3 and
the internal logic circuit 2.

The _cell 4 selects for inputting the output data
of the in_ternal iogic circuitl 2 (including input terminals
3 bfﬂthe J-CPU 1) or the test data transferfed.from its
~adjacent cell 4. The output deta of"the-cell 4 is
transferred to the internal logic circuit 2 (including
output. terminals 3 of the J-CPU 1) or to its edjacent
cell 4.

During normal operation (not in a test mode),
the input data inputted via the input terminals 3 of the
J-CPU 1 are passed through the respective cells 4 and
transferred to the internal logic circuit 2 as.it is;
and'the output.data of the-intetnal logic circuit 2 are
passed through the respective cells 4 and outputted from
the output terminals 3 of the J-CPU 1 as it is.

In the test-que, instead of the input data
inputted via the input terminals, signals inputted via -
-theTAP'7canbetransferredintotheinternallogiccircuit
2 via the cells 4;' Further, instead of the uutput deta
of the internal iogic circuit 2, signals 1nputted via
the TAP 7 can be outputted from the output terminals 3

Via_the cells 4.
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TheTAPcbntrollerEScontrolsVariousoﬁérations
of the entire test circuit in_accordance.with the iﬁput
sequence inputted wvia the TMS pin.
| The JTAG standard cbmpliant device allows the
signals passing through the respectiﬁe cells 4 (the
'iﬂput/output signals 'of the respective terminals 3) to
‘be monitored by the external apparatus cdnnected'to the
TAP 7, and also allows arbitrary data to bé inputted to .
the internal logic circuit 2.

| _ For example, test iﬁput'data fransmittéd from
the external apparatus is applied to the TDI terminal
and the serial shift register consisting of the plurality
of cells 4 is driven in serial fashion {clock signal is
applied to the TCK terminal). 1In this way, the test input
data is transferred to the respéctive.cells 4. Next,
the output dé.ta.of eachcell 4 is transferred to the- internal
logic circuit 2 (including outpui: terminals 3 of the J-CPU
1). In this way, the test input data can be inputted
directly to'the ihternal logic circuit 2 (including the
output terminals 3 of the J-CPU 1).

Likewise,.the output data of the internal logic
circuit 2-(including the input terminals 3 of the J-CPU
1) are latched into the respective cells 4 and the serial
shift.register consisting of the plurality of cells 4
is driven in serial fashion; in this'way, the output déta

can be outputted from the TDO terminal.
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That is, by conneeting an exterhal apparatus
to the J-CPU 1 and contrqlling a maximum of five eignal
lines, fhe internal.iogic circuit 2.of the J-CPU 1 can
be controlled directly £from the e.xter'nal apparatus. This
offers the advantage of facilitating the testing ef the.
eleetron;c apparatus or a deﬁice such as the J-CPU 1.

Figure 7 is a diagram showing the eiectroaic
apparatus system using the J-CIPU 1; .J‘.'n Figure 7, reference
numeral 9 designates a JTAG connector for connecting the
TAP 7 of the J-CPU 1 to an 'ex1.:ernal apparatus, 108 designates
a kAM (a readable/writable storage device fer'storing
data, etc. that_need fo be temporafily stored to operate
the electronic apparatus),land 110 designates a signal
bus (hereinafter referred to ae the bus) connecting the
.EEPROM é, RAM 108, etc. to the J-CPU. Besides the EEPROM
8 and RAM 108, a plurality of devices designated by 109
ean be connected to .the bus 110. An actﬁal circuit containsz
“many other electronic components, but they will not be
described here.

Since the internal logic circuit of the J-CPU
can be directly controlled from the outside by connecting
an external apparatus called a JTAG debugger to the J-CPU, |
thereby makihg it possible to access all the devices
including the EEPROM where the program and other data
are.stofed, the prior art eleetronic apparatus using the

J-CPU has had the advantage of being able to increase
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de#elopment efficiency and reduce fhe time required for
testing and pi:ogram writing during the production process ..

This, however, has lead to the problem that using
-a_JTAG debugger, a third party ceuld illegally alter the
data-etored in the EEPROM in the prior art electronic
apparatuee |

Itisanobﬁectoffhepresentinventiontoachieve
a production'method that can produce_an electronic
| apparatus efficiently, while making provisions to g\;reatly
.reduce the risk of the data stored in the EEPROM in the
completedelectronicapparafusbeingalteiedimxthefieid;

.It is_also_an object of the present invention
to achieve an electronic apparatus that can be produced
.efficiently, while making provisions to greatly reduce
the risk of the data.sfored in'the EEPROM being altered

in the field.

DISCLOSURE OF INVENTION

The invention described in.claim ; eonceins a
prodﬁction method fo:.an eleetrdnic apparatus_comp;ising
a boerd having a separable regien, the board being mounted
with a central proceseing unit, an electricelly alterable
.nonvolatile_sterage device, andla connector mOunted'oh‘
the regien, wherein when the region is separated, date
cannot be written to the storage device by directly

controlling an internal circuit of the central processin_g
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unit, the production method comprising: a writing step
of writing data to the storagé_device by connecting.ah
"external apparatus to the connector and by directly
_cbntrollihg an internal logic circuit of the central
prbcessihg'unit; and a separating step of separating the -
Iregion from the board after the writing step. .

'In'the'eleqtronic apparétus'production method.
~of_thé pfesent inQention, data (including program, etc.)
" is written to the EEPROM efficiently by directly
;contfolling the internal logic dircuit of the CPU through
the external apparatus (for eiample, JTAG debugger), and
after that, the region mounted~Wifh the connector is
separated.

According to the preéent.invenfion, when
producing the electronic apparétus at the factqry, data
(inclﬁding program,'etc.) can.be written td thé EEPROM
gfficiently and detection of a faulty'part, etc. can alsb
be carried.out guickly and accurately by directly'
controlling the inte:na1 circuit of the CPU (for example,
J-CPU) through_the extérnal apparatus éuch as a JTAG'
debugger. After completing the data write to the EEPROM,
the region mounted with the connector is'separated'so
that a third'party cannot illegally alfer the data of
the intei‘nal EEPROM in the field by connecting an external
apparatus such as a JTAG debugger to_the'electronic

apparatus.
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;Writing to_fhe EEPROM may also be rendefed
impossible, for example, by removing a resistive element
from the board, but this method has the.problem that if
a third.party'knows_this fact, the third party can easily
réwr_ite the 'EEP_ROM by soldering another resistive element.

By contrast, if the third party knows that tﬁe_abové
region of the board has beén separated; it is extremely
qifficult to actually fix the board.and make.writing to
the EEPROM possible. | |

The present in&ention thus offers the effect
of achieving a production'meéhod that can produce an.
electronicapparatusefficiently,whilemakingprovisions
to greatly reduce the risk of the data stored in.the EEPROM
in the completed électronic apparatus being altered in
the field.

Thekind,usé,etc.ofthe“electronicabparatus"
are not specifically limited. Applications iﬁclﬁde, for
example, receivers for satellite broadcast or other
broadcast systems, home electronic apparafuses such as
portabie telephones, and industrial electronic
aﬁparatuses such as copying machines.

The "separable region" means a region fhat can
be'separated_from_the boérd by any suitable method. 'For
examp;e, a V-shaped groove ié cut in one sﬁrface or both
surféces of the board, and fhg region is cut off along’

the groove by applying an external stress to the board.
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In anqthér example, many through-holes or the like are
opened along the boundary 6f the region to be separated
so that the region can be separated along the boundary.

A separablé region that can be cut off along
the boundary by shearing'is aiso an example. In this -
‘case, the basic requirements for the "separable" region
are that there be no cpmponents on the boundary, and that
the board operate properly-after‘the region has been
§eparated_along the boundary.

The phrase "directly'cbntrolling the internal
circuit of,the'ceﬁtral processing unit" means that the
CPU is controlled by a method other than that a noimal
program (software) operation; An example is to diréctly
COnfrol.a J-CPU compliant wifh the JTAG standard through
the TAP. | |

_The phrése'also refers to the case Whére a CPU
containing a scan design circuit is diredtly qontrolled
through the scan design circuit.

The phrase_further refers to fhe case where a
CPUcontainingacmnsscheckciréuitiSdirectlycontrolléd
through the cross'check circuit (probe line driver and
~ sense line receiver).

ﬁowévef, it does not include thé caée where data
istransferfedbetweenz;CPUoperatingunderusuaisoftﬁare
and an extérnal apparatus through a handshake or like

procedure.
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The pnrase “when the region is separated,_data
. cannot be written to the storage device by diréctly-
controlling the internal circuit of t.he central processing
unit" means, for example, that the internal circnit of
the central:processing'unit cannot be directlyfcontrolled
by using a connector other than the connector separated
from the board.

fhe “data“ includes a program for oberating the
central proceééing unit, cryptographié keys, a customer
identifier (user ID dode), and an identification number.

The invention described in claim 4 concerns a
production;method for an électronic apparatus comprising
“a board hnving a separable-region, thé board being mounted
' with a central processing unit, an electrically alterable '
nonvolatile storage device, a connector, a relaying dévice
for connecting at least one terminal of the connector
to at least one terminal of tne central processing unit,
and a detection device for detecting.whether the region
'_is separated. or noi:, wh_erein when th.e region is separated,
the relaying device, based on an output signal fnom thé
detectidn device, disconnects at least one connecting
line connecting tne terninal of the connector to the
terminal 6f the central processing nnit so that data cannot
be written to the storgée device by directly controlling
an internal circuit of thé central processing unit, the

production method comprising: a writing step of writing
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.data_to fhe storage device by connecting an external
apparatus to the connector and by_direcfly controlling
. an internal logic circuit of the central processing unit;
and a_separating step of séparatiné'the region after the
- writing Stép. | | |

In the electronic appafafus production method
of the present invention, data (including program, etc.)
is written to the EEPROM efficiently by directly
cﬁntrolling the internal logic circuit of the CPU through

‘the external'apparatus (for example, JTAG debugger), and
after that, the region ié separated.

According to the preéent invention, when
producing the electronic apparétus at the factory, data
(including program, etc.) can be written to the EEPROM

_efficiently and detection of a faulty part, etc. can also
be carried_out guickly and accurately by direcfly
controlling the internal circuit of the CPU (for example,
J-CPU).through the external apparatus such as a JTAG
debugger. After completing the daﬁa'write to the EEPROM,
" the region is separated so that a third party cannot
illegally alter the data of the internal EEPROM in the
field ﬁy connecting an extérnal apparatus such as a JTAG
debuggér to the.electronic apparatus..

Even if the third party knows that the above

region of the board has been séparated, it is extremely

difficult to actually fix the board"and'make writing to



- 18 '- 
the EEPROM possible.

The piesent"inﬁention thus 6ffers thé effect
of achievihg a production method that can produce an
electrpnicaﬁparatusefficiently,whilemakingprovisioﬂs
to greatly reduce the risk of the data stored in the EEPROM
in the completed electronic apparatus being altered in
the field. |

The:rélaying device disconnects the connecting
'liné connecting,.for example, between the TDI terminal
oftheJTAGcompliantCPUandthgterminaloftheéwnnector}
as a result, data cannot be written to the storage device
by connecting an external apparai:us such as a JTAG debugger
to the connector,and_difectly'controlling the internal
circuit of the céntral proceséing-unit.

| The invention described in claim 6 concerns a
production method for an_electronig apparatué'cdmprising
a board having a separable region, the boa:d being mounted
with a central pr.ocess.ing unit,. an electrically altérable
nonvolatile storage device, a connector, arelaying device
,fbr connecting at least one terminal of the connector
to ét least one terminal of the'central.processing unit,
a scrambling device, and a detection device for detecting
whether the region is separated or not, whereiﬁ: when
the regioh is not sepafated yet, data read out of the
storage device can be descrambled b_y. _the scrambling devic-:el

~and the descrambled data can be transferred to the central
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pfoéessing uhit, énd by connecting an external apparatus
to the connector and directly controlling an internal
logic Cirguif of the central processing unit, thé central
.processing unit can be caused to output data to the
scrambling_device and the scrambling device can scramble
‘the output data of the éentral processing unit and write
'the scrambled data to the storage device; and when the
region is separated, data read out of the storage device
can be descrambled by the scrambling device and the
descrambled data can be transferred to the central
pfocessing unit, but the scrambliﬁg device cannot write
data to ﬁhe storage device based on an output signal of
the detgction deviée, the p;oduction methodlcomprising:
awritingétepinwhichbyconneétingthéexternalapparatus
to the connector and directly controlling fhe internal
' logic ciréuit of the central proeessing unit, thé central
processing unit is caused to output data i:o fhé scrambling
device, and in which the'scrambling device scrambles the
output data of the.centra; processing unit ‘and writes
the scrambled data to the storage device; and a sep'arating
step of separatiﬁg the region after the wrifing step.

In the electronic appafatus production method
6f the present invention, data (inclﬁding program, etg.)
is written to the EEPROM efficiently by directLy
controlling the infernal logic circuit of the CPU through

the external apparatus (for example, JTAG debugger), and



- 20 -
after that, the region is.separated thereby prevehting‘
the EEPROM from being rewritten.

According to thé presént-invention, when
producing the electronic apparatus at the factory, data
(including program, etc.) can be written to the'EEPROM
efficiently and detection of a faulty part, etc. can also
be carried out quickly and accurately by directly
_'gontrolling the internal circuit of the CPU (for example,
J-CPU) through the axternal apparatus such as a JTAG
debugger. After completing the data write to the EEPﬁOM,
the region.is separated éo that a third party'cahnot
illagally alter tha data of the internal EEPROM in the
field by connecting'an external apparatﬁs such as a JTAG
debugger to the electronic apparatus

Even if the third party knows that the above
region of the board has been separated, it 1s-extreme1y
difficult to actually £ix the board and make writing to
the EEPROM poésibla.

' .Since'the third party does not know the method
of scrambling, the third'party cannot illegally modify
the electronic apparatﬁs by removing the EEPROM and trying
to réwrite the data using a PROM writer or the like.

The present invention thus offers the effect
.~ of achieving a production method that can produce an
electronicapparatusefficiently,whilemakingprovisions

to greatly reduce the risk of the data stored in the EEPROM.
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in the compléted electronic apparatus being altéréd in
the field. .

| Any sﬁitable method may be employed to prevenf
datafrombeingwrittentothesforagedevice. For example,
itcanbeaccomplishedbydisconnectingthelingconnecting
betweén the J-CPU and fhe EEPROM. All the lines may be
disconnected or, for'exa.mplé, only the _w‘rite strobe sig.nai
line may be disconnected. Alternatively, the chip select
terminal of the EEPROM may be disabled. |

' The invention described in claim 10 concerns

a production method for ah eledtronic éppa'ra;tu's comprilsing
a board having a separablé region, the board beirig mounted
wif”h a central processing unit, an electrically alterable
nonvolatiie'storage devicé, a connector, a écrambling
device, and a detectipn device for detecting whether the
:egion is separated or not, wherein: when the-fegion,is
not separatéd-yet, data read out of the_storagé device
can ﬁe descrambled with a'first-écrambling pattern by
the scrambling device and thé descrambled data can be
transferred to the central processing uﬁit, and by |
connecting an external apparatus to the connectof and
directly controlling-an internél logic circﬁit of the
central'processiné.unit, the central procéssiﬁg uhit can
be caused to oﬁtput data to the scrambling device and
the scrambling device can scramble the 6utput data of

the central processing unit with the first scrambling'
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- pattern .and'write the scrambled data to the storage device;
and.whén the regibn is saparated{ then based on an output
signal of tne detection device, data'read out nf thé storage
device can be descrambled with the fi.rst scfambling pattern
by the scrambling device and the descrambled data can.
be transferred fo the central processing unit, and by
connecting the extarnal apparatus'to the cénnector_and'
directly controlling the internal logic circuit~of the
aentrai'processing unit, the central processing unit can
be caused to output data to the scrambling device and
the scrambllng device can scramble the output data of
the central processing unit with a second scrambling
pattern and write the scrambled data to the storage device,
the productlon method compr:.slng- a er.tJ.ng step in which
hy connecting_the_external apparatus to the connector
anﬁ directly controlling the internal logic cifcuit of-'.
the central_processing unit, the central processing unit
is caused fo oufput data to fhe scrambling device, and
in which.the scrambling device acrambles the output data
of the central.processing unit with the first scrambling
pattennandwritesthescrambleddatatothéstoragedevice;
and a separating step-of separating the'region after the
writing step. |

-In the electronic apparatus production method
of the nresent invention, data (including program, etc.)

is written to the EEPROM efficiently by directly



.controlling the iﬁternal 1ogid circuit of the CPU through-
the external apparatus (for éxamble, JTAG debugger), and
after that, the iegion is separated'fhereby méking it
@ifficult to rewrite the EEPROM. |
According to the present invention. when

. producing the'electronic apparétﬁs'at the’facfory,.data
{including program, eté.) can be scrambleduwith the first
scrambling pattern and written to the EEPROM efficiently
and detection 6f a faplty part,letc. can aiso.be carried
out quickly énd accurately by direétly éontrolling the
internal circuit of the CPU.(for example, J-CPU)-thréugh
the external apparatus such aé a JTAG debﬁgger., After
completing the dafa write to the EEPROM.'the region is
sepérated thereby making it difficult for a third party
tq.illegally alter the data of the internal EEPROM in
the field by donnecting an exfernal apparatﬁs éuch as
a JTAG debuggerlto the eléctronic apparatus.

| Even if the third party knows tﬁat the above
region of the board has been.separated, it is extremely
‘difficult to actually fix the board and make writing to
the'EEPRbM possible. |

Since tﬁe.third party does not know.the first

scrambling pattern, the third party cannot remove the>
EEPROM from the board and write data directly to the EEPROM
using a PROM writer or the-liké..

Even if the third party connects an external
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apparatus to the product in the field and tries to.wrife
.data from the external apparatus into the storaée device
by directly céntrolling the-ihternal logic circuit'of
the centrél processing unit, the scrambling de#ice
scrambles the output déta of the central prodessing unit
withthesecoﬂdscramblingpatternandwritesthescrambled
data to the storage dévide. .Since the scrambling deGice
reads data from the storage device and descrambles. the
data with the first scrambling pattern, the electronic-
apparatus does not operate with.the illegally altered
data. | | | |

Préferably, when a secret operation is performed

(fbr example, a second region is sebarated from the;board_
or a sbecified resistive eleﬁent-is removed), the |
scrambling device descrambles data with the second
s;rambling patternf

| If, for some reason, it becomes necessary to
alter the data stored in the EEPROM, data inputted from
the external apparatus. can be written to the st-§rage deviée
by connecting the exfernal apparatus tb the product and
directly contrblling the internal logic-circuit of the
central processing unit. In thét case, the data is
scrambled with the.second scrambling pattern and written
to the storage devicg, but when the secret operation is
performed, the scrambiing device descrambles the data

with the second scrambling pattern so that the electronic
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apparatué‘operates normally.

The present invention thus offers the effect
of achieving.a production method that can produce-an.
electronicapparatuseffiCiently;whilemakingprovisions
to greatly reduce the risk of the data stored in the EEPROM
in the completed electronic apparatus belng altered in.
the field. |

Theinventiohalsoofferstheeffectofachieving
a production method for an electronic apparatus wherein
the:data'ctored in the.EEPROM in the completed electrcnic
apparatus.can be altered at aplater time. ' |

The invention‘described'in claim 19 concerns
the electronic apparatus production'method described in
any.one of claims 1 to 18, ﬁherein the central processing
unit is an IEEE 1149 standard compliant dev1ce.

Accordlng to the IEEE 1149 standard compllant
device, the internal logic circuit of the CPU can be
controlled directly by connecting the external apparatus
to the TAP.

The present inventioa.thus_offers the effect.
of achieving an efficient production method for an.
electronic apparatus wherein data is recorded in the EEPROM
by using circuitry'compliant with the IEEE 1149 standard,
and wherein the risk of the data stored in the EEPROM
in. the completed electronic.apparatus.being altered in

the field is greatly reduced.
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- The IEEE 1149 sfandard refers to the IEEE std.
.1149.1-1990 Staﬁdard Tést Access Port and Boundary-Scan
Architecture and its revised versions (including fﬁturep
" revisions).
The inVenfion described in claiﬁ 20 concerns
ah electronic apparatus comprising a boarad having a
separable region, the boardlbeing mouqted with a central
proceésing_uhit,.an eledtridaily altérable nonvolafile
sf@rage device, and a connectqr'mounted on the region,
wherein when the region is not Separated vet, dafa can
be written to. the stdrage device by connedting an extei‘nal
apparatus to'thé connector and'directly controlling_an,
inte:nal logic circuit'bf the central prbcessing.unit,
and whén the region is separated, data cannot be,written
tothestoragedevicebycmntrollingthecentralprocessing
unif. |
| According to the electronic apparatus of the
preseﬁt invention, data (including progfam, etc.) can
be'wr;tten to fhe EEPROM efficiently by directly
controlling the internal logic circuit of the CPU fhrough
.the external appafatué (for example, JTAG debugger) and,
by thereafter separatipg the region mounted with the
connector, the data stored in the EEPROM can be prevented
from being altered.
According to the present invention, when

producing'the electronic apparatus at the'factory, data
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(including program, etc.) can be wriften tb fhe EEPROM
efficiently and detection of a féulty part, etc. can also
bé carried out guickly and éccurately.by directly
~controlling fhe internal circuit.of_the CPU (fbr example,
J-CPU) thfough the externél apparatus suéh as a JTAG
debugger. Afterjcompleting the data write to the EEPROM,
the region mounted with the connector is separated“so
that_a third party canﬁot'illegally alter the data of' 
the internal EEPROM in the field by conhecting an external
apparatus such as a JTAG debugger to the.electronici
apparatus. | “ l.
| Even if the third party kndws that the above
region of_the'board has been sep5rated;'it is extremely
difficult to actually fix the board and make writing to
the EEPROM possible.

The present invention thus offers the effect
of AChieving an electronic apparatus thaf can bé produced
efficiently, while making prdvisions to greatly reduce
the risk of the data stored in the EEPROM ﬁeing altered
in the field.

The invention described in claim 21 concerns
an electronic épparatus comprising a board having a
separable region, the board being mdUntedIWith'a central
ﬁrocessing unit,lan electrically alterable nonvblatile
_storage device? a connector, a_relaYing device for

connecting at least one terminal of the connector to at
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least one terminai of.the central processing unit, and
é deteqtion device for deteqtihg'whether the region is'
sep.arated or not, whereiri when the region is not separated '
yet, data can be written to fhe storage de_vide by connecting
an externa; apparatus to the connector and directly
controlling an internal logic circuit of the central
processing unit, and when the region is.separated, the
_relaying device, based on an output signallfrom the
:detéction device, disconnects at least one qonnecting
iine connecting the terminal of the connector to the
terminalofthecentralprgcessingunitsbthatdatacannot
be writfeﬁ.to the storage device by directly controlling
thé internai circuit.of the central processing'unit.

Accordihg.to the electronic apparatus of the .
present invention, data (iﬁcluding program, etc.) can
be written to the EEPROM efficiently by directly
controlling the infe#nai'logic circuit of the CPU through
the éxternal'apparatus (for example, JTAG debugger) and,
by theféafter separating the région, the data stored in
the EEPROM can be prevented from being altéred. |

According to the present ih#ention, when
producing the electronic aéparafus at the facforj, data
(including program, etc.) can be written to the EEPROM
_efficiently and detection of a faﬁlty'part, etc. can also
be'carried out Quickly and accurately by directly

controlling the internal circuit of the CPU (for example,
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J-CPU) through_the.external apparatus such as a JTAG
_debuggef.' After completing the data write to the EEPROM,
the region is.separated so that a third party cannot .
illegally alter the data of the infernal EEPROM in the.
field by connecting an external apparatus such as a JTAG
debugger to the_electfonic.apparatus.

Even if the third party knows that the.above
régicn of the.board has been separated, it is extremely
difficult to actually fix the board and make writing to
the EEPROM possible. | '

_.The present invention thus offers the effect
of'achie#ing an electrcnic apparatus that can be produced
efficiénfly, while making p:ovisions to greatly reducc
the risk.oﬁ the data stored in the ﬁEPROM being altered
in the field. "
| The invention described in claim 22 conce:ns_
an electronic apparatus comprising a board having a |
' sepérable regicn, the board being mounted with a central
processing unit, an electrically alterable nonvolatile
storage device, a connector, a relaying device for |
connecting at least one terminal of the connector to aﬁ
least one terminal of the central processing unit, a
scrambling device, and a detection device for.detecting
whether the region is sépaiated or'nct,_wheréin: whcn
. the region is not separated yet, data fead out of thc_

storage device can be descrambled by the scrambling device
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and the descrambled.data.can'be transferred.te tne central -
processing unit, and by connecting an external apparatus
to the connector and directly controlling an'internall
logic circuit of the'eentral processing unit, the central
proceSSing unit'can be caused to-output data to the
scfambling device and the scrambling device can scramb;e
the Qutput data of the central processing unit and write .
the scrambled data.to fhe storage device; and when the
region is Sebarated; data read out of the storage device
can be descrambled by the SCrambling device and the
descrambled data can be transferred to the central
pnocessing'unit, but the serambling device cannot write
data to the storage denice based on an_oufput signal of
the defection device.

AcCOrding to the electronic apparatus of the .
present invention, data (including program, ete.) can
be written to the EEPROM efficiently by directly
controlling the internal logic circuit of the CPU through
the exfernal apparatus (for example, 3TAG erugger) and,
by thereafter separating the :egion, the data stored in
the EEPROM can be preventedlfrom being'altered.

Aecording to_the present'inventibn, when
producing fhe'electronic apparatus at the factory, data
(including program, etc.) can be written to the EEPROM
efficiently and detection of a faulty part, etc. can also

be carried out quickly and accurately by directly
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controlling the internal circuit of the CPU (for examﬁle,
J-CPU) through the external apparatus such as_é JTAG
_debuggér. After completing the data write to fhe EEPROM,
the.region is separated so that a third party cannot
illegally alter the data of the internal EEPROM in the
field by connedting an external apparatus such as a JTAG
debugger_fo the electronic apparatus.

‘Even if the third party knﬁws fhat the above
region of'the board has been separated, it is,éxtremely,
difficult to actually fix the board and make.ﬁriting to
the EEPROM possible}

Since the third party does not kndw the fir#t
SCrambling paftern, the third party cannot remove the
EEPROM ffom the board and write, data directly tb thé EEPROM
using a PﬁOM writer or the like.

The present iﬁVention thus offefs thé effect
of achieving én electronic apparatus that caﬁ be{produced
éfficiently, while makin§ provisions to greatly.reduce
the risk"of'the data stored in the EEPRdM being.aitered
in the field.

. The invention described in claim 23 concerns
an electronic abparatus comprising a board having a
separable region, the board being mounted with afcentral
processing unit, an electricaliy'alterable nonﬁdlatilé
storage device, a connector, é'scrambling-device. and~

a detection device for detecting whether the region is



- 32 -
separafed or not ,. wherein: when the region'is not separated.
yet, data read out of the storage device can be deécrambled
with a first sérambling patterﬁ by the scrambiing deviée
and the descrambled data can be transferred to the central
ﬁrocessing unit, and by cornecting an external apparatus_
to the connector and directly cBntrdlling an_internal
'logic circuit of the central processing unit, the central
brocessing unit can bé caused to output data to the
scfambling device and the sgrambling device can scrémble
the oUtpuf“data of the central processing unit with the
~first scrambling'pattern and write the scrambled dafa
to the storage device; and when the region is separated,
data reaa oﬁt of fhe storage device can be descrambled
with the fifst §crambling pattern, or with a second
scrambling pattern different from the first scrambling
pattern, 5y the scrambling device and the desciambled
data can be transferred to the central processing uﬂit,
and by connecting the external apparatus to fhe cénnector
and diréctly controlling thé internal logic circuit of
the central prodessing unif, the-central processing unit
can be céused to output data to the scrambling device
and the scfambling device can scramble the output data
of the central processing unit with the second scrambling
pattern arid write the scrambled data to. the storage device.
According to the electronic appafatus of the

present invention, data (including program, etc.) can
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be written to the EEPROM efficiently by directly
controlling the internal logic circuit of the CPU fhrough
the exfernal apparatus (for example, JTAG debugger) and,
by thereafter sepérating the region, the data stored in
the EEPROM can.be prevented frdm being_alteréd; |
| According to the present invention; when

producing the eléctfohic_apparatué.at-the_factpry;_data
(including prdgram, étc.) can be scrambled with the first
scrambling pattern and'wfitten to the EEPROM efficiently
and détéction of a faulty part, etc. can dlso be carried
- out qﬁickly énd accurately by directly'cdhtrolling the
internal circuit of the CPU (for example, J-dPU) through
the external apparatus such as a JTAG debugger;-

Sinée the third party does not know the first
scrambling paftern, thé third party cannot_remove the
EEPROM from the board and write. data_directly to .t.he EEPROM
using a PROM writer or the like. | |

| The phrase "when the region is separated; data
fead out of the storage device can be descrambied.with
‘the first scrambling pattern.or the second scrambling
pattern by the.scrambling device™" rgfers to the _electronic
.apparatus that descrambles the data with the first |
ﬁscrambling pattern (but cannot descramble the data with.
the second scrambliﬁg pattern), the eledt:onic apparatus
_that descrambles the déta with the second-écrambling“

pattern (but cannot descramble the data with the first
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sérambling patterh), and the electronic apparatus that -
descrambles the data with thg first scrambling pattérn
or the second scrambling pattern,.whichever pattérn is
selected bf the customer. | ”
.The eléctronic apparatus of tﬁe invention in

which, when the region is separated, thé_data read out
éf the storage device is descrambled by the scrambling
 devicewiththefirstscfamblingéattern,hasﬁhefollbwing
effect. |

| The elect_ron_ic apparatus produced at the factorf{ '
. by writing data efficiently to the EEPROM is shipped after
separating the region. The data sérambled.with the first
scrambling pattern and stored in the EEPROM is desdrambléd
with the first scrambling pattefn. Therefore, the
elecfronic apparatus operates.normally.

| If a third party connects An externél épparatus
to the product in the field and tries to wrife data from
the external apparatus into the storage device‘ by directly
controlling the inte:nal logic circuit 6f the central
processingunit;theécrambliqgdeviceécfamblestheoutput
‘data of the central processihg unit With the sédond
scrambling'pattern and writes the scrambled déta to the
storage device. Since the scrambling dévice reads data
" from the storage device and descrambles the data with
the first scrambling'pattern, the electronic épparatus

does notloperate with the illegally altered data.
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. Even if the third party knows that the ébove
region_of the board has been separated, it is éxtfemely
difficult to actuallf-fix the board and make writing to -
the EEPROM possible.

Accordingly, the present invention offers the -
effect of achieving an electronic apparatus in which data
stored in the EEPROM is difficult to alter.

' The electronic apparatus of the inVenti&n in
which, when the region is séparated, the data read out
of the storage device is descrambled by the scrambling
~ device with the second scrambling pattern, has the .
following effect.' N

The electroﬁic apparatus producéd at fhe factory
-bywritingdataefficientlytothéEEPROMisshippedwithout
. separating the region. The data scrambled with the first
scrambling pattern and sfored in the EEPROM is des;crambled
with the first scrambling pattern. Therefore,_the
elecfronic apparatﬁs-operates normally.

Even if a third party knows that the above region
of fhe board has been éeparated, it ié extremely difficult

to-éctually £fix the board and make writing to the EEPROM

possible.

Since the third party does not know fhé first
scrambling-pattern,7£he third_pafty cannof remove the
EEPROM from the bqard and write data directly to the EEPRdM

using a PROM writer or the like.
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Dafa in thé EEPROM can be rewritten as' many times
‘as desired. Data scrambled with the first scrambling
baftérn is written to the EEPROM, and data read out of
the EEPROM is descrambled with the first scrambling pattern.
:Accotdingly, data such as a viewer's_ménthly #iewing
records, for.example, can be recorded.

If.the first sérambling pattern ieaks out to
a third party, and'the EEPROM is illegally rew:ittén |
(assuming the case where the EEPROM is removed from the
board and illégai déta is written to thé'EEPkOM by dsing.
a PROM writer or the like), then fhe region is separated.

This causes the scrambling pattern to be changed from_

the first scrambling pattern to the second'scrambling
pattern. The electronic.apparatus is functionally fhe
same as before the region was separated, and at the same
;ime, secrecy againét a third party can be resfored.

That is, data in the EEPROM can be altered as
‘many times as desiréd. Data scrambled with the second
scrambling pattérn is writfen to the EEPROM, ahd data
read out of the EEPROM is descrambled with the éecond
scrambliné _pattern.' Accdrdingly, data such as a viewer's
monthly viewing records, for example, can be recorded.

Furthér;thethirdpartjdoesnotknowthesecond
‘scrambling pattern.

Acqordingly, the pfesent invenfion offers the

effect of achieving an electronic apparatus in which data
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stored‘in the EEPROM is difficult to alterﬁ

The invsnticn described in claim 24.concerns
an electronic.cpparatus comprisihg“a board having a first
separable region and a second,separable region, the board
bsing mounted ﬁith a central process;ng.unit, an
slectrically alterable nonvolatile storage device, a
sCrambiingdevice,adefectiondsvicefordetsctingwhethef'
the first region is separated or not, and a detection
devicefordetectingwhethefthesecondrsgionisseparated
" or not, wherein: when neither the first region nor the
- second fegion is separated yet, data read out of the storage.
device can be descrambled with a first scrambling pattern
by the scrambling device and the descrémbled dcta ccn
be transferred to'the centrai processing unit,'and by
connecting an extéfnal apparatus fo the connector énd
directly contfolling an internal logic circuit'cf the
central processing unit, the central processing unit can
. be caused to outpﬁt data tc the scrambling device ahd
the scrambling devics can scramble the outpuf data of
the central procesSing unit with the first.scrambling
.pattern and write thc scrambled data to the storage device;
when the first region is separated but ths second region
__is not separatsd vet, data-read out of the stcrage device
can bs descrambled with the first_scrambling pattern by
the'scramblicg device and the descrambled data.can be

transferred to the central processing unit, and by
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doﬁnectihg the externa; apparatus to the connector and
‘directly cdntrolling the internal logic circuit of thé
.central processing unit, the centfal processing unit can.
be caused to-outpuf data to the scrambling device and
the scrambling deviée can'scrémble the outpﬁf data of
the central processing unit with_a.second 5crambling
pattern, a scramblihg pattern different from the first
scrambling patfern, and write the scrambled data to the
storage device; and when the firéf region and the second
region afe both separatéd, data read out.of the storage
device can be descrambled with the second scrambling
pattern by the scrambling deviceland the descfambled data.
‘can be transferred to the centrél processing uniff but
data cannot be written to the storage de#ice via fhe
.sdrambling device by directly controlling the internal
logic circuit of’fhe central processing unit thfoagh the
extefnal apparatﬁs connected fo the connector.

The preseﬁt invention thus offers tﬁe effect
of achieving an electrdnic apparatus that can switch the
scrambiing pattern and descrémbling pattern mode of the
scrambling dévice according to whether the first region
and/or the second region have been separated from the
board, and thﬁt.is capable of limiting the number'of times
- that the-EEPROM can be rewritten. |
| Since the third.pafty does not know the first

scrambling pattern; the third parfy cannot remove the
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EEPROM £rom the board and write data directly to the EEPROM
using a PROM writer or the like.

Accordingly, the present invention offers the-
effect'of_achieving an electronic apperatus in”whichidate
stored in the EEPROM is difficult to alter.

-The electronic apperatus produced at the factory
by writing data efficiently to the EEPROM is shipped after
separating the first region. The data scrambled withi
the first scrambling pattern and stored in the EEPROM
is descrambled with the first scrambling pattern.
Therefore, the electronic apparatus operatesinormaliy.

If e thi;d party connects an external apparatus
to.the product in the field and tries to write data ftom
tne external apparatus into the storage device by directly
controlling the internal logic circuit of the central
processingunit,thescramblingdevicescramblestheoutput
data of the central processing unit nith the second
scrambling.pattern and writes the scrambled data to the
.storage device. Since the scranbiing device reads date
from the storage-device_and descrambles the data with
the first scrambling pattern, the electronic apparatus
does not.operate with'the illegally altered data.

Even if the third perty knows ‘that the above
region of theiboard haé been separated; it is extremelj
difficuit to actuélly fix the board and make writing to

the EEPROM possible.
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Whenitbecomesﬁecessaryfoalterthédatastored
-in.the EEPROM, the.externél apparatus is connected to
-the connectdr and data is written to the EEPROM by dire_ctly
controlling the intefnal logic ci:cuit of the CPU. The
data is scfambled with the second scrambling'pattern.
After that, the second.regién is separated from the bdard.

Since the data.stored in the EEPROM is then.descrambled-l
with the second scraﬁbling pattern, the electronic
apparatus operates nofmally.

| Here, the fact that when fhe seéond region is
. separated, the_daté is descrambled with the second
‘scrambling pattern is_preferabiy_kept secret.
| Thus, acgording to the electronic apparatus of
fhé brésent inveﬁtion, data can be written to the EEPROM
twice by'directly controlling“the internal logic circuit
of_the CPU throughlthe exterpal apparatus.

The invention descfibed in claim 25 concerns
the.electronic apparatus described.in any one 6f.claims
20 to 24, wherein thé central processing unit is an IEEE
1149 standard compliant device.

| According to thé IEEE 1149'standa:d compliant
device, the internal 1ogiC'circuit of the CPU can be
controlled directiy by conneéting the external apparatus7
to the TAP.

The present ihvention_thus offers the effect

of achieving an electronic apparatus that can be produced
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efficiently by using circuitry compliant with the IEEE
1149 standard, while making provisions to greatlf reduce
the risk of the data.stored in the EEPROM being altered
in the field. |
The novel features of the invention will be

hereinafter fully described and particularly'pointed out
- iﬁ the appended Qlaiﬁs, and the configuration and.detaiis
of the invention, together with of.her objects and feafures
thereof, will become 5etter:understood and appreciated
by reference to the following detailed descfiption when

considered in conjunction with the accompanying drawings.

BRIEf‘ DESCRIPTiON OF DRAWINGS

‘Figure 1 is a diagram showing the configuration
of an electronic apparafus, including a CPU and-ofher..
t:omponent's ., according to é fifst embodiment of thé present
invention. |

Figure 2 is a diagram showing the configuration
of an electronic apbaratus, including.a CPU and other
components.accordiﬁgtoaasecondembodimentofthepresent
invention. |

Figure 3 is a diagram showing thé configuration
of a detectioh dévice for detecting whéther a'region ié
separated.or not in the second, third, and fourth
‘embodiments of the pfesent inventidn.- |

: Figuré 4 is a diagram showing the configﬁratién
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of an'electronic apparatus, including a CPU_and other
‘components, according. to the third embodiment of the
ptesént invention. o

Figure 5 is. a dingram showing the configuration
of an clectronic apparatus, including a CPU and other
components, according to the fourth embodiment of the
present.invention. |

| lFigure 6. is n diagram_ showing the configuration :
of an electronic'apparatuc, including a CPU and other
'conponents, according to tne pricr.art.

Figure 7 is a block diagram showing a CPU and
peripheral components in an electronic apparatus'having
a JTAG standard compliant CPU. |

Eigure 8 is a diagram showing tne internal
configuration of the JTAG standard compliant element.

It will be appreciated that all or paft.of tne
drawingsarepurelydiagrammaticforiliustrativepurposes
and do_not-necessarily present faithful depictions of
the actuai relative siz_es and positions of the illustrated

elements.

BEST MODE FOR CARRYING OUT THE INVENTION
"Embodiments illustrating the best mode for
carrying out the invention will be described below with

reference to the'accompanying drawings.
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<<Embodiment-i>>

A first embodiment of the present ihvention will
be described below with féference.to Fibﬁre 1; |

Figu:e'l shows a block including a J-CPU 1 and
an EEPROM in an electronic apparatus'according to the
first embpdimenf.- The uéé, kind, efc. of the electronic
' apparatusarenotspécificallylimited,butfheelectrdnié
app_arat_us of the first embodimeh_t is:applied toa sat.e_llite-
broadcaSt'redeiver.

Thesﬁbstantialiysamedevices,components,etc.
as those shown in the description of the prior art are
designated by the same réferencé numerals. |

In Figﬁre 1, reference nﬁmeral i'-designates the
CPU (J-CfU) having the same JTAG compliant device
configuration as described with reference to Figﬁre 8
iﬁ the background art, 8 designates fhe EEPROM; an
electricallj alterable nonvolatile storage deviée for
stbring a program, 9 designates a JTAG connector for -
connecting a JTAG debﬁggér (not shown), an extgrnal
apparafué used'to directly control the internal logic
circuit of the J-CPU 1, 10 designates a multi-layer board’
.on which many electronic_compbnents.including.the J-CPU
1 and EEPROM 8 are mounted and which consists of at least
four layers, and 13 designates a V-shaped cﬁt provided
so that the Board 10 can ﬁe separated easily.

InFigure 1, the region to the left of the V-shaped
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cut,wheretheJTAGConnectorS?ismounted,isthesepafabie
region. The J-CPU 1 has a plurality of terminals 3 énd
is soidered to the board10. Of the plurality of terminals
3, reference numeral 7 désignates terminals called-the
Test Access Port fTAP) specific to the JTAG standard
'combiiant device, and.comprisés five terminals, TDI, TDO,
TMS, TCK, and TRST.

However, the circuit configuration is not
specificaily limited to Fhat shoﬁn in Figure 1,'and'the
térmihals 7 may comprise four terminéls, TDI, TDO, TMS,
and TCK, since TRST is.dptional in the JTAG standard.

Referende.numeral 11 designates five or‘four
connecting lines connecting between the JTAG connector
9 and the TAf terminal 7. The connecting lines 11 are
formed in‘aﬁ inner 1éjef 14 of the board 10. Reference
numefal'lz designatés an address bus and a data bus.
connect:i:ng th_e_J—CPU 1‘tol the EEPROM 8 etc .' Other elements
(for exampie, peripheral devicés such as a serial port
LSI) are also connected to the J-CPU 1 via the address
bus and the data bus 12.

Generally, the JTAG connector 9 in&ludes all
the bonnecting lines (four or five lines) to the TAP,
'but-iq some céses, it may include a connecting line only
for a signal essential to the operation of the JTAG circuit
(in particular,-a signal essenfial for writing data to

the EEPROM), for example; a connecting line only to.TDI
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or TCK.

When mountéd (soldered) to the board 10, the
chip of the J-CPU 1 is sealed in a ball grid array (BGA)
padkaéesothattheterminalscannotbetouchedfrombutside.

As shown in Figufe 1, the terminals of the BGA p&ckaged-
device are all.locéted.within the contact surface between
the BGA package and the board; as a result ,. when thé device
is mounted to the board (the device is in intimate contact
wifh the boérd, leaving little gap befween the device
and the board), the terminalé are not v'isi_b_le from outside. '
It is thereforg.not possibie,.for exampie, fo solder
wires to the términals of the J-CPU 1 in Figure 1 and
input signals to the J-CPU 1 via the wires.

thé_electronic apparatﬁs is produced in the
following sequencé. |

(1) Wifh the separable region not separéted yet,
the program is written to the EEPROM 8 mounted on the
board. waritetheprogram,tthfAGdebﬁggerisconnécted'
to the JTAG connector 9,'and the program and a control
instruction for the J-CPU 1 are sent from the JTAG debugger
to the J-CPU 1 via _the connecting lines 11. In accordance.
with the control instruétion, the J-CPﬁ'l writes the sent
program to the EEPROM 8 via the bus 12. |

For example, by apply,ing data to the TDI terminal-
and the clock signal to the TCK terminal, the data is

"transferred into the cells 4 (serial transfer through o
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-~ the shift register). Next, the data held in the cells
4 is outputted from the terminals 3 of the J-CPU 1'that
control the EEPROM 8 (for example, a plurality of addressf-
terminals, a plurality of dataltefminals, a write:strobé '
terminal and an enable terminal (or a chip select.termiﬁal)‘
dn7the EEPROM 8). The output data is inputted into the
EEPROM é. Bf repeating this_operation; the data can be
written to the EEPROM 8.

This series of write operations can be achieved
Secause the internal logic circuit of the J-CPU 1 can |
be directly controlled using the JTAG debugger;

(2) After writing the program, the separable
-;egion is cut off from the board 10 élong the V-shaped
cut 13. After separating the separable région, the
completed eiectronic apparatus”is shiﬁped to.the market;

After the separable region is'separatéd, since
the JTAG connector 9 connecting to the TAP 7 of the J-CPU
1 no longer exists, the JTAG debugger cannot bé connected.

This serves.to prevént the pfogram_stored in the EEPROM

from.being illegally altered by a ﬁhird party. because
it is no longer possible to wrife a program to the EEPROM
8 by directly controlling tﬁe interhal logic cirﬁuit éf_
the J-CPU 1 through the JTAG debugger.

If the connecting lines 11 (for carrying JTAG
signals) are formed in a surface layer of the board 10,

the connecting llnes 11 can be exposed by scraplng of £
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.the protective layer covering the coﬁnectinQ iineé 11,
Then,bysolderingwiresdirectlytotheexposedconnécting
lines 11 and connecting thé other ends of the wires to
the JTAG debugger, the program can be altered by directly
controlling the internal logic circuit of the J-CPU 1
through the JTAG debugger.

However, in the ¢ase of the electronic apparatus _
of.the first embodiment, since the connecting lines 11
are'fofmed in an inner layer of the board 10, the JTAG
debugger cannot be connected directly to the connecting .-
‘lines 11. As a result, once the region is_éeparated,
the prograﬁ cannot be altered.

All the five or four connecting lines 11 may
be formed in an inner layer of the board 10,'or'on1y the.
TDIcoﬁnectinglineortheTCKconnectingline.forexaﬁple,v
.may be formed in an inner layer of the boérd lb.

If the chip of the J-CPU 1 is sealéd, fbr example,
in a package'such as the Quad Flat Package (QFP) which,
when mounted to the board 10, allows the terminals 3 to
be touched fromoutside, the JTAG debugger can be connected
difectly to the terminals 3; in this case, the program
can be altered.by“directly controlling the internai logic
circuit of the J-CPU 1 through the_JTAG.debugger.

In the first embodiment, since the chip of the
J-CPU i is séaled in é BGA package,-the program cannot

be altered by connecting the JTAG debugger directly to
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the TAP_7.

._In a modification of the first embodiment,.fhe |
chip of the J-CPﬁ-l is sealed.in a package (for example,
aQFP)fhatallowstouchingfromoutside,butaftermounting
the J-CPU 1, at least the TAP 7 is sealed in a resin (for
example, a resin difficult to remove is applied over the
terminals of the TAP 7 and is cured); ‘When the J-CPU
1.is mouhted-to the board, its terminals_are sealed sb
thattheycaﬁnotbetouchedfromoutside; Withthismethod
also, a similar effect to that described above can be
obtdined.- | ,
| Inthisspecificationéndintheappendedclaims,
the phfase_“the terminals, when mounted to the board,
are sealed in sﬁch a ﬁanner that they cénnot be touched
from outside" refers nbt_only té the case in which the
chi§ of the semicondﬁctof device is:sealed.in a BGA.or
‘like package, but also to the case in which after mounting
the semiconductor device to the board, its terminals are

sealed, for example, by covering them with a resin..

'<<Embodiment-2>$
A second embodiment of the present invention
will be described below with_referenée to Figures 2 and
3. | |
_Figurelz shows a block including'thé'J-CPU-l

and EEPROM 8 in the electromic apparétus of the second:



- 49 -

embddiment. The use, kind, étc. of the electronic
apparatusaréndtspecificallylimited,buttheelegtronic
appar_altus.. of ffie second embodiment is appl.ied to a portable
information terminal. ’ |

| Thesubsténtiallysémedevices,components,etc.
as those shown in the'desCription of_the pfior art or
the first embodiment are designated by the-éame réferanée
numerals, ahd specific descriptions of such.deﬁices'or
coméonents will not be given here.
o 'In-Figﬁre 2; reference numeral 15 designates
a first relaying device which relays signals between the
JTAG connector 9 and the J-CPU 1, and reference numeral
16 designates a separationmonitoring .l:'i.ne' which is brought
out tq'the separable fegion'to detect whether or not the
separable region is Separafed from the board 10. A
detection device for detecting whether the region.is
separated or not includes the separation monitdring line
16. The Separation monitoring line 16 is formed in an
inner layer of the'bdard 10.

Referfing to Figure 3, a description will be
givén of how the detecti_.onl device inclﬁding the separation
monitoring line 16 detects whether or_not the separable
region is separated from the board 10. ) One end of
_the separation monitoring line 16 is connected to ground-
in the separable regi6n of the.bbard 10, and the other

end is connected to the relaying device 15 and, inside
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the rélaying devic_e 15, is connected to avoltage.detector .
and a power suppiy via a resistor. The detectibn device
.inéludés the seﬁaration-monitoring line, the resistor,
the.voltage-detector,.etc.

When the separéble region is.npt Separated.yet;
:the voltage on the Separation- monitoring line 16 is equal
fd-ground (0 V), énd affer the :egion is Sepérated,-the
ﬁoltage is equal to the suﬁply voltage (for example, +5
V). The voitage_ detector in the relaying device 15 detects
'this:voltage on the separation monitoring line 16..

When the voltage detector detects that the
voltage_on the separation monitofing line 16 is 0 V,'the
~relaying device 15 connects thé'cbnnecting lines 11 (the
connecting-lines conneCting between the JTAG connector
9 and the TAP 7 of the J-CPU-i and éarrying JTAG signals
therethrough). The externdl apparatus:(JTAG débuggér),
isconnecfedtotheJTAGconnectof9;théexternalapparatus
can send JTAG_sig_nals to the J-CPU 1 andwrite data (program)
to fhe EEPEOM'B by 'directly controliing the internal logic
circuit of the J-CPU 1. |

When the vdltage on the_separation monitoring
line 16 is 5 V, the relaying device 15 Qiséonﬂécts the
conﬁeéting'lines'll. The exterhal apparatus cannot sénd
JTAG signals tq'the J-CPU 1. As a:fesult, the data stored
- in the EEPROM cannot be altered. |

The relaying device 15 may be configured-to
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~disconnect all the (four or five) connecting lines'il
or disconnect oniy the TDI line or the-TCK line.

The electronic apparatus is produced in the
follow1ng sequence.

(1) With the separable region not separated yet
the propram is Written to the EEPROM 8 mounted on the
board. Towritetheprogram,theJTAGdebuggerisconnected'
.to the JTAG.connector 9, and the program and a control
instruction for the JfCPU 1 are sent £from the JTAG debugger
“to the J-CPU 1 wvia the connecting lines 11 and relaying
device 15. 1In accordance w1th the control instruction,
the J CPU 1 writes the program to the EEPROM 8 via the
bus 12. This series of write operations can be achieved
because the internal logic circuit of the J-CPU 1 can
be directly controlled usiné the JTAG debugger.

(2) After writing the'prcgram, the separable
region is cut off from the board 10 along the V-shaped_.
cut 13. After separating the separable region, the
completed electronic apparatus'is shipped to the market.

When the separable region is separated, the_
relajing-deﬁice'15 disconnects the-connecting lines 11,
so that programs cannct_be written to the EEPROM d by
directly COntrolling the internal logic circuit of the
J-CPU 1 through the JTAG de.bugger. This .serVes to prevent
the program stored.in the-EEPROM from being illegally

altered by a third party.
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If the separation monitoring line 16 is formed
in a surface lafer of the board 10, then after the separable
region is separated from the board 10, the separation
monitoring line 16 can be_oxposed by scraping off the
protective layer covering the séparation monitoring line

16. In this condition, if an illegal modification is

. . made by soldering awire directly to the exposed separation

monitoring line 16 and connecting the.other end of the
wire to gtound, tha relaying device 15 connects the -
connecting 1inea 11. The program can then:be altered
by directly controlling tha internal logic circuit 2 of
the J-CPU 1 through the JTAG debugger.

However_; in the case of the electronic apparatus
of the first embodiment, since the separation monitoring
line 16 is formed in an inner layér of the board 1(_), illegal
modifications_auch as described above cannot bo'made.
As a result, once the region is separated, the program
cannot be altered.'

Likewise, the connecting lines 11 bctween the
relaying device 15 and the J-CPU 1 are also formed in
-thelinner layers 14'of the board 10; as.-a result, the
JTAG debugger cannot be connected dircctly to the
connecting lines 11 connecting between the relaying device
15 and the J-CPU 1. This prevents the progran from'being
" altered. | ”

Furthermore, since the J-CPU 1 and the relaying
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device 15 are eaéh sealed as a chip in a BGA package,
oncéthesedevicesaremountedtotheboard,fheiftermihais
- 3 cannot be touéhed from outside. As a result, the _proé_réun
cannot be altered by. connedting the JTAG debugger directly
to the JTAG signal terjxﬁinals on the J-CPU 1 or the relaying.
device 15. |
In another example of‘the embodiment, the JfCPU
1 and the relayiﬁg device 15 are each sealed as a chip
.in a packége (for example, a QFP) that allows touching
from outéide , but aftermounting the J-CPU 1 and the J:E'elaying'
deviqe 15;.at ieast-the JTAG signal terminals are sealed
in a resin (for example, a reéin-difficult tb remove is
appliéd over the terminals of the TAP 7 and is'cured);
When the J-CPU 1 and the relaying deviée 15 are-mounted.
to the board, their terminals'are.sealed so that they
cannot be touched from outside. With this method also,

a similar effect to that described above can be obtained.

{<{Embodiment 3>>

_A third embodiment of the preseﬁt invention will
be deécribed below with reference to Figure 4.

.Figure 4 shows a block including the J-CPU 1
and EEPROM in the_electronic apparatus of the third
embodiment. The use, kind, etg; of the electronic
apparatusarenotépecificéllylimited,butfheelectronic

apparatus of the fhird embodiment is applied'to a copying
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machine.

Thesubstantiallysamedevices,compohents;etc.
as those shown in the descriﬁtidn of the ﬁrior aft'or
the first or second embodiment_are-desigﬁated by the éame
reférence_humerals, and specific desériptions 6f such
devices or components will be not be given here.

o | In Figure 4, reference numérals 19 designates
a second relaying:device having a’detection device and
a relaying device. _The detection device detects whether
 or not the separable region is séparated from the board
10, and supplies the resu.lt of the detection to alscrambling
de&ice 17 as well as to the relaying device contained
in the second,relajing de#ice-19. Based on the resulf
of the detection from the detection device, the relaying
~device containéd in the second relaying devjl.c'e.19 connects
6r,discdnnedts the connecting lines 11 betweeﬁ.the JTAG
connector 9 an_d fhe J-CPU1l (the connecting lines connecting
between thélJTAG conﬁector 9 and the TAP of the J-CPU
1 and carryigg JTAG signals therethroﬁgh).

| Reference numefals.17 designates the first
lSCrambling devide which scrambles'data being transfer:éa
frbm the J-CPU 1 to the EEPROM 8 and descrambles data
‘being transferred from thé EEPROM 8 to the J-CPRU 1.
_Referencehumé:al12adésignatesaidatabus,125&esignates
an addfess bus, and'12c designates'a scrambled_data bus,

whilereferencenumeral 18 designatesafirst semiconductor
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devicg‘which inclﬁdes at least the.second.relaying device
19 and the s§rambling device 17. | |

The'second.relayihg deﬁice 19 ié functionally
the saﬁe as the relaying device 15 of the second emﬁodiment .
except that the result of the detection is sﬁpplied to_
the scrambiing device 17.

The detection device is the same asithat 6f.the
second embodiment shown in'Figure.3. Therefore, when
the separable region ié not separated yet, the separation
monitoring line 16 is.coﬁnected to ground, so.fhat the

separation monitoring line 16 is heid at 0 V. When the
: separable région is separated, the voltagé on the
.separation monitoring line 16 is the same as fhe supply
voltage (for example, +5 V).

. When the separable region is not yet separéted
from the board 10, the detection device detects-from the
separation_monitoring line 16 that the separable region
'is not sepérated from the board lO,_and sends a detectién
signal ind;cating that the region is not Sepafated
(hereinafter referred to as the first detection sighal)
tb the scrambling device 17 as weil as to the relaying
device_cohtained in the second relaying'device 19. - The
relﬁying device cbntained,in'the second relaying device
19 éonnects-the connecting lines 11 between thé JTAG'_
connecté# 9 and the J-CPU 1.

When the scrambling device receives the first
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detection signal at its input, fhe'sqrambling device 17
inputs:the data outpﬁtted from the J-CPU 1, scrambles
thginputdatawithasecretscramblingpattern,andoutputs
the'sdrambled data. The scrambled data is writtén-tc
the EEPROM. Further, regardlless of whether the detection
device is outputting the first detection signal or a
detection signal indicating that the region is separated
(hereinéftei referred to as the s'econd detection signal),
the scrambling dévice 17 inputs the data read out of the
EEPROM 8, descrambleé the input data with the secret
scrambling patterﬁ; and transfers'the descrambled data
to the J-CPU 1. |
When the separable region is separated from the
board lb,.the detection device sends the second detection
signal to the scrambling device 17.
| Whenthescramblingdevice17receivesthesecdnd
detection signal at its.iﬁput, the scrémbling device 17.
does not.perform data writing to the EEPROM 8. More
specifically, a data write to tlhe_ EEPROM 8 is inhibited,
for example, by the scrambling'ﬁevice 17 discbﬁnecting_
all the cpﬁnecting lines between the J-CPU '1 and the EEPRbM
8, or by disconnecting the write strobe signal transférréd
from the J-CPU 1 to the EEPROM-B or disabling the enable.
terminal (or the chib Select terhinal) on the EEPROM 8.
| The electronic aéparatus is produced in the-

following sequence.
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(1) With the separable region not sepérated yet,
the program is.ﬁritten to the EEPROM 8 mounted on the
boar@. Towritetheprogram,theJTAGdebuggerisconnecfed
"to thelJTAG connector 9, and the prog;am and a control
instruction for the J-CPU 1 are senf frbin the JTAG debuggerl '
to.thé J-CPU 1 via the connecting lines 11 and second
relaying device 19. 1In accordance with the_controlf
instruétion, the J-CPU l_trénsfers the sent prbgfam to
the sdrambling device 17 via the buses 12a and 12b. The
sc;ambling device 17 sci:ainbles the prqgré.m. The scrambied _
program is written to the EEPROM 8. This series of write .
operationé caﬁ be achieved because the internal logic
circuit of the J-CPU 1'dan.be directly'controlled_using
the JTAG debugger.

(2). After writing the program,‘the separable
region is cut off from the board along the V-shépedfcut;

After separating the separab;e region, the completed_
electronic apparatus is shipped to the market.

When thg separab;e region is.separateq, the
relaYingldevice 19 disconnects the connecfing lines 11
and also, the scfambling de#ice 17 does.not write data
to the EEPROM 8; as a result, programs cannot be written
to the EEPROM 8 by directly controlling the internal logic
lcircuit of the J-CPU 1 through the JTAG debugger (in this
case, only the connecting lines 11 may-be disconnected

or the writing to the EEPROM 8 may be inhibited). This
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serveé to-prevent thé program stored in the EEPROM from
being illegally altered by a third party.
| In the third embodiment, the relaying device
19 and thé scrambling devide_l?_are integrated.into'the
semiconductof dévice 18 tdgether with other circuits
-essential to the operation of the electroniﬁ appératus.
'If the semiconductor device 18 is removed from the board
10,andiftheterminalsoftheJTAGconnectorQarecdhnected.
directly tb:the TAP of the JP-CPU 1 by wires and also
the data bus 12a between the J-CPU 1 and the EEPROM 8
are connected directly by wires while bypassing the
relaying device 19 and the écrambling device 17, it may -
bé possible to altér the prbgram in the EEPROM by using
..the JTAG debugger, but in that case,.thé electronic
apparatus will not operate because it lacké with other
circuité essential fo the operétion of the-eleétronic
apparatus by removiné the sémiconductor device 18.
Those other circuits essential to the operation
are-not'specifically limited, and whethér they are
essential.or'not areldetermined.depending on the internal
configuration of fhe actual apparafus: examples are a
RAM, an expansion input/output terminal, a serial
iﬁpﬁt/output'devicé, etc.
There is also the possiﬁility thaf an i;legal
‘modification may be made by.femoving the EEPROM 8 from

the board, altering the program in the EEPROM 8 by using
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- a PRQM writer or the like, and remounting the EEPROM 8
With‘altered program t§_the board. However, since the
third party does not know the scrambling pattern 6f the
sprambling device 17, the third”party.canﬁot write the
program scrambled with the sec;ét'scrambling pattern to
the EEPROM 8. As a resulf,_if an illegal modification
is made by writing non-scrambled data, etc. to the EEPROM, '
the electronic appar;tué will not operate. | ”
' Furthermore, since the J-CPU 1 and the

semiconductor device 18 are each sealed as a chip in a
BGA.package,'once these devicés'are mounted to the board,
.their terminals cannot be fouched_from'outsidé. As a
result, the program cannot be altered by connecting the
JTAG debugger directly to the JTAG signal'terminai$ 6n
 the J-CPU 1 or the semicbnductdr device 18.

In another exaﬁple of the embodiment, fhe J-CPU
1'and tﬁe seﬁiconductor devicé 18 are each sealed és a
chip in a padkagé (for example, .é QE_'P) that allows touching
from outside, but after mounting the J-CPU 1 and the
semiconductor device 18, at leaSt the_terminals for fhé
JTAG éignals and the terminal for the write strobe signa;
tfénsferred from the J-CPU 1 to the ﬁEPROM 8 are sealed
in a'resin (for example, a resin difficult to remove is
applied over the terminals and is cured). When the J-CPU
1 and' the semiqonductor device '18 are mounted to the bo&rd,

_their terminals are sealed so that they cannot be touched.
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from outside."With this method also, a similar effect
'to that described above .can be obtained. |
If the separation monitoring liﬁe 16 is fofmed
in a surface layei: of the b_oard 10.,. then after the's_eparable
region is.separated from the'board 10, the separation
monitoring line 16 can be exposed by scrapiﬁg off the
protective layer covering the separation monitoring line
16. In this condition, if an illegal modification is
made bir solderin‘g awire dj_.rectly to the expose'd separation
"monitoring line 16.and.connecting the other eﬁd of-the
wire to ground, the detedtion device in the second relaying
device 19 outputs the first détecfibn signal. .Then; the
program can be. alfered by directly controlling the internal
logic circuit 2 of fhe J-CPU 1 through fhe JTAG debuggef.
However, in the case of the electronic apparatus
of the thi;d embodiment,.sincé the separation ménitoriﬂg
1ine 16 is foi‘med in an inner layer of the board 10, illega_l |
modificatidns such ‘as described above cannot be made.
'As a result, once the region is separated, the program
cannot.ﬁe'altered.
Likewise, fhe connecting lines 11,befween the
‘second relaying device 19-and the J-CPU 1 are also formed
in the inner layers'14'of the board 10; as a resuit, the
'JTAG debugger cénnot;bé connecfed directly to the
- con’nec:ting lines 11 connecting between the second relaying

device 19 and the J-CPU 1.



- 61 -

This prevents the program from being altered.

<{<{Embodiment 45>
.A fourth embodiment of the present inventien
Will be described below with reference to Figure 5.
Figure SlShows a block including the J-CPU 1
and EEPROM in the electronic apparafue of the feurth
embodiment. The use,'kind, etc. of the electromnic
apﬁaratusarenotspecificallylimited,buttheelectronic
apparatus of_the fourth embodiment is applied to a set
top box.
Thesubstantiallysamedevices,cempohents,etc.
as these shown iﬁ the description of the prior art 6;
the first, second, or third embodimeht are designated
by‘tﬂe_same reference numerals, end specific descripfions_
of such devicee ox componeets will be not be gi&en here.
| In Figure 5, the boerd 10 has a first separable
reQion and a second seﬁarable region. Reference numei‘als
l6a and 16b designate monitoring lines used.to'deteet
whether or not the Eirst sebarable'region and the'second
separable region, respectively, are separated from the
board 10. Like the monitoring line in Figure 3 (.the _second
embodiment), the monitoring line '16a is connected to ground
in the first separable region of the boa:d 10, while the
monitorieg line 16b is connected to greund in the second

separable region of the board 10.
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Referencenumeralzzdesignatesafirstdetection
device for detecting from the Sepération monitoring'liné
16a whether or not the first separable region is separated
from the board 10, and reference numer&l.23 designates
a second detection device for detecting £rom the separation
'monitoring line 16b whether or notfthe secénd_separable
' re_gion, is sepérated from the board 10. The first detection .
device and the second detecfion device are similar in
configuration télthat shown in Figure 3 (the second’
embodiment), each including'a resistor connected between
the firSt or second mdnito:ing line and the'power supply
(+5 V) and a voltage detector;
| Referenée numeral 20 designates a second
scrambling device having two scrambling patterns and two
descrambling patterné. 'Reference'numéral 21 desighates
‘a second semiconductor device which includes at least
the first detection device 22, the second detection device
23, and the second scrambling device 20.

A description will be given of the case whefe
théfirstandthesecondsebarablerégionsarenotseﬁérated“
yet.

The first detection device 22 and the second
detection device'23 detect that the réspective separation
monitoring lines l1l6a and 16b aré connectéd to ground,
and send the respective detection results to the sécond_

scrambling device 20. The second scrambling device 20
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Setsthescramblingpaiterntothefirstscramblingpattern
and the descrambling pattérn té-thé first descrambling:
pattern. |

When writing-a program to the EEPROM 8 by
connecting'the’extefnal apparatus (for éxample, JTAG
debugger) to the JTAG gonnectorVB and by directly driving |
.the internal logic circuit of the J-CPU 1 through the
externél'appératus,'the scrambling device 20 inputs the
~data outputted from the J-CPU 1, scrambles the input data
withthefirstscramblingpatternjandwritésthescrambled
data to the EEPROM 8. |

The scrambliﬁg device 20 inputs the data read
out of thé EEPROM 8, descrambles the input data with the
first scrambling pattern, and transfers the descrambled
data to the J-CPU 1. |

Next, a descriﬁtioﬁ will be given of the cése
where the first separable region is separéted bﬁt the
second separable region is not séparated yet. _

' The first detection device 22 detects that the
yoltagé on.the Separation monitoring line l6a is +5 V
(indicating that the first region is separated), while
the second detection device 23.detects that thé voltage
on the separation‘monitoring‘1ine ;Gb is OIV (indicafing
thatthesecondregionisnoﬁseparated),andtherespective
detection results are sent to the secoqd scrambling device.

20. The second scrambling device 20 sets the scrambling
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pattern to the second scrambling pattern and thé.
descrambling pattern to the first_descrambling pattern.

When writing a program'tn.the_EEPRdM 8 by
connecting the'extérnal apparatus (for example, JTAG
debugger) to the JTAG connectoi'Q and by directly_driving
the internal logic circuit.of'the J-CPU 1 fhrough the
external_apparatus,.the scrambling device 20 inputs fhe
~data outputted from the J-CPU 1, scrambles the input data
with the éennnd scrambling pattern, and writes.the_n
scrambled.data to the EEPROM 8.

n.The scrambling device 20 inpnts.the.data read
- out of the EEPROH 8, descrambles the.input data with the
first scrambling pattérn, and transfers the descrambled
_ data to the J-CPU 1.

Ngxf, a déscription will be given of the case
where the first and second separable reginns are both’
" separated. |
| The first detéction device 22 and thensécond
detection denice.23 detect that the voltages on thé
respective separation monitoring lines 16a and 16b are
botht#S V.(indicafing thaf both regions are separafed).

The respectiVe.detection results are sent to the second
scrambling device 20. Tné second scrambiing device.zo
disconnects the path through which the write data and
the write stfobe-signal_arelSént to the EEPROM 8; énd

sets the descrambling pattern fo the second descrambling



-pattern.

Accordingly, even- if the exterrial apparatus (for .

example, JTAG debugger) is connected to the JTAG connector

9. and the internal logic circuit of the J-CPU 1 is directly

driven from the e-xternai apparatus, data cannot be written
to the EEPROM 8.

. The scrambling device 20 inputs tﬁe_dafa read
out of the EEPROM 8, descrambles the input data with the
secopd.scrambling pattern, and transfers the descrambled
data to the J-CPU 1. -

More specifically, when the first and second
separable regions are not separated yet, the program to -
be wfitten_to the EEPROM 8, which has been transferred
to the J-CPU 1 via the connecting lines 11 from the JTAG
débuggér connected to the JTAG connector 9_, is transférred
via the data bus 12a and inpufted into the'second sérambling _
de#ice 20 where the program is scrambled with the first
.scrambling pattern, and.the scrambled.prdgram is written
to the EEPROM 8 via the data bus 12c. The data read out
. of fhe EEPROM 8 is transferred via the data bus 1l2c and
inputted into the sécond scrambling device 20 where_£hé
data is descrambled in accordance with the first
descrambling pattern, and the descrambled data is
transferred to fhe J-CPU 1 via the-data busilza.. In this
case, therefore, the program can be altered an unlimited

number of times.
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With only the first separable region separafed,'
if a program rewrite is executed, data scrambled int
accordance with the second sciambling pattern is written
to the EEPROM 8; in this case, the data read out of the
EEPROM 8 nleeds to be descrambled by the scrambling d'ev:ice_
20 ih accordance with the second descrambling péttern,
_and to achieve this, the second éeparable regiqﬁ must
'Se separated. When the second separable region is
separated, the second scrambling device 20 prohibits.a
ﬁrite_tO'the EEPROM 8, so thét thereafter the data in
the EEPROM 8 cannot be altered.
:_Theeledtronicapparatusofthefourthembodiment
can achievé three states: the state in which the program
can be altered an unlimited number of times, the state
in which the.program can be altéred only once, and the
state in which alteration of the program is prdhibited.
This prevents-illegal alterations of fhe program, While
allowing the datain i:he EEPROM 8 in the eleétronic apparatus
tb be altered wheh necessary.
The electfonic apparatus is produced iﬁ tﬁe
following sequence. 
| (1) With the separable regions not separated
yet, the pfogram is written to the EEPROM 3 mounted on
the board. To write the program, the JTAG debugger is
conneétéd to the JTAG csnnector-9,_and the érogram and

a control instruction for ‘the J-CPU 1 are sent from the



_ - 67 -

JTAG debugger Eo the J-CPU 1 wvia the connecting.linés
11. In accordance with the control insfruction, the J-CPU
”1 transfefs the sent program to the scrambliné device
20 via the bus l2a. The scrambling device 26 scraMbles
the transferred program with the first scfambling péttern .
-.'The scrambled pfogfam is written to the EEPROM 8'via.i
thebus 1l2c. Thissériesofwriteoperationscanbeachieved
'because.the internal lqgi§ circuit of the J-CPU 1 can
be directly controlled using the JTAG debugger.

| (2) After writing the program, the first
separable region islseparated.- After separating the -
separable region, the completed electronic apparétus-ié
shipped to the market.

o (3) If it becomes necessary to aiter the -pfogfam
after the product is shipped to the market, data is written
to the EEPROM at the service_'station 1n the same ;.rroce.du-re
as in (1), after which.the second separable region is
separated. After that, the eiectronic apparatus is senf
baék to the market.

Here, there is the possibility that a third ﬁarty
may connect a JTAG debugger to the dTAG connectof 9 and
write data from the JTAG debugger to the EEPROM 8 by directly
controlling the internal logic circuit of the J-CPU 1
through the JTAG debugger. In this case, however, the
scrambling device 20'§crambies the input data with the

second scrambling pattern, and writes the scrambled data
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to the EEPROM 8. On the other hand, the data read out
of the EEPROM 8 is descrambled'by the'scranbling device
20 with the first scrambling pattern.- As a result, the
electronic apparatus does not operate. |

When the second region is separated, the
:scrambling device 20 descrambles data with the second
scrambling pattern, but this tact should-preferably be
kept secret. | | |

If, byanychance athirdpartyknowsthissecret
the data in the EEPROM can be altered only once. If the
third party creates a modified,program based on
insufficient information, generally it is extremely
difficult to create a program that can properly operate
the electronic apparatus on the first try.

'if, for some reason, it becomes necessary to
alter the program stored in the EEPROM after the product
is'shipped to the market, data scrambled with the second
'scramblin'g pattern can bewritten to the EEPROM 8 by directly
controlling the internal logic circuit of the J-CPU 1
through the JTAG debugger. Byseparatingthesecondregion
.-after the write is done, the electronic apparatus operates
properly.

Once the sedond separabie region is separated,
since the scrambling device 20 cuts off the connection
betweenthedatabuseslZaandlZc,itisextremelydifficnlt

for a third party to illegally alter the program stored
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in the EEPROM.

In the fourth embodiment, the second
semiconductordeviceZlincludesfhefirstdetectiondevice
22,-second detection device 23, secdnd_scrambling devicé
20, and ofher-circuits essential to the opération of the
electronic apparatus. If the semiconductor device 21
is removed from the board 10, and if the data buses 12a
and 12c between the J-CPU 1 and the EEPROM 8 are directly
connedted by wires while bypassing the scrémbling device
Zd; then it may be possible to alter the program in the.
EEPROM by using the JTAG debugger, but in that case, thé
electronic apparatus will not operate because it lacks
with other circuits essential to the operation of.the
electronic appdratus by removing' the semiconductor device
21.

jhere'is also the posSibility‘that an illegal
modification may be made by rémoving the EEPROM 8 from
:the boafd, altéring the prégram in the EEPROM 8 by'using
a PROM writer br'the.like, and remounting the EEPROM 8
with altered brbgram to the board. However, since_the
third pafty does not know the first scrambling pattern'
of the scrambliqg device 20, the third_party cannot write
the program.scrambled with the first scrambling pattern
to'the EEPROM 8. As a résult, if an illegal modification
~ such as described above is made, the electroni§ apparatus_

will not operate.



_ 70 -

If the separation monitoring line lé6a or 16b
is.formed in a surface layer of the board 10, then after
the separébie region is separated from the board 10, the
"separation monitoring line 16& of 16b can be exbosed by
scrapin'g off the pr’otect:ive 1ajrer covering t-he éeparation
'mﬁniforing line 1l6a or 16b.._if aﬁ illegal'modificafion
is made.by soldering a wire directly to the exposed
Separation mbniforiné line l6a or 16b and.éonnecting the
other end of the wire to ground, the first detection devicc_a
22 or the Second'deteéiion device 23 outpﬁts a detection
Signal indicating that the first region or the second
region is not'separated. Then, the program stored in
the EEPROM 8 can be altered by directly controlling.the_.
internal logic circﬁit 2 of the J-CPU 1 through the JTAG
debugger.

However, in the case of the electronic épparatus’
of the fourth embodiment, since the separation mbnitoring
lines l6a and i6b éré formed in an ihner layer of the
board 10, illegal modifications Sﬁch as descriﬁed aboﬁe
cannot be made. As a result, after the first regién is
separated, it ié diffi‘dult to alfer the'pi’ogralln,' and afi:er
thefirstandsecondregionsarebothseparated,theprogram
cannot be altered.

This,pfevents thé program from being altered.

Anothér embodimeﬁt'héving the configuration of

Figure 5 will be described.
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When the first and second regions are not
sepa:ated yet, the scrambling device 20 scrambles.the
oufputdataofthéJ-CPU1withthefirstscramblingpattern,_
and transfers the scrambied data to the EEPROM 8; The
scrambling device 20 deécrambleé the data read out of
the EEPROM 8 with the first scrambling pattern, and
transfers the.descrambled data to the J-CPU 1.

When the first region is separated but the sec_‘ond,- )
region_is not éeparated yet, fhe scrambling device 20
scrambles the output data of the J-CPU 1 with the secoﬁd
scrambling pattern, and traﬁsfers the scrambled data to
the EEPROM 8. The scrambling device 20 descrambles the:.
data.read out of the EEPROM 8 with the second_scrambling
pattern, and transfers the descrambled-déta to the JQCPU.
1.
. When the first and second régions aré both
‘separated, fhe-scrambling device 20 disconnects'the path
'through which the w;ite strobe signal from the J-CPU 1
is transferred.  The scrambling device 20 descrambles
the data read out of the EEPROM 8 with the second scramblingl
pattern, and transfers the descrambled dafa to the J-CPU
1. | |

| According to the bresent invention, when

producing-the electrdnid apparatus at the factory, data
'_(including program, etc.) can_be written to the EEPROM

‘efficiently and detection of a faulty part, etc. can also
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be carried out quickly and accurately by ditectly
controlling the lnternal circuit of the CPU (for example,
J-CPU} through the external apparatus such as a JTAG
debugger. After completing the data.write to the EEPROM,
the region is separated SO that a third party cannot
illegally alter the data of the internal EEPROM in the
field.by connecting an external apbaratus euch as a JTAG
'debugger to the electronic apparatus. |

According to the present invention; there is
offered the advantag‘e_ous effect of achieving a production
methodthatcanproduceanelectronicapparatusefficiently,
while making_p:ovisions to greatly reduce the risk of
the data stored in the EEPROM in the completed electroﬁic
apparatus being altered in the field.. |

In the present invention, provis1ons are made
' so that a third party cannot illegally alter the data
of-the internal EEPROM in the field by such methods as
soldering wires directly to the terminals of the CPU,
etc. or to the_conneeting.lines, etc. on the board and
connecting the other eﬁds of the wires to the terminals
of the extefnel apparatus such as a JTAG debugger.

According to the present inyention, there is
offered the advantageous effect of achieving."a production
_method for an electronic apparatus whereih the risk of
the data stored in_the EEPROM in the completed electronic

appafatus being altered in the field is further reduced.
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Furthery:h1theelectronicapbaratusprodqction
method of the pJ_:'e'sent invention, scrambled data is wfitten .
to the EEPROM, and the scrambling pattern used is not
known to a third party; as a result, thé third party cannot
rémove'thé EEPROM.énd rewrite the stored data using a
PROM writer or the like.

i According to the,ﬁresent inventibn, there is
offered the advantageous effect of achielving a proddction
methodthafcanproduceanelectronicapparatusefficiently,
while making provisions to greatly reduce the risk of
the data stored in the EEPROM in.the cémpleted electronic
apparatus being altered in the field. |

According td the present invention,.there is
also offered the advantageous effect of being able to
aqhieve an eleqtronic“apparatus whérein the'scrambling
pattern for the data to be written to the EEPRbM can be
éhanged bj removing a specific region_ffom the board.
Once fhe_ region is sepéréted, ‘'since the scrambling patterﬁ
that the scrambling device uses to descramble data is
different from fhe scrambling pattern it uses to scramble
the data, it is extreﬁely difficult for a third party
to illegally write data. Here, by separating a secret
second region, it be'comes pdssible to alter the déta stored
~in the EEPROM. -

Accérding.to the present invention, there is

offered the advantageous effect of achieving a production
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methodthatcanproduceaﬁelectronicapparatusefficiently,
wherein provisions are made to greatly réduce the risk
of the data stored in the EEPROM in the completed electronic -
apparatus being altered in thé fiéld,'and wherein the
data stored in.the EEPROM in'the completed electronic
apparatﬁs can be altered at a later time.

- According.to the present inventipn, theré is
offer_eii the advantageous _effect of achieving an efficient
| prqduction.method fbr an electronic abparatus by using
‘circuitry compliant with the IEEE 1149 standard, while
making provisibns to Qreatly reduce thé risk of fhe data
sfoi:ed in the EEPROM in th_e compléted electronic apparatus
being altered in the field. |
Aécording to the electronic apparatus of the
present invention: data (including program, etc.) caﬁ
be written to.the EEPROM efficientiy by directiy
controlling.the internal logié circuit of the CPU through
the external apparatus (for example, JTAG debugger) and,
by thereafter_separating the region mounted, the.data
stored in the EEPROM_can be prevented from being altered.
chording to the présent invention, when
produci#g the eiectronic apparatts at thé factory, data
" (including program, etc.)léan,be written-to fhe EEPROM
efficiently and detection of a faulty part, etc. can also
be carried out quickly and'accﬁrately by'directly

controlling the internal circuit of the CPU (for example,'
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J-CfU) through the external apparatus such as a JTAG
debugger. After eompleting the data write to the EEPROM,
the region is Separated so thaf a third party-cannot
illegally alter the data of the internal EEPROM in the
.field by connecting an external apparatue such as.a JTAG
.debugger to the electrenic apparatus.

| - According to the present invention, there is
offered the advantageous effect of achieving an electronic
epparatus thet can be'produced efficiently, while making
provisions to greatly reduce the risk of the data stored
in_the EEPRQM being aitered in the field.

Further,.in the present.invention,-scrambled
data is written te the’EEPkOM, and the'scramblingepattern
used is not knewn_to a third-panty::as a result, the third
party cannot remove the EEPROM and rewrite the stored
data using a PROM writer or the like. |

According to the present invention, there is
offered the advantageous effect of achieving an electronic
apparatus that can be produced efficiently, while making
provieions toigreatly reduce the risk of fhe data stered
in the EEPROM being altered in the field.

| According to the present invention, there is
also offe:ed the_advantégeous effect of achieving an
eleetronic apparatus wherein the scramnling pattern for
the-data to be written to the EEPROM can be ehanged bY'

removing ‘a specific region from the board.



- 76 -

In the electr§nié appafatus in which once the
region is separated, the_scrambling pattern'that the
scrambling dévice uses to descramble da;a is.different
froﬁ the scraﬁbling pattern it uses to scramble the data,
it is extrémely difficult for a third party.to illegally
write data. Here, by separating a secret sécond region,
it becomes possible to alter the data stored in the EEPROM. |

According to the present invention, there is
offered the advantageous eff_e_ct of achieving an elect_ronic'
apparatus that can be produced efficiently, wherein
provisions are ﬁade to greatly :educe the riék of the
dafa sfored in the EEPROM being altered in the fieid,
and wherein the data stored in the EEPROM:in'thé ¢Ompleted
electronic apparatus can be altered at a later time.

Thepresentinvenfionaisoachievesanelectronic
apparatus wherein the.scrémbling pattern for the data
to be writtén tq the EEPROM can be changed by removing
a specific rggion from the boa:d, and wherein the data

.in_the-EEPROM can be rewritten as many times as desired
by using,respective-scrambling patterns.

The present invention échiéves an—electronic
apparatus wherein provisions are made to make it difficult
toillegally alter data, ls-uch as aviewer's monthly viewing

"records, that needs to be rewritten many times.
'Sincé the third ﬁarty does not know the first

scrambling patterﬁ, a third party éannot remove the EEPROM
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from the board and write data ‘directly to the EEPROM usingl
a PROM writer or the like.

Further, if it is judged that the data has been
aitered illegally, the scrambling pattern can be changed
by removing fhe region from the_board.

According to the present invention, there is
offered the advantageous effect of achieving an electronic
apparatus in which data stored in the EEPROM is_difficult
to alter. | |

According to the present invention,'there is
offered the advantageous effect of achieving an electronic
apparatus that can switch the scrambling pattern and
descrambling pattern mode of the scrambling device
according to whether the first region and/or the second
region have been separated from the board, and that is
capable of limiting the number of times that_tne EEPROM'
canabe rewritten (that is, the EEPROM can be rewritten
onlynonce). | |

According to the present invention, there is
offered the advantageous effe'ct of achieving anlelectronic .
apparatus_that can be produced efficiently by nsing
circuitry compliant with the IEEE 1149 stanaard, while
making provisions.to greatly reduce the risk of the data
srored'in.the EEPROM being altered in the field.

Although fhe invention has been described in

some detail dealing with the preferred embodiments, the
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configuration.détails'of any of the preferred embodiments
.discloéedhereinmaybechangedormodified,andagychanges
in the cpmbination or order ofﬁeieﬁents thereof can be
accqmplished without departing f£rom the-spifit and scope

of thé inﬁention as set forth in the appended claims.

INDUSTRIAL APPLICABILITY

The present invention can be applied to aﬁ
electronic apparatus that ié controlled by a centrél
processing unit compliant with the IEEE sﬁd 1149.1-1990
Sténdard Test Access_Pbrt and Boundarf-Scan Architecture
and the like, and particularly suiféd for the prevention
of iliegal alteration of data stored in a storage device
(data including an 6perating_program for the central
processinjunit,cryptographickeys,customeridentifiers

(user ID codes), etc.).
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CLAIMS

1. a productioﬁ method for an-éleqtronic
apbaratus.comprising'a board haVing a'separable region,
said board being mounted with a central processing unit,
an electrically alterable nonvolatile stofage device,

. and a contector mqunted on said i:e'gion, wherein when said
region is separat_ed, data c;annot be written to said stor'a..ge'
device by qirectly ¢ontrolling an internal circuit of
said central.processiﬂg unit, said production method
comprising:

a writing ééep of writiﬁg data to said storage
device by connecting an external apparatus to said
- connector and'by directly controlling an intermnal logic.
circuit of said central processing unit;.and

aseparatingstepofseparatingsaidrééionafter

said writing step.

2. A production method fbr an electronic
apparatus according to'claim 1, wherein said central
processing unit is sealed in such a manner that, when
mountedonsaidboa;d,terminélsofsaidcehtralprocessing

unit cannot be touched from_outside.;

3. A production method for an electronic

apparatus according to claim 1, wherein said board is
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-a multi-layer board cénéiéting of at least four layers,
and at least one connecting iine cénnecting between said
central ﬁrocessihg uﬁit and sai& connector is formed in

an inner layer of_said-board.-

4. A production method'for-an electronic_'
apparatus comprising a boérd having a separablé region,
said board being mounted with a.central proceésing unit,
an electrically.aitérable nonvolatile storage dévice,

a connector,~a relaying device for éonneCting at least
one tefminal of said COnnector'to at least one. terminal
of said central processing'unit, and a detection device
for detecting whethef-said region is separated oi not,
whereinwhensaidregionisseparated;saidrelayingdevice,-
based on ah output signal from said detection device,
disconnects at ieast;one connecting line conneéfing the
terminél.of said connector to the terminal of said central
processing unit so that data cannot be written to said:
storage device by directly cont_rolling an internal ci.rcuii-:
of éaid central proceséing-unit, said production méthéd
comprising: o | |

| a writing step of Writing data to said storage
_device by'connecting an external apparafus to said
connectof and by directly contiolliné an internal logic
circuit of said,centrai proce;sing unit; and

aseparatingstepofseparatingsaidregionafter
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said wfiting step.

.5. A.productiOn'method fOr an eiectronic
apparatué_according toIClaim 4, wherein said central
'_pfodessing unit and éaid relaying device are sealgd in
suchanmnnérthat,whenmoUntedonsaidboarq,thetérminals
. of said céntial prpcéssing unit éhd'said relYing device

cannot be touched from”oﬁtside.

6. A produétion'method for an electronic
apparatus comprising a board having a separable region,
said board being mounted with a central prodeséing unit,
an electrically alterable nonvolatile storage device,
-a connector, a relaying device for connecting at.least
" one terminal of said_connector_to,at'least one terminal
of said central‘processing unit; a scrémbling device,
and a detection device for detecting whether said region
is separated or_not, ﬁherein:

when said region is not separated yet, déta read
out of Said'sforage device cén be descrambled by said
SGfambling device and the'descramb;ed data can be
trahsferred fo said cgntfal processing'unit, and by
connecting an external aﬁparatus t6 said connector and
directly éontrolling ah-internal logic difduit of said.
central processing unit, said central processing unit

can be caused to output data'to said scrambling devicé
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and said scrambling device can scramble the output data
of said central processing unit and write the scrambled
data to said storage deVice; and |
| when said region is separated, data read out

ofSaidstorégédevicecihﬁédesprémbledbysaidscrambling
device and the descrambled.data can be transferred to
said central processing'unit, but said scrambliné device
cannot write dai_:a to said storage dgvice based on an output
signal of said detection device, |

said production method cﬁmprising:

a'writing step in which by connecting said
external apparatus to said connectbr and directly
controlling the internal ldgic circuit of said central
_procéssing unit, said central processing unit is caused
to output data to said scrambling device, énd in which
said scrambling deQice scrambles the output daté of said
central processing unit aﬁd ﬁrites:the scrambled data
to said storage device; and |

a separating step of separating said region after

said writing step.

7. A production method for an electronic
apparatus according to claim 6, wherein said relaying
device,'said.sérambling déVicé, and éther circuits
. essential fo.the operation_of said electronic apparatus.

are contained in a single semiconductor device.
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8. A production method for an electronic
apparatus ascording fo.claim‘?, wherein said central
processing unit and said semiconductor device are sea;ed
insuchanmnnerthat,whenmountedonsaidboard,terminals'
of said central processing unit and said ssmiconductor

-devicé éannot be touched from outside.

9. A production method for an electronic
apparatus according to claim-G, wherein when said region
is.separated, said scrambling.devics.disconnects a line
used to transfer a write strobe signal from said central

processing unit to said storage device.

. 10. A.production method for amn electronic
apparatus comprising a board having a separablé region,
said board being mounted.with-a central processing unit,
an elestrically alterable nonvolatile storage_device,
a.connector,,a.scrambling device, and a detection dsvice
for detecting'whether said region is separated or not,
.wherein:
| when said region i.s not separated. yet, data read
out of said storage device can be descrambled with a first
scrambling pattern by said scrambling deﬁice and the
descraﬁbled data can bé transferred to said central

proéessing unit, and by connecting an external apparatus
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to said connector and diréctly cbntrolling an internal
logiccircuitofsaidcentralproceséingunit.saidcehtrél_
processiﬁg unit can be caused to oufput data to said
s-crambling device and said scrambling device can é_cramble_ :
thé output data of s&id central pto_cessing unit with first
scramﬁling pattern and wrife the scrambled data to said
storage'device; and
' when said regipn is separated, based on an output

signal of said deteétion'device, data read out of said
- storage device can be descrambled with firsf-scrambling

bat@ern by said scramﬁling dévicé and the descrambled
data can be transferred to said central processing unit,
andbyconnectingsaidexternalapparatustosaidconnedtor
and directly Controlling the internél logic circﬁit of
said central processing unit, said central processing
~unit can bé caused to output data 'to. said s_cramb_J.ihg dévice

and said scrambling device can scramble the output data

éf said central processing unit with a secqnd scrambling

patﬁernandwritethescfambleddatatosaidsforagedevice,

| ‘said prbduction'method comprising:

a writing step in which by connecting said
external apparatus to said conﬁector and directly
contfolling.the,internal logic circuit of said centrél
processing unit,”said'central processing unit is causéd
fo output data to said scrambling.device, and in which

said scrambling device scrambles the output data of said
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centfal'processing{unit with the first scrambling pattern
and writes the sgrambled dafa to said storage device;
‘and - | |
'aseparatingsteﬁofseparatingsaidregionafter

said writing step.

-11..A-production'method for an,électron;c
appafatus_according to claim 10, wherein said SCrambling.
devicé,saiddetectiondevice,andbthercircuitséssential
totheoperatiaﬁofsaidelectronicapparatusarecontained

in a single semiconductor device.

12. A produétion”method fof an electronic
apparatusaccordingtoclaimll,whereinsaidsemiconductor
- device is séaled in such a manner that, when mounted on
éaidﬁboard, terminals of saidfsemiqonduétor'deviée cannot

be touched from outside.

 13. A production method for an eleétronic
apparatuslaccoiding to claim 4, wherein said board is
a multi-layer board conéisting of.at least four layers,
and a.line_used to carfy’a detection signal indicafing'
whefhér said regipn is separated or not is formed in an

‘inner layer of said board.

14. A production method for an electromnic
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apparatus according.to-claim 6, wheréin said board is
a multi-layer board éonsisting of at least four layers,
and a line used to carry a detection-signal indicating
whéther said region is separated or not is formed in an

inner layer of said board.

15. A production method for an electronic
iapparétus according to claim 10, wherein éaid board ié
a multi-layer board conéisfing of at least four léyeré,
and a line used to .carry a detection signal indicating
whether said region is separated or noﬁ is formed in an

"inner layer of said board.

16. A'productioh method for an eiéctfonic
apparatus acéording to claim 4, wherein said board is
a multi-layer board consisting of at least foui layers,
‘and at least one cqnnectiﬁg line connecting between said
central processing unit and said relaying device is formed

in an inner layer of said board.

17. A production method for An electronic
apparatus according to élaim 6, wherein said.board is
a multi-layer'board_consisting of at least four layers,
and at_least one connecting 1ine connecting'between said
central processing unit.and said relaying device is fo_rmed

in an inner layer of said board.
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18. A production method.for an electronic
apparétus accdfding to claim 10, wherein'said board isr'
a multi-layer board consisting of at least four.layers,
énd at leaSt one connecting line connecting betweeh said
central processing unit and said'relaying device is formed

in an inner layer of said board.

19. A productiop method for an electronic
apparatus according to any one of claims 1 to 18, wherein
'said central processing unit is an IEEE 1149 standard

compliant device.

-20.1An electronic apparatus comprising a board
having a separable region; said board being mounted with
a central prdcering unit, an electrically altérable
nonvéiatile étorage device, and a connector mounted on
'.said regioﬁ, wherein

| 'ﬁhen said region is not separated yet, data can
be written to said stbrage dévice by connecting an external
_apparaﬁus to said connectqr and directly controlling an
‘internal logic circuit of said central processing unit,
and

: wheg sald region is separated, datalqannot be
written to said étérage devicé bf controlling said centra-ll

processing unit.
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21. An electronic apparatus comprising a board
having a separable region, said board being'mounted'with
a central processing ﬁnit, an electrically alterable
“nonvolatile storage device, a conne'ctor, a relaying device
for connecting at least one terminal of said connector
to at least one teﬁminal of said central proceésing unit,
and a detection device for detecting whetﬁer said regioﬁ
is sepa;ated or not, wherein
| wheh said regioﬁ is not separated yet, data can
be Qritten to said storége device by connecting an external
apparatus to said connectbr'and diréctly controlling an
internal iogié circuit of said central processing unit,
and _ _

when said région is separated, said relajing
device, based on an oufput signal from said defectidn
devicg;disconnectsatieastonecohnectinglinecohnecting
the terminal of said connector to the terminal of said
central processing unit so that data cannot be written
tasaidstoragedevicebydireétlycontrollingtheinternal

circuit of said central processing unit.

22. An electronic apparatus comprising a board
haviﬁg a séparable region, said board being mounted ﬁith
a central processing unit, an electrically'alterable

nonvolatile storage device, a connector, a relaying device
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for cénnecting at ieaét one terminal of said connector
t§ at least one terminal of'said central processing unit,
a scrambling device, aﬁd.a detéétion devi.ce.for detecting
whether said region is_separated or not, wherein:

when said regioh is nbt separated yet, data read
out of saidlstorage deﬁice éan be descrambled by said
scrambling device and the descrambled data can be
transferred io éaid central processing unit, and by
connecting an-external_appafatué to said connector and
directly_controiling an intérnalilogié circuit'of said
central prqceésing unit; said central processing unit
can be caused to output data to said scrambling device
and said scrambling device can scramblg the output dafa
of said central procesSing unit and writé the sérambled
data to Saia storage.device;.and 
| when said'region is'separated, data read out
ofsaidstoragedevicecaﬁbedescrambledbysaidscrambling
device and the descrambled data can be transferred to
_éaid central processing unit, but said scrambling device
cannof_. v}rite data to s_a;id storage device basgd on an output

'signal of said detection device.

23. An electronic apparatus'comprising a board
' having a separable region, said board being mounted with
a central'processing'unit, an electrically alterable

nonvolatile storage device, a connector, a scrambling
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device, and a detection device for .detecting whether said
region is separatedldr-not, wherein: | |

Whe_n said region is not sépara_téd yet, data read '
out of said storage devicé_ can be descrampled with a first
scramblihg pattern by said scrambling device and the.
descfambled data can.be_transferred'to said centrél
processiﬁé unit, and by cdnnecting-an e#ternal apparatus.
-ﬁo,said connéctdr and difegtly_contrplling an internal
1ogic¢ircuitofsaidcentfalproceé#ingunit,saidqentral
processing ﬁnit can be caused to output daté to said
scr;a'.m_bling device and séid sc’fémﬁling device can scramble
the output dafa of said central prbcessing unit with_said
first scrambling pattern ahd write the scrambied data
.td said storage device; and

when said reQion isAseparated, data read out
of said storége device can be descrambied with said fi;st
scrambling pattern or with a second.scrambling pattern
differéﬁt ffomasaid fiiét'scrambling battern by said
scrambling device, and:thé'dgsdrambled data can be
transférred td said central processing unit, and by
cqpnectiﬁg said EXternal-apparatus to said connector apd_
directly controlling the internal logic Circﬁit of said
central processing unit,.said Ceﬁtral processing unit
can be caused to output data to said: scrambling device
-and said:scrambling’deVicé-CQh'scramble the output daté

ofsaidcentralprocessingunitWithsaidsecondscrambling
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pattern andwrite the scrambled data to said storage device.

"~ 24. An electronib apparatus'cdmprising'a board.
having a fifst separable region and a second separable
region, said board béing mounted with a central processing
unit;anelectricallyalferablendnvolatilestoragedevide,
a scrambling device, a detection device fo: detecting
‘'whether said first region.is sepérated or not, and a
detection dgvice for detecting whether said second region
is separéted or hot, wherein:

when neither said first iegion noxr said sécond
region.is separated yet, ﬁata iead out of said Stqrage
device can be descrambled with a first scfambling pattern
by said scfambling device and the desérambled data can
be transferred to said central processing'unit,'and by
connecfing'an éxternal apparatus to said connector and
'diréctly controlling an intermnal logic circuit of.said
central proéessing,unif, said central pfocessing unit
cah be daused'to dutput'déta to said scrambling“device-
and said scrambling device can scramble the_outpuf'data
of said central p;ocessing unit with said first scrambling
-pétternandwritethescrambleddatatosaidstoragedevice;

when said first fegion ié separated_but said
secpnd regibn is not separated yet, data read oﬁf of said
stprage'device can bé deScrambledlwith said first

scrambling pattern by said scrambling device and the
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descrambled data can be transferred to said central
proceésing unit, and by connecting éaid'e#ternal apparatué
to said connectorland directly-controlling the internal
_logiccircuitofsaidcentralproceésingunit,saidcentrél
processing unit can be caused to output-data to said .
scrambling device and said scrambling device can scramble
the output data of said_cent:al processing unit with a
second scrambling pattern, a slcramb]_.ing pa'ttern different '
fromsaidfirstscramblingpattern,andwfitethescrambled
data to said storage device; and
| When said.first regibn-and said second régibn'
are both separated, Qata read 6ut of said storage de&ice
can be descrambled with said second'scrambling patternl
by said scrambling déviCe and the descrambled data'can
bé trahsferred to said central proéessing unit, but data
cannotbewritténtoSaidsforagedevicéviasaidséfambling
device by directly controlling fhe internal logic c:_'chuit
of said_central_procgssing unit through said external

apparatus connected to said connector.

25, An electronic apparatus according to-ény
one of claims 20 to 24, wherein said central processing

unit is an IEEE 1149 standard compliant device.



