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DESCRIPTION 

ELECTRONIC APPARATUS AND PRODUCTION METHOD FOR 

TECHNICAL FIELD 

The present" invention relates to an electronic 

apparatus that is controlled by a central processing unit 

compliant with.the IEEE std 1149.1-1990 Standard Test 

Access Port and Boundary-Scan Architecture and the like, 

and more particularly to the prevention of illegal 

alteration. of data stored in a storage device (data 

including an operating program for the central processing 

unit, cryptographic keys, customer identifiers (user ID 

codes), etc.). 

BACKGROUND ART 

Today, many electronic apparatuses such as 

information appa·ratuses and household appliances use 

centra.l processing units (hereinafter referred to as CPUs) 

as uni ts central to their control systems, and to control 

an electronic apparatus with the CPU, a program for 

operating the CPU is indispensable. ·Depending on the 

kind of CPU, the CPU can store the program internally 

.in itself, but in most cases, for reasons of development 

efficiency, production efficiency and maintenance of the 
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electronic apparatus, a read only memory (hereinafter 

referred to as ROM) is provided externally t6 the CPU 

and the program is stored in the ROM. 

Data such as cryptographic keys (including a 

decryption key), customer identifiers or the like may 

also be stored in the ROM. 

The ROM is a nonvolatile storage ~evice, and 

the ROM of the type that allows stored information.to 

be a?-tered only by electrical signals (hereinafter referred 

to as EEPROM, whose examples include a flash memory, an. 

electrically erasable and programmable ROM, etc. ) is mainly 

used. 

The "nonvolatile storage device" refers to a 

device that can retain its stored contents even when powe_r 

is turned off. 

Storing data (including CPU program, codes such 

as customer identifiers, decryption keys, etc. and the 

like) in the EEPROM offers the advantage of increasing 

production efficiency and making it possible to alter 

the data (including the CPU program, etc.} for the 

maintenance of the electronic apparatus because the stored 

data can be easily altered. On the other hand, the 

disadvantage is that; since the specifications for the 

EEPROM is made public, a maliciO\lS third party could alter 

the program illegally, causing damage to not only the 

manufacturer of the electronic apparatus but also the 
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society as a whole. 

;en particular, if the CPU is a device compliant 

with the IEEE 1149 standard, there is the possibili~y 

that an unauthorized person may connect an external 

apparatus ·to the CPU and alter the data stored in the 

EEPROM by directly controlling the internal logic circuit 

of the CPU through t;ti.e external apparatus. 

The IEEE 114~ standard is a standard for test 

circuits of semi.conductor devi.ces {including large scale 

integrated circuit and central processing unit). A device 

(semiconductor device) compliant with the IEEE 1149 

standard has five test input/output terminals (Test Acc·ess 

Port) for testing of the device itself or for testing 

of the circuit block. containing the device (to test mainly 

for judging the presence or absence of a fault and locating 

a faulty part). 

To test the device, etc., an external apparatus, 

for example. is connected to a test input terminal of 

the device, and a test input signal is applied from the 

external apparatus to the test input terminal, causing 

the input signal or a signal obtained by processing· the 

input signal to be outputted from the device's output 

terminal (an ordinary output terminal or a test output 

terminal). The presence or absence of a fault and the 

location of a faulty part can be detected by comparing 

the output signal with the expected signal. 
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It is also possible to connect an external 

apparatus to the test input/output terminals of the I~EE 

1149 standard compliant CPU and to write data to the EEPROM 

by directly controlling the internal· logic circuit of 
.. 

the CPU through the external apparatus. 

By incorporating the step of writing data to 

the EEPROM by the above method into the production of 

an electronic -apparatus, the more efficient production 

of the electronic apparatus can be realized, compared 

with the conventional method in which data is written 

to the EEPROM by using a commercially available PROM writer. 

This, however, may give rise to illegal 

alteration of the data; that is, by abusing the above 

feature, an unauthorized person may connect an external 

apparatus to the input/output terminals_ of the IEEE 1149 

compliant CPU in th~ field and alter the data stored in 

the EEPROM by directly controlling the internal logic 

circuit of the CPU through the external apparatus. 

For example, in satellite broadcasting, etc., 

unique data may be assigned to each customer, in which 

case the receiver or like apparatus can store the assigned 

data in its internal EEPROM. 

The unique data includes a customer identifier 

(including the unique identification code assigned to 

each customer and the unique identification code assigned 

to each receiver at the customer), a decryption key, and 
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an identification number. 

The CPU pays a monthly viewing fee by using the 

unique data {for example. the customer identifier) stored 

in the EEPROM. However. there is the possibility that 

criminal act may be made to evade paying viewing fees, 

for example, by altering the unique data stored in the 

EEPROM to someone else's unique data or by altering the 

pr~gram written in the EEPROM (for example, by writing 

a program therein such that a report is sent to the broadcast 

center that the viewing time is zero regardless of the 

actual viewing time). 

To prevent such criminal act, there is a need 

for means that prevents illegal alteration (rewriting) 

of the data (including the CPU program, etc.) stored in 

the EEPROM. 

A prior art electronic apparatus equipped with 

means for preventing data in an EEPROM from being altered 

illegally will be described with reference to Figure 6. 

The use of the electronic apparatus shown in 

Figure 6 is not specifically limited, but the apparatus 

is applied, for example, to a satellite broadcast receiver, 

a portable telephone, or the like. Figure 6 shows only 

the block relating to writing data to or reading data 

from the EEPROM. 

In Figure 6, reference numeral 107 ·designates 

the CPU which controls the electronic apparatus, 8 
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designates the EEPROM in which data such as the CPU program, 

etc. are stored, 101 designates an electrical or optical 

connector for connecting an external apparatus (not shown} 

used to rewrite the program, 102 designates an interface 

to which signals applied via the connector 101 are inputted. 

Reference numeral 105 designates a storage device 

(hereinafter referred to as the password ROM) which holds 

therein the identification number unique to the electronic 

apparatus and is mounted in a such manner that it cannot 

be removed by solder or the like, and in which the stored 

data cannot be altered. Reference numeral 104 designates 

a comparing circuit which compares the identification· 

number inputted via the connector 101 and·interface 102 

with the identification number stored in the password 

ROM, and outputs a program rewrite permit signal only 

when they match. Reference numeral. 103 designates a gate 

circuit which controls the passing of the rewrite control 

signal and program data to the EEPROM 8. 

Next, the program rewrite operation will be 

described. When it becomes necessary to rewrite the 

program stored in the EEPROM 8, a program rewriting 

apparatus (external apparatus} is connected to the 

connector 101. An identification number, a new program. 

and control instructions necessary for rewriting the EEPROM 

are stored in the program rewriting apparatus. First, 

a program rewrite start instruction is inputted from the 
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program rewriting apparatus, whereupon the CPU 107, etc. 

stop the normal operation and the data stored in the EEPROM 

8 thus becomes ready for rewriting by this instruction. 

Next, the comparing circuit 104 compares the 

identification number inputted via the interface 102 from 

the program rewriting apparatus with the identification 

number read.out of the password ROM 105. Only when the 

two identification numbers perfectly match, the comparing 

circuit 104 outputs the program rewrite permit signal 

to the gate circuit 103. In accordance with the program 

rewrite permit signal, the gate circuit 103 allows the 

rewrite control signal and program data inputted via the 

interface 102 to be passed to the EEPROM 8. The program 

in the EE.PROM 8 is rewritten. When the program rewrite 

operation is completed, the program rewriting apparatus 

sends a re_wri te completion instruction to the CPU 10 7 

via the interface 102. The CPU 107, based on the instruction, 

initializ~s the electronic apparatris, and starts the 

control of the electronic apparatus in accordance with 

the new program stored in the EEPROM 8. 

In recent years, however, CPUs compliant with 

the IEEE std 1149.1-1990 Standard Test Access Port and 

Boundary-Scan Architecture (hereinafter referred to by 

its commonly known name "JTAG standard") have come to . . 

be used. When th.e CPU is a JTAG standard compliant device, 

the-prior art prevention system of illegal program 
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alteration cannot provide effective prevention means 

because the program stored :i..n the EEPROM 8 can be altered 

via the CPU by directly controlling the internal logic 
•. 

circuit of the CPU from the outside. 

A system using a JTAG compliant device for the 

CPU and the.configuration of the JTAG compl:i..ant device 

will be briefiy described with reference to Figures 7 

and 8. 

Figure 8 is a diagram showing the configuration 

of the JTAG standard compliant device. in which reference 

numeral 1 designates the JTAG standard compliant CPU 

(hereinafter referred to the J-CPU as distingu:i..shed from 

the conventional CPU), 2 designates an internal logic 

circuit responsible for the essential operations specific 

to the device, and 3 designates terminals for normal 

operation (usually connected to terminals, etc. of other 

devices). The terminals 7 consisting of TDI (test data 

input pin), TMS (test mode select pin). TCK (test clock), 

·TDO (test data output pin) and TRST (power-on reset pin) 

are test terminals, collectively called the Test Access 

Port· (hereinafter referred to TAP), that are provided 

based on the JTAG standard (TRST is optional). The TAP 

is an interface for connecting an external apparatus to 

the test circuit. 

The JTAG standard compliant device contains JTAG 

registers 5 including a bypass register, instruction 
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register, etc. (as options, an internal scan register 

and an ID CODE register may be included) • a TAP controller 

6 for controlling the JTAG registers 5, and cells 4 as 

a shift register arranged between each terminal 3 and 

the internal logic c~rcuit 2. 

The cell 4 selects for inputting the output data 

of the internal logic circuit 2 (including input terminals 

3 of·the J-CPU 1) or the test data transferred from it~ 

adjacent cell 4. The output data of the cell 4 is 

transferred to the internal logic circuit 2 (including 

output terminals 3 of the J-CPU 1) ·or to its adjacent 

cell 4. 

During normal operation (not in a test mode), 

the input data inputted via the input terminals 3 of the 

J-CPU 1 are passed through the respective cells 4 and 

transferr~d to the internal logic cirbuit 2 as it is, 

and the output data of the internal logic circuit 2 are 

passed through the respective cells 4 and outputted from 

the output terminals 3 of the J-CPU 1 as it is. 

In the test mode, instead of the input data 

inputted via the input terminals, signals inputted via 

tP,e TAP 7 can be transferred into the internal logic circuit 

2 via the cells 4. Further, instead of the output data 

of the internal logic circuit 2, signals inputted via 

the TAP 7 can be outputted from the output terminals 3 

via the cells 4. 
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The TAP controller 6 controls various operations 

of the entire test circ~it irt accordance with the input 

sequence inputted via the TMS pin. 

The JTAG standard compliant device allows the 

signals passing through_ the respective cells 4 {the 

input/output signals ·of the respective terminals 3) to 

be monitored by the external apparatus connected to the 

TAP 7, and also allows arbitrary data to be inputted to 

the internal logic circuit 2. 

For example, test input data transmitted from 

the external apparatus is applied to the TDI terminal 

and the serial shift register consisting of the plurality 

of cells 4 is driven in serial fashion {clock signal is 

applied to the TCK terminal) . In this way, the test input 

data is transferred to the respective cells 4. Next, 

the output data of each cell 4 is transferred t_o the internal 

logic circuit 2 {including output terminals 3 of the J-CPU 

1). In this way, the test input data can be inputted 

directly to the internal logic circuit 2 (including the 

output terminals 3 of the J-CPU 1). 

Likewise, the output data of the internal logic 

circuit 2 (including the input terminals 3 of the J-CPU 

1) are latched into the respective cells 4 and the serial 

shift register consisting of the plurality of cells 4 

is driven in serial fashion:· in this way, the output data 

can be outputted from the TDO terminal. 
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That is, by connecting an external apparatus 

to the J-CPU 1 and controlling a ~aximum of five signal 

lines, the internal logic circuit 2 of the J-CPU 1 can 

be controlled directly from the external apparatus. This 

offers the advantage of facilitating the testing of the. 

electronic apparatus or a device such as the J-CPU 1. 

Figure 7 is a d~agram showing the electronic 

apparatus system using the J-CPU 1: in Figure 7, reference 

numeral 9 designates a JTAG connector for conne~ting the 

TAP 7 of the J-CPU 1 to an external apparatus, 108 designates 

a RAM (a readable/writable storage devic.e for storing 

data. etc. that need to be temporarily stored to operate 

the electronic apparatus), and 110 designates a signal 

bus {hereinafter referred to as the bus) connecting the 

EEPROM 8, RAM 108, etc. to the J-CPU. Besides the EEPROM 

8 and RAM 108, a plurality of devices designated by 109 

can be connected to the bus 110. An actual circuit contains 

·many other electronic components, but they will not be 

described here. 

Since the internal logic circuit of the J-CPU 

can be directly controlled from the outside by connecting 

an external apparatus called a JTAG debugger to the J-CPU, 

thereby making it possible to access all the devices 

including the EEPROM where the program and other data 

are stored, the prior art electronic apparatus using the 

J-CPU has had the advantage of being able to increase 
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development efficiency and redµce the time required for 

testing and program writing during the production process. 

This, however, has lead to the problem that using 

a JTAG debugger, a third party could illegally alter the 

data stored in the EEPROM in the prior art electronic 

apparatus. 

It is an object of the present invention to achieve 

a production method that can produce an electronic 

apparatus efficiently, while making provisions to greatly 
' 

reduce the risk of the data stored in the EEPROM in the 

comp·leted electronic apparatus being altered in the field. 

It is also an object of the present invention 

to achieve an electronic apparatus that can be produced 

efficiently, while making provisions to greatly reduce 

the risk of the data. stored in the EEPROM being altered 

in the field. 

DISCLOSURE OF INVENTION. 

The invention described in claim 1 concerns a 

production method for an electronic apparatus comp~ising 

a board having a separable region, the board being mounted 

with a central processing unit, an electrically alterable 

nonvolatile storage device, and a connector mounted on 

the region, wherein wnen the region is separated, data 

cannot be written to the storage device by directly 

controlling an internal circuit of the central processing 
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unit, the production method comprising: a writing step 

of writing data to the storage device by connecting an 

external apparatus to the connector and by directly 

controlling an internal logic circuit of the central 

processing unit; and a separating step of separating the 

region from the board after the writing step. 

In the ele~tron~c apparatus production method 

of the present invention, data (including program, etc.) 

is written to the EEPROM efficiently by directly 

.controlling the internal logic circuit of the CPU through 

the external apparatus (for example, JTAG debugger), and 

after that, the region mounted with the connector is 

separated. 

According to the present .invention, when 

producing the electronic apparatus at the factory, data 

(including program, etc.) can be written to the EEPROM 

efficiently and detection of a faulty part, etc. can also 

be carried out quickly and accurately by directly 

controlling· the internal· circuit of the CPU (for example, 

J-CPU) through the external apparatus such as a JTAG 

debugger. After completing the data write to the EEPROM, 

the region mounted with the connector is separated so 

that a third party cannot illegally alter the data of 

the internal EEPROM in the field by connecting an external 

apparatus such as a JTAG debugger to the electronic 

apparatus. 
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·Writing to the EEPROM may also be rendered 

impossible, ;,or example, by removing a resistive element 

from the board, but this method has the problem that if 

a third party knows this fact, the third party can easily 

rewrite the EEPROM by soldering another resistive element . 
.. 

By contrast, if the third party knows that the above 

region of the board has been separated, it is extremely 

difficult to actually fix the board and make writing to 

the EEPROM possible. 

The present invention thus offers the ef~ect 

of achieving a production method that can produce an 

electronic apparatus efficiently, while making provisions 

to greatly reduce the risk of the data stored in the EEPROM 

in the completed electronic apparatus being altered in 

the field. 

The kind, use, etc. of the "electronic.apparatus"· 

are not specifically limited. Applications include, for 

example, receivers for satellite broadcast or other 

broadcast systems, home eleptronic apparatuses such as 

portable telephones,. and industrial electronic 

apparatuses such as copying machines. 

The "separable reg~on" means a region that can 

be separated from the board by any suitable method. For 

example, a V-shaped groove is cut in one surface or both 

surfaces of the board, and the region is cut off along· 

the groove by applying an external stress to the board. 
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In another example, many through-holes or the like are 

opened along the b~undary of the region to be separated 

so that the region can be separated along the boundary. 

A separable region that can be cut off along 

the boundary by shearing is also an example. In this 

·case, the basic requirements for the "separable" region 

are that there be no components on the boundary, and that 

the board operate properly after the region has been 

separated along the boundary. 

The phrase "directly controlling the internal 

circuit of the central processing unit" means that the 

CPU is controlled by a method other than that a normal 

program (software) operation. An example is to directly 

control a J-CPU compliant with the JTAG standard through 

the TAP. 

The phrase also refers to the case where a CPU 

containing a scan design circuit is directly controlled 

through the scan design circuit. 

The phrase further refers to the case where a 

CPU containing a cross check circuit is d.irectly controlled 

through the cross check circuit (probe line driver and· 

sense line receiver}. 

However, it does· not include the case where data 

.is transferred between a CPU operating under usual software 

and an external apparatus through a handshake or like 

procedure. 
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The phrase "when the region is separated, data 

cannot be written to the storage device by directly 

controlling the internal circuit of the central processing 

unit 11 means, for example, that the internal circuit of 

the central processing unit cannot be directly controlled 

by using -a connector other than the connector separated 

from the board. 

The "data" includes a program for operating the 

central processing unit, cryptographic keys, a customer 

identifier (user ID code), and ari identification number. 

The invention described in claim 4 concerns a 

production method for an electronic apparatus comprising 

. a board having a separable region, the board being ·mounted 

with a central processing unit, an electrically alterable 

nonvolatile storage device, a connector, a relaying device 

for connecting at least one terminal of the connector 

to at least one terminal of the central processing unit, 

and a detect.ion device for detecting whether the region 

is separated or not, wherein when the region is separated, 

the relaying device, based on an output signal from the 

detection device, disconnects at least one connecting 

line connecting the terminal of the connector to the 

terminal. of the central. processing unit so that data cannot 
(... 

be written to the storage device by directly controlling 

an internal circuit of the central processing unit, the 

production method comprising: a writing step of writing 
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data to the storage device by connecting an external 

apparatus to the connector and by directly controlling 

an internal logic circuit of the central processing 'llni t; 

and a separating step of separating the region after the 

writing step. 

In the-electronic apparatus production method 

of the present invention, data {including program, etc.) 

is written to th.e EEPROM efficiently by directly 

controlling the internal logic circuit· of the CPU through 

the external.apparatus (for example, JTAG debugger), and 

after that, the region is separated. 

According to the present invention, when 

producing the electronic apparatus at the factory, data 

(including program, etc.) can be written to the EEPROM 

efficiently and detection of a faulty part, etc. can also 

be carried out quickly and accurately by directly 

controlling the internal circuit of the CPU (for examp_le, 

J-CPU) through the external apparatus such as a JTAG 

debugger. After completing the data write to the EEPROM, 

the regio~ is separated so that a third party cannot 

illegally alter the data of the internal EEPROM in the 

field by connecting an external apparatus such as a JTAG 

debugger to the electronic apparatus. 

Even if the third party knows that the above 

region of the board has been separatedr it is extremely 

difficult to actually fix the board and make writing to 
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the EEPROM possible. 

The present ·invention thus offers th~ effect 

of achieving a production method that can produce an 

electronic apparatus efficiently, while making provisions 

to greatly reduce the risk of the data stored in the EEPROM 

in the completed electronic apparatus being altered in 

the field. 

The relaying device disconnects the connecting 

line connecting, for example, between the TOI terminal 

of the JTAG compliant CPU and the terminal of the connector: 

as a result, data cannot be written to the storage device 

by connecting an external apparatus such as a JTAG debugger 

to the connector. and directly controlling the internal 

circuit of the central processing unit. 

The invention described in claim 6 concerns a 

production method for an electronic apparatus_ comprising 

a board having a separable region, the board being mounted 

with a central processing unit, an electrically alterable 

nonvolatile storage device, a connector, a relaying device 

for connecting at least one terminal of the connector 

to at least one terminal of the central processing unit, 

a scrambling device, and a detection qevice for detecting 

whether the region is separated or not, wherein: when 

the region is not separated yet, data read out of the 

storage device can be descrambled by the scrambling device 

and the descrambled data can be transferred to the central 
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processing unit, and by connecting an external apparatus 

to the ~onnector and directly controlling an internal 

logic circuit of the central processing unit, the central 

processing unit can be caused to output data to the 

scrambling device and the scrambling device can scramble 

·the output data of the central processing unit and.write 

the scrambled data to the storage device: and when the 

region is separated, data read out· of the storage device 

can be descrambled by the scrambling device and the 

descrambled data can be transferred to the central 

processing unit, but the scrambling device cannot write 

data to the storage device based on an output signal of 

the detection device, the production method comprising: 

a writing step in which by connecting the external apparatus 

to the connector and directly controlling the internal 

logic circuit of the central processing unit, the central 

processing unit is caused to output data to the scrambling 

device, and in which the scrambling device scrambles the 

output data of the central processing uriit and writes 

the scrambled data to the storage device: and a separating 

step of separating the region after the writing step. 

In the electronic apparatus production method 

of the present invention, data (including program, etc.) 

is written to the EEPROM efficiently by directly 

controlling the internal logic circuit of. the CPU through 

the external apparatus (for example, JTAG debugger), and 
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after that. the region is .separated thereby preventing· 

the EEPROM from being rewritten. 

According to the present invention~ when 

producing the electronic apparatus at the factory. data 

(including program. etc.) can be written to the EEPROM 

efficiently and detection of a faulty part, etc. can also 

be carried out.quickly and accurat~ly by directly 

controlling the internal circuit of the CPU (for example. 

J-CPU) through the external apparatus such as a JTAG 

debugger .. After completing the data.write to the EEPROM, 

the region is separated so that a third party cannot 

illegally alter the data of the internal EEPROM in the 

field by connecting an external apparatus such as a JTAG 

debugger to the electronic apparatus. 

Even if the third party knows that the above 

region of the board has been separated, it is-extremely 

difficult to actually fix the board and make writing to 

the EEPROM possible. 

Since the third party does not .know the method 

of scrambling, the third party cannot illegally modify 

the electronic apparatus by removing the EEPROM and trying 

to rewrite the data using a PRO~ writer or the like. 

The present invention thus offers the effect 

of achieving a production method that can produce an 

.electronic apparatus efficiently. while making provisions 

to greatly reduce the risk of the-data stored in the EEPROM. 
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in the completed electronic apparatus being altered in 

the field. 

Any suital?le method may be employed to prevent 

data from being written to the storage device.. For example. 

it can be accomplished by disconnecting the lin~ connecting 

between the J-CPU and the EEPROM. All the lines may be 

disconnected or, for example, only the W'ri te strobe signal 

line may be disconne.cted~ Alternatively. the chip select 

terminal of the EEPROM may be disabled. 

The invention described in claim 10 concerns 

a production method for an electronic apparatus comprising 

a b.oard having a separable region, the board being mounted 

wit1h a central processing unit. an el.ectrically alterable 

nonvolatile storage device, a connector, a scrambling 

device, and a deteQtion device for detecting whether the 

r·egion is separated or not. wherein: when the region .is 

not separated yet, data.read out of the storage device 

can be descrambled with a ·first scrambling pattern by 

the scrambling device and the descrambled data can be 

transferied to the central process~ng unit. and by 

connecting an external apparatus to the connector and 

directly controlling an ~nternal logic circuit of the 

central processing unit. the central processing unit can 

be caused to output data to the scrambling device and 

the scrambling device can scramble the output data of 

the central processing unit with the first scrambling 
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pattern and write the scrambled data to the storage device; 

and when the region is separated, then based on an output 

signal of the detection device, data read out of the storage 

device can be descrambled with the first scrambling pattern 

by the scrambling device and the ·descrambled data can 

be transferred to the central processing unit, and by 

connecting the external apparatus to the connector and 

directly con~rolling the internal logic circuit of the 

central processing unit; the central processing unit can 

be caused to 9utput data to the scrambling device and 

the scrambling device can scramble the output data of 

the .central processing unit with a second scrambling 

pattern and write the scrambled data to the storage device, 

the production method comprising: a writing step in which 

by connectin~ the external apparatus to the connector 

and directly controlling the internal logic circuit of 

the central processing unit, the central processing unit 

is caused to output data to the scrambling device, and 

in which the scrambling device scrambles the output data 

of the central processing unit with the first scrambling 

pattern and writes the scrambled data to the storage device; 

and a separating step of separating the region after the 

writing step. 

In the electronic apparatus production method 

of the present invention, data (including program, etc.) 

is written to the EEPROM efficiently by directly 
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controlling the internal logic circuit of the CPU through·. 

the external apparatus (for example. JTAG debugger). and 

after that. the region is separated thereby making it 

difficult to rewrite the EEPROM. 

According to the present invention. when 

producing the electronic apparatus at the factory. data 

(including program. etc. ) can be scrambled with the first 

scrambling pattern and written to the EEPROM efficiently 

and detection of a faulty part,·etc. can also be carried 

out quickly and accurately by directly controlling the 

internal. circu:i..t of the CPU (for exampl.e. J-CPU) through 

the external apparatus such as a JTAG debugger .. After 

completing the data write to the EEPROM. the region is 

separated thereby making it difficult for a third party 

to :i..llegally alter the data of the :i..nternal EEPROM in 

the field by connecting an external apparatus such as 

a JTAG debugger to the electronic apparatus. 

Even if the third party knows that the above 

region of the.board has been separated, it is extremely 

difficult to actually fix the board and make writing to 

the· EEPROM possible. 

Since the third party does not know the first 

scrambling pattern. the third party cannot remove the' 

EEPROM from the board and write data directly to the EEPROM 

using a PROM writer or the like. 

Even if the third p~rty corinects an external 
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apparatus to the product in the field and tries to write 

.data from the external apparatus into the storage device 

by directly controlling the inter~al logic circuit· of 

the central processing unit. the scrambl_ing device 

scrambles the output data of the central processing unit 

with the second scrambling pattern and writes the scrambled 

data to the storage device. Since the scrambling device 

reads data from the storage device and descrambles the 

data with the first scrambling pattern, the electronic 

apparatus does not operate with the illegally altered 

data. 

Preferably. when a secret operation is performed 

(for example. a s.econd region is separated from the board 

or a specified resistive element is removed). the 

scrambling device descrambles data with the second 

scrambling pattern. 

If. for some reason. it becomes necessary to 

alter the data stored in the EEPROM. data inputted from 

the external apparatus can be written to the storage device 

by connecting the external apparatus to the product and 

directly controlling ~he internal logic circuit of the 

central processing unit. In that case, the data is 

scrambled with the second scra~bling pattern and written 

to the storage device, but when.the secret operation is 

performed. the scrambling device descrambles the data 

with the second scrambling pattern so that the electronic 
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apparatus operates normally. 

The present invention ·thus offers the effect 

of achieving a production method that can produce an 

electronic apparatus efficiently, while making provisions 

to greatly reduce the risk of the data stored in the EEPROM 

in the completed electronic apparatus being altered in. 

the field. 

The invention also offers the effect .of achieving 

a production method for an electronic apparatus wherein 

the data stored in the EE:PROM in the completed electronic 

apparatus can be altered at a later time. 

The invention described in claim 19 concerns 

the electronic apparatus production method described in 

any one of claims 1 to 18, wherein the central processing 

unit is an IEEE 1149 standard compliant device. 

According to the IEEE 1149 standard compliant 

device, the internal logic circuit of the CPU can be 

controlled directly by connecting the external C1.pparatus 

to the TAP. 

The present invention thus offers the effect 

of achieving an efficient production method for an 

electronic apparatus wherein data is recorded in the EEPROM 

by using circuitry compliant with the IEEE 1149 standard, 

and wherein the risk of the data stored in the EEPROM 

in the completed electronic apparatus being altered in 

the field is greatly reduced. 
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The IEEE 1149 standard refers to the IEEE std 

1149.1-1990 Standard Test Access Port and Boundary-Scan 

Architecture and its revised versions (including future 

revisions}. 

The invention described in claim 20 concerns 

an electronic apparatus comprising a board having a 

separable region, the board being mou~ted with a central 

processing unit, an electrically alterable nonvolatile 

sto~age device, and a connector mounted on the region, 

wherein when the region is.not separated yet, data can 

be written to the storage device by connecting an external 

apparatu~ to· the connector and directly controlling an 

internal logic circuit of the central processing unit, 

and when the region is separated, data cannot be.written 

to the storage device by controlling the central processing 

unit. 

According to the electronic apparatus of the 

present ,invention, data (including program, etc.) can 

be written to the EEPROM efficiently by directly 

controlling the internal logic circuit of the CPU through 

the external apparatus (for example, J~AG debugger) and, 

by thereafter separating the region mounted with the 

connector, the data stored in the EEPROM can be prevented 

from being altered. 

According to the present invention, when 

producing the electronic apparatus.at the factory, data 
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(including program, etc.) can be written to the EEPROM 

efficiently and detection of a faulty part, etc. c.an also 

be carried out quickly and accurately by directly 

· controlling the internal circuit of the CPU (for example, 

J-CPU) through the e~ternal apparatus such as a JTAG 

debugger. After completing the data write to the EEPROM, 

the region mounted with the connector is separated so 

that a third party cannot ~!legally alter the data of 

the internal EE PROM in the field by connecting an external 

apparatus such as a JTAG debugger to the electronic 

apparatus. 

Even if the third party knows that the above 

region of the board has been separated, it is extremely 

difficult to actually fix the board and make writing to 

the EEPROM possible. 

The present invention thus offers the effect 

·of achieving an electronic apparatus that can be produced 
.. 

efficiently, while making provisions to greatly reduce 

the risk of the data stored in the EEPROM being altered 

in the field. 

The invention described in claim 21 concerns 

an electronic apparatus comprising a board having a 

separable region, the board being mounted with a central 

processing unit, an electrically alterable nonvolatile 

storage device. a connector, a relaying device for 

connecting at least one terminal of the connector to at 



- 28 -

least ·one terminal of the central processing unit. and 

a detection device for detecting whether the region is 

separated or not, wherein when the region is not separated 

yet, data can be written to the storage de.vice by connecting 

an external apparatus to the connecto~ and directly 

controlling an internal logic circuit of the central 

processing unit. and when the region is sepa_rated, the 

relaying device, based on an output signal from the 

det~ction ~evice, disconnects at least one connecting 

line connecting the terminal of the connector to the 

terminal of the central processing unit so that data cannot 

be written to the storage device by directly controlling 

the internal circuit of the central processing unit. 

According to the electronic apparatus of the 

present invention, data (including program, etc.) can 

be written to the EEPROM efficiently by directly 

controlling the internal. logic circuit of the CPU through 

the external. apparatus (for example, JTAG debugger) and, 

by thereafter separating the region. the data stored in 

the EEPROM can be prevented from being altered. 

According to the present invention, when 

producing the electronic apparatus at the factory, data 

(including program, etc.) can be written to the EEPROM 

efficiently and detection of a faulty part, etc. can also 

be carried out quickly and accurately by directly 

contro11ing the internal circuit of the CPU {for example. 
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J-CPU) through the external apparatus such as a JTAG 

debugger. After completing the data write to the EEPROM,. 

the region is separ~ted so that a third party cannot 

illegally alter the data of the internal EEPROM in the. 

field by connecting an external apparatus such as a JTAG 

debugger to the electronic apparatus. 

Even if the thir~ party knows that the above 

region of the board has been separated, it is extremely 

difficult to actually fix the board and make writing to 

the EEPROM possible. 

The present invention thus offers the effect 

of achieving an electronic apparatus ·that can be' produced 

efficiently, while. making provisions to greatly reduce 

the risk of the data stored in the EEPROM being altered 

in the field. 

The invention described in claim 22 concerns 

an electronic apparatus comprising a board having a 

separable region, the board being mounted with a central 

processing unit, an electrically alterable nonvolatile 

storage device. a connector, a relaying device for 

connecting at least one terminal of the connector to at 

least one terminal of the central processing unit, a 

s~rambling device, and a detection device for detecting 

whether the region is separated or not •. wherein: when 

. the region is not separated yet, data read out of the 

storage device can be descrambled by the scrambling device 
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and the descrambled data can be transferred to the central 

processing unit, and by connecti!J.g an external apparatus 

to the connector and directly controlling an internal 

logic circuit of the central pro.cessing unit, the central 

processing unit can be caused to output data to the 

scrambling device and the scrambling device can scramble 

the output data of the central prticessing unit and write . 

the scrambled data to the storage device: and when the 

region is separated, data read out of the storage device 

can be descrambled by the scrambling device and the 

descrambled data can be transferred to the central 

processing unit, but the scrambling device cannot write 

data to the storage device based on an output signal of 

the detection device. 

According to the electronic apparatus of the 

present invention, data (including program, etc.) can 

be written to the EEPROM efficiently by directly 

controlling the internal logic circuit of the CPU through 

the external apparatus {for example, JTAG debugger) and, 

by thereafter separating the region, the data stored in 

the EEPROM can be prevented from being altered. 

According to the present invention, when 

producing the electronic apparatus at the factory, data 

(including program, etc.) can be written to the EEPROM 

efficiently and detection of a faulty part, etc. can a1so 

be carried out quickly and accurately by directly 



- 31 -

controlling the internal circuit of the CPU (for example, 

J-CPU} through the external apparatus such as a JTAG 

debugger. After completing the data write to the EEPROM, 

the region is separated so that a third party cannot 

illegally alter the data of the internal EEPROM in the 

field by connecting an external apparatus such as a JTAG 

debugger to the electronic apparatus. 

Even if the third party knows that the above 

regi.on of the board has been separated, it :is _extremely 

difficult to actually fix the board an4 make writing to 

the EEPROM possible. 

Since the thi.rd party does not know the first 

scrambli.ng pattern, t_he thi.rd party cannot remove the 

EEPROM from the board and wri.te_ data directly to the EEPROM 

usi.ng a PROM writer or the lika. 

The present invention thus offers the effect 

_of achievi.ng an electronic apparatus that can be produced 

effici.ently, while making provisions to greatly reduce 

the risk of the data stored in the EEPROM being altered 

in the field. 

The invention described in claim 23 concerns 

an electronic apparatus comprising a board having a 

separable region, the board being mounted with a cen~ral 

processing unit, an electrically alterable nonvolatile 

_storage device. a connector. a scrambling- device, and 

a detection device for detecting whether the region_is 
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separated or not, wherein: when the region is not separated. 

yet, data read out of the storage device can be descrambled 

with a first scrambling pattern by the scrambl_ing device 

and the descrambled data can be transferred to the central 

processing unit, and by connecting an external appara~us 
.. 

to the connector and directly controlling an internal 

logic circui.t of the central processing unit, the central 
\ 

processing unit can be caused to output data to the 

scrambling device and the scrambling device can scramble 

the output data of the central processing unit with the 

first scrambling pattern and write the scrambled data 

to the storage device: and when the region i~ separated, 

data read out of th·e storage device can ·be descrambled 

with th~ first scra~bling pattern, or with a second 

scrambling pattern different from the first scrambling 

pattern, by the scrambling device and the descrambled 

data can be transferred to the central processing unit, 

and by connecting the external apparatus to the connector 

and directly controlling the internal logic circu~t of 

the central processing unit, th~ central processing unit 

can be caused to output data to the scrambling device 

and the scrambling device can scramble the.output data 

of the central processing unit with the second scrambling 

pattern and write the scrambled d.ata to the storage device. 

According to the electronic apparatus of the 

present invention, data (including program, etc.) can 
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be written to the EEPROM efficiently by directly 

controlling the internal logic circuit of the CPU through 

the external apparatus (fo·r example, JTAG debugger) and, 

by thereafter separating the region, the data •tored in 

the EEPROM can.be prevented from being altered. 

According to the present invention, when 

producing the electronic apparatus at the factory, data 

(including program, etc.) can be scrambled with the first 

scrambling pattern and written to the EEPROM efficiently 

and detec~ion of a faulty part, etc. can also be carried 

out quickly and accurately by directly controlling th~ 

internal circ~it of the CPU (for example, J-CPU) through 

the external apparatus such as a JTAG debugger. 

Since the third party do~s not know the first 

scrambling pattern, the third party cannot remove the 

EEPROM from the board and write. data directly to the EEPROM 

using a PROM writer or the like. 

The phrase "when the region is separated, data 

read out of the storage device can b~ descrambled with 

the first scrambling pattern or the second scrambiing 

pattern by the scrambling device" refers to the electronic 

apparatus that descrambles the data with the first 

scrambling pattern (but cannot descramble the data with 

the secon~ scrambling pattern}, the electronic apparatus 

that descrambles the data with .the second scrambling 

pattern (but cannot descramble the data with the first 
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scrambling pattern), and the electronic apparatus that 

descrambles the data with the first scrambling pattern 

.or the second scrambling pattern, whichever pattern is 

selected by the customer.· 

The electronic apparatus of the invention in 

which,· when the region is separated, the data read out 

of the storage device is descrambled by the scrambling 

device with the first scrambling pattern, has the following 

effect. 

The electronic apparatus produced at the factory 

. by writing data efficiently _to the EEPROM is shipped after 

separating the region. The data scrambled with the first 

scrambling pattern and stored in the EEPROM is descrambled 

with the first scrambling pattern. Therefore, the 

electronic apparatus operates normally. 

If a .third party connects an external apparatus 

to the product in the field and tries to write data from 

the external apparatus into the storage device by directly 

controlling the internal logic circuit of the central 

processing unit, the scrambling device·scramb.les the output 

d~ta of the central processing unit with the s~cond 

scrambling pattern and writes the scrambled data to the 

storage device. Since the scrambling device reads data 

from the storage device and descrambles the data with 

the first scrambling pattern, the electronic apparatus 

4oes not operate with the illegally altered data. 



- 35 -

Even if the third party knows that the above 

region of the board has been separated, it is extremely 

difficult to actually fix the board and make writing to 

the EEPROM possible. 

Accordingly, the present invention offers the 

effect of achieving an electronic apparatus in which data 

stored in the EEPROM is difficult to alter.· 

The electronic apparatus of the invention in 

which, when the region is separated, the data read out 

of the storage device is descrambled by the scrambling 

device with the secoµd scrambling pattern, has the 

following effect. ) 

The electronic apparatus produced at the factory 

by writing data efficiently to the EEPROM is shipped without 

separating the region. The data scrambled with the first 

scrambling pattern and stored in the EEPROM is descrambled 

with the first scrambling pattern. Therefore, the 

electronic apparatus operates normally. 

Even if a third party knows that the above region 

of the board has been separated, it is extremely difficult 

to actually fix the board and make writing to the EEPROM 

possible. 

Since the ·third party does not know the first 

scrambling pattern, the third .Party cannot remove the 

EEPROM from the board and write data directly to the EEPROM 

using a PROM writer or the like. 
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Data in the EEPROM can be rewritten as many times 

as desired. Data scrambled with the first scrambling 

pattern is written to the EEPROM, and data read out of 

the EEPROM is descrambled with the first scrambling pattern. 

Accordingly, data such as a viewer 1 s monthly viewing 

records, for example, can be recorded. 

If the first scrambling pattern leaks out to 

a third party, and the EEPROM is illegally rewritte~ 

(assuming the case where the EEPROM is removed from the 

board and illegal data is written to the EEPROM by rising 

a PROM writer or the like) , then the region is separated. 

This causes the scrambling pat~ern to be changed from 

the first scrambling pattern to the second scrambling 

pattern. The electronic apparatus is functionally the 

same as before the region was separated, and at the same 

time, secrecy against a third party can be restored. 

That is, data in the EEPROM can be altered as 

many times as desired. Data scrambled with ·the second 

scrambling pattern is written to the EEPROM, and data 

read out of the EEPROM is descrambled with the second 
. . 

scrambling pattern. Accordingly, data such as a viewer's 

monthly viewing records, for example, can be recorded. 

Further, the third party does not know the second 

scramblin·g pattern. 

Accordingly, the present invention offers the 

effect of achieving an electronic appar~tus in which data 
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stored in the EEPROM is difficult to alter. 

The invention described in claim 24 concerns 

an electronic apparatus comprising a board having a first 

separabie region and a second separable region, the board 

being mounted with a central processing unit, an 

electrically alterable nonvolatile storage device, a 

scrambling device, a detection device for detecting whether 

.the first region is separated or not, and a detection 

device for detecting whether the second region is separated 

or not, wherein: when neither the first region nor the 

second region is separated yet, data read out of the storage 

device can be descrambled with a first scrambling pattern 

by the scrambling device and the descrambled data can 

be transferred to the central processing unit, and by 

connecting an external apparatus to the connector and 

directly controlling an internal logic circuit of the 

central processing unit, the central processing unit can 

be caused to output data to the scrambling device and 

the scrambling device can scramble the output data of 

the central processing Qnit with the f°irst scrambling 

pattern and write the scrambled data to the storage device; 

when the first region is s~parated but the second region 

is not separated yet, data read out· of the storage device 

can be descrambled with the first scrambling pattern by 

the scrambling device and the descrambled data can be 

transferred to the bentral processing unit, and by 
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connecting the external apparatus to the connector and 

directly controlling the internal logic circuit of the 

central processing unit. the central processing unit can 

be caused to ·output data to the scrambling device and 

the scrambling device can scramble the output data of 

the central p·rocessing unit with a second scrambling 

pattern. a scrambling pattern different from the first 

scrambling pattern. and write the scrambl~d data to the 

storage device; and when the first region and the second 

region are both separated. data read out of the storage 

device can be desqrambled with the second scrambling_ 

pattern by the scrambling device and the descrambled data 

can be transferred to the central processing unit. but 

data cannot be written to the storage device via the 

.scrambling device by directly controlling the internal 
'-, 

logic circuit of the central processing unit through the 

external apparatus connected to the connector. 

The present invention thus offers the effect 

of achieving an electronic apparatus that can switch the 

scrambling pattern and descrambling pattern mode of the 

scrambling device according to whether the first region 

an,_d/or the second region have been separated from the 

board, and that .is capable of limiting the number of times 

that the EEPROM can be rewritten. 

Since the third.party does not know the first 

scrambling pattern. the third party cannot remove the 
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EEPROM from the ·board and write data directly to the EEPROM 

using a PROM writer or the like. 

Accordingly, the present invention offers the 

effect of achieving an electronic apparatus in which data 

stored in the EEPROM is difficult to alter. 

The electronic apparatus produced at the factory 

by writing data efficiently to the EE PROM is shipped after 

separating the first region. The data scrambled with 

the first scrambling pattern and stored in the EEPROM 

is descrambled with the first scram~ling pattern. 

Therefore, the electronic apparatus operates normally. 

If a third party connects an external apparatus 

to the product in the field and tries to write data from 

the external apparatus into the storage device by directly 

controlling the internal logic circuit of the central 

processing unit, the scrambling device scrambles the output 

data of the central processing unit with the second 

scrambling pattern and writes the scramble·d data to the 

storage device. Since the scrambling device reads data 

from the storage device and descrambles the data with 

the first scrambling pattern, the electronic apparatus 

does not operate with the illegally altered data. 

Even if the third party knows that the above 

region of the board has been separated, it is extremely 

difficult to actually fix the board and make Writing to 

the EEPROM pos~ible. 
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When it becomes :r,.ecessary to alter the data stored 

in the EEPROM, the external apparatus is connected to 

the connector and data is written to the EEPROM by directly 

controlling the internal logic circuit of the CPU. The 

data is scrambled with the.second scrambling pattern. 

After that, the second.region is separated from the board. 

Since the data stored in the EEPROM.is then descrambled 

with the second scrambling pattern, the electronic 

_apparatus operates normally. 

Here, the fact that when the second region is 

separated, the data is descrambled with the second 

scrambling pattern is preferably kept secret. 

Thus, according to the electronic apparatus of 

the present invention, data can ·be written to the EEPROM 

twice by directly controlling the internal logic circuit 

of the CPU through the external apparatus. 

The invention described in claim 25 concerns 

the electronic apparatus described in any one of claims 

20 to 24·, wherein the central processing unit is an IEEE 

1149 standard compliant device. 

According to the IEEE 114~ standard compliant 

device, the internal logic ci.rcui t of the CPU can be 

controlled directly by connecting the external apparatus 

to the TAP. 

The pre~ent invention thus offers the effect 

of achieving an electronic apparatus that can ·be produced 
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efficiently by using circuitry compliant with the IEEE 

1149 standard, while making provisions to greatly reduce 

the risk of the data stored in the .EEPROM being altered 

in the field. 

The novel features of the invention will be 

hereinafter fully described and particularly pointed out 

in the appended claims, and the configuration and details 

of the invention, together with other objects and features 

thereof, will become better understood and appreciated 

by reference to the following detailed description when 

considered in conjunction with the accompanying drawings. 

BRIEF DESCRIPTION OF DRAWINGS 

Figure l .is a diagram showing the configuration 

of an electronic apparatus, inciuding a CPU and other 

components, according to a first embodiment of the present 

invention. 

Figure 2 is a diagram showing the configuration 

of an electronic apparatus, including a CPU and other 

components, according to a second embodiment of the present 

invention. 

Figure 3 is a diagram showing the configuration 

of a detection devi.ce for detecting whether a region is 

separated or not in the second, third, and fourth 

embodiments of the present invention. 

Figure 4 is a diagram showing the configuration 
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of an electronic apparatus. including a CPU and other 

components, according to the third embodiment of the 

present invention. 

Figure 5 is a diagram showing the configuration 

of an electronic apparatus, including a CPU and other 

components, according to the fourth embodiment of the 

present invention. 

Figure 6 is a diagram showing the configuration 

of an electronic apparatus, including a .CPU and other 

components, according to the prior art. 

Figure 7'is a block diagram showing a CPU and 

peripheral components in an electronic apparatus having 

a JTAG standard compliant CPU. 

Figure 8 is a diagram showing the internal 

configuration of the JTAG standard compliant element. 
. . 

It will be appreciated that all or part of the 

.drawings are purely diagrammatic for illustrative purposes 

and do not necessarily present faithful depictions of 

the actual relative sizes and positions of the illustrated 

elements. 

BEST MODE FOR CARRYING OUT THE INVENTION 

Embodiment~ iliustrating the best mode for 

carrying out the invention will be described below with 

reference to the accompanying drawings. 
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<<Embodiment 1>> 

A first embodiment of the present invention will 

be described below with reference to Fi~ure 1. 

Figure 1 shows a block including a J-CPU 1 and 

an EEPROM in an electronic apparatus according to the 

first embodiment. The use, kind, etc. of the electronic 

apparatus are not specifically l:i.mited, but the electronic 

apparatus of the first embodiment is applied to a satellite 

broadcast receiver. 

The substantially same devices, components, etc. 

as those shown in the description of the prior art are 

designated by the same reference numerals. 

In Figure l, reference numeral 1 designates the 

CPU (J-CPU) having the same JTAG compliant device 

conf iguratitin as described with reference to Figu~e 8 

in the background art, 8 designates the EEPROM, an 

electrically alterable nonvolatile storage device for 

storing a program, 9 designates a JTAG connector for 

connecting a JTAG debugger (not shown), an external 

apparatus used to directly control the internal logic 

circuit of the J-CPU 1, 10 designates a multi-layer board_ 

on which many electronic components including th~ J-CPU 

1 and. EEPROM 8 are mounted and which consists of at least 

four layers, and 13 designates a V-shaped cut provided 

so that the board 10 can be separated easily. 

In Figure l, the region to t_he left of the V-shaped 
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cut, where the JTAG connector 9 is mounted, is .the separable 

region. The J-CPU 1 has a plurality of terminals 3 and 

is soldered to the board ·10. · Of the plurality of terminals 

3, reference numeral 7 designates terminals called the 

Test Access Port (TAP) specific to the JTAG standard 

compliant device, and comprises five terminals, TDI, TDO, 

TMS, TCK, and TRST. 

However, the circuit configuration is not 

specifically limited to that shown in Figure 1, and tha 

terminals 7 may comprise four terminals, TDI, TDo,· TMS, 

and TCK, since TRST is optional in the JTAG standard. 

Reference numeral 11 designates five or four 

connecting lines connecting between the JTAG connector 

9 and the TAP terminal 7. The connecting lines 11 are 

formed in an inner layer 14 of the board 10. Reference 

numeral 12 designates an address bus and a data bus. 

connecting the J-CPU 1 to the EEPROM 8, etc. Other elements 

(for example. peripheral devices such as a serial port 

LSI) are also connected to the J-CPU 1 via the address 

bus and the data bus 12. 

Gen~rally. the JTAG connector 9 includes all 

the connecting lines (four or five lines) to the TAP, 

but in some cases~ it may iriclude a connecting line only 

for a signal essential to the operation of the JTAG circuit 

{in particular, a signal essential for writing data to 

the EEPROM), for example, a connecting line only to TDI 
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or TCK. 

When mounted (soldered) to the board 10, the 

chip of the J-CPU 1 is sealed in a ball grid arrar (BGA) 

package so that the terminals cannot be touched from outside. 

As shown in Figure l, the terminals of the BGA packaged 

device are all located within t:he contact surface between 

the BGA package and the board; as a result, when the device 

is mounted to the board "(the device is in intimate contact 

with the board, leaving little. gap between the d·evice 

and the board),· the terminals are not visible from outside. 

·It is therefore not possible, for example, to solder 

wires to the terminals of th~-J-CPU 1 in Figure 1 and 

input signals to the J-CPU 1 via the wires. 

The electronic apparatus i~ produced in the 

following sequence. 

{ 1) With the separable region not separated yet, · 

the program is written to the EEPROM 8 mounted on the 

board. To write the program, the JTAG debugger is connected· 

to the JTAG connector 9, and the program and a control 

instruction for the J-CPU 1 are sent from the JTAG debugger 

to the J-CPU 1 via the connecting l~nes 11. In accordance 

with the control instruction, the J-CPU 1 writes the sent 

program to the EEPROM 8 via the bus 12. 

For example, by applying data to the TDI t.erminal 

and the clock signal to the TCK terminal, the data is 

transferred into the cells 4 {serial transfer through 
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the shift register). Next. the data held in the cells 

4 is dutputt~d from the terminals 3 of the J-CPU 1 that 

control the EEPROM 8 (for example. a plurality of addres.s. 

te.rminal~. a plurality of data terminals. a write strope 

terminal and an enable terminal {or a chip select terminal l 

on the EEPROM 8). The output data is inputted into the 

EEPROM 8. By repeating this operation. the data can be 

written to the EEPROM 8. 

This series of write operations can be. achieved 

because the internal logic circuit of the J-CPU 1 can 

be directly controlled_u~ing the JTAG debugger. 

(2) After writing the program. the separable 

region is cut off from the board 10 along the V-shaped 

cut 13. After separating the separable region. the 

completed electronic apparatus is shipped to the market. 

After the separable region is separated, since 

the JTAG connector 9 connecting to the TAP 7 of the J-CPU 

1 no longer exists. the JTAG debu·gger cannot be connected. 

This serves to prevent the program stored in the EEPROM 

from being illegally altered by a third party. because 

it is no longer possible to write a pro·gram to the EEPROM 

8 by directly controlling the internal logic circuit of 

the J-CPU 1 through the JT~G debugger. 

If the connecting lines 11 (for carrying JTAG 

signals) are formed in a surface layer of the board 10, 

the connecting lines 11 can be exposed by· scraping off 



- 47 -

the protective layer covering the connecting lines 11. 

Then, by soldering wires directly to the exposed connecting 

lines. 11 and connecting the other ends of the wires to 

the JTAG debugger. the program can be altered by directly 

controlling the internal logic circuit of the J-CPU 1 

through the JTAG debugger. 

However, in the case of the elec.tronic apparatus 

of the first embodiment, since the connect~ng lines 11 

are formed in an inner layer of the board ·10, the JTAG 

debugger cannot be connected directly to the connecting 

lines 11. As a result, once the region is separated, 

the program cannot be altered. 

All the five or four connecting lines 11 may 

be formed in an inner layer of the board 10, or only the 

TDI connecting line or the TCK connecting line, for example. · 

.may be formed in an inner layer of the board 10. 

If the chip of the J-CPU 1 is sealed, for example. 

in a package such as the Quad Flat Package (QFP) which, 

when mounted to the board 10, allows the terminals 3 to 

be touched from outside, the JTAG debugger can be connected 

directly to the terminals 3: in this case, the program 

can be altered by directly controlling the internal logic 

c·ircuit of the .J-CPU 1 through the JTAG debugger. 

In the first embodiment, since the chip of the 

J-CPU 1 is sealed in a BGA package, the program cannot 

be altered by connecting the JTAG debugger directly to 
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the TAP 7. 

In a modification of the first embodiment. the 

chip of the J-CPU 1 is sealed in a package (for example, 

a QFP} that allows touching from outside. but after mounting 

the J-CPU 1. at.least. the TAP 7 is sealed in a resin (for 

example. a resin difficult to remove is applied over the 

terminals of the TAP 7 and is cured). ·When the J-CPU 

1 is mounted to the board, its terminals are sealed so 

that they cannot be touched from outside. With this method 

also. a similar'effect to that described above can be 

obtained. 

In this specification and in the appended claims, 

the phrase "the terminals, when mounted to the board, 

are sealed in such a manner that they can~ot be touched 

from outside"· refers not only to the case in which the 

chip of the semiconductor device is. sealed in a BGA.tir 

like package, but also to the case in which after mounting 

the semiconductor device to the board, its terminals ar·e 

sealed, for example, by covering them with a resin. 

<<Embodiment 2>> 

A second embodiment of the present invention 

will be described below with reference to Figures 2 and 

3. 

.Figure 2 shows a block including the J-CPU 1 

and EEPROM 8 in the electronic apparatus of the second 
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embodiment. The use, kind, etc. of the electronic 

apparatus are not specifically limited, but the electronic 

apparatus of the second embodiment is applied to a portable 

information terminal. ,· 

Thesubstantiallysamedevices,components,etc. 

as those shown in the description of the prior art or 

the first embodiment are designated by the same reference 

numerals~ and specific descriptions of such devices or 

components will not be given here. 

In·Figure 2, reference numeral 15 designates 

a first relaying device which relays signals between the 

JTAG ~onnector 9 and the J-CPU 1, and reference numeral 

16 designates a separation monitoring line which is brought 

out to the separable region to detect whether or not the 

se·parable region is separated from the board 10. A 

detection device for detecting whether the region is 

separated or not includes the se_paration monitoring line 

16. The separation monitoring line 16 is formed in an 

inner layer of the board 10. 

Referring to Figure 3, a description will be 

given of how the detection device including the separation 

monitoring line 16 detects whether or not the separable 

region is separated from the board 10. One end of 

the separation monitoring line 16 is connected tb ground 

in the separable region of the board 10, and the other 

end is connected to the relaying device·15 and, inside 
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the r~laying device 15, is connected to a voltage detector, 

and a power supply via a resistor. The detection device 

includes the separation monitoring line, the re•istor, 

the voltage detector, etc. 

When the separable region is not separated yet, 

the voltage on the separation rnoJ;ti toring line 16 is equal 

to ground (O V), and after the region is separated, the 

voltage is equal to the supply voltage (for example, +5 

V). The voltage detector in the relaying device 15 detects 

this voltage on the separation monitoring line 16. 

When the voltage detecfor detects that the 

voltage on the separation monitoring line 16 is O V, the 

relaying device 15 connects the connecting lines 11 (the 

connecting lines connecting between the JTAG connector 

9 and the TAP 7 of the J-CPU·l and carrying JTAG signals 

therethrough). The external apparatus (JTAG debugg~r) 

is connected to the JTAG connector 9; the external apparatus 

can send JTAG signals to the J-CPU 1 and write data (program) 

to the EEPROM 8 by directly controlling the internal logic 

circuit of the J-CPU 1. 

When the voltage on the separation monitoring 

line 16 is 5 V, the relaying device 15 disconnects the 

connecting lines 11. The external apparatus cannot send 

JTAG signals to the J-CPU 1. As a result, the data stored 

in the EEPROM cannot Qe altered. 

The relaying device 15 may be configured to 
'· 
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disconnect all the (four or five) connecting lines 11 

or disconnect only the TDI line or the-TCK line. 

The electronic apparatus is produced in the 

following sequence. 

( 1) With the separable region not separated yet, 

the program is written to the EEPROM 8 mounted on the 

board. To write the.program, the JTAG debugger is connected 

to the JTAG connector 9, and the program and a control 

instruction for the J~CPU 1 are sent from the JTAG debugger 

·to the J~CPU 1 via the connecting lines 11 and relaying 

device 15. In accordance with the control instruction, 

the J-CPU 1 writes the program to the EEPROM 8 via the 

bus 12~ This series of write operations can be achieved 

because the internal logic circuit of the J-CPU 1 can 

be directly controlled using the JTAG debugger. 

(2) After writing the program. the separable 

region is cut off from the board 10 along the V-shaped 

cut 13. After separating the separable region, the 

completed electronic apparatus is shipped to the market. 

When the separable region is separated, the 

relaying device 15 disconnects the· connecting lines 11, 

so that programs cannot be written to the EEPROM 8 by 

directly controlling the internal logic circuit of the 

J-CPU 1 through the JTAG debugger. This serves to prevent 

the program stored in the EEPROM from being illegally 

altered by a third party. 
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If the separation monitoring line 16 is formed 

in a surf ace layer of the board 10, then .after the separable 

region is separated from the board 10, the separation 

monitoring lin~ 16 can be ex~osed by scraping off the 

protective layer covering the separation monitoring line 

16. In this condition, if an illegal modification is 

made by soldering a wire directly to the exposed separation 

monitoring line 16 and connecting the other end of the 

wire to ground, the relaying device 15 connects the · 

connecting lines 11. The program can then be altered 

by directly controlling the internal logic circuit 2 of 

the J-CPU 1 through the JTAG debugger. 

However, in the ~ase of the el.ectronic apparatus 

of the first embodiment, since the separation monitoring 

line 16 is formed in an inner l.ayer of the board 10, illegal 

modifications such as described above cannot be·made. 

As a result, once the region is separated, the program 

cannot be altered. 

Likewise, the connecting lines 11 between the 

relaying device 15 and the J-CPU 1 are also formed in 

the inner layers 14 of the board 10; as a result, the 

JTAG debugger cannot be connected directly to the 

connecting lines 11 connecting between the relaying device 

15 and the J-CPU 1. This prevents the program from being 

altered. 

Furthermore, since the J-CPU 1 and the relaying 
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device 15 are each sealed as a chip in a BGA package, 

once these devices are mounted to the board, their terminals 

3 cannot be touched from outside. As a result, the program 

cannot be altered by connecting the JT~G debugger directly 

to the JTAG signal terminals on the J-CPU 1 or the relaying 

device 15. 

In another example of the embodiment, the J-CPU 

1 and the ~elaying device 15 are each sea~ed as a chip 

in a package (for example, a QFP} that allows touching 

from outside, but after mounting the J-CPU 1 and the relaying 

device 15, at least the JTAG signal terminals are .sealed 

in a resin (for example, a resin difficult to remove is 

applied over the terminal.s of the TAP 7 and is cured). 

When the J-CPU 1 and the relaying device 15 are ·moun.ted 

to the board, their terminals are sealed so that they 

cannot be touched from dutside. With this method also, 

a similar effect to that described above can be obtain.ed. 

<<Embodiment 3>> 

A third embodiment of the present invention wi11 

be described below with reference to Figure 4. 

Figure 4 shows a block including the J-CPU 1 

and EEPROM in the electronic apparatus of the third 

embodiment. The use, kind, etc. of the electronic 

apparatus are not specifically l.:i.mi ted, but the electronic 

apparatus of the third embodiment is applied-to a copying 
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machine~ 

Thesubstantiallysamedevices, components, etc. 

as those shown in the description of the prior art or 

the first or second embodiment are designated by the same 

reference numerals, and specific descriptions of such 

devices or components will be not be given here. 

In Figure 4, reference numerals 19 designates 

a second relaying·device having a detection device and 

a relaying device. The detection device detects whether 

or not the separable region is separated from the board 

10, and supplies the result of the detection to a scrambling 

device 17 as well as to the relaying device contained 

in the second. relaying device 19. Based on the result 

of the detection from the detection device, the relaying 

device contained in the second relaying device 19 connects 

or.disconnects the connecting lines 11 between the JTAG 

connector 9 and the J-CPU l (the connecti.ng lines connecting 

between the JTAG connector 9 and the TAP of the J-CPU 

1 and carrying JTAG signals therethrough}. 

Reference numerals 17 designates the first 

scrambling device which scrambles data being transferred 

from the J-CPU l .to the EEPROM 8 and descrambles data 

being transferred from the EEPROM 8 to the J-CPU 1. 

Reference numeral 12a designates a data bus, 12b designates 

an address bus, and 12c designates a scrambled data bus, 

while reference numeral 18 designates a first semiconductor 
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device which includes at least the second relaying device· 

19 and the scr~mbling device 17. 

The sepond relaying device 19 is functionally 

the same as th_e relayi·ng device 15 of the second embodiment, 

except that the result of the detection is supplied to 

the scrambling device 17. 

The detection device is the same as.that of the 

second embodiment shown in Figure 3. Therefore, whe.n 

the separable region is not separated yet, the separation 

monitoring line 16 is .connected to ground. so that the 

separation monitoring line 16 is held at O V. When the 

separable region is separated, the voltage on the 

separation monitoring line 16 is the same as the supply 

voltage (for example •. + 5 V) . 

When the separable region is not yet separated 

from the board 10, the detection device detects from the 

separation monitoring line 16 that the separable region 

is not separate(! from the l:;loard 10, _and sends a detect.1,on 

signal indicating that the region is not separated 

(hereinafter referred to as the ·first detection signal) 

to the scrambling device 17 as well as to the relaying 

device contained in the second relaying device 19. The 

relaying device contained in.the second relaying device 

19 connects the connecting lines 11 between the JTAG 

connector 9 and the J-CPU 1. 

When the scra~bling device receives the first 
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detect~on.signa1 at its input. the scrambling device 17 

inputs _the data outputted from .the J-CPU 1. scrambles 

the input data with a secret scrambling pattern. and outputs 

the.scrambled data. The scrambled data is written to 

the EEPROM. Further. regardless of whether the detection 

device is outputting the first detection ~ignal or a 

detection signal. indicating that the region is- separated 

(hereinafter referred to as the s·econd detection signal). 

the scrambling device 17 inputs the data read out of the 

EEPROM 8, descrambles the input data with the secret 

scrambling pattern, and transfers ·the descrambled data 

to the J-CPU 1. 

When the separable region is separated from the 

board 10, the detection device sends the second detection 

signal to the· scrambling device 17. 

When the scrambling device 17 receives the second 

detection signal at its input, the scrambling device 17 

does not .p~rform data writing to the EEPROM 8. More 

specifically. a data write to the EEPROM 8 is inhibited. 

fo·r example. by the scrambling device 17 disconnecting 

all the connecting lines between the J-CPU 1 and the EEPROM 

8. or by disconnecting the write strobe signal transferred 

from the J-CPU 1 to the EEPROM 8 or disabling the enable 

terminal (or the chip select terminal) on the EEPROM 8. 

The electronic apparatus is produced in the 

following sequence. 



- 57 -

( 1) With the separable region not separated yet, 

the program is written to the EEPROM 8 mounted on t~e 

board. To write the program, the JTAG debugger is connected 

to tAe JTAG connector 9, and the program and a control 

instruction for the J-CPU 1 are sent from the JTAG debugger 

to the J-CPU 1 via the connecting lines 11 and second 

relaying device 19. In accordance with the control 

instruction, the J-CPU 1 transfers the sent program to 

the scrambling device 17 via the buses 12a and 12b. The 

scl'.'ambling device 17 scrambles the program. The scrambled 

program is written to the EEPROM 8. ·This series of write 

operations can be achieved because the internal logic 

circuit of the J-CPU 1 can be directly controlled using 

the JTAG debugger. 

(2).After writing the program. the separable 

region is cut o~f from the board along the V-shaped cut. 

After separating the separable region, the completed 

electronic apparatus is shipped to the market. 

When the separable region is separated, the 

relaying device 19 disconnects the connecting lines. 11 

and also.• the scrambling device 1 7 does not write data 

to the EEPROM 8; as a result, programs cannot be written 

to the EEPROM 8 by directly controlling the internal logic 

circuit of the J-CPU 1 through the JTAG debugger (in this 

case, only the corinecti~g lines 11 may be disconnected 

or the writing to the EEPROM 8 may be inhibited). This 
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serves to prevent the program stored in the EEPROM from 

being illegally altered by a third party. 

In the third embodiment, the relaying device 

19 and the scrambling device 17 are integrated into the 

semiconductor device 18 together with other circuits 

·essential to the operation of the electronic apparatus. 

If the semiconductor device 18 is removed from the board 

10, and if the terminals of the JTAG connector 9 are connected. 

directly to the TAP of the JP-CPU 1 by wires and also 

the data bus 12a between the J-CPU 1 and the EEPROM 8 

are connected directly by wires while bypassing the 

relaying device 19 and the scrambling device 17,. it may· 

be possible to alter the program in the EEPROM by using 

the JTAG debugger, but in th~t case, .the electronic 

apparatus will not operate because it lacks with other 

circuits essential to the operation of the electronic 

apparatus by removing the semiconductor device 18. 

Those other circuit~ essential to the operation 

are not· specifically limited, and whether they are 

essential or not are determined depending o~ the internal 

configuration of the actual apparatus; examples are a 

RAM. an expansion input/output terminal. a serial 

input/output device, etc. 

There is also the possibility that an illegal 

modification may be made by removing the EEPROM 8 from 

the board, altering the program in the EEPROM 8 by using 
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a PROM writer or the like, and remounting the EEPROM 8 

with altered program to the board~ However, since the 

third party does not know the scrambling pattern of the 

scrambling device 17, the third party cannot write the 

program scrambled with the secret scrambling pattern to 

the EEPROM 8. As a result, if an illegal modification 

is made by writing non-s·crambled data, etc. to the EEPROM, 

the electronic apparatus will not operate. 

Fµrthermore, since the J-CPU 1 and the 

semiconductor device 18 are each sealed as a chip in a 

BGA package,· once these devices are mounted to the board, 

their terminals cannot be touched from out~idi. As a 

result, the program cannot be altered by connecting the 

JTAG debugger directly to the JTAG signal terminals on 

the J-CPU 1 or the semiconductor device 18. 

In another example of the embodiment, the J-CPU 

1 and the semiconductor device 18 are e_ach sealed as a 

chip in a package (for example, a QFP) that allows touching 

from outside, but after mounting the J-CPU 1 and the 

semiconductor device 18, at least the termin~ls for the 

JTAG signals and the terminal for the write strobe signal 

transferred from the J-CPU 1 to the EEPROM 8 are sealed 

in a resin (for example, a resin difficult to remove is 

applied over the terminals and is cured) . When the J ;_CPU 

1 and the semiconductor device 18 are mounted to the board, 

their terminals are sealed so that they cannot be touched 
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from outside. With this method also, a similar effect 

to that described above .can be obtained. 

If the separation monitoring line 16 is formed 

in a surf ace layer of the board 10, then after the separable 

region is separated from the board 10, the separation 

monitoring line 16 can be exposed by scraping off the 

protective layer covering the separation monitoring line 

16. Iri this condition, if an illegal modific~tion is 

made by soldering a wire directly to the exposed separation 

monitoring litie 16 and connecting the bther end of the 

wire to ground, the detection device in the second relaying 

device 19 outputs the first detection signal. Then, th~ 

program can be altered by directly controlling the .internal 

logic circuit 2 of the J-CPU 1 through the JTAG debugger. 

However, in the case of the electronic apparatus 

of the third embodiment, since the separation moni taring 

line 16 is formed in an inner layer of the board 10, illegal 

modifications such as described above cannot be made. 

As a ·result, once the region is separated, the program 

cannot be altered. 

Likewise, the connecting lines 11 between the 

second relaying device 19 and the J-CPU 1 are also f.ormed 

in the·· inner layers .14 of the board 10; as a result, the 

JTAG debugger cannot be connected directly to the 

connecting lines 11 conn'ecting between the second relaying 

device 19 and the J-CPU 1. 
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This prevents the program from being altered. 

<<Embodiment 4>> 

A fourth embodiment of the present invention 

will be described below with reference to Figure 5. 

Figure 5 shows a block including the J-CPU 1 

and EEPROM in the electronic apparatus of the fourth 

embodiment. The use, kind, etc. of the electronic 

apparatus are not specifically limited, but the electronic 

apparatus of the fourth embodiment is applied to a set 

top box. 

Thesubstantiallysamedevices,components,etc. 

as those Shown in the description of the prior art or 

the first, second, or third embodiment are designated 

by the .same reference· nume.rals, and specific descriptions 

of such devices or components will be not be given here. 

In Figure 5, the board 10 has a first separable 

region and a second separable region. Reference numerals 

16a and 16b designate monitriring lines used to detect 

whether or not the first separable region and the second 

separable region, respectively, are separated from the 

board 10. Like the monitoring line in Figure 3 {the second 

embodiment), the monitoring line 16a i~ connected to ground 

in the first separable region of the board 10, while the 

monitoring l~ne 16b is connected to ground in the second 

separable region of the board 10. 
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Referencenumeral22designatesafirstdetection 

device for detecting from the separation monitoring line 

16a whether or not the first separable region is separated 

from the board 10, and reference numeral 23 designates 

a second detection device for detecting from the separation 

monitoring line 16b whether or not the second separable 

region is separated from the board 10. The first detection 

device and the second detection device are similar in 

configuration to that shown in Figure 3 (the ~econd 

embodiment) ; each including a resistor connected between 

the first or second monitoring line and the power supply 

(+5 V) and a·volta~e detector. 

Reference numeral 20 designates a second 

scrambling device having two scrambling patterns and two 

descrambling patterns. Reference numeral 21 designates 

a second semiconductor device which includes at least 

the first detection device 22, the second detection device 

23, and the second scrambling device 20 .. 

A description will be given of the case where 

the first and the second separable regions are not separated 

yet. 

The first detection device 22 and the second 

detection device 23 detect that the respective separation 

monitorin~ lines 16a and 16b are connected to ground. 

and send the respective detection results to the second 

scrambling device 20. The second scrambling device 20 
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sets the scrambling pattern to the first scrambling pattern 

and the descrambling pattern to the first descrambling 

pattern. 

When writing a program to the EEPROM 8 by 

connecting the external apparatus (for example, JTAG 

debugger) to the JTAG connector ·9 and by directly driving 

the internal logic circuit of the J-CPU 1 through the 

ex~ernal. apparatus, ·the scrambling device 20 inputs the 

data outputted from the J-CPU .1. scrambles the input data 

with the first scrambling pattern·, and writes the scrambl.ed 

data to the EEPROM 8. 

The scrambling device 20 inputs the data read 

out of the EEPROM 8~ descrambles the input data with the 

first scrambl.ing pattern, and transfers the descrambled 

data to the J-CPU 1. 

Next, a description will be given of the case 

where the first separable region is separated but the 

iecond separable region is not separated yet. 

The first detection device 22 detects that the 

voltage on the separation monitoring line 16a is +5 V 

{indicating that the first region is separated),·while 

the second detection device 23 detects that the vol.tag~ 

on the separation monitorin~ line 16b is O V (indicating 

that the second region is not separated), and the respective 

detection results are sent to the second scrambling device 

20. The second scrambling device 20 sets the scrambling 
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pattern to the second scrambling pattern and the 

descrambling pattern to the first _descrambling pattern. 

When writing a program to the EEPROM 8 by 

connecting the external apparatus (for example, JTAG 

debugger) to the JTAG connector 9 and by directly driving 

the internal logic circuit of the J-CPU 1 through the 

external apparatus, the scrambling device 20 inputs the 

data outputted from the J-CPU 1, scrambles the·input data 

with the second scrambling pattern, and writes the 

scrambled data to the EEP,ROM 8. 

The scrambling device 20 inputs the data read 

out of the EEPROM 8, descrambles the input data with the 

first scrambling pattern, and transfers the descrambled 

data to the J-CPU 1. 

Next, a description will be given of the ca•e 

where the first and second separable regions are both 

separated. 

The first detection device 22 and the second 

detection device 23 detect that the voltages on the 

respective separation monitoring lines 16a and 16b are 

both_+5 V (indicating that both regions are separated). 

The respective detection results are sent to the second 

scrambling device 20. Th~ second scrambling device 20 

disconnects the path through which the write data and 

the write strobe signal are sent to the EEPROM 8, and 

sets the descrambling pattern to the second descrambling 
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.pattern. 

Accordingly, even if the external apparatus (for . 

example, JTAG debugger) is connected to the JTAG connector 

9, and the internal logic circuit of the J-Ci?U 1 is directly 

driven from the exte~nal apparatus, data cannot be written 

to the EEP-ROM 8. 

The scrambling device 20 inputs the data read 

out of the EEPROM 8, descrambles the input data with the 

second scrambling pattern, and transfers the descrambled 

data to the J-CPU 1. 

More specifically, when the first and second 

separable r~gions are not separated yet, the program to· 

be written to the_EEPROM 8, which has been transferred 

to the J-CPU 1 via the connecting lines 11 from the JTAG 

debugger CC?nnected to the JTAG connector 9, is transferred 

via the data bus 12a and inputted into the second scrambling 

device 20 where the program is scrambled with the first 

scrambling pattern, and. the scrambled program is written 

to the EEPROM 8 via the data bus 12c. The data read out 

of the EEPROM 8 is transferred via the data bus 12c and 

inputted into the second scrambling de~ice 20 where the 

data is descrambled in accordance with the first 

descrambling pattern, and the descrambled data is 

transferred to the J-CPU 1 via the data bus 12a. In this 

case, therefore, the program can be altered an unlimited 

number of times. 
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With only the first separable region separated, 

if a program rewrite is executed, data scrambled in 

accordance with the second scrambling pattern is written 

to the EEPROM 8; in this case, the data read out of the 

EEPROM 8 needs to be descrambled by the scrambling device 

20 in accordance with the second descrambling pattern, 

and to achieve this, the second separable region must 

be separated. When the second separable region is 

separated, the second scrambling device 20 prohibits a 

write to the EEPROM 8, so that thereafter the data in 

the EEPROM 8 cannot be altered. 

The electronic apparatus of the fourth embodi.ment 

can achieve three states: the state in which the program 

can be altered an unlimited number of times, the state 

in which the program can be altered only once, and the 

state in which alteration of the program is proh:f:.bited. 

This prevents illegal alterations of the program, while 

allowing the data in the EEPROM 8 in the electronic apparatus 

to be altered when necessary. 

The electronic apparatus is produced in the 

following sequence. 

(1) With the separable regions not separated 

yet, the program is written to the EEPROM 8 mounted on 

the board. To write the program, the JTAG debugger is 

connected to the JTAG connector 9, and the program and 

a control instruction for the J-CPU 1 are sent from the 
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JTAG debugger to the J-CPU 1 via the connecting lines 

11. In accordance with the control instruction, the J-CPU 

1 transfers the sent program to the scrambling device 

20 via the bus 12a. The scrambling device 20 scrambles 

the transferred program with the first scrambling pattern . 

. The scrambled program .is wr.itten to the EEPROM 8 via 

the bus 12c. This series of write operations can be achieved 

because the .internal logic circu.it of the J-CPU 1 can 

be directly controlled using the JTAG debugger. 

(2) _After writing the program, the first 

separable region is separated.- After separating the 

separable region, the completed electronic apparatus ·is 

shipped to the market. 

( 3) If it becomes necessary to alter the program 

after the product is shipped to the market, data is written 

to the EEPROM at the service station in the same p·rocedure 

as in (1), after which the second separable region is 

separated. After that, the electronic apparatus is sent 

back to the market. 

Here, there is the possibility that a third party 

may connect a·JTAG debugger to the JTAG connector 9 and 

write data from the JTAG debugger to the EEPROM 8 by directly 

controlling the internal logic circuit of the J-CPU 1 

through the JTAG debugger. In this case, however. the 

scrambling device 20 scrambles the input data with the 

second scrambling pattern. and writes the scrambled data 
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to the EEPROM 8. On the other hand, the data read out 

of the EEPROM 8 is descrambled by the scrambling device· 

20 with the first scrambling pattern. As a result, the 

electronic apparatus does not operate. 

When the second region is separated, the 

scrambling device 20 descrambles data with the second 

scrambling pattern, but this fact should preferably be 

kept secret. 

If, by any chance, a third party knows this secret, 

the data in .the EE~ROM can be altered only once. If the 

third party creates ·a modified program based on 

insufficient information, generally it is extremely 

difficult to create a program that can properly operate 

the electronic apparatus on the first try. 

If, for some reason, it becomes necessary to 

alter the pro~ram stored in the EEPROM after the product 

is shipped to the'market, data scrambled with the second 

scrambling pattern can be written to the EE.PROM 8 by directly 

controlling the internal logic circuit of the J-CPU 1 

through the JTAG debugger. By separating the second region 

after the write is done, the elect;ronic apparatus operates 

properly. 

Once the second separa'ble region is separated, 

since the scrambling device 20 cuts off the connection 

between the data buses 12a and 12c, it is extremely di ff icul t 

for a third party to illegally alter the program stored 
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in the EEPROM. 

In the fourth embodiment, the second 

semiconductor device 21 includes the first detection device 

22, second detection device 23, second scrambling device 

20, and other circuits essential to the operation of .the 

electronic apparatus. I£ the semiconductor device 21 

is removed from the board 10, and if the data buses 12a 

and 12c between the J-CPU 1 and the EE;PROM 8 are directly 

connected by wires while bypassing the scrambling device 

20, then it may be possible to alter the program in the 

EEPROM by using the JTAG debugger, but in that case, the 

electronic apparatus will not operate because it lacks 

with other circuits essential to the operation of the 

electronic apparatus by removing the semiconductor device 

21. 

There is al.so the possibility that an illegal 

modification may be made by removing the EEPROM 8 from 

the board, altering the program in the EEPROM 8 by using 

a PROM writer .or· the like, and remounting the EEPROM 8 

with altered program to the board. However, since. the. 

third party does not know the first scrambling pattern 

of the scrambling device 20, the third party cannot write 

the program sqrambled with the first scrambling pattern 

to· the EE PROM 8 .. As a result, if an illegal. modif ica ti on 

such as described above is made, the electronic apparatus 

will not operate. 
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If the separation monitoring line 16a or 16b 

is formed in a surface layer of the board 10, then after 

the separable region is separated from the board 10, the 

separation monitoring line 16a or 16b can be exposed by 

scraping off the protective layer covering the separation 

monitoring line 16a or 16b. If an illegal modification 

is made by soldering a wire directly to the exposed 

separation m~nitoring lin~ 16a or 16b and connecting the 

other end of the wire to ground, the first detection device 

22 or the ~econd detection device 23 outputs a detection 

signal indicating that the first region or the second. 

region is not separated. Then, the program stored in 

the EEPROM 8 can·be altered by directly controlling the 

internal logic circuit 2 of the J-CPU 1 through the JTAG 

debugger. 

However, in the case of the elect.J;"onip apparatus 

of the fourth embodiment, since the separation monitoring 

lines 16a and 16b are formed in an inner layer of the 

board 10, illegal modifications such as described above 

cannot be made. As a result, after the first region is 

separated, it is difficult to alter the program, and after 

the first and second regions are both separated, the program 

cannot Qe altered. 

This prevents the program from being altered. 

Another embodiment having the configuration of 

Figure 5 will be described. 
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When the first and second regions are not 

separated yet, the scrambling device 20 scrambles the 

output data of the J-CPU 1 with the first scrambling pattern, 

and transfers the scrambled data to the EEPROM 8. The 

scrambling device 20 descrambles the data read out of 

the EEPROM 8 with the first scrambling pattern, and· 

transfers the descrambled data to the J-CPU 1 .. 

When the first region is separated but the sec.ond 

region is not separated yet, the scrambling device 20 

scrambles the output data of the J-CPU 1 with the second 

scrambling pattern, and transfers the scrambled data to 

the EEPROM 8. The scrambling device 20 descrambles the 

data read out of the EEPROM 8 with the second scrambling 

pattern, and transfers the descrambled data to the J-CPU. 

1. 

When the first and second regions are both 

separated, the scrambling device 20 disconnects the path 

through which the write strobe signal from the J-CPU 1 

is transferred. The scrambling device 20 descrambles 

the data read out.of the EEPROM 8 with the second scrambling 

pattern, and transfers the descrambled data to the J-CPU 

1. 

According to the present invention, when 

producing t.he electronic apparatus at the factory, data 

(including program, etc.) can be written to the EEPROM 

efficiently and detection of a faulty part, etc. can also 
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be carried out quickly and accurately by ~irectly 

control1ing the internal circuit of the CPU (for example, 

J-CPU) through the external apparatus such as a JTAG 

debugger. After completing the data write to the EEPROM. 

the region is separated so that a third party cannot 

illegally alter the data. of the internal EEPROM in the 

field by connecting an external apparatus such as a JTAG 

debugger to the electronid apparatus. 

According to the present invention. there is 

offered the advantageous effect of achieving a production 

methodthatcanproduceanelectronicapparatusefficiently, 

while making provisions to greatly reduce the risk of 

the data stored in the EEPROM in the completed electronic 

apparatus being altered in the field. 

In the present invent~on, provisions are made 

so that a third party cannot illegally alter the data 

of the internal EEPROM in the field by such methods as 

soldering wires directly to the terminals of the CPU, 

etc. or to the. connecting lines. etc. on the board and 

connecting the other ends of the wires to the terminals 

of the external apparatus such as a JTAG debugger. 

According to the present invention, there is 

offered the advantageous effect of achieving a production 

method for an electronic apparatus wherein the risk of 

the data stored in the EEPROM in the completed electronic 

apparatus being altered in the field is further reduced. 
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Further, in the electronic apparatus production 

method of the present invention, scrambled data is written 

to the EEPROM, and the scrambling pattern used is not 

known to a third party; as a result, the third party cannot 

remove the EEPROM and rewrite the stored data us~ng a 

PROM writer or the like. 

A6cording to the,present invention, there is 

offered the advantageous effect of achieving a production 

method that can produce an electronic apparatus efficiently, 

while making provisions to greatly reduce the risk of 

the. data stored in the EEPROM in the completed electronic 

apparatus being altered in the field. 

According to the present invention, there is 

al-so offered the advantageous effect of being able to 

achieve an electronic apparatus wherein the scrambling 

pattern for the data to be written to the EEPROM can be 

changed by removing a specific region from the board. 

Once the region is separated, since the scrambling pattern 

that the scrambling device uses to descramble data is 

different from the scrambling pattern it uses to scramble 

the data, it is extremely d~fficult for a third party 

to illegally write data. Here, by separating a secret 

second region, it becomes possible to alter the data stored 

in the EEPROM. 

According to the present invention, there is 

offered the advantageous effect of achieving a production 
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method that can produce an electronic apparatus efficiently, 

wherein provisions are made to greatly reduce the risk 

of the data stored in the EEPROM in the completed electronic 

' 
apparatus being altered in the field, and wherein the 

data stored in the EEPROM in the completed electronic 

apparatus can be altered at a later time. 

According to the present invention, there is 

offered the advantageous effect of achieving an efficient 

prc;>duction method for an electronic apparatus by using 

·circuitry compliant with the IEEE 1149 standard, while 

making provisions to greatly reduce the risk of the data 

stored in the EEPROM in the completed electronic apparatus 

being altered in the field. 

According to the electronic apparatus of the 
.• 

present invention, data (including program, etc.) can 

be written to the EEPROM efficiently by directly 

controlling the internal logic circuit of the CPU through 

the external apparatus_(for example, JTAG debugger) and, 

by thereafter separating the region mounted, the data 

stored in the EEPROM can be prevented from being altered. 

According to the present invention, when 
. . 

producing the electronic apparatus at the facto~y, data 

(iricluding program, etc.) can.be written to the EEPROM 

efficiently and detection of a faulty part, etc. can also 

be carried out quickly and accurately by directly 

controlling the internal circuit of the CPU (for example, 
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J-CPU) through the external apparatus. such as a JTAG 

debugge·r. After completing the data write to the EEPROM, 

the region is separated so that a third party cannot 

illegally alter the data of the internal EEPROM in the 

field by connecting an external apparatus such as a JTAG 

debugger to the electronic apparatus. 

According to the present invention, there is 

offered the advantageous effect of achieving an electronic 

apparatus that can be produced efficiently. while making 

provisions to greatly reduce the risk of the data stored 

in the EEPROM being altered in the field. 

Further, in the present invention, scrambled 

data is written to the EEPROM, and the scrambling pattern 

used is not known to a third party: as a result, the third 

party cannot remove the EEPROM and rewrite the stored 

data using a PROM writer or the like. 

According to the present invention, there is 

offered the advantageous effect of achieving an electronic 

apparatus that can be p·roduced efficiently' while making 

provisions to greatly reduce the risk of the data stored 

in the EEPROM being altered in the field. 

According to the present invention, there is 

also offered the advantageous effect of achieving an 

electronic apparatus wherein the scrambling pattern for 

the -data to be writte~ to the EEPROM can be chang~d by 

removing a specific region from the board. 
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In the electronic appar~tus in which once th~ 

region is separated, the scrambling pattern that the . 

scrambling device uses to descramble data is different 

from the scrambling pattern it uses to scramble the data, 

it is extremely difficult for a third party to illegally 

write data~ Here, by •eparating a secret second region, 

it becomes possible to alter the data stored in the EEPROM. 

According to the present invention, there is 

offered the advantageous effect of achieving an eJ.ectronic 

apparatus that can be produced efficiently, wherein 

provisions are made to greatly reduce the risk of the 

data stored in the _EEPROM being altered in the field, 

and wherein the data store'd in the EEPROM in the completed 

electronic apparatus can be altered at a later time. 

The present invention also achieves an electronic 

apparatus wherein the scrambling pattern for the data 

to be written to the EEPROM can be changed by removing 

a specific region from the board, and wherein the data 

in the EEPROM can be rewritten as many times as desired 

by using.respective scrambling patterns. 

The present invention achieves an electronic 

apparatus wherein provisions are made to make it difficult 

to illegally alter data, such as a viewer's monthly viewing 

records, that needs to be rewritten many times. 

Since the third party does not know the first 

scrambling pattern, a third party cannot remove the EEPROM 
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from the board and write data directly to the EEPROM using 

a PROM writer or the like. 

Further, if it is judged that the data has been 

altered illegally, the scrambling pattern can be changed 

by removing the region from the board. 

According to the present invention, there is 

offered the advantageous ef~ect of achieving an electronic 

apparatus in which data stored in the EE PROM is difficult 

to alter. 

According ·to the present invention, there is 

offered the advanta·geous effect of achieving an electronic 

apparatus that can switch the scrambling pattern and 

descrambling pattern mode of the scrambling device 

according to whether the first region and/or the second 

region have been sepa~ated from the board, and that is 

capable of limiting the number of times that the EEPROM 

can be rewritten (that is, the EEPROM can be rewritten 

only once). 

According to the present invention, there is 

offered the advantageous effect of achieving an electronic 

apparatus that can.be produced efficiently by using 

circuitry compliant with the IEEE.1149 standard, while 

making provisions to greatly reduce the risk of the data 

stored.in the EEPROM being altered in the field. 

Although the invention has been described in 

some detail dealing with the preferred embodiments, the 
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configuration details of any of the preferred embodiments 

. disclosed herein may be changed or modified, and any changes 
. . 

in the combination or order of elements thereof can be 

accomplished without departing from the spirit and scope 

of the invention as set forth in the appended claims. 

INDUSTRIAL APPLICABILITY 

The present invention can be applied to an 

electronic apparatus that is controlled by a central 

processing unit compliant with the IEEE std 1149.1-1990 

Standard Test Access Port and Boundary-Scan Architecture 

and the like, and particularly suited for the prevention 

of illegal alterati6n of data stor~d in a storage device 

(data including an operating program for the centr.al 

processing unit, cryptographic keys, customer identifiers 

(user ID codes), ·etc.). 
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CLAIMS 

1. A production method for an electronic 

apparatus comprising a board having a separable region. 

said board being mounted with a.central processing unit. 

an electrical~y alterable nonvolatile storage device, 

and a connector mounted on said re·gion, wherein when said 

region is separated, data cannot be written to said storage 

device by directly controlling an internal circuit of 

said central processing unit, said production method 

comprising: 

a writing step of writing data to said storage 

device by connecting an external apparatus to said 

connector and by directly controlling an internal logiri 

circuit of said ~entral processing unit: and 

a separating ·step of separating said region after 

said writing step. 

2. A production method for an electronic 

apparatus according to claim l, wherein said central 

processing unit is sealed in such a manner that, when 

mounted on sai.d boa;-d, terminals of said central processing 

unit cannot be touched from outside. 

3. A production method for an electronic 

apparatus according to claim l, wherein said board is 
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a multi-layer board consisting of at least torir layers, 

and at least one·connecting line connecting between said 

central processing unit and said connector is formed in 

an inner layer of said-board. 

4. A production method for an electronic 

apparatus comprising ~ board having a separable region, 

said board being mounted with a central processing unit, 

an electrically alterable nonvolatile storage device, 

a connector, a relaying device for connecting at least 

one terminal of said connector to at least one.terminal 

of said central processing unit. and a detection device 

for detecting whether said region is separated or not. 

wherein when said region is separated, said relaying device, 

based on an output signal from said detection device, 

disconnects at least. one connecting line connecting the 

terminal of said connector to the terminal of said central 

processing unit so that data cannot be written to said 

storage device by directly controlling an internal circuit 

of said central processing unit, said production method 

comprising: 

a writing step of writing data to said storage 

device by connecting an external apparatus to said 

connector ~nd by directly controlling an internal logic 

circuit of said. central processing unit; and 

a separating step of separating said region after 
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said wr~ting step. 

5. A production·method for an electronic 

apparatus _according to claim 4, wherein said central· 

processing unit and said relaying device are sealed in 

such a manner that, when mounted on said board, the terminals 

of said central processing unit ~nd·said relying device 

cannot be touched from outside. 

6. A production method for an electronic 

apparatus comprising a board having a separable region, 

said board being mounted with a central processing unit~ 

an el~ctrically alterabie nonvolatile storage device, 

a connector, .a r~laying device for connecting at least 

one terminal of said corinector to et least one terminal 

of said central. processing unit, a scrambling device, 

and a detection device .for detecting whether said region 

is separated or not, wherein: 

when said region is not separated yet, data read 

out of said storage device can be descrambled by said 

scrambling device and the descrambled data can be 

transferred to said central processing unit, and by 

connecting an external apparatus to said connector and 

directly controlling an internal logic 6irduit of said 

central processing unit, said central processing unit 

can be caused to output data to said scrambling device 
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and said scrambling device can scramble the output data 

of said central processing unit and write the scrambled 

data to said ~torage device: and 

when said region is separated, data read out 

of said storage device can be descrambled by said scrambling 

device and the descrambled data can be transferred to 

said central processing unit, but said scrambling device 

cannot write data to said storage device based on an output 

signal of said detection device~ 

said production method comprising: 

a wr~ting step in which by connecting said 

external apparatus to said connector and directly 

controlling the internal logic circuit of said central 

processing unit. said central processing unit is caused 

to output data to said scrambling device. and in which 

said scrambling device scrambles the output data of said 

central processing unit and writes the scrambled data 

to said storage device; and 

a separating step of separating said region after 

said writing step. 

7. A prod~ction method for an electronic 

apparatus according to claim 6, wherein said relaying 

device, said scrambling device, and other circuits 

es~ential to the operation of said electronic apparatus. 

are contained in a single semiconductor device. 
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8. A production method for an electronic 

apparatus according to. claim 7, wherein said central 

processing uriit and said semiconductor device are sealed 

in such a manner that, when mounted on said board, term;inals 

of said central processing unit and said semiconductor 

device cannot be touched from outside. 

9. A production method for an electronic 

ap.paratus according to claim 6, wherein when said region 

is separated, said scrambling.device disconnects a line 

used to transfer a write strobe signal from said central 

processing unit to said storage device. 

10. A production method for an electronic 

apparatus comprising a .board_having ~separable region, 

said board being mounted with a central processing unit, 

an electrically alterable nonvolatile storage device, 

a connector, a scrambling device, and a detection device 

for detecting whether said region is separated or not, 

wherein: 

when said reg:f.on is not separated yet, data read 

out of -said storage device can be descrambled with a first 

scrambling pattern by said scrambling device and the 

descrambled data can be transf~rred to said central 

processing unit, and by connecting an external apparatus 
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to said connector and directly controlling an internal 

logic circuit of said central processing unit, said central 

processing unit can be caused to output data to said 

scrambling device and said scrambling device can scramble. 

the output data of said central processing unit with first 

scrambling pattern and write the scrambled data· to said 

storage ·device: and 

when said region is separated, based on an output 

signal of said detection device, data read out of said 

storage device can be.descrambled with first scrambling 

pat~ern by said scrambling device and the descrambled · 

data can be transferred to said central processing unit, 

and by connecting said external apparatus to said connector 

and directly controlling the internal logic circuit of 

said central processing unit, said central processing 

unit can be caused to output data to said scrambling device 

and said scramblfrig device can scramble the output data 

of said central processing unit wit.h a second scrambling 

pattern and write the scrambled data to said storage device, 

said production method comprising: 

a writing step in which by connecting said 

external a_pparatus to said connector and directly 

controlling the. internal logic circuit of said central 

processing unit, said central processing unit is caused 

to output data to said scrambling device, and in which 

said scrambling device scrambles the output data of said 
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central processing unit with the first scrambling pattern 

and writes the scrambled data to said storage device; 

and 

a separating step of separating said region after 

said writing step. 

11. A produc·tion method for an electron~c 

apparatus according to claim 10, wherein said scrc;i.mbling 

device, said detection device, and other circuits essential 

to the operation of said electronic apparatus are contained 

in a single semiconductor device. 

12. A production.method for an electronic 

apparatusaccordingtoclaimll,whereinsaidsemiconductor 

devirie is sealed in such a manner that, when mounted on 

said board, terminals of said ·semiconductor device cannot 

be touched from outside. 

13. A production method for an electronic 

apparatus according to claim 4, wherein said board is 

a multi-layer board consisting of at least four layers, 

and a line used to carry a detection signal indicating 

whether said region is separated or not is formed in an 

inner layer of said board. 

14. A production method· for an electronic 
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apparatus according to claim 6, wherein said board is 

a multi-layer board consisting of at least four layers, 

~nd a line used to carry a de~ection signal indicating 

whether said region is separated or not is formed in an 

inner layer of said board .. 

15. A produc.tion method for an electron~c 

apparatus according to claim 10, wherein said board is 

a multi-layer board consisting of at least four layers, 

and a line used to .carry a detection signal indicating 

whether said region is separated or not is formed in an 

inner layer of said board. 

16. A production method fo~ an electronic 

apparatus according to claim 4, wherein said Qoard is 

a multi-layer board consisting of at least four layers, 

and at least one connecting line connecting between said 

central processing unit and said rel.aying device is formed 

in an inner layer of said board. 

17. A production method for an electronic 

apparatus according to claim 6, wherein said board is 

a multi-layer board consisting of at least four layers, 

and at l~ast one connecting line connecting between said 

central processing unit and said relaying device is formed 

in an inner layer of said board. 
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18. A production method for an electronic 

apparatus according to claim 10, wherein said board is 

a multi-layer board consisting of at least four layers, 

and at least one connecting line connecting between said 

central processing unit and said relaying device is formed 

.in an inner layer of said board. 

19. A production method for an electronic 

apparatus according to any one of claims 1 to 18, wherein 

.said central processing unit is an IEEE 1149 standard 

compliant device. 

20. An electronic apparatus comprising a board 

having a separable region, said board being mounted with 

a central processing unit, an electrically alterable 

nonvolatile storage device, and a connector mounted on 

said region, wherein 

when said region is not separated yet, data can 

be written to said storage device by connecting an external 

apparatus to said connector and.directly controlling an 

internal logic circ~it of said central processing unit, 

and 

whe~ said region· is separated, data ~annot be 

written to said storage device by controlling said central 

processing unit. 
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21. An electronic apparatus comprising a board 

having a separable region, said board being mounted with 

a central processing unit, an electrically alterable 

nonvolatile storage device, a connector, a relaying device 

for connecting at least one terminal of said connector 

to at .least one terminal of said central processing unit, 

and a detection device for detecting whet~er said region 

is separated or not, wherein 

~hen said region is not separated yet, data can 

be written to said storage device by connecting an external 

apparatus to said connector and directly controlling an 

internal logic circuit.of said central processing unit, 

and 

when said region is separated, said relaying 

d~vice, based on an output s~gnal from said detection 

devic~, disconnects at least on:e connecting line connecting 

the terminal of said connector to the terminal of said 

central processing unit so that data caQnot be written 

to said storage device by directly controlling the internal 

circuit of said central processing unit. 

22. An electronic apparatus comprising a board 
.. 

having a separable region, said board being mounted with 

a central processing unit, an electrically alterable 

nonvolatile storage device, a connector, a relaying device 
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for connecting at least one terminal of said connector 

to at least one terminal of said central processing unit, 

a scrambling device, and a detection device for detecting 

whether said region is separated or not, wherein: 

when said regio:Q. is not separated yet, data read 

out of said storage device can be descrambled by said 

scrambling device and the descrambl.ed data can be 

transfe~red to said central processing unit, and by 

connecting an external appar~tus to said connector and 

directly controlling an internal logic circuit of said 

central processing unit, said central processing unit 

can be caused to output data to said scrambling device 

and said scrambling device can scramble the output data 

of said central processing unit and write the scrambled 

data to said storage device: and 

when said region is separated, data read out 

of said storage device can be descrambled by said scrambling 

device and the descrambled data can be transferred to 

. said central processing unit, but said scrambling device 

cannot write data to said storage device based on an output 

signal of said detection device. 

23. An electronic apparatus comprising a board 

having a separable region, said board being mounted with 

a central processing unit, an electrically alterable 

nonvolatile storage device, a connector, a scrambling 
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device, and a detection device -for detecting whether said 

region is separated or not, wherein: 

when said region is not separated yet, data read 

out of said storage device can be descrambled with a first 

scrambling pattern by said scrambling device and the. 

descrambled data can be transferred to said central 

processing unit, and by connecting an external apparatus. 

to .said connector and directly controlling an internal 

logic circuit of said central processing unit, said central 

processing unit can be caused to output data to said 
. . 

scrambling device and said scrambling device can scramble 

the output .data of said central processing unit with said 

f~rst scrambling patt~rn and write the scrambled data 

to said storage device; and 

when said region is separated, data read out 

of said storage device can be descrambled with said first 

scrambling pattern or with a second scrambling pattern 

different from said first scrambling pattern by said 

scrambling device, and the descrambled data can be 

transferred to said central processing unit, and by 

connecting said externai· apparatus to said connector and . . 

directly controlling the internal logic circuit of said 

central processing unit, said central processing unit 

can be caused to output data to said.scrambling device 

and said ~crambling·de~ice can scramble the output dat~ 

of said central processing unit with said second scrambling 
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pattern and write the scrambled data to said storage device. 

24. An electronic apparatus comprisin$ a board 

having a f ~rst separable region and a second separable 

region, said board being mounted with a central processing 

unit; an electricall.y alterable nonvolatile storage device, 

a scrambling device, a detection device for detecting 

·whether said first region is separated or not, and a 

detection device for detecting whether said second region 

is separated or not, wherein: 

when neither said first region nor said second 

region is separated yet, data read out of said storage 

device can be descrambled with a first scrambling pattern 

by said scrambling device and the descrambled data can 

be transferred to said central processing unit, and by 

connecting an external apparatus to said connector and 

directly controlling an internal logic circuit of said 

central processing. unit, said central processing unit 

can be caused ·to output data to said scrambling device 

and said scrambling device can scramble the output data 

of said central processing unit with said first scrambling 

pattern and write the scrambled data to said storage device; 

when said first region is separated. but said 

second region is not separated yet, data read out of said 

storage device can be descr~mbled with said first 

scrambling pattern by said scrambling device and the 
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descrambled data can be transferred to said central 

processing unit, and by connecting said.external apparatus 

to said connector and directly controlling the internal 
. . 

logic circuit of said central processing unit, said central 

processing un~~ can be ~a~sed to outpuf data to said 

scrambling device and said scrambling device can scramble 

the output data of said central processing unit with ·a 

second scrambling pattern, a scrambling pattern different 

from said first scrambling pattern, and write the scrambled 

data to said storage device: and 

when said first region and said second region 

are both separated, data read out of said storage device 

can be descrambled with said second scrambling pattern 

by said scrambling devibe and the descrambled data can 

be transferred to said central processing unit, but data 

cannot be written to ·said storage device via said scrambling 

device by directly controlling the internal logic circuit 

of s~id central proc~ssing unit through said external 

apparatus connected to said connector. 

25. An electronic apparatus according to any 

one of claims 20 to 24, wherein said central processing 

unit is an IEEE 1149 standard compliant device. 


