COPY OPERATIONS IN STORAGE NETWORKS TECHNICAL FIELD
[0001] The described subject matter relates to electronic computing, and
more particularly to copy operations in storage networks. BACKGROUND
[0002] The ability to duplicate and store the contents of a storage device
an importafetEal el G RA ~ 2wV B \SEBdNA parallel to
safeguard against the failure of a single storage device or medium. Upon
a failure of the first storagé d&hts I&¢ Aedfillal_Ehe system may then
retrieve a copy of the data contained in a second storage device or

m¢gdoom] Thembiidycitheyplitjteandistore esantdotsrohibestapagihg, and
device also facilitates the creation of a fixed record of contents at the time

mBFEBHGEIRRI Y Y S BRI HESISARL SRR RPrior version of

inadvertently édited of erased data. [0003] There are space and
processing costs associateg\/mm& storing the contents of a
storage device. For example; vices cannot accept
input/output_(1/0O) operations while its contents are being copied. .
FURREFhord hR«BiBRJE ShRbCAIsaN bR IfCOABE EaRh G Paraesdifypice
other storage needs. [0004] Storage systems and storage software
ampiotetarhheptoedefnagtotadmaystpdint-Patimenaypiesstoigkinopatediel to
In some of these products, the copies may be made very quickly, without
saftgifichnitya idistuwhenta dprdicettiansingdingtiragiskexatemas nhediter Upon a
products, the copies may be made space efficient by sharing storage

fainseast dheamengtalabie dshcoBIMRHiln, the system may then retrieve a

copy of the data contained in a second storage device or medium. The ability
to duplicate and store the contents of the storage device also facilitates the
creation of a fixed record of contents at the time of duplication. This feature
allows users to recover a prior version of inadvertently edited or erased data.

[0003] There are space and processing costs associated with copying and
storing the contents of a storage device. For example, some storage devices
cannot accept input/output (1/O) operations while its contents are being copied.
Furthermore, the storage space used to keep the copy cannot be used for other
storage needs.

[0004] Storage systems and storage software products can provide ways
to make point-in-time copies of disk volumes. In some of these products, the
copies may be made very quickly, without significantly disturbing applications
using the disk volumes. In other products, the copies may be made space

efficient by sharing storage instead of copying all the disk volume data.
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1 200402798-1 [0005] However, known methodologies for copying data
files include limitations. Some of the known disk copy methods do not
provide fast copies. Other known disk copy methods solutions are not
space-efficient. Still other known disk copy methods provide fast and.
spkQQalriciEtRWRYBShERO Wt S thRAQlBaisS arseaRypR: dakritilae dnclude
table-driven virtual storage system. [0006] Thus, there remains a need for
linmhjatonesl copy e rtttoksdnw s iiskgeopyvioeth asis KIVIZAR Y rooidy fastaaopies.

exemplary implementation a method of computing may be implemented in

Othprdeseaer ifisk stofgoenedivgsksolbdonsthed mormyprasesefifeceiving@l| other
request to execute a snapclone operation; generating, in response to the

kriGRAIVERISHOAE MRAHBES BrIAARC!PAG GRRY PhrSeHICRASKNAMBS, hut do

contemporaneous with the generation of the snapclone file, opening a first

st i AR RHASTRIE SRR R R,

DRAWINGS 0008% Fig. 1 is a schematic illustration of an exemplary )

imBlEREntad WS ortAEEWRTKEAT SmPRREh o QY R YA, PR I%%HBBS In

network. [0009] Fig. 2 is a schematic illustration of an exemplary
staragedevieason of a storage network. [0010] Fig. 3 is a schematic

illustration of an exemplary implementation of a computing device that

can be utilized to implement a IS%$MMARY

[0007] In an exemplary implementation a method of computing may be
implemented in a processor in a storage network. The method comprises
receiving a request to execute a snapclone operation; generating, in response to
the received service request, a snapclone copy of a source disk volume;
contemporaneous with the generation of the snapclone file, opening a first
snapdifference file; and recording I/O operations to the source disk volume in
the snapdifference file.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Fig. 1 is a schematic illustration of an exemplary implementation
of a networked computing system that utilizes a storage network.

[0009] Fig. 2 is a schematic illustration of an exemplary implementation
of a storage network.

[0010] Fig. 3 is a schematic illustration of an exemplary implementation

of a computing device that can be utilized to implement a host.
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2 200402798-1 [0011] Fig. 4 is a schematic illustration of an exemplary
implementation of a storage cell. [0012] Fig. 5 illustrates an exemplary
memory representation of a LUN. [0013] Fig. 6 is a schematic illustration
of data allocation in a virtualized storage system. [0014] Fig. 7 is

scHithadic ilftistrdritrAcicas BREM HIkSTAERNHE eRXGRPIaR PRI 0N

snapdifference files in a storage network. [0015] Fig. 8 is a schematic
ofikusipragmaeilan exemplary file structure for creating and using
snapdifference files in a storage network. [0016] Figs. 9a-9b are

scieonalic ilfigrativns whmseanosxenanaripmenmnivgsesesfagsn6Pa UN.

Fig. 10 is a flowchart illustrating operations in an exemplary method for
Cr‘feé‘ﬁﬁ.‘.g]na ?ﬁ?g.déffﬁf8%§ﬁélﬁatigqillﬁlsﬁé‘éiioﬁldﬁ &aﬂé"éﬁ&f&%i@H%H%‘Wtuai ized
operations in an exemplary method for performing read operations in an
tenviron ent that utilizes one or more snapdifference files. [0019] Fig. 12
SIS illustrating operations in an exemplary method for

performing write operations in an environment that utilizes one or more
snEfiftbreddg fileds fbEMatlS. HIvsEatipswehan AXaHBlY ptaanehdgature

an exemplary method for merging a snapdifference file into a logical disk.
fog poplkepzaradig snapdifference files in a storage network.

[0015] Fig. 8 is a schematic illustration of an exemplary file structure for
creating and using snapdifference files in a storage network.

[0016] Figs. 9a-9b are schematic illustrations of memory maps for
snapdifference files.

[0017] Fig. 10 is a flowchart illustrating operations in an exemplary
method for creating a snapdifference file.

[0018] Fig. 11 is a flowchart illustrating operations in an exemplary
method for performing read operations in an environment that utilizes one or
more snapdifference files.

[0019] Fig. 12 is a flowchart illustrating operations in an exemplary
method for performing write operations in an environment that utilizes one or
more snapdifference files.

[0020] Fig. 13 is a flowchart illustrating operations in an exemplary

method for merging a snapdifference file into a logical disk.
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DETAILED DESCRIPTION [0021] Described herein are exemplary

storage network architectures, data architectures, and methods for

creating and using difference files in storage networks. The methods

described herein may be embodied as logic instructions on a

computer-readable mediar AV LBAIRNI DN ocessor, the logic
instructions cause a general purpose computing device to be
préovadime D ascai bpe dieipinr prse axeiilasythstoiagte neinte rn e te o es,
methods. The processor, when configured by the logic instructions to

datxeardhitdeeunsthadd remitddieriin, ceasiigiendirusinge doffpereamfiles in
the described methods. Exemplary Network Architectures [0022] The

stéf%%@%éﬂﬁgﬁksqeﬁ%@?ﬁeﬂ%ﬂ? R RIS HRY DS APIGE8d as logic

architecture that provides virtualized data storage at'a system level, such
ingt‘ﬂ}ct‘fgﬁgaﬁﬁaé'%%[ﬁgmB'r?FQg éBFeWH{QH?uﬁﬁA\W/p' n”é%é%‘ !a%“&ﬁ“aaté%‘ée so,
escribed herein, computing Systems that utilize Storage are referré
to as hosts. In a typical implementation, a host is any computing system
e A0S IIRTBICHAES stcdRie fsBENEER! cREHASEOFADBUIELIYIER ofp be
behalf of systems coupled to the host. For example, a host may be a
pregpenuBeibLAsT apisasisroUEloRe d aaphisss, thataisattiveprodbssidescribed
server maintaining transaction records, and the like. Alternatively, the
mbthsidvayThe priteessovenbirnacefijared bgtiherkogdiaNnsirustienarenexecute
network (WAN) that provides storage services for an enterprise. 4

thé ARefo0a8rdcited herein, constitutes structure for performing the described

methods.

Exemplary Network Architectures

[0022] The subject matter described herein may be implemented in a
storage architecture that provides virtualized data storage at a system level,
such that virtualization is implemented within a SAN. In the implementations
described herein, the computing systems that utilize storage are referred to as
hosts. In a typical implementation, a host is any computing system that
consumes data storage resources capacity on its own behalf, or on behalf of
systems coupled to the host. For example, a host may be a supercomputer
processing large databases, a transaction processing server maintaining
transaction records, and the like. Alternatively, the host may be a file server on
a local area network (LAN) or wide area network (WAN) that provides storage

services for an enterprise.
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[0023] In a direct-attached storage solution, such a host may include one
or more disk controllers or RAID controllers configured to manage multiple
directly attached disk drives. By contrast, in a SAN a host connects to the
SAN in accordance via a high-speed connection technology such as, e.g.,

a iBR2dnarRdl geskairehiethe Ak dRBnsHIes AHesuRY Gk de pne

SAN architecture comprises a group of storage cells, where each storage
orcalote risisesnipdisirefatdravkbDd eoriss! teisecoafigik egréapnmaage multiple

storage cell comprises parallel storage controllers coupled to the disk

diggouyp aftaetrigrdigR deivieslleBy conplast tintheSaidradeoderigarosing thélgaN
channel arbitrated loop connection, or through a network such as a fibre

inChACBIBLIRYIG R DRilRs é"é?jSE‘H@%GBHW%%%TB@%%ﬁ@rpﬁfoé’.a'.‘?%t?ibre

each other through point-to-point connections to enable them to

chca%%%?r - ﬂ%bﬁ@ﬂ?%eiﬁ%r Hﬁggg}&%?ﬁp% storage capacity to computers

using the storage capa & Retivork architectures described
herein ripresent a distributed coméiﬁ%isn%gnvironment such as an

entesftde cOMPItHRAIZFS e NS fo QMPESHH QHR RnstRrage

architectures may be readily scaled upwardly or downwardly to meet the
cehlseéheregeghistosagepalatRIMPIIgE3s) PRPI10EWosapedavicarcaligba disk

an exemplary implementation of a networked computing system 100 that
grotilz e& acsiatagageetelbtornmpoises @erallghsyoragecmntatiers twiptedagethe

pool 110 may be implemented as a virtualized storage pool as described
disk RitBlighathd) stor3gieed mrhiifersienud BAOH#ESStokage devices using a fibre
channel arbitrated loop connection, or through a network such as a fibre
channel fabric or the like. The storage controllers may also be coupled to each
other through point-to-point connections to enable them to cooperatively
manage the presentation of storage capacity to computers using the storage
capacity.

[0025] The network architectures described herein represent a
distributed computing environment such as an enterprise computing system
using a private SAN. However, the network architectures may be readily
scaled upwardly or downwardly to meet the needs of a particular application.

[0026] Fig. 1 is a schematic illustration of an exemplary implementation
of a networked computing system 100 that utilizes a storage network. In one

exemplary implementation, the storage pool 110 may be implemented as a

virtualized storage pool as described in published U.S. Patent Application
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Publication No. 2003/0079102 to Lubbers, et al., the disclosure of which is
incorporated herein by reference in its entirety. [0027] A plurality of logical
disks (also called logical units or LUNs) 112a, 112b may be allocated
within storage pool 110. Each LUN 112a, 112b comprises a contiguous

PyBHgRtON YRaPRAE/0Ld BRate A Bboa dRtsabd thy Alssleptiigea 1wbich is

122, 124 and 128 by mapping requests from the connection protocol
inosgebh3tedd Braindyyiedakence imittientiigéntified LUN 112a, 112b. A host
such as server 128 may provide services to other computing or data

preoeszing gygrmsioy advicgicdiodiekandlisn dighidctogicibuhRe may UNs)
access storage pool 110 via a host such as server 128. Server 128 may

11PRVIASfIen 8P CERJIL48WiRth 3RSHADYHBA VD OtRIERANIAES 898N PP

transaction processing services, email Services, etc. Hence, client device

Co RS oA AR AT SRS R Sl S seapeed by

which also may serve as hosts, may logically couple directly to LUNs )
hogt sigv 'fi%&%d;élézlﬂ@‘iﬁé‘ﬁxq %fdl%%%@ltfﬁ%’ﬁﬁﬂ reb e goRNGeiOn

LUNs 112a, 112b may be shared among multiple hosts. Each of the
pratnced sisediay The igst dasichtmuie wiaigiatly raptBastddeNahtila, delgtee A

of data processing capability sufficient to manage a network connection.

hdS020tA b Nesueh 228 Uiyt 1Ravidebsepnigasses @tlecor contputiedumtadata
stores (RStore) which are a fundamental unit of reliable storage. An

st5139% pool 110 via a host such as server 128. Server 128 may provide file
services to client 126, and may provide other services such as transaction
processing services, email services, etc. Hence, client device 126 may or may
not directly use the storage consumed by host 128.

[0028] Devices such as wireless device 120, and computers 122, 124,
which also may serve as hosts, may logically couple directly to LUNs 112a,
112b. Hosts 120-128 may couple to multiple LUNs 112a, 112b, and LUNSs
112a, 112b may be shared among multiple hosts. Each of the devices shown in
Fig. 1 may include memory, mass storage, and a degree of data processing
capability sufficient to manage a network connection.

[0029] A LUN such as LUN 112a, 112b comprises one or more
redundant stores (RStore) which are a fundamental unit of reliable storage. An

RStore comprises an ordered set of physical storage segments (PSEGs) with

associated redundancy properties and is contained entirely within a single

6 200402798-1



6 200402798-1 redundant store set (RSS). By analogy to conventional
storage systems, PSEGs are analogous to disk drives and each RSS is
analogous to a RAID storage set comprising a plurality of drives. [0030]
The PSEGs that implements a particular LUN may be spread across

reURASER SFPRySEER SIS a FY RSN 60BN AR SIOAPSRPHEE S, PSEGs

capacity that a particular LUN 102 represents may be configured to
arigrlelogausadodliskydsh\@eritd eppe REfeimgnaogagsciipadip 2 ribriage set
and availability features. For example, some LUNs may represent striped,

comipiasashanplarakigyiof-grivested storage. Other LUNs may represent
storage capacity that is configured without striping, redundancy or parity

Progeaitnn- [PRe LbSERL i RIANIMBIRE S AARLAS RSN AMARFIIRS Spread

subset of physical disks in a Logical Device Allocation Domain (LDAD),

may incl f e ical qrj ich ¢ n
T S SR AR S B e AR EreaPSrorage
Physical drives within an RSS may be assigned |ndices (e.g., 0, 1, 2,...,
Capaf by %h%tp?)i%r Berbsk MntPHTapiseetgRRe s PHkeied [adfmplement
odd and even indices) for RAID-I purposes. One problem with large RAID
a valigheotstapasnypeasiigidrg ivatyngreapacisyoreligisidityiand invedabdity
significantly as more drives are added. A sixteen drive system, for
feetaawle Forll bampde, aplkely wNxpragnepesdnvetiapects (@imueee and/or
critically two simultaneous drive failures), than would an eight drive

P LB ol PO RS Mot S80ie spatyree
configured without striping, redundancy or parity protection.

[0031] In an exemplary implementation an RSS comprises a subset of
physical disks in a Logical Device Allocation Domain (LDAD), and may
include from six to eleven physical drives (which can change dynamically).
The physical drives may be of disparate capacities. Physical drives within an
RSS may be assigned indices (e.g., 0, 1, 2,..., 11) for mapping purposes, and
may be organized as pairs (i.e., adjacent odd and even indices) for RAID-1
purposes. One problem with large RAID volumes comprising many disks is
that the odds of a disk failure increase significantly as more drives are added.
A sixteen drive system, for example, will be twice as likely to experience a
drive failure (or more critically two simultaneous drive failures), than would an
eight drive system. Because data protection is spread within an RSS in

accordance with the present invention, and not across multiple RSSs, a disk

failure in one RSS has no effect on the availability of any other RSS. Hence,
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failure in one RSS has no effect on the availability of any other RSS.

Hence, 7 200402798-1 an RSS that implements data protection must

suffer two drive failures within the RSS rather than two failures in the

entire system. Because of the pairing in RAID-I implementations, not on_I%/_
amReSuiibiimpdameniiiata papiReaan muist suifapiMdraredal Birasewithin

drives within the RSS must be the second to fall (i.e. the second-to-fall
theiR@Sratheretipatirbaavigil tesfing tiie-RatideisypieThisBaoanisaanbdnef pairing in

storage sets into multiple RSSs where each RSS can be managed

RAHeREnAmitnimrouas, theterfby nmanste twelialriitys diadl avitdtabildypafticular
data throughout the system. [0032] A SAN manager appliance 109 is

RSSUBIGHADarMANAPBME Bk theierhskmrhitviHe) RESWhIER SearRelaEaA to

container describing the logical structures used to create LUNs 112a,

112b, LDAD , and other. lngical. struct Y. o
faéygléeml-.ﬁi@ psogﬁﬁ 0 t'k?égl Ef@rﬁs\?gafg%Fa%gé C@Ag%déi%@;t#aesb e %E%fzzialglyednve)'
0ol 101 is reserved as quorum space 113 and car;\r%t be allocated to

This Agserigation edpStonedRetile BihBIERISB >SiMBIBIRCRANURS £24, e

112b. In a particular example, each physical disk that participates in
MafRagefk iRcePENdamily d myevesi thmparosmeasacitgliahilithertsavarlability
physical sectors) that may be designated as quorum space 113. MLD I 11
ofisianarthredghdbistiopieysterapace of multiple physical drives and so can be
accessed even if a drive falls. In a particular example, at least one

Py ke SRUSARIARIL B ARAIIARY G0 fSIad SR aRment
of MLD Tll (designated a "quorum drive"). SAN management appliance

Ioépc%mykvgﬁh(fﬂ LD) 111 which is a metadata container describing the logical
structures used to create LUNs 112a, 112b, LDADs 103a, 103b, and other
logical structures used by the system. A portion of the physical storage
capacity available in storage pool 101 is reserved as quorum space 113 and
cannot be allocated to LDADs 103a, 103b, and hence cannot be used to
implement LUNSs 112a, 112b. In a particular example, each physical disk that
participates in storage pool 110 has a reserved amount of capacity (e.g., the
first "n" physical sectors) that may be designated as quorum space 113. MLD
111 is mirrored in this quorum space of multiple physical drives and so can be
accessed even if a drive fails. In a particular example, at least one physical
drive is associated with each LDAD 103a, 103b includes a copy of MLD 111
(designated a "quorum drive"). SAN management appliance 109 may wish to

associate information such as name strings for LDADs 103a, 103b and LUNSs

112a, 112b, and timestamps for object birthdates. To facilitate this behavior,
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associate information such as name strings for LDADs 103a, 103b and

LUNs 112a, 112b, and timestamps for object birthdates. To facilitate this

behavior, 8 200402798-1 the management agent uses MLD | | | to store

this information as metadata. MLD I I | is created implicitly upon creation
thefRaPAYAMEN coeNt uses. MbaxldLdrsiYsabus i mabighossignetadata.

information including physical store ID (a unique ID for each physical
Mdriveé)] 1 és sicratsshtnap lidtitynagpon Crgpiéoft 0d ratinoR-ALbANB, RE3DID

(identifies to which RSS this disk belongs), RSS Offset (identifies this

digR's38]ativ@uprsitiospic el B FS)scttesager € iifdinfiateniifiesl telivhiphysical
storage cell this disk belongs), PSEG size, as well as state information

stdpeigpsing \hRJDE" 1ergiSkde phoSH) WP/ RT VRXGBIRIBort s MFGHRAGon,

PSEG also contains a PSEG free list for the entire physical store,

- S ree st e physi |

B R AL 55 TR it RS R i
he physical disk. The PSAR ¢ ises.a PSAR si . Metad

Delandeh, PR (SRAMEIBE ik RSB VimER G SEGhe RSS)

belongs. [0034] CSLD 114 is another type of metadata container _
Stesagpristll | B gicendifiesstenatied sivegeaallitis atiskdisl epgele RiRE size,
each LDAD 103a, 103b, but that, unlike LUNs 112a, 112b, may span

asmwdiiip bes LSAD mdBaatitdSmdrcetargbiyhetheh tMA DI 91038 21§30 il wlisis, for
space allocated to CSLD 114. CSLD 114 holds metadata describing the

exXipR StHssIR Sba gl FS A RISP 3 oiMaRing PSpfryd qHEFuHige entire

metadata container (PLDMC) that contains an array of descriptors (called

pHY STk Lrat AESHHRR SYEMETEPRT of an allocation bitmap. Additionally,
guorum space 113 contains the PSEG allocation records (PSARSs) for every
PSEG on the physical disk. The PSAR comprises a PSAR signature, Metadata
version, PSAR usage, and an indication a RSD to which this PSEG belongs.
[0034] CSLD 114 is another type of metadata container comprising
logical drives that are allocated out of address space within each LDAD 103a,
103b, but that, unlike LUNs 112a, 112b, may span multiple LDADs 103a,
103b. Preferably, each LDAD 103a, 103b includes space allocated to CSLD
114. CSLD 114 holds metadata describing the logical structure of a given
LDAD 103, including a primary logical disk metadata container (PLDMC) that
contains an array of descriptors (called RSDMs) that describe every RStore
used by each LUN 112a, 112b implemented within the LDAD 103a, 103b. The
CSLD 114 implements metadata that is regularly used for tasks such as disk

creation, leveling, RSS merging, RSS splitting, and regeneration.  This

9 200402798-1



used by each LUN 112a, 112b implemented within the MAD 103a, 103b.
The CSLD 114 implements metadata that is regularly used for tasks such
as disk creation, leveling, RSS merging, RSS splitting, and regeneration.
This 9 200402798-1 metadata includes state information for each physical

mgiakakati il ikdre s StaketHEPIRRaHRs KN fakhs YsRal" digk dpatativdeaies
expected), "Missing" (i.e., unavailable), "Merging" (i.e., a missing drive

witedlnérathee ppysiaed dliahdian o teah b (el ek tifogeassey pertgslh cdvijsaing”
the drive is marked for removal and data must be copied to a distributed

(i sparmaaithbiRggen érginge(idkiverisissvigilabiecatidatenssresappeared and
regeneration of its data to a distributed spare). [0035] A logical disk

masegernrRRIZe AR rRuClE I RENRCA1A (%2 MEUPVLigIhMNE for

112a, 112b in any LDAD 103a,103b. An entry in the LDDS comprises a

R S DAL R B TR TR 2 S R i e

a painter to the pbase RSDM or entry point for the corresponding LUN
driviols, U A PR ARH e EORAET SRR A6 1S SRR A TADNTad Seare).
112b can be accessed by indexing into the LDDIR to find the base RSDM

of IBe35drticAdeqioal disksdirectory ik HatRidataatilictiee PLOME @ is a
mapping structures described herembelow) can be loaded into memory to
direetorg tof glhrticiNg L1, 11220 14 2imy{ Q038 D403, the3storAgeqmp) in the
depicted in Fig. | implements multiple forms of metadata that can be used

L?D@%fﬁﬁﬁsﬂ@e&ﬁhﬁérbélimp i SI@%@QHT@)I% IRSIGUIRAYCERG the
or tasks such as disk creation, leveling, RS

location of a Primary Logical Disk Metadata Container (PLDMC) for that LUN
102. The RSD is a pointer to the base RSDM or entry point for the
corresponding LUN 112a, 112b. In this manner, metadata specific to a
particular LUN 112a, 112b can be accessed by indexing into the LDDIR to find
the base RSDM of the particular LUN 112a, 112b. The metadata within the
PLDMC (e.g., mapping structures described hereinbelow) can be loaded into
memory to realize the particular LUN 112a, 112b.

[0036] Hence, the storage pool depicted in Fig. 1 implements multiple
forms of metadata that can be used for recovery. The CSLD 111 implements
metadata that is regularly used for tasks such as disk creation, leveling, RSS
merging, RSS splitting, and regeneration. The PSAR metadata held in a known
location on each disk contains metadata in a more rudimentary form that is not

mapped into memory, but can be accessed when needed from its known

location to regenerate all metadata in the system.
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merging, RSS splitting, and regeneration. The PSAR metadata held in a
known location on each disk contains metadata in a more rudimentary
form that is not mapped into memory, but can be accessed when needed
from its known location to regenerate all metadata in the system. 10

200457198 Bagn 8 tBade vickreheVic ¥ ishtdve iIMRIG INGHER RsRRSY, Mass

memory, mass storage, and a degree of data processing capability
steugeieanto andagrre aohelatarpanessitpcapaki bymputlicieigtanmanage a
devices in accordance with the present invention are implemented in the

neneonkrgarribeticariodkhdeyigapepvpnodrdno degivéeintkiedopsidhesdatith the

processing capability of the devices shown in Fig. 1. [0038] In an

PreXERR RN TSN GIREIHRI B ARt dacHN iﬂ\@hMﬁﬁBr}Qﬁethé%ﬁldﬂé‘)dewces shown

correspond to from as few as four disk drives fo as many as several

B B R AU B A Y i
four paired disks. LUNs 112a, 112b defined within an MAD 103a, 103b

Fig, represent a few megabytes of storage or less, up to 2TByte of
storage or more. Hence, hundreds or thousands of LUNs 112a, 112b may

bel88EAEd Witiain exejekmyADPleBaNiaE andnabddielb RAR2032, 103b

number of storage needs. In this manner a large enterprise can be served
mby emegpaidragefpoml a4 Gbworayifiony otk iddivesusd sisragengeascatedral
to each workstation in the enterprise as well as shared storage across the

th?g%@r'%ﬁ;solf%ﬁ%aeai‘{grpg’gﬁgggs@%mﬁ?@%i ritliRicoE RAAS dASas per
LDAD is required to support RAID-1 within the LDAD 103a, 103b using four
paired disks. LUNs 112a, 112b defined within an LDAD 103a, 103b may
represent a few megabytes of storage or less, up to 2TByte of storage or more.
Hence, hundreds or thousands of LUNs 112a, 112b may be defined within a
given LDAD 103a, 103b, and thus serve a large number of storage needs. In
this manner a large enterprise can be served by a single storage pool 1101
providing both individual storage dedicated to each workstation in the
enterprise as well as shared storage across the enterprise. Further, an enterprise
may implement multiple LDADs 103a, 103b and/or multiple storage pools
1101to provide a virtually limitless storage capability. Logically, therefore, the
virtual storage system in accordance with the present description offers great
flexibility in configuration and access.

[0039] Fig. 2 is a schematic illustration of an exemplary storage

network 200 that may be used to implement a storage pool such as storage pool
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1101to provide a virtually limitless storage capability. Logically, therefore,
the virtual storage system in accordance with the present description
offers great flexibility in configuration and access. [0039] Fig. 2 is a

schematic illustration of an exemplary storage network 200 that may be
11(se PORERIARMATK HOPLGRTPBHRSE ch RIS MY sHoiade %U&&b%%-ilob,

110. Storage network 200 comprises a plurality of storage cells 210a,
2100060 restedobyi ec ey enieatiou nriavionk rktdorte1ayseelisy @ edis210Db,
210a, 210b, 210c may be implemented as one or more communicatively

2 annegtdask Siofdemetienicas dnseonplassestoragridRdtioslipnconiestied storage
STORAGEWORKS line of storage devices commercially available form

AV RWIET-EREKRIR G RIICASi R M IRIECHECSTARKRAEWORKS line of

Communication network 212 may be implemented as a private, dedicated

s IS St A A AIRBIE e BAEPAdE corporation of

implemented using public communication networks pursuant to a suitable
A AN OB s CATRE WIEA 0 BRI TSy B P ISR ted
Interface (ISCSI) protocol. [0040] Client computers 214a, 214b, 214c may
asagquévattorde@dicund ReL¥orkiouc 39c ety igtoShaael 45 Srawitching
216, 220. Clients 214a, 214b, 214c may be connected to file server 216
fabniectly Alteazinelyyoo?tiersuasf asomhnazicAtien Netwveokk LAN) omay be
Wide Area Network (WAN). The number of storage cells 210a, 210D,

communication protocol such as, e.g., the Internet Small Computer Serial
Interface (iISCSI) protocol.

[0040] Client computers 214a, 214b, 214c may access storage cells
210a, 210b, 210c through a host, such as servers 216, 220. Clients 214a, 214b,
214c may be connected to file server 216 directly, or via a network 218 such as
a Local Area Network (LAN) or a Wide Area Network (WAN). The number of
storage cells 210a, 210b, 210c that can be included in any storage network is
limited primarily by the connectivity implemented in the communication
network 212. By way of example, a switching fabric comprising a single FC
switch can interconnect 256 or more ports, providing a possibility of hundreds
of storage cells 210a, 210b, 210c in a single storage network.

[0041] Hosts 216, 220 are typically implemented as server computers.

Fig. 3 is a schematic illustration of an exemplary computing device 330 that

can be utilized to implement a host. Computing device 330 includes one or
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network 212. By way of example, a switching fabric comprising a single
FC switch can interconnect 256 or more ports, providing a possibility of
hundreds of storage cells 2 1 Oa, 2 1 Ob, 2 1 Oc in a single storage

network. [0041] Hosts 216, 220 are typically implemented as server
m@é@rﬁ)’ﬂ‘é@%ﬁ@@@‘é@éﬁ&ﬂ&ﬂéﬂﬁﬁié‘t@ﬁ%ﬁ‘@f@%}éﬁ%ﬂcéﬁﬁbétm& 336

device 330 that can be utilized to implement a host. Computing device
th3Boanplesesting o RYISIEP0REIRFode D tanbiel peding d56rsystero ca’sziaty Ludixé to
332, a system memory 334, and a bus 336 that couples various system

proesweonedsYindindingsi3s 6 ysinesenenny SdisrespaagsofsSadtall hges of
bus 336 represents one or more of any of several types of bus structures,

buSSHEIdrRTRIDRIAY'R %éﬁWBﬁ%%}t?ﬂQﬁﬁonﬁFﬁW@Pbé‘ﬁeﬂﬁheral bus,

accelerated graphics port, and a processor or local bus using any of a

o) S A AP Bt Sl 1@%@%&%@%%@%&& LY R 0Rey

|n ut/output systeméTIOS) 342, contalnln ic routines that help to
Ofy BuSraFCTHIB R EDN éi@/éé(ﬁt%'iﬂnﬁa?f@%{t R@Hﬁ'ﬁa OBYoNEERTY

as during start-up, is stored in ROM 338. [0042] Computing device 330
(ROAARrIR8Iwek Ehdemdricess eBmpfyr (RAdhg 3n ahddasitintsidoutput

hard disk (not shown), and may include a magnetic disk drive 346 for
systaaingBI@8 prei@yitewntainirgmdvebiasiagreitinebskii8 hatpl ao transfer
optical disk drive 350 for reading from or writing to a removable optical

inforndfd e dsen ClRMEN QURHIST iipatimg Havidee3Bersgisk s5\iring
344, magnetic disk drive 346, and optical dISk rive 350 are
start-up, is stored in ROM 338.

[0042] Computing device 330 further includes a hard disk drive 344 for
reading from and writing to a hard disk (not shown), and may include a
magnetic disk drive 346 for reading from and writing to a removable magnetic
disk 348, and an optical disk drive 350 for reading from or writing to a
removable optical disk 352 such as a CD ROM or other optical media. The
hard disk drive 344, magnetic disk drive 346, and optical disk drive 350 are
connected to the bus 336 by a SCSI interface 354 or some other appropriate
interface. The drives and their associated computer-readable media provide
nonvolatile storage of computer-readable instructions, data structures, program
modules and other data for computing device 330. Although the exemplary
environment described herein employs a hard disk, a removable magnetic disk

348 and a removable optical disk 352, other types of computer-readable media

such as magnetic cassettes, flash memory cards, digital video disks, random
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connected to the bus 336 by a SCSI interface 354 or some other
appropriate interface. The drives and their associated computer-readable
media provide nonvolatile storage of computer-readable instructions, data
structures, program modules and other data for co ap ting device 330.

aCARROIAMPEESAEMIMSY): Ead BRI ReRasisRn RO pisydkenEy also

disk, a removable magnetic disk 348 and a removable optical disk 352,

beotised typtte exennpbang cpesangeamednimeanh as magnetic cassettes,
flash memory cards, digital video disks, random 13 200402798-1 access

meotads (RAMshb@adfophpgramarieduROMay dadstoecikenmby akee disk

be used in the exemplary operating environment. [0043] A number of

342f°|9f NERHERSINBY PRI M ELIOBIDEHBIN 815K S R ANABRSIGRERKPAG an

optica dISk 352, ROM 338, or RAM 340, including an operatlng system

T e LT T MO O e R @am

user may er com SR brma loR

compulti deV|c 330 through input devices such as a ke board 366
madiy ﬁ?m?g?%e\ﬂﬁ FH IR AU BSviced (HOR'sHBRA)GH 3 a”
microphone, joystick, game pad, satellite dish, scanner, or the I|ke These

inforanatien inpla ceepRIting csvieet@Bto theopaiedaatt darigss sishighs a

an interface 370 that is coupled to the bus 336. A monitor 372 or other
kaybeantl 86 mddepomimglsieicsr888eddthtndipug 886Gives nohsbidane), may
such as a video adapter 374. [0044] Computing device 330 may operate

mﬂ ﬁgt?ﬁmggﬁi ?J]g?%!;éﬁ?%ﬁ;i@'&d" SRIRMGEIANhCsBARHRF, NPT the like.
These and other input devices are connected to the processing unit 332 through
an interface 370 that is coupled to the bus 336. A monitor 372 or other type of
display device is also connected to the bus 336 via an interface, such as a video
adapter 374.

[0044] Computing device 330 may operate in a networked environment
using logical connections to one or more remote computers, such as a remote
computer 376. The remote computer 376 may be a personal computer, a
server, a router, a network PC, a peer device or other common network node,
and typically includes many or all of the elements described above relative to
computing device 330, although only a memory storage device 378 has been
illustrated in Fig. 3. The logical connections depicted in Fig. 3 include a LAN
380 and a WAN 382.

[0045] When used in a LAN networking environment, computing device

330 is connected to the local network 380 through a network interface or
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computer 376. The remote computer 376 may be a personal computer, a
server, a router, a network PC, a peer device or other common network

node, and typically includes many or all of the elements described above
relative to computing device 330, altho%%h only a memory storage device

adgpieh 28 he MM sate i/ YION NEEAEH RS FEHAIETIBNS Aepekins dayice

3include a LAN 380 and a WAN 382. [0045] When usedina LAN
33tetipicaleninaludesnta congsleting 3wicer 3athes comanstediolo wrtabbiahing
network 380 through a network interface or 14 200402798-1 adapter 384.

cothamisgibimns 20\ Nheeivideking £ Métaome B8 Zosuihtiag thevieesidbt. The
typically includes a modem 386 or other means for establishing

mBAEHINYBEANRIHOVRY 1BE IMEPHAIES RRIMATA SRZsHItEL B REHEHIRE B 36 via

The modem 386, which may be internal or external, is connected to the

o R o T A R T AR mocures
portions thereof, maﬁl be stored in the remote memory _stora%(;:'g device. It

dERIFiSE dBHHIVREY e SRR REDHRetton S s IRGHPAR: Besrbiamay be

and other means of establishing a communications link between the
steafpitdhs ety el Bemquos8)agstgevies 2208 iy Prlappraekteddpetrthe
hardware and software to enable a connection to communication network

ne2War K oo nnactiotiosiovwao am wxiealdaryeand st B2 mieanb e frestapihistring a
optical coupling or more conventional conductive cabling depending on

coffrRARENIGH? 1RaUBBRRRIS the () de bgdmplemented as a
plug-in card on computing device 330.

[0046] Hosts 216, 220 may include host adapter hardware and software
to enable a connection to communication network 212. The connection to
communication network 212 may be through an optical coupling or more
conventional conductive cabling depending on the bandwidth requirements. A
host adapter may be implemented as a plug-in card on computing device 330.
Hosts 216, 220 may implement any number of host adapters to provide as
many connections to communication network 212 as the hardware and
software support.

[0047] Generally, the data processors of computing device 330 are
programmed by means of instructions stored at different times in the various
computer-readable storage media of the computer. Programs and operating

systems may distributed, for example, on floppy disks, CD-ROMs, or

electronically, and are installed or loaded into the secondary memory of a
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Hosts 216, 220 may implement any number of host adapters to provide as
many connections to communication network 212 as the hardware and
software support. [0047] Generally, the data processors of computing
device 330 are programmed by means of instructions stored at different

CORTHUEER thRt/8XERI4TIRBMIbGH REARAISIAERolaRferh SdidcaptHeathhyueto the

Programs and operating systems may distributed, for example, on floppy
cafigisieCPERIONIR, eleaiettromeaionand are installed or loaded into the
secondary memory of a 15 200402798-1 computer. At execution, the

progoasys areiiparidaasdrastary illivtiatioih e f conaxeiapsapyiimpfementation

electronic memory. [0048] Fig. 4 is a schematic illustration of an

of?d‘%fBFHQéyéﬁPm?ﬁéWﬁéy Peaster w%ﬁéﬁ%ﬂfﬂ%ﬁﬁgé@@eﬂsﬁ%%s 210a,

implemént a storage cell such as 210a, 210b, or 210c. Referring to Fig. 4,

rage 40Q,includes twa Network Storage Controllers (NSCs), als
A, R SR L PO PR ARt ReRuonk
operatigns and the transfer of data to and from one or more disk drives
Stara40G0He s 104> 4 Ebnateay TBEENES i st Shs PRRY.iRAAFa eRg thiPa.
a microprocessor 416a, 416b, and memory 418a, 418b. Each NSC 410a,
Aiotwintnage theao persitiansasd gbetsransier of giata 1ovndfaentane or more
provide an interface to a host, i.e., through a communication network such

digle drisrestdiog4aprioN®GCs Fiboa, CHameldmnplemeplatientdtbat adagtar cards
ports 412a, 412b, 414a, 414b may be implemented as FC N_Ports. Each

haVesh a8l anierittcédtn 418D, 4148, 4hAPHEmGELS I3 lomBRNdEach NSC
interface with a switching

410a, 410b includes dual host adapter ports 412a, 414a, 412b, 414b that
provide an interface to a host, i.e., through a communication network such as a
switching fabric. In a Fibre Channel implementation, host adapter ports 412a,
412D, 414a, 414b may be implemented as FC N_Ports. Each host adapter port
412a, 412b, 414a, 414b manages the login and interface with a switching
fabric, and is assigned a fabric-unique port ID in the login process. The
architecture illustrated in Fig. 4 provides a fully-redundant storage cell; only a
single NSC is required to implement a storage cell.

[0049] Each NSC 410a, 410b further includes a communication port
428a, 428b that enables a communication connection 438 between the NSCs
410a, 410b. The communication connection 438 may be implemented as a FC

point-to-point connection, or pursuant to any other suitable communication

protocol.
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fabric, and is assigned a fabric-unique port ID in the login process. The
architecture illustrated in Fig. 4 provides a fully-redundant storage cell,
only a single NSC is required to implement a storage cell. [0049] Each
NSC 410a, 410b further includes a commun_icationgort 428a, 428b that

endifalla chmAlnR4RIBR éonn BRI B dMIfe NEE3, AHY 4fEer

~ The communication connection 438 may be implemented as a FC
inphide-te ploiradl dyrofekilear, ChaunsliAvbitraied dithep {HtMle) qaonin dadawAba,
protocol. 16 200402798-1 [0050] In an exemplary implementation, NSCs

4201428 0hHatr thetploniade amlurdin of dohenGitisaniehAdutiateddwowith a
(FCAL) ports 420a-426a, 420b-426b that implement an FCAL

plGPATY 8F§Hﬂ‘3%°@é@?éi§§“ Wi 3rPAYRlY BsRIIAYEIBCS49.9- ViR She

of disk drives 440, 442. Whilethe illustrated embodiment implement

e R e RS AR TR G o St op sk
440, 442 may he implemented usir%‘gdother communication protocols. For |

drivesdidte, %zefttﬂé{ bR HEJArLBRAJNRLIOR, COMMUMAEANAR GabrecHPR With

small computer serial interface (SCSI) connection may be used. [0051] In
arepsr gl shiskher viesa) c4A3dmay ks idel ipented Mairgoditiek cammpyrigation
442 may be added to the storage pool 110. When an application requires
pretocgs. cdpaceyample,imathectithes am sHGALcoomfigarat Rih estd@iswatching
LUN from storage capacity available on the arrays of disk drives 440, 442
faBVRIGPIESM AR PIRER SSPTAgR AR (BHSTP ARPTaaRIe tHidiRbgsayse
a
[0051] In operation, the storage capacity provided by the arrays of disk
drives 440, 442 may be added to the storage pool 110. When an application
requires storage capacity, logic instructions on a host computer 128 establish a
LUN from storage capacity available on the arrays of disk drives 440, 442
available in one or more storage sites. It will be appreciated that, because a
LUN is a logical unit, not necessarily a physical unit, the physical storage space
that constitutes the LUN may be distributed across multiple storage cells. Data
for the application is stored on one or more LUNSs in the storage network. An
application that needs to access the data queries a host computer, which
retrieves the data from the LUN and forwards the data to the application.
[0052] One or more of the storage cells 210a, 210b, 210c in the storage
network 200 may implement RAID-based storage. RAID (Redundant Array of

Independent Disks) storage systems are disk array systems in which part of the

physical storage capacity is used to store redundant data. RAID systems are
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LUN is a logical unit, not necessarily a physical unit, the physical storage

space that constitutes the LUN may be distributed across multiple storage

cells. Data for the application is stored on one or more LUNSs in the

storage network. An application that needs to access the data queries a
WHE@:'gbrﬁBGEéF,t%Ii%ﬂ AStriNR sthes bt FaHE EHe 8NN eHRIBE dndr  the

data to the application. [0052] One or more of the storage cells 21 Oa, 2 1
acomymL BAIRthe AtoREEDNEvasahtectunayifmpletitintarrayD-pateo that is

storage. RAID (Redundant Array of Independent Disks) storage systems

configlisékdawaheystams reauinighnesrt oSihee nhissigadisitengr: cCRpagiltysnot a
used to store redundant data. RAID systems are 17 200402798-1 typically

reBARFIEAFaHRE RS RANDAFNESTHER DRTUBCFARH ARSI oRACHPWRID
RAID. A RAID 0 architecture is a disk array system that is configured

sy ut any redundancy. Since this architecture is really not a redundant
Y3te |§écture, RAID 0 is often omitted from a discussion of RAID systems.

[O(ﬁaﬁ%A RAID | architecture involves stora%
to

\ disks configured according
M reddindAL). GrighhahHasUEstHwY ?Mi%son%%é%f QiSks a5@nHgured

duplicate copy of the data is kept on separate disks. The RAID 2 through
acRANHIE) decAHER red emdaney eagitpal gatadd shokact eroeagsepef disks and
particular interest, a RAID 5 system distributes data and parity
a thiptivateo ooy asks thepdiatality &bpteodisieparateicibiksthd Hsky/a® dvidexligh
into equally sized address areas referred to as "blocks". A set of blocks

Rfi’é‘l?g‘ §6§{%Btﬁ't§5thh@§ '?aﬂl"i’rﬁ?@l%mﬁi%%@qf&ﬁ%f@diﬁeﬁ&fégé?fﬁﬁﬁéﬂiéﬁIar
pes". In RAID 5, each stripe has

interest, a RAID 5 system distributes data and parity information across a
plurality of the disks. Typically, the disks are divided into equally sized address
areas referred to as "blocks". A set of blocks from each disk that have the same
unit address ranges are referred to as "stripes”. In RAID 5, each stripe has N
blocks of data and one parity block, which contains redundant information for
the data in the N blocks.

[0054] In RAID 5, the parity block is cycled across different disks from
stripe-to-stripe. For example, in a RAID 5 system having five disks, the parity
block for the first stripe might be on the fifth disk; the parity block for the
second stripe might be on the fourth disk; the parity block for the third stripe
might be on the third disk; and so on. The parity block for succeeding stripes

typically "precesses" around the disk drives in a helical pattern (although other

patterns are possible). RAID 2 through RAID 4 architectures differ from RAID
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blocks of data and one parity block, which contains redundant information
for the data in the N blocks. [0054] In RAID 5, the parity block is cycled
across different disks from stripe-to -stripe. For example, in a RAID 5
system having five disks, the parity block for the first stripe might be on

5 {Acith theX R paonp BibBIaFS e PaBky il agh R HigHi18kSon khe RaTHEHar

disk; the parity block for the third stripe might be on the third disk; and so
RAMDTtesparitplbroertist susctutpetemipes typically "precesses” around
the disk drives in a helical pattern (although other patterns are possible).

RAGDS5hroR) BAIRstratehiseckxaasiiist fiem AR pF8seAedaT 984 BUN

in how they compute and place the parity block on the disks. The

11Plg4! W&'éﬁéﬂjﬂﬂ@?ﬁﬁ ErifeRRkIBIROT A ERRRSA lr:(%z%ré:sentatjon is

illustrates an exempla representation of a LUN"112a, 112b In

one exemplary implementation. A .memagry.representation is esse %y
eSREAANY S URRL Sl 15 W A A Bl RS T DRR Gb Netod 102
that enables translation of a request expressed in terms of a logjcal block

410 HRRs RS SEANHtosLeh 2 E8queE L SXRIBs eI EEERS Phdolggical block
read/write command addressed to a particular portion of a physical disk
adghiessshdBA) lim bestesusd, apbogt Ardhitapictendsehigtidniaiesaaendigvrite

small enough to fit into a reasonable amount of memory so that it can be
coeaniinchaderssddritopaatitculaithontioimed aphgviealidiskerive pagedhdisk

memory representation into and out of the NSC's memory. [0056] The
drileman; e eseMaHhy pesrEertB R ENANRF RashdH-MNough to fit into a
reasonable amount of memory so that it can be readily accessed in operation
with minimal or no requirement to page the memory representation into and
out of the NSC's memory.

[0056] The memory representation described herein enables each LUN
112a, 112b to implement from 1Mbyte to 2TByte in storage capacity. Larger
storage capacities per LUN 112a, 112b are contemplated. For purposes of
illustration a 2Terabyte maximum is used in this description. Further, the
memory representation enables each LUN 112a, 112b to be defined with any
type of RAID data protection, including multi-level RAID protection, as well
as supporting no redundancy at all. Moreover, multiple types of RAID data
protection may be implemented within a single LUN 112a, 112b such that a
first range of logical disk addresses (LDASs) correspond to unprotected data,

and a second set of LDAs within the same LUN 112a, 112b implement RAID 5

protection. Hence, the data structures implementing the memory representation
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112a, 112b to implement from IMbyte to 2TByte in storage capacity.
Larger storage capacities per LUN 112a, 112b are contemplated. For
purposes of illustration a 2Terabyte maximum is used in this description.
Further the memory representation enables each LUN 112a, 112b to be

mygiihed! friRlarp Banellsririgivraiaty. df%?@é'ﬂ@l‘\e’?ﬁéiﬂfﬂ?r@%%] MdlRa dl2b

protection, as well as supporting no redundancy at all. Moreover, multiple
daypgeduRrEIEXdasal erdatatkiruaiagebe implemented within a single LUN
112a, 112b such that a first range of logical disk addresses (LDAS)

cofpesIdnd o parpisttentedpasd, tranchensesp rehseicpfativhsshitivin theig. 5 is
same LUN 112a, 112b implement RAID 5 protection. Hence, the data

mafHH&IHERSI HﬁH@ﬁEDWQ)@%F%%HM@quﬁ%tai'PEbl&e%&%Q&?%?einB&lﬁre
be flexible to handle this variety, yet efficient such that LUNs 112a, 112b

A s A L s R A b e A

memoryr pre ation shown'i IS Mmaintained in
each LUN 112a, 112b described herelnb fore. The memory
thee SHSLEMAR3AOMERIRIRL ISP BNer 33 t sz‘iQQé@nf@é%%@%% obtain a
system reads metadata contained in the quorum space 113 to obtain a
paiBtAtdiodh eseEpSHcHAghE LD MRS Cthpeekinwes thd & PDMISCaAd oads
loads an level 2 map (L2ZMAP) 501. This is performed for every LUN

anllekee] 21 Aimp LR MighkPN 50dinarkis s npeido riimisdifouldvargul o el 12w a2b,
LUN 112a, 112b was created, after which the memory representation will

altSUGHIRBRINAR Setkifsh IAPSRIChIOYER! A RRIAGIREGNMARE 2112b
LDA specified in a request

was created, after which the memory representation will live in memory as it is

used.

[0058] A logical disk mapping layer maps a LDA specified in a request
to a specific RStore as well as an offset within the RStore. Referring to the
embodiment shown in Fig. 5, a LUN may be implemented using an L2ZMAP
501, an LMAP 503, and a redundancy set descriptor (RSD) 505 as the primary
structures for mapping a logical disk address to physical storage location(s)
represented by an address. The mapping structures shown in Fig. 5 are
implemented for each LUN 112a, 112b. A single L2ZMAP handles the entire
LUN 112a, 112b. Each LUN 112a, 112b is represented by multiple LMAPs
503 where the particular number of LMAPs 503 depend on the actual address
space that is allocated at any given time. RSDs 505 also exist only for

allocated storage space. Using this split directory approach, a large storage

volume that is sparsely populated with allocated storage, the structure shown in
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to a specific RStore as well as an offset within the RStore. Referring to the

embodiment shown in Fig. 5, a LUN may be implemented using an

L2MAP 501, an LMAP 503, and a redundancy set descriptor (RSD) 505

as the primary. structures for mapping a logical disk address to physical
Figioragifbeiaibhy(siepEpreisntdld byl Kicalgdreiaradfe WhHBing Smiaings data

shown in Fig. 5 are implemented for each LUN 112a, 112b. A single
StiLRNuAES aihdred ItaatedtisoragiN 112a, 112b. Each LUN 112a, 112b is

represented by multiple LMAPs 503 where the particular number of

LMia¢s0$03 10epene G0 thénatidekaddpbsaligacs thatrisailohatedeathnyntry
given time. RSDs 505 also exist only for allocated storage space. Using

refiHssERtY Q@%ﬁg Y RRBERES B ISP LIF LY UGN 35 SPESBE Mherefore,
populated with allocated storage, the structuré shown in 20 200402798-1

LR PR R D T TR AR iy e

of entries where each entry represents 2Gbyte of address space. For a
Paﬂ*wiéﬁﬁﬁﬂf‘lﬁlﬁa, BaGHe et &TEe INCHIdA Slais 1l e TRRILON0F @%ﬂ@ﬁ&g to
cover the entire address space in the particular example. Each entry may
thislotesnarsing2fziide crsiopegriirio attie tieie speptrRrpPBHpE: bMAP

storage, and a pointer a corresponding LMAP descriptor 503. The state
desdoipterti® and Tunstataréndoiynatiah vameh poénteorexsponklingafi@ bydeenf the
address space have been allocated, hence, some entries in LZMAP 501

coMbdpR SRy 2eHYRIIGIN saansarpikalionsd0pssH TR asdeshdarge some
represented by each entry in LMAP 503, is
entries in LZMAP 501 will be empty or invalid in many applications.

[0060] The address range represented by each entry in LMAP 503, is
referred to as the logical disk address allocation unit (LDAAU). In the
particular implementation, the LDAAU is 1MByte. An entry is created in
LMAP 503 for each allocated LDAAU irrespective of the actual utilization of
storage within the LDAAU. In other words, a LUN 102 can grow or shrink in
size in increments of 1Mbyte. The LDAAU is represents the granularity with
which address space within a LUN 112a, 112b can be allocated to a particular
storage task.

[0061] An LMAP 503 exists only for each 2Gbyte increment of
allocated address space. If less than 2Gbyte of storage are used in a particular
LUN 112a, 112b, only one LMAP 503 is required, whereas, if 2Tbyte of

storage is used, 1024 LMAPs 503 will exist. Each LMAP 503 includes a

plurality of entries where each entry optionally corresponds to a redundancy
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referred to as the logical disk address allocation unit (LDAAU). In the
particular implementation, the LDAAU is IMByte. An entry is created in
LMAP 503 for each allocated LDAAU irrespective of the actual utilization
of storage within the LDAAU. In other words, a LUN 102 can grow or

seghnRik kR 3EE)In MErBektd bRmaiRaicingical ARI 153k sreauadrmalogous

granularity with which address space within a LUN 1123, 112b can be
tosllOSHtEd itbthphysital dnonate-zidk [0@6itgisa L digkPpaotmases anlRfdere.
each 2Gbhyte increment of allocated address space. If less than 2Gbyte of

Instoisge arkeeshiodimearticaaREBE 14 2alddighl anly ofiestdvidye Bk ispans
required, whereas, if 2Tbyte of storage is used, 1024 LMAPs 503 will

mEXigieEPSEBMARPIRHIEMERE 2 RMEIBHOLARITISE YRS BrBRBAYY Entire

optionally corresponds to a redundancy 21 200402798-1 segment

RS Wl AR R B S A et

. In a particular embodiment, an RSEG is a |ogical unit of storage tha

B RETHR e BSECES T RIEI b1 B OARSLIGYRIGH JUk pRscrRACe
Entire RSEGs within an RStore are bound to contiguous LDAs in a

fopregguentiahprskensatibie nesirabladpatjepeatiyel opdierpihRphfziciiom an
disk performance for sequential transfers, it is desirable to adjacently
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to maintain physical contiguity. If, however, physical resources become

I SEREvEr S BRAICFaTRAELEEREAE BaE&SiTeryHriPieesERFto spread
disjoint areas of a LUN 102. The logical disk

RSEGs from RStores across disjoint areas of a LUN 102. The logical disk

address specified in a request 501 selects a particular entry within LMAP 503

corresponding to a particular RSEG that in turn corresponds to 1Mbyte address

space allocated to the particular RSEG#. Each LMAP entry also includes state

information about the particular RSEG, and an RSD pointer.

[0062] Optionally, the RSEG#s may be omitted, which results in the
RStore itself being the smallest atomic logical unit that can be allocated.
Omission of the RSEG# decreases the size of the LMAP entries and allows the
memory representation of a LUN 102 to demand fewer memory resources per
MByte of storage. Alternatively, the RSEG size can be increased, rather than
omitting the concept of RSEGs altogether, which also decreases demand for
memory resources at the expense of decreased granularity of the atomic logical

unit of storage. The RSEG size in proportion to the RStore can, therefore, be

changed to meet the needs of a particular application.
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address specified in a request 501 selects a particular entry within LMAP
503 corresponding to a particular RSEG that in turn corresponds to
IMbyte address space allocated to the particular RSEG#. Each LMAP
entry also includes state information about the particular RSEQ and an

R$PEdinter 160BI D MVAIY POIRIE GusRAGL I6e RAthte®wHIgh contains

results in the RStore itself being the smallest atomic logical unit that can
mptadalecdesdridngdhieRStaie RSE@eIHr cmeespending RO magts. As
entries and allows the memory representation of a LUN 102 to demand

shigwerimetioery, resoRSES peylubiiByte retisindagey Atarativetysdhe idBETSSS)
size can be increased, rather than omitting the concept of RSEGs
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expense of decreased granularity of atomic logical unit of Storage.
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in Fig. 5, the RSD includes a redundancy storage set selector (RSSS)
merat igenedisaldyredaiad anelestivagéndetTREG) iddesrcagdrine phyadcal data
member selection, and RAID information. The physical member selection
pristesentifilany libhbidhmpleysarabdrivethe padtioy e FShtoee. EaehARSD also
information, or more generically data protection information, describes the

inBI0Ae3! AMampErastiaRIds ahdt rhiGAMPIRMENR PO Rarisetaiithin the

RStore. Each RSD also includes a number of fields that identify particular
drivRE CoPURBE IS eember selection that physically implement the

corresponding storage capacity. Each listed PSEG# corresponds to one of the
listed members in the physical member selection list of the RSSS. Any number
of PSEGs may be included, however, in a particular embodiment each RSEG is
implemented with between four and eight PSEGs, dictated by the RAID type
implemented by the RStore.

[0064] In operation, each request for storage access specifies a LUN
112a, 112b, and an address. A NSC such as NSC 410a, 410b maps the logical
drive specified to a particular LUN 112a, 112b, then loads the L2ZMAP 501 for
that LUN 102 into memory if it is not already present in memory. Preferably,
all of the LMAPs and RSDs for the LUN 102 are loaded into memory as well.
The LDA specified by the request is used to index into LZMAP 501, which in
turn points to a specific one of the LMAPs. The address specified in the

request is used to determine an offset into the specified LMAP such that a
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drives of the physical member selection that physically implement the
corresponding storage capacity. Each listed PSEG# corresponds to one of
the listed members in the physical member selection list of the RSSS.
Any number of PSEGs may be included, however, in a particular

SpeRifsairebe cah RYERSNSNAR IR il Yask-Braqibied raddress Egiaturned.
PSEGs, dictated by the RAID type implemented by the RStore. [0064] In

Oneertitto R H=CH risqlyaendy HierageraspesdisgelRifibs s lexaminezh ta identify
and an address. A NSC such as NSC 410a, 410b maps the logical drive

spepifidiPSEGS frartigrdanétdbeislahtHel il uthemlioadedine 2 kFhiddda that

that LUN 102 into memory if it is not already present in memory.
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memory as well. The LDA specified by the réquest is used to index into
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S ecifieg LMAP such that a 23 200402798-1 specific RSEG that
theb FUSh BRGSO oy TBRIeSPR L ANER QLGS RINGSE. Once the
RSEG# is known, the corresponding RSD is examined to identify specific
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enables a NSC 410a, 410b to generate drive specific commands to
ofesigess the everupking idadde imetiteioanderote L Ards ¢hdily2VapPeini¢tudes
set of PSEGs that must be accessed to implement a given storage

eﬁﬁ%%x@ﬂﬁ’kﬂ@%ﬁ%éﬁ%ﬁ%ﬁﬁﬁﬁ?ﬁ%éﬁ trbe ik hARe only a
regardless of size in an exemplary implementation. In other words, the
frAPoP S ange is actually allocated to a LUN 112a, 112b. It is
contemplated that variable size L2ZMAPs may be used, however such an
implementation would add complexity with little savings in memory. LMAP
segments consume 4 bytes per Mbyte of address space while RSDs consume 3
bytes per MB. Unlike the L2ZMAP, LMAP segments and RSDs exist only for
allocated address space.

[0066] Fig. 6 is a schematic illustration of data allocation in a virtualized
storage system. Referring to Fig. 6, a redundancy layer selects PSEGs 601
based on the desired protection and subject to NSC data organization rules, and
assembles them to create Redundant Stores (RStores). The set of PSEGs that
correspond to a particular redundant storage set are referred to as an "RStore".
Data protection rules may require that the PSEGs within an RStore are located

on separate disk drives, or within separate enclosure, or at different geographic

locations. Basic RAID-5 rules, for example, assume that striped data involve
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entries covering the entire 2Tbyte maximum address range even where

only a fraction of that range is actually allocated to a LUN 112a, 112b. It

is contemplated that variable size LZMAPs may be used, however such

an. implementation would add complexity with little savings in memory.
SUIRIA® aEgRteHsRRAUIRAE BThyees pEFAMSMY oSHHE RACE AEN RutRRMPrises

RSI)s consume 3 bytes per MB. Unlike the LZMAP, LMAP segments and
MRS GalytherredivnzasdyatiyierssfsiwcprgsmBanFRNtBIS ensurasiibaicthe

illustration of data allocation in a virtualized storage system. Referring to

PSHEGS afereclentiah o layerisetetiatRafshy 66dirddhsrtaoprthecdesiredteria, as

protection and subject to NSC data organization rules, and assembles

WEIEA IR 80k RGN AR elpbpmERSiGRrid e set of PSEGS that

correspond to a particular redundant storage set are referred to as an

"R tection requijre e PSE ithi
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or at different geographic locations. Basic RAID-5 rules, for example,

RS BRY-RS PR EEH NG BorEmems. (RaFsra) BsHewh I Fig. 6.

independent drives. However, since each drive comprises multiple _
EaBERSHGe Hedbigalicypragentst ®idlyré88ht vl dhgopyriapdsdrd thepacity

PSEGs are selected from drives that satisfy desired data protection
cansemadas aveltal datiorimglakslityrdknolf parfitynoate encadeoid0gsvilith RAID
RStores are allocated in their entirety to a specific LUN 102. RStores may

5 PR NARROHRI RS SCORIBNE SRerirs S& SEAM R il F&Sprise
RSEG in Fig. 6 presents only 80% of the physmai disk capacity

data on four PSEGs, and parity information on a fifth PSEG (not shown)

similar to RAID4 storage. The fifth PSEG does not contribute to the overall

storage capacity of the RStore, which appears to have four PSEGs from a

capacity standpoint. Across multiple RStores the parity will fall on various of

various drives so that RAID 5 protection is provided.

[0068] RStores are essentially a fixed quantity (8MByte in the examples)
of virtual address space. RStores consume from four to eight PSEGs in their
entirety depending on the data protection level. A striped RStore without
redundancy consumes 4 PSEGs (4-2048 KByte PSEGs =8MB), an RStore with
4+1 parity consumes 5 PSEGs and a mirrored RStore consumes eight PSEGs to
implement the 8Mbyte of virtual address space.

[0069] An RStore is analogous to a RAID disk set, differing in that it

comprises PSEGs rather than physical disks. An RStore is smaller than

conventional RAID storage volumes, and so a given LUN 102 will comprise
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consumed as a result of storing a chunk of parity data in accordance with
RAID 5 rules. When configured as a RAID 5 storage set, each RStore will
comprise data on four PSEGSs, and parity information on a fifth PSEG (not
shown)_similar to RAID4 storage. The fifth PSEG does not contribute to,

M HRIGRAOEES 88 ORRPRI LA HIBRS RA [ Aleragppeine Hugeryentional
PSEGs from a capacity standpoint. Across multiple RStores the panity

Syaliinfesll on various of various drives so that RAID 5 protection is provided.
[0068] RStores are essentially a fixed quantity (8MByte in the examples)

of N0oRe] adirésscopda@pRiddresacandussedosmiayr iie eiddéd® afecimoved
their entirety depending on the data protection level. A striped RStore

frofngNt LIBMHIRNSY FRASHIES AfkigSdAvelimERKeRi GtYBan be

an RStore with 4+1 parity consumes 5’ PSEGs and a mirrored"RStore

seORAT R Aot Y B SRl AT G e e

it comprises PSEGs rather.than physical disks. An RStore is smaller than
USh G AT S A S UG BN AL CARAGEN DDA 68 TRINING diives.

comprise 25 200402798-1 multiple RStores as opposed to a single RAID
Thigraigyatbnmed tatois eafesies teyaeaaisllppesdjavrlieante npialbrotatiempts

drives 405 may be added and removed from an LDAD 103 over time.
toAiriad diavesoneagivexisiinh dd2 oaerkss srepgloysioskdrives alripessible.

while removing drives means that existing data must be migrated from
THeS8XENsLEsbR tefiibanagits & drarieitai MR MRSl allocation of storage
represented by each LUN 102 such that the usage for a given logical disk on a
given physical disk is proportional to the contribution of that physical volume
to the total amount of physical storage available for allocation to a given
logical disk.

[0071] Existing RStores can be modified to use the new PSEGs by
copying data from one PSEG to another and then changing the data in the
appropriate RSD to indicate the new membership. Subsequent RStores that are
created in the RSS will use the new members automatically. Similarly, PSEGs
can be removed by copying data from populated PSEGs to empty PSEGs and
changing the data in LMAP 502 to reflect the new PSEG constituents of the
RSD. In this manner, the relationship between physical storage and logical

presentation of the storage can be continuously managed and updated to reflect

current storage environment in a manner that is invisible to users.
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This migration of data is referred to generally as "leveling"”. Leveling
attempts to spread data for a given LUN 102 over as many physical
drives as possible. The basic purpose of leveling is to distribute the
physical allocation of storage represented by each LUN 102 such that the

S ogical disk on a given physical disk is proportional to
the contribution of that physical volume to the total amount of physical
sty hvalrbinforaspechtidhaoygaren isogieafigiskedoda 1jremlsmmnt files
RStores can be modified to use the new PSEGs by copying data from

referecB SEG theredtheaaindrhediffeenyging tikesiaterin shepdiffericate GsjéLts.
to indicate the new membership. Subsequent RStores that are created in

ShBpdRPsteNibUsRing RN TNB SRR IO SRIBInS EaY il EhaFdefrfdits of
be removed by copying data from populated PSEGs to empty PSEGs and
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n'this"manner, the re hip between physical storage and
logical presentation of the storage can be continuously managed and .
PIGRRCRERPIol e AT FeF 3R EEER GHIRGR 10 Ao At chidnis the life of
invisible to users. 26 200402798-1 Snapdifference Files [0072] Inone
tha sphagd tferepsenvisic diifig e astrrigticn &t Ine fileserinppsl féseancesfiles
snapdifference files or snapdifference objects. Snapdifference files are
meytitesodelsggnesktb dombomamedgtinchaitivteaistiesef seappiimds Girel, other
capacity efficiency by sharing data with a successor and predecessor
SHASG FTERNERS® R e e Abitgada fed dfifeeRngopRdiertata through
time. Snapdifference files also capture all new data targeted at a LUN starting
at a point in time, until it is decided to deactivate the snapdifference, and start a
new one
[0073] Snapdifference files may be structured similar to snapshots.
Snapdifference may use metadata structures similar to the metadata structures
used in snapshots to enable snapshot files to share data with a predecessor LUN
when appropriate, but to contain unique or different data when the time of data
arrival occurs during the active period of a snapdifference. A successor
snapdifference can reference data in a predecessor snapdifference or
predecessor LUN via the same mechanism.
[0074] By way of example, assume LUN A is active until 1:00pm
September 12, 2004. Snapdifference 1 of LUN A is active from 1:00pm+ until
2:00pm September 12, 2004. Snapdifference 2 of LUN A is active from

2:00pm+ until 3:00pm September 12, 2004. Data in each of LUN A,
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the snapdifference) with time characteristics of log files. Snapdifference

files may also be used in combination with a base snapclone and other

snapdifferences to provide the ability to view different copies of data

through time. Snapdifference files also capture all new data targeted at a

Sriﬂ[?ﬂl'&@ﬁﬂ@ &@@ﬁéﬂﬁmtfﬁ@é?rﬂﬁﬁi?iﬁ@ﬂgﬁ%&%%é@ﬁ%@ﬁ@me virtual
snapdlfference, and start a new one [0073] Snapdifference files may be

metagledardndsxingr moeshagishoinastifietkifeedceantynssenigadiata that has

structures similar to the metadata structures used in snapshots to enable

cremgesh(tt files deasidaeigast withiadesddgossront Uskdy irmaafterntid@m to

but to contain unique or different data when the time of data arrival occurs

2:80pRe She aHARPRIICBARR BARPUIHET ANCAN ASUCSRESAITRARMTS 8BRS

can reference data in a predecessor snapdifference or predecessor LUN

oS D R 3t L RS SRR T vl otver

active from 1:00pm+ until 2:00pm September 12, 2004, Snapdifference 2
o IR RS SUBRRLTIE 81550 OT 1 B fopn e eiae £ esRsaUpsagh the
in each of LUN A, 27 200402798-1 Snapdlfference | and Snapdifference 2
ahewy peadessdetndexigahsheding Bitisghemadeies rthéxiag mstapdsee. So

SnapdIfference | contains unique data that has changed (at the
charsgegapirgrotitine iacexmairsairde-usadNfrany afver af: @lyan peio?: @6 phn00pm,

and shares all other data with LUN A. Snapdlfference 2 contains unique
skipaithaehas chagaed ftad alteidPOpmdatd: QPRSP apdsbepes alhathalrlier,
Snapdifference 2 and Snapdifference 1 and LUN A - view of data 3:00pm and
earlier. Alternatively, segmented time views Snapdifference 1 view of data
from 1:00pm to 2:00pm, or Snapdifference 2 view of data from 2:00pm to
3:00pm.

[0075] Hence, snapdifferences share similarities with log files in that
snapdifference files associate data with time (i.e., they collect new data from
time a to time b), while being structurally to a snapshot, (i.e., they have
characteristics of a snapshot, namely speed of data access and space efficiency
along with the ability to maintain changes over time).

[0076] By combining key snapshot characteristics and structure with a
the log file time model snapdifferences may be used to provide an always in

synch mirroring capability, time maintenance for data, straightforward space

efficient incremental backup and powerful instant recovery mechanisms.
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data with either snapdlfference | or LUN A. This data is accessed using

the above mentioned indexing, sharing bit scheme referred to as a snap

tree. So changes over time are maintained - LUN A view of data prior to

1 00pm, Snapdlfference | and LUN A view of data prior to 2:00pm and

77bnad§nﬁe7ed§eazsahar@a{gpmméﬁ\é@ [ eTatiaT Qlvia seragalata

3.00pm and earlier. Alternatively, segmented time views Snapdilfference |
arelutecitidattndooporedog raneprlidtasencer Blespd Refemuvwg2toidugoldatssource

from 2:00pm to 3:00pm. [0075] Hence, shapdlfferences share similarities

volitiméog filessinctpitcsnapal papotentlerrassatingle dady isth dipeeficrmalized
they collect new data from time a to time b), while being structurally to a

sn%t Rﬁ#@br(h‘goéﬂ?drﬁﬁ‘f?zeﬁ@{ tesistics of a snapshot, namely speed of

a access and space efficiency along With the ability to maintain
r time). [0076] By,combinin h tchar cterlstl
?‘ e> I(B 'ebtl)(hen%%del nap goénagc BESUS ﬁ) a
rowde an always in synch mirroring capablllty, tlme maintenance for
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_ instant recovery mechanisms. 28 200402798-1 [0077] Fig. 7 is a
is sgHBnfieard fighsewvealvetuaton b0 a Adveruaelizedisnepelene represents a

incorporating snapdifference files. Referring to Fig. 7, a source volume
polif-iis-tiomeecoloyacfniyectanecé2fo ihmehamie haammentrensdizgclone is split

shapclone or a postnormalized snapclone. [0078] As used herein, the
fréPRNthRrSHOFERAliBRN ARSI VMR RIS SatBGtnormalized snapclone is created at
a specific point in time, but a complete, separate copy of the data in the source
volume 710 is not completed until a later point in time.

[0079] A snapdifference file is created and activated at a particular point
in time, and subsequently all I/O operations that affect data in the source
volume 710 are copied contemporaneously to the active snapdifference file.
At a desired point in time or when a particular threshold is reached (e.g., when
a snapdifference file reaches a predetermined size), the snapdifference file may
be closed and another snapdifference file may be activated. After a
snapdifference file 730, 732, 734 has been inactivated it may be merged into
the snapclone 720. In addition, snapdifference files may be backed up to a tape
drive such as tape drive 742, 744, 746.

[0080] In one implementation, a snapdifference file is created and

activated contemporaneous with the creation of a snapclone such as snapclone

29 200402798-1



snapclone that synchronizes with the source volume 710 before the
shapclone is split from the source volume 710. A prenormalized
shapclone represents a point-in-time copy of the source volume at the
moment the snapclone is split from the source volume. By contrast

738bsthéinoRrat A SiisRE s reReratvalupicifith it PRIRE, @ufhg active

complete, separate copy of the data in the source volume 7 10 is not
snepatijbfetedoertiiles saueh poRnapdiffere[0@70]en/Sapdifference file is created
and activated at a particular point in time, and subsequently all 1/0

opesons Batpdifhirdate irfilles seilicdeveiupieindd ane gapird detail with
contemporaneously to the active snapdlfference file. At a desired point in

reféReneE When 2 Bariifgdaoershald isifRactrd4e-&igvieand Figs. 9a-9b are

snapdlfference file reaches a predetermined size), the snapdlfference file
ay_he ¢losed and angther snapdlfference file_may.be activated. After a .
sl SR A S A, S e AL fine
into the snapclone 720. In addition, snapdlfference files may be backed
brigfhe 10 e irieifcHRRIEHRNHRN A B1emany, ianBigbiGh Fpdifrerence
implementation, a snapdifference file is created and activated
filesrhegipdiare:tag eakidl isie Wadtiabte3Cs epicione asuatray ehdptacieiegires
200402798-1 720. 1/0 operations directed to source volume 710 are

thabpieghso dhplaciivey sifapsljftalediskiiatsudhccksnuDEBspnohfte 188y be
[0081] Snapdifference files will be explained in greater detail with

nURTBEREPEsER frdtial 5195 e St ID sty rigssBe-13; Fig. 8adNriosEfendk DSB

are schematic illustrations of memory maps for snapdlfference files.
inE‘iﬁB@J&"h‘J pointer to an LMAP, pointers to the predecessor and successor
LDSB. The LMAP pointer points to an LMAP mapping data structure, which,
as described above, ultimately maps to a PSEG (or to a disk in a non-
virtualized system). The predecessor and successor LDSB fields are used to
track the base snapclone and its related snapdifferences. The base snapclone is
represented by the LDSB that has no predecessor, and the active snapdifference
Is represented by the LDSB that has no successor.

[0082] Fig. 9a illustrates a memory mapping for a snapdifference file in
which the sharing bits of the RSD are set. Hence, the LMAP 910 structure
which represents a snapdifference maps an RSD 915, which in turn map to a
predecessor snapdifference or a base snapclone represented by LMAP 920 of a
different data structure. This indicates that LMAP 910 is a successor of LMAP

920 and shares its data with LMAP 920. The LMAP 920 maps to an RSD 925,

which in turn maps to an RSS 930, which maps to physical disk space 935 (or
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briefly to Fig. 8, in one implementation a memory mapping for
snapdlfference files begins in a logical disk unit table 800, which is an
array of data structures that maps a plurality of logical disk state blocks
(LDSBSs), which may be numbered sequentially, i.e., LDSBO, LDSBI . . .
to BEE®N. Ehéh YINGR!I76E U058 H MR an TMABDLJIEIFSIRS the memory
predecessor and successor LDSB. The LMAP pointer points to an LMAP
mapgpinod asandifliecenehicHe is \Wbschilbteel Hissiurg bitisnafdlyeniiHs @ranot
PSEG (or to a disk in a non- virtualized system). The predecessor and

sesureesabidiDShiekimaie. uTer tbMrackdbe hags soantiReDYEEsvhich in
related snapdlfferences. The base snapclone is represented by the LDSB

tu%%%§§ tP %Wfﬂ&%@gtt&w@wﬁ&m%&& W?‘?QW@GS
the LDSB that has no successor. [0082] Fig. 9a illustrates a memory
inrg?ﬁﬁin i]‘z%rqas§nra dlfference file in which the sharing bits of the RSD are
'R ce, the &ﬁ@iﬂn fucture which represents a snapdlfference
mias an RSD 915, which in turn map tg a predecessor snapdlfference or
a

Q83 nadcighe trb3etd dloVnABaBaBs o IHHRIRHPHaaR FHANS. I
This indicates that LMAP 910 is a successor of LMAP 920 and shares its
exganphaith makedRdor reating Iredingdionan REING240, wiidhmetging a
maps to an RSS 930, which maps to physical disk space 935 (or 30
snapaderendel toeBiSEctivclya virtualizee stoligwisigstelrpcriigid illusidtesbe

a memory mapping for a snapdlfference file in which the sharing bits of

uriBEr Sty arRNehcsehblbek WNtAR AARERRAAtStARI N A BrRPLOMMBRSIP0RR of
RSD 955, which in turn maps to an RSS 960, which maps to physical disk
bIBRRSTroRR (ﬁBWcﬁaQ'r?ﬁlsustrations, can be implemented by computer program
Instructions. These computer program instructions may be loaded onto a
computer or other programmable apparatus to produce a machine, such that the
instructions that execute on a processor or other programmable apparatus create
means for implementing the functions specified in the flowchart block or
blocks. These computer program instructions may also be stored in a computer-
readable memory that can direct a computer or other programmable apparatus
to function in a particular manner, such that the instructions stored in the
computer-readable memory produce an article of manufacture including
instruction means which implement the function specified in the flowchart
block or blocks. The computer program instructions may also be loaded onto a
computer or other programmable apparatus to cause a series of operational

steps to be performed in the computer or on other programmable apparatus to

produce a computer implemented process such that the instructions which
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in a virtualized storage system). [0083] Figs. 10-13 are flow diagrams
illustration operations in exemplary methods for creating, reading from,
writing to, and merging a snapdlfference, respectively. In the following
description, it will be understood that each block of the flowchart

eXAG4tRaNE16 RABBIBIM AT RIBRT RAMA ARSI SRRARIUR LNRMdH SteRR for
be implemented by computer program instructions. These computer

inplegranting e fionstinay spetsticd drotite Howvmigiitetosk sthblocks.

programmable apparatus to produce a machine, such that the

in§oosdPns Neuoranylig oblagkocessorher difeevghagraiiosakigarpasapport
create means for implementing the functions specified in the flowchart

cafikioROCkT THRIRCOMPUIGIPIORARY NTHUCIORT aY afithBAGHSednd

in a computer- readable memory that candirect a computer or other
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instructions may also be loaded onto a computer or other programmable
blaplsariruseoftavebastslisiratiopsrsaonbe sraplstacnéetebirspedial pigrpose
computer or on other programmable apparatus to produce a computer

hardplersdrdsetipcocesststcysterhthevinistiuptcfiosrittioh S3e2{f0DFaa8tibns or
execute on the computer or other programmable apparatus provide steps

stégé, IGRISMBHHIb HCOISSHARP RO drdhariamanashpatr idtoekns.
[0084] Accordingly, blocks of the flowchart illustrations support

[0085] Fig. 10 is a flowchart illustrating operations in an exemplary
method for creating a snapdifference file. The operations of Fig. 10 may be
executed in a suitable processor such as, e.g., an array controller in a storage
system, in response to receiving a request to create a snapdifference file.
Referring to Fig. 10, at operation 1010 a new LDSB is created representing the
new snapdifference. Referring again to Fig. 8, and assuming that LDSB 0
through LDSB 3 have been allocated, operation 1010 creates a new LDSB,
which is numbered LDSB 4. At operations 1015-1020 the LDSB successor
pointers are traversed beginning at the LDSB for the snapclone until a null
successor pointer is encountered. When a null successor pointer is encountered
the null pointer is reset to point to the newly created LDSB (operation 1025).
Hence, in the scenario depicted in Fig. 8, the successor pointers are traversed

from LDSB 0 to LDSB2, to LDSB3, which has a null successor pointer.

Operation 1025 resets the successor pointer in LDSB 3 to point to LDSBA4.
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combinations of means for performing the specified functions and
combinations of steps for performing the specified functions. It will also be
understood that each block of the flowchart illustrations, and combinations
of blocks in the flowchart illustrations, can be implemented by special

Conimad J8en fersasdbapsrrtom a0 sysiwhishitiB P praesass i Poaiskied the
functions or steps, or combinations of special purpose hardware and

neswrb P& inseliclioribe [OUBEY FEidlepicted frotvighdlt ihequratiagesperrawinter of
in an exemplary method for creating a snapdlfference file. The operations

LOEB® 19 seaxdoixeate B Suitdhie groraises sfidhigs.16. gomfiigaiayhe
controller in a storage system, in response to receiving a request to

hiEf?—?é@e? aaBPAHB SIChE!SnaREIREIBAdE file: PheiGREFAR0RIPA] mAs¥Ing

DSB is created representing the new snapdlfference. Referring again'to

(e VO AR 38 R, P! WRSTan IR BT e

operations 1015-1020 the LDSB successor pointers are traversed
P%E@’im%na%?ﬁefﬁﬁi@é YSHRHE ASRRTRIODRIY 6 2PR¥Bssor pointer is

encountered. When a null successor pointer is encountered the null
polAE§6} rebég tolpoint do tiaaviebany dleatexlind SPeesErasion 1@psxemplary
Hence, in the scenario depicted in Fig. 8, the successor pointers are

mbtinezrfed geoforniifdg R4d bp&dtiank iIhRH1S& indnatehastanutilizes one or
successor pointer. Operation 1025 resets the successor pointer in LDSB

mar® BAPLPrbfaRdS iR, 2ORARA IR L& ol ienPapeestiSrPRABIA read
1030, in which the predecessor pointer of the new LDSB is set. In the

redEEORHO ASRITIES ' §'9-4 ARe AraYeEsroiRP e, Ltorage system. In an
exemplary implementation the read request may be generated by a host
computer and may identify a Logical Block Address (LBA) or another indicia
of the address in the storage system that is to be read. At operation 1115 it is
determined whether the read request is directed to a snapdifference file. In an
exemplary implementation snapdifference files may be assigned specific LBAs
and/or LD identifiers, which may be used to make the determination required
in operation 1115.

[0087] If, at operation 1115, it is determined that the read request is not
directed to a snapdifference file, then control passes to operation 1135 and the
read request may be executed from the LD identified in the read request

pursuant to normal operating procedures. By contrast, if at operation 1115 it is

determined that the read request is directed to a snapdifference file, then
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LDSB 4 is set to point to LDSB 3. The operations of Fig. 10 configure the

high-level data map for the snapdlfference file. The lower level data

mapping (i.e., from the LMAP to the PSEGs or physical disk segments)

may_be performed in accordance with the description provided above.
oneesrnsid 129513 AR RXAGM IR Kt pSEatih s HRGRaaREIdFrence files

method for performing read operations in an environment that utilizes one
todpaaiertherpAiffeestiftedilusiRofeadigaoesig. 11, at operation 1110 a

read request is received, e.g., at an array controller in a storage system.

In [O88{eMplapenaimertagomshectbas seqpeistanancoefigensreachined to
host computer and may identify a Logical Block Address (LBA) or another

defsitimeCivheRadtrESIatfS RS SYRIRM WRthisie heaadiettified in the

operation 1115 it is determined whether the read request is directed to a

reSBRSIERS e A RSP BRI e RARALCRArS Usgive

may e assighéd specific an IErs, may be use
to make the determination requjred _in operation. 1115. [0087] If, at
SR RGRCE FUE TS L AR LA A SRR bRt b paes
snapdlfference file, then control passes to operation 1135 and the read
toregaesionallBs execthed¢ashiepuasb nrhbeeexertied dsenetigesBA in the

pursuant to normal operating procedures. By contrast, if at operation 1115
snidisli fletrerroeni b tuhtikoeh dl thejceesst regliestted to a snapdifference file,
then 33 200402798-1 operations 1120-1130 are executed to traverse the

re:([]%@eag]sn389”8%%’?‘&&,ﬁIFSatt@ﬂ)@Fé’t‘i%ﬁh?l'-z@AtH@emHﬁﬁ’d"bih?sr ?Rf set, then
control passes to operation 1125, where it is determined whether the active
snapdifference file’s predecessor is another snapdifference file. In an
exemplary implementation this may be determined by analyzing the LDSB
identified by the active snapdifference’s predecessor pointer, as depicted in Fig.
8. If the predecessor is not a snapdifference file, then control passes to
operation 1135 and the read request may be executed from the LD identified in
the read request pursuant to normal operating procedures. By contrast, if at
operation 1125 it is determined that the read request is directed to a
snapdifference file, then operations 1125-1130 are executed to traverse the
existing snapdifference files until the LBA identified in the read request is
located, either in a snapdifference file or in a LD, and the LBA is read
(operation 1135) and returned to the requesting host (operation 1140).

[0090] Fig. 12 is a flowchart illustrating operations in an exemplary

method for performing write operations in an environment that utilizes one or

34 200402798-1



[0088] At operation 1120 the active snapdlfference file is examined to
determine whether the sharing bit associated with the LBA identified in the
read request is set. If the sharing bit is not set, which indicates that the
active snaé%dlfference file includes new data in the identified LBA, then

Mg tAIRPSESBEEIBEo PR LoIREIRSEIRR & i ad Ge qlicRGRIOPe B AcWTite

from the LBA in the snapdifference file identified in the read request.
re[pesY]iByreceivredt, ¢ G dpeaatierayl IMeoHRAring Disierage ssytsteien  In an
control passes to operation 1125, where it is determined whether the

exaetigkargnapgftenencaibie' siredetesseqirsnotagr beapdliteteededilealrhost
an exemplary implementation this may be determined by analyzing the

cd@pﬁ@eﬂ%ﬂtiﬁ?ﬂgﬂéﬁﬁﬁ‘ﬁg@oﬁ?é‘ﬁ @flf&fﬁ')&&&@3&%‘3&§%%Bfﬁér%dicia

depicted in Fig.” 8. If the"predeCessor is not a snapdifference file, then

o RIS Mere Fovy e L RV PR ARG TS

rocedures. By contrast, if at operation 1125 it is determined that the read
OF?%@&@& idahredlelProleleEmUpRRAYORMEFILN R p NGRS 19 45T86ted t0 a

are executed to traverse the existing snapdlfference files until the LBA
snigeaitifri@naeaféeeal ran exenmy | asy | eniesiat enssnapslféeeenne flidesrmay
in a LD, and the LBA is read (operation 1135) and returned to the
be egsigstetpspesificpeBisradd A0) LIDORRhEfers? vsHdiowalyabkilissidatonmake
operations in an exemplary method for performing write operations in an

therRetaRAIRE EratadiliFes PreperafbA0C432798-1 more snapdifference
files. Referring to Fig. 12, at operation 1210 a write

[0091] If, at operation 1215, it is determined that the read request is not
directed to a snapdifference file, then control passes to operation 1245 and the
write request is executed against the LD identified in the write request pursuant
to normal operating procedures, and an acknowledgment is returned to the host
computer (operation 1255). By contrast, if at operation 1215 it is determined
that the write request is directed to a snapdifference file, then operations 1220-
1230 are executed to traverse the existing snapdifference files to locate the
LBA identified in the write request.

[0092] At operation 1220 the active snapdifference file is examined to
determine whether the sharing bit associated with the LBA identified in the
read request is set. If the sharing bit is not set, which indicates that the active
snapdifference file includes new data in the identified LBA, then control passes

to operation 1250 and the write request may be executed against the LBA in the

snapdifference file identified in the write request. It will be appreciated that the
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request is received, e.g., at an array controller in a storage system. In an

exemplary implementation the write request may be generated by a host

computer and may identify a Logical Block Address (LBA) or another

indicia of the address in the storage system to which the write operation
WA PREIaH ORt M FaTA tEAM Yt 18E b RANIRBANIRA P TS\ HE HRRfdkians o

directed to a snapdlfference file. In an exemplary implementation
thenaptire REESA) senakai bingsHigneédBédfiang®dsndhe Vriige opisasion,

which may be used to make the determination required in operation 1215.

ddesding, weperetionfigdtatibis cletessyseshinat the read request is not

directed to a snapdlfference file, then control passes to operation 1245

ADHHY] WIS RANERIE FFAEUSEAIGNIODE (He @%@éﬁ&%if‘ RNTEEL, then

request pursuant to normal operating procedures, and an

o el N e B R SRRl e

directed to a snapdlfference file, then operations 1220- 1230 arfgexecuted

SARPHHVRNERCH T EkistirRf SHRESSRAE S cARRIESH 15BaRSEHEMMSR idHRtifiedn an

the write request. [0092] At operation 1220 the active snapdlfference file is
exsxaphanydi fop lspentatie wibaith éndlye h Aletey mitness dyiatvalyatnghéneslaDSB

identified in the read request is set. If the sharing bit is not set, which
idendifre b ihticthetadigrapdefetiéiaresqeréite coshod g ivter destalépidted in Fig.

identified LBA, then control passes to operation 1250 and the write

8.reqregianaedecesasuid rﬂﬁai&‘%ﬁﬁgdiﬁé\féﬂééefiféla%ﬁe@ﬁﬁﬂi'?)asses to

identified Iin the write request. It will be appreciated that the 35
0&9%8371948% and the RSEG associated with the LBA identified in the write
request may be coped from the LD identified in the write request into a buffer.
Control then passes to operation 1240 and the 1/O data in the write request is
merged into the buffer. Control then passes to operation 1250 and the 1/O data
IS written to the active snapdifference file, and an acknowledgment is returned
to the host at operation 1255.

[0094] By contrast, if at operation 1225 it is determined that the write
request is directed to a snapdifference file, then operations 1225-1230 are
executed to traverse the existing snapdifference files until the LBA identified in
the write request is located, either in a snapdifference file or in a LD.
Operations 1235-1250 are then executed to copy the RSEG changed by the
write operation into the active snapdifference file.

[0095] As noted above, in one implementation a snapdifference file may

be time-bound, i.e., a snapdifference file may be activated at a specific point in
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write operation may re-write only the LBAs changed by the write
operation, or the entire RSEG(S) containing the LBAs changed by the
write operation, depending upon the configuration of the system. [0093]
By contrast, if at operation 1220 the sharing bit is not set, then control
tirpa<aadh ReRyJes ARscH 36 d\ah areneedlife RAMINBd e tHelOihE3alstiddlowchart
snapdlfference file's predecessor is another snapdlfference file. In an
illagtratpigrpperdtioniation gismplanyerdeteoshified mgrghady 2renapd ifeamce
identified by the active snap difference's predecessor pointer, as depicted
file Figto 8alf tbgipatdedsissendh naka sngpdifferensgptiendenitantiohich the
passes to operation 1235 and the RSEG associated with the LBA

sdﬁﬁ&!ﬁ@@%eﬂlg Wl Epce st iRay, ?aﬁ%%dofrzngﬂ@%i aRiifieddnitteas a

te request into a buffer. Control then passes to operation 1240 and the
1/0 dataép the write rez%uest.is .merged into the tf?uff . Control then
|

bAFKQLRUNS &5drna T 250 e A e DS ath Tl & T [9GRE A hye particular
snapdlfference file, and an acknowledgment is returned to the host at

eVSHL RItR5T 18595 E¢RIYS] By contrast, if at operation 1225 it is determined
that the write request is directed to a snapdlfference file, then operations
1260996130 driee ¢xecassdorginsvatnptistinisiisgGnaberiferdpauesletoumarge
the LBA identified in the write request is located, either in a

thersmagti¢ferce dililorisreceVed pénadioex A a2 i @ eeribema tixe thitethdéage
copy the RSEG changed by the write operation into the active

re§laRdI{ia{e e it (2@85h P a sd @RRYEaLP SRS szz Qh8 or more

snapdlfferencefile may bé time-bound, i.e., a snap ile may be

sraBBTAS AR RRE 4G R Ypclone into which the snapdifference file(s) are
to be merged.

[0097] At operation 1315 the “oldest” snapdifference file is located. In
an exemplary implementation the oldest snapdifference may be located by
following the predecessor/successor pointer trail of the LDSB maps until an
LDSB having a predecessor pointer that maps to the snapclone is located.
Referring again to Fig. 8, and assuming that LDSB 4 is the active
snapdifference file, the predecessor of LDSB 4 is LDSB 3. The predecessor of
LDSB 3 is LDSB 2, and the predecessor of LDSB 2 is the LDSB 0, which is
the snapclone. Accordingly, LDSB 2 represents the “oldest” snapdifference
file, which is to be merged into the snapclone.

[0098] Operation 1320 initiates an iterative loop through each RSEG in
each RSTORE mapped in the snapdifference file. If, at operation 1325 there

are no more RSEGs in the RSTORE to analyze, then control passes to
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36 200402798-1 time and may be deactivated at a specific point in time.

Fig. 13 is a flowchart illustrating operations in an exemplary method for

merging a snapdlfference file into a logical disk such as, e.g., the

snhapclone with which the snapdlfference is associated. The operations of
ORSGHUHN 36 BV RTS8 NGV IR d st 888 BACH M def43REsy to

may be triggered by a particular event or series of events. [0096] The
analyzess begins at operation 13 10, when a request to merge the

snapdlfference file is received. In an exemplary implementation the merge

ref0es9nay fogt apeeadsd 1823 hiostecarpidéitiond INRSHGDifytheeRSTORE

more snapdlfference files and the snapclone into which the

toSAARAIHETANER TUBHH6Y Hadgshe %e%a{%?@ﬁb?%@@”iﬁ@d@@rmined

"oldest" snapdifference file is located. In an exemplary implementation

Wﬁ;@g&d&ﬁhéPﬂ%’ '46%%%%88rf.@H‘Xrﬁfg'ﬁiﬁﬁir{%@%&%@é@%ﬁf‘%a%n%gE, set for

ecessor/successor pointer trai maps un
having a predecessor pointer that maps to the snapclone is Iocag;lted.

thixktefrirg HoBhiles RIgNese shaua Mo trst el UG h nRaf/&o merge the
snapdilfference file, the predecessor of LDSB 4 is LDSB 3. The

datediicdbes3oESS SOSBBOS PSS 0 aperdiwprkdlessor of LDSB 2 is the
LDSB 0, which is the snapclone. Accordingly, LDSB 2 represents the
"ol@st0GhaBylfterarast, fleatwptatioto 1330 gesl shtwitigesibapoonset, then
[0098] Operation 1320 initiates an iterative loop through each RSEG in

cm iRk fe rBpeRRIbH 13snaRflifrreese dilgs heatORARYAR dd8Pin the
RSEG is copied (operation 1340) into the corresponding memory location in
the predecessor, i.e., the snapclone. At operation 1345 the sharing bit is reset in
the RSEG of the snapdifference being merged. If, at operation 1355, there are
more RSEGs in the RSTORE to analyze, then control passes to back to
operation 1330. Operations 1330-1355 are repeated until all RSEGs in the
RSTORE have been analyzed, whereupon control passes to operation 1360,
which determines whether there are more RSTORES to analyze. If, at
operation 1360, there are more RSTORES to analyze, then control passes back
to operation 1325, which restarts the loop of operations 1330 through 1355 for
the selected RSTORE.

[00101] The operations of 1325 through 1360 are repeated until there are
no more RSTORES to analyze in operation 1360, in which case control passes

to operation 1365 and the successor pointer in the predecessor LDSB (i.e., the

LDSB associated with the snapclone) is set to point to the successor of the
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are no more RSEGs in the RSTORE to analyze, then control passes to 37
200402798-1 operation 1360, which determines whether there are
additional RSTORES to analyze. [0099] If at operation 1325 there are

additional RSEGS in the RSTORE to analyze, then control passes to
L Bs& dhahwasmargrde Aiopetatnmhed’ QP el Hahway Rerssst is set to

sharing bit or the predecessor sharing bit is set for the RSEG If either of
Nthebe sHtatityels iesotnaingttibee exiséenteo afethe thergata lWOREB. This
RSEG, so control passes to operation 1355. [00100] By contrast, if at

propesatinayiFSeihdhregharsngdeisdi/ont Arirgbehe coldistPanapdifference files
operation 1335 and the RSEG is read, and the data in the RSEG is

_ ol o 1 NV ) : - .
Ing@fﬁessor% thﬁ%a%%%ﬁ%ggt [(f)iz)sgrqg:ion af§45%ygﬁ2ﬁtr%%%?l@ﬁr§§e{ o

relﬂsethe RSEG of the snapdifference being merged. If, at operation 1355,
efe are more RSEGs in the RSTORE to analyze, then control passes to

k to_gperation 1330. Operations 1330-1355 aﬁrﬁa repeated until all

b _ |
RIBHOR] tieseEResRRERID AR SHes AN RS IRIREGSL 1D & loaRiEtarence

_to operation 1360, which determines whether there are more RSTORES
filgs anag axemplarypsietiosls 60 creaiingrentovs RE SR escacalfides. In

then control passes back to operation 1325, which restarts the loop of
orgperamphidIthiilemmghtdttdd tmaptEfeetce RS TORE bOMeMeated in

operations of 1325 through 1360 are repeated until there are no more
cdRRIHRRS R IR3ARFA AR RERTbE3E ) MBI 6AS e AOTRBASSTHe may
be created and activated contemporaneous with the generation of a snapclone.
I/0 operations that change the data in the source volume associated with the
snapclone are recorded in the active snapdifference file. The active
snapdifference file may be closed at a specific point in time or when a specific
threshold associated with the snapdifference file is satisfied.  Another
snapdifference file may be activated contemporaneous with closing an existing
snapdifference file, and the snapdifference files may be linked using pointers
that indicate the temporal relationship between the snapdifference files. After a
snapdifference file has been closed, the file may be merged into the snapclone
with which it is associated.

[00103] Although the described arrangements and procedures have been

described in language specific to structural features and/or methodological

operations, it is to be understood that the subject matter defined in the

appended claims is not necessarily limited to the specific features or operations

39 200402798-1



to operation 1365 and the successor pointer in the predecessor LDSB
(i.e., the LDSB associated with the snapclone) is set to point to the
successor of the 38 200402798-1 LDSB that was merged. At operation
1370 the LDSB that was mer_g%_ed is set to NULL, effectively terminating

depreibRitenExakiohe thiorgRRETIPS Beafuies pAnc QPRIAJBRSrepBattigc9sed as
successively merge the "oldest" snapdifference files into the snapclone.

prefagretstofroelipmhéemengivg shasthireeshpee sens Butejedtenedlef00102]
Described herein are file structures referred to as snapdifference files,
and exemplary methods for creating and using snapdifference files. In
one exemplary implementation snapdifference files may be implemented
in conjunction with snapclones in remote copy operations. A difference
file may be created and activated contemporaneous with the generation
of a snapclone. 1/0 operations that change the data in the source volume
associated with the snapclone are recorded in the active snapdifference
file. The active snapdifference file may be closed at a specific point in
time or when a specific threshold associated with the snapdifference file
is satisfied. Another snapdifference file may be activated
contemporaneous with closing an existing snapdifference file, and the
snapdifference files may be linked using pointers that indicate the
temporal relationship between the snapdifference files. After a
snapdifference file has been closed, the file may be merged into the
snapclone with which it is associated. [00103] Although the described
arrangements and procedures have been
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described in language specific to structural features and/or methodological
operations, it is to be understood that the subject matter defined in the
appended claims is not necessarily limited to the specific features or
operations 39 200402798-1 described. Rather, the specific features and
operations are disclosed as preferred forms of implementing the claimed
present subject matter. 40 200402798-1 Claims What is claimed is: 1 A
method of computing, comprising: at a processor in a storage network:
receiving a request to execute a Bégioe operation; generating, in
response to the received service request, a snapclone (720) of a source

M%ngllmﬁ gi‘é)) contemporaneous with the generation of the snapclone

2.

file (720), opening a first snapdifference file (730); and recording I/O
oper 10 stoﬁ: source dISkV lume &’710) in the snapdifference file
ATRIBIE

(730 &Engfl"(tjg Wé? Hthe request to execute a

snapclone operation is generated by at least one of a user of a device in
the sBORAGECTRSENEM @é%%%p%% Kessor communicatively connected

to the storage network (200). 3. The method of claim 1, wherein the
request to esaseivENg srgptiesido execute a snapclone operatlon;

generating, in response to the received service request, a
snapclone (720) of a source disk volume (710);

contemporaneous with the generation of the snapclone file (720),
opening a first snapdifference file (730); and

recording 1/O operations to the source disk volume (710) in the

snapdifference file (730).

The method of claim 1, wherein the request to execute a snapclone

operation is generated by at least one of a user of a device in the storage

network (200) or by a processor communicatively connected to the storage

network (200).

3.

The method of claim 1, wherein the request to execute a snapclone

operation is generated by a host computer and executed by logic operations on

a

storage controller.
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operation is generated by a host computer and executed by logic
operations on a storage controller. 41 4. The method of claim 1, wherein
the first snapdifference file (730) comprises data fields for recording 1/0
operations executed against the squrce disk volume (710) and for

4-recorfiltfyraashad M<Jatatel WinsrearAhpAI b snarsHTisTante Mianddr

claim 1, further comprising closing the first snapdifference file (730) after a
copngdises atee i elaotort retandén g | hepaeatiodsof xsalted ggainst the source
comprising closing the first snapdifference file (730) when the first

diskapdiffecelTa® fikn(r i) erctasya tradeksooiaad sideh éadihe/ Orethwdtidn.

claim 1, further comprising: closing the first snapdifference file (730);
contemporaneously opening a second snapdifference file (732); and
recording I/0O operations to the source disk volume in the second

S merol 5 BRI S TUERE PR AR 50y 22

snapdifference file (730) after a predetermined amount of time.

6. The method of claim 1, further comprising closing the first
snapdifference file (730) when the first snapdifference file (730) reaches a

predetermined size.

7. The method of claim 1, further comprising:
closing the first snapdifference file (730);
contemporaneously opening a second snapdifference file (732); and
recording 1/O operations to the source disk volume in the second

snapdifference file (732).

8. The method of claim 7, further comprising merging the first

snapdifference file (730) into the snapclone (720).
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