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1 CONVERTI NG PHYSI CAL MACHI NES TO VI RTUAL MACHI NES
BACKGROUND Background and Rel evant Art 5[ 0001] There
are a nunber of ways to distribute different types of
resources (software, hardware, or conbinations
thereof) in a conputerized enYironnent. From a

sof tware standpoint, for exanple, an enterprise m ght

appl | oA OuN BB SRR SR AR RRHIRES T UreY AL SACRRves
and thereby distribute o ng many systens.
Conventi onal ways of shaﬁgﬁ%%ﬁé? re include setting

up conEuter 10systens on a network so that multiple
di f f er BearkseoypdhardRelexast s can access anot her

conputer's drive space for various storage or file

$00011] Ahenaerael 9. nupbe0 of wWRes tondisibivigrdiBerentntypesr efwegsaurces (software,
capabilities (i.e., the present storage, nenory, and
pardwerss iongomhpagortsi thejepf) hiowe vemputérized nemaitonrodnat  Eompé ysoftware
provi di ng conventional storage and/or network traffic
sandipaneior efanydd, iaaRatetpeiRe mighn instdiemultiplei copied ofjarnv eperating system
physi cal 15 machi ne. As such, additional ways of

drsdppliditibh PELgFHS)00H @8Ripfel differantCodiputees] abd tHevsdy lishditshte one copy
har dwar e st andpoi nt now i nclude installing nmultiple

WinbhgflanF SRR M CofVertiB IR wals 6 shiriel IRardiS incRide SHBAEEP computer
General l'y,” virtual machines can be installed with a

WU E oh NSEARGE ugt g‘a{gﬁ 1€ Whifdrerd? %ﬁ@ueg %és%%ﬁ% Eﬁﬂa%&egs another

dedi cated portion o st's storage,

@J)Ihﬁlﬁ@tﬁ @&1‘1\@%{)5&69& &Eo&%&ag@&%éf sﬁﬂgg RLRQEESSI ng pover .

[0002] Recent advances in hardware capabilities (i.e., the present storage, memory, and
processing capacities), however, has meant that simply providing conventional storage
and/or network traffic management functions tends to underutilize a given physical
machine. As such, additional ways of distributing resources from a combined software and
hardware standpoint now include installing multiple virtual computer systems on a single
physical system. Generally, virtual machines can be installed with a unique instance of a
particular operating system on a dedicated portion of a host’s storage, and with an allocated
portion of host memory and processing power.

[0003] Because of these and other features, virtual machines can be easily distinguished
from other virtual machines, and even from the host server on which they are installed. To
other users on the network, the virtual machine would simply appear as a separately
addressable computer system, such as any other physical computer system on the network.
The virtual machines could then be used for a wide range of purposes, such as to be used as
another server (e.g., e-mail or database server) on a network, for software or hardware

testing purposes, as the main computer system for a thin client, and so forth.
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20[ 0003] Because of these and other features, virtua
machi nes can be easily distingui shed from ot her
virtual machines, and even fromthe host server on
which they are installed. To other users on the
network, the virtual machine yould sinply appear as a
separately addr essabl e conputer system such as any

\(/)[Ibﬁﬁ‘ﬂal %ﬁ&l | nes?l(l:ng uﬁtxrg:rtlf)ﬁéf?y v1rt1c1)arf Ig&?nngg LYPh Eb p-w\ﬂde the added
b d 2 h
Cen! d‘fi%ﬁ%.aplseéﬁ SR et \le;gr?a‘?’ avr?ﬁ%'s]ﬁ%{l%ﬂi%v@ casily and in

softmare or hardmare estlg ‘P 0ses, $

OGS raRidly e diof g¥ample. fan pdpfristrator toprpaioutg ot computer system
[0004] In addition to this functlonallt virtua

rfRB eS8 adeavestifena piryeli rarchingemanyatly am{erq rogriatg ggsqpees on the
able to be installed and set up - as well_as renoved -

fheis qompates, ang thendnstall the raquesteslodrtyal piaghipe. When dig airprabmachine is
an admi nistrator for a particular host conputer system
cnlongar gieededa the eadmagstraterrcan mdnpallyaseleshond pemoreagomahings to shut
al | ocate appropriate resources on the 5 host

odmwmudresven delete ttieevirtial shahine tahthe hesfusestre dAvdaordingll, an organization
machi ne. When the virtual machine is no | onger needed,

tingy dedire 0o fidodd 09 nuhabier BB Phyaidaly maeiees t(sepvies, Persomdl €omputers, etc.)
conmands to shut down or even delete the virtua

NByCHaVING oAk of R KRBerveld péntiallG Bt HinkBédé of #tual machines. One will
organi zation may desire to reduce its nunber of

%}Sﬁbﬁ&l thHBBh BESs0li SRioH LS pro¥fieSOPRARhbeS %FHWaﬁfa%es %wémhlly if the
havi ng one or few host Servers potentiall

Pﬁgﬂ'ﬁzedqﬁ gm Yéd{l é’l%dag(}éyoﬂl%é comﬁl \%}é Iand cfﬁﬂp P@a‘ﬁh?e‘nf‘ent costs,

SUC COﬂSO I dat1on can provide nunoer o

anﬂé’lﬁ&lhg%%er &%H%‘s" @y é(ra{uEe/éo%ﬁng a&{fr?r@ch%acé) Qa&% El?djyt‘ﬁ@r savings

varil ous "‘resource con

ower, _savin enper at ur e/ cool i ng

saf?{\g/Il ﬁnée &ue%%ée%gc%églry Al maghige g&‘#@&og favings avai I abI e
educed physi cal chine utilizatjons.

Wﬁf f’af?atelgﬁ“@ly, e 15 §°tn't‘)tsg§1’1§|’ﬁ?ﬂeé ‘Ha‘i‘l“é‘fﬂdta@ physical machines by
consol i dat e physi cal machi nes 15 converting
CQRNVERING 3 pRlsel nUFIber of tisting Pﬁﬁ%ﬁl eampvetswﬁ&ee}s tQ yngéh@a%nes In
virtual machines. In particular, y copying the
BBHEWa: simply gonyingsthe £ontgnts wé amﬁwacai%stonscea \igst: sgrver’s partition
partition would generally not be enough to create a
would| gengfally uagt beachough. to-greaex anyselle yardl oma¢hiee. a For example,
basi c copy of a physical machine's drives, while the
pirosiningl a besihicopy 06 a iphysi¢ah gnacbine'd ctn"veat\ehile the physical machine is
i nconsistencies in file state (i.e., the data are not
tuapmii cald oreate ROomszesIc®es dntfily . stabs (Beickhe dgplare abt Fmgplication-
that are accessing data at the physical machi ne may be
comidiedt ). 0As S&chC aypliesiont tHah Brediddedsiig) @4ta hoghe hhysiae thatinémay be
virtual machine. In addition, sinply transferring such

BndbRY ubOcopidd @ the TfawPen by Iﬁowfeﬁﬁb' btvirtudl AhéHede. In addition, simply
i nconsi stencies in the Systen1reglstry or

IrRGRRShSHRR I8Py W 4 Rosy rl@suldirsdalan Gtheﬁinwshgtéﬁtﬂeyﬁme system
i nconsistencies in the operating system binaries, and

%g%s%?{]%ﬂm&lsfs&%‘ig@ Wit &aflo@XbisE an® NewIRC BAY:S TRednSiStencies in the

operating system binaries, and so forth. Although there exist some mechanisms for getting

around such difficulties, conventional mechanisms for doing so typically involve
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25around such difficulties, conventional nechanisns
for doing so typically involve 3 significant downtine
and resource expenditures (both from human and
sof tware perspectives). [0006] For exanple, one nethod
of converting a physical machigne involves creating a
virtual machine at a virtual machine host from

: tigul ar n LDlLstr r n i ol
RRRRL dpnBRE o o cBDo BEBLA) (B BT puita; SR Yofeware

he new virtual machine, transfer file system and
g%%v¥§gs”on data to the virtual machine, and then
ild an t her work| oad at fhe vjrtual chine from .

i@ﬁ’gi %Hl: € %rOI'IF HP?}E Og 6(a}vielalélgl aoﬂflxsg:g 8’}3 Ine involves creatlng a
operatiogns. O course, this nethod is undesirable from
yirgpal maghinedt agdriagh apachipe §ost fiom scxch r o agricylag,an; admipjstrator can
an organi zation's resources, particularly if, )
simphyrirsial glltapplicstions at theuphysicalsmaeshinsy dhecagw YigHaldnaghing, transfer
into virtual machi nes. [0007] Another nethod for
Sitprsystemi ang applishiyeri datd torthecYirtna machiok.\and thenaelpyfildfagy pthgr workload
conplicated infrastructure conponents, such as
Authe metteal rDeshineyfnemtsc@erhy iandfer (lit\@B" dpplicatidh gestore operations. Of
Pre-Installation Executable Environnent ("PXE") to
cowlsd, ehisimethad & aidaditabledtgdy a Ohricy phpaspeativespandicar cgate a drain on
contents. Cenerally, nechanisns using this type of
b for @i Zati6it’ §1 r@sourks, | paed curkely Sift Wktbinpingd @MBoriveRt RIS & physical
machi ne, and rebooting the physical machine with, for

e AntodvimiEFmadiihes, @l 1 ows the adm nistrator to start
t he physical machine w thout |oading the innate

W?anﬁiels Ydifdl 60 @oxtn{égt%r%g?r i?isfbrapi IgacMﬂet ﬁﬁlﬁf\fgs fiisk eS¢ fairly

during copy processes. er copying the
I | M i t 1 i 3 (13 b2
R R E S T R i !
AV P BRGNP PR Phra™Bat 4 PR < Sl R b oy ofa
|| fhen.naed to eréorn1? nunper. of rel Liveh%ﬁ o fr
Blatsse CRCWEC S HRAGRS: t GoRand e MRTEIHIReHS B LS (i dnfrastructure
ineEick Shirtimevrie gt v aabe CAG 0UBh ewBHS Gl FHchine with, for

taking the pﬂ&sjcal machi ne that is being converted, '
gl BXE. ndlis rblown dhe) admingsgraton i etart; the phygie ggachine without

loading the innate operating system, and therefore forbid writes to files during copy
processes.

[0008] After copying the physical drive contents, the administrator can then transfer the
contents to a virtual machine host. This alone can take one or more hours for gigabytes of
data. Upon transferring the data, the administrator will then need to perform a number of
relatively complicated changes to the transferred data to make the copied contents bootable
as a virtual machine. At least in part due to the downtime associated with taking the
physical machine that is being converted offline and making the data bootable, this method
is typically done when simply rebuilding the physical machine from scratch as a virtual

machine is too difficult.



25is typically done when sinply rebuilding the

physi cal machi ne from scratch as a virtual nmachine is
too difficult. 4 [0009] Accordingly, there are a
nunber of issues associated with converting physica
machi nes to virtual machines yhat can be addressed. 5
BRI EF SUMVARY [ 0010] I npl enentations of the present

' t,i on.sol ve one or nore oblens in the.art wt.h :
LODOSE Bt Bty Tnch e i BF B SoRa Pt SRt sonWhrkily pysica
conf.igured to efficiently cqnvert physical machines to
ma&flﬂ%l w0 HH%FW%@.‘“CF fhahegmy eéﬂ?‘%?ﬁea-i npl ement ati ons of

the present 5 invention allow physical machine vol une
data to be quickly copied, transferred, and nade

boot abl e, such as at a virtual machine host (or other
appropriate conputer system), w thout necessarily

having to take the physical machine offline. In one

i npl enent ation, for exanple, one or nore application
witers (e.g., via a volunme shadow copy service) can

be used to create an application (and/or file
syst en) - consi stent snapshot of one or nore
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10 physical machine volunmes while the one or nore

vol unmes remain online. The snapshot(s) can then be
transferred using efficient transferring neans (e.qg.,
bl ock | evel copy) to a virtual hard disk file at a
host server. Operational infogmation (e.g., boot data,
systemregistries and binaries, etc.) associated wth

the transferred snapsh en be nodified at
the virtual machi ne hog%Rﬁ%$§w®$§g§ make the

erred sn of volumes 15bootable. [0011 r .
LA I SR e BB et SOVISRto @ Oy Prg s in the an

| ement ati on of the present invention fromthe

Wgﬁgﬂﬁé@fl? veethads qanshcPEmRULT DRREEMN PEOdYFts comlisired fpgetficiently convert
physi cal machine to a virtual machi ne w thout
Plﬁélﬁﬂr meghigesy il vireahmaglsogs: | M pedisulan igpleanangpiaes pf fthegpresent
one or nore hardware configuration settings for one or
myewsiopalllowehysi€al anaeBing Wolwime alatarta bh iqniskly Tepiedetransigrredyrand made
al so involve creating one or nore consistent snapshots
bontatds socidisrag a tvirtuahmaching larst (o pthepdppsoptiate cvmphiensystem), without
vol unes. I n addition, the nethod can invol ve sending
hévessafly Bdvinpprce take afaé phlysicdl anachineuotfled. vild tonal impket@ntation, for
disk file. Furthernore, the nethod can invol ve sending

axdp, oh€ 6P drd Mppliédtidn Wifterd e FDViQ aCRNEhS{HRBGW SORPSIRELS can be
to the mounted virtual hard disk file. In such a case,

EJ&@ #80Qtaté %ﬁoafpgh@iﬁﬁnf(%%rzﬁﬁa&tsteﬁf) cbRgstER &nAtsh6N8f one or more
|n ormati on for the one or nore consi stent SnapShOtS

fcalcﬁﬂcfgi’r% Mﬁ \ﬂgle(tﬁé & vt) ost ?&ﬁaﬁﬁ F:ﬁhneasl' he snapshot(s)

ecessary virt ua macni ne

%dfhkh ¥ ANREDE fus{ﬁg Uit 'IEBHQ& & gg%@&ﬁ‘"ﬂe%} RBy) to a

I mpl ementati on o e present |nv ntlon

uglpllearﬁti dlsﬁ tq nag a hos{ rYeI,r,t erahggﬁ orr%f tlc():no e%{ 00t %a% system

ys Ca toa nec

cre n v rtu har d. di.sk. e .
%taﬁ@l&%&aﬁga SRARGIBITo i O FREETRE Shebigl B then be
ééiflle at, a virtyal nmachine host. 5 1In s gp

ed tah &hey yirpglamaghiteghast & theraby teaks thp sensferzed spgpshot volumes
accessi bl e physical disk to an operating system In

§on, the nethod can involve receiving one or nore
consi stent snapshots corresponding to one or nore
[O0) 3] Eerl examplsi wae example snethiodrintaseordense wieamimplergentation of the
i nvol ve nodi fying operational information for the one
presamb ieveniaors fremethe rersppsivotad.a plysiak machihe ob genvertingoa @hysical
consi stent snapshots can be nade appropriate for an
hdchompertata ngriey smechimt Witheutv incurradg nigotficare Hogttime wah involve
as through changes to boot records, drivers, operating
Rigsifeiing ineaori @ere laydi@eNcoRfifusdtion &8tting$ €@drodne or more volumes of a
configuration preferences. Still further, the nmethod

piaRichnMadhviRe. rIEeENdtE dah Qlso @M veQredting olé bil Made doasislent snapshots
disk file. The virtual hard disk file can therefore be

EAHRSHEIRIRIRb ShePShedr LS ?ﬁfblicalj nakhindWluméLt 18 ditibRahe Blefhod can
as a V|rtual machi ne. This Summary is

mem ds%qdﬁlg thBt ERAYE EmbreS @Aaﬁmoksoreo of FRREAPVRwAD hard disk file.

sinplif form
Furthermore, the method can involve sending a boot record for the one or more consistent

snapshots to the mounted virtual hard disk file. In such a case, the boot record can form
part of the operational information for the one or more consistent snapshots that can be

modified (or created from scratch, as necessary) at the virtual machine host.
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that are further described belowin the Detail ed
Description. This Summary is not intended to identify
key features or essential features of the clained
subject matter, nor is it intended to be used as an
aid in deternmning the scope gf the clainmed subject
matter. [0014] Addi ti onal features and advant ages of

iﬁifﬂﬁ)ga% dlél?l}P taﬂ% nt 2(t8r:n theg OC{/\}H aé:%or agqrcl:%t I(y)vci)tur]l an 1rnngYMrAentaggn of the
|Péea$fﬁé“avlﬁlf}99f e EerBistgh oGt ek @ping st of comvérdng a physica
enmentations. The features and adv ) such

L‘éﬁé‘h% Wi alTRaching cae Velyf crating Bk ok ﬁ{? haying & file size.

of the instrunments and conbi nations particularly

Abe meghpdsan alsp invelveapoisias thecvinnalharddigsle aha V&flﬁbmachme host.

features will beconme nore fully apparent fromthe

flwlsuahw pasedds vty hand diskdfilrzappepeieds eh acqessible Physigal isk to an

| earned by the practice of such exenplary

iopgrhéngesysem. ohsadakitiane thef oethdd bar mivolaé reseiving7or@RirERore consistent

DESCRI PTI ON OF THE DRAW NGS [0015] In order to

depsliotd eorrdsporrdiuipN 6y ohe) oMioEd) phsicah muebing eoiungd. aRdthermore, the

ot her advantages and features of the invention can be

elRtRIANES, infoli® Mebdifginkgl pélation4l €is forinRlidnO for Ghe toR€ or more consistent
invention briefly described above will be rendered by

ERApSRARL C As kRthS IR Wnk iof nRADEHsRR AL shapshBis@ah be\WHde Rp@bfriate for an
illTustrated in the appended draw ngs. Understandi ng

bp&htid &R nfl b NGRudll §Rchine host, such as through changes to boot records,

drivers, operating system binaries, system registries, and/or configuration preferences. Still
further, the method can involve removing the mount of the virtual hard disk file. The
virtual hard disk file can therefore be inaccessible as a physical disk, but, rather, bootable
as a virtual machine.

[0013] This Summary is provided to introduce a selection of concepts in a simplified form
that are further described below in the Detailed Description. This Summary is not intended
to identify key features or essential features of the claimed subject matter, nor is it intended
to be used as an aid in determining the scope of the claimed subject matter.

[0014] Additional features and advantages of exemplary implementations of the invention
will be set forth in the description which follows, and in part will be obvious from the
description, or may be learned by the practice of such exemplary implementations. The
features and advantages of such implementations may be realized and obtained by means of
the instruments and combinations particularly pointed out in the appended claims. These
and other features will become more fully apparent from the following description and
appended claims, or may be learned by the practice of such exemplary implementations as

set forth hereinafter.
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only typical enbodiments of the invention and are not
therefore to be considered to be limting of its
scope, the invention will be described and expl ai ned
with additional specificity and detail through the use
of the acconpanying drawi ngs kn which: [0016] FIG 1A
illustrates an overvi ew schematic di agram in

accordance wt %ﬂﬁF%ﬂdﬁiﬁﬁ@b@tfﬁ Wﬁ@G resent

i nvention in whi one or nore snapshots are taken of

T SRl 1 S0 e b PR Dty aBSrSd ar;g BB advantages

i ne hqgst 0017], FI G Blllust[a es
G0 Ry L Eeamgnticn eATRsrbARsd, 4 Eoreparticy “\RHF%EHP?%"fd%‘? igvention
of. the one or nore_snapshots of the physical dis
Peeilndessyibed abave Mt by readerpdby refeeence é%ﬁ%leGmP?%Fms thereof
hard disk file using efficient transfer nechanisns;

pdharre Hlugiratadsin the apnendededrawings.o Vaderstanding: thehihesecdrawings depict
di agranms of FIGS. 1A-1B, in which virtual hard disk
fonlyetypio#lt embroiditaentshef the dnestion euid greanms Hogrefdret @ Hesconsidered to be
nodified to create a bootable virtual machine in

dodtingdahds svopd) the invgtiemewillabé alascoibed haed prxpkert with additional
i nvention; and 20[0019] FIG 2 illustrates flowharts

gpecitrith anld ddtaiDirduah thearss pLbt hstdmphnyinddy®ingain whickhi ne
and of a virtual machine host for converting one or

1BU16] PRGNl ACHilisHh®s CRAl bESPRRNIEiNmAREe digriRf @ ¥édokdddbe with an
machi nes. 8 DETAI LED DESCRI PTI ON [oozoﬁr The present

iAYIBRAEAMbrt 1R S EsehCinPahtibR B whilR bAC&Smord ShpSIRIPME ®lken of one or

program
more physical disk volume(s), and one or more virtual hard disk files are created at a

virtual machine host;

[0017] FIG. 1B illustrates the overview schematic diagram of FIG. 1A, in which the data
of the one or more snapshots of the physical disk volume(s) are transferred into the created
virtual hard disk file using efficient transfer mechanisms;

[0018] FIG. 1C illustrates the overview schematic diagrams of FIGS. 1A-1B, in which
virtual hard disk file containing the transferred snapshot data is modified to create a
bootable virtual machine in accordance with an implementation of the present invention;
and

[0019] FIG. 2 illustrates flowcharts of methods from the perspective of a physical machine
and of a virtual machine host for converting one or more machines into corresponding one

or more virtual machines.
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products configured to efficiently convert physica
machi nes to virtual machines. In particular,

i npl enent ati ons of the present invention allow

physi cal nmachine volune data to 5 be quickly copied,
transferred, and nade bootabls such as at a virtua
machi ne host (or other appropriate conputer systenj,

wi t hout necessarily physi ca

machi ne offline. In &&4ﬁﬁ#ﬁh&£$§¥ﬁﬂﬁN for exanpl e,

one or nore application witers (e.g., via a volune
4000294 A he oprgsesk ripyentipn exfengde to s%’éteﬂ’é’ diethods apd computer program
application (and/or file systen)-consistent snapshot

ofodypie wnfiged tprefldienly m@m rpysiest uRechingh it oviftppd 1p3chines. In
or 10 nore volunes remain online. The snapshot(s) can
phrticulbe implamsitations df teiprgremfifiveniiemallaw plysicelrmaahinernobimee data to
(e.g., block level copy) to a virtual hard disk file

&t qaicklys¢opieer wensferfgdeaad madmbootatfl@rsnelt aoat { eirgal, mbahirie host (or
data, systemregistries and binaries, etc.) associated

WtHeh dpp@piiita neingluted ysimps ithoud afedeSaily t @hgbe take the physical
nodi fied at the virtual nmachi ne host to thereby nake

tkiRhihé BRAL Th e ARAFOHARA MO0l BRSPS Oh@ b 1fore hpplABd writers (e.g.,
Accordingly, inplementations of the present invention

“ia RiofMhd @haﬁH@%@?VﬁNﬁQ &Snak tehabl ¥&hy ah 3Pblication (and/or file
‘one-touch” physical-to-virtual machine conversion in

%{I &rnsttQﬁ’tI sn‘i oYL Bt ysﬁgcﬁh&%ed%émhﬂe the one or

ernore, enentatlons o resent I nvent1 on

%JrﬁWofu?r{es Qeljhg |n cﬁﬁ} lng ’ﬂ{é géﬁ%&is?v can’ the 1"1: %e t&a&si\éh{a& Lﬁl‘yng efficient

ine conversion Since I'ne W|

istent at  the tua h|ne hos

‘E‘P%d‘&ea%r(%gf Bﬁcg ‘EY? f°P Prd VFB’r”%t B%d 3 ble 8% nost server.

eC|f| on and cl such conversi ons can,

prswﬁvaﬁ E i PR 5B SB1eTs HE SRR s i) associated
and nodul es. For exanpl e, |nplenentat|ons of .the
ﬁi‘i‘@s@ﬁt“ﬁpf’f?@?ﬁ ﬁl&aslwarﬁlaﬁarf@wa@ be anqgifiedortibe éfﬁv@l Highine host to
nmechani snms in a Vol ume Shadow Copy Service ("VSS') to
eheaabty anake thel teamstered grapshobyolpmesbagiablean) - consi st ent
snapshots. Such conponents can create one or nore
¢ grceordinglyapaplementytions pbihe present irvertidnmag esvidsfsugnaivantages
250r nore physical machine volunes that are running
dsirclatiyelyrfaps'ooe-tqueh’t plasial-to-8rtfid) @22hiné nomvethicni iora, manner that can
i mpl ementati ons of the present invention can include
aseid physical/alaciine Edveddinie rKurthern{ord/Dapleneneltions afeheapresnt invention
conponents. In general, a VDS (or related
anep dsterttlisble “dnBebudte phydioal-fooFinEal ichiaé eaiveRbnaitide the converted
configuring volunmes on physical disks. Furthernore,

infBhiGERAN BE CoMstédt af IR VRS RALhihd NGRAT AQRvill belud&std6® more fully
of a "disk imager," and, 5 in sone cases, use of an

TofP@E IMMRRE SspeciffeaiiGH ﬁ‘ﬂd Aainfd gdc‘ﬁkcoh{fgiggﬁs éaﬂodeuéigoctnphshed with
conmponent s and/ or nodul es conflgured to Create a ck

\Q}ﬁ’)f nbb& dF Akl @@rﬁ?&heﬁ@ R%hd %odﬂle@h rFBlgr gl}p mentatlons of the

olunme given a starting | ocati on a

%ge':serFXL\?e H!)l? 8518 ncfuﬁe GSP Xf c%o%gﬁ}% A3 Enecﬁ‘eﬂugr{ggl 3 Plume Shadow

npri ses conponen

d f
e ff%%%ﬁép ion R RsBop Aot Spapsnors. suet

components can create one or more consistent snapshots (or point-in-time images) of one

or more physical machine volumes that are running during snapshot processes.
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10 disk file in the file systemto expose the file as
a physical disk. This exposed physical disk can be
made accessible just |ike any other physical disk

m ght be accessible to an operating system which
includes the capability of haying data witten to its
volunme(s). [0023] Inplenentations of the present

1T i G ppmaptingss o i GreaEayontion S Melife b fieVolume
Rive St 6 SR il Gl Vamecensby 1t srterdh b oo er related

i nside) one or nore Virtual Machines_ ("VM" Al t hough
eprPeneRt®) meludes plptiorasHphereating and confisuriag ypiimes 98 physical disks.
and "VHD file" are used in some M CROSOFT o
Enharoaree ieplemeyiations pf the prasend iinveatierhiagludepserof g c disk imager,” and,
herein to M CROSOFT conponents (and/ or W NDOAS SERVER

oo sapamneastss yisei of apX‘emgeangunean|”y Genenallyap diskimager innhedesicohponents
appreciate after reading this 20 specification and
ahdommoduiest configured nparage t d)ockoiubyas bloak)ebased copg lvéiniphpscal disk
descri bed herein can be found and practiced in a w de
bARglamef gives sfattihg 16cutioh ARdBRnbert babytes T iyRNblovks) talabpy. By
machines or related such entities. [0024] Referring

BOMtak©Q anl fmagd Anodrd@ dobDWbBprideb Wk ot MbredcifptmBME | #d/or modules
overV|eM/d|agran1of an exenpl ary conputerized

SEM JuRATE Bdke 18P et dthpid) 'anﬂttﬁh Wath g&k HIRLNLAR, éﬁﬁn&ﬁt Eheavnﬁlal hard
per sonal 25conputer, a physi cal server etc.) can

ARR VY inifte ﬁfé s?st hied Hﬁdosm‘é S J@ﬁs (ﬁt{k al'h\l'é é)%)HQald hys1ca1 disk

machi ne one el ene conv rt|

?&W ﬁ'é &W&E@ﬁ&%‘;kg all‘;y &Qééhgﬁca? dksﬁ Qm?f arbtg %géeg ?Igd {h operating
hi
i&‘g“)“(‘) " dlipPRS A e Cﬁl (@%ﬂhvgﬂ‘iatﬁ Hrife rafogfé %ﬁﬂ%{@)
ifi Haéewsm"é‘éﬁn?.q%s@ RREIRUSTIOR Qo o 4B or Mﬁg‘ahléard disk
the transferred snapshot volung(s) in th

Sha Vel Bisb flap Vs machim: ok s WHRGHIE ogrisepRgy physical

Thus, one can appreciate that there are a nunber of

disk fand ene op mase physiceh disk cyopies regnagest by (Ang ragessgibleginside) one or
that can be inplenented in order to nmake the

awrsy ¥rgiabMaghingsr (“¥Msi ki Althdugh the terms “virtual machine,” “virtual machine

host,” and “VHD file” are used in some MICROSOFT environments, one will appreciate
that reference herein to MICROSOFT components (and/or WINDOWS SERVER
components) is exemplary only. In particular, one will appreciate after reading this
specification and claims that the components, modules, and/or mechanisms described
herein can be found and practiced in a wide range of operating environments that
implement virtual machines or related such entities.

[0024] Referring now to FIG. 1A, the figure illustrates a schematic overview diagram of an
exemplary computerized environment 100 in which physical machine 105 (e.g., a personal
computer, a physical server, etc.) can be converted to a virtual machine hosted at a virtual

machine host 110. At one elemental level, converting a physical machine (e.g., 105) to a
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[0025] In at | east one inplenentation, for exanple,

t he conversion process can be initiated through use of
conversion nodule 130 (i.e., which can include one or
nore nodul es at 10 nachi ne 105 and/ or host 110),
which initiates snapshot opergjions of one or nore

vol unmes on the physical disk(s) of physical nachine

nglguaq $na8hine (9 %u rﬁS 1ﬂ‘1@ '1 I)rbalg qﬁ‘\ﬁ)’i\%l takft?lg ny ﬁ{aﬁgﬁp omu&% or more

an conpr any appropriate wi

cpi‘g?%?n:; wﬁij?f e Fax dar rﬁ%é‘t::g: e:@ﬂ&ﬁ%ﬂ@f?@ffam RIS e
O BER Sirsel Beene Rty rrairernsn A SHPBERP JEP i SHLifs and then

fdwor a;grlgqegc;({arggrlsgé élgeotg%lpeséegr:qg gﬁ%glg)%léli%bmlsos flg nl}ﬂb nﬁle ti)ootable as a
appllcatlon witers in each one or nore volune o

phirjusl achige & ( 7). Thys onesam appreciate %g;hﬁres%pélﬁ@ber of different
operations of its data. As shown, for exanple, volune
Pieparation wdé Posttopertion praskssarthdttan b bnplamenied in grlehtmomake the
record 120. [0026] Upon receiving this nmessage from
convegsian orvunefficientlyl30, each application witer 20 on
volunme 115 mght flush its in-nmenory data to physica

qd0625] Iaadieast ohd epiementatioh) fo eiyflle theQdonverkitimPprocesg $an be initiated
For applications that do not use an application

Whrol g useCOMEaREkion niddlld E3018€., Gafich &t intlale 0fs 6r mokymodules at
default, or by command froma user or adm nistrator)

tn@acﬁﬁ'étlos bfd/ePRIst FR) ﬁﬂcﬁ&%es%ﬂ&bsh&@&@ﬁﬁo&rb?%@ oﬂﬁ‘nore volumes
wites are made during the snapshot ccordi ngly,

3 ng{@’(ﬁlc L*IﬁEk(é‘)%‘P‘bg%s?daPﬂxaEfﬁﬁéJi 0(3:%0 vOfihe! 1h§gy§1rg%?érgll ?onverswn

poi nt -1"n- t1me snaps .e.,
Adﬁﬁe{%aziaﬂcon }éér%sa:ﬁgeapﬁrég ?tg Wﬁ%§( %%Dl'e trleesg%g dfr!f(g?’urea'%or creating a
17 of

1 €,
FERERR ot P Shafie Gt s B BB for cample
| data 127 t d 12 027] On i)
SEY WBIeEy oS oy R OO A pt SROOV ISP cSibiofe Thus, for
S aror R gy S bl 5 on oo A sgnl

copied and transferred in efficient ways. For exanple

@l rpRlicariom Weisasineeaghs gneefrnetg ¢atupte,of @by sigal disk g gplume 115) to
volunme 115 are being used (i.e., include data) and

wegn spanshotoneratens of ite dataShg shtvot fosaampleoypurag bl glydes at least
be configured only to copy the used portions of the
wolumeedats) 12§y aspygisasbabt idcad 120.at her than the entire

vol une(s) or entire physical disk. In addition,

[0026] Upon receiving this message from conversion module 130, each application writer

on volume 115 might flush its in-memory data to physical disk, and/or freeze any file
system or volume logs. For applications that do not use an application writer, conversion
module 130 can instruct (e.g., by default, or by command from a user or administrator) to
shut the application down, and thereby ensure no writes are made during the snapshot.
Accordingly, FIG. 1A shows that conversion module 130 can then create a single, point-in-

time snapshot (i.e., copy) of all volume data on volume 115. For example,
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10 snapshot operations can further be configured to
avoid certain files that m ght be | ess useful (or not
useful at all) in a virtualized environment. [0028] In
particul ar, for exanple, snapshot operations may be
further configured to identify, such files as those
included in a volune diff area, page files, bad

and so farth

HA IR H R SRR TS P AR gea%*ﬁgsgﬁ;a?ﬁ? °§1§:me§15 (e
bl , d
B S D Db T B LS e

vi rtual rrachl ne host 110. One will appreciate these
Popigecost 1201 es and opti ni zations can be readily varied

for other types of files, used or free space

00271 Qnei witlsappeesitte thet # inkmbemofaonkingeatipay that yambe performed when
operating environments. [0029] In any event, and by
wekyngo fhe esnppshntatar qrerfoduing sh@shotn(agd aspsﬁo@pelta:timw tb|ensure data are
generally 20 differ fromthe original data 125 on
vopiedrendltinsferredrar dffigiettvaays. oOFatwmagple, canversioe nthdoledd0 can identify
(and/or after) snapshot operations. For exanple, since

s paradnsrEEGbiuRR 1118%rd Beifid idell (aJinclage dhex)iang whaopations are free.
operations, volune data 125 can continue to change,

SHth@Sopkfatidns s khus Be eOTiduftid dAly foQofy 8@ uSed'¥ortids of fhe volume(s)
certal n application data. Thus, volume data 127 (i.

QI?s‘kara]cl?e?"tilar{ ﬁﬁféﬁ%ﬂbmﬁ&e@%& 'eﬁﬁregﬁx?§ibﬁt &N In addltlon
p0|n-|nt|rreo the data 125 on vol une whi ¢

rsrr?)aéﬁ?(g %Qérgl%r}s¥aﬁ Hﬁthgtode%nﬁ réd Saveid Bhkif l?iléjs_.gl’ila\[( gg%ﬂéjﬂ@ less useful

Initiate snapsnot processes.

%@rﬁ%ﬁﬁé&ﬁh%‘ﬁ J&@rtu%lﬁze? erontRhe that boot record 120

e sane ns as it |Jsvv|ththe runnlhng
f I '
@@&%1? RRLIRE o1 Sxamsl) sushihpnegioys SR RE. Gl fiPhgured 10
t t. na %h { pro esésesu cne a Ilga ons ta i C lsl,%agoclusters,
atenaltles 28 theser MEAKhin Ae \Ha et tHage | g

boot records are gener al Ity chan
hibernation files, and so forth. These files can t us be av01ded when creating snapshot 117

or performing the byte block transfer, and further reduce the amount of data that need to be
transferred to virtual machine host 110. One will appreciate these types of files and
optimizations can be readily varied for other types of files, used or free space calculations,
and the like in a wide variety of operating environments.

[0029] In any event, and by way of explanation, data 127 in snapshot 117 will generally
differ from the original data 125 on volume 115 primarily due to changes in time during
(and/or after) snapshot operations. For example, since physical machine 105 is still
running during snapshot operations, volume data 125 can continue to change, such as if a
user is continuing to create writes to certain application data. Thus, volume data 127 (i.e.,
“volume data 127”) represent an earlier consistent, point-in-time of the data 125 on volume
115, which is essentially the point-in-time at which conversion module 130 initiated

snapshot processes.
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5 the operating system and typically on an infrequent
basis, if at all. As such, FIG 1A shows that boot
record 120 in this case is the sane as it was as

bef ore snapshot operations. [0031] Prior to, during,
or shortly after creating snagshot 117, conversion
nmodul e 130 can al so set up one or nore virtual hard

ﬁ?ﬁ?ﬁ](Né(H Rﬁélejsgh‘?;f ;&4 soasﬁl é {htagl?clot p% Iﬁ@ i{;@lg ts?{ﬁé'gn sr}apshot 117

corresponds

g%ﬁtlg(vg :)t}}g’ hown g da% VQE‘W’B’J) lﬁe ”lljlgblé %}oedmgl Oapglipgl that}%oot records

e V|rt ard disk file In on
%ﬁr’gﬁ&ﬁml&ﬁ Y foighange gHring g spaps M@OC&%PW @Phcaﬂons typically
nmessage first to create a VHD file(s) (e. of
oy Rt Rayeccess %@e@%recoaﬁd In prsticudag oo gecar%é é{?a&ea?fé“y changed by
nmessage to make the VHD file witable. (Conversion
ntbel eperatiim systemn, ind dypieatly en #redggeent bags, dhakall.wrAst ash.eFIG. 1A
or otherwi se) a dynam cally-sized VHD file, which
gthows thahbagit resongi 120 im thikewhsel 5 dlzet samp af 0B B s @n@rsaemsyqt operations.
each VHD file can be configured to correspond to a
Sii0A31 JePrinnys,i dneihg, dir Shord§ afiercpenniug sapstys tl €T coaviisiemmiodule 130 can
volume within a physical disk can be represented in
kdlgtcket Wp driecor Aesrd VirtahleRtEdsMVHD ) gles A4y liftiidl @nachine host 110 that
however, nmay in sone cases represent a single voluneg,

rcs’zbh’@ﬁfon&i"@ﬁh@ﬁhy@i&hl‘ rﬁﬁ:hﬂié)’l%() gﬂysusil 8ikk (M8 VIRIWM € FeiSékambl?, FIG. 1A
t he physical disk exanple where a physical disk

r@%wﬂHa& E@vErsion iR f?f()hs@f@r}n&@z{ 13b '?(gl:l%atg Ui lelvirudl hard disk

shown), the new VHD can So contain

GAE 196, pﬂpgﬁ@&ﬁl tohp hs. c\éﬂl ﬁ%ﬁcludﬁ%l&&n%ﬁ mé%ga e fi rst to create a

course, sone |ty in thi's regar or ex&

' fI-[Bafggﬁf (e d% 5 Jbg%k g%tamcf.lﬁp HR& Oe5 allqc"i1 gng QE separate glessage to

spre e par I’ONs

i | ;ﬁﬁ EP%WBE&Fﬁe L@ﬁ’éﬁéﬁﬂ iﬁs 136 C%fﬁ%‘gﬁ ge' g o create
] 13 . Sin ,
Qi o pipers rnparcalisizgd NIe 0F. shigh G Wiskith added

conprising nultiple volumes to a virtual hard disk
f93f%) [ 0033] Thus, the size of the VHD file will

agnerally be a size that is at |east as Iﬁg&g as may
032 ferngrally  dach ¥§H fle qap be genfiguepddp eprresgorgbigrassingle physical disk

(e.g., physical disk, specifically 5 physical disk

vaflaisempuignsystew, ahd each elupieyithima plalisiskl disk ean)be gepresented in kind in

such, one will appreciate that the techni ques herein

ahe naﬂewt@@df‘mﬁ)ffdc. AséHDvifilehaieey b, oy iim gorae casgs ®piesent a single

virtual machine into a | arger storage space. For

evohunud, @athemthad ah ehSierphiysical digkonNewbethelessy imchetgphasical disk example

virtual machine's vol une storage capacities are

diier1h physivgl diclaRasah@ldple vehigtiet (owdh, onllyasiggle vdlaide 115 is shown), the

file(s), snapshot the virtual machi ne data, and

aRSEVHDA dnYalsof @mudid HAR CbrE&potdiy 16! thliple vbRIREN I THRreb, of course,
transferring (e.g., copying) its snapshot data into

tBme Wby ihiich® (régarél‘.SiFQg ekd}fiple, if a user of physical machine 105 had a

volume spreading across multiple partitions (and/or mirrored volumes, etc.), the user might

decide to dedicate only one partition to the snapshot data in the destination virtual hard disk
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same processes already described. [0034] Thus,

i npl ement ati ons of the present invention include not

only "physical to virtual" nachi ne conversions, but

also "virtual to virtual" machine conversions. In

particular, and in some circymstances, inplenentations

of the present invention can also be 15 nore

B 5 et i ] R B AR oE SOl of ' Cpfsical sk

under st ood .to include both,."physical" conputer systens

f@@?sfngénggglﬁt‘@ n’@éﬁ"pﬂ‘&?"gﬁ;’fﬁ‘i@%@&ci ated hardware and
rating systen(s)) _and "virtual" conputer systens

f@%af',ﬂ% Ehsnitast frthe WHI file Wit ganerlly be 28125 thagig)at Teast as large as

machi ne host as a uni que conguter systen(;%)“ 20[ 0035] .

may disynesdech tith isenecic fae Hiei wnsiprTed sapron d¢-8- ghsical jdisk, specifically

140, conversion nodule 130 will nount the file 140 as ]

phystepkdigkayolene ldatagwithimthe phydical disk) egcadatae A spgh.tame wild appreciate

of snapshot 117 through, for exanple, network

tetthenteduiquesn hergidneanvilid bea fipthec usedewhdmaduplicatingomeexisting virtual

i mpl enent ati ons descri bed herein, nmounting may not

mdeliindmta €Rtder stdrape Ipuds., Forlekample, @l Kinisibwasr, ipat identifying that a

conversion nodul e 130 sends nessage 155 to nount

virtuhluhchit®! vlinak sfotdge cdfutites atendintdlsHingRah cRate additional, larger

alternative inplenmentations, nessage 155 can i ncl ude

YRID AR UslapPBt thtAidotal FeRihe VbR, Ald &sekdi@llP Preaidtudlize” the virtual
virtual machi ne host 110, on the physical machi ne 105

REEHRE BYORURIHRE: (e QF, cAEMNY) 8 SnaMeft Yata RHRD Ehel oW PHIYANK(s) using the

connectiivity between tthe nachine where VHD file 140 1s

g g meenine beina converted

wgbg] t@l\lc/)sr g%ﬂleimréﬁt'ah'gn% 0 ﬁI%CIi)r%Eeinp Qn\}err]lgog iirllc?udé'i Itlol} c())nq)? ‘%ﬂysical to
virtual” machine conversions, but also “virtual to virtual” machine conversions. In
particular, and in some circumstances, implementations of the present invention can also be
more generally referred to as converting a “machine” to a “virtual machine.” That is, a
“machine” can be understood to include both “physical” computer systems (e.g., a desktop
computer with associated hardware and operating system(s)) and “virtual” computer
systems (e.g., a computer system installed at a virtual machine host as a unique computer
system(s)).

[0035] In any event, upon creating virtual hard disk file 140, conversion module 130 will
mount the file 140 as a physical disk, so that file 140 can receive the data of snapshot 117
through, for example, network communication. (One will appreciate that, in some
implementations described herein, mounting may not even be required.) Thus, FIG. 1A

also shows that conversion module 130 sends message 155 to mount virtual hard disk file

140. In additional or alternative implementations, message 155 can include an instruction
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identifiers, such as the device ID of a physical disk.
For exanple, virtual nmachine host 110 could be
instructed to nount virtual hard disk file 140 so that
it is identifiable through a drive path as "\\

Adevi cekHar ddi sk145t" |In partijgular, FIG 1B shows
that VHD 140 is identifiable as "disk drive 145."

At%?lﬂglél h ﬂfc 1|4'0r}§1 ny.(t)g erﬁ{a tn%‘hﬂé@%& ?}d‘%q tﬁ@Blgﬁlcﬁpmachine 105

devi c entifier nmount

Llﬂ%inge&?n? %) i 20 Vﬁ”l%ﬁ% wﬁerg tlsléegwgrk’ co:l’liligc)nvh% between the machine

con ersion nD can use t

O o bS5 BRI 00 s

contents. [0037] Cenerally, conversion nodule 130 can
t%¥rsf er the snapshot 117 contents usi ng any nunber of

dat a transfer nechani sns. one i npl enentation, for
d903] 1 Rart of gpepating Gle 14:95:%@11@@ apsngiaiing therfilp g¥itrone or more device
snapshot 117 on a byte-by-byte basis into file 140

tidensifigts, shick ks the idovicel U of 4 physigali disko Figr exampld. virfuabimaghdne host 110
i mpl enent ati ons, however, conversion nodul e 130 can
tooakdstecinstarcdsh aboubt Virtual Heird disk £De 40 salgmnat itfiy idegtiGabde through a
transferring "byte blocks." In general, byte bl ocks
alivprpatieas A\NdeviedHagldiskuse” ( f patiyulat BIG.r BB $hevszeant VHD 140 is
i ndi vidual bytes. In at |east one inplenentation,

tidetisiaBIe rads NQisRYdrive bl45CK SAloh@bi@lar UiRes) cofvbirsio didkdule 130 can also
bytes, can 20 dramatically increase the speed by

Villdrftiy £ BeR&N@dntitide (a6&0r RBurltpBMES R eREPFIYEIOr ach @ﬁa\fﬁﬂd{ (e.g., 117).
[ 0038] For exanple, several gigabytes of data that

mllgﬁfateﬁr o Adrkiby Iﬁ@dﬁ‘fe 51901 &aft! usB OME SiddRifled ad%%fc@ r1d&91ﬁers for any

vi rtual” nmachi ne host over conventi onal network

R haR R ERS Wﬁ*@ AL Th e R Toneia®s 17

TR TR Jeayenpping
l.ocks) '1601",." 160

s’ B 098/ Bete Biechapisni ¢ c?rreetyntﬂttraertatenaf Fexppgle. conversion

V|r har d d k file 140 throug driv 4 .
hﬂ) %traf er §napghoy 1 ﬂapa tHSRy- >1ts f1f éntaﬁiie i%ﬂnthrough disk
have all of the boot data 120, and will include othe

VvBive e .okt additonaberaligmative mpléragniations, hpweverpesaversion ‘module 130
conpletion of the data transfer. [0039] Despite the )
¢ar drapsfemsrapshot 1 ha toyfife 1) by adeatifiingcartd fransfemingrayte blocks.” In
necessarily be

general, byte blocks comprise a fixed sequence (of any arbitrary size) of individual bytes.
In at least one implementation, transferring byte blocks, rather than individual bytes, can
dramatically increase the speed by which snapshot 117 can be transferred over a network.
[0038] For example, several gigabytes of data that might ordinarily take several hours to
transfer to virtual machine host 110 over conventional network transfer protocols can be
transferred in some cases in just a few minutes with byte block transfer mechanisms. In
any event, FIG. 1B shows that conversion module 130 transfers in this case bytes (or byte

blocks) “160,”, “160,” etc., and transfers these bytes/byte blocks directly into the writable

virtual hard disk file 140 through disk drive 145. As shown in FIG. 1B, virtual hard disk
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boot abl e at virtual nachine host 110, since the boot
data and drivers are unlikely to be 5 useful in the
context of virtual machine host 110. One reason for
this is that the "virtual hardware" that exists in the
virtual machi ne environment (gnd/or within virtua
machi ne host 110) m ght not be the sane as the

r re for i cal machine 105. For exanple, su
5 e el otEe R6 R T2harr O inelibas: Aup 4B 107 captured
Layer ("HAL") on physical machine 105 may be based,
foinapshgihl7eubas completign ohthe dala &@pstely st em 1 n addi ti on,
virtual 10 machi ne host 110 can enul ate different )
O3 Pespiter the dletayiegnsier, pthe oérsusb hargr dipk fidec {40 aay iy giceesparily be
di sks (e.g., storage attached to the machi ne),
bbstable at vidiuglkmachimet hdst é18;, sinsp sheaboetlatay sidednivers areruglikely to be
and disk drivers to the hosted virtual machi nes, which
nsefilitin nigt contexe bfwis@allraadhinerisbsiat 10t h@neseasoneforrthishisrtkat the “virtual
bei ng converted (e.g., physical machine 105). Such
tartivare® nieg exRtseinahs virfunk @hghifieOeriiofihemh@md/6rowitkint vithghl @nachine
physi cal disk volunme fromw thin the 15virtual host to

Bosti110)uaighiBsbenBe sdn0AQhe fifrdware F6tUpHysicAlrmadhin@ri08d For example,
boot data 120 mi ght be based on operating system

GlRAr RlpBhdndd dsCRie REmPYA! th@HaMRaR Abseh&Ront DAkr BYIATOY on physical
necessarily apply within the appropriate virtualized
ﬁﬁﬁﬁiﬁ@ M9 Rhy BL b¥deli! Mﬁl&xﬁ?ﬁ&'oged qRs %ro@élsgor sUheme Iﬂdeition, virtual
other reasons nean that dn adm nistrator y need to
Rl nBUTPRY o8l ol HiRIer TR Ak v RO S Bfftccture,

pa r opera env

BRARAEIEL s SPRNE PR Sl PR Bl pein
hi h ... Thi [ l.ude, in. ) .
TR A5 T25k 40Pl b BBk PSSR prervie

ﬁéivers and registry settings - for the virtual .

donmdeatt e peuics dugcaine beingogonyaried & &n aRxEG! mpghige 105). Such
EQO41] Thus, for exanple, FIG 1C shows that L
iblsteapesi ashalpe Hkal v torexist athen covading pahydeal disk vglimerfgom within the
correspondi ng argunents to virtual machine host 110 to
wiodpkhest to@ vispial me¢hiveal i nformation. (In some cases,

these nodifications to the operational information of

{09401 As t as absutta clansiergde bgot, ddsoolt20smighorbeahased han operating system
registry informati on) can even be done at the physica
cleacdtieniti¢stze physicabmincigng r8nbiteiomstnécashnle applyhidthin the .appropriate
In one inplenentation, this can include conversion

wvindlalized Eo0roaxRAi fivivghal MacHimOtost B0 ITheS and@thefBeasons mean that an
snapshot 117, 5 and replacing previously transferred

RafinistatoR mhg thebd td) naRWabR@ibet Bf QIffehdnk MbdifRbafons, depending on the
nmodi fi ed boot information, or new boot informtion

harBBISIpRlafily efARRReR(). RBcdI8MElY! SdhvarSidn YWRIAHIXEI 30 can also modify
configuration of the virtual nachine. I'n another step,

GRNISaPd 8idk FRAM0Pio bR BobRPIe S S8 Qﬁﬁ?@h‘i‘ﬁe fidif 110, aﬂﬁ%} €4 §lude, in
regi stry 1 nfornmation Fnot S omﬁﬁ of vol une snapshot

Johle AR RARGhs (B GphEE MR B Gk SIAEL dod B diRekOhha registry
[ approprPa & 1or th toal

n a nanner e Vir

settings — for the virtual machine to be created, based on the snapshot data.
[0041] Thus, for example, FIG. 1C shows that conversion module 130 also sends request

165 and corresponding arguments to virtual machine host 110 to modify
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10machi ne 110, based on the new hardware and drivers
that exist on virtual machi ne host 110. [0042] Such
updating can al so i nclude changi ng the system

bi nari es, such as the kernel and HAL drivers, from
nultl-processor to a single pjpcessor hardmare
configuration. In addltlon such updating can include

ggjtapc%a? %?aﬁta%n é/ag S, q:%%t ﬂl&ﬁt&éarl} ofd {5%4 g&rﬂ{&h&f‘ffomamn

ua nac ropri
or file drlverﬁ un| ue t,0

P gl Bt G Fmipfhit g iy l?ﬁ?%%af%ﬁe% be done at
R {b%%% %3 et VR qiér?erla%ﬁmemauon

i nclude replacing drivers for physical devices wt

dhip Gaayigclpdg capyersign module18@ exanpigg ihe; hogt weerd of ¥olpge snapshot 117,
har dware where there is no corresponding virtua

@ndireplaging reviapshyt tiansfezd nkdot slarmeh?0 vatidnew et iigfgrmation (e.g.,
services and applications that depend on devices where

el feedi boonh nfaromatiers o mewrtgov inferpmation) &eincssrateh) tbhaged on the new disk
virtual environnent. [0043] In addition, conversion

rad ublemé 30nfigunatfonrdf hieer victna ahaehinb e $e asonlebr stepoddneersion module 130
appropriate configuration values for the intended

\¢hri hls@bxananeihe erafiferged redifiby inférthation (hat sHowa) bEsallihé Bigapshot 117,
virtual nmachine (e.g., 175) will operate with the sane

RHE uPHRA GRS trinffeired BIPY YnfordRfol, in &f ﬁuahneaSapPlbpﬁme for the virtual
original physical machine 105. Al ong these nes, an

Achohink 366,2828€d 8f the new hardware and drivers that exist on virtual machine host
110.

[0042] Such updating can also include changing the system binaries, such as the kernel and
HAL drivers, from multi-processor to a single processor hardware configuration. In
addition, such updating can include adding computer and drive identity information unique
to virtual machine host 110, adding any appropriate disk or file drivers unique to virtual
machine host 110, as well as changing the registry information to accommodate the
appropriate network drivers, storage drivers, and so forth. Such updating can further
include replacing drivers for physical devices with drivers for virtual devices, disabling
drivers for hardware where there is no corresponding virtual device in the virtual
environment, and disabling services and applications that depend on devices where there is
no corresponding virtual device in the virtual environment.

[0043] In addition, conversion module 130 can further create these and/or other
appropriate configuration values for the intended virtual machine (e.g., 175), such that the
resulting virtual machine (e.g., 175) will operate with the same preferences (e.g., memory,
CPU, etc.) as at the original physical machine 105. Along these lines, an administrator of

the virtual machine host 110 may also (or alternatively) modify these preferences for the
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the virtual machi ne host 110 may al so (or
alternatively) nodify these preferences for the 17
resulting virtual machine. Furthernore, the

adm ni strator may even build such operationa
information (i.e., configuratipn values, preferences,
etc.) fromscratch. In either case, one wl|

%Qﬁn%tﬁl%lﬁﬁl?al Bﬁ?ﬁm@ %%or fthg n&llmrn s?rgto? ﬁﬂg { eg}eblﬁlr&ysuch %peratlonal

o cont i gur | on Chan ges b ppropri
S 6 %&ﬁg afif RS bRtk SROTTOrE scuBEf o ither case, one
%B%@B#%{J b 4 a4 48 ke QY fééﬁvé%%f%n@gwamn changes

record (i.e., fron1120 to 123), systemregistr

i2RPIOPTIYE fLTsUg rﬂi"e\/ré?““i"}&“ﬁ’f‘\ﬁ"éﬂas]i’fne i bap@PbleAtidarill operate correctly on
conflguratlon or preference information, converS|on

rmmrtea Twehige Fesidenss (e &rirmat machirschest 190). (| ,

"unnount ") virtual hard disk file 140, so that it is

1680443 feer appropsaelly Ineodifying/ctvatiug theFappropfiatextmopteeordri.6, from 120
1C shows that conversion nodule 130 sends nessage 170
tto 12B), tsysttmnmegisiry énfonsdtioh,l Arivar nisfarmationn gni/or tothet configuration or
machi ne host 110 to renove the nount of virtual hard
iretérehdel ifoldhbtionNcbBlersicdnmudulg 180ican then Mdémovéi thé uahnhélr @e., “un-
disk file(s) 140 can be used as virtual nachine 175,

Whetne') dadal iharde@ise flé aldysd danid 8alo togdhaceibke &f a drive. For
vol une 115 at the point snapshot operations were

GRIFIB e, 1@-55(9’@5“tﬁlt cofive?@éit in@&ﬁlé“i.?’o §e|ﬂ§s Q@és%ew 70Rb RirfuBBmachine

vol une(s) managed by new virtual machine 175 are

%BE}SM@t ﬁgﬂ'uchﬂ% %Yﬁﬁlymgo'ﬂH{e?BFt' 13b%o FRRE Fle rﬁ@un@ of v1rtua1cl1/ard disk file

appl i cat| on- consi st ent e system consi st ent

G48S NARGNRLR tmTO@Sth g hérd uch%lﬁ ﬁl%t(dg fb A6 &d as virtual

physi'cal machi Wil now virtia

i rtual hi ne se t
arCFlnSﬁ7%'a‘é’H?Sﬁe 4 behtral R BRisdC R, g BCRCvoliSs 1 et e point
Q gg & nnre otlnEIIy than if) the user 20

ﬁﬁﬂﬁ A YR c™ARECA ne 105. I n addition, one will
@@&ﬁglate that the VHD files can_be general
3 i gartipylar, dhesdata withinfhe ¥plymgise magage tbrym zélrtual machine 175
virtual machine 175 to any | ocation desired (i.
AFFOCARSISIEAL iy aYer P BTORBALR Ok sDeCh - &t @@a@fw@rﬁ@lswtent file system-
i mpl enentation sinply by transferring the virtua
iakshitens dnidfos Ceph-Censistent, WD Mislagesiit, a grier Ysepobphyisigalariachine 105
with virtual machine 175 to the desired | ocation and
pal mow e ableamhoat erewbmaghimpldiSat viomall machine histt1il0and use the virtual
25updat es.
machine (including accessing prior data) just as though (or more optimally than if) the user

were using physical machine 105. In addition, one will appreciate that the VHD files can
be generally portable. For example, the end-user can transfer virtual machine 175 to any
location desired (i.e., another virtual machine host) in at least one implementation simply
by transferring the virtual machine file(s) (e.g., VHD file(s), etc.) associated with virtual
machine 175 to the desired location and performing any necessary operational information

updates.
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18 [0046] In another inplenmentation, the one or nore
VHD files (e.g., 140) can even be created at physica
machi ne 105 itself, and then sent/transferred to the
appropriate virtual machine host (e.g., 110). For
exanpl e, a user at physical q%chine 105 can create a
VHD file (e.g., 140) at the physical machi ne, and

er the sn hot coptents into H
(3B rcinpltes 1P P@P%‘éttﬂ%\f’“‘i RE Hmﬁ?jé}lﬁif\(?fa@rﬁ 1nE40) 35 gven be
is at |east one way at__ the user can avoi d nounting
¢rpted/pirplysicd machge; 10§tlt591|'f randdhenseaniransfersd to Mcﬁpprqpflate virtual
desired. In either case, the user can then
weehine hash (st &r | H0he Farpamplee aaiset at physicabmaehing | Gheasgirste a VHD
contents to an appropriate destination (e.g., virtua
filkdbgné4as the phpsical smachinh and)wanster thesspapstiotagntents into the VHD file
operational information at the destination.
far theer duat ofviateyest btithe pysicahmychenee NTlak &y deastléne way that the user can
operational information for the VHD file and snapshot
oid eBlsingtthd NEIDsfildr(Ee, 4teviGual nabliaé hest 10@)C ITidesire0In either case,
bef ore sending the VHD file and snapshot contents

®BWREGcah Ghéh SenB A @Sthe NATD Glle ah® Q4rfdspbrtliSOSRPSHdS @ntents to an
rather than create a VHD "file," as such, a nodul e

£®r(§br11atec QBN RARIOe. gm i@l 13DhikeOBbsl PFO)C Qlﬂfi | Hdh %d chResponding
stream from nenory the snapshot data and VHD

SRt AR Jrﬁﬂfn@ﬂj aﬁ&%@??&%‘n&@dn MG RIDEV DO tHe NudeP rntlalyogvcen change

(e.g., byte block ective for transportation.

?ﬁ?a@no a 191%nﬁ foﬁ%@tﬂe Yib ﬁie%d?r?ap%}%{tﬁ?ﬁt&ﬁg t]tﬂe u}/JE'Qe.g. physical

accor |ng to appropriate ormat /' ¢on

FREEI TP HTRE G el YD RBCHRR T S5 ci"grd”?o the new

tteanmcan then be saved as a VHD file, since the
BOBd data was generated in VHD format. This is yet
anaot her way to avoid 20 nounting the VHD file. [0048]
(0046 T sepye pases reger thap qreate |a|\GéP Hilee” 3% SHethidanodye (e-g., conversion
overvi ew schemati cs and conponents that can be used in

medWe dadiceould b cpnfigusstei sitsamnBomf memery ghe saapshot data and VHD
invention for creating a snapshot of physical machine

Metadave corgted atnphysicelamaeiyne 182 in \portiona | (egadhit lackb pffective for
that data. In addition to the foregoing,

rangpatatinn.aThodaa of be $ieaped sandls@By foveattadan ac\dilD dbramt berording
described in terms of flow charts of nethods

tooapprapsintegV HDefoomatmonena sjesificationa.c Ciings] afsdri beingatransferred to the
particular result. For exanple, HG 2 illustrates
ddsoiutionré.g., ®frtual machine host 110), the stream can then be saved as a VHD file,
since the streamed data was generated in VHD format. This is yet another way to avoid
mounting the VHD file.

[0048] Accordingly, FIGS. 1A-1C illustrate a number of overview schematics and
components that can be used in accordance with implementations of the present invention
for creating a snapshot of physical machine volume data and creating a new virtual
machine from that data. In addition to the foregoing, implementations of the present

invention can also be described in terms of flow charts of methods comprising one or more

acts for accomplishing a particular result. For example, FIG. 2 illustrates flowcharts of
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19 nmet hods fromthe perspective of physical machine
105 and of virtual machine host 110 for converting a
machi ne, such as a physical machine or a different
virtual machine, to a virtual machine. The nethods of
FIG 2 are described bel ow wijigh respect to the
conponents in nechanisns in ﬂIGS. 1A through 1C
: .21S .
?{%81%&9 %rmﬁ%et f%%@géveequ' 5)@ s&él nlr%gl}({:iﬁ? in(ga f gﬁtﬂ?%aéﬂl_?%ogt 110 for

€ perspective : : conver

RTINS E AN R L R

g’gﬁ%{’]‘? s'gneiﬁlgélegg %Bl%gfyzszl}r% 3%%053%1 Lpgg\ﬁ\éﬁh\llj\%?%cg t%nthe components in
h

configurations of the ysi cal machine. Act 200

msehagises in HKn ilAyhioyelbHe or nore har dwar e

configuration settings for one or nore 10 volunes of a
HO48] %@r. expmpleeKin3Ishowsth@ a meathed fram the pereestiverofipbysi¢ad machine
130, which can identify hardware (and/or software)

tenéfi cpuveatingmplysichl mgrhinerio v oirtmakbmadhineat ia oirtuabmachine host without
initiating the snapshot processes. This can include

indeming f sigrificanh elolyaotime emortd  &i20 oA mibry qihysieal dmbehirk? Solames can
they exi st at physical machine 105 on vol une 115, and
canprisd rah her 200nsfl idetgifyine Rirdividengnifiehdims of iR phytiealafi®hine. Act
configured for a nmulti-processor environnent, 15

DOE QIERALL hiehiiﬂyix%soﬁeﬁo@ﬁﬁf@h&ﬂ@m@%fohﬁgﬂﬁﬁkﬁp%tﬁx%@ fot lofi® or more
whet her there are storage and network drivers that

P86Eled 6 DGalRARS| & SAmpRNE1G.01 A Mdwd conPQ88h nldAule 130, which can

addition, HG 2 shows Phat the nethod fromthe

RERGD TG AR BaBIXIVR) RSk ey TR ORI | EuRR o inicaing
I t Orincl u creal.in r

8 ot Rt Pt TP S B RE BRADIG E Bl ze DAL Fag ang youme data

machi ne .vol unes. For exa e, FIL.G 1 ho t hat .

B FR ot Po iesh Fap BAE 00 S Sibine 157 08 by er include
15, which includeg the sane, boot record 120 as )

%‘s%fwélfs SMhetler | iae dys ive CoBRgeth A0 |4, MEITHRIGEEESog gnvironmen,

j Ien%ntation, conversion nodul e 130 can i nvoke

RFPPRADLHIGS In Rpgraling Biskran suppertides “Whrthoigherrarersiesaggaad getwork

avail able, or sinply shut down applications (or other

dii yerethatnsed tochecpnsigiseds andigcHfofthi t er s are not avai |l abl e.

As a result, 25data within snapshot 117 can be ensured

10958k Innddisions Hf 2 shows thatthpnethad from thoparspectve 9f physicah machine

single instance in tinme after the snapshot processes.

105 can comprise an act 210 of creating a snapshot of the one or more volumes. Act 210

includes creating one or more consistent snapshots corresponding to the one or more
machine volumes. For example, FIG. 1A shows that conversion module 130 creates
snapshot 117 of volume 115, which includes the same boot record 120 as before, as well as
volume data 127. In at least one implementation, conversion module 130 can invoke
writer-involved snapshot processes on volume 115 where available, or simply shut down
applications (or other write processes) where such writers are not available. As a result,
data within snapshot 117 can be ensured to be consistent (e.g., application consistent) for a

single instance in time after the snapshot processes.
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20 [0051] FIG 2 also shows that the nmethod fromthe
perspective of physical nmachine 105 can conprise an

act 220 of sending the snapshot(s) to a nounted

virtual disk file. Act 220 includes sending the one or

nore consi stent snapshots to ﬂ)nnunted virtual hard

disk file. For exanple, conversion nodule 130

r i s.device identifiers for each snapshot taken ..
0313 A5 2 555 s S e Thoc b s bseo G gt Ryl ggehine 105
device identifiers for each virtual hard disk file

AR FATARTIsE AN get 220 of sepding the sraphot(910 2 mpypied,vigtyal disk file. Act 220
appropriate device identifiers, FIG 1B shows that _

@ § sindingrihel aneorimore cansister saanshoty & 4 meuetad yiruplzhasd disk file.
snapshot 117 into virtual hard disk file 140, such as

Fot erqmiplet, eorfversidmymeduld bifkeptrievesdeliee Aideopiiersfwieashi smapshot taken at
[0052] HG 2 further shows that the nmethod fromthe
pbysqboachige U35, pind/Sirtbal retrinedsi ang dddee idédtifeanfoc eavhrvirgml hard disk
an act 230 of sending the boot record(s) to the

b mbested bt vittadl machine flioktel 10AUpaa3@trienink uppopaaadivige alentifiers,
boot record for the one or nore consistent snapshots

G 118 shiowsth@&EoMveréisinob@e d 30l cakKirdrsfe? volbeatd ety dfligapshot 117
boot record for the one or nore consistent snapshots

GR6 vRRalRed l@ﬁlealﬁlo,t ﬁ@ltl ﬁé syt @E Byl ﬁlot!?ilfansf%géopy mechanisms.
u

) fils
exanple, HG 1B shows at conversion no e 130 al so

R R0 M08 ot e
di h . .
S0 P05 39 80 f RGO PORY ARy e e,

nt of virtual nmachi ne

290 inc| e OREGRE s PoERiond PR e bt dstiSieExgafiors B e mounted

the new, vi al hi ne can sinply be created from
yeTual a0 sk e puchri T ot ST Toh e ARAFTIIR oS napghots can
additjon to the fore Qin%, FIG 2 shows that a nethod .
Pe srrdififd ¥ehe yatugl 9’@%61"6 o%h- Vior egainPlgalf- nd shywys thatpconversion
of converting a machine (i.e., physical nachine or

pradale 190 alsg sendsheetidata) 12040 alrwalrltafédlskrﬁkehli% Fig. ¥ also shows that
virtual machi ne host w thout incurring significant
dowisrsidnmodute $3Pecap sendonessaged 6pacmodiéy the baetarscasdh20 to record 123,
conprise an act 240 of creating a virtual hard disk
fudhethatdeot getOrd 1 ig dessisere do1i thg openating eralironment ofi Wikual machine
file having a file size. For exanple, FIG 1A shows

hosut110i rIh ak implehienatit she Advd boetcrecare Sormhs srgeviitbdl machine can
instructing 21 virtual nmachine host 110 to create a
viniplypbd @eated frordlscrachdathestkart jubtsentamd wldifieds an

instruction to make the new virtual hard disk file

YO0SBRIM Bddifidh f0OH® BtESIng! IFIGURIshdWACHRLNE 3@l fohd the perspective of
creates virtual hard disk file 140 and makes it

wrt‘umaabaﬁne%spﬁﬁybpkmvxﬂﬂg Rt hRER (1.8 bR} sibal ffAehiMd bi P virtual
hard disk file size can bé of either static or

Sh4BRALGo aWua? }gﬁ%%@ at, aVv'iEthH ZhachAk ﬂoﬁ%viﬁfoﬁé‘inéd&iﬁ%%igg}ltﬁgam down

m ght 'be set gi gabytes I n order to acco

ﬁgle%ngtﬂp Yhé3r g'Lore\e/ %%Ees gglgmgsa&?xu% p[n%é 3@%%:9;%0%/ ?fl Céeaiiaé a virtual

conversi on nD. . v!r_ nar
Egrdgcﬁsqy\ﬁl%y n&cmﬁalirl\é(ualgs tclrﬂlea Idi Iatvkr?ura!l?lhargaéis% ﬁlree}l%%ifng "file size. For

example, FIG. 1A shows that virtual machine host 110 receives message 150 instructing
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[0054] HG 2 also shows that the nmethod fromthe
perspective of virtual machine host 110 can conpri se
an act 250 of nounting the virtual hard disk file. Act
250 includes nmounting 10 the virtual hard disk file
at a virtual machine host, sugp that the virtual hard
disk file appears as an accessi bl e physi cal disk For
I 0

NP et Epod S1G198ud ¥ Tt bR AR e el i nstrcrion
ile.1 In one a rtual nachlne

TROTHF R nBR G Y @? b i gl?ﬂ?zk i reppqnat 6%1?%9136 host 110
particul a V). , .and then, nmount : .
iy hi ko 90 and s B bl VAT Pissouta lpioned, erin
disk file 140 can then _be viewed and accessed as
dhe kirgahhagd disi Eile siggcanbe jof eithegstatiey Ar dy %lﬁeﬁ%&amwlsmmual hard
the spective of virtual machine host 110 can

F lesbfﬂamlgi%tbezsso o100 igabxtenip oider &t appomanodate 50 gigabytes of

snapshots Act 260 includes receiving data of one or

rmotumec blfsdata. e Adtermntinedh cosvecsion mogue dBh gets virmalehand distyifide 140 to
physi cal nmachi ne vol unmes. For exanple, as shown in

Fr&v dgiymivallytwid] addiohalrdatantomsfers10 recei ves vol une 20

data 127 and boot data 120 over using any appropriate

t[065HfFG. Pekb slivvathititheemethvd fibiche paripeetve-diwiraial machine host 110
byt e bl ock-by-byte bl ock, etc. on any network transfer

RAaR OapHise- an[200550)] of 'ﬂ}tfuhhﬁg e vatuatKard disk HRSAEDED idd\&les mounting

met hod fromthe perspective of virtual machi ne host

O viRAl GATRGUS Bkt AGirual’ DaGfind REHL! MR Ghdt ke Qﬁaial hard disk file
record. Act 270 includes nDdlfylng ‘oper at i onal

SaﬁE%'it Anoe{&césggn]ée Oﬂ@sﬁﬁl%ﬁ EORle% @Q SI""Iﬁ ¢At shﬁﬁ/? Hﬁl'f' Qfrthal machine

at the or nore COﬂSI tent snapshots are

%E{]?P(Sl ﬁée%/efs of %ﬁﬁp?ﬁa% E&u%{éﬁe%ra}al thlaxed sfttﬁ']%l %40 In one

I ne e, Vvir
SBElRalar o et 'e° oo o g Smﬁgﬁgéégg%%% e 40 vith
R oo end B0 Tt bRt e Bt RGReAebr The virwual
e tlsggo fara gﬂ%‘% TevedunsdsiasdRadokduiey [oan ai o
SBESITR ition. the method Hom the perspectve of viral mathing host 110 can
comprise an act 260 of receiving one or more snapshots. Act 260 includes receiving data
of one or more consistent snapshots corresponding to one or more physical machine
volumes. For example, as shown in FIG. 1B, virtual machine host 110 receives volume
data 127 and boot data 120 over using any appropriate transfer mechanism (i.e., whether
byte-by-byte, or byte block-by-byte block, etc. on any network transfer protocol).

[0056] Furthermore, FIG. 2 shows that the method from the perspective of virtual machine
host 110 can comprise an act 270 of modifying the boot record. Act 270 includes
modifying operational information for the one or more consistent snapshots, such that the

one or more consistent snapshots are appropriate for an operating system at the virtual

machine host. As shown in FIG. 1C, for example, virtual machine host 110 receives
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S5preference information. [0057] Such changes of an
operational nature can include, for exanple, any
nunber of hardware and operating system configurations
(e.g., nunber of processors, hardware drivers, disk
drivers/identifiers and stor drivers/identifiers,
network drivers, etc.) Such changes nay need to be

considered to .ensure.that the .new_operating syst of .
Fikgsags 163,30 modHy RRETRHaal NIRRT FO1 SalIRe. FRRAEE dRP e include
appropriately for the virtual .environnment. Chan%gs q& )
RF SFFBPIATFAYASE toridenti e anpappriats YRkl maghing Aest § Lt ¢rijfida. and changing
regi stry mani pul ati ons, such as usage_of drivers and
beeiakataZP danbeas data ddhin anappropHate Wapsery Masgpge dpY € apother message
and/or registered in the binaries, updates to kernel )
armgt showalcah fsorindtdeopne emmorsaequsstsio cloinga gegistof anghor operating
operational nature can still further include various
pwidrerga igbimmatiopr ef erences for the virtual 15 machi ne,

such as those for nmenory and/or CPU requirenents.

[(338 Sudinclatigést ofoah, ofekdtional wdaG@Rait dlude or rrtulpld, fyomamber of
t he perspective of virtual machine host 110 can

G dRAleS BndPBp@atng? St JoRARIFARGS tBE., VikuniBeéa ! of NEibeksslir§ Khardware
file mount. Act 280 includes renoving the nount of the

BAvGs, diskKartvel i dertitie R 4nt13s§or5§bedr|}/viegs?iﬂiﬂtiﬁ'8ﬁ[ Qet%ﬁ(kcllﬁ\}eks? etc.) Such

is not accessible as a physica i sk. For exanpl e,
¥h ITREIA 10 Be RBRGidetdL o’ Sk 3G erating systéf! of the virtual
mﬁ?%ﬁ@%gauests Fhat virtﬁal machi ne host ilogfgﬁovg ° vird

. o N . Y Ry
WS tonpithd i Bty BhRankel Tpr 88 vinel i Foment. Changes
disk file. such that file 140 is no.|onger cessihl e

Ph et Gpe GUER & Rl 18 Vs B QB P RRE S usage of
As a result, virtual disk file 140 can be booted as .
GriYers, N ook PARATRS, iOGNRE Al e ora e P Bca R B tered in the
onsistent for a single instance in tine, and rea to
g‘;ﬁ‘é?%?t apdtes; 1 thomel AT HEA I GRtormaton, |ad 2390 ity cﬁépges of an
and fromthe perspective of an end user, virtual )
AREERfional napuge ican stilk fyther ingludg yagions ponfiguration pigfesengpgifor the virtual
purposes - an essentially identical form(i.e., sane

aaehine, suchgsthose fis seenqosy andier(@B1 yequiterpyssi cal nachi ne

105 prior to snapshot operations. [0059] Accordingly,

FI0S8] Im #dditonaAHG.2 showy itlike the methtxk fromfthe perpreatvet of \artghl machine
mechani snms for efficiently converting a machine (e.g.,

hogo 1Y@ caratommishian ec280psfi removing ttheavirtual hard disk file mount. Act 280

includes removing the mount of the hard disk file, such that the virtual hard disk file is not
accessible as a physical disk. For example, virtual machine host 110 receives message 170,
which requests that virtual machine host 110 remove the mount of virtual hard disk file
140. Virtual machine host 110 can then un-mount the virtnal hard disk file, such that file
140 is no longer accessible locally or over a network as a host-level disk drive. As a result,
virtual disk file 140 can be booted as virtual machine 175, which contains data that are
consistent for a single instance in time, and ready to operate at virtual machine host 110. In

particular, and from the perspective of an end user, virtual machine 175 is — for virtually all
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5 machine) to a virtual machine. In particular, the
figures and correspondi ng text describe how
i npl enentati ons of the present invention can be
acconplished in at |east one respect wthout
necessarily rebooting a machi pg being converted,
and/ or without necessarily needing to reboot into an

r ro : SUC r
é@r?ﬁ%n%‘ni@ rg&nL é mec a%%rgﬁsﬁ?a{ Jfhgl\t/!vadp 5‘2 i (E:'g'l’ (g%%: ﬁlgtr?’esor tdgta subset(s)

| at i vel.y<rapidl t

1GeEh7 8 sl ol 103 AR E abm Rt lerior | o
[ As previ y i on herein, one.wl|
IS AcBeRiate HGSY RENC afitbrts PfVitha SR of components and
i nvention _can_he varied and nodified for a w de range, |
dfle‘g‘ﬁ?lﬁlﬁf Sorreffagiently GoaVeRtinge? MARRYRE 8-+ PRYjicAlmaghne or prior virtual
operating systemenvironnments. For_ exanpl e, ) i
i pthines 10 atviteiek mechipg e Inppasieutar, the figyras sd carfespanding text describe
readi |y applied to conversion of any type of machine
thpwaimpement®iops of thelpresamtiinyrationgarhbe acspmplished imatdeasppne respect
virtual machine, for exanple, a user mght desire to
cwighue neoaseargy oelagng paowcliiog baingi cdnyertednmotiion evittioot @ecessarily
vol unmes may al ready be maxed out. Accordingly, the
useding caltethoatriamt an ADE 0o PXiFoenwirviierti |Asssutlyabe forezoing components
| arger than the previous VHD files of the previous
vindt medhaembiallew phiasinaiachig or b rediedt rdRtiveahpidly, such as at
data, and transfer the virtual machi ne snapshot data

t@dnbdiioha [dBRanYhbdwbiK ®msfetigebds. f urt her, 20the
conversi on processes described herein can be split

f Dglt]eAs iofé_‘zf?)_u lntlé.n’ﬁt)ﬁ‘ed! ﬁé}'&ﬂe&@e@ﬁl %t@&ﬂ&? 'imﬁl@fﬂ@ntations of the
8 ty

ose explicitly described. For exanple, if a user has

alﬁg\@}(t i'ilQenttiroﬁ‘Q:gri i vﬁie\ﬁQJnH qf‘fo«fi@ r b Qide ;aﬂg‘ggit o#mrﬁ'mtfaﬁs, and wide
E e user can sinpl'y i nvoke a tiXx-up operatior to

A v W PR B 6 iy S o s o
to the f i ng, il di | iate that .

e bk A 2 N b BB S bRt v
o e S5 Sl b O PR o i s
115 is/are installed m ght be any one or 23a nore of

4o [5Eafecmee stRfpgsnipacedios R Virthahmagiag whossgrolmasdpiy alfsgdy be maxed

can further have a variety of
out. Accordingly, the user could create one or more VHD files that are larger than the

previous VHD files of the previous virtual machine, snapshot the prior virtual machine
data, and transfer the virtual machine snapshot data to the larger VHD files. Still further,
the conversion processes described herein can be split further into multiple independent
steps other than those explicitly described. For example, if a user has a way to transfer a
volume image to a target machine, the user can simply invoke a fix-up operation to
“virtualize” the image, or the like, so that the image is bootable at the target machine.

[0061] In addition to the foregoing, one will readily appreciate that implementations of the
present invention can also be applied to a wide range of disk configurations. For example,

the physical disk(s) on which machine volume 115 is/are installed might be any one or



partitions and/or volunmes. Nevertheless, the
procedures, conponents, and nechani sns 24 descri bed
herein can be applied to such variations in the
virtual machine just as they re in the prior machine
(e.g., physical machine or p?ggious virtual machine).

In partjcular, characteristics associated wt .
H}ﬁ’{fg?‘rcaa aslfy‘ﬁébﬁ‘%m’(ﬁrd? 8j3p ogPraRnE Histehk a’t“f %&EH?@HV? g variety of
the virtual machi ne host so that the new virtual .
REEHPHean qr| vobpesy NpysEthelgss, the RIPePdBISH oFWRADENS,139d merhanisms
basi ¢ or dynam c di sk properties. Accordingly, the
conmponent s, nodul es, and nechani sns descri bed herein
can be applied widely to ensure a seam ess transition
froma prior machine to a newy virtualized form of

the prior machine. [0062] The enbodi nents of the
present invention nmay conprise a special purpose or
general - purpose conputer including various conputer
har dware, as discussed in greater detail below 10
Enbodi nrents within the scope of the present invention
al so include conputer-readable nmedia for carrying or
havi ng conput er - executabl e i nstructions or data
structures stored thereon. Such conputer-readabl e
nmedi a can be any avail able nedia that can be accessed
by a general purpose or special purpose conputer.

[0063] By way of exanple, and not limtation, such
conput er -r eadabl e nedi a can conprise 15 RAM ROM
EEPROM CD- ROM or other optical disk storage, magnetic
di sk storage or other magnetic storage devices, or any
ot her nmedi um which can be used to carry or store

desi red program code neans in the form of
conput er - execut abl e instructions or data structures

and which can be accessed by a general purpose or
speci al purpose conputer. Wien information is
transferred or provided over a network or another
comruni cati ons connection 20 (either hardw red,

wi rel ess, or a conbination of hardwired or wrel ess)

to a conputer, the conputer properly views the
connection as a conputer-readabl e nedium Thus, any
such connection is properly ternmed a conputer-readabl e
medi um Conbi nati ons of the above should al so be

i ncluded within the scope of conputer-readabl e nedi a.

[ 0064] Conputer-executable instructions conprise, for
exanpl e, instructions and data which
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25cause a general purpose conputer, special purpose
conputer, or special purpose processing device to
performa certain function or group of functions.
Al t hough the subject matter has 25 been described in
| anguage specific to structu?él features and/or
nmet hodol ogi cal acts, it is to be understood that the
desouibbpd béreimatah de apisifeidnie dudhnvatihsiora pp éredédual Ingichipe jst aothey were in
necessarily Iimted to the specific features or acts
thed @sior inehina@\s . pHysicilemachine of Rr&liddsCvitaalt mastin®ndIn particular,
acts descri bed above are disclosed as exanple forns of

chard$ibrediies tabsatiateB Switl aiph§sicat[3Mfhic dihbasRr @SIeBin bE\RALER to the
may be enbodied in other specific fornms w thout

virflBP Alat HiROhdst §Mhht Ge 8OV VituaPha&SSEWill Bhave just as it did before with the
characteristics. The descri bed enbodi nents are to be

ba§iOdp 'rdg:gatﬁ:ﬁg disR Jg{)ﬂeﬁe@? p&&:{)ﬁﬁ%’}t, ﬁ@@oxﬁédngﬁtg,r Bbd&, 3R mechanisms

not Icti € Scope e I nvention Is,

. e, jndi . h : :
s PEEFRSE et RIS R LU RSk Y i At
nd range of equival ency of

2139 ngtﬁng t he .neani n ge ¢ _

R virthed (e o S RtoE B Mi% G it hi n 10t hei  scope.

[04?6%] ?ﬁéle%%omegtls %If me present invention may comprise a special purpose or general-
purpose computer including various computer hardware, as discussed in greater detail below.
Embodiments within the scope of the present invention also include computer-readable media
for carrying or having computer-executable instructions or data structures stored thereon.
Such computer-readable media can be any available media that can be accessed by a general
purpose or special purpose computer.

[0063] By way of example, and not limitation, such computer-readable media can comprise
RAM, ROM, EEPROM, CD-ROM or other optical disk storage, magnetic disk storage or
other magnetic storage devices, or any other medium which can be used to carry or store
desired program code means in the form of computer-executable instructions or data structures
and which can be accessed by a general purpose or special purpose computer. When
information is transferred or provided over a network or another communications connection
(either hardwired, wireless, or a combination of hardwired or wireless) to a computer, the
computer properly views the connection as a computer-readable medium. Thus, any such
connection is properly termed a computer-readable medium. Combinations of the above
should also be included within the scope of computer-readable media.

[0064] Computer-executable instructions comprise, for example, instructions and data which
cause a general purpose computer, special purpose computer, or special purpose processing

device to perform a certain function or group of functions. Although the subject matter has
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1. At a machine in a conputerized environnment that

i ncludes a virtual machi ne host configured to host one
or nore virtual nachines, wherein the nachi ne includes
one or nore 5volunes, a nmethod of converting the
machine to a virtual machi n@Sat the virtual machine

host, conprising the acts of: i dentifying one or
beemgieseribed avianghagespecifcl teadtiuotra éaturesgmdioo meddologicalnes, it is to be
vol unes of a machi ne; creating one

undefstaudrtRat A subjet emhttes dafigdddh sheCppéisd olatthdig nbOndcbsariip dimited to
or nore tonmachi ne volunes, while the one or nore

the ¥B&difid R atiRs WiRiSts AERriBEL 4D6Re. Rather, tieepedifig) fdaliesOme adfs described
nore consi stent snapshots to a nounted virtual hard

aboit 9 didclRed &M ample fornd VP EhPEmend?@Ae S186RF d for the one
or nore consistent snapshots to the nounted virtua

[Oﬁg?f ﬁ%érj Eﬁgerrt i ih\%’ntigﬂ{‘ %t&aémﬁcglfedbﬁo&h%reﬁ)%igc fBfmd Qﬁhrﬁﬁ glepartin g

consi st en snaps S can e‘nodifie at
vi.rt ual chi.ne ,host to b de . ropriate for an . .
fro%l 6{e§rs§ r1it ﬁg?sssc)a/nst%ag%lag}c € técsV fl‘lhfa g cnﬁgcg rﬁlﬁo }men?s arg .to %%onmdered in

method as recited in claiml,. wherein at_|least ane.of
ol et ey o s A SEE ROty BT S50PE Of U yegopR i therefore,
. Vi I hi t t f [ t t.| .
1ndgvclﬁt£.=(é g;ﬁl g}ertag)gerlé{gg g{;?r;soraﬁ%ébwrég }SI’ t vl plgg g B%S?‘B%‘R‘g éﬁﬁ ck?a?lges which
come within the meaning and range of equivalency of the claims are to be embraced within

their scope.
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27 3. The nethod as recited in claim1, wherein the
machi ne i s a physical machine, and the physica
machi ne and the virtual mach2me host are the sane
conmput er system such that the one or nore vol unes of
the physical machine are transferred to a different
di sk device of the physica?Lﬁgéﬁine Wi thin the sane
conmputer system 5 4. The nethod as recited in claim
Wq claier ei n” t he one or nore nachi ne vol unes conprise a
plurality of machine volunes installed on a dynamc
bhy shtcalmagdhigk in a computeriged Findronmenfodiataincludes @ evértyah machine host
claim1, wherein the act of creating the one or nore
colipmed ®thest ons rva peino vistuhlumadheres,ourepsin gegnichine andlgdes bne or more
i dentifying used space and free space on the one or
vohmes)aalethod of aonveetng the machindaatal figtualgnavhmeat tovietual machine
files in the used space to be avoi ded during snapshot
hokt, Conmtistigahaidiosts, the one or nore files to be
avoi ded including any one or nore of a diff area file,
a page fijligtifdnddfe ©r UtdBl hardwdrt R{hAAIAA §difis BPGne or more
15copyi ng the data fromthe one or nore nachine
Vol UQRsnes 8f PRBciAhe;Or € virtual hard disk files, such
that the copied data include only one of: (i) the
identified used space; or (ii) the identified used
space Wi tchating phe obmerepeongisient snapshotst eerigepoadiog de ghe one or more

machine volumes, while the one or more machine volumes are active;

sending the one or more consistent snapshots to a mounted virtual hard disk

file; and

sending a boot record for the one or more consistent snapshots to the mounted
virtual hard disk file, such that the boot record for the one or more consistent
snapshots can be modified at the virtual machine host to be made appropriate for an

operating system at the virtual machine.

2.  The method as recited in claim 1, wherein at least one of the one or more consistent
snapshots is sent to the virtual machine host by transferring the at least one snapshot as a set

of one or more byte blocks.
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28 6. The nethod as recited in claim1, wherein the

act of identifying one or nore hardware configuration
settings further conprises t¢e act of:

identifying one or nore applications on the one or

nore volunes that are configured for witer-invol ved
Snagbhmetimdas senited in claich boehediimtheamachinetis @ physinal machine, and the
each identified application to begin witer-involved

pbyaq$ hathipe ekths evrtual hachiiehosetieable sener @mipuéed systers,| sacinthat the
6, further conprising the acts of:

onél enmbfeyviohgnes R therphpsica naphine aittansferrédtata differematisk device of the
configured for witer- 10i nvol ved snapshot processes;

pafical machinéWithihititGsafe\Wompa@esydemt he identified one or
nore applications that are not configured for

writer-invol ved processes. 8. The nethod as recited
inclaiml, further conprising the acts of: 15sendi ng

4326 g?é g%ég{otﬁ ﬁé RAEHEHLANARST, WheleifthY bhd SahordBERhAE vBRRes comprise

a plurality of machine volumes installed on a dynamic physical disk.

5. The method as recited in claim 1, wherein the act of creating the one or more
consistent snapshots further comprises the acts of:

identifying used space and free space on the one or more machine volumes;

identifying one or more files in the used space to be avoided during snapshot
or copy operations, the one or more files to be avoided including any one or more of a

diff area file, a page file, a bad cluster, a hibernation file; and

copying the data from the one or more machine volumes to one or more virtual

hard disk files, such that the copied data include only one of:
® the identified used space; or

(i1) the identified used space without the one or more files to be avoided.



virtual hard disk file; and sendi ng an
instruction to the virtual nmachi ne host to nake the
virtual hard disk file wita8le. 209. The nethod as
recited in claim8, wherein the virtual hard disk file

IS nam cal | y-. si.zed, such that the size of the
Gy - THEROHET oo iR if i Lo iAol gbeq Ty oho g mepe hardware
Tse net hod, as r?Fited in claim@8, further conprising
canfgurgiiensseffings further campsties{ge 8ri@or nore instructions to
mount the virtual hard disk file, thus creating said
nount ed ‘deRtifying angrey merglappligations; Ay thejepg PY JoFg valumes that are
device identifier for the nmounted virtual hard disk
f i | eonfigured for wrher-imeel esksnapshpteprpeessgsiandc| ai m 10,
further conprising an act of identifying one or nore

5 devi ce | Qﬁ&‘i‘hk fah qﬁ&ru[itg(.;n (%)%Cl?m Hg%ccgg{pﬁcﬁfbﬂscb %E%H Evrrgtfrr-ri]nvolved

snapshot s. recited |
1, JUQ%Q r stsrising the acts of: 10identifying one
or oY s%gfé val ues of the virtual machine host; and

7.  The method as recited in claim 6, further comprising the acts of:
identifying one or more applications that are not configured for writer-

10 involved snapshot processes; and

shutting down each of the identified one or more applications that are not

configured for writer-involved processes.

8.  The method as recited in claim 1, further comprising the acts of:
15 sending one or more instructions to the virtual machine host to create the

virtual hard disk file; and

sending an instruction to the virtual machine host to make the virtual hard disk

file writable.

20 9.  The method as recited in claim 8, wherein the virtual hard disk file is dynamically-

sized, such that the size of the virtual hard disk file can change over time.
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sending an instruction to nodify operationa

information for data of the one or nore consistent
snapshots in accordance with2gd he identified one or

nore system val ues; wherein the
instruction to nodify operational information includes

Hh 13hegeethed as mait¢doin ietagin By fusthgr comprising theragtsof:: (i) the

boot record; (ii) systemregistry information; (1)one

or nore dendigy sne OF wode ésaictivgs Iy h@mt bhen girfuelshard disk file, thus
20(v) kernel binaries; or (vi)one or nore configuration

pr efeasagng €5d mbuitb®virtudlthdaad diskefilbj svd. 30 13. The
met hod as recited in claim 12, wherein the instruction

to nodi fy, operational .infaormtion includes any o or
nore of : ldeneg’m%&v&ﬁe lﬁlFé‘Pgerga‘a’r the Siqupted vEral 13362{ Fl'ég F‘}fc e
drivers for one or nore physical devices with drivers
for one or nore virtual devices;

11. The method as recited in claim 10, further comprising an act of identifying one or

more device identifiers for the one or more consistent snapshots.

12. The method as recited in claim 1, further comprising the acts of:

identifying one or more system values of the virtual machine host; and

sending an instruction to modify operational information for data of the one or
more consistent snapshots in accordance with the identified one or more system

values;

wherein the instruction to modify operational information includes an

instruction to modify any one or more of:
(i) the boot record;
(ii) system registry information;
(iii)  one or more drivers;
(lv)  operating system binaries;
W) kernel binaries; or

(vi)  one or more configuration preferences of the virtual machine.
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5one or nore of instructions to disable device drivers

for hardware where there is no correspondi ng virtua

device in the virtual enviroddent; or one or

nore of instructions to disable one or nore services

t hat depend on one or nore devices that do not exj st .
K- tThe wethed a5 Topifedhiimelaimst2, wherein ghe nREutien He dnedify operational
recited in claim12, further conprising an act of

inferraatiog inhedes pnynerreeor @Irst r uct i ons to the virtual

machi ne host to unnount the virtual hard disk file,

such t hatont hemeier ¢flipdtrubgond talieplacé diieers fom obe ommorghiysicad devices
as a virtual machine but not as a physical disk. 31

15. vAth drivetsrfota@le oiaine vietuslalstices) a conputeri zed

envi ronnment, wherein the virtual machine host is

configured to host..one or nore virtual  machi nes that

ncl ude GHE CbMOfRRTdngRefigsdo disable HRACE dVeERy BREAG ere there
physi cal machipe to a virtual machine at the virtua

mac A PReqsEsrondmg irfyab devicern heqdiual gRroBRERaPY ng a

virtual hard disk file having a file size;

mount i ng dhB8r Mbofe dfdhsthidlichs @ &atid bR Gmdre ¥rbic
machi ne host, such that the virtual hard disk

APP &R hRrddevitds HaCEs i BkiS: 40 MESitdh nfdbRifie host.

recel ving one or nore consistent snapshots

corresponding to one or nore physical nachi ne vol unes,
Itherlbe methsl asiregitet an slaim d 2 nfadbervdoimipeising en jpbtyafi seading one or more
10machi ne vol unes are active; nmodi fyi ng

imytrectidns oo dle virtha) muchine rhostap nespomdhe girtual barddok filecsocld that the
and a registry setting in the one or nore consi stent
vimapbard sk fidailn be hadesdible apmeirmal mavhme banisit ¢ & phiysical disk.
snapshots are appropriate for booting an operating
systemat the virtual machi ne host; and

é'fﬂhlat depend on one
Ile
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15unmounting the virtual hard disk file, such that the
virtual hard disk file is not accessible as a physica

di sk. 16. The nmethod as recdited in claim 15, further
conprising an act of saving the one or nore consistent
snapshots in the virtual hard disk file. 20 17. The )
Het H¥@ virdua) grarhingihgshingg eamputesized enpvineBmeRioWReIpig; theyvigHal machine
act of receiving data for the one or nore consistent
hestapednbigured o hosh pneornore kittual glachingg2hatgncludeeongor mote wajumes, a
recited in claim15, further conprising the acts of:

megtwdi oficogveating aphysicat machihe tonakituhhmachineaatebe virlualumbchine host,
hard disk file witable; and sendi ng a device
comlpriding theact of: t he nounted virtual hard disk file to a
physi cal conputer system 19. The nethod as recited

i n cl ai meiating AVikthAMafddTEX fils haen@ R fiRGhizef reporting
one or nore systemvalues to the physical nachine,
wherein the one or nore systemvalues are used to
modi fy t MOUBPHRE Hei vl hard diktls aha reual meechite hort stshethat the
consi stent snapshots. 33
virtual hard disk file appears as an accessible physical disk;

receiving one or more consistent snapshots corresponding to one or more
physical machine volumes, wherein the snapshots are made while the physical

machine volumes are active;

modifying operational information corresponding to a boot record and a
registry setting in the one or more consistent snapshots, such that the one or more
consistent snapshots are appropriate for booting an operating system at the virtual

machine host; and

unmounting the virtual hard disk file, such that the virtual hard disk file is not

accessible as a physical disk.

16. The method as recited in claim 15, further comprising an act of saving the one or more

consistent snapshots in the virtual hard disk file.

17. The method as recited in claim 15, further comprising an act of receiving data for the

one or more consistent snapshots on a byte block level.



20. At a machine in a conputerized environnent that

i ncludes a virtual machine host configured to host one

or nore virtual machines, wsyein the machi ne includes

one or nore vol unes, a conputer program product having
conmput er - execut abl e code stored thereon that, when

Bx edbe mdthod asieitashis clim by ferthercompasingthatacts kb machi ne

to performa nethod of 5 converting the nachine to a

vi rtual reeivingeanatstiibtionuo naka thereatedvirtdabbdrd disk file writable; and
conprising the acts of: identifying one or nore

hardware caonfigurati.on _.settings for .on r . lLume, .
of & machiie SAEvREe haRES tor U ao Bed R g R 8 Fohysica
snapshots corresponding to the one or nore nachine

vol EPfBRUETHIEMB- t he one or nore machine vol unes are

active; 10sending the one or nore consistent snapshots

to a mounted virtual hard disk file; and sendi ng

a boot record for the one or nore consistent snapshots

to the mounted virtual hard disk file, such that the
19001The Biethed as Ecitedhia cdpia 19y Tusdeiecomnrising tag get of fepasting ene or more

can be nodified at the virtual nachine host. 15
system values to the physical machine, wherein the one or more system values are used to

modify the operational information for the one or more consistent snapshots.
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20. At a machine in a computerized environment that includes a virtual machine host
configured to host one or more virtual machines, wherein the machine includes one or more
volumes, a computer program product having computer-executable code stored thereon that,
when executed, cause one or more processors at the machine to perform a method of
converting the machine to a virtual machine at the virtual machine host, comprising the acts
of: identifying one or more hardware configuration settings for one or more volume of a
machine;

creating one or more consistent snapshots corresponding to the one or more

machine volumes, while the one or more machine volumes are active;

sending the one or more consistent snapshots to a mounted virtual hard disk

file; and

sending a boot record for the one or more consistent snapshots to the mounted
virtual hard disk file, such that the boot record for the one or more consistent

snapshots can be modified at the virtual machine host.





