-COVMUNI Clgmall NETWORK ARCHI TECTURE This invention relates to a

communi cation network architecture, and in particul ar to a network
architecture that allows the formati on of a frame-based network over a 5
connection oriented network in an efficient manner. In

comuni cation networks, and in particulat in attenpts to evol ve towards
br oadband networks, a very inportant aspect froma comrercial point of view
is the coexi stence on the same network of both voice and data. This

co- exi stence requi r emre OMMUNIGATION NBTWORKMARCHITECTRERE nd asynchr onous
transfer node (ATM being the choice 10 broadband |Integrated Services
Digital Network (B-1SDN). In the past data_ services have been carried

over |eased co yentinmsrelatescioi a eommpnipationdietwqik A thigciuziaad ie papicriar
such as X. 23-a ntdp AlcRitbde Sl SuhS B formhided BPG fr&nQ-%éHden&%fﬁ twg; are
very costly. ol ce Services are also I nherently circuit-swtched,
however 50w gagnéotioh beiemtbd netsvorls in an efficieat mamenf Public Switched Tel ephone

Net wor ks (PSTN) the cost, to each user is |ow, ta 15 I|inks hence differ
from voi ce ser vilBe@MRUIPRRIOR PR iand jn; Rartipular, W attergpty Repralve dewpds n
a differ entbr&gd%gﬂa’rh‘e\t\ﬁmgfla very important asP!:& ﬁcﬁﬁeanéor}iﬁl@fcﬁé oifftOY viow! {3Cthe
| nt ernet has becone nore’popufar.” In lnternet use tais carried in
packet s anccosxistengeaok diessaareenatwotkeaf oth aotve aihd dbfao Thisbaserdstencevreqsirengerd

| arge number of routers .alon he, way to the destinati he. | nt ernet thus
has o 20 Wb R BRUGRI Rh RGBS TSI SO LTYD REinBot Pelre)
the | nt gy N&lrohdbahd Biteirated Services@i{gﬁﬁltNé‘tGJo_&‘k- EBUISBNY. [Arth€past data services haveA
wi de variety of different forms of conmunicati on networks are known or have

at Iheast b lmeen maials everi Ikased tcommirdeations ¢ircEisyor cpagket| svidtehosh radiqrpatwerksf
i ks incl i rel . | | : ' '
ot wor ks wHTEh 8352019t HERS o4 bEieSyfihe i sl G BHLREN ST borty o

of networksygiee sefvice! € alfoninRétetly Qirciswacibdd hb@ever owinki 16 the dshefddause
capabilities. Also known is |ocal area network (LAN) enul ati on over,_ for

exanpl e, annaiwg of RrblitoSwitehednkalenhone NetviorirsfP ¢ Rost teachussr isdewabatan

01T gt o T U ol Pk R0 804 6 et

whi ch are padiffetend asmdmieimodelks with 36 little or no dynamc

configuration. In recent years of course the Internet has become more popular. In Internet use
data is carried in packets and such packets are routed on a best effort basis traversing a
large number of routers along the way to the destination. The Internet thus has no

20  guarantee of delivery of packets. At the lowest network level, the Internet is therefore
effectively connectionless. '

A wide variety of different forms of communication networks are known or have
at least been proposed if not implemented. Simple well-known examples of such prior
networks include wireless or cellilar communication networks which are generally single

25  connection or virtual circuit forms of networks and are predominantly for voice and for
limited data capabilities. Also known.is local area network (LAN) emulation over, for
example, an asynchronous transfer mode (ATM) network. Such LAN emulation over
ATM is however only suitable for a localized private network, limited to one sub-
network group. Ad-hoc networks are also known which are packet based networks with

30 little or no dynamic configuration.
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2 ¢ it In any form of conmunication network there are a nunber of

desirabl e obj ectives. Notably these include reliability and speed of
connections and in general terms this nmeans finding ways to limt the
amount of traffic on the network, or nore precisely to limt the
anount of traffic passing through certaim key switches and routers 5 t hat
can forma bottl eneck. According to the present invention there
is provided a comruni cation network conpri si ng: ' a
plurality of used dn§r forflof, communication nebwdtkUthRbd tave Of @itk &ff @Rsirable

swi tches, and 10 at | east one private network swtch, .

wher ei n sabbieptivesaNotably skask incipde rpl@g&m iasd spaech A commectipnoand dn gepergl of

Communi cat MReASRrES SR bEDs 5 B U dhoiph R Tne bh P nBPidlie oumors.

conprises @reeisely todirhit thé afbunteAMeaffi© passing thictgh i ey awitcherlardf rousees
termnals as a private network, and furthernore the private 15 network
switch fay thaset fosm aatiensgk. registration neans. In this way an individual

user . term Q@cofﬁ?ﬁ/% PR Yprb&enf HvinfiG] fﬂep@iskﬁr%gidé A drRufRaich h&work
regi ster with an existing private network. Preferably the private
net wor k swicombrisiagpri ses aut hentication neans for confirmng that a

said user term nal if er}titled .tgljoi n a said private network.
In addition to AFFPIRPIUSCEMnalS, exi sting network an individual user

termnal that 2Q plhdlify JTa6dal SHeR3Witched, #hdPr | vate network may al so apply to
the termnal regi'stration neans to >7leave an existing network.

In a prieferred etisastiomeprivate netveork swige,i on when a first user terminal that
Is a menber hof .a %‘?i v.at e nﬁ;l\/\gr k.t\é\féshes.to cOo nia@ate a nessgp]? with
a second user VOergIR sl PLVAEDEtWOIE SWItR GOMIPTISES Magns I aiaWing gHORRY RE PS5E
communi cat itghihdls 1 registe aPpriviné fetdorks wiehinesill comintudivatibn netopk.enbodi nent
the first user termnal transmts the nessage with destination address

i nformation to theferably, theeprivatouservark sxiteh eomprisee Ssoupy tagististiongpeans for

switch sendgs.: I . | |\, l.ch

t he Second‘?@gl&t@ﬁ@ﬁ?\%ﬁﬂ#‘ ﬁsé. t%%ﬁgﬂ?nég n%eéi'i va?eahéjch{-k, ﬁh?&ﬁﬁ%&n@é‘%ﬁ;&;? Hgdst%ect
of the 1pr esetwork switoh iy complrise sdirminal rdgistration ateans Ie i diaymntidiviiual ssepne
of traffic managenent. Preferably therefore if traffic f] ow between  the
first and termindgpayaprlitosajddermingl eeisirationpeasit) seeisterovifh AR SEFHRE Arivale eeds

g predet er HeRAsk! ?Y&Eraﬁly_ the private network switch comprises authentication means for
confirming that a said user terminal is entitled to join a said private network.

In addition to applying to join an existing network an individual user terminal that

20 is a participant in a private network may also apply to the terminal registration means to
leave an existing network.

In a preferred embodiment of the invention when a first user terminal that is a
member of a private network wishes to communicate a message with a second user
terminal that is a member of the private network the communication is via the private

25  network switch. -In this embodiment the first user terminal transmits the message with
destination address information to the private network switch, and the private network
switch sends the message to all members of said private network of which the second
user terminal is a member.

An important aspect of the present invention at least in its preferred embodiments

30 is one of traffic management. Preferably therefore if traffic flow between the first and

second user terminals via the private network switch exceeds a predetermined level a



“direct connection may be established between said first and second users.
In this enbodi nent while the direct connection is being established
comuni cati on conti nues via said private network swi tch.

Preferably the direct connection nmay be established at the request of the
second 5 user termnal to the private network switch. The second user
termnal may nonitor a nunber of data traffic statistics (for exanple
current instantaneous data flow, average data flow, and duration of

data fl ow over .a predeterm ngd t hql and cal qulate a )
dot or i nat | BHEYUFEPEUIPT P PSS EDRbaR; SHmERL SERn IS Agh bioRd rusees landis |
the cal cul atgMlodiment YiIEHE Elgéét%nﬁé&i%ﬁgl‘s‘ HRind! REBlSKN dRsmhAkRiord SstRiuEECt

connection is established. ternatively the direct connectlon

may be est abla saidbptivate networkenyitoht of the private network switch to the
second user termgyal . ..T ata traffic statistiGs nj Lored b e

second user ter g?ﬁgjfraw&ﬁggug %ﬂnpgﬁloPJn@hbe SW@EpggﬁghﬁdFﬂueég\f’fB’r‘? e
may cal cll afySer terminkll ® Bérprilatecheinaid bWTicH. UTHe! de@bnd akdrNBrmnbPmA§GAdtor a
additionally the total data traffic t hrough the private network switch

and the dur aumber pbdatarraihic statisticscordexasnnle currentrinstantancons slatroflowe gveraged a

direct conn i n | i t r e

exceeded. Pr%gt%efr@g’l %%‘yr%é&g;&g (%%of\}!l;kae%%f (% r srgg%\tﬁ%’r%}é% ﬁ‘gf g?snr?gcﬁs&dvf%%@ate a

of fered by dafefnination flrictioh €ronethese ktatistics aRingOweightihgs Rmotichs) $Lthet Rlctlaiel 1 n
the event that said second user term nal retruses sajd request.

An enbodi meRECERINARRN ¢¥eeedHa RIRdsteIminghigveldheidizect copngction ispytabhshedanpl e and
20 with refere {3 ] s d hoh - :

Fig. 1 10 & sononaerefut I dRaToamtbah fap Bt BRur Dy WWE Recpost of tho private
enbodi ment metvidrk sivitele ia thensecond user terminal FThe dath draffic statistidsi monitozred bf thdre

i nternal structyre of a privaje network sw ich, ] Fig 3
schematic yi?@ﬁ"gfus?rﬁsn?lﬁ&erp% © §‘ERHE‘EV\€EH gle&nvatesqeg\ﬁ%qk Syvitch Wmc%g'ﬁyi"@&ugt?S
net wor k swi g howidtermination functiohl @Ring ik Zicdo'uhﬁ%ﬁ%i%ﬁal fheURR1 Odatd tRiFiv at e

network for communications between ers of a private
net wor k. through the privafecmetivark $witch dnd the deragion Fox which the sedvndruser termgiay

schemati¢c view_ of muni cat j.on _net. k ,accQrding to an odi nent
of the g el ofyediestsd = FREELEbSRAGGE PRETIRIASRE R el Prestt, Vel RS EHEE
term nal s 1.exéeedbdirBatictablpmehnsale prodided EEsvingiidibg @Sservices dfferdd Myusadd i ty

of wide area network switches 3, a private network switch 4, | P router 5
and private network switch to said second user terminal in the event that said secqndesenet

gateway sw tt&%ﬁr@alrﬁﬁ?éstsaifdrrg@etspe private network switch 4, the conponents
of the network are conventional and will be briefly described as
foll ows. An embadimentoftherintentiok veilli fomhbs désctibedrby veaybeftdsdaaiple aid t he

net wor k _and nnect t . . . .
- 20 v% re?erence?o the accompanying drawings, in which:-

Fig.1 is a schematic view of a communication network according to an

embodiment of the invention,

Fig.2 is a schematic view .of the internal structure of a private network switch,

Fig.3 is a schematic view of the internal structure of a signal unit in a private
25 network switch, and

Figs.4 to 7 illustrate the use of a private network for communications between

members of a private network.

Referring firstly to Fig.l1 there is shown a highly schematic view of a

communication network according to an embodiment of the present invention. The

30 network includes a plurality of user terminals 1, a plurality of local area network switches

2, a plurality of wide area network switches 3, a private network switch 4, IP router 5 and



‘usertermnals 1 and to other switches form ng the network. In an ATM

I npl ementation 5 of the present invention |local area network switches 2
may conpri se a conventi onal ATM switch. Wde area network switches 3
are adapted to connect a user termnal 1 wi thin the network to anot her
network, for exanple a network operated by a public net wor k oper at or.
An exanpl e of such a wide area switch 3 in an ATM i npl enent ati on of
the invention is a conventional ATM edge-switch. Thus the w de area

switches 3 control the,conpections, between user termnals 1 that,ar
menbers of f“geé'nﬁeg ¥ H'G. Kpﬁ #ﬂ%}bﬁ@@’@?{’&ﬁﬁ%‘ S_&Vé 0%4:3%& c@%}%& sl‘ife
each wi de apRaeRfdrivardconvertionaridRIlIdR briefly degibedas followal traffic froma
nunber of |ocal area network sw tches 2. |P router 5 and

| nt ernet gat ewayLeeel arsa etwerk\avitches? farm thedrackbongiof shes natwiark andyconnect tohe

ake 15  anyoet CHURET ALt F giief shitbes Wnins U8 S 1 2 Rciobhociioh 12

connect i §ns opeHieVpREerit HvetionE6E4 dred fEtMArk BRitches 2 MedyodHiphse aadavérivdal
above may be in any conventional form provided _that they allow

end-t o- end AJMswiichnWid«k ararneiwork sitfchenP are adepted to gomneck 3ruser tesmingl 1
bet ween any _} ' ' r . :
preci se met ﬁ}(ij o] eersl?tgféﬁ{ gi%%“’%ﬁ%ﬁwér%ghm\#%?ﬂglé g?lfrx»éotrufi@% p\?ﬁ%&)%&eﬁgﬁg’n

t heI nat ur e ﬁétvstohle op&ﬁmnmén daminpié of ls?achsa\MMasa ]:s’wit& arinladt ATM implerertation

[ ement t networ k apd does not rt of .t resent i nventjqn.
I—brr\p/vever , o ﬂ&‘s}’é’ﬁ“‘é@(‘aﬁp? &onygutiopal g@%&%‘?‘@% hli?\“glltﬁ"emg? F%%Wilé%e? ches
2, 3 angy4 %%t{éo&'stﬂ%) L&iHREfions qemeap?éé?% ) ikat! 3t Sidnitets 81 theabiwBiAld

necessary met known as "signaling”) an protocol s as defined by
t he ATM For with Stheh gxterhalc nétworksy, Gaerdlly wadhl  viidovarca mstwak widd| xeaeive cah

ei ther by hardware or. by.software ,or conbi nation, of the two.
The netmrkaﬁgﬁ%?t}oélég"é%{ﬁ % arawébebpﬁég?alear%e\%?r&( Séwcgﬁshiﬂ that allows
user t er m n3p sovker 9 ah@Interet fateayPéwite @ s&vb 10 allowriser etrhivaly I Rethin

| be described in nore detail bel ow. The general

overal|l network as wl . ) _
structure ofthe meswprk tp-nommuntioase with/he dnfernet. Router 5 andogateway sWitchot mey take

conpri Sﬁgl a&ﬁi ?nal g(gﬁg%l% switching unit 11 and a port interface unit 30

12. Sig ek o performthe necessary signaling operations to
establish a IV il el widefstodd tiai0 dhevicbhndetioie betinebe dhé kletienes frhding the
below. Switching unit 11 conprises. . ] ]

5 t haeterk 5 deseribsd dhpvemax bedn aapcomgniiony, foupinreyided, that they; gllow

around the %ﬁ&-‘f@-@#d c¥ftekBons %moﬁﬁr d sl ﬁﬁc%ity% the ledtaBlished ARBwédiCany two
necessary physical connectioh to the network. Fig.3 shows nore
details of tiser teimynals luformingOpartSofythametwork. T precipe imswdtafrastablishing such a

attachment unit 20, .con tion upit 21 m nal .registr,ation unist .22,

group rédi stieyal § cul&""‘ﬂ?%}’?n%zg} ﬂ-prrgﬁgé roﬁ{‘"f H%wﬁ_ﬁlf f’g‘iﬂ%él??ds‘g’\_’ﬁh[eﬁ @ drifid 4

interface 2%sed to implement thelRitwWhrkaind dobARdt TEiM pathbf théDrésentiavendivad However,

connect to any user terminal 1 formn - Eart of the network. The
1&4@9 4

particul ar fasemesimplaeifthe natyerk igen ¢ the swjtales 2, 3apbs gvil implement
the User-Network-Interface and any other necessary methods (known as “signaling”) and

protocols as defined by the ATM Forum. Such protocols may, as is well known, be
25 implemented either by hardware or by software or by a combination of the two.

The network comprises at least one private network switch 4 that allows user
terminals 1 to form virtual private sub-networks within the overall network as will be
described in more detail below. The general structure of the private network switch 4 is
shown in Fig.2 and comprises a signal unit 10, switching unit 11 and a port interface unit

30 12. Signal unit 10 serves to perform the necessary signaling operations to establish a

virtual circuit and will be described in more detail below. Switching unit 11 comprises



‘the 'nature of the connection-oriented network of which the user termnals 1

are.a part, and nmay be inplenented either by software and/ or hardware.
By way of exanple, if the 10 network is an ATM network there are both

har dwar e and software nethods defined in LM 4.0 designed to enable
t he necessary connections to be nade. 5 Term nal attachnment unit
20 interacts with connection unit 21 which sets up a request ed virtual
circuit, as will be explained in nore detail below, by commandi ng the

swi t chi ng uthietnetdssanyshardmeare\antfoin softivarei for awiteling 2faffic\aronnd hhe hetwoel, nivhiidd
attachnment unit 2Q 15 .the pr.ecise formof  the conne¢ction, unit 21 wll
Gepond on APt inifithes doit 12 et BE PRy Physicg] PR BB RREWOrk.

As described aboyg 3 BRives héreddSARYTHAd HBnd Unf0S &gl | iy
number of us%r term nallrs 1 which fg?m%]g?ttoe%ﬁgj @?gg(raen Pa%%rﬂgﬂnﬁal
i nt er conneceitathment wait 20a¢ammection unie hotetmisal registretion unit @2, grovp registsatidn

swi tches_3 an ravate network sw,tches 4 .20 I vate network switches 4
are, hom%vep?lgag’ofﬁ%{?%gwgﬁtaﬂmgfm@h%t ’Ingelrfagggg‘bl i shing frame- based
virtual private meininsltatiinéRRmRt20t@ediged b cGR1BEG Y R tbAThAN RREIRY K-

To achieve this user termnal 1 wishing to formpart of a virtual

a
private net st Rf themetwork. Thepgirdeudar farm ofjthederminaliattachaent nnit 38 wiH dgpendrant | on

[ f ) ' ' _ .Qf .t h ' K
o1t 22, L s L bRl bkl o wail o8P [ GUg e,
i ncl uded i nandmagderimpienidneddckitier bjrsoftwarerandior bardevare. Bynway e BRENSIETE thy

the user term nglﬁ, T]\gand V\,Eitgh allows the private network switch to
i dent i f 0 di eS8k STM deiverk there are both hasdwarg and sefware methods definedm s

provi ded w i g aﬁzﬁﬁﬁ ' can

comuni cat ei irg?t(fé\;%@\?\ne?ﬁ;t Eleﬁtﬁﬁx&%s. e rE%t}qoSl(%g‘%Q?{rngéne't he user termnal 1
will i ncl ud@etnmiaal aitachineyt wiit 20 dnteractsusrith pohnedtion nalitv®@t kvhich wéis ap 4 he
user termnal 1 wishes, to 30 rticipate., Goup registration unit 23
handl es al | “’1‘186%%&{”_{‘“%%%% pe ] 06 xplathedip mese deta_ﬁgb Wit €0 ke o
create a Vi kfltelin®luhiv 31 9iaRE ¥RItkh Bit fulifale 85 Ks {vith M Rimihal ftdcRAYE: it 20

6 virtual private network. It wll be understood that group

regi strafi othepreeisg rmsofthe gonngection unit A dwill depandron thehatdief ¢fthe wonndctipmal
private networ L.mulst aneously. The ability of a user termnal 1 to
partici pat e\éﬁhrlﬁgdéél’%ﬁﬁ'vi rtual private network may, however, by subject

to the conditi onAshizkcrited abses tHedd 1% d\ednnéctich-itnbedl netRErk! Corfistiskiy 2 AdmbeE S
may be handl ed by 5 aut hentication unit 26. It will also be

. ) t
under st ood Phaserdgiminalggl whighoformapart ef aclaegsr nghvask . infegmonascieh by local argano
such groups > | ped.: r | B i ch
The O OUb7 REGRPSuEREY A0GiA bl ok Stthet Y 9RE VAP netvRi) WD, B
pri vat e20et Ravite metvdrkawithesb| arg Hodvever, pidvidedwithefarthersmeankOfor testablishigs 1
form ng nenmfers .of &he \a/d'rt.ual rivgte net wor k 1is franme- hased anq is
handl ed ame-based virtual private networks on top of the larger connection-oriented network.

To achieve this, a user terminal 1 wishing to form part of a virtual private network will

register a request with the termil}al registration unit 22 forming part of the signal unit 10
of the private network switch 4. Each user terminal 1 will have a unique address that is
25  included in the address field of the information carrying frames sent by the user terminal
1 and which allows the private network switch to identify different user terminals 1.
Terminal registration unit 22 is provided with its own address so that a user terminal 1
can communicate directly with the unit 22. The request from the user terminal 1 will
include the identity of the virtual private network in which the user terminal 1 wishes to
30 participate. Group registration unit 23 handles all requests to participate in a virtual

private network, to create a virtual private network or for a user terminal 1 to leave a



" by frame routing unit 27 within the signal unit of the private network
switch. A frane w Il include a header for identification purposes,
destination address information, source address information, error
checking information and the information that itself is being

transmtted. This data will all be presented in a predefined structure. An
exanpl e of such 15 a frame is that defifned in the | EEE802.3 standard.
Frame routing unit 27 decides fromthe destination address infornmation
contained in the frame to which virtual private network a recei ved
frame shouldrthal privatecnetworkrHt avilkdbg tmdexsmd thﬁitt group registrationfuni©23 waeblednd/ or

har dwar e el,e ts Ei ilLustr ho nb of ,a

virtual pr |l§?§% %8?%8?%%&‘7&8%%%%3 % etw%kf‘ﬁlr ‘zli 38\15\&'“&% ﬁblﬁfyggfi to
7 a virtualusef feviainal Ded plrtikiph® ih@rgias Witudl PrivateSREwOIR Mhay) Aowever, by hibjddt, 1c
and 1d. It WI |l of course be understood that the choice of four term nal s

inthis %nﬂslntm tbatﬁm usey termingl ds autherised to dp g @n@ﬂubmaarbs handled byay
be any ry; {ifth Lk atw 60 be understood that the four termnals la-d
are a subse i arger nurrber of user termnals 1 formng a | arger

connect i on-ori ent el rdsoviser kndefstodd thht éxdstingnabepslambearecorfigurdd. Fopekimpled 25
with which termpals la-d nmay c ntlnug to corgunl cate in § onvent| naI

manner . two such groumscaeaw fembized, t9 form g spgle larger goup,
est abl i shed, Qv&bﬁﬁfb disbanki€§ M nal la-d and the pri vate netvvork
switch 4, in urnaV| ftual nmulticast circuit is establ i shed fromthe

private network Whetch virtgad prrdte ueeworkehas baén batauhﬁmdmtmﬁ@ tgtween user

vi rtual r|vat.e It will_be a eciated t ach V|rtul Cir

my be. KbnFroBal ok e f By BBL Bue irtwo ts e b By fdiniledr o
switches 2 @?ﬁhﬁe%@ﬂﬁg ﬁxﬁh?‘ﬁ%ﬂﬁﬁ"tﬁé’mgnal unfitof#he pﬁvat-Er}?et%bx'kt HAkchC A SrdinleS

and the virtual nulticast circuits are establishéd when t
7 vi willimcluge iavheaderfer idsntificationipusposes; destingtiom adwamnﬁumapam,t sogigsant s

in the virt kaer ed, hows
now the. {1 afierssacaiiRnftion, exroh EbRink RkGomsoh 3h i wformetion tat itpffif b

Wi shes to cesmsittehThisdadwilball bé 9fe@med inldlprefiefidedutRtnte AN Gahdpld of il 1d
5 bei ng part of the_ sane virtua rivate network. Data to be sent from

user t ek naframsg ig that defined, inthe JRER $stfa ard. Hrame royting unite7 desides fom thg i n
he f f . da
e form of sl RS FAMASoh ety vl AR AR B Reblifn,

net wor k swi tecéived fiaine sheuld behdiredtetiaThisan®sbé dortehwith by rmeanis af softwhtel amlsﬁdr

vi rtual él rc;it containing the destination address. The data franes
will theref ATEVAIELSMEDY. (he 10  user terminals la-d fornming the virtual
private network 490 ‘?RM@M& WP nie@{teled e virtual pRRvEeet SothfuBRER

user termnal la-d will decide whether or not to accept the data

frames ¥epewithregchonthendn digsid teal b irtualigrivats network liesfoswed iof &urmseraudnmb i s
that of ter fgt ﬂ?‘ic and 1d. ]Ig'mltl %?Qoﬁrgé gi'e acl'lerg’tgothha% tl%f choict 6o f’e%%mais 1n tﬂlat a

frames.
example is purely for the sake of illustration and there may be any number. It will also be

understood that the four termina1§ la-d are a subset of a larger number of user terminals 1
forming a larger connection-oriented network of which terminals 1a-d are still a part and
25  with which terminals 1a-d may continue to communicate in a conventional manner.

As can be seen from Fig.4 virtual circuits are established between each user
terminal la-d and the private network switch 4, in turn a virtual multicast circuit is
established from the private network switch 4 to each user terminal 1a-d forming a given
virtual private network. It will be appreciated that each virtual circuit may be comprised

30 of a number of sections interconnected by local area switches 2 as is shown schematically
in Fig.4. The virtual circuits and the virtual multicast circuits are established when the



- Because the virtual circuits between each user termnal |a-d and the
private 15 network swtch 4, and the nmulticast virtual circuit between
theprivate network switch 4 and the user termnals la-d are
established on registration of the virtual private network, there is
no tinme requirenent to set-up the connectjon between user termnals |a and
1d when user termnal la wi shes to send data traffic to user ternina
1d (and of course this applies to any transm ssions between nmenbers of
the virtual private networ In this epbodi ment of the

k. .20 ,
pr esent invw%nnm%pe?”@rlﬁ#’m cregted andaphenynew participanis i, the | {pgivate

mai ntain faj aledidtdbfl ¢ capacity. This is done by distributing the
nonitoring ié%tvs&[dﬂg tr%%lélafg flow rate at the receiving end of the data
traffic. For exaFig.% shows hovathe dimere-tasedripnizbie1netdrotiasmayhbe rssdowbeérbiukert y

to neasure and, itor, the traffjc fl, rate . d, report this rate back
Lo the pr i vEBITEIBaRReS h sauRmRnste iBepes rming) Dot yatrdrimpinals dasgd 1
responsi i | héiﬂg %Eﬂ ottd ddne &i&u@l%ﬂa?@néﬁﬂg@m%'& BE bdr® Froh® ushr inAl Bf {0l C

away fromthe _ private network swtc en it exceeds a predeterm ned
limt. Thisuserdemiibaltldois seiit from user tefrhingl doin therfory ofrdita fewksiinchnling tews

the private network itch.4 to be easil a . . ddition inthe
pr esent enbgftﬁ%%\l\ﬁ?n qsd{'\%sﬁ go #f?v%.h‘fa?eo?lg\*'ﬂ'g( %7’?‘%‘5{' gﬂ?’?@t%ﬁ? &/ﬁg? ?ﬁgaﬁm , the
the abi | ityptieate deFwIIR sWiteh 4t ikl e idata0friaed td thaf dppeopiae/ multsabd Vigtual
private network 30 swtch 4 itself. For_exanple, the private network

switch 4 magiremt eeripipng: thedestinatign addresovidhiedata friamegiwill thergfare aeaphoalhilie

comrand . any S a- bt h, . . V. .
SOMENhETY e Bt 189 Bfinite " BB PEE kot ubere mpreRIite soRPRTC
away from t hsd/pf hat@ivare in eachredenbdrinimMl b-ahwill désidewbetBerustaiot tehdbepeiherdatdise

such a command, neans, may pe . . _proyjded whereby theqﬁ‘%;ivate net wor kK
switch 4 majrames é%@nfi@sr%fg? destingtion address. ¥ thedestination address issthatqf teymaingk hat

particul ar ll'&,%eﬁfeﬁﬁigﬁgied Elilpofcourse acce&%rﬁgﬁ%% on when to request a

di rect connection nma ased on a n factors, such as: (1)
t he average arri Batausatthe virtwal dircaite betowedn ngach rusen tdrmirssd nim-& and cthe private ( 2)

e Ty
i n_conbi nat bR thehker RBIAIsSa-d are establistRAbn r@%ﬁgﬁﬂ‘@ﬁﬁe Rirfuall BHOAE nRAYArRD

function D may be defined as 10 . Xrl +w2xd2+w3xr 2
Where wl, wkhesib ntimegequitegtent fysstaipttbe sonnegtion hetwgen apsrterprinals diayand 1d

Lect ed ot ; : . : '
oot abi 1 shmengenpsd AL L Bibehd B SEAGHE (3R BRI AAR BE vt 15 on
D (at whi chapgliestto anyirireaiissions betiden mentberHoftthe virtual private network).

20 In this embodiment of the present invention user terminals la-d share a

responsibility to maintain fair use of traffic capacity. This is done by distributing the
monitoring of the traffic flow rate at the receiving end of the data traffic. For example,
each user terminal 1a-d has the responsibility to measure and monitor the traffic flow rate
and report this rate back to the pﬁvate network switch 4 on a periodic basis, and-also the
25  responsibility and ability to enforce autonomous action to divert traffic away from the
private network switch 4 when it exceeds a predetermined limit. This distribution of
traffic monitoring and resolution allows the private network switch 4 to be easily scaled.
In addition in the present embodiment of the invention the private network switch 4 has
the ability to command user terminals to divert traffic away from the private network
30 switch 4 itself. For example, the private network switch 4 may determine that it is

overwhelmed with traffic and may command any user terminal 1a-d with known heavy



‘establ i shed) can al so be negotiated during registration. The
nmeasured traffic flow statistics rl, d2 and r2 are also reported to the

vi rtual private network switch 4 which nay carry out its own

determ nation fucntion Q which may be as follows: 20 Q
=wWAxr |  +wsxd2+wexr 2+wr7xa+wdx X Where w4-8 are further

wei ghting factors and a is the aggregate $o0ad at the switch 4 and x is
the tine el apsed si nce D was greater than the IeveI at whi ch that term nal
1d 25 shoul d ted a direct. connection. hting factors w -3

are assi gneff@ %ﬁﬂ\?’ %IPE‘W"'&I (ptfishiloWe te idiveat éf l%aWé)alfmm the fpsivate

itself and S 88991 r rmned limt and
wi-ll order t ogk?g)g{:%rr:snﬁeégtlﬁp%nu% Be e5t & %&gl 4 &%5}) cans may be
det er mi nat i pmﬁdcdoﬂhwc’oy@hepm&&lﬂme&vquedﬁ&h Wmﬁtﬁﬁbﬂlﬁ\/@ hahdl¢i g fuithé REREUNT
t he aggrega witch 4 and the tinme el apsed smcethe

di rect connBEglflﬁtt’]n%%B‘B%&at% gserdgminals ap) i shed.
9 [ i
function’ as the T QedBEbRWhER 14 feqhést BUNeLUofnd ol shisTie BBl &f hBRALEAL O
statistics faCtdiis,apph apr (1attke exsraget drrigal rate rlfoddtames cohitg frey the seinkkbirce,

det 1 tigt trat hol d | |
AR R o AR I T AT
In Fig.6 thpsk dxﬁvﬂhﬁt&l’Zt'hHeSE irhdi2ddnSidered Méﬁ'vﬁfﬁaﬂ? BF irl Ednitbi ﬂﬁkonl‘ﬂ‘& %% A

request (the dotted line in the Figure) to the private network
4 for a di r Howed Brrombinatignagletpsmination funcionDhaky bedefiredsasr equest i s nade by
user te nal 1d while still receiving data from terminal la via the
mul ticast virtual circuit fromthe private network switch 4. It is
important to not® kewd xtrhatw? Rel2dewB xir@n to make a direct connection
between termnals la 10 and 1d is nade by term naI 1d itself based upon
its own neasurenents of the traffic flow is also inportant to note

that the direct I t he
request of { or m ey eHE S e Wl fé%%%?ﬁa&ic%g b8 gBpEBarsly Wl b

user t negotiaed dwring thet tglstmhbn qaretesy | andlor| establishinént 1 aS vidbial fprivaté
direct circuit ‘HTQ% abl.i s e%, dﬁt%cqntln es to betransmtted
fromus& tBFH° ﬁ‘%l 8“%}%? 1om, D {gt whichypoing gedipset gapnectian \ipte be
switch 4 angstiBiRhed)lchh 8BS be ¥k 6tid€b|ddﬁhhg‘x'é distralighS Means that there is no

di sruption of the data flow while the direct circuit is being established
and that the ti nmbhe measured trafficaflow statisticstiled2liand 2 ard alsairepoited ¢ fhectirtuall y
hi dden. Fi gprzvaﬁg ROk Swhtkd Ha&lhlgﬁ] m\gr}]'ec%rr?r out its own determination fucntion Q which

may be as follows:

20

Q=waxrl+wSsxd2+wbxr2+w7xa+w8xX

Where w4-8 are further \_yeighting factors and a is the aggregate load at the switch

4 and x is the time elapsed since D was greater than the level at which that terminal 1d

25  should have requested a direct connection. Weighting factors w1-3 are assigned by the
switch 4 which therefore can calculate D for itself and will know when it has exceeded

the predetermined limit and will order the direct connection to be established if its own
determination function Q exceeds a predetermined level taking into account the aggregate

loading of switch 4 and the time elapsed since the direct connection should have been
30 established. -



‘direct circuit has then been established between user termnals la and 1d.
One advantage of the architecture of the present invention is that it may
be 20 inplenented with a wi de range of existing conmuni cati on protocols.

For exanple, the network may be an I P network in which case an address
resol ution protocol (ARP) is sued to enable the private network switch
4 to map an | P address to the individual §AC address of a given user

terminal 1 upon registration of that user termnal 1 as part of a

virtual private network. Wen a user terminal 1 formng part of the virtual
private 25  net ! n S0 EstioEAP fke Of
the virtual pri V;th&g één%%?é it 1@&0&5‘% ?r(%g?g n t%{ﬁ?ﬂgem tch 4 1\?\A| maqtch
t he MAC addiemationiofiianmehben of heaslaible traffic ﬂbWM1sacajwwhlapp1fopnmr\dexghMg
packet to the appropriate | ticast virtual cir,cuit,associa L i h
Dhe vi rtual Teorscial ey Jisr Rtbert pacdstesmiied; SHopeapbeted, it e Birition, Tireshdld
mul ticast ci | R R £ @iRect 6 E’n&?{%‘iﬁi&x t @pon

mat chi ng thlév%ﬁéha)(’jg?seeégwhth% rlgésﬁtd]lg?& ﬂ% ueser teerm nal s ae

di scard she packdn FixGépte ISGhOWﬂ&lelmatlQIHanIHd’l usf:rtexmnwh'ldhendsa request (the

ket te
Docket 1A I 45ieeR iRg in he RigweLto thearivets merrark spiteh & fon 3Pt ORI ME ot s
to the sane aghdiBL TS re uesttmﬁadeeaymgealteamalhm et At fepsivingedatd Q‘fdiﬁnéﬂ

1 may determne that the flow of data frames is sufficient tOLAEUStIfy
a dedi cat ed tefminalala viar ﬁsa. muliicaistviitthalt ¢iequist e thai privatesnetwork swiiteh fedit i t h

h h
st abl | shod PRRHEMIARBLRR RECRAGE Ty SRR F ekt cbhhlifn EOIEH mbthi?fa >
entry wijpl ked 1dis maBéby tepmhirad 18 El@elhbé‘sbd apéh ité bivn heasirements af thefttuffic HotP

packets for this destination to be directed via thqagedlcqtgi vi rt ual
circuit. It is also impartaat te note: that e direkt @W"‘!tcbﬁ"t‘l(e%&?n& Kmadeses

as a sub-net h
case the priPedE iyt termingl' GG HAE Yo CoRidieE o 130G Rt o et
However, t hltSm\imall cda nganhd madlticdse virteal direniti This vﬂlubatltel d:rmtmmgltu is hemg
virtual private . network woul d nqt be "se the l.ar net

therefore estab bﬁ&d 12 goRtups, ettF?é‘S'BFtFeég?‘@n ﬁé?rmnglanat eﬁsq\@gmaal 1d via
POi Nt - t OrsPOI {hL G ABHERIdrk WY and the ﬁﬁ@i&@s‘i%ﬁ&%h‘é\m hid MksnsWhat thereliono

I nt ernet users to participate as part of the virtual private net wor k.
15 Thdisruptiompf thelslatasfiem whiletthe Hizeas cirsuip ibding astablished and that thectimpat

is adapted t . Su rt. one.or. nor rivat.e,frames, a
| ar ger conne@f Fﬁﬁblﬁf‘f'@ﬁ@%}mc cire 'éﬁ/\fﬁ ﬂglug‘?e@h?fgé%?@oﬁggwg%%ﬁyﬁﬁa
convent i onal difRPEiRsGit 18 tithi tRBH eﬁalﬂi%hwlsétweglusertenhﬁ&lkrﬂmﬂsld such as ATIVI
and | P systens, and allows users to establish a private networ

ad- hoc basis, wit@npadvaniagsask the architecre rof| b arRsgnh dnveation rl%dﬁq'te’@aﬂl%ﬂ é’g
of any .,

implemented with a wide range of existing communication protocols. For example, the
network may be an IP network in which case an address resolution protocol (ARP) is
sued to enable the private network switch 4 to map an IP address to the individual MAC
address of a given user tennina_l' 1 upon registration of that user terminal 1 as part of a
virtual private network. When a user terminal 1 forming part of the virtual private
25 network transmits an IP packet destined for another member of the virtual private
network, the private network switch 4 will match the MAC address contained in the data
frame and will forward the packet to the appropriate multicast virtual circuit associated
with the virtual private network. The destination user terminals 1 on the multicast circuit
will pick up and process the IP packet. Upon matching the MAC address, the rest of the
30 user terminals 1 will discard the packet except for the user terminal 1 for which the

packet was intended.



‘20 - particul ar physical attachnment point. The private network that is thus

established is I sol ated fromother users' traffic with provisions for
a secure link and a capacity guar antee. One advantage of the present
invention, for exanple, is that nenbers of an est abl i shed virtual

private network are isolated fromother users of the |arger network and
messages between nenbers of the virtual pfyvate network are not seen by
other user 25 termnals. In addition, however, nenbers of one virtual
private network may choose to use a comon encryption technique for a
further security. I . I clpREkL can
communi cate with Igggéh&gfcﬁél‘r;eﬁ%lgﬁ i/g&;ﬁf,mg @O%%%APlgrafl%/egftg tﬁég&ﬁ%g.’mré&
i Pf' udi ng alsertfegiminaldy thee destinatiért absecdterminal 1 may deterriine thstcthiet Bow usfeddts
efficient in the sensg that a m. ni num nunfber of nessages.are 3 exchanged
bet ween t he TRMSKOIKS fflmtymawagbha é@ateggwmlﬂawgqmtamﬁ Mﬂl?ttﬁ%rp?qrmmsated@n
for . » N . . . .

- te  netwi . f dedicated
provi di ng flrgc\wess’;[ gﬁhsﬁe nvgnedn?ororléesg?t l|1n§r seq[c e? grlcﬁgt ‘{lguaels%la t"|I('sohb?;1
di rect cennestablished. Once ithis dlissct iphtht widunal circuitSis establishedl(a route entry will be -

inserted at the host and will result in all future IP packets for this destination to be
directed via the dedicated virtual circuit.

The private network switch 4 may allocate IP addresses as a sub-net. This can be
taken from the IP private address in which case the private network switch 4 acts as a

10  masquerading host. However, this would mean that the user terminals 1 participating in a
virtual private network would not be “seen” by the larger network. It is therefore
preferred to form the private network switch 4 as a point-to-point-transport (PPTP)
protocol server as this will allow Internet users to participate as part of the virtual private
network.

15 - Thus it will be seen that there is provided an architecture that is adapted to
support one or more private frame-based networks over a larger connection-oriented
network. The architecture may employ any conventional connection-oriented networking
techniques, such as ATM and IP systems, and allows users to establish a private network
on an ad-hoc basis, with participants joining or leaving as required regardless of any

20 particular physical attachment point. The private network that is thus established is
isolated from other users’ traffic with provisions for a secure link and a capacity
guarantee. One advantage of the present invention, for example, is that members of an
established virtual private netwqr.k are isolated from other users of the larger network and
messages between members of the virtual private network are not seen by other user

25  terminals. In addition, however, members of one virtual private network may choose to
use a common encryption technique for a further security. To ensure that all members of
the larger network can communicate with each other effectively, a common private
network including all users may be established.

The architecture is efficient in the sense that a minimum number of messages are

30  exchanged between the network entity and the user terminals, and in that the burden for
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12 CLAI V5 1. A conmmruni cati on network conpri sing:

a plurality of user termnals, 5 a plurality of local area

swi t ches, and at | east one private network sw tch,

wherein said private network switch conprises neans for allow ng groups of
user termnals to register as privatg networks within said

conmuni cati on networ k.

providing flow statistics and for deciding whether or not to establish a direct connection
is distributed.
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S 10 2. A network as clained in claim1l wherein said private network

swtch conprises group registration neans for registering a group of
user termnals as a private network. 3. A network as clained in
claiml or 2 wherein said private network switch conprises term nal
regi stration neans. 15 4. A netW8rk as clainmed in claim3 wherein
an individual user termnal nmay apply to said termnal registration
means to register with an existing private network. 5. A net wor k
as cl ai madQ%ﬂM.%i m 4 wherein said private network switch conprises 20

aut hentication nmeans for confirmng that a said user termnal is entitled

to join a said private network. 6. A network as clained in
cl ai m 3 whdr ei n Acorhmdhicatibtodetwerkrcohmpiigingal that is a participant in a
said private network may apply tq said termnal registration nmeans to 25

| eave an exi sti @g)lm}lmfw_sertennmals;_ A network as clained in any

precedi Rg cl ai maﬁﬁ&’aﬁ. ﬂ&%ﬂm% ClvftSesUsfy term nal that is a nenber of
a said ?)rivate n tvvorwbwi shes ?o conmini cate a nmessage with second
user term nal thaateastona priwathaetwilrk switch,pri vate network the conmuni cation is

via said 30 rivat.e network switgch.. . ]
13 8. | WRERGI s prNate NetWark witeh comprises mgaas farallowing gTopRs of usep

terr nal t aRRRAL f Sisfhr os privilPAEHYfs hitfin 463 LhRfnAAGRRHEGRRI Nf of mat i on

to said private net swtch, and sai private network switch sends
said nmessage to all nmenbers of said private network of whi ch said
second k,as .clai ned.in

200n 2T 7 T BBk of (EERREES oy bt e B o LT
:JZ \e/; | t S rm nadgp eeRtrafdrimPdrs o RgREINE algréiy dfalkeLkarRAR a8 aRidRiRtwdRked
3. A network as claimed in claim 1 or 2 wherein said private network switch
comprises terminal registration means.
15
4, A network as claimed in claim 3 wherein an individual user terminal may apply to

said terminal registration means to register with an existing private network.

5. A network as claimed in claim 4 wherein said private network switch comprises
20  authentication means for confirming that a said user terminal is entitled to join a said

private network.

6. A network as claimed in claim 3 wherein an individual user terminal that is a
participant in a said private network may apply to said terminal registration means to

25 leave an existing network.

7. A network as claimed in any preceding claim wherein when a first user terminal
that is a member of a said private network wishes to communicate a message with second
user terminal that is a member of said private network the communication is via said

30 private network switch.

* [ L M H *



‘direct connection may be established between said first and second users.
10 10. A network as claimed in claim9 wherein said while said direct
connection is bei ng established comunication continues via said
private network swtch. 11. A network as clained in claim9 or 10
wherein said direct connection may be . established at the request of
sai d second user termnal to said privatéd3network switch. 15 12. A
network as clained in claim9 or 10 wherein said direct connection may be

established at the request of said private network switch to said second
user termndt. A network as claimed, i claink 7 whereia; seichifirsh userferminal tmsmitsrsaibans

are provide qﬁi‘ﬂ? e ncf?]ra' f ' i vat.e .
net V\KF;I’ k swi '(t&%: h tgg sal g&%@g@%g%%rg%sﬁe& m rgxl??? rslﬁgiré{v%& H&g@&?wﬁ tangeﬁaﬂi
second user ptivateinetworkeswitohssends caid enpseage. to all membbss of said PeivaR! tetWsrk of
clained in a recedi ng claim erein, said network is a

connect i on- w@ﬁﬁaggsq‘i%‘f‘gﬁekt 158dnembefat e network is a frane-based
net wor k. 525 30

9. A network as claimed in claim 7 or 8 wherein if traffic flow between said first and
second user terminals via said private network switch exceeds a predetermined level a

direct connection may be established between said first and second users.

10 10. A network as claimed in claim 9 wherein said while said direct connection is

being established communication continues via said private network switch.

11. A network as claimed in claim 9 or 10 wherein said direct connection may be .
established at the request of said second usér terminal to said private network switch.

15
12. A network as claimed in claim 9 or 10 wherein said direct connection may be

established at the request of said private network switch to said second user terminal.

13. A network as claimed in claim 12 wherein means are provided for downgrading
20  the services offered by said private network switch to said second user terminal in the

event that said second user terminal refuses said request.

14. A network as claimed in any preceding claim wherein said network is a

connection-oriented network and said private network is a frame-based network.
25

30
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