WO 01/ 17251 PCT/ USOQ 22785 Digital Video Content Transm ssion G phering
And Deci pheri-ng Method And Apparatus BACKGROUND OF THE I NVENTION 1. Fie

of the Invention The present invention relates to the field of content .
protecti WP OMBASE specifically, the present invention af§FASUER785he A
provision of protection to digital video content to facilitate their
secure transm ssion froma video source device to a video sink device. 2.
Background I nf tl\lon | B -_ qral entert"nﬁent edycatjon,. art, and so
forth (hereina : - : HeRE 8caged in

digital formoffer hi gher audmthaad\nu Agg @agl ty than their anal og
counterparts. However, content producers, especially those in the

entertai nment i ndustry, are still reluctant in totally enbracing the
digital fahekdREUND @ijg RYENTRSNNY digital contents are particularly
vul nerabl @ T0 pirating. AS 'Tke the anal og form where sone anount

qual ity degradati on general I y occurs with each copying, a pirated copy of
digital c ntenlt—‘neldsof\{hétlr\@nwnas good as the "gold master". As a result,

much efforts “rave peer spent by the industry in devel opi ng and adopti ng
t echni ques to Thee preseat qnwemtantnetatesmmbd‘ew st cantteriti ppoteatioh.r Bloger i ng of

digital content stori c the om"run catian. interface betyeen a video
source de¥R iica '}éﬂbﬁ PigseR HE)IIEQB 8ﬁ5%ﬁtﬂe)9fawa'°a Qf PFIECUie ‘ﬁeg'%qce (such
as a noni {iged cbiiteRfto RBHRE thei @rcha&@anihuglon\fﬂwawldéd €our6é Hevib@so been
given to providing protection for the transm ssion between the source and
si nk devi @ ¥ileoginkdeNi¢®nces in integrated circuit and other related
technol ogies, a new type of digital interface between video source and

sink devices is energing. The availability of this type of new digital
i nt er f ace2pr esBackground laformationnew chal | enge to protecting digital WO

01/ 17251 PCT/ S 785 o] n here is a | arge
body of ci pheH f@&%ﬁ%i %@?Maﬁm Q{uﬁ, %?ﬂaﬁpﬂaogﬁﬁp& rgﬁnﬁtﬁ fcs such as the
vol unme of cdlleetividy pefeirbd to as 'eumtentt) paekadge intdigitdd fdrni offer Higtersudior th, as

well as the location of intelligence,
and video quality than their analog counterparts. However, content producers,

especially those in the entertainment industry, are still reluctant in totally
embracing the digital form. The primary reason being digital contents are
particularly vulnerable to pirating. As unlike the analog form, where some
amount quality degradation generally occurs with each copying, a pirated copy of
digital content is virtuaily as good as the “gold master’. As a result, much efforts
have been spent by the industry in developing and adopting techniques to
provide protection to the distribution and rendering of digital content.

Historically, the communication interface between a video source device
(such as a personal computer) and a video sink device (such as a monitor) is an
analog interface. Thus, very little focus has been given to providing protection for
the transmission between the source and sink devices. With advances in
integrated circuit and other related technologies, a new type of digital interface
between video source and sink devices is emerging. The availability of this type

of new digital interface presents yet another new chalienge to proteicting digital



typically in the source device and not the sink device, present a unique
set of challenges, requiring a new and novel solution. SUMVARY OF THE

| NVENTI ONWR 8319251on key i s ‘'generated by a vi deo source derwsdohses each
‘transm ssi on session wherein a nulti-frane video content is to be
“transmtted to a video sink device. The video source device in turn uses
at | east frame keys to
Faci |1t at0gs BREBHE Inliih deheRl VEER! & SARRICESRZA oty BBy . 2™ ot
content fknowr, ahisupmhmglcmauactbastloslsﬂneb asith volameosf thQBHatEF:tDESCRI PTI ON OF

DRAW NGS The present on be describ xenpl ary

enbodi mentt geangmg "ﬁB{re'Itﬂﬁ%f flecﬁ'fg floftﬁsﬁ‘é(?@asﬁf?'gﬁ Oég‘cfdﬂtﬁ 'H?ngﬁ dr awi ngs
in - whi chyybickfly inethesBlededRBGNE riot td Sihk BbABE PréserdBdidiquenbdtcdt: Figure 1
illustratés an overview of the present invention in accordance wth one
enbodi menehallenges. éequifing @ fewANSsNQyel§HEaT:i ¢ ci pheri ng/ deci phering process
based nethod for providing video content froma source device to a sink
device, in accordance wi th one enbodi nent; Figures 3a-3b illustrate the
symet r i cSOMMARY QF dEE INVENTIGNDr ocess of Fig. 2, in accordance with one
enbodi ment; Figure 4 illustrates video source and si nk devices of Fig. I in
further detail, in accordance wth one enbodinment; 2 WO 01/17251

PCT/ US00/ 22785A sBsgior Reyisigeneiteédiby a vidud st desicelopekdist ream ci pher of
Fig. 4 in further detail, in accordance wth one enbodi nent; %ure 6

i | Tust r at BaNSIESIEN SERSIRRYheEEin A Ghltbframeg/idep contentis rche Haﬂ%mrtte
aceor dancg vl GoViiE Oflid ildo sGurdl Uvide il kit Lid Aledditndladdiofial a section

of Fig. 51in tail, accordance wth one enbodi nment; and
Fi gur es Bseysto genetate esuscessivesnyraben of frameskaysito faciitateicipheging of f urt her
detail,

corresponding frames of the multi-frame video content for transmission to the

video sink device.

BRIEF DESCRIPTION OF DRAWINGS

The present invention will be described by way of exemplary
embodiments, but not limitations, illustrated in the accompanying drawings in
which like references denote similar elements, and in which:

Figure 1 illustrates an overview of the present invention in accordance
with one embodiment;

Figure 2 illustrates a symmetric ciphering/deciphering process based
method for providing video content from a source device to a sink device, in
accordance with one embodiment;

Figures 3a-3b illustrate the symmetric ciphering/deciphering process of
Fig. 2, in accordance with one embodiment;

Figure 4 illustrates video source and sink devices of Fig. 1 in further

detail, in accordance with one embodiment;



in accordance with one enbodi nent. DETAI LED DESCRI PTI ON OF THE | NVENTION | n

the foll OV\Q,@% gl@gcri ption, various aspects of the present invention wll be
descri bed, Y1#3} i ous details will be set forth'in -or dePCVESORE®S de a

t horough understanding of the present invention. However, it wll be
apparent to those skilled in the art that the present invention may be
practiced w thFogure Sillostrates thel conineerblscidétrédne ciphesefiRigi #eftthen, and the

present invention may be practiced wthout the specific details. In other
i nst ances,dejgl in %ﬁﬂ%@ééﬁf’h’k% e[pkodimepted or sinplified in order not to

obscure the predfire 6 NYSREOMe bISHK K&y Seelidd SLEIgNS infulthePGetdR SR | Ped as

mul tiple discrete steps perforned in” turn in a manner that is nost hel pful
i n under staggaidagce with pnessmodiment i on.  However, the order of description

shoul d not be I i V. . lea necessarily
performed in t@%&ﬁ%t e@é@gé@&dﬁé‘ﬂ%ﬁ%ﬁ??@?ﬁﬁ f@*'ﬁ%&%{@ndent.
Lastly, r epeatdadcasithenefenbodiméntaamd "i n one enbodi nent” does not

necessarily refer to_ sane, epbodi nen al t hough..i t ., Referring nowto
Figure 1, wher%f%’&sgﬁ%ﬁ‘dﬁr@&g}oﬂ%qfelaﬂg‘%tatsﬁﬁ%‘ma%hﬂvﬁwgﬁﬁb‘f’etﬂhe pr esent

I nvent i on,jn hBcd8asdelaifs end\binBodifenenbodi nent is shown. As illustrated,

vi deo source device 102 and video sink device 104 are coupled to each

other by digital video |link 106. Video source device 102 provides video
cont ent t%%['/QEED%E‘gCﬂWIGRI GPAHE N ENENi t al video link 106. In
accordanceée With the present invention, video
source device 102 and video sink device 104 are equipped to be able to
jointly practicge ' " L ci pher.i cess,. As.a result,
oo sont ont HERSRHEEA Ferblibh B sttt b BresfatinoaRuar (S e m fr om
vi deo sourdegcritied| afd ¥@dousetailiadill besist fbetiis erdeP4o plovideahthorsigm | i nk 106,
making it more difficult to pirate video content during trapsm ssion.

Except foMngerstandingefibe prsephipventione foweyee itwill heiappargrnbiathose to be

descri bed spMe@ i tklart Al AW prédefe MvERKBICINa B inpactitEd WA GnY stiRe 8t Ak devi ce
104 are both intended to represent a broad range of such devices known in

the art. aEpegtppEthegreserd inyestion @addae prasent invenige may bepracticed ted to
conput ers \n%oa'é the specific details. In other instances, well known features are omitted or

simplified in order not to obscure the present invention.
Various operations will be described as multiple discrete steps performed in *
turn in a manner that is most helpful in understanding the present invention.
However, the order of description should not be construed as to imply that these
operations are necessarily performed in the order they are presented, or even
order dependent. Lastly, repeated usage of the phrase “in one embodiment” does

not necessarily refer to the same embodiment, although it may.

Referring now to Figure 1, wherein a block diagram iflustrating an
overview of the present invention, in accordance with one embodiment is shown.
As illustrated, video source device 102 and video sink device 104 are coupled to
each other by digital video link 106. Video source device 102 provides video
content to video sink device 104 through digital video link 106. In accordance



sizes (frompal msize device to desktop device, and beyond), set-up boxes,
or DvVD players, whereas exanples of video sink devices include but not
limted tWOOMMMShonitors, flat panel displays or tel evi #COYSO®22385 Di git al
video link 106 may be inplenented in any one of a number of nechanical and
‘electrical forms, as long as they are consistent with the operating

requir eﬁ%ﬂﬂ‘atﬁgwse?ﬁ%%ﬁtm lidedl Duidddéiice 107 4Md vidas Sirk dBsdeafigsm (whi ch

may be in e or through protocol) is provided to allow control
i nf or nat ia0® enulpbedétxbhah@etg jojetiyprastics asynawiicepbering/dsciphariagi ces 102 and

108 (her ol BBIde o SR ESReA P b RUERS: mbRERBELL uehaby F 0UTe 2

illustra over view o Ci p ering ng process
based metdigithl tarm ﬂwmwidﬂmrug:umal&vnmmmmtwdemnlademue de4dl&muglevtd@oa si nk
ce wt h s epbodi prent, source and

d d
ai k. dev 10k080maRRg tupare.stio B miede vEieh sobesk kTR BRRIPBERAea i t b an

array of privat@ekensptraneachicdy i tREPRsRhYinVERIBN ihtShokited 16kt 1 i cation
authority. As illustrated, upon power on or reset, source device 102 first

provi des despaBedmopefulli below, N @e§ﬁ¢ﬂ&er¢qy'°@| 19%and e sinkievica #04r ocess t o
si nk dewé}g pbiiftintdHd@E o rgr?%%%nt E%Aoﬁg?aridbl M%LE@E@QCWMe df1e basis

val ue is random nunbe enerated In any one of a nunber
of technlEp(ampikmof/mdemswreedemces muldelb@habﬂ limitesidorcoenpitensef all02 al so

provides its dentlfler Ak 0 o I n response,
Bl Pk devistare R b ke (iite fotueshdid i decind BRyord)) SmSiBeot! 17250

PCT/ USOO VB Phayers) Wherdiexmysidaotiided sihk devieyeinchide bl hobimitéPte ce and

si nk devi ces 102 and 104 in ependent |y generate their respective copies of

an aut herﬁR'Eé‘P‘P'Btﬁrsf(@?t paqs) displays gr ielevisien sis( Bigital videa ligkd08@may beor t he
|11 ustratigd, %’a or?é)t':ﬁr £RumBENfGRecHARIAPA @Fe%ﬁghf%gﬁ@%sl Bhg KM by

sunm ng prlvate Its provide array | ndexe I e¥sink
devi ce 1Ga6 fgemarmccmsmtem mtbpye@pera’tmgye@umaig @i qnspeea! dnkta;esam sots

prOV|ded d oth S si nk
v cos. RBRE Apb RITEGanRin (lhirt bnsl Meloiretiverp s Y¥pgR BIGEUER" . 5 Shar e &
common s gsrovitieditd Aow toriiol mfnrhmmoKmm bé rexaeruhmdnmmndeeaohrcefarﬂour ce and
sink devices 1Q2 and 104 is

sink devices 102 and 104 (herelnafter simply source and sink devices

respectively).

Figure 2 illustrates an overview of the symmetric ciphering/deciphering
process based method for providing video content from a source device to a sink
device, in accordance with one embodiment. In this embodiment, source and
sink devices 102 and 104 are assumed to have each been prdvided with an
array of private keys and a complementary identifier by a certification authority.
As illustrated, upon power on or reset, source device 102 first provides a basis
value to the symmetric ciphering/deciphering process to sink device 104 (block
202). For the illustrated embodiment, the basis value is a random number (An).
An may be generated in any one of a number of techniques known in the art.
Additionally, source device 102 also provides its identifier (Ak) to sink device 104
(block 202). In responsé, sink device 104 replies with its identifier (Bk) (block

4



provided with an array of 40 56-bit private keys by the certification
authority. An. is a 64-bit random nunber, and Kmis 56-bit |ong. For nore
i nf or mat i RO ¥ above described authentication proceBSTUSR2EY- pendi ng
U.S. Patent Application, serial nunber 09/275,722, filed on March 24,
1999, entitled Method and Apparatus for the Generation of Cryptographic

Keys, havigsg). Cl.@(ﬁﬁméxcﬂaﬂﬁﬁ@ttﬁé above inforvation, 3suRBSir@ssk dévites 102 pridsent
appl i cation. Havi ng aut henti cated sink device 104, source, device 102

ci phers vil@éidependently ganeste thairyegpeadive GPRIES of 8P @utheatisaHon: .e,ydK e video
content t?jsﬁgm'& zﬂfd"BE?olo 4§w;§§. %Kttfeﬁll&sq%té‘d PiABbEintdhE sk cont ent
yImetric: cip cip

enpl oyi ng "a ering ering process, and using the random
nunber ( Adpvies 102Igenamteshits copydd ifem by aumging:privaie kelyseftitseprovided i on key (Km)

(bl ock 206). Upon recejpt.of .the vi e i [ si nk
Gevi ce ToamaEfdaen BYEHE ol ok itk 483 oERBiE s el kA BY shdnthy

symet ri ¢ pisBReys of Bepiopitetian@y prdexed by k. Atibis tins, ifgotiheoyrceanded An as
well as its independently %enera&led c .of g}nq](bl ock 207%). ILn accordance
W th the SiRksiwioes 4GP aie ahorizedfevices, DRy bt BPsHRERATY SPAI<R o
content, {QMhidh SRYCRtHMicARIN RegKm. set of verification reference val ues
in a predeterm ned nmanner (bl ock 208). Likew se, as _an integral part of

synmmetrical |y bewieembodiment, @ash ebsausee and giok deyices 103 and (104 181Bf8-ves a set

of verification. val ' : t ,t gt hese
Gerived M o Sal Be o BERATHOLE o8 HTRAE Bhrincton dlfia®.  An |

recei Vi ngis2a64-bitfrahddrn nurbed, EntAQ6 Is SEBHR UBRD/ 22 MTe infhersationeon fhecat i on

val ues, source devjice 102 conpares the received verdfd ' . ue to the
cor r espon@PRYF B?Ec”b?gtal"f&’e\'ﬂﬁ?‘? NFAPYDH: Y6 %Q'Bﬁ%cgnglgjr%éi {t%'t‘t]céébel? %‘nﬁiﬁné and
confirm t RafalinafifRsd obeTscizehfiled dn\Wisieh 2dp 1939 entitecoMetr@damaper | y deci pher ed

by sink device 104 (bl ock 210). For the il ustrated enbodi ment, both source
and sink Appawéus fopthesGanarglion gthRPiagemRhieKGEs. nBvIRgEeBINOf er ence and

o o R B SR AR il h phgen b | on va ves are provided

Having authenticated sink device 104, source device 102 ciphers video
content into a ciphered form before transmitting the video content to sink device
104. Source device 102 ciphers the video content employing a symmetric
cipheringldeciphefing process, and using the random number (An) as well as the
independently generated authentication key (Km) (block 206). Upon receipt of
the video content in ciphered form, sink device 104 deciphers the ciphered video
content employing the same symmetric ciphering/deciphering processing, and
using the provided An as well as its independently generated copy of Km (block
207).

In accordance with the present invention, as an integral part of ciphering
video content, source device 102 derives a set of verification reference values in
a predetermined manner (block 208). Likewise, as an integral part of
symmetrically deciphering video content sink device 104 also derives a set of
verification values in a predetermined manner, and transmits these derived

verification values to source device 102 (block 209). Upon receiving each of




.periodically at predeterm ned intervals. In one enbodi nent, the
verification reference and verification values are all 64-bit in length,
and si nk YaAdES104 provi dés source device 102 with ve®CGI{USB32385 val ues at
initialization and every 64°h frames thereafter. Figures 3a-3b illustrate
‘the symetric ciphering/deci'phering process in further detail, in

accor danggesd \Péhfeal%revramﬁ §Bice delick 102 cOfipafedBtrecdiied véfidagorsont ent s
assurmed to be a nulti-frane video content with each frame having multiple

lines of vajugdlo the sewespondinguue afdhe vwcatlwe?f@ﬂenaeﬂalaﬁéo dstegming nterval to
all ow a I 3 own as
the hori ?gﬁ# “ﬁ%@fa éé‘gdééﬁttg% Qﬁfnaeld%%eheéc{m aIls B%ﬁﬁ@%&l&%wvar@ HBI ) .

Li kewi se,bylsink betivetdd (hlackf21®)es is an interval to allow a sink device to

vertically known as the verti race
interval or V?Pf ﬁteajflu%'l'ai‘?fﬁ?'ﬁa‘)&meé&& hs9 Wf" Bﬁr%a‘C&éJ%g@“fo@ﬁu rst
gener at eggenefdts Sheoverfititidi@lerbAte AMevénfRaton e&ue@commaugg fdtltesk 302) . For
the illustrated enbodinent, Ks is generat ed b ci phering the above

ment i oned’eﬂﬁ?ﬁimmeﬁfe,ﬂfpwdﬁémﬁﬁ@ kdavicertdddascgrradsyicediiZas 't he bl ock
ci pher sJhe duration of a transm ssion session
Is appli ?étilBBE @Pmﬁggﬁ%ﬁ?ﬁ%?@ Fy It corresponds to a natural

demar cati on ofin oheembodtmentrthervenf aatign refaeenceandniesifcationofaluessiragl e novi e

may const it a tr ses the tr of an epi sode of
a si tcorﬁ"rﬁlgﬁmg? u?'«‘:\ %{“??S qgg%@nﬁi eSO &%‘i‘f i@ WEhV\D 01/ 17251

PCT 1us Conrificatiop@iueg e enitidlizagor fred sy 6aN fiamesiiereafter. ce devi ce 102
generates an initial version of a second random nunber (MO) (bl ock 304).
For the iIIustrat ed enbodi nent, source device 102 first generates a pseudo

random bit se § 3098 ildsthite tlﬂ@s‘:ytﬁr’n@ﬁﬂ&)cn;&h’“‘énﬂ@/d@cﬁ:héﬁ%ﬂ)ﬂc%@h with the

above descri bed random nunber An ‘and t he session (in tw roles, as

anot her ifutplmr defaitl imacooudanse vatmcpr@semh@dlmenbalmtbrs;ﬂmodmwt theopl yi ng C2
cl 0CkS.  SRHECE HENE Sedkifog ASE ¥ BRMRME BRI TAR daRATFRME! T Secuence.

as the b|t sequ ate
having multiple lines of video content. In beiween two lines of a frame is an

interval to allow a sink device to horizontally “retrace” itself, commonly known as
the horizontal retrace interval or horizontal blanking interval (HBI). Likewise, in
between two frames is an interval to allow a sink device to vertically “retrace”
itself, commonly known as the vertical retrace interval or vertical blanking interval
(VBI).

Source device 102 first generates a session key (Ks) for the transmission
session (block 302). For the illustrated embodiment, Ks is generated by block
ciphering the above mentioned random number An using the authentication key
Km as the block cipher key and applying C1 clocks. The duration of a
transmission session is application dependent. Typically, it corresponds to a
natural demarcation of the video content, e.g. the transmission of a single movie
may constitute a transmission session, or the transmission of an episode of a

sitcom may constitute a transmission session instead.



Next, source device 102 generates a frame key (Ki) for the next frane

(bl ock 306). For the illustrated enbodi nent, Ki is generated by bl ock

ci pheri ng WaPL1Rsedi atel y precedi ng version of t'he secongcrasexrssunber

M -1 using the session key Ks as the bl ock cipher key, and applying C3
clocks. That is, for the first franme, frame-1, frame key Kl is generated

by bl ock ci pher,i,ng the \ ' TR r s second
random nunber l\’@&h%%heég‘% }ﬁgﬁ%@éﬁé@b?@ﬁﬁ,g&g&&eﬁ%v\é s‘.?d%g?ﬁ%r?%rgl%nl y, this
oEer ath i on h&iaﬁ?&lﬁbﬂt&?tdeyom&mﬂbemmhbae(kﬂg) (ua}:muu?ll Fol trhekillogtrated er val f or
the then next frane, frame-2, fr -3, a so forth. Upon generating the
o oay RbOBENE SoUEE deuice 92 i Genenacs A @sedd (odomuat Sengs | he
second rangg Blmnasé?]fe!lodc ding Alseekm3ieter With'thé BBove dédsvibeatrasigarbodi ment

|

source device 102 rst generates a_pseudo randombit sequence (at p-bit
per cl ock)numberAmand thessassiopiey Kai (mtwayelesy as apeiberiapyl gAdem t he second

random nu - Qp@j t rﬁEWe ! I nput
random nu%@f‘b%ﬁnﬂgdas : I?Testﬁ%fl;rneam g%%ﬁ)érlébﬁgwd%\gg{;% ﬁ%ouégég?gkgég.%%ur ce
devi ce 102delives\MG frivin the paetduerapdemdit sesyuenee, Bistthe bifj sequeiceds t he bi t

sequence i S &eneaat ed. Upon generating the current version of the second
random nu f¥€9- source device 102 agai n generates a pseudo random bit

sequence (at D-Ntiiit, stitice @4Visk102 geridrafes fa fidiee kév(I6) fobtreckex@@@me For the
illustrated enbodi nent, source devige 10%1_1%ener ates t seudao random bi t

h
sequence udlack 306} Ferthe dlusitated afhadimant, Kis geqpaisd by EE’SEF eJ89si on of

the Secongaﬁ e Eedihg YeRRf offtﬁé‘QEcdfﬁMaJﬂorﬁinﬂrﬁb\é’PMiQ'&%1895% anot her
i nput random nunber ‘and the”stream 7 WO 01/ 17251 PCT/ US001227 ci pher

key), applsassipn@eyd{sakthe\nitaksiphen&ey. ahsdoapphingGs clocksi phatiedobiheper f or m
o, et 5 e ARk K b SLBERMAN hisEpg o0 T encom
rate suffdescribéd inftiat version of thie sedondfrafi@iin sugbat Mpeusing éskandher ef ore, C5
AR YO AR E N A EET RN e
ermbodi mentyerfical blaPRiMgGhBRAN for iR theHGeREFa6, frame-2, frame-3, and so forth.
Upon generating the frame key Ki, source device 102 generates the
current version of the second random number (Mi) (block 302). For the
illustrated embodiment, source device 102 first generates a pseudo random bit
sequence (at p-bit per clock) using a stream cipher with the previous version of
the second random number Mi-1 and the frame key Ki (in two roles, as another
input random number and as the stream cipher key), applying C4 clocks. Source
device 102 derives Mi from the pseudo random bit sequence, as the bit
sequence is generated.
Upon generating the current version of the second random number M;,
source device 102 again generates a pseudo random bit sequence (at p-bit per
clock) to cipher the frame (block 308). For the ilustrated embodiment, source
device 102 generates the pseudo random bit sequence using a stream cipher
with an immediately preceding version of the second random number Mi-1 and

frame key Ki (in two roles, as another input random number and the stream

7




.transforms M and Ki in the course of generating the pseudo random bit
sequence i s enployed. Additionally, the robustness of the ciphered. video
cont ent | WOf0lfiT25kr strengt hened by increasi ng the unpredcrushiiarasy of the
pseudo random bit sequence'through successive nodification of then current
states of Ki at the horizontal blanking intervals of the frame (bl ock

ey ( koyoipnd L SePRIIS e R8N ol T VRRBERnstbis ot BURERAR g The
sessi on kﬁyexdf&swe}tllﬂ(()tmv)' rativh grethenadeasstesan and tad psewslrandmﬁ the second
random nunber bl ock,k 314) si nk_devi ce E]{ rat es . the frane

key (Ki) bihee Gﬁd g?aﬁ’ﬁa‘dﬁﬂ WHB%}Nt?'(%ﬁ%”eFB? is; gRNeFRlR %%‘l%@te 316) .

Thi's oper fﬁé?é'nt'tﬁ clﬁh&?‘é"p’é@l oﬁﬂ@B%ﬁlbeclb&@e@ﬁétéfo?é @@%'bd(@ﬂdﬁé! bl anki ng
interval for the then next frame. In the meantinme, after generatlon of

each fr aneurkksr ofibitaiper pixel iRl dwthe sumbsr of pikels aeeline asovelkastbedi ng pseudo
random bi Q‘{% pher the frame (block 318). The ci phered video
cont ent |é 8 Hg'r&éhg{)@&ﬁ%rform ng an exclusive-OR (XOR) operation on the
vi deo stream a?uithélmustnateéspMDdlmg\t pstrealn clmiedthatbutcesen{abvnce Si nk devi ce

104 also g a_mc her hat succgssively tr rms M and Ki in
t he courstén;gsff 'é?n@? b'"ﬂi’l% ‘éréﬁff%)ge'?%[ﬁ Ftse%éﬂ%ﬂ?@’ urthernore, Ki

i s SUCCGS§édUéhk£ei§3§lrhﬁlb?éH aAdd:h@x&lyrthéqab@étnegsl@mm eighefe‘def&éds of the frame
(block 320). Ki, the pseudo random bit, sequence, and M are symmetrically

gener at edcnientds further a@glagihw tﬂb‘f‘“@@ﬁ!“@é*‘%&(}‘i”@é"’l@!""y phtheRsedABodi ment, Ks
d h k
and eac E@‘ﬁap. beg@eﬁée h‘L&uémsJ%@%@e Seu@aﬁo&a’r thah BuhOhtktdids oF REKS 10

| engt h. 0 random bit sequence is
gener at edatatheMFlmntalriﬂanku’lgmtervﬂaoﬁthelfraree @lodk 310)n | ength, C3 and C4 8 WO

by concat nat { AU SR syEp H04 B TIiel A fRficheriBE A sssBh velcn of the
| ast f our(Ks) earkthe transmisdiongeysion (ieck 312)t ipongeyebsingdvasésiEoks) v
102 To. si R SHtk Felo MR ornaTERg A IHR VBSHONAT 1o RSAORbEHOPLEVAGoF | ok Fi gur e
4 111 ustraa@biock 8945 M6 SsiROdeicd K04l 8¥hérafesthe ﬁh&ejkéy"(Kf)‘Hnrd%bond
random number (Mi) for the next frame (block 316). This operation is likewise
subsequently repeated at each vertical blanking interval for the then next frame.
In the meantime, after generation of each frame key Ki and Mi, sink device 104
generates a corresponding pseudo random bit sequence to decipher the frame
(block 318). The ciphered video content is deciphered by performing an
exclusive-OR (XOR) operation on the video stream and the corresponding
pseudo random bit sequence. Sink device 104 also employs a stream cipher
" that successively transforms Mi and Ki in the course of generating the pseudo
random bit sequence. Furthermore, Ki is successively modified at the horizontal
blanking intervals of the frame (block 320). Ki, the pseudo random bit sequence,
and Mi are symmetrically generated as earlier described for source device 102.
in one embodiment, Ks and each Ki are both 84-bit in length. C1 and C3
are both 48 clocks in length. Each pixel is 24-bit, and the pseudo random bit

sequence is generated at 24-bit per clock. Each Mi is 64-bit in length, C3 and C4



detail, in accordance with one enbodi nent. As shown, video source and sink _
devi ces 10%gﬁnd 104 include interfaces 108a and 108b di sposed at the
respective Y1851 i nk 106. Each of interfaces 108a-and POSRISPH2278S

advant ageously provided with cipher 110 of the present invention and XOR
112 to practice the video content protection nethod of the present

i nvention g% sbeaséushmb@e@ach ALBit Vi @ Rrhid bf/%n@é%éﬁatﬁfg tﬁé Bb@aat i on,
S

interface 108a is al so shown as having been provid a separate

r andom nunifepit gspameiriter puiput pheagiy oftias |asﬁ¢!1éﬁl99!@€es 108a and 108b, as
t at ed |
Chtended to r oAt YSedith Ty be Bttt iy 13AGmiS BRaDE] I 08

Random nunfoem vgmnacreasad fobdsiness oot sonrapedavicat 102 toesirdaddviay 1a4escr i bed
random nunjper A ner af or 114 may be inplenented in

har dwar e 0 %Wﬁa@% @HVC%%@%'P unber of techniques known in the
art. In alternate enbodi nents, as those skilled in the art will appreciate
fromthe description_to foIIow ci pher 110 may al so_used to generate An,

without the erfd0uRphiliusisates viden soutce andsinkdsyinesal Fiereinfudher G pher 110
s a novel yagiri RechrhRewind 5#@%sbm@nt m&eﬁéﬁn Qﬁdéboé’cﬁf'i‘éé BNd sinR €ither a

bl ock node of 'operation or a stream node of operation. practice the
vi deo contdﬂwcepr‘lﬂﬂeandlmInduﬁ%mt@faqeﬁéopﬂ@Qér‘lﬂsbme@ﬂt thei pher 110 is

used inb a C s and
frame keys’leg%(ftﬁg%gdiog "@??gétmérgr%%gp %Pfgé%efﬁaeéé‘ﬁg&pbs %ﬁggﬁtgﬁ%ﬁ Hi t
sequences provided evith\ciphep 430 of thegse¢en thviention and XPRV 12 Reprabiive thee der i ved
fromthe respective bit _se nce )t 9 WO Q1/17251 PCT/ USOQ 22785 In
sour ce  deiep qassntarptection mMetindcat te Preseptdnventian 4s dSREHRRT 2BayRbi ni ng | t

wth the pﬁdﬂéﬁ&naﬁlﬁﬁéﬁéﬁé@ éfé@mnaﬂ&e%teﬁwmms%ocsﬁawaslﬁ&u interface
108a. Over in sink device 104, XOR 112 is used to deci Eher ci phered video

content, CRREDIRIPYided W'thnatﬁﬁpﬁfﬁie ﬁ%’é‘?ﬂbnlﬂ'ﬁhﬁcﬂﬁfﬁﬁm%b% tipsner at ed by
cipher 1 %ﬂteﬂgcéﬂﬁ (ﬁfJ Els s'fét?&' ESHQr WidedHolirtleSshd difik GONBLIFob

bl ock/ st ream cCi
and 104 are otherwase mtended to represent a broad category of these devices

known in the art.

Random number generator 114 is used to generate the earlier described
random number An. Random number generator 114 may be implemented in
hardware or software, in any one of a number of techniques known in the art. In
alternate embodiments, as those skilled in the art will appreciate from the
description to follow, cipher 110 may also used to generate An, without the
employment of a separate random number generator.

Cipher 110 is a novel combined block/stream cipher capable of operating
in either a block mode of operation or a stream mode of operation. To practice
the video content protection method of the present invention, cipher 410 is used
in block mode to generate the above described session key Ks and frame keys
Ki, and in stream mode to generate the pseudo random bit sequences for the
various frames (and indirectly Mi, as they are derived from the respective bit

sequences).



.detail, in accordance with one enbodinent. As illustrated, conbined

bl ock/ stream ci pher 110 includes bl ock key section 502, data section 504,

stream k¥P®4A@Sion 506, and mappi ng section 508, coupl CTS0V2RF8SANOL her .

Block key section 502 and data section 504 are enployed in both the bl ock
node as well as the stream node of operation wher eas stream key section

506 and mappi n section 5 ed onl. am mode of

oper ati on. Br| §]Hres ﬂe‘ﬂ?%g‘gz mqqgl'% T@%@Wéﬁt"fdﬁ?ﬂ c"gﬂ’tﬂmnﬂed with a
bl ock ci ghith thexpseﬁwkhrﬂ%rﬁmes&ﬁrehb@é gEesratadisieishiriaotdrcintdragekey Km or

t he session ke whereas data section 504 is provided with the plain

text, sucf08a Over '"e%'ﬂ'f feaviceitad XQR J 12 i uend ﬁ@lﬂ?@&heAﬁlpbﬁfquéd%rl ved random
nunber M dha eRlkg

oper atlvelé cei"e\t ?gﬁ'?'ﬁ%"w%fpﬁ% sebgél)@n 0 rr“gar%ggz{ream gyéésrgegrtlon 506.
Duri ng eadhOondoterfagen@8bt he bl ock ci pher key as well as the plain text
are transforned. The bl ock cipher key is independently transforned,
whereas transformation of the plain text is dependent on the

t ransf or mat i onFlirire @ ;mwtxfawsrmd combirfeg! iibeigdtrezinpbiphelsnFig A irefurthar desi r ed
nunber of clock cycl provi ded plain text | transforrred into

es,
ci phered detal, '“Fﬂﬁc"’f‘%'?@c%é(‘? i0Be ephedimpaly Rﬁ'h'éﬁraﬁ COMPINMIht ecti on met hod,
when bl Oﬁlbcl%%’l’reﬁﬁ\célbr%? 151@3néh§dé&rt98él@|€‘éi( é@cfubn K62 ad‘eﬁa Gé&tﬁmsmt isfBap04 15
provi ded wt n, ciphered An is read out and used as the session key
Ks. \When bemsectvqwﬁsebd imappEasecion 58§ crawled toionkanatierdBleckd@yt i on 504 is

provi ded e franme
key Ki. \‘%Ié&c gptﬂz ée’[acslgp ere‘gp?)ljlglael IP 2?(4 f;ﬁargqtogf( @Q‘g‘ @gggiagﬁlv%{k and data
section 5@é4 the etremmod’e d)fldperaﬁannwhemasd&eamildeqdeaﬁmvsm andetappiige the 10

WO 01/ 17251 PCT, 00/ 22785 ter Late " whj. ch are stored awa in
storage | §8¢H9 W&e@mm° Yt es*f’&?@b’"?ﬁ%@? OREIBUAN: " Kkeys" are the% (

applied to thepgéM))f Bidck Mete! BlobIENS) S&HoR5821is provRieH vith Wblodk t he
deci phering of the ciphered text back into the original plain text.

Anot her aswhsa&w syclyas thsearliergessdbed %ewa@e&kewm onjbeseseiPnbed aft er
bl ock Xe§ Qreég% ngi‘%cﬂaﬁ 8025 fo@ﬂe?%thqﬁg ﬁ gaﬂgtl%ggg sHEf. gﬁrthé’esc“ bed in

accor dance one e eac erencl
earher descnbed random number An or the derived random number Mi-1.

“Rekeying enable” signal is set to a "disabled” state, operatively de-coupling
block key section 602 from stream key section 506. During each clock cycle, the
block cipher key as well as the plain text are transformed. The block cipher key
is independently transformed, whereas transformation of the plain text is
dependent on the transformation being performed on the block cipher key. After
a desired number of clock cycles, the provided plain text is transformed into
ciphered text. For the earlier described video content protection method, when
block key section 502 is provided with Km and data section 504 is provided with
the An, ciphered An is read out and used as the session key Ks. When block
key section 502 is provided with Ks and data section §04 is provided with the Mi-
1, ciphered Mi-1 is read out and used as the frame key Ki.

To decipher the ciphered plain text, block key section 502 and data

section 504 are used in like manner as described above to generate the

10



In stream node, stream key section 506 is provided with a stream ci pher

key, such as the earlier described session key Ks or frame key Ki. Bl ock
key sectiWRMEE2Snd data section 504 are provided W th PerscoRzmssber s,
such as the earlier described session/frame keys Ks/Ki and the derived
random nunbers M -1. "Rekeying enable" signal is set to an "enabl ed"
state, op ' ‘ Iy ' ection
206, Per| qia ot REVE, blen ant BEferSllay B icpibe it dhe i BB TS

descri bed dtoredimtetra¢disledhéysigre theorapplied tosthe eipinekasd/textinabvarsed0fders used to

generate one or npfe data bits.to dynanjcal,l di the then current
state of t’ﬁé“‘ﬁ%ﬁ‘g‘h?ﬁ&ﬁ’ﬂg?”%q 8@‘@8 < e[ﬁryotgfai{ %@‘%&éﬁ%?ﬂ%’"gbﬁ?'"gﬁﬁ ng each
cl ock cyclgnothér dppromsitotdeciphestipther diphiered toxt wilMal deschbéd aftersleer nunber s
stored in bl ock- keg section 502 and data section 504 are_transforned. The

r andom nuns¥rsestien PeRand datg section a4 bave begp Bigber descrbed ihaegergance

transf or Mg, YRECERBSdERDSAEH, TBfeldtRirgf Fig88s-7andom nunber provided to data
section 504 1s dependent on the transfornation being performed in block key

section 502. Mippiream iprastek sEemmkey seeticnsS0S is praddedwigna streamiiphaswl y

t ransf or S e ; : r e to generate
one bit of h%'?t%‘séesu@% eﬁaﬁlﬁé&@%@ﬁb@ﬂ%&%@ﬁ%ﬁk%ﬁﬂgrgg}enﬁgﬁéglé%ﬁu nber of

cl ock cyddeetion 802 ard data sectiom504 tresppuided evithfrandahe siuntbeérd, engh s i s
generated. For the il]ustrated enbaodi . by, . virtue of the enpl oynent of
Che "+t okdy RariEndTeubod SEIRIPVIETPAEHT KaIK 2B theietie TRagoBauber oper at i ng
even duripg t *I%Hégﬂg Pénaarées'rgﬂal i5 66t telnrehabladestafel Bpéravealy cOiysimg ded by
the "rekeying enable" signal (set in a "disabled" state). 11 WD 01/17251
PCTI USOQY Zﬂqu®<eYﬁe§mfé5%2 ?q stream keeseating 506 o Peripdigallye gt piedetarmined. 5 i n.
further d ' ' Sag | Eg‘g% ; Lo , bl ock
key secti gﬁébjtﬂs ’ %Q%‘?ﬁ%gg rgﬁ-idgsg{hé&%@ozra- gggﬁghgéﬁﬁvﬁ!ﬁ gﬁééﬁygg 604, and
| i near tr zesfioy 508 isarsedrio geb&rate onenoinorekdata bits ta dyriasieally roadify-the2c ar e

collectiv initialized to a block cipher,. .. gut i cation key Km
Or Sessi oﬁl" GuiRent sfgte o FEJHP%H&,“"P&&?@(%“F E‘lﬁ%ﬁtgﬁﬁ‘%m&'@}col | ectively
i nitializepuring eachafutrioydisadetweerpthegredatomitiey intervals, bdthaamddeey Ki . Each

round, substitution boxes 604 and | inear transfor jon unit
numbers stored in block-key sec’gon 56‘2 and data sect?onngéi are transformed.

The random number provided to block key section 502 is independently
transformed, whereas transformation of the random number provided to data
section 504 is dependent on the transformation being performed in block key
section 502. Mapping block 506 retrieves a subset each, of the newly
transformed states of the two random numbers, and reduces them to generate
one bit of the pseudo random bit sequence. Thus, in a desired number of clock
cycles, a pseudo random bit sequence of a desired length is generated.

For the illustrated embodiment, by virtue of the employment of the
“rekeying enable” signal, stream key section 506 may be left operating even
during the block mode, as its outputs are effectively discarded by the “rekeying

enable” signal (set in a “disabled” state).
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.606 nodify the content of registers 602a-602c. Mre specifically,
substitution boxes 604 receive the content of register 602a, nodify it,
and then ¥PAME?Phe substituted content into regi ster 6@SEUSYIITESar |y,
linear transformation unit 606 receives the content of registers 602b and
602c, linearly transforns them and then correspondingly stores the

linearly t r anHigh el ilueirsies thd Pbek késme&ihaﬁ%f ﬁfg;fs maurmwefr%thu ppbstitution

boxes 604 and |ITnear transformati on unit 60 be Ierrent ed ina

vari ety oAcomdancewiticens emhedmgnt wa$traéﬁ@vm0@?w$ﬁ§tlapﬁpa ingludesci pl es.
On ' t h
degcﬂogf : %h%g%r%h%%??@éﬁépfgﬁgﬂ pr&sﬁhé{agg G“tn ES}% %ﬁ* at a%ﬁatgolsoneof Fig
5in furtIndﬂocﬁlahadda,,regnterasﬂmdmare/wdllbcww initlatzBdters bloBlociphbe

illustrated enbodj ectlon 504 is arly constituted as bl ock
key secti &8k a”@?&’gﬁ#"’lﬁ?‘?@ m Of ﬁﬁ%sl'%}'ﬁeﬁil(%n?n %Ffﬁ '7%’8 ol S kes i nto
consi der %ows@iwaM@m\:ewf mmameatt@ ra rﬁﬂa&m nifster, é.§assinReyKd Be content s
of reglsters 702b-702c. In blo i sters 702a- 702c are

col | ect i visameikgy K. aFAsh EPUR: ﬁ“t{slt!té‘t*f’ﬁrb@é?s P4,pRd fiasar tragsfprmation uait descri bed
random nugger, fHe Wér\f%‘i' rég?élgf%rﬁdiuféiﬁ'& Wldrle spruf ééweamgmﬂﬁn registers

702a-702c are lectively 1nitialized with a random nunber. Each round,
subst i tutb@festﬁoﬁergcenmtrmmpntentééregmah%aza madifyit, and thenogoredbef y t he

S5 TeedE ot ORI i Bl Lo
L ey T e T

crypt ogr a%‘ﬁf‘&o"ﬁ?’?%"ﬁﬂ%?mqsnt ey ransiomed oRtens inte Feaisissy/80%scr i bed
enbodi menjnd ges) regi ster 602a, 602b 602c, 702a, 702b, 702c is 28-bit

w de. fVWhenever registers 602a- 602c or 702a-702cb collectively initialized
with a key val3ubstiutionbeses Aldped ineasdransiegnation ynit 606 maw beess t han 84- bi t

nunber i s; F;J?é x‘?thb’rr?gv%\ﬂe 'ﬁ?ﬂggﬁi\%{?ﬂﬁona hwﬂé’lﬁkﬂ éry&!opﬂz&ﬂl? hi gher

order bit I'ONS zero Y, eac
principles. One specific implementation is given in more detail below after the

description of Fig. 7.

Figure 7 illustrates the block data section of Fig. § in further detail, in
accordance with one embodiment. For the illustrated embodiment, data section
504 is similarly constituted as block key section 502, except linear transformation
unit 706 also takes into consideration the content of register 602b, when
transforming the contents of registers 702b-702c¢. In biock mode, registers 702a-
702c are collectively initialized with the target plain text, e.g. earlier described
random number An or derived random number Mi-1. In stream mode, registers
702a-702c are collectively initialized with a random number. Each round,
substitution boxes 704 and linear transformation unit 706 modify the content of
registers 702a-702¢ as described earlier for block key section 502 except for the

differences noted above.

12



substitution boxes 604 or 704 are constituted with seven 4 input by 4

out put substitution boxes. Each linear transformation unit 606 or 706
produces 58°%EPPLt val ues by combini ng out puts from ei gRETHFRESF on

networ ks (each produci ng seven outputs). Mre specifically, the operation .
of substitution boxes 604/704 and |linear transformation unit 6061706 are
speci fied by th@afmunbétmhioasbdxes 604 lahd\linedrdtranstdvsiation uhid 608 maysbes 041704,
the Ith input to box J is {? | *7+J of S% iter %02a1702 and output 1 of
box J goedmplemsnted inayargty p YRS ipacgersianggy hwe{l NPWR creplograpig, st

si gni fi cant, b ie# For each diffusion network (linear transformation wunit
606 as wel g 06), the i nputs are general Ig | abel ed 10-16 and the outputs
are | abel ed 001m6ne‘ﬁwemma&0m foydbe aboye dessribed embsofisrenicaanhrraistert he

1215 14 RaROR e, Yl 5628 12p G281 Wineldr egfrenal © % T, U
10 0 9 12 @b2trir423-703kKb tallectivaly tniffalize@ with alkeyvalue O rapd@mnunbegK 0 14 11 7
12 3 2 13 15 4 8

15 7 2 8 dessihan B8 isgiplecingh oy nugber s mitizec b e by algebt 1751575

8 SB 12 %oéltﬁnélwtﬁ tﬂéh%h?zr GrdeAbit pSsifidnslzels fillsed) Adaltlbﬂalﬂy Bachdétof3 10 4 9 7
15 12 0 SB 7 13 14 3 12 15 6 0 2 8 gy%3141012152

6

5 14 11 8 %lbstltgthrgbogWq17pfﬁgfop@¢mtg§w\?§yg%4,@B,t QiP¥, 4 19 5 &
; SB111 7 4
8 10, 7 Whplihfor BoxeR® hbplihely Baricimisfiof uhit 80 Br 208 Brddhicds 8¢

- Substitution ﬁerforrred by each of
the seven autmstivatussibygombiining putputsfraso eight diffusion setwarks (#rdBoxes 6041704,

Diffusion Neé[‘]’\é?rggksé‘v% oCut;'):uL{ES(.:tl\hgl% specifically, the operation of substitution boxes

604/704 and linear transformation unit 606/706 are specified by the four tables to
follow. For substitution boxes 604/704, the lth input to box J is bit [*7+J of
register 602a/702a, and output | of box J goes to bit I*7+] of register 602¢/702c.
[Bit 0 is the least significant bit.] For each diffusion network (linear transformation
unit 606 as well as 706), the inputs are generally labeled 10-16 and the outputs
are labeled 00-08. The extra inputs for each diffusion network of the linear
transformation unit 706 is labeled K0-K®6.

sk| 8| 14 5[ of 3
sk| 1| 6| 4| 15| 8
sk| 13| 11
skl of 14| 1
sk| 12[ 7| 15

6 151 1| 12| 14| 0] 10| 3 9
7
8
SK| 1| 12} 7 2 8 3
1
0
1

2

2 5

12 2| 13| 15] 4 8 1 8} 10f 5 6
1] 14) 1 4 6| 10| 3 5 0 9] 13] 2
4] 14| 11| 5 o} 15| 13| 6] 10} 9

3 8

sk| 10 7| 6 0| 14 13| 12| of 11} 2| 15 4
sB| 12| 9| 3 1| 5| 13| s| 2| 4| 14} 7| 8] 5] 1] 10
sg| 3| 8| 14 s| 2| 11| 13} 10 a|l 7] 8| 15| 12| o
sa| 7| 4| 1] 10| 11| 13} 14| 3| 12| 15] 8| 0] 2] 9

sal 6| a|l 1| 4| 10| 12} 15| 2| 5| 14| 11| 8] of 7| of 13
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.0 Ko (r) 11 a 12 (r) 13 (r) 14.(r) 15 (r) 16 01 Ki(r) lo(r) Ile 13 (D 14
(r) 15 a 16 @2 K2(r) 10(D 11E) 13 (D 14(r) 15 (r) 16 03 K3'a 10 (r) I1 a
12'a 14 WOOUIRSLG 04 K4 a'l0 (r) 11 (r) 12 (r) 13 (r) PCTmez2is8 05 K5 a
IDall(r) 12 a 13 al4 e 16 06 K6 (r) lo (r) 11 (r) 12 (r) 13 (r) 14 (r)
| 16 KI K2 K3 K4 K5 K6 K7 K8 10 KzO KyO Ky4 Ky8 Kyl12 Ky16 Ky20 Ky24 11
Kzl Kyl Ky5sEYosHyEs W23 B RS rgTRS Ky22
Ky26 13 K19 lky2B Ky27 Kda Ke7 Kz10 KA13 Kz16
Kz19 Kz22|K>% PC’TZI uddo bp78s 195 3Kz 40 Kz’é K‘z’m" 14 Kz17
Kz20 Kz23|KzsB¢ h Ke KZ1B 18} 28 | K834 147 27 KOy O Kyl Ky2
Ky3 Kx7 Ki8—16:9 : >Ky'8 Ky9 Ky10
Kyl | Kx13 Kx14 2R 9 g‘i?ﬁ?f?ﬁ ﬁt % [’}i‘ft}ﬁ"fgﬁg 04 Kx4 Kyl6
Kyl7 Ky 1SsuligtiBitiox boxe&@lsukiz@itior0Boxées T a4 Tmt . Ky21 Ky22 Ky23 Kx22 Kx23 Kx24
06 Kx6 Ky24 Ky25 Ky26 Ky27 Kx25 Kx26 Kx27

Diffusion Network Logic Function

0, Ko @ IO I,0 1,0 I, ®
Is ® Ie

0,Ki® I, @ I,® I;0 1, ®
Is D Ig

O,|Ko® 1,0 1, ® ;0 1,9
Is ® I

OJK:® 1,0 I, ® 1,0 I, ®
Is ® Ig

O/ Ki® Io® I.® I, I, @
Is® Ig

OdKs® IpD I.® I:D I:D 1,
Is

OfKe ® 10D I; D I,® I3 1,0 I
@ I

Ki1| K2| K3| K4| K5| K6 | K7 | K8
I, [Kz0 |Ky0O |Ky4 |Ky8 | Ky12| Ky16| Ky20| Ky24

I Kz1 | Kyl | Ky5 | Ky9 | Ky13| Ky17| Ky21| Ky25
l, |[Kz2 [Ky2 |Ky6 |Ky10| Ky14| Ky18} Ky22| Ky26
1, Kz3 | Ky3 |Ky7 | Ky11] Ky15| Ky19| Ky23| Ky27
L kz4 Kz7 | Kz10|Kz13| Kz16| Kz19 | K222 | Kz25:
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Tables 11 & Ill - Diffusion networks for linear transformation unit 6061706
(continued in Table 1V). Bl B2 B3 B4 B5 B6 B7 B8 |la BzO ByO By4 By8 Byl2

Byl16 By20 WQ2W172§1 Bzl Byl By5 By9 Byl3 Byl7 ByZl By25 RCI/8%0028B892 By6 Byl O
Byl4 Byl8 By22 By26 13 Bz3 By3 By7 Byll Byl5 Byl1l9 By23 By27 14 Bz4 Bz7
Bz10 Bz13 Bz16 Bz19 Bz22 Bz25 15 Bz5 Bz8 Bz11l Bz14 Bz17 Bz20 Bz23 Bz26 |Is

Bz6 Bz9 Bz12 Bzi5Hzi&Bz2iPBz24 27K = <y1l4 Ky21l K, Kyl
ST KB Ky 1k kIS K2Ry pRETI K14 Qty%ﬁ:;;?%”n&é%:* %"’%3 - - .- wklo

Kyl7 Ky24 K4 K& kz6 | Kz8Y kzi‘g/lﬁzi@%m a2 3A TKk2PA| PCT/ USOCOn2785 K5
Ky5 - - - Kyl2 Ky19 Ky26 K6 Ky6 - - Ky13 Ky?0 KyP7 6 BxO ByO Byl By?2
By3 Bx7 Bx8 Bx9 0,01 Kx0l| Ryd Bip1 ByikyBy|KyBx 1KxBx LKx8x[LRx9 02 Bx2 By8 By9 Byl0
Byl 1 Bx13 Bx14 {Bx13 03!Bx3 By12 By13 IBy141By15iBx16/ Bx17{ Bx18 04 Bx4 Byl6
By17 By18 By19 |Kk1q Kot2pKes 2 1 Ky9)s| v BSNZO Bx26 | By dp Byt Bx22 Bx23 Bx24

06 Bx6 By24 By25-By26 By2/-Brz5Bx26 Table—Y f usi on networ ks
for |inear tran?mrﬁg‘@l oﬁyﬁn KYS olthyy B%q‘(ﬁyéart'{l% x4, quédlb| es Il &I1Il).
Ref erri ng now F 153 K BTRE may be

deci phered by c?’i‘ergét;(lsn RE’he |gt n% er}ﬁ}e 'ke|\1/s Raﬁg iépp i ng them

backward. Al t ¢o)jatfikkdl YKyl®[ Ket7? emjnmlepalst Kohel Ex20 | Ke21 t he inverse of
substitution bgxes ;

O, | Kx5 |Ky20|Ky21| Ky22| Ky23| Kx22| Kx23 | Kx24
O, | Kx6 [Ky24 | Ky25| Ky26 | Ky27 | Kx25| Kx26 | Kx27
Tables Il & HI - Diffusion networks for linear transformation unit 606/706

(continued in Table IV).

\~xd

B1| B2| B3| B4 B5| B6| B7| B8
I, | Bz0 |By0 |By4 |By8 |By12|By16|By20|By24

I, | Bz1 |By1 |By5 | By9 |By13|By17|By21| By25
I, | Bz2 By2 By6é | By10|By14|By18| By22 | By264
I, | Bz3 |By3 | By7 |By11|By15|By19| By23| By27
l, | Bz4 Bz7 Bz10| Bz13| Bz16| Bz19 | Bz22 | Bz25
I; | Bz5 |Bz8 |Bz11|Bz14|Bz17| Bz20| Bz23 | Bz26
I; | Bz6 |Bz9 |Bz12|Bz15| Bz18| Bz21| Bz24 | Bz27

K, | Ky0 - - ~ - | Ky7 | Ky14| Ky21
K, | Ky1 - - - - | Ky8 | Ky15] Ky22
K, |Ky2 | - - - - | Ky9 | Ky16| Ky23
K, | Ky3 - - - - | Ky10| Ky17 | Ky24
K, | Ky4 - - - - | Ky11] Ky18 | Ky25.
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6041704 and linear transformation units 6061706 are included or they may be
dynamical Iy reconfigured to operate in an:inverse manner, the ciphered text
may be dewqhmsed as follows. First, the cipher key useadtusosipéer the
plain text is |oaded into block key section 502, and bl ock key section 502
I s advanced by R-1 rounds, i.e. one round short of the nunber of rounds
(R) applied tg-ci __ Lo text—ARterthe-tnitial R 1 rounds, the
ci phered text ifftg data seption KOR| KIHE (k28 [sections, bl ock

key section 50 a—segttonT564; are e “ackward", i.e. with
substitution b 704 and’ | i near tra{r’gﬁ?r mﬁc r&'g% ts 6061706

appl yi ng the iimM@riSg.¢UR § BHONByANPRI3 NEaE7 |83 1314t i ons
respectively. |Fidures 8a-8c :EM ust ?’at 3 Hw strdgam key segtion of Fig. 5 in
further detail| @n Bacd@ydan®@y5wi BRsohByZ2nBxdioTedN11 [ABx1elll ustrated in Fig.
8a, stream keylsection! 5061incliudes B nu r— ifgear fleedback shift

f LN
regi sters (LFSRD. g2 4rfy816 By® (By19pBy! hAx\35@ 143 B95 | conbi ner functi on
804, coupl ed tie—each—ptiher-as—SHo) —ESRs802at H-ectively
initialized wilt 1P BX3 a1z Fvdp g@‘} BYL| Bxf8 [ BAI ) BB bed frame key Ki.
During operati[og TEg JEASTEMPIE1EEByI S| BX TS0 Bxp13hi fted through
LFSRs' 802. Sdl ectjve cutygut sBFYlar ¢ ?akenyhom LESRs 802, and conbi ner
function 804 |i OUsEXb tiBy2011Byad | ByR2 5BYZT| BX22 |BRA3YBx24/n stream node
(under whi ch, rekieving i nabl ed) he clonhi sultlis used to

s . ed
dynani cal |y nodiQ@y| BxG Hdv24 Lﬁvﬁéllﬁﬁlygﬁ a_BEZ?)LfB&%IM &@Rer key in bl ock key

section 502. Per=the—t+tiustrated-epbothirent—fFour1SRs L. fferent
| engt hs are eWISyZd'.D#H?@%ng@%kso rgﬁ?ﬁf&?gs&r@ap%’kgﬂ\'fFV%’ﬁﬂ#he four LFSRs.
The pol yqentialiéed frein Rateti i8& 1Dy the LFSR and the bit positions of the three

sets of LFSR outputs are given by the table to follows: Conbining Function
LFSR Polynomal Taps 0 1 2 3 X7+x16+x11 +x5+ 1 6 12 17 2

X16+x15+x12+x8+x1 “R&erfhgfow back to Fig. 5, recall that a ciphered text may be

deciphered by generating the intermediate “keys” and applying them backward.

Alternatively, for an embodiment where either the inverse of substitution boxes
604/704 and linear transformation units 606/706 are included or they may be
dynamically reconfigured to operate in an inverse manner, the ciphered text may
be deciphered as follows. First, the cipher key used to cipher the plain text is
loaded into block key section 502, and block key section 502 is advanced by R-1
rounds, i.e. one round short of the number of rounds (R) applied to cipher the
plain text. After the initial R-1 rounds, the ciphered text is loaded into data
section 504, and both sections, block key section 502 and data section 504, are
operated “backward”, i.e. with substitution boxes 604/704 and linear
transformation units 606/706 applying the inverse substitutions and linear

transformations respectively.

Figures 8a-8c¢ illustrate the stream key section of Fig. § in further detail, in
accordance with one embodiment. As illustrated in Fig. 8a, stream key section
506 includes a number of linear feedback shift registers (LFSRs) 802 and

16



x5 + 1 1 Xt4+x11 +x10+xl +x6+ 5 9 14 x + 1 0 X13+x11+x9+x5+1 4 8 13 Table.
V - Polynom als of the LFSR and tap positions. The conbined result is
gener at ed WOOMIT2BE t hird set of LFSR outputs, using theP€insio2mss second
set of LFSR outputs as data and control inputs respectively to conbiner
function 802. The third set of LFSR outputs are conbined into a single

bit. In st C i i | SR I - WO 01/17251
PCT/ US00/ 2@@@“&%@“@0 | ne"ﬁ%s'?‘ﬁé‘f ég‘lgﬁﬁhlagaét fc’%hen_ u&ﬁ%sééﬁéem cal |y nodify
a predet er colleetivdly nitiafizedawitinarstreamraiptier kewnt eeg ofarerislesciiber fodree kiegy i n bl ock

key sectiop. 502, Fig. 8b Lllystrates comhiner functi 4 in further
detait. 1 R daing pribiatan, e dimenthBRe KR SiteessilsherdiouBh b nor
function 8DASREBLRASEIcTHVE bilitputsnré kek N6 LASHs BOR &tBeorBbiabr fumetiom! | y
coupl ed to each other and LFSRs 802 as shown. For the illustrated

enbodi nent 804&isurseddo gempinedhe gelertine QriRwss fystreasm made (WRderwRichni t s

810a- 810d LAl k r?éﬂ(!&!? t ,uAl i { nary
shuffle unll% é&@ébaean g@g (%oup ed@%g@r)?&g‘égéggygi@k%%@obg%é’g:étﬂl vely. XOR

808a t akescurtent Stats bf gblagl ciphet kjRndlegk tey seatione®di ned t hem as a single
bit input for uf.f | [ [ : | -810d serially
pr opagat e and tﬂfi‘?‘? @u%ﬁéet\é\gﬁﬁg%a ﬁ%?rﬁ@ %ﬁgg%ge%gt%ﬁa%%ﬁp of LFSR

out puts ar@mprpedd.t Threrdetoof duiputs ard faken droat thedourdH8Reli Tiie ones of binary
shuffle wunits 8l1l0a-810d., X Soiﬁ F{?”rgtﬁeifthe"t hi rfi Sefér of %FS out put s
with the BRIypripialsrepresenisdbythe LEER:and thabit poslans gf the tareeiselg ek r 4t es one
bi nary shufgdm ks 8%ivd {Ha tableSo fallewaf a-d) in further detail, in
accordance[‘f\;\%t F?HE)Bne er#b%)“(’jidln\@ﬁt. Each binary shuffle unit 810* includes two

flip-flops 812a and 812b, and a nunber of selectors 814a-814c, coupled to
each other as shown. Flip-flops 812a and 812b are used to store two state

val ues (A, B). Each selector 814a, 814b or 81l14c receives a correspondi ng
Combining Function
LFSR Polynomial Taps
0 1 2
3 [ XTHxCHx"+C+1 6 12 17
2 [ XC+xT+xZ+xP+ x4+ 6 10 16
X+ 1
1 [ XM+ x"+x"+xX +x°+ 5 9 14
X+ 1
0 | X®+x"+x*+x*+1 4 8 13

Table V — Polynomials of the LFSR and tap positions.

The combined result is generated from the third set of LFSR outputs,
using the first and second set of LFSR outputs as data and control inputs
respectively to combiner function 802. The third set of LFSR outputs are

combined into a single bit. In stream mode (under which, rekeying is enabled),
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.one of the second group of LFSR outputs as its control signal. Selector
8l4a- 814b al so each receives the output of XOR 808a or an imredi ately
pr ecedi ngwodiinzsy shuffle unit 810* as input. Sel ector &harsGiabbssar e
coupled to flip-flops 812a-812b to output one of the two stored state
values and to shuffle as well as nodify the stored values in accordance

wth the gtate af the l.ec na peci ficall for th

' st 1 at e euide s aiele s o GHER1 2 oVBpicanl Fioirk Shradetaied Bighy ¢ e

i nput  andasigdre6hrreritiskas oawdowc,p‘i)erkby maslyciskeyf ddclion 802, 810* outputs A, and
stores (B, D) if the value of S'is 0". Bi nar¥ shuffle unit 810* outputs B,

and stores (D‘lgAﬁbl"\*US!fﬁt@S\P&mPén%ﬁu@“Pﬁ 804-in Turthepgetall inaRS9rdant? Us0122785
Ref er ri nguRARYnkRnEdimbAt. A Srated, 2dnibild! $i@ibR 802 kISR earlier,

mappi ng function 508 generates the pseudo random bit sequence based on the
cont ent s bpetwoek 806 eddr)@ﬁ§9§a-§0§b ssirigdk chupled toceaahrrtberantF Si3s 802 ect i on

504. ogh t. t ection 504
are | rrpl §ﬁ§ﬂ?‘§§ S! % %‘i‘sﬁgﬁce Wi &Pﬁh\ ﬁg%pﬁgu%@&%ﬂ% nﬁnﬁ?ﬁ%n@?. | l ustrated
in ?4 gb_ 6bm‘éry§r&|;fﬂleug|ts‘ smgt-smu w&ugeaepsleﬂ &seqdteothes wih f{re&mimgbu Ktz ) sequence
at -bit per c ed on the con S |ste an
602b- 602¢P Eﬁ‘ﬂ'% SHOSS 10a %’zé J@%&ﬁ%glaé‘gl b IEERFPIYPYL he 24
bits is g eewtaméswmf@aou o?h?SR%tﬁQ@hé"cbﬁibnr@& tﬁéﬁ\ebsté«‘éﬂg
accordance with the | ow ng8 or mul a: %Eéa B19K r)y (B2K2) (r)

)

(B3K3) (r plt(rmgfggshyﬁbe nebRpck)806: )B'Qmmbyfﬂemn)ts OWPQF'@' Y'(r)" represents
"nput val BRagel S Shtite the ABARIENCH: Bpse IrAEedld oo lPSLPEB 55 b4 b5 eo
87 KO K1 Kitpkiss &é ussdK6 citrol e giuffliBg aBzomBzspBnding dBuesB\i bibankshikile Kz Kz Kz
A oo SR Ao e vt g s b S e, 20,2 1° °

output of last binary shuffle unit 810d.

Fig. 8c illustrates one binary shuffle unit 810* (where * is one of a-d) in

further detail, in accordance with one embodiment. Each binary shuffle unit 810*

includes two flip-flops 812a and 812b, and a number of selectors 814a-814c,

coupled to each other as shown. Flip-flops 812a and 812b are used to store two

state values (A, B). Each selector 814a, 814b or 814c¢ receives a corresponding

one of the second group of LFSR outputs as its control signal. Selector 814a-

814b also each receives the output of XOR 808a or an immediately preceding

binary shuffle unit 810* as input. Selector 814a-814b are coupled to flip-flops

812a-812b to output one of the two stored state values and to shuffle as well as

modify the stored values in accordance with the state of the select sighal. More

specifically, for the illustrated embodiment, if the stored state values are (A, B),

and the input and select values are (D, S), binary shuffle unit 810* outputs A, and

stores (B, D) if the value of S is “0". Binary shuffle unit 810* outputs B, and

stores (D, A) if the value of S is “1”
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22 12 6 17 3 10 27 4 24 2 95 14 18 21 15 22 24 14 18 7 1 9 21 19 24 20 8.
136 35 12 1 16 5 10 24 20 14 27 2 8 16 15 22 4 21 5 3 27 8 17 15 21 12
14 23 16 MOMATISI7 17 9 20 1 16 5 25 12 6 9 13 22 17 1 PCF/US0W/327893 25 11
13 17 1 6 22 25 21 18 15 6 11 1 10 4 0 22 17 25 10 15 18 0 20 26 19 4 15 9
27 12325921316 482 1127 19 142247 136 20 12 25 19 10 27 24 3
146 23 17 10 Rednigh phw bhbi I Febul s0ad fudirAy And deddriokds hrie, 2 11 4 21
15 24 18 9 5 1 6 23 11 6 22 24 319 11 4 13’522 0 188 25 5 15 2
1 12 0 27 rbappiag funbtion 508 genaratesthe pseqdarangomitst saquente basad eGeS00/ 22785

1477 59 5ponihd B idbedd flBaiot b ) sEihprisdZatfyfladistotedd, 112 00,
21 2 16 3 d'uel&nB@dl&v%neiﬂvr&rQEIocﬁkéVsé?éiloBGSO?éhrﬂdbta@edtb'nnmdaara 19 21 126 0

2 9 14 23 16 27 0 6.24 18 21 3 27 4 10 15 26 2 7 21 8 13 1 26 19 25 25 0
12 10 7 17%@“‘932"73%'@3“%"6 hﬁée?fc Vebe'??,"‘%‘eﬂé ﬁ“sff?f‘idz'“ BigcBt di ngl y,

a novel dﬁﬁ@f@eﬁ&c séwgeﬁ&éteﬁltmséém @ndorelw Sﬁéhéwat\QaﬂSi@pépnt ent to
pr ot ect the video content from unauthorized %}3 uri ng transm ssi on

has been delecibased. orﬁbelceatea@ ofrrewﬁﬂem@wf@?%a cﬁ%’@rﬂ"&@)‘rﬁ“dt%se
oresent | nOZReTOc: Mote sBRBRY, G o 24T IBITAMATBSRINB LTS 1 o
has been cDé@RroM|mrbmnegprmsphanmrdmbewthﬁtee‘olcxoegform and 108b, sone
of the logic may A% B1KY & h2.RPE 85« KHB BEKSS lB5.K5) @ (B6+KS)
@ B7 ® K7
Where “@” represents a logical XOR function,

" represents a logical AND

function, and the input values B and K for the 24 output bits are

Input| 0] B1| B2| B3| B4 BS| BS[ B7[ KO| KI| K2] K3| Ke| K5] K| K7

Origin| Bz} Bz Bz| Bz| Bz| Bz| Bz| By| Kz| Kz| Kz| Kz| Kz| Kz| Kz| Ky
Outpu
bit

14 23 7 27 3 18 8 20 12 24 0 9 16 7 20 13

20 | 26 6 15 8 19 0 10 | 26 | 18 1 11 6 20 12 [ 19

7 20 2 10 19 14 26 17 ! 22 8 13 ¢ 7 16 25 3

2 12 6 17 3 10 27 4 24 2 9 5 14 18 21 IS

22 24 14 18 7 1 9 21 19 24 20 8 13 6 3 5

12 1 16 5 1 24 20 14 27 2 8 16 15 22 4 21

5 3 27 8 17 15 21 12 14 23 16 10 27 1 7 17

9 20 1 16 5 25 12 6 9 13 22 17 1 24 5 11

23 25 11 13 17 1 6 22 25 21 18 15 6 11 1 10

4 0 22 17 25 10 15 18 0 20 26 19 4 15 9 21

11 23 25 9 2 13 i6 4 8 2 11 27 19 14 22 4 7

1] 3 6 20 . 12 25 19 10 27 24 3 14 6 23 17 10 1

11 26 1 18 21 14 4 10 0 17 7 26 0 23 11 14 | B

1] 2 1 4 21 | 15 24 18 9 5 16 12 2 26 23 11 6

11 22 24 3 19 11 4 13 5 22 0 18 8 25 5 15 2

1| 12 0 27 11 22 5 16 1 10 3 15 19 21 27 6 18
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.video source and sink devices 102 and 104. Additionally, non-LFSR based
stream key section, nore or |ess block key registers, larger or smaller
bl ock keywopwtR2st ers, nore or |ess substitution units, POTAUSENV2RTRS
alternative subs$tution patterns, as well as different |inear
transformation units nmay be enployed. Thus, the present invention is not

|'i m ted—by—{he—detatls—geser-pat—ASHaag e pregept—rAyepton—6a
praclti ced wit i rodi fi ¢afi )h‘§ hnd bl e at ifofis fwi tﬂlj.n hé $pir t*’ahd® sc,??)p
of the apylettdddiscl|a®ng. 2429 WO 02/ L 2251 2PGTAUS00/ 2285 GLAIWB} 1% | 22 | 16
FTTII T4 R 1[I LT3l HIBI K13 What| izs [claijmad |i g6 |12 kni7a v;ildacms:)qucezz

devigce, a |nethod q¢onpnisi ng; peneratijng. 4 segsion ke 0 ranknj ski_on
on whit B n &hic[}pj Zl ot Pe m?vi géec 2 8 h ;6 N 'n%te&st
#n

sess L nuljti-}fra contentl 1"'s|t’o be tfansm 0 a
videb si i ] &e; | Yenef af ithg| & sludtdsas e3nynbel Bf |faafeizkpys, | usilng
at least 3lhe dJessijom |kay] 40| f@c) |4 tjake [chphes ﬂggo £oir gspogd| ng frzarﬁes
of the nmujiti_ - fjr i de con t] for gnsmjssi on teé the videg pink
devike. 2¢| Thd ?rlgﬁh\éd o?’ :Igi nez?, v{/gerté%n Z{;}d%gen'ezr tllon; zf slctedsf ve
frange keydl 2tdnpyifs®s |génertit|nY ptideadh (vdrt|i ®all ¥ an¥i pgisi L|t§ar yaB pflzdai d
mul tT=fTane video content, a fra for crpherimg a iranme of sard
multi-franme video content. 3. The nethod of claim2, wherein said nethod
further conpri desorgingly, atnavgl mathod and@pparalusifdsicichedng end detiphedngh fr ane,

using at | t I [ .Cl I t he particul ar
Frams of SR sanien I8 pidiE O Lgds shb@RFrsfimel Borded B aaR T er o n
each of saraisaissioraiiasigearf descpbedido random bit sequence using a
correspondi ng frame key conprises successive nodifications of the
corresponding frame key. 5. The nethod of claim4, wherein said successive
nodi fications &fﬁﬁg correspondi ng frame key are perforned at horizontal
bl anking intervals of the frame. 6. The nethod of claim3, wherein said

met hod furt her Feasmthe Eseoqiemdesariphien. tese skilladdn thesatiudl regaguire that sequence
using at | easf othBEyafTioheBr #8¥res¥htinvention are possible. In particular, while

the present invention has been described as being implemented in interfaces

108a and 108b, some of the logic may be distributed in other components of
video source and sink devices 102 and 104. Additionally, non-LFSR based
stream key section, more or less block key registers, larger or smaller block key
registers, more or less substitution units, including alternative subsfitution
patterns, as well as different linear transformation units may be employed. Thus,
the present invention is not limited by the details described, instead, the present
invention can be practiced with modifications and alterations within the spirit and

scope of the appended claims.
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deriving an initial pseudo random nunber fromthe initial pseudo random bit
sequence to be used with a first frame key to generate a first pseudo
random bi t wasg#shce to ci pher a first frane. 7. The net rodusdor2ssi m 3,
wherein each of said generating of a pseudo random bit sequence conpri ses .
generating sufficient nunber of pseudo random bits_for_ciphering-apixel
on a bit-wcsqfasi s each clock. 8. In a video source WoT-¥ IW
conprisingTgenerating a frame key for each frane of‘ @l“ﬂﬂm deo
content; a tgﬁeﬁéﬁdigg a pseudo random bit sequence; ach os the
correspondi S, using at |east the corresponding frane key, for
ci phering the VJ deo , content, 9. The nethod of claim8, wherein said
gener ati ngtof a"§ YAge ﬁ%'gc?gf‘v'éﬁ'c mefhaod comprising: ses Enera_ti ng one frame
key at each ver@¢REIftng 2RRSSIRD Ko QF,%rla"ﬁ’f"s,s‘QQis&Sﬁ’BPf"ﬁt i whieh @~ cont ent .
21" As. WO frameasdeo gontentis to hgtransmitted tq avideesinkgviceyard > Cc L M S 10. The
met hod of cl ai ng@erafing 2 pycceasive AEMRBHOT fTaMe keys uRipgiat leasthesassiong  an
initial pskeyxdo fagiatmdnherisg gfieereesponding fiamesaf thexmuitisframpe #idéo r andom
nunber fr comtenhtfor transmaissips duthe viderigink devicgequence to be used with the
first frame key to generate a first pseudo random bit sequence to cipher a
first frang. 11Thdmethoetdfathiofl, wherein 8aidwgeaemiting @i shcaessiveifrdngekegsat | ng of
a pseudo comprsesiydnesatinge @ach vertigalblarkingintevval iofi gaiti maulth-fiame videmr i ses
successi vecontedl, hiftanie keysfoptiphéing e frasesisdidngultifaiime Ydgo abnteat.i zont al
bl anking intervals of the frane. 12. In a video source device, a nethod
conpri si ng3, genpidinelbdooficlaiie, Wiltrath sSidGhetM6d furfel chinphddsWeramtiigval of a
mul ti - frang psuiidleRiraeR! Bidequaite B RAER RS, siRg AYRAst ABABReBhdndigfiuence for
each f 1 aMeiine@y tofKiphbrind thTBRrtulR draf i miltl fifind Vide8 3ohtentl®
correspondi ng frame key for ciphering the

4. The method of claim 3, wherein each of said generating of a pseudo

random bit sequence using a corresponding frame key comprises successive

modifications of the corresponding frame key.

5. The method of claim 4, wherein said successive modifications of the
corresponding frame key are performed at horizontal blanking intervals of the
frame.

6. The method of claim 3, wherein said method further comprises generating
an initial pseudo random bit sequence using at least the session keY, and
deriving an initial pseudo random number from the initial pseudo random bit
sequence to be used with a first frame key to generate a first pseudo random bit
sequence to cipher a first frame.

7. The method of claim 3, wherein each of said generating of a pseudo
random bit sequence comprises generating sufficient number of pseudo random
bits for ciphering a pixel on a bit-wise basis each clock.

8. In a video source device, a method comprising:
generating a frame key for each frame of a multi-frame video content; and
generating a pseudo random bit sequence for each of the corresponding
frames, using at least the corresponding frame key, for ciphering the video
content.

9. The method of claim 8, wherein said generating of a frame key for each
frame comprises generating one frame key at each vertical blanking interval of
said multi-frame video content.
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.particular frame, with generation of each_pseudo random bit sequence
I ncl udi ng successive nodifi ons. of the correspondi ng frane key at
hori zont aNvOlOl/emsd ng | nterva ﬂmwﬂtﬂ!ﬂﬁl’llt ondi ng fr ameT/us@/22788 appar at us
conprising: a block cipher t |on key for a transm ssion
session within which a nulti-frame video content is to be transnitted to
the video sink device, and to generate a successive nunber of frame keys,
using the on k rres ondkn% g of said nulti-franme video
Riio

content; éﬁd %?for Qﬁigh'rc"lo [seg ge%gﬁ iPie a
pseudo rafl |a lﬂsF” Eb ' 6 er"é(FPé’ an, oSaadom
corresponHP he injfig) negydo fandom:bip ﬁ"eqqer'i’ﬁett‘l’] be ysed with the Tsﬁﬁ'ﬁﬁ‘ed‘ie@ﬁl d

nul ti-f raﬁén%'?tj%%ffﬁsﬁﬁ%‘ﬁﬂo rapdomybitaqaueare e cibher a firskfraMBar at us of cl ai m 13,
wherein the stream ci pher conprises a register to successively store a
frane key1assothemeaihad ofrclaincth wWhesein eath of $aid geppeating @f agfsevtiai m 14,

wher ei n t handom biksequgicerusingra beresponging Srasnenkeystaorepningsesucsassiveon coupl ed
to t he regidlifications dthe cogespundihgirarne ke atborizonfal blanklogyintenaigeher at e
first dat thedframmet 0 successively nodify the register stored frane key to
facilitate generation of the pseudo random bit sequence for the frane. 16.
The appar apus pfa gidab Sodrée daRRECH Fndthed &mmgl pher further conprises a

first functiongdheratin Qlﬂﬁh%(kéé/%ﬂebeh vedical Ranking MtsroaTiavali-fianadsf or m a
stored f(,@gg ﬁtér@ da second function block coupled to the register to

22[‘2{:5‘;3 2 ﬁ % amﬁeemeaigt%%&fuehcé%me‘aeﬁ%w Lrpneyusuzggmg
01/ 17251 flel, HaTﬁ 'ﬁ tmj é@f |o f p ud ‘L D@é 17. The

d
Sgggagtreg‘ %‘ie i F %cra %t aﬁ f%gﬁ é%gﬁaa%ﬁﬂlfg}sq ofrj\mbl ogk
coupl ed t f‘?’P{asﬁf c%rﬁ%spggglgﬁ meegl sters to transform the stored first and

second vaI ues, with a selected one of the transforned first and second

val ues beildg t'ﬁBaPEE%H‘%?P'R%'F'Q& a frame ke

a block cipher to generate a session key for a transmission session within
which a multi-frame video content is to be transmitted to the video sink device,
and to generate a successive number of frame keys, using the session key; for
corresponding frames of said multi-frame video content; and

a stream cipher coupled to the block cipher to generate a pseudo random
bit sequence for each frame, using at least the corresponding frame key, for
ciphering the particular frame of said multi-frame video content for transmission.

14. The apparatus of claim 13, wherein the stream cipher comprises a register
to successively store a frame key associated with each frame.

15.  The apparatus of claim 14, wherein the stream cipher further comprises a
stream key section coupled to the register to be programmed with the same
frame key, to generate first data bits to successively modify the register stored
frame key to facilitate generation of the pseudo random bit sequence for the
frame.

16.  The apparatus of claim 14, wherein the stream cipher further comprises a -
first function block coupled to the register to successively transform a stored
frame key and a second function block coupled to the register to generate a
pseudo random bit sequence for the corresponding frame using a selected
subset of each of the transformed states of the frame key.
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18. The apparatus of cl ai m 17;,—wheret-n-t+he-bl ock ci pher is an integral part

of said stream cipher. I n a net hod conpri sing:
gener at i ngWQ 034881 on key for IT“F“I m’m@m WI t hi n roT/vs00227881 ti -
frame video content is to be recel «e remsa W deo source device; and

generating a successive number of frame keys, using at |east the session

key, tof "tﬁee 9 Sf'aa 98 \wIMrERSRE BYCRYiPhEAEER ﬁges firstlhg i - frame
ctln b

vi deo éor{d% s {09@5 aY:H eaec%ﬂ&msﬁe d & funch E mEt od of
S'eﬁ'ei“atl?n oape t@ f?@ Sbd W %efgﬁﬁ *g%d B0 e
dontent, 3 e mﬁ@vtw&sﬁ ?gﬁiﬁ SRR {i %é P%'éﬁii‘*’%. deo
content. ﬁ "3? % aim 20, wherein said nmethod further conprises

generat i ng a pseudo random bit seque ch frame, usi at |east the
corr espond? 3 ff WH@@”SPﬁ?a%H&‘F&rﬁﬁg}L?h@%&ﬂ‘?&ﬁl%‘r'”ﬁgﬂg’aﬁw fsai d
mul ti - fransak \Stfmment 22. The nmethod of claim 21, wherein each of
sai d generating of a pseudo random bit sequence using a corresponding
frame key tdnprinseddensinledevics a methodicomprisng: of the frame key. 23. The
met hod of cl ai rgeb2rating erssisaiopdiet fena aseptiaresassipniwithin wbieh aamglti- per f or ned at
hor i zont al frdvharidengontentisvtalbe reteivébfromanvide@gourtd devieerandl of cl ai m 21,
wherei n sai d mejenechtihg rat suecessivepmuraiar of dramer keyisngsieg af Inast the spsgionio random
bit sequengs, tsfadiitadé deciplsdringsf corsspantirgelyamesofthd enaltdfrageavideai ti al
pseudo rangkmertysdsved femtiideidedisbiurek desiegdo random bit sequence to be
used with the first frame key to generate a first pseudo random bit
sequence t@OC' pl"lférmétthb?Elafrﬁ 39Bwherein sdif gémdraash 6f suckbedse’flamher ei n each
of said 9 Qte cﬁ%amabblhnﬁﬁgwaqsx SRER makiSrAREEr at i ng
Suff'C'ent el g%ifr&he@?ﬁéﬂ*ﬂ’ﬁflt“-ﬂgnﬁ\ﬁdé@' on a
each cloc a Vi

bit-w se b&}@ eo sink device, a nethod conpri sing:
generating rane key for each frarre of a multi-franme video content

21. The method of claim 20, wherein said method further comprises
generating a pseudo random bit sequence for each frame, using at least the
corresponding frame key, for. deciphering the particular frame of said multi-frame
video content.

22. The method of claim 21, wherein each of said generating of a pseudo
random bit sequence using a corresponding frame key comprises successive
modifications of the frame key. '

23. The method of claim 22, wherein said successive modifications are
performed at horizontal blanking intervals of the frame.

24. The method of claim 21, wherein said method further comprises
generating an initial pseudo random bit sequence using at least the session key,
and deriving an initial pseudo random number from the initial pseudo random bit
sequence to be used with the first frame key to generate a first pseudo random
bit sequence to cipher a first frame.

25. The method of claim 21, wherein each of said generating of a pseudo
random bit sequence comprises generating sufficient number of pseudo random
bits for deciphering a pixel on a bit-wise basis each clock.

26. In a video sink device, a method comprising:
generating a frame key for each frame of a multi-frame wdeo content
received from a video source device; and
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.received froma video source device; and 23 WD 01/17251 | 1111111111111
~~ MIIl 11 1111 PCT/ USQO/ 2 ting a pseudo random bit
sequence Y8F2¥h of the corrimﬂ"(uﬂunnul'uﬂmr usi ng afCrUsA22188e
correspondi ng frame key, for ci’phérihg Yhe®video :content. 27. The nethod
of claim 26, wherein said generating of a frane key for each frane
conpri ses genegéhdrating apsbuddrariiow bit sepehcy trtdaehlof ihandradpondingr val  of
sai d nul t ifafiedMEsiHg e RasPiNetidiresgdnding RamB g dfop biphbAhdithtbvidadier ei n sai d

met hod f urbh@nRt conprises generating an initial pseudo random bit sequence,
deriving an initial pseudo random nunber fromthe initial pseudo random

bi t sequenge t ¢nDe UGS oFbihith 6 SwndrbinSajd %B?a@of‘é’fr%@@@{f %6r gachl I St
pseudot agdum Bl REdUrGRn SHeiithe o bl ion Vel bianking IENIBbHd O
cl ai m 28, EFre'igaei"ngid &% Spt generating of -a pseudo rdndombrt sequence
conpri ses sg c@gésrv ?y Iyl Fig the frame key at horizontal bl anking
I nterval s qf t fr : .. Ip.a video s|nk,devi a nmet hod conpri sing:
gener at i ngz%a f&gﬁé"%ged Qfgg'gﬁsgﬁgﬁrﬁ%‘ adoﬁ“&ﬂladrf ﬁﬁ?&%’ﬂ}%ﬂse&f nulti franme
vi deo contdSREratiga e ipiiakhseugo fandan, b seaueneg, derlvingan inthial pseudnuner at i ng a
pseudo r af@RRATBNHMSER fTemBe frjlial pseydq randampit sequengeite be uppd withyheieo
content, d&stigma kevlogenerie adirsissydarandom bikeequsncgda ciphsead®d  random
nurmber, fdf@ME.phering the particular frame, with generation of each pseudo
random bit sequence includi ng successive nodifications of the
correspondg Fheumkthod ntidainugs whareinrepchiof saidrgesepatingi of @ psemde key at
hor i zont alrahdam bit sgqueriar comhizises subeessivelyaspdifyigihefframnekey8d4t An appar at us
conpri si ndioriaotithbslanking rdervais of éheefrarhe. a sessi on key for a transmi ssion
session within which a nulti-frame video content is to be received froma
vi deo si nigodevirtg videdkink deviss) @raéthod comprisingi ve number of franme keys,
usi ng the sessigghersfilg afffime key at each vertical blanking interval of a mutti-frame

video content to be received from a video source device; and

generating a pseudo random bit sequence for each frame of said multi-

frame video content, using at least the corresponding frame key and a pseudo

random number, for ciphering the particular frame, with generation of each

pseudo random bit sequence including successive modifications of the

corresponding pseudo random using using the corresponding frame key at

horizontal blanking intervals of the corresponding frame.

31.  An apparatus comprising:

a block cipher to generate a session key for a transmission session within
which a multi-frame video content is to be received from a video sink device, and
to generate a successive number of frame keys, using the session key, for
corresponding frames of said multi-frame video content; and

a stream cipher coupled to the block cipher to generate a pseudo random
bit sequence for each frame, using at least the corresponding frame key, for
deciphering the particular frame of said multi-frame video content.

32. The apparatus of claim 31, wherein the stream cipher comprises a register
to successively store a frame key associated with each frame.

33. The apparatus of claim 32, wherein the stream cipher further comprises a
stream key section coupled to the register to be programmed with a frame key
associated with the same frame, to generate first data bits to successively modify
the register stored frame key to facilitate generation of the pseudo random bit
sequence for the frame.
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corresponding franmes of said nmulti-frame video content; and a stream ci pher
coupled to the bl ock cipher togenerate a pseudo random bit sequence for
each franswWo@¥ngt at | east the ¢ “ﬁmunﬂmur'me key, POT/US@RZISpheri ng
the particular frame of said rrulﬁm ntent. 32. The appar at us
of claim 31, wherein the stream ct phcer ‘coftprfseS a register to
successively store a frane key associated wth each frane. 33. The

EF bl EZy%{,\g e"é%%%ﬁﬁ““%%* éf‘?tﬁg Wié'%ﬁf‘“?% fgg'ﬁ‘em ﬁr; E@fﬁﬁ%ﬁ?ﬁg 8 frame
ey assocf ﬁgﬂv'r ?ﬁ@C%JPg?w o AT % '%”Pa&ﬁ“ﬁfg{ 5 bener at i on

successi ve
of the pseRRYIPJARRMBILSEaY RE ef‘%ﬂ"eﬁﬂ%"q'%ﬂ%mewnﬁﬁ galeateds | orinill
LEITT VI | subset of eagh of|the tragsfpimgshgistesof thedframgkey.34.  The apparat us of
claim 32, wherein the stream ci gher further conprises a_first function
bl ock coupd®d tTha apparaiys of elpim 31.suarreinsthe dlogkicinhes comprisessa frséandf r ane
key, and aasecwyregistertto storgadicst and §sasond yalugeandgifunaliontbdpalener at e t he
pseudo r ancmupldd to the dirsd mod seoond registars te syeedsingly tnansforr shengtosedsfiistct ed
subset of aedsecindtvatues] wills beeleetedsore afthetransferredifinst Reg se@nd The

appar at us vdlued beéiny Bie sedsivndiey drldramekéy.ci pher conprises a first and a
second register to store a first and a second val ue, and a function bl ock
coupl ed t o3g.he fie sipaitdls L618IAF 35 aghesTbirthe blbcﬁ%gm@ﬁl‘slatﬁhiégfrélﬁﬁé‘ﬂf&r m t he
stored firgfid sfBasmTRsHend val ues, with a selected one of the transforned
first and second val ues being the session key or a frane key. 36. The
apparatus of claim 35, wherein the block cipher is an integral part of
sai d stream ci pher. 25
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