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method of intrusion detection is based on a set of pre-defined computing functionalities as
sequential events and on a varying criterion level of potential new intrusion events of computer

programs.

US 6,769,066 discloses “detecting harmful or illegal intrusions into a computer network or
into restricted portions of a computer network uses a process of synthesizing anomalous data to
be used in training a neural network-based model for use in a computer network intrusion
detection system. Anomalous data for artificially creating a set of features reflecting anomalous
behaviour for a particular activity is performed.” The method of intrusion detection is typically
classified as a supervised training system as deemed abnormal data is typically required to

provide a pre-defined profile of normal behaviour.
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= ulilising one or more detectors for detecting abnormal patterns in the network traffic
data gathered by the sensors based on the discovery rules generated by the
generator; and

= ulilising one or more correlation engine for determining intrusion counter measures
based on matching features of one or more detected abnormal patterns with
correlation rules.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will be understood better and readily apparent to one
skilled in the art from the following written description, by way of example only, and in
conjunction with the drawings, in which:

Figure 1 is a schematic diagfam illustrating a Pattern Discovery Engine (PDE}in
an example embodiment.
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Figure 10 is a flowchart illustrating steps to configure a Master Correlation Engine in

an example embodiment.

Figure 11 is a flowchart illustrating steps to create a new correlation rule in a Master

Correlation Engine in an example embodiment.

Figure 12 is a flowchart illustrating processing relating to a PAIR rule in the example

embodiment.
DETAILED DESCRIPTION

The example embodiments described below can provide a method and system for
incorporating more-than-one neural-network-based or machine-learning-based algorithms to
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In the example embodiment, to configure the PDE 100 (Figure 1), the following steps
are taken. With reference to Figure 4, at step 402, a device ID is specified to store TIF in the
CESM database e.g. 112 (Figure 1). At step 404, the IP address of the PDE database e.g.
104 (Figure 1) and the listening port of the PDE database e.g. 104 (Figure 1) are inputted. At



(Figure 1) are inputted. At step 306, in order to
connect the POE database e.g. 104 (Figure 1), the
nane of the PDE database e.g. 104 (Figure 1), a

dat abase user account and the user account password
are inputted. At step 308, a network adapter is

sel ected to enable the sensers e.g. 102 (Figure 1) to

e R LIS ol kDS AR S
th%?%@‘:c%_'ﬁbp%sawerﬁ arwmhﬂedeﬂésfén @881 a0 Giitigntepurge &te Rk gatabase
e.gt084 (Bigete Vi) Geaylde defectRCmilit ®E dpBorbisYeRctbhFa 'fr@iﬁéﬂ@% to purge the

oo 3R ol e s o s 1.

oplidnecan; bet ssitictay tpstop thd PPRd0PCHg Ut ‘alﬁas'ecaeryglg oli0dny processing. At
steb g LHnQ)pllam é’érﬁbé Médqg mcﬁ ﬁ‘le ;?Jyﬁﬁd 4‘9&' a'?e%gﬁ n@vork traffic

Fi gur e ase
Sl S o T e A e dﬁa@%msj 48 @gure 1)
inputted. At step 408, an option to purge the POE

dat BPME Coxafpl: erﬁ?‘hir{lézrl gé{rsﬁ?plhomyu% ?p%glrgé: bBe tﬁd?&aﬁ& g. 104

eotlonlsseece reque

(Fighls 4D GewoL b locptssl qehgunebvork o H@oqahpt ¢ saeplieg [P address, the

PDEXO8 (fFigurt M pcrpateg amgw dAtabsseeior tha@DERTD0. opti on can be
sel ected to stop the POE 100 (Figure 1) from carrying
out any processing. At step 412, an option can be
sel Bcihgdexamnie empadimente Withy feferdndenta Figard 6n tafcortgure the pre-

prol?@bw)fﬂodhléaébl a06 gEi@ﬁ‘l%CU QRe ITSHfOWird g%ﬁ@@r@tl};ﬂ%nwf\tt hs.tep 502, a
profdiihy e 1 TorE HrapfEving, he fiepténsy Tor the (RPRRREPY el e..

105F(@Urﬁa’c)et@ awees e neQvbrk (affigenrmedijoncacds crbatel by teesbneors e.g.
102t(h©uféeil_))\gﬁﬂ lstor&d hhe bBE %H&Baéehg SRﬁ@(’F‘ 5521)' Ease ?@45 %h%number

ure createS a

of '}9&0”1 digtiie 9?“9%%'08 fﬁ%ﬂ%t%%@m%ﬂd '"V\‘/PTE"PF foegaptuse metwak traffic
conféagian e2cbrdstvothaimifar ghuractéiseicis pufe P aRS 205terooB) lagofing time T is

lnpujttgﬁ ftngr{eg}o’&E trJa}fc c‘bnﬁect er ka%de QNlt%tﬁ(?rR‘? r CE]SI‘&%%HS%ICF }0 B% c?ﬁtgred in

rocessin
the HSEE H@W&{; IF e qxa@pbreé\mﬂms sfothe wotRN fe Rergp the POE database e.g.

104((F|ggter &) W)as tselepled G Sfept A68 (FRGMMET4S, Ih%aérfe fﬁo(c,%&%w%dffwe .g. 106
igure

ol th ﬁ%@ﬂ%‘%&%ﬁ?@%&é@%ﬂﬁ. 104 (Figure 1). At

step 504, the nunber of network traffic connection

I e¢R kifdSeslathpREcMbOfR e EHitrh beél{e(#@é' to ﬁﬂ]&‘@@ Y CoftgleAhK generator

onnection records wt

e.9. IR ot 1 oiPP QIvEs: S1gt frB doKeAL alep S02thg 0B adgfess of the PDE
datapadd é.p.g104i (Fgufe 1)sandi the likitérirly fmnf off thé wel«dtamfsé ke®. 104 (Figure 1)
are iﬁ%ﬁf‘éﬂ né ggﬁbgﬁ%a% 1!@4 gl'-' Q;'Jreg t?) g uee:?gc% é:dS b)} tge %gnerator
e.g. éﬂgéﬁgﬁ‘fén}) Af step B84 olhe insmet of thePiRE ﬁﬁébﬂ!@@ Qla‘t%ﬂbﬂfmre 1), the
databasg: useﬂ.aéco(.lﬁll G e Lﬁeﬁ@%o&@pﬁ%@ﬁd afe 1ﬁ;§tﬁ@d 4,Qt8stéﬂ: bEBI1R option
I e- ocessor .nod

may bbb RS GRSt B oo i thschecuer
At stel 60 [eanaahinedearsing algaiithm may b seieded for fiegenerar elgo108 (Figure
1) to@RRéb@ULRst he generat or

At step 606, if the option is selected, a start time and duration time is inputted into the
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e.g. 108 (Figure 1), the follow ng steps are taken. At
step 602, the IP address of the PDE database e.g. 104
(Figure 1) and the listening port of the PDE database
e.g. 104 (Figure 1) are inputted. The POE dat abase
e.g. 104 (Figure 1) stores the rules created by the
generator e.g. 108 (Figure 4). At step 604, the nane
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based on a scheduler. At step 608, a nmachine-I earning

al gorithm may be selected for the generator e.g. 108
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nmet hods pattern discovery nethods for selection of
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classifi mnin et of support
vectors. The support vectors are nenbers of the set of
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Tab |1atrﬁé0w fists the alperithnbgararsetatg aad Idesgription 6fithe paremeters. user
of Pattern Discovery Method 1 may provide a function

to the dr the |earni roce an he SVM
may selgr s36‘5’88‘1””Lpééﬁ%?tgrsgﬁl”ﬁ?ét%%@sé%ﬁfydg@}‘ t he

1
Algdrithot Parametefhe fi iDestripfonrmay conprise a |inear, a

1 . 1 HEPVI- VG-~ B SR~ P-C PN
Kerret Type” ' &1 YT "< I Foli 'basic kefhel typds for selection: linear, polynomial, radial
basis function and sigmoid

Gamma Gamma value to be used in the selected kernel type of

polynomial, radial basis function and sigmoid

NU This parameter controls the frade-off between distance of the
hyper-plane from the origin and the number of points in training

dataset




In the exanpl e enbodi nent, to configure the Pattern

Di scovery Method 1, paraneters for the SVM al gorithm
may be inputted into the generator e.g. 108 (Figure
1). Table 1 below lists the algorithm paraneters and
description of the paraneters. Table 1: Algorithm
parameters for Pattern Disco8ery Method 1 Algorithm
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_function-at
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trade-of f between d| stance of the hyper-plane from
PATEERNIDJSCOVERYIMETHODE2Z of points-in training

dataset 8 Degree This sets the degree paraneter in

the pol ynom al kernel type CoefO This sets the CoefO
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preBbQO. FRIMRASGifts O ne‘tﬁﬂﬁlg%lrn\( 'as% (Ijlﬁ'n@ﬁﬁbrﬁzg freg-.ﬂﬁ I where the

constructs a preserving top

0018 AR RS U5 Al NRTPEorse teyafics earaion rdoiiaion about
clusteriyaaramtid mformastion dalt areRRisRESS ARl %appécﬁﬁi@ﬁ e ‘ﬂlghamﬁnéﬁélbn space

lntolwblﬁgns% Vﬁ;}%&g lg{ﬂ esfvﬁl n?o\%a goP%nli therhilﬁ,]he{ glgpﬁj?n 3Pags. o

l'attice where Ion a map
semantic inforrrat|on of the lattice carrying

| nf ?\Hﬁ&éfb%?’qc@@ﬂbure Gl HSdt&y or - :mt;c-‘aﬁoirgnﬁ{&hg?tﬂerﬁ@m ARJokifhih is carried
are C
oot ek o e S g PRB LIS Feipdcal idpiionas ngpips einer
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correrst Inffafics Qeatnﬂn%: 02 Eﬁ‘d Zme@hbé&r Sod’ Bius of the dSOM atlgorlthm At

I al i satlon of lgorirthmis carrie
step 2‘%”{ 2aMPYLYSii '%‘Fhoﬁ?fbff@mffélngwrﬁef ARA. @HREP 9@ & Bast Vipieging Unit
(BMA)lis eliaiztesi to Mathteensudisclescstethe BMDL At €ép Y08, GHe mrdmgclosest to
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step 704, an input vector is chosen froma
njAg set and step 706, a Best tch Uni t
wb»*“ oot do @ntote P PERUE o0 eCR g isthod 2.
par WTSAOF @Péﬁ)mworlthh'emmelbeomplmlew:mieﬂha generator e.g. 108 (Figure 1).
Table 2 below lists the algorithm parameters and description of the parameters.

Table 2: Algorithm parameters for Pattern Discovery Method 2

Algorithm Parameters Description

Learning Rate During initialisation for learning in the SOM algorithm, a large
learning rate is utilised. Subsequent fine-tuning uses a lower
learning rate. The learning rate should preferably be low for the
SOM algorithm.

Grid Number The grid number is in relation to a two-dimensional regular
lattice. E.g. if the value of Grid Number is 10, the dimension of




the BMJ and its nei ghbouring neurons are recal cul at ed,
at step 710, the initial learning rate and

nei ghbour hood radius are nodified and, at step 712, a
convergence test is carried out. In the exanple

enbodi nent, to configure the Pattern D scovery Mt hod
2, paranmeters for the SOM aggorithm nmay be inputted

t ha genera ator-e._q 108_(Fi gure 1\ Table 2 bhel ow
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paraneters. Table 2: Al gorithm paraneters for Pattern
Di scovery Method 2 Al gorithm Parameters Description
ing Rate During initialisation for learning in

Pﬂ“ﬁgﬁ&cﬁ!ﬁ%%sﬁwﬁﬁﬁ“@o Barge learning rate is utilised.

Subsequent fine-tuning uses a lower |learning rate.
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In the example embodiment, in the KNN algorithm, each example is described by
numerical attribute-values. The examples are stored in the learning phase. The distance
between two example vectors is regarded as a measure of similarity between the two
example vectors. In order to clagsiw a new instance based on the example set, K examples,
which are most similar to the new instance, are determined. The new instance is then
classified according to the class that the majority of the K exampies belong to.

PATTERN DISCOVERY METHOD 4




| argest number of instances associated with the
clusters are |labelled as "normal". The remaining
clusters are labelled as "anomal ous” In the exanple
enbodi nent, in the KNN al gorithm each exanple is
descri bed by nunerical attribute-values. The exanpl es
are stored in the |earning plase. The distance
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mstgr@eaa%g a'cr? ofjﬁ're %ilg'o:ggibf 1.$ht ec?us?egs in tthgos{e %ctarlsoﬂ Cflugter with the

carri e at as
shogigst P!SE?"P% b%‘wﬁgm F@dteélddat%msfamee@dst)% cerdrqps@fém plgstewsis identified.

If the @istahedlis Mt thatt a drefainBAOhaMewldat iRdtHfdeas SssldrRd to the cluster.
| abel | ed. At step 808, the CLAD al gorithm begins with

an enpty set of clusters and the enpty set of
cl Udtstars8iG the deltAd algerithinelabélg Gani N hpargantageedisthe Faet of clusters
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deal§0ﬂﬁhﬁi§£eil%§% ][iﬁfrh%%éﬁﬁlgrén%'%&m%ﬁ%"’ data inst ane et ﬁgd

he centro ter Ts i1dentified.
di stance is |l ess than a constant W the new data

| NSth athe Cexanfs SératitRiindi}, td1@offigltd Qhe Pattern Discovery Method 4,
parameters for the CLAD algorithm may be inputted into the generator e.g. 108 (Figure 1).
Table 4 below lists the algorithm parameters and description of the parameters.

Table 4: Algorithm parameters for Pattern Discovery Method 4

' Algorithm Parameters Description
_ Get Width Percentage This parameter is the constant W used in the process of




At step 810, the CLAD algorithm |l abels an N percentage
of the set of clusters containing the |argest nunber
of data instances associated with the clusters as
"normal " while the remai ni ng percentage of the set of
clusters is | abelled "anomal ous". Labelling of
clusters provides determ natipn of clusters contai ning

as tha 1 AD al aorithm eals with unlabelled
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par anet er s. Tabl =Fa@ureﬂ6)gor|thm paranmeters for Pattern

—Drscovery Method-4—Atgor+thmParareters—Deseri-pti-0hn

Get Wdth Percentage This paraneter is the constant W
CQELCTIVENRSSr ocess of Custering (i.e. At step 808 of
Figure 8) Threshold Percentage This parameter is the
percentage of clusters containing the |[|argest nunber
of Huthe ExamelRcenbodiment| ass describddf ahmyd, bptwork gaffic connection
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I nput are map out
elem@faﬁ@f@es'p%w@sﬁacthe feature space Yis a real vector
space of some high dinension d, or nore generally a

Hi | bert e(Eace For anal ysis, the PDE 100 (Figure 1)
i n ke 19045iouree!) SigEtBMY eyt M iseitheriparalish erdeetializBed praeesses when
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Se”aﬁﬁ@ Rperse, neftenpalissbyasy method ENEA(FDMet) hasrpkibrity opertpatien discovery
metifbd TORY @F0M 2Hnd@birdrp® may depend on the order of
precedence of the algorithns. For exanple, in a
The outputs of the multiple different pattern discovery algorithms are structured based
on a common uniform time-window and connection-window based feature space (the features
are listed in Table 5). Structuring is done so that the difierent outputs can be referenced and
worked upon by the PDE 100 (Figure 1) in either a same parallel or a same serialized process.
The PDE 100 (Figure 1) can utilise information from the common feature space where required
attributes have been mapped. Existing IDS which each utilise a single algorithm cannot be
readily used with additional algorithms due to different result features or feature spaces. On the
other hand, the PDE 100 (Figure 1) in the example embodiment provides the ability to add
additional pattern discovery methods through software APl and allows further tuning and



serialized process, pattern discovery nethod ONE ( PDM
1) has priority over pattern discovery nethod TWO
(PDM 2) and so forth. The outputs of the multiple
different pattern discovery algorithns are structured
based on a conmon uniformtinme-w ndow and
connection-w ndow based featize space (the features
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count_src Number of connections made by same source as current record in last
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last T seconds
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attributes in network traffic connection records may include the number of bytes in a
connection or the number of connections to a same port. Discrete attributes in network
traffic connection records may inctude the type of protocol utilised for the connection or the
destination port of a connection. Discrete and numerical attributes are handled differently in
the PDE 100 (Figure 1). All attributes are then normalised to the number of standard
deviations away from the mean. Normalising scales distances between two points based
on the likelihood of the attributes values. [n the example embodiment, the feature map is
data dependent because the distance between two points depends on the mean and
standard deviation of the attributes, which in turn depend on the distribution of attribute
values over all of the data. The PDE 100 (Figure 1) detects points that are furthest apart from
most other points or in relatively sparse regions of the feature space. This may be described as
being similar to a typical problem of outlier detection. In the example embodiment, the poinis are

references in data that are gathered by the sensors e.g. 102.

With reference to Figure 9, to configure the detectors e.g. 110 (Figure 1), the
following steps are taken. At step 902, a machine-learning algorithm is selected and, at step
904, a processing interval is inputted to specify a processing frequency of the detectors e.g.
110 (Figure 1). At step 906, a pattern or TIF threshold count is specified and, at step 908, a
pattern or TIF threshold time is inputted to specify the time threshold for the detectors e.g.
110 (Figure 1) to hold the TIF. In the'example embodiment, the pattern or TIF threshold
count specifies the count threshold for the detectors e.g. 110 (Figure 1) to be triggered.
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definition, of the context in which the correlation rule can be applied, may be inputted. At step
1118, a description of the correlation rule may be inputted as the Rule Description. At step
1120, one or more actions to be executed may be inputted when a matching TIF is detected.
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Rule Details 2 - Context

{Optional) context definition. If the second pattern is a
regular expression, the values of the second pattern
of the correlation rule are used. Otherwise, values of

the first pattern of the correlation rule are used.
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first pattern of the correlation rule and the first
detected instance of the second pattern of the
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to qgtgrepipeqgif there isapetshing. If the second specified pattern in the correlation rule is
matched at step 1208, at step 1210, the second specified action in the correlation rule is
executed and the TiF is removed from other correlation operations, if there are any. At step
1212, the processing by the correlation rule is then ended. !f the second specified pattern in
the correlation rule is not matched at step 1208, at step 1214, a check is made to determine
if there are any other correlation rules. If there are other correlation rules at step 1214, at
step 1216, the TIF is sent to the next correlation rule. If there are no other correlation rules at
step 1214, at step 1218, the TiF is sent out of the Master Correlation Engine e.g. 208 (Figure
2).

_ If the first specified 'pattern in the correlation rule was not matched by previous TIF at
step 1206, at step 1220, a check is made to determine if there are any other correlation
rules. if there are other correlation rules at step 1220, at step 1222, the TIF is sent to the
next correlation rule. If there are no other correlation rules at step 1222, at step 1224, the TIF
is sent out of the Master Correlation Engine e.g. 208 (Figure 2).

‘ if the first specified pattern in the correlation rule is matched at step 1204, at step
1226, a check is made to determine if the window period has expired. If the window period
has expired at step 1226, at step 1228, the TIF is sent out of the Master Correlation Engine
e.g. 208 (Figure 2) and the TIF is removed from other correlation operations, if there are any.
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is e firs peg pattern

cor RO e 7 catlde” | 1gBO P e Yao B0 Bt oo ggrion i
thepopglation rlecrw listed indablet7drelatet er ni ne |f the first

specified pattern in the correlation rule was matched

by previous TIF. |Tabldherr Fieré usdager doimpahisat tern in

the co | F at
step 1P2P@ridds Step 123% sehiglnCur r ent TIF is conpared
to thel_.second specifi Batiern in the correlaftion

rule fto determne if|there is matching. If thle second
speci fj &A%t tern in KW@l ation rule is |matched
at stejp 1208, af step|[I2I0, the second speciiijed

act i on| atktinthe correl af iatackTime IS executed aqd t he

Tl F | srrenroved fluulutucl cof+elati-on—eperatigns, if
there [afgapy. At steppp éb t he processing hy t he
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determne If tThere are any other correflation|rules.

I f thegrseumemmnat her cof setlnraéhamerul es at step 1214, at
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rule. |l are no rrelation ruleslat step
1214, t&g&q§ﬁ§1218 th 'Q%ﬁ'ﬁg sent out of the Master
Correlfati on Englne e.p. 208 (Figure 2). If the first
speci f| IS8Rt ern in H@“@é?WE?atlon rul e was [not

mat ched by previous TfF at step 1206, at step 1220, a
check |itsgetpmte t 0 det ef partsf tarfett here are any otlher

cor r elrat+on

atktype type of attack

deviceid ID of device

severity severity level of attack
occurrence number of occurrences
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rules. If there are other correlation rules at step
1220, at step 1222, the TIF is sent to the next
correlation rule. If there are no other correlation
rules at step 1222, at step 1224, the TIF is sent out
of the Master Correlation Engine e.g. 208 (Figure 2).

If the first specified patte2®d in the correlation rule

: bad. ot ot on 1904 At i
i s mat ¢ched—-at—step—1204—at—step—1226—a—cheek is

made t o detepmne if t w period has expjred. |f
the wi nl:in\l\l peri od haSh'E)I?\éel rg at _step 1226, at step
1228, the TIF is sent out of the Master Correl ati on

Engianstep @112, tl%QﬂattéEll g Baybe SdskiddRonT REGEXP & BRI R. REGEXP

tion operations
spofR 18 Bttt Ysto el 8 ecll Bt R0 yhls, BOBS PR PR ine patiem
typefp &e |assqbﬁfén9 gt ey befseatvbetimtie\wppeifisdoTIF Hiakis asaielected in step
11@xpired at step 1226, at step 1232, the first
specified action in the correlation rule is executed
and at step 1234, a check is nmade by the Mster
Cor Abstap 1016, Bhejioptional gontéd Sefir(itiingis raclogipalt expabssion Bhd@omprises

coritéxt hEﬁeQ@J}tdp@%dE |a‘?\g I@% 1 BE&Bs F(ﬁ e&%ﬁ%s%oftgg?l$%ﬂe example

I hue been
emﬁ?f' 'ﬂ?@p*f i@%@g'ca't e@f%sawfzeéhe eopiextidefipigon, 5ripier @l (fithen specified
pattefreinriieex coreiatioa Inat isomatchedeto a TiFf ihe TOO BtdoRsiGerEl &gbd@Stching and

the%%on%@&f e?ﬁh@fet&,%;aﬂ[.m i 2,8 §}%%§3,d t he Master

Correl ation Igure 2) waits for the
next TIF. Returnl ng to Figure 11, at step 1108, TIF
fi ehtdstegshat16may1120, WISl phidim %del hQRe |c6rre15m rule |s a regular

d
xefiRoEhBb I Bk Syl sl Sudeb Vaieios upiad B of B7 iy Gig used
in the: &gl Soatex nagse. it descriptikn pnactit pareke®irsie gesbankgefeRntdvalues.
A sﬁéma?S%HaﬁI% $0trRdyORd B 4Ra® retrVESIF thatduGRRaNER t@%’ﬂe‘&ﬁed pattern

LT %tnarre Target nane sourceport port o
hs lﬁ’FS@'Ont getport port of target atktype type of
attack deviceid ID of device severity severity |evel

of AlstBCK 20 AW MERE ST RELe Q;ecg&ﬁ%gye&aciﬁgutted when a matching
TIF is detected. Table 8 below lists examples of actions, which are supported by the Master
Correlation Engine e.g. 208 (Figure 2).

Table 8: Actions that may be executed by correlation rules

Action | Description

none No action to be taken
send Combines all matching TIF into a single TIF and sends the TIF to the
next module

discard Discards the TIF

create syntax is “create [<context name> [<time> [<action list>]]]"

i} Action creates a context with the name <context name> and a

lifetime of <time> seconds.
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Rigistent pqnigxt ig foiba delsied gpo eperatign.is performed.
ii1) %variables can be used <context
D Igyrdaot is frahereniest name> <time> [<action list>]"

i) Action sets the context name to <context name> and resets the
lifetime of the context to <time> seconds.

if) % variables can be used <context name>.

iif) A default value of 0 is assumed for <time>, which signifies an
infinite lifetime for the context.

iv) If <action list> is specified, the action list will be executed once the
lifetime of the context expires. If <action list> comprises more than one
action, the action list is enclosed in parentheses.

event

syntax is “event [<time>] $0”

i) Action creates the matching TIF in an event buffer after <time>. The
Master Correlation Engine will process the TIF in the event buffer




omtted, the default value is % (or Rule
Description). iii) A default value of O is assuned for
<time> which signifies an [ [ infinite lifetine for
the context. iv) If <action list> is specified, the

action list will be executed once the lifetine of the
context expires. |f <acti on P2st> conprises nore than
one a(ti oh- t Ant oA | S onr\| osead in

par ent heses. )ag??th%fﬁrg pé??@?ﬁ"gﬁt%ctng pReEht ext al r eady
exists|and the create action is used, the lifetine of
the context i%ileXRashong iy <dnpnesoniingraiwalue efestes the TIF in the

syntaxfis "del etent butep#inelatgnanme>] " i) Action del etes
the context with the name <context name>. ii) %

I abl < . .
\ng:rtei : gs g%n‘ pgrcf}ﬁﬁﬁle (%g#l} P%O@ galmlisst% ?h %Etrmeg TIF in the
Descri ption). | Y& bqfﬁerﬁﬁeh%‘?p-%ﬁ?@ﬁent context is to be

del eted, no Operation 1S pérformed. ser syntax s
"set <¢ostext| smExds dsei@ie hsaet j<e ddssiiptbn>]1 ) Action
sets the contpxt name to <context name> and resets the

lifetime of th AEﬁHﬁtc%ﬁEe@ ﬁe%ﬁtéﬂ%ﬁrré&%ﬂ%ﬁ atl%s)dof c?orre ?tlon rules

vari abl es can| be used <context nane>.

value pf 0 is %'%ﬂ%aamwaf@ﬁrwféﬂescwmoeh signifies an
infinife lifetinme for the context. iv) If <action

l'ist> |'s specjifli%edgriablae carchd osed|<rndd dedchiptiobe iExaleesdiption> is

once the [if e&niuiﬂgdr. ﬁtfeto%t%glt Qé?ﬂfg t@zﬁfts (8)%&“6.r ?%sorugt 0{1<aCt ion

list> kconprisles_ nofe than one Y on I]st
is encl osed in parentheses. event syntax is "event

[ <t In@é]ex%@tple' Smbsdith&, Sﬁéactr@a?loﬁ hg tﬁ@'i:ﬁ#?él%n-rrlu%s IH AL Master

<t e>. Mast er Corr el
C°’E?@I°H eé)rwnne %?BE Z@gwﬁﬁé the ﬁOfr%attOH Su'gs, BRY bstﬁvplﬁd {9 1F stored in
the fprage Wetfabase poe4 YFiggrei 2) iMomdete pédem ddtbns icbprising event
agg%gﬁgd,,f ApaTe s%ﬂr@é&oﬁdnﬁ%ﬁerﬁ fcor‘?é%t Jdni Ng a val ue creates

he TI'F in event Imredi ately. For exanpl e,
event 300 $0 creates and stores the matching TIF in
t hen this example embodiment, correlation rules may be created to identify intruders

and targeted servers by first identifying the intruders-servers relationships in security events
and then grouping the intruders-servers based on one-to-one, one-to-many or many-to-one
relationships.

With regards to the CESM database 112 (Figure 2), the pattern discovery methods can
generate further rules for detecting anomatfies in the TIF stored in the storage database e.g. 204
(Figure 2), either before or after processing by the Master Correlation Engine e.g. 208 (Figure
2). In the example embodiment, the Master Correlation Engine e.g. 208 (Figure 2) utilising
specified correlation rules as described above allows the PDE 100 (Figure 1) to execute actions
comprising event aggregation, event suppression and event correlation. In the example
embodiment, the Master Correlation Engine e.g. 208 (Figure 2) provides an element of decision
making for the PDE 100 (Figure 1) as the actions are executed based on detected TIF stored in
the storage database e.g. 204 (Figure 2). Further, in the example embodiment, the Master
Correlation Engine e.g. 208 (Figure 2) can automate filtering of non-critical events and false
alerts. Event correlation may also be performed in real-time by the Master Correlation Engine -
e.g. 208 (Figure 2) as the TIF can be processed as soon as they are stored in the storage



event buffer after 300 seconds. reset syntax is "reset
<rul e name> [<rul e description>]" i) Action cancels
the event correl ation operations of correlation rules
with <rule name> and <rul e description> ii) %

vari abl es can be used <rule description> |If <rule
description> is onitted th23default value is % (or

da??é%t Ig)g (%ff ﬁ%qu?@)z nﬁ he I%)\('I gede Od 85%&Q‘eetﬁcmg the time for

respanding tatan%weﬁmgnmmen@?g @@grtz aitaglsn e 2) , the
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8 (Figure 2) utilising specified correlation rules
as descri bed above allows the PDE 100 (Figure 1) to
exelt wilebaappirerited b APpersinngkiled & theagg g alhetus eXRBéns and/or
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based on detected TIF stored in the storage database
e.g. 204 (Figure 2). Further, in the exanple
enbodi ment, the Master Correlation Engine e.g. 208
(Figure 2) can automate filtering of non-critica
events and false alerts. Event correlation may al so
be perforned in real-tinme by the Master Correl ation
Engine e.g. 208 (Figure 2) as the TIF can be
processed as soon as they are stored in the storage 23
dat abase e.g. 204 (Figure 2). This can provi de added
advant age of reducing the tine for responding to and
preventing inpendi ng security attacks. In the exanple
enbodi nent descri bed above, the PDE incorporates
different machine |learning algorithns for detecting
anomalies in a collective manner. The PDE may not
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require significant human intervention and is able to
detect and di scover patterns in data based on a set
of unl abelled data and statistical approaches. Hunan
intervention may only be required for tuning the PDE
inrelation to setting paraneters of the pattern
di scovery nethods, and for fine-tuning of the PDE
for exanple when new machirp@s or el enents are added
into the conputer networks. Utilising different
machi ne | earning algorithns for detecting anomalies in
TIE as well as wutilising the Master Correlation

gﬁre may further reduce human intervention, further
inprove accuracy of anonaly det ecti on and aIso i ncur
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It or scope of the invention as broadly descri bed.
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resgdqi ctive. 24 CLAIMS 1 An intrusion detection
sys emfor a conputer network, the intrusion detection
Sy PR "&%ﬁﬁ?freéﬁf'ﬁ@ engingar determiing IRffuston icpYI dnasses pased on
f ormgjaliimefieatogs wednvoarindre adtédtad atmbanal p&leensatithrodfr@ation rules.
generators for generating discovery rules based on a
cﬁllectrve set ofﬁﬁfattern di scovery al gorithns

& [T onresardon sy siast &8 dpiethiclan dgvinsn fselgoaimsiamytuned
au@ldhattemt'salgormmeomiputwaitr&)utéetoéfehmres if @corslatrefetiurtgspace.
abnor mal patterns in the network traffic data

t hered t he sensors based on the discovery rules
- BB P S DR AT 1 63 WP Hooihms
conprisk atorethar ong supeiveed Betngwralgorithnsiant! poks usenvisallkereng
BBafikhes based on matching features of one or nore
detected abnornmal patterns with correlation rules. 2.
The intrusion detection systemas clained in claim?1,

. Wheeinksiisipntdetectidrprysietrhaseslaimed inangdnesafclainshhto 3 avbérein the
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feat ure ? ace. . The intrusion detection system as
e Rl je cIalnB 1 or 2, wherein the algorithns
conprise nore than one supervised | earning al gorithns

ANt HUBREND G Ste BRI in laBP4 IWHERSh the corretation engine

determines anomaly countermeasures based on matching features of one or more TIF
with the correlation rules.

The intrusion detection system as claimed in claims 4 or 5, wherein the generator further
generates further discovery rules based on a collective set of pattern discovery
algorithms, the detectors detect events from the TIF generated based on the further
discovery rules generated by the generator, and the correlation engine determines the
intrusion counter measures further based on the detected events.



4. The intrusion detection systemas clained in any
one of clains 1 to 3, wherein the detectors generate
a Transportable Incident Format (TIF) based on each
detected abnormal pattern. 5. The intrusion detection
systemas clainmed in claim4, wherein the correlation
engi ne determ nes anonmaly count erneasures based on
mat chi ng features of one or2snore TIF with the
correlation rules. 6. The intrusion detection system

7. aBhedntadsiv defeption|spsters a4 ciaimed,in slbiere whetenahgRtksralisodvery rules
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ol | ctlve.se% of pattern dlscove%x al gorithns, e
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on the further discovery rules generated by the
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(FRER 0L P srgRYaey aigertinme copges Rbs-Gises RURRIEJEFPONEEYSt em
@gogthgimed in claim6, wherein the further discovery
rules are applied prior to or after the correlation

i ne .determ nes . anomyl. ount er neasuyr e based . on
%, AP IRERET PERTiP SEITR SoHE™GH MOV ST PSR A 1q fhawmerein the
ettere oal IF s¥scevaneagor@msidpmnpriset $elsPrganidey Mep algoritspst em
as clainmed in any one of clains 1 to 7, wherein the

rn_or TIF di scovery algorithnms, conpris e-Cl ass
10,885 i ordhetecson s oo Hide B RAF SLSaTRA 1§ TGRS
dattere disepvenaigodihmssombaserif NeareslriNeigher aigoritimai ns 1 to
8, wherein the pattern or TIF discovery algorithns

' f.- Or gani zi | gorith ., The
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al gorithns conprise a K-Nearest Neighbor al gorithm
. | ht.rusi on. detect.ion system.as.clainmed_in any

12. She b Dor AdetSh QAR Y bRES ity b igricB Sy
SPHYIsingARE geathpY apslication prawramerabla dierfack (Ao support new
aligovidddiitl uAstiperlied Igbrithted RbeGRIRIEYH Intib ISt QIFkSRy.
claimed in any one of clainms 1 to 11, further
conprising an al gorithm application programmabl e

13. The @F‘F%\a‘?%mf) systemsapsirned ineny orapfeiaims bt @nvherein the
YERINEE oA prheal disphidanier h@rle hinGLatfgd nel cdetiahir@l
capability. 13. The intrusion detection system as
clainmed in any one of clains 1 to 12, wherein the

14. flemigirugiosydetectionosysiem ag cipiragshin slalm 1% arhetein esedting thefrew
cdratibmgileconrgiisedeleetiidid @R tygd €. 14. The intrusion
detection systemas claimed in claim13, wherein
creating the new correlation rule conprises selecting

15. gherruquéslqr)}p‘g@_ction system as claimed in claims 13 or 14, wherein creating the new

correlation rule comprises selecting a pattern type.

16. The intrusion detection system as claimed in any one of claims 13 to 15, wherein
creating the new correlation ruie comprises inputting an action list.

17. The intrusion detection system as claimed in any one of claims 13 to 16, wherein
creating the new correlation rule comprises selecting a window period, a threshoid value,
or both.



15. The intrusion detection systemas clained in
clains 13 or 14, wherein creating the new correlation
rul e conprises selecting a pattern type. 16. The

i ntrusion detection systemas clainmed in any one of
clains 13 to 15, wherein creating the new correlation
rule conprises inputting an action list. 17. The
intrusion detection system2ss clainmed in any one of
clains 13 to 16, wherein creating the new correlation
rul e conprises selecting a wi ndow period, a threshold
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on a collective set of pattern discovery algorithns

i ncl udi ng one or nore unsupervised nachine |earning
al gorithnms; one or nore detectors for detecting
abnornmal patterns in the network or |og data gathered
by the sensors based on the discovery rul es generated
by the generator; and one ozznore correlation engine
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ABSTRACT

An anomaly detection system compriéing, one or morte distributed sensors for
gathering network or log data; one or more generators for generating discovery rules based
on a collective set of pattern discovery algorithms including one or more unsupervised
machine learning algorithms; one or more detectors for detecting abnormal patterns in the
network or log data gathered by the sensors based on the discovery rules generated by the
generator; and one or more correlation engine for determining intrusion counter measures
based on matching features of one or more detected abnormal patterns with correlation

rules.
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