- 1 - SYSTEM AND METHOD FOR REG STERI NG ENTI TI ES FOR CODE SI GNI NG SERVI CES
[ 0001] A portion of the disclosure of this patent docunent contains materi al
which is subject to copyright protection. The copyright owner has no
objection to the facsinm|le reproduction by anyone of the patent docunment or
the patent disclosure, as it appears in the Patent and Trademark O fice
patent file or records, 5 but otherw se reserves all copyright rights

what soever. [0002] Enbodi nents of the systens and net hods described herein
relate generally to the field of security protocols for software
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[0003] Security protocols involving software code signing schemes are

typically used to ensure the reliability of software applications that are downloaded
from the Internet or other sources for execution on a computing device. The
15 computing device may be, for example, a mobile device.

{0004] A code signing system may be implemented on a computing device
to control access to certain resources on the computing device by a software
application. In one example system, there is provided on the computing device an
application platform, one or more application programming interfaces (APls), and
20 avirtual machine. The APIs are configured fo link software applications with the
application platform, and more specifically, to allow software applications to make
function calls to or otherwise interact with resources made generally accessible to

software applications on the computing device.

[0005] However, some of the APIs may be classified as “sensitive” by
25 entities that wish to restrict access to those APls ar to the particular resources
associated with those APls. In the example system, the virtual machine is
adapted to verify the authenticity of a digital signature appended to an application
requiring access to a sensitive AP| before access to the sensitive AP is granted.
Accordingly, in order for an application to be granted access to the sensitive AP,
30 an appropriate signing authority must first digitally sign the application.



associated with those APIs. In the exanple system the virtual machine is
adapted to verify the authenticity of a digital signature appended to an
application requiring access to a sensitive APl before access to the

sensitive APl is granted. Accordingly, in order for an application to
be granted access to the sensitive API, 30 an appropriate signing authority
must first digitally sign the application. - 2 - [0006]1n one aspect,

there is preferably provided a method of registering entities for code
si gning services, the nethod conprising the steps of receiving a
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15 Brief Description of the Drawings

[0007] For a better understanding of the embodiments of the systems and
methods described herein, and to show more clearly how they may be caf_ned into
effect, reference will now be made, by way of example, to the accompanying
drawings in which:

20 FIG. 1is a block diagram of a mobile device in one example implementation;

FIG. 2 is a block diagram of a communication subsystem component of the mobile
device of FIG. 1;

FIG. 3 is a block diagram of a node of a wireless network;

FIG. 4 is a diagram illustrating an example code signing protocol in which a code
25 signing authority provides code signing services to a software application
developer;

FIG. 5 is a diagram illustrating components of an exampie code signing system on

a mobile device;

FIG. 6 is a flowchart illustrating steps in an example method of processing signed

30 software applications performed on the mobile device depicted in FIG. 5;



FIG 2 is a block diagram of a conmunication subsystem conponent of the
nobi l e device of FIG 1; FIG 3 is a block diagramof a node of a wreless
net wor k; FIG 4 is a diagramillustrating an exanpl e code signing
protocol in which a code 25 signing authority provides code signing
services to a software application developer; FIG 5 is a diagram
i1lustrating conponents of an exanpl e code signing systemon a nobile
device; - 3 - FIG 7Ais a flowhart illustrating steps in a nmethod of
provi di ng code signing services in one &nbodinent; HG 7B is a schematic
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FIGS. 8B and 8C are exanple dialog boxes in a user interface provided by a
code si gni ngIGAUB9k dcfiedpt HR@tdm Nlustrating drbfsterd foSpravidingeduRrdigrihd ust rati ng
steps in a nethod, of re%i'steri noghan entity for code 10 signing services in
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FIG. 10 is an example form illustrating details of an account record.

Description of Preferred Embodiments

[0008] Software application developers who create applications that would
16 require access to sensitive APls on a computing device may need to have their
applications digitally signed by an appropriate signing authority, so that the
applications will properly execute on the computing device. An entity that wishes
to restrict access to cerfain sensitive APls (and associated resources), such as
proprietary APls that the entity itself may have authored for example, may wish fo
20 actas a signing authority in respect of those APls and provide code signing |
services to the software application developers requiring access to those APis.
Through the provision of code signing services, an entity can control who should
and should not be granted access to specific APIs that it has authored and/or
classified as sensitive, tfrack who has requested such access, and charge for

25 providing such access if desired, for example.

[0009] Embodiments described herein relate generally to a system and
method for providing code signing services to software application developers or
to other individuals or entities that wish to have applications digitally signed.
Signing of the applications may be required in order to enable the applications to
30 access sensitive APls and associated resources of a computing device when the

applications are executed on the computing device.



and shoul d not be granted access to specific APIs that it has authored
and/or classified as sensitive, track who has requested such access, and
charge for 25 providing such access if desired, for exanple. .

[ 0009] Enbodi nents descri bed herein relate generally to a system and net hod
for providing code signing services to software application devel opers or
to other individuals or entities that wish to have applications digitally
signed. Signing of the applications my4be required in order to enable the
applications to 30 access sensitive APIs and associ ated resources of a
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communication channel and the other of the first and second identifiers via a
different, second communication channel; receiving a registration file from the
entity. and confirming that the registration file includes at least both of the first and
second identifiers prior to accepting the registration request.

20 [0012] The computing device upon which signed applications are executed
may be a mobile station, for example. However, it will be understood by persons
skilled in the art that at least some of the embodiments described herein may be
implemented in respect of applications that are to be executed on computing
devices other than mobile stations.

25 [0013] A mobile station is a two-way communication device with advanced
data communication capabilities having the capability to communicate with other
computer systems, and is also referred to herein generally as a mobile device. A
mobile device may also include the capability for voice communications.
Depending on the functionality provided by a mobile device, it may be referred to

30 as a data messaging device, a two-way pager, a cellular telephone with data
messaging capabilities, a wireless Internet appliance, or a data communication

device (with or without telephony capabilities). A mobile device communicates



may be a nobile station, for exanple. However, it will be understood by
persons skilled in the art that at |east sone of the enbodi nents descri bed
herein may be inplenmented in respect of applications that are to be
executed on computing devices other than nobile stations. 25 [0013] A nobile
station is a two-way conmuni cati on device with advanced data conmmuni cati on
capabilities having the capability to communi cate with ot her conputer
systens, and is also referred to hereinggenerally as a nobile device. A
nobi | e device may al so include the capagility for voice connunications.‘
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dperating according to defined protocols specified for GSM/GPRS

communications. With newer network protocols, these channels are capable of

supporting both circuit switched voice communications and packet switched data

25 communications.

[0015] Although the wireless network associated with mobile device 100 is
a GSM/GPRS wireless network in one example implementation of mobile device
100, other wireless networks may also be associated with mobile device 100 in
variant implementations. Different types of wireless networks that may be

30 employed include, for example, data-centric wireless networks, voice-centric
wireless networks, and dual-mode networks that can support both voice and data

communications over the same physical base stations. Combined dual-mode



a GSM GPRS wireless network in one exanple inplenentation of nobil e device
100, other wreless networks may al so be associated with nobile device 100
in variant inplenentations. Different types of wireless networks that may
be 30 enployed include, for exanple, data-centric w rel ess networks,

voi ce-centric wirel ess netwrks, and dual - node networks that can support
both voi ce and data conmuni cati ons over the sane physical base stations.
Conbi ned dual -nobde - 6 - networks inclyde, but are not Iimted to, Code
Division Multiple Access (COVA) or 000 networ ks, GSM GPRS networks (as
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20 element (not shown). Those skilled in the art will appreciate that the operating
system, specific device applications, or parts thereof, may be temporarily icaded-
into a volatile store such as RAM 106.

[0018] Mobile device 100 may send and receive communication signals
over network 200 after required network registration or activation procedures have
25 been completed. Network access is associated with a subscriber or operator of a
mobile device 100. To identify a subscriber, mobile device 100 requires a
Subscriber 1dentity Module or “SIM” card 126 to be inserted in a SIM interface 128
in order to communicate with a network. SIM 126 is one type of a conventional
“smart card” used to identify a subscriber of mobile device 100 and to personalize
30 the mobile device 100, among other things. Without SIM 126, mobile device 100
is not fully operational for communication with network 200. By inserting SIM 126
into SIM interface 128, a subscriber can access all subscribed services. Services



30 the nobile device 100, anong other things. Wthout SIM 126, nobile
device 100 is not fully operational for comrunication with network 200. By
inserting SIM 126 into SIMinterface 128, a subscriber can access al

subscri bed services. Services - 7 - could include: web browsing and
messagi ng such as e-mail, voice mail, Short Message Service (SM5), and

Mul timedi a Messagi ng Services (MMS). Mre advanced services may include:
point of sale, field service and sal es_f$orce automation. SIM 126 includes a
processor and nenory for storing infornation. 5 Once SIM 126 is inserted in

SIMinterfac 28, .t 1.s,.coupled o mcroprocessor 102. In qrder. . to
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[0020] Microprocessor 102, in addition to its operating system functions,

enables execution of software applications on mobile device 100. A set of
applications that control basic device operations, including data and voice

20 communication applications, will normally be installed on mobile device 100
during its manufacture. Another application that may be loaded onto mobile
device 100 would be a personal information manager (PIM). A PIM has
functionality to organize and manage data items of interest to a subscriber, such
as, but not limited to, e-mail, calendar events, voice mails, appointments, and task

25 items. A PIM application has the ability to send and receive data items via
wireless network 200. PIM data items may be seamiessly integrated,
synchronized, and updated via wireless network 200 with the mobile device
subscriber's corresponding data items stored and/or associated with a host
computer system. This functionality creates a mirrored host computer on mobile

30 device 100 with respect to such items. This can be particularly advantageous
where the. host computer system is the mobile device subscriber’s office computer

system.



30 device 100 with respect to such itens. This can be particularly

advant ageous where the host conputer systemis the nobile device
subscriber's office conputer system - 8 - [0021] Additional applications
may al so be | oaded onto nobile device 100 through network 200, auxiliary
|/ O subsystem 112, serial port 114, shod-range communi cati ons subsystem
122, or any other suitable subsystem 124. This flexibility in application
instal lation increases the functionality_ of nobile device 100 5 and may
provi de enhanced on-devi ce functions, conmunication-related functions, or
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I nfrared device and associated circuits and conponents for short-range 20
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be processed by comuni cation_subsystem 25 104 and |35ut to m croprocessor

102. M cr ophd8cdRedhan gyoygh 2 witslsss sparisication nedkeky ddedligmate f or output to
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may al so conpose data itens, such as e-mail nessages, for exanple, using
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subsyst @ Lh2y e Aidd &mmambsici em 112 may i ncl ude devi ces such

[0023] Short-range communications subsystem 122 provides for
communication between mobile device 100 and different systems or de\}ices,
without the use of netwdrk 200. For example, subsystem 122 may include an
infrared device and associated circuits and components for short-range

20 communication. Examples of short range communication would include
standards developed by the Infrared Data Association (IrDA), Biuetooth, and the
802.11 family of standards developed by |IEEE. |

[0024] In use, a received signal such as a text message, an e-maii
message, or web page download will be processed by communication subsystem
25 104 and input to microprocessor 102. Microprocessor 102 will then process the
received signal for output to display 110 or alternatively to auxifiary I/O subsystem
112. A subscriber may also compose data items, such as e-mail messages, for
example, using keyboard 116 in conjunction with display 110 and possibly
auxiliary I/O subsystem 112, Auxiliary subsystem 112 may inciude devices such
30 as: a touch screen, mouse, track ball, infrared fingerprint detector, or a roller
wheel with dynamic button pressing capability. Keyboard 116 is an alphanumeric



30 as: a touch screen, nouse, track ball, infrared fingerprint detector, or
a roller wheel with dynam c button pressing capability. Keyboard 116 is an
al phanuneric - 9 - keyboard and/or tel ephone-type keypad. A conposed item
may be transmitted over network 200 through conmuni cati on subsystem 104.

[ 0025] For voi ce comruni cations, the overall operation of nobile device 100
I's substantially simlar, except that the received signals would be output

to 5 speaker 118, and signals for transg1ssion'mould be generated by

m cr ophone 120 Al ternative voice or audio |I/0O subsystens, such as a voice

message re I Ng Su S ed on ile I ce 100.
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i ntended to operate, thus it shoul understood that the design
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down coh@eridemity of a caling party. chsafien of sevoice salinor ather wiee sell related gi tal (ND)
conversi on. mHF?pQﬁB}Vers' on of a received signal allows nore conplex
conmuni cation functions such as denodul ati on and decodi ng to be

[0026] Referring now to FIG. 2, a block diagram of the communication

subsystem component 104 of FIG. 1 is shown. Communication subsystem 104

comprises a receiver 150, a fransmitter 152, one or more embedded or internal
15 antenna elements 154, 156, Local Oscillators (LOs) 158, and a processing

module such as a Digital Signail Processor (DSP) 160.

[0027] The particular design of communication subsystem. 104 is
dependent upon the network 200 in which maobile device 100 is intended to
operate, thus it should be understood that the design illustrated in FIG. 2 serves

20 only as one example. Signals received by antenna 154 through network 200 are
input to receiver 150, which may perform such common receiver functions as |
signal amplification, frequency down conversion, filtering, channel selection, and
analog-to-digital (A/D) conversion. A/D conversion of a received signal allows
more complex communication functions such as demodulation and decoding to be

25 performed in DSP 160. In a similar manner, signals to be transmitted are
processed, including modulation and encoding, by DSP 160. These DSP-
processed signals are input to transmitter 152 for digital-to-analog (D/A)
conversion, frequency up conversion, filtering, amplification and transmission over
network 200 via antenna 156. DSP 160 not only processes communication

30 signals, but aiso provides for receiver and transmitter control. For example, the

gains applied to communication signals in receiver 150 and transmitter 152 may



25 perfornmed in DSP 160. In a simlar manner, signals to be transmtted are
processed, including nodul ati on and encodi ng, by DSP 160. These
DSPprocessed signals are input to transmtter 152 for digital-to-anal og
(DFA) conversion, frequency up conversion, filtering, anplification and
transm ssion over network 200 via antenna 156. DSP 160 not only processes
comuni cation 30 signals, but also provides for receiver and transmtter
control. For exanple, the gains applledﬂio comuni cation signals in
receiver 150 and transmtter 152 nay O - be adaptively controlled
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[ 0030] Referring now to FIG 3, a block diagram of a node of a wreless

network is [gbRop as mn mabW@é?\Etté?ﬁOO REUMOSderZhal BREMRRY 180§ OF nore
nodes 15 202. q%& onmunj cates with a node 202 within

wirel ess ne@6H! rf‘ﬁ%"@)?& wien it sendingdeineiverk 200@ndds node 202 is
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G obal Systens fcgtl; Mobi | e t echnol ogl es. de 202 incl udes ase

"station corftfgd 0(‘@3&?"’9@@% HRtdHS agsded E’c@&e'ﬂé\ﬁ/@\’m@t(&ﬂnféﬁ“m (fa Packet

Control Unigt aliPRing?diiiasirdl peRbd$PRS support in GSM a Mbile Sw tching
Center (MsSC) 2}130 Hone Locati gtr? Regi ster (HLR) 212, a Visitor Location

Registry (\{DR)01214 aaeﬁerwg n@w%’ﬁﬁa%lmgbékaiag%n( SGSNd2aFa whel@at evay GPRS
Support Node tg‘élegfss and a nam ¢ Host Configuration Protocol (DHCP)

220. This I% 8'6%6 Rerld in PW'CWMOVK(?OB@OHW@%QO% f e nedesof t he
conponensd s 2. qushile st AlcothilhRa®s with a node 202 within wireless network

200. In the example implementation of FIG. 3, node 202 is configured in
accordance with General Packet Radio Service (GPRS) and Global Systems for
Mobile (GSM) technologies. Node 202 includes a base station controller (BSC)
204 with an associated tower station 206, a Packet Control Unit (PCU) 208 added

20 for GPRS support in GSM, a Mobile Switching Center (MSC) 210, a Home
Location Register (HLR) 212, a Visitor Location Registry (VLR) 214, a Serving
GPRS Support Node (SGSN) 216, a Gateway GPRS Support Node (GGSN) 218,
and a Dynamic Host Configuration Protocol (DHCP) 220. This list of components
is not meant to be an exhaustive list of the components of every node 202 within a

25 GSMIGPRS network, but rather a list of components that are commonly used in
communications through network 200.

[0031] In a GSM network, MSC 210 is coupled to BSC 204 and to a
landline network, such as a Public Switched Telephone Network (PSTN) 222 to
satisfy circuit switched requirements. The connection through PCU 208, SGSN

30 216 and GGSN 218 to the public or private network (Internet) 224 (also referred to
herein generally as a shared network infrastructure) represents the data path for
GPRS capable mobile devices. In a GSM network extended with GPRS



25 GSM GPRS network, but rather a list of conmponents that are commonly used
I n communi cations through network 200. [0031]In a GSM network, MSC 210 is
coupled to BSC 204 and to a | andline network, such as a Public Sw tched

Tel ephone Network (PSTN) 222 to satisfy circuit switched requirenents. The
connection through PCU 208, SGSN 30 216 and GGSN 218 to the public or
private network (Internet) 224 (also referred to herein generally as a
shared network infrastructure) - represents the data path for GPRS capabl e
nobi | e devices. In a GSM net wor k extended with GPRS capabilities, BSC 204
al so cont ai
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[ 0033] For all nobile devices 100 regdi stere speC|f|c net wor

per manent dEMEMItRCC the mnbile devien MQCW%}%M@W&%‘FL&W peugly stored in HLR
212. HLE le%e@étéen.ﬁeat@ns}ﬁuﬂne%d (BB Mfefd, FRAENCS R i*sred mobi | e

o i
devi ce and can q_erle to determ ne e current location o bile
devi ce. @ogt[gllqrs he fixed transceiver equipment similarly demodulates and possmly

decodes and decrypts, if necessary, any communication signals received from

mobile device 100 within its cell. Communication protocols and parameters may

vary between different nodes. For example, one node may employ a different
20 modulation scheme and operate at different frequencies than other nodes.

[0033] For all mobile devices 100 registered with a specific network,
permanent configuration data such as an operator profile is stored in HLR 212.
HLR 212 also contains location information for each registered mobile device and
can be queried to determine the current location of a mobile device. MSC 210 is
25 responsible for a group of location areas and stores the data of the mobile devices
currently in its area of responsibility in VLR 214. Further VLR 214 also contains
information on mobile devices that are visiting other networks. The information in
VLR 214 includes part of the permanent mobile device data transmitted from HLR
212 to VLR 214 for faster access. By moving additional information from a remote
30 HLR 212 node to VLR 214, the amount of traffic hetween these nodes can be
reduced so that voice and data services can be provided with faster response

times and at the same time requiring less use of computing resources.



25 responsible for a group of location areas and stores the data of the
nobi | e devices currently in its area of responsibility in VLR 214. Further
VLR 214 al so contains informati on on nobile devices that are visiting other
networks. The information in VLR 214 includes part of the permanent nobile
device data transmtted fromHLR 212 to VLR 214 for faster access. By
novi ng additional information froma renote 30 HLR 212 node to VLR 214, the
amount of traffic between these nodes c@n be reduced so that voice and data
services can be provided with faster r ?ﬁonse times and at the sane tine
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devi ce 100 APN may be considered to be similar to an Internet domain name such as

25 “myconnection.wireless.com”.

[0035] Once the GPRS Attach is complete, a tunnel is created and all traffic
is exchanged within standard IP packets using any protocol that can be supported
in IP packets. This includes tunneling methods such as IP over IP as in the case
with some IPSecurity (IPsec) connections used with Virtual Private Networks

30 (VPN). These tunnels are also referred to as Packet Data Protocol (PDP)
Contexts and there are a limited number of these available in the network 200. To
maximize use of the PDP Contexts, network 200 will run an idle timer for each

PDOP Context to determine if there is a lack of activity. When a mobile device 100



- 13 - is not using its PDP Context, the PDP Context can be deall ocated and
the I P address returned to the I P address pool nanaged by D i CP server 220.
[0036] I n order to better understand the various enbodi ments of the systens
and net hods described in this specification relating to the provision of 5
code signing services, an exanpl e code signing protocol and features of an
exanpl e code signing systemfromthe perspective of a nobile device wll
first be discussed, with reference to RiGS. 4 through 6. As noted earlier,
while many of the foll ow ng exanpl es are described generally with reference

to nobile ' g‘g@gj ' r.el ' eto
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[0037] Referring to FIG. 4, a diagram illustrating an example code si'gﬁing
protocol in which a code signing authority provides code signing services to a
software application developer is shown generally as 300.

{0038] A software application developer 302 creates a software application

15 304 for mobile device 100 that requires access to one or more sensitive APls on
mobile device 100. It will be understood that software applications comprise
software code that may ultimately be executed an a mobile device or other
computing device. Consequently, the terms “code signing” and “application
signing” may be used interchangeably herein.

20 [0039] Software application 304 may, for example, be a Java application
that operates on a Java virtual machine {(JVM) installed on mobile device 100. An
APl enables software applications to interface with an application platform on a
mobile device or other computing device. The application platform may include,
for example, resources such as the device hardware, operating system and core

25 software and data models. Accordingly, in order to make function cails to or
otherwise interact with such device resources, software application 304 will
typically need to access one or more APls on mobile device 100. The APls
effectively “bridge” software application 304 and device resources.

[0040] In this description and the appended claims, references to API
30 access should be interpreted to include access of an AP in such a way as to

allow a software application to interact with one or more corresponding device



25 software and data nodels. Accordingly, in order to make function calls
to or otherwise interact wth such device resources, software application
304 will typically need to access one or nore APIs on nobile device 100.
The APIs effectively "bridge" software application 304 and device
resources. [0040]1In this description and the appended cl ains, references to
APl 30 access should be interpreted to include access of an APl in such a
way as to allow a software application_ﬂl)__ interact with one or nore
correspondi ng device - 14 - resources herefore, providing access to any
APl al |l ows o S de | se
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Such devPeeITBoNB T eoas o dPsRRe A uhBLARvioR %W%Pﬂiﬁ%%@hrﬁef”

conponent s ddfiatarpapplicdéowahg tHe filo ondatapRtaye ystemaAdC asdr inteAtée &U}I
oper ator of tl'| In a nobile d%fé{’ce a radjo may al so
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be provi ded”%%ggﬂf‘ﬁ"m”é?a%%wgﬁ%“’iﬁ?'%ﬁ aad/oceoniiahp e HeYiss, such as a

transni t t ercoungbrieateis/€bcreboya %ﬁfmhﬁ and @W%@Weﬁi@@lc@n%heﬁ{%}thﬁe provi ded
hi c dul e, which inplenents cryptographlc

to interact_ with a cr

al gorit hns gAY 'Seﬁgm%ﬁfaﬁrﬁ%‘@}ét%éaﬁﬁpémt PR Srsrater ekthigpn@dleof APl s t hat
may be poovdalagk. an aomoBilR dedicde ¥iradio MH ridy N9 BAPIRkded MaitdtaceqsPut i ng
devi ces. n\%;",é)l‘?ﬁ’such devi ces may include sone or_all of these exanple APIs,

or differe SCQrEHRISAtQN regpuicas. sygh @sgntransmifigysandyeseiveh &l above.
[0041] I n geneniie. A%Yy;ﬁcbgfﬁﬂméﬂmﬁ%ytﬂ?p@b%ﬁ'té lr@&a&%ﬁﬂ%ﬁﬁd&amca mobi | e

devi ce manuf acturer possi bly by an APl author, a wireless network
operator, dnogul @e‘@h‘é'@"ﬁﬁ!ﬁ@?“@rc"ﬂﬁeﬂ@f’lﬂc af@ﬂf‘t@ﬁﬁ@"@twc%nﬁqﬁ? ardat, for

exanpl e, mrﬁ@ﬁelﬁiﬂusﬁf&ftﬁébﬁﬁnﬁbés%fWPréJﬁaai’haWe‘ pﬁb@Héd Sﬁg%bﬁllead etéﬁ’ﬁ'f €

application for the device. For instance, devi ce manuf acturer nmay
cl assi f ¥° aPepigly ppothes sempating deviggs. m)eqa&%:e dﬁivms sraypndgdapaine or

routines, iR SAMPABR lop Bt WFM st JTOPRY Adfitivtodab model s such

as address book or calendar entries. To protect 25 agail nst unaut horized
access to tdpssabecdbalovei ve API s, softvvare application devel oper 302 is

required to obtain one or nore digital natures fromthe nobile device
manuf act ur dPO%H ot heln @nqr@!ya@mwel& A §i’=‘b’ l@cF‘@%‘ﬁ@ceﬂlisS%'t@@Mﬁ mokile or from

Skt g s skl a9 abeahin i TRIAC M BD)  1

append £he device owner or operator or some other entity that, for example, might be
affected by a virus or malicious code in a software application for the device. For
instance, a mobile device manufacturer may classify as sensitive those APlé that
interface with cryptographic routines, wireless communication functions, or
proprietary data models such as address book or calendar entries. To protect

25 against unauthorized access to these sensitive APls, software application

developer 302 is required to obtain one or more digital signatures from the mobile
device manufacturer or other entity that classified the APls as sensitive, or from a
code signing authority 306 acting on behalf of the manufacturer or other entity
with an interest in protecting access to sensitive device APls, and append the

30 signature(s) to software application 304 as described in further detail beiow.

(0042] A digital signature may be obtained for each sensitive AP{ or library

that includes a sensitive API to which software application 304 requires access.



30 signature(s) to software application 304 as described in further detai
below. - 15 - In certain inplenentations, nultiple signhatures are
desirable. This would allow a service provider, conpany or network operator
to restrict some or all software applications | oaded or updated onto a
particul ar set of nobile devices, for exanple. In one nultiple-signature
scenario, all APlIs on a device are restricted 5 and | ocked until a "global"
signature is verified for a software agglication. For exanple, a conpany
may Wi sh to prevent its enployees fromexecuting any software applications

{o thei - .  ceion is fi Cond fr ;
0t or mat 1 o Eoih S BBentdichg, AR e s SrE SR aRES (TR pOaRERE ),
cor por at e rebiitepreiiec esmpayy thaetwoek operbicgto ssbtiich somguor aé sefiwafd cati on of

at least 1Q_a,. si_gnat ur. efore a.software appligcation can be

execut od. - APBIELRS ot RP iR ad SrRL R gt B R B%ep2 Y0 Cout o ¢ hen
be further exaesiptd. clhaethe rhaltipie-sitppénd gpénaraoall Wiid bm aalevizs apé redsdspect i ve
correspandi ng .digital. signatures. [0043].The binagy executabl e

bt csort aeRg el 3 AR ER e S NATH o VPR AR B« he
particul ar ekup@leot cmipdng nd@Mvish t@ breveteits @hploys@dirbm ekbodRiyi 4. Sof tware
application %34 n@/ for exarr{pl e, be in a] Wi te-once-rupanywhere binary:
format, suCR™YEsaPRligaTRNg g thel deyices Wntipeaysiangs fist PRtaksS TURE ons.
However, i tcoffyate@nfdasatictechidlodiaVE 6t cdhiputatlsebligiiadapatiniept. ARshicHObi | e
device type or nopdel, or alternatively for each nobil e device platformor

manuf act ur EPTPOrRIE Maghiigleyices maydher e copliguiad & taire vatiiaionohatiggsteed to

be 20 stpmigdieshilsqnatie bafors adeiwha AglicatEn\ Qi bd 8Reduted Kdasas & appl i cation
304 targets severa tyges or nodel s_of nobile devices. [0044]1n the exanple

shown i n FREPsikive dpdse &Bts a0t lbrarsst if @ayi enidibeabs arhagestrislydi e sof t war e

appl i cat i oRegOAddr uB8n TLaMBHon SP/dsPBERcRRELFAHIIMAI3RA sighatgls. from
application devel oper 302 to code signing authority 25 6. Code signing

authority Q@@wlay I ePHEBRBFy dx2RuBBR feBredeMiation BREMHASE WhBlicatibAgoaut hor s of

I
any sensitive APls, or possibly others that have know edge of the operation

of the sendidy RRindppendent ghinetpasisutardyre dppetieatqviss somodebets makiess.
[ 0045] Wy | @etieb. S3BlardidpblicatidnWaaimay k67 exdmpld) beaR baldte Dnkedghons, it will
be understood that a saoftware application may be submtted to nore than one
code anywhere binary format, such as is typically the case with Java software

applications. However, it may be desirable to have a digital signature for each

mobile device type or model, or alternatively for each mobile device platform or

manufacturer, for example. Therefore, software application 304 may need to be

20 submitted to several code signing authorities if software application 304 targets

several types or models of miobile devices.

[0044] In the example shown in FIG. 4, when software application
developer 302 requires software application 304 to be signed, software
application 304 is sent from application developer 302 to code signing authority
25 306. Code signing authority 306 may represent the mobile device manufacturer,
the authors of any sensitive APls, or possibly others that have knowledge of the

operation of the sensitive APIs to which software application 304 needs access.

[0045] While not explicifly shown in FIG. 4, in certain situations, it will be
understood that a software application may be submitted to more than one code

30 signing authority. Each code signing authority may, for example, be responsible
for signing software applications for particular sensitive APls, or APls on a

particular model of mobile device or set of mobile devices that supports the



30 signing authority. Each code signing authority may, for exanple, be
responsi bl e for signing software applications for particular sensitive
APl's, or APIs on a particular nodel of nobile device or set of nobile
devices that supports the - 16 - sensitive APIs required by the software
application. A manufacturer, nobile conmuni cati on network operator, service
provider, or corporate client, for exanple, may thereby have signing
authority over the use of sensitive APls for their particular nobile device
nodel (s), or for nobile devices operating on a 5 particular network,

subscribin ar servi ces, tributed to corporate

enpl oyees. gsftn glt‘g%&:’? éso%q?fv\g?@?é'é AFSRP O?héﬂn?lﬁ%@%gefamgglﬂéf war e

appl i catiomcamduabaﬂmawwone?]waeh ndedvict grotiakr, @Egﬂ@obﬁt@ cflér&moegCh of the

si gni ng aut r't'es. t eses n|n orities wou e generating

a digital sggaﬁ'léql ey QW gr‘ﬁég"grlﬂ‘? ?réty é’@édsff’&ﬁs?'ﬁs"ﬂ‘fﬁ APsdahl e,

di fferent sthgun ipadicaadnibils ugnaé tﬁcﬁ!el(@)r of for a’edbﬂ@ d&@lb@ﬁﬁﬁeﬁﬁﬂfg{g b aafSSOChat ed
er spective of code

with dif en ni.ng . aut hor 0046] From t he

o1 gni ng. B TETs I PROROrCBeEbGR TR et fGH bIed8 SVIcerar it Wed fanar e
appl i cati orboBMateae’rdeHWes aﬂ\sighéd dbﬁ@é@tdp%ﬂcatﬁhgﬁays@;feh\@ﬁé!@‘déﬁBbftﬁé‘ﬂe‘ on 304
to all ow accpé}?s o one E‘?ﬂ%rmre sensitive APls on the 15 nobile device. -

Bef ore cod®PIGHIoNANS AtiRASE pye sppendsghligital sionatuge Bpm gachaf die Sioaingcode
si gni ng autdidfdritigs 3AdthoRyh HRBS 's@ﬂrngtélﬁhdrﬁ@QWohw 1 @rﬂﬁhiugf‘é 'dﬁﬂa evel oper

302 in determ ni nq whet her or not software ap Ilca I on d be
si gned. CodOM&UYRITAGhE SRS Safyatapplisption @dhisé\?‘iaé\ﬂ*%éiﬂffﬁmt@lwm pacht i on 304

bef ore mgmlmtufelvfeﬁrmbh\é%hé!me%%@b%%b&gte%%hp&rfébén%%n y choose not to
perform such a 20 review, relying on its ability to idenfi the identity

of softwar é‘% iP8ati on devel oper 302 for recourse in the event that
sof twar e aﬁg i cation 304 is found to be virus-infected or to contain
dest ruct i vdO®¥le, f ofrosx {igppessrecivg v cedeceigaing pyorly 306 Kode signegs6

det er m nes duliftrity 966 WAr @ c&Pe sbfRhleUpplication 304, and may, at its discretion, sign
software application 304 to allow access to one or more sensitive APIs on the
15 mobile device. Before code signing authority 3086 signs software application 304,
code signing authority 304 may consider the identity of application developer 302
in determining whether or not software application 304 should be signed. Code
signing authority 304 may also review software application 304 before signing;
alternatively, code signing authority 304 may choose not to perform such a

20-—review, relying-on-its-ability-to-identify- the identity of software application
developer 302 for recourse in the event that software application 304 is found to
be virus-infected or to contain destructive code, for example.

[0047] If code signing authority 306 determines that software application
304 may access the sensitive API(s) and therefore should be signed, then a

25 digital signature (not explicitly shown} is generated by code signing authority 306
and appended to software application 304, to produce a signed software
application 308 that is returned to software application developer 302. On the
other hand, if code signing authority 306 refuses to sign software application 304,
an appropriate response (not shown) may be returned to software application

30 developer 302.

[0048] The digital signature is typically a tag that is generated using a
private signature key 310 maintained solely by code signing authority 306. For



304 may access the sensitive API(s) and therefore should be signed, then a
25 digital signature (not explicitly shown) is generated by code signing
authority 306 and appended to software application 304, to produce a signed
software application 308 that is returned to software application devel oper
302. On the other hand, if code signing authority 306 refuses to sign
software application 304, an appropriate response (not shown) may be
returned to software application 30 deyﬁ}pper 302. [0048] The digita
signature is typically a tag that is generated using a private signature

k 310 d b h For. .- -
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anot her PE< HRfblor exafeplecer Tb@“”’%@@d@i’ gRgmabie war e 15
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signature of si %ned sof tware application then typically be

verified wi?REEOPBANP Ui PEIPKES "@MO%@PGH@%@@ftPMe&&MCPdQﬁ on 304 is
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application 308 is | oaded onto nobi 20 device 10 it shoul
appr eci at edNBROfEr smees pAg [aaded pnicyackile devies 19theOaes sigaee Safﬁfpillrﬁc ation

that maysev. Iﬁﬁdﬂ3mswt&ﬁn8ﬂlé@@|&§1ﬁtﬁﬂ fé%sfl&% a@@%ﬁéﬂﬁxﬁr@ of

application As describ above, si software a i cat1 on 308
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[0050] Although signed software application 308 is loaded onto mobile

20 device 100, it should be appreciated by persons skilled in the art that the software
application that may eventually be executed on mobile device 100 is software
application 304. As described above, signed software application 308 typicaily
comprises software application 304 and one or more appended digital signatures
(not shown). When the appropriate digital signatures are successfully verified

25 (e.g. by a virtual machine at mobhile device 100), software application 304 can be
executed on mobile device 100 and is permitted access to any APls for which the

corresponding signatures have been verified.

{0051] Security protocols involving software code signing schemes typically
rely on public and private encryption keys to provide authorization to access
30 sensitive APIs and to guarantee the integrity of signed applications. In

accordance with known public key cryptographic techniques, data encrypted using



25 (e.g. by a virtual machine at nobile device 100), software application
304 can be executed on nobile device 100 and is permtted access to any
APl's for which the correspondi ng signatures have been verifi ed.

[ 0051] Security protocols involving software code signing schenes typically
rely on public and private encryption keys to provide authorization to
access 30 sensitive APIs and to guarantee the integrity of signed
applications. In accordance with known ﬁybllc key cryptographic techniques,
data encrypted using - 18 - a private Key of a private key/public key pair
can only be de ondi n o ke of .th

vi ce-versa.? %%%%of%?)é‘r’]%?&%ffpg liGRes R @ M‘hgl gﬁfWB d; \sing Eﬁpalr and

sof tware aprmrrespbmng bublgaesT dEthegaip, aidglideatersa.gnature. The digital
signature is a digest (e.g. 5 a hash) of the software application, or

possi bl y of {0882 dat & they éxaeaplé, ra)ﬁmddﬂagﬁza@hmatyaqi@hsj sabiware Which is

encoded usi ng . .the code siqnin thority's
signature cHPICAEN Byed %ﬂ@égd’g altsf‘@‘%‘dr?t \Eg' @'%{?EP’SE%W%W@' ?'@833(]9'90 verify
g he ditgi sal % ﬁagﬂajétl’feestﬁ&v@e apbtidaﬁodawngsaary dfsbele d“eﬂéfﬂth utnlrétgfr&?\thege dt 28

I ges 1S O I ne N SI ary nman e. g. Uus e Sane anaar

nash al gor | THTHATS FERICaTR SB e e CaRt HEa0 i SIS aHinG RURESRH Biear
signature iKgey m@tﬂ%dﬂ sighaturé 8ar efeR béeﬁbciﬁndé@&) the\doti@rard Apiatien.si gni ng

authority's pub ey, typically stored with the sensitive APls, is used

to decode ttnesappenderd varigyl thaldigitasighatur: atha mbﬁﬁdé\ﬁc@bﬁﬁhér&mbutﬁﬁom d be
a mat chi ng &Hﬁest )r the ecei ved software applicati | f the digests do

not match, jgegtds phiginedin gaimigrdnannes it g isiad 3 ptepHaecei ved

at the dgvimgan &ﬁgd?ﬁiﬁm§ h@m&a@reoﬂ\nadel Wlb@tibnt(hﬁhhmfihédigﬂﬁldsx@%st&lﬂ@ﬁs code
signing authority, he software a I cation was not S|8ned usi ng

the correctaRengad eth%lf‘r f%ffe"{%Fi atibe geyper T@%e%d%fﬂgﬁmﬁ@um%% bl
digital si gts}arcwwesta.iea%tﬁ BT eAS vl APIY r@@béd&o%fé@bd@tﬁ@eéfpﬁeméd @Rfityi Someone
wi th know edge of the code signing authority's private key should be able
t o encode gsignature in order to obtairt what should be a matching digest for the received
software application. If the digests do not match, this suggests that either the
15 software application received at the device is not the same application that was
signed by the code signing authority, or that the software application was not
signed using the correct private key or by the proper code signing authority. The
digital signature algorithms are designed in such a way that only someone with
knowledge of the code signing authority’s private key should be able to encode a
20 digital signature that can be decoded correctly (e.g. by a virtual machine at the
device) using the code signing authority's public key that is associated with one or
more sensitive APls. Therefore, by verifying a digital signature in this way,
authorization and access control to sensitive APIs and the integrity of signed

applications can be maintained.

25 [0054] Accordingly, public signature key 312 corresponds to private
signature key 310 maintained by code signing authority 306, and is typically
installed on mobile device 100 along with one or more sensitive APls.
Alternatively, public signature key 312 may instead be obtained from a public key
repository (not shown), using mabile device 100 or possibly a personal computer

30 system, and installed on mobile device 100 as needed. Mobile device 100
computes a hash of software application 304 in the signed software application
308, using the same hashing algorithm as code signing authority 306, and uses



20 digital signature that can be decoded correctly (e.g. by a virtual
machi ne at the device) using the code signing authority's public key that
is associated with one or nore sensitive APls. Therefore, by verifying a
digital signature in this way, authorization and access control to
sensitive APIs and the integrity of signed applications can be maintai ned.
25 [0054] Accordingly, public signature key 312 corresponds to private
signature key 310 mai ntai ned by code signing authority 306, and is
typically installed on nobile device 100 along with one or nore sensitive

API's. Al ter paldiyigl ¥ignBiih bid ﬁbﬂg\%n%a‘?uﬂé% 343 4 conP&@%%iggrigﬁz:%E%ned from
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sensitive AE or ich the correspondi signature(s ave been verifi ed.
Thi s exanpféeegriﬁtaﬁaﬁcﬁgg'eétiﬂglﬁf\gmgsoﬂb‘?'&?ibg%g&byg&%&}reﬁc%ﬂgﬁpméyéﬁ%e and ot her
si gnat ud@ serhgioped in vatlantingernédtetiogubl i ¢ key signature schenes, may al so
be 10 enployed in variant inplenentations. [0055] Referring to FIG 5, a

di agram i | |[@968kt i ng RetaponenFIs. 6f adingaaiplseatafeoripGintdoSupbaimae a
nobi | e device, i S _shown t%_gneral | ﬁ‘}'a 320. I n respect of npbile device

1001 exarrplcec’dgosd%n"lq g Y TS0 to 88’36 eRe@lY faaL0nachi ne 322 (e.g.
R I e ST N TR
general |y icoohprises aaliftuad ndchiner32eqergc asivomy, 8phichity deydfteare applications
16 324a-c, a plurality of APl libraries 326a-d, and an application platform 328.
Application platform 328 generally includes all of the resources on mobile device
100 that may be accessed by the software applications 324a-c. Application
platform 328 may include, for example, device hardware 330, the mobile device's
operating system 332, and core software and data models 334. Each API library
20 326a-d comprises one or more APIs that interface with a resource available in
application platform 328. For instance, one AP library might include all of the
APis thatinterface with a calendar program and calendar entry data mode!s.
Another AP library might include ail of the APIs that interface with the
transmission circuitry and functions of mobile device 100. Yet another AP! library
25 might include all of the APIs capable of interfacing with lower-level services

performed by the mobile device's operating system 332.

[0057] Some APl libraries 326a-d may expose a sensitive APl (e.g. 326a,
326¢), such as an interface to a cryptographic function or modute, while other
librartes may be accessed without exposing sensitive APls (e.g. 326b, 326d).

30  Similarly, some software applications 324a-324c may be signed software
applications (e.g. 324a, 324c) that require access to one or more sensitive APls,

while other software applications may not be signed (e.g. 324b). Virtual machine



100 that may be accessed by the software applications 324a-c. Application
pl atform 328 may include, for exanple, device hardware 3301 the nobile
device's operating system 332, and core software and data nodels 334. Each
APl library 20 326a-d conprises one or nore APIs that interface with a
resource available in application platform 328. For instance, one API
library mght include all of the APIs that interface with a cal endar
program and cal endar entry data nodel s, d\nother APl library m ght include
all of the APIs that interface with the transm ssion circuitry and
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requires access. In certain implementations, signed software application 324a
may include a digital signature 338a for each sensitive APl within a particular API

20 library 326a, 326c. The signature identifiers 336a may be unique integers or
some other identifier capable of allowing a particular digital signature 338a to be-
associated with a specific AP library, API, application platform, or model of mobile
device 100.

[0060] APt library 326a, labeled as API Library A in FIG. §, is an example of
25 an APl library that exposes a sensitive APL. In this example, APl library 326a
includes a description string 340, a public signature key 312, and a signature
identifier 342. APl library 326¢, and other APl libraries that expose one or more
sensitive APls will typically comprise similar components. However, the
components of such API libraries will be described in greater detail below with
30 reference to AP library 326a, by way of example.

[0061] Signature identifier 342 of API library 326a may correspond to a
signature identifier (e.g. 336a) in a signed software application (e.g. 324a). These



requires access. In certain inplenentations, signed software application
324a may include a digital signature 338a for each sensitive APl within a
particular APl 20 library 326a, 326c. The signature identifiers 336a may be
uni que integers or sone other identifier capable of allowi ng a particular
digital signature 338a to be associated with a specific APl library, API,
application platform or nodel of nobile device 100. [0060] APl library
326a, |abeled as APl Library Ain FIG »%._is an exanple of 25 an API
library that exposes a sensitive API. In this exanple, APl library 326a
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signed application 324a. Description string 340 may, for exanple, be a
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specific signature identifier associated with a |9

signature with the signature identifier (e.g. 342) for the co respondlng APl library.

15 . If the signed software application includes the appropriate digital signature, then

virtual machine 322 will verify its authenticity using the public signature key 312

associated with that APl library. Access to the sensitive APl may then be granted

to the software application that was signed, upon successful verification of the

digital signature. If the signed software application does not include the

20 appropriate digital signature, then access to the sensitive APl may be denied.

[0063] Optionally, even when the appropriate digital signature is
successfully verified, a mobile device operator may be prompied to provide
confirmation that the sensitive APl can be accessed by the software application.
In that case, a message based on description string 340 may be displayed on a
25 display of mobile device 100, before the software application is executed and
accesses the sensitive API. For instance, a message stating "Application Y is
attempting to access API Library A" may be displayed, and the mobile device
operator may be given the control to ultimately grant or deny access to the

sensitive AP,

30 [0064] It will be understood by persons skilled in the art that any given
signed software application may have multiple device-specific, library-specific, or
APl-specific signatures, or some combination of such signatures appended



signature with the signature identifier (e.g. 342) for the correspondi ng

APl library. 15 If the signed software application includes the appropriate
digital signature, then virtual machine 322 will verify its authenticity
using the public signature key 312 associated with that APl |ibrary_ Access

to the sensitive APl may then be granted to the software application that
was signed, upon successful verification of the digital signature. If the
si gned software application does not i ude the 20 appropriate digital
signature, then access to the sensitive APl may be deni ed.

[ 0063] Opt i n a r 1 tal n
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sensitive Agnaweaagd yelanaterdifarent mobiledeviceamarrequrniverifieation@ful t in t he
si gned sof téﬁ@ﬁaﬁur@@@n’l%ﬂt@ﬁel@?ﬂ@%ﬁgrm tted access to the sensitive APl on

one type of hobile device t not on another. As a further exanple, one
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as additional signatures for any sensitive APls to which software
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15 which digital signatures are appended, including devices in which digital signature
verification is not implemented or where digital signature verification is optional for
example, may be adapted to permit software applications to be executed without
any signature verification.

[0066] Referring to FIG. 6, a flowchart illustrating steps in an example
20 method of processing signed software applications performed on the mobile
device depicted in FIG. b is shown generally as 350.

[0067] At step 352, a software application (e.g. application 324a of FIG. 5)
is loaded onto a mobile device (e.g. mobile device 100 of FIG. 8). Once the
software application is loaded, the device, using a virtual machine (e.g. virtual

25 machine 322 of FIG. 5} for example, determines whether or not the software
application requires access to any AP libraries that expose a sensitive APl at step
354. If the software application does require access to the sensitive AP, then the
virtual machine verifies that the software application includes a valid digital
signature associated with the sensitive APl (or associated AP library) to which

30 access is required, as described below with reference to steps 356 through 366.
If not, then the software application is linked with all of its required AP libraries
and executed at step 368.



10 executed. A different nobile device may require verification of only a
gl obal signature, and yet another different nobile device nay require
verification of signatures only for its sensitive APIs. [0065]1t will also
be understood by persons skilled in the art that in variant

i npl enentations, certain devices capable of receiving software applications
to 15 which digital signatures are appended, including devices in which
digital signature verification is not _iapl emented or where digital
signature verification is optional for exanple, may be adapted to permt
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(e.g. digital signature 338a of FIG 5) with a corresponding signature
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explicitly shown in FIG 6), ihe software application purged from
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then the software application is either not executed, purged, or restricted from
accessing the sensitive API, as described above with reference to step 360. if the
digital signature is successfully verified, however, then optionally, a message
based on a description string associated with the sensitive AP! or corresponding

25 APl library (e.g. description string 340 of FIG. 5) is displayed to a mobile device
operator at step 364, warning that the software application requires access to a
sensitive API, and at step 366, optionally prompting the operator for authorization
to execute the software application. If execution is authorized, then the software
application may be executed and linked to the sensitive AP at step 368,

30 otherwise the software application is either not executed, purged, or restricted

from accessing the sensitive API, as described above with reference to step 360.



15 [0069]If a digital signature corresponding to the sensitive APl has been
appended to the software application and is |ocated by the virtual machine,
then the virtual nachine uses the public signature key to verify the
authenticity of the digital signature at step 362. This step may be
performed, for exanple, by using the signature verification schene
described with reference to FIG 4, or other 20 alternative signature
schenmes. If the digital signature does jot successfully verify, then the
software application is either not executed, purged, or restricted from
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devi ce manufacturers, APl authors, w reless network ‘operators, device

owners or qperators, Fﬂﬂﬂtf@ﬂi@&p&!ﬁ%bf% dduatsi :@huth@n@f é@sﬁéﬁgn by a virus
or destruct e code in software applications for the conputing device or

that mi ght éfwarélca}*@hd%\@'%r&@frﬂtw individpakorentiethat wishes fphave itnd

represent atdﬁﬁﬁ@at@hs%f@he@f :stu"iiﬁalﬁvbéﬁ/@}tﬁ&ttéd bRt VAR Zdeoabbidigngesspective of
t he code 5|gn|ng aut hority, an { gi ven software application devel oper (or

ot her i ndi \BSRPIFhest betweephe e apetication gigyelopeisand the code signing
20 authority, the code signing authority will usually refuse to sign software

applications received from the software appliication developer that may access

sensitive APis. Only after establishing trust relationships with software application

developers might a code signing authority be willing to sign software applications,

as the code signing authority can then track which APls it has granted access to,
25 and to which software application developers such access has been granted.

[0073] Accordingly, in one embodiment, a method of providing code signing
services will comprise at least some steps relating to registering the entities that
seek access to sensitive APls as controlled by the code signing authority. These
steps are performed in order to establish trust relationships with those entities.

30 The method of providing code signing services may comprise additional steps

relating to receiving and processing code signing requests from such entities.



applications signed) is initially an untrusted client. Until a trust

relationship is established between the software application devel oper and
the code signing 20 authority, the code signing authority will usually _
refuse to sign software applications received fromthe software application
devel oper that may access sensitive APIs. Only after establishing trust
rel ati onships wth software application devel opers m ght a code signing
authority be willing to sign software ﬁﬁplications, as the code signing
authority can then track which APIs if “flas granted access to, 25 and to

whi ch software applicati on devel opers such access, has been.granted.
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[0076] in certain embodiments, the code signing authorities may not
provide revocations lists or the iike. A code signing authority may track which
20 software application developers (or other registered individuals or entities) may or
may not have their applications signed at any given time, and rescind signing
privileges of developers at its discretion. In one example implementation, once an
application has been signed by the code signing authority, that application will
remain valid even if the associated developer’s signing privileges are later
25 rescinded. However, subsequent requests to sign applications made by that

developer after its signing privileges have been rescinded would be denied.

[0077] Referring to FIG. 7A, a flowchart illustrating steps in a method of

providing code signing services is shown generally as 400.

{0078] While this embodiment is described generally with reference to
30 mobile devices by way of example, variant embodiments may be applicable to
other computing devices. Mareover, while this embodiment is described generally

with reference to the exchange of information between a code signing authority



[0076] I n certain enbodi nents, the code signing authorities nmay not provide
revocations lists or the like. A code signing authority may track which 20
sof tware application devel opers (or other registered individuals or
entities) may or may not have their applications signed at any given tineg,
and rescind signing privileges of developers at its discretion. In one
exanpl e i npl enentati on, once an application has been signed by the code
signing authority, that application w_.dg remain valid even if the
associ at ed devel oper's signing privileges are later 25 rescinded. However,
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per f or ned oflvasoipplizatiorapeiraanizdte peboohtheasefeefimethod Kaoneféreedoer f or m

the ste f _met hod 400 unl ess. otherwi se noted. In this description and in
t he appg(zdga aglaachg%s:qrm%agtgpgwﬁg%%ﬁ cation progranmed to performthe

thglpls ch i gﬁbﬂﬁ’ﬁi 400 jI‘ﬁe Egéee giﬁﬁ%gla%ﬂ%oc}itf gp&icg ugr? issoin ncion o%létn 81‘r EE\ gystem
for providing code signing services that executes on a computing device
maintained by the code signing authority (e.g. code signing authority 306 of FIG.
4). The system for providing code signing services, in one embodiment, is shown

15 in an example network configuration 450 of FIG. 7B. In this example, the code

signing authority application 452 executes on a computing device 454, which in
example network 450, is a web server. Code signing authority application 452
can interact with clients in the network 450 through a web interface 456

accessible via the Internet 458, for example.

20 [0081] The clients with which code signing authority application 452 may
interact can include, for example, signature tool applications 460 and AP/
authoring tool applications 462 executing on remote computing devices. A
signature tool application 460 can be used to communicate data and applications
to code signing authority application 452, by a software application developer {e.g.

25 software application developer 302 of FIG. 4) that needs to have applications
signed by the code signing authority. An AP authoring tool application 462 can
be used by an author of sensitive APls, who needs to obtain one or more public

signature keys from the code signing authority to protect the APis.

[0082] It will be understood that in some embodiments, an author of
30 sensitive APls may also act as the code signing authority.



[ 0080] The code signing authority application is one conponent of a system
for providing code signing services that executes on a conputing device

mai nt ai ned by the code signing authority (e.g. code signing authority 306
of FIG 4). The systemfor providing code signing services, in one

enbodi nent, is shown 15 in an exanple network configuration 450 of FIG 7B.
In this exanple, the code signing authority application 452 executes on a
conmputing device 454, which in exanpl e,network 450, is a web server. Code
signing authority application 452 can interact with clients in the network

450 t hroug b interface 456, accessi bl nt er net for
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and APl authori tio ex on.renpte c ting
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appl i catj on, devel oper % 25 software laippl i .catian &eve 302 of FIG
4) that heslgaged ‘F‘n‘é%“*;‘&'ﬂ Regd Nl eceHABY BYIE RBYIEH Mut hority. An

APl aut hor igagick@gl. appl i cati on 462 can be used by an aut hor of sensitive
APl's, who needs to obtain one or nore public signature keys fromthe code

si gni ng aufoeg4)ty tOltWi%@@rﬁdérgt@o&@y%)ers{dal@&ﬂiuéﬁ 1rv\!hb|arhﬁatlﬂhder8t00d that in
some enbodi nents, an aut hor. of 30 sensitive APL?? r}/n act as t he code
RGTEl A

si gni ng autCRBIPRRSALS shown in FpgH sigEownssh Phyay Bredidton 452 will

al so have agfifsling Bodte hSARAI QRrAly RRiprisB fotidFbhpandat b agsiiddh and at
| east one r|vate signature key store 466, Data in client information

dat abastd 4@ZPS&rﬁ!I1°t%"|'O§ﬂ@ @Qﬂﬁ%&%@'%@f@em%%@ RYAYFY on the same
storage deyhgRnfintdliohsr i buted across nultiple 5 storage devices, which need
not necessarily reside physically on conputing device 454, [0084] It will be

under st ood [fivgs)er songefekidd Kfhit & EICL 747 priéMBlreddMng code signing

registration requests and code signing requests from software application
developers, as will be discussed in greater detail with reference to further steps of

15 ~ method 400, a private key/public key pair needs to first be generated, so that the
public key can be attached to the APis (e.g. classes) that are to be protected by
classifying them as sensitive. The private key can be stored focally (e.g. in private
key store 466 of FIG. 78) by the code signing authority for later use. Accordingly,
at step 410, which is performed prior to any steps involving code signing, a code

20 signing authority application creates a private key/public key pair for the APls that
the code signing authority wishes to control access to. A key pair may be
generated for each individual sensitive AP! to be protected, or the same key pair
may be applied to multiple APls, for example. As further examples, different key
pairs may be generated for APls on different devices, or for APIs on different

25 models of the same type of device. Step 410 is described in greater detail with
respect to example embodiments, with reference to FIGS. 8A through 8C.

[0086] Referring to FIG. 8A, in one embodiment, there is provided a means
for determining and displaying the randomness quality of random numbers
generated by a random data service on a computing device. It is understood that
30 when a public key cryptosystem is used to generate key pairs for example, one
needs a good source of random numbers for key generation. Generally, the more

random the number, the stronger the generated key will be. A good source of



conmponents shown in FIG 7B are provided by way of exanple only, and that
conputing device 454 will generally conprise other conponents in addition
to 10 those shown in FIG 7B and may conprise different conponents in
variant inplenentations. [0085]Referring again to FIG 7A, prior to

recei ving code signing registration requests and code signing requests from
sof tware application developers, as will be discussed in greater detai

with reference to further steps of 15 mgghod 400, a private key/public key
pair needs to first be generated, so that the public key can be attached to
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random t he nunber, the stronger the generated wll be. A good source of
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random [ 00Bréided tupos r@cﬁﬂ&ﬂis@ﬁtmu@;éi%&ﬂéﬂeﬂ&iy&hé%ﬁﬁdﬁ@déﬁ JorQud degr that is
made 15 example, while the random data service executes, random data may be

generated in predefined-sized blocks (e.g. 20,000 byte blocks) continuously. At

this step, the generated random data is considered {(e.g. continually, by polling the

random data service at some inferval, such as once every 0.5s), and stafistical

randomness tests can be applied to the sequence of random data blocks.

20 Various randomness tests (e.g. a Federal Information Processing Standard (FiPS)
test, FIPS 140-2) are known, and one or more of such tests may be applied to

facilitate a determination of the quality of the generated random data.

[0089] Depending on the randomness test used, and the manner in which
results are provided by that randomness test, it may be possible to map each

25 result onto one of a number of pre-defined, qualitative measures of randomness
quality. For example, the random data service may apply a predefined mapping
in order to indicate the randomness quality at any given time as satisfying one of
the following states: unknown, unacceptable, poor, acceptable, good, excellent,
error. At step 412, this indication of randomness quality may be displayed to a

30 user of the code signing authority application (e.g. an administrator of the code
signing authority).



5 accessible to the code signing authority application for generating
public key/private key pairs. The random data servi ce nmay gat her random
data derived froma few different sources, including serial ports, w ndows
cryptographi c APls, keyboard and nouse events, and hardware tokens, for
exanpl e. The random data service is adapted to provide three primary
functions: to gather random data, 10 to provide random data to applications
that request it, and to provide a neasuje of the randomess quality of the
random data it has gathered. [0088] At step 411, the randomess quality of

the data prgweged by ’ ’ i I.S.p rm ln.this
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under st and. gﬁst usgs wll 'be famliar with the traffic light icon, and

this i mge "€RHVeJ¥ salede TeAtBERYTay the current quality of randommess of
20 [0093] One possible mapping of the seven initial states noted above into'a
color for the traffic light icon may be as follows: ‘
Red: {unknown, unacceptable, error}
Yellow: {poor}

Green: {acceptable, good, excellent}

25 It will be understood by persons skilled in the art that other initial state sets and
further mapped state sets may be defined in variant embodiments, and how they

are predefined may depend on the specific randomness test(s) employed.

[0094] An example dialog box of a user interface in which the traffic light
icon is displayed is shown in FIG. 8B. A descriptive identifier (e.g. based on one
30 of the seven initial steps, or a different identifier corresponding to the color of the

light being displayed) may also be disptayed with the traffic light icon as shown.



10 the nunbers that wll be used to create key pairs for code signing
applications. [0092] The traffic light iconis used to illustrate the
current |evel of randommess quality, and can display one of three colors
(e.g. red, yellow, green) based on the current |evel. Red represents a
state in which keys should not be created because the randomess quality is
very poor, or because the 15 randommess quality cannot otherw se be
verified as being good. Yellow represemps a state in which the quality is
poor, and one where it would not be reconmmended that keys be generated in a

security- copaClotitor ﬂ’%ott'éfﬁé‘ﬂ %gﬁ Be p‘?@g eg(?l? gth%p@akl% y Fg{ eat .e

randommess, and users are. |se 'S reI veI
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- [ 0095] Af t ebealisabiedi wiadn afiRed lighte andocla rvielkey Kyhal is SHowA. dn:ﬁ@b@tﬂ%eaé st ep

may be asked to confirm their selections if an instruction to create a key pair is
received while a Red and/or Yellow light is shown, in variant embodiments.

[0096] At step 414, a private key-and a corresponding public key are

15 created in known manner (e.g. using an RSA algorithm). At step 415, the private
key is stored for future use by the code signing authority (e.g. in private key stare
466 of FIG. 7B), and the public key is deployed. The public key can be attached
to sensitive API(s) that the code signing authority wishes to protect, or it may store
the public key in a repository, which is made available to code signing system

20 components executing on computing devices when signature verification is
required. In FIG. 8C, an example dialog box is shown, where users of the code
signing authority application can send a created public key to API authors (e.g. via
AP authoring tool 462 of FIG. 7B) to embed in their APls, in order to protect those
APls.

25 [0097] It will be understood by persons skilled in the art that the features
referred to in the description of FIG. 8A, including the displayable traffic light icon
for example, may be implemented in other applications adapted to use random
numbers, for generating objects other than key pairs for code signing. For
instance, these features may be employed in applications where personal

30 identification numbers (PINs) are generated, or in applications where session
keys (e.g. used to encrypt data in accordance with a symmetric encryption
algorithm) are generated.



5 412, a user of the code signing authority application may direct the
application to create a key pair for signing (e.g. by clicking the "Create
Key Pair" button of the dialog box shown in FIG 86). In that case, an
instruction is received fromthe user to create a key pair. In one

enbodi nment, the user may choose to create a key pair regardl ess of the
state depicted by the traffic light icon. However, in 10 vari ant

enbodi nment s, the option to create keys hat is dlsplayed to the user nay be
di sabl ed when a "Red light" and/or a §e||OM/|Ight i s shown. Moreover,
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associ ation sensitive APIs, subsequent steps of nethod 400 are
perforned vigen thiogdi @W\Hﬂ%mab\ﬁﬁb%@ﬂl on devel oper devel ops an application
that needs to access the APIs that have been classified as sensitive. 5 At

step 420, d0P8¥flst r aff AP rdduasegistiation seqaursy ipceiNed BH U Gy dut hori ty
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sensitive regi stration request is then processed and a
det er ni nat |f@QISﬁgflqweﬂﬁéﬁthwudﬂﬁénmf@ﬁgw et 1Y hsdiRedbydhe Gpde 3@85& ed. Step

420 1S 9GS Chuhsifly W\ JHaR RE idlki®) br the SBrkARRAplicdtRnUEaBRber. ST Ment s,
information may include typical identification information (e.g. contact information),
and may also include credit card information that can be verified by the code
signing authority. This information may, for example, be received through any of
a number of different bands of communication. For example, data may be

25 exchanged via Secure Socket Layer (SSL) web forms, for example.

[00101] information received from the software application developer is
verified at step 422. For example, a credit card company may be contacted (e.g.

electronically or otherwise) to validate the credit card information received.

{00102} If the verification is not successful, an error message is returned

30 (step 428). On the other hand, if the information is successfully verified (e.g. if the
credit card information supplied is successfully validated), at step 423, a unique
client ID and PIN is generated by the code signing authority application. An



10 [0099]In FIG 9, there is provided a nethod of registering an entity for
code signing services in accordance with one enbodinent. In the exanple
described with reference to FIG 7A and FIG 9, that entity is a software
application devel oper, although it may be some other individual or entity.
Directions to software application devel opers on how to register with the
code signing authority 15 nmay be nade avail able to software application
devel opers usi ng known neans (e.g. thr_gggh an Internet website). [00100] At
step 421, a regi stration request is rec€ived by the code si gni ng authority
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account record is created for a given software developer, the user of the code

15 signing authority application (e.g. an administrator of the code signing authority)
may be provided with a form (e.g. via a user interface 468 as shown in FIG. 7B)
that allows various details or restrictions to be associated with that software
application developer's account. An example form illustrating details that may be
updated in an account record by a user of the code signing authority application is

20 shown in FIG. 10. Some of the details of the account record may be populated
automatically with pre-determined default values.

[00105] Details that may be saved in an account record associated with a
software application developer may include, for example, data needed to send e-
mail notifications to specified e-mail addresses (e.g. a “To:" address, a “cc’”

25 address, a “bcc:” address, efc.). | Flags may also be set to send an e-mail
notification to the specified address(es) whenever a registration attempt occurs,
whenever a code signing request is made, whenever an error occurs in
processing a registration attempt or a code signing request, andfor whenever any
irregular behavior (as may be defined in the code signing authority application) is

30 detected to have occurred. Flags may aiso be set to send an e-mail notification
whenever some other predefined event occurs. E-mail notifications allow

software application developers, administrators, or other parties to monitor an



5 application. [00103]1n a variant enbodinment, the PIN and/or client ID may
be generated by the software application devel oper instead of the code
signing authority, and shared with the code signing authority for storage
at step 423. [00104] Upon creation of the account record associated with the
software 10 application devel oper, the account record may al so be popul at ed
with other information that may be used to manage the software application
devel oper's account, to keep track of _agcount activity, and to provide

i ndications to specified parties when account activity occurs, for exanple.
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per-use” code signing serwces by the cade signing authority. Accordingly, in one

example implementation, a software application developer can have an

15 application signed only so long as his account has not expired and there are

allowable code signing requests (e.g. credits) remaining.

[00108] At step 424, the client ID and PIN, and potentially other registration
déta, are transmitted to the software application developer. While information in
the registration request is received at step 421 over a first band of communication

20 (e.g. an SSL connection), and the client {D and the other registration data (except
the PIN) may be transmitted back to the software application developer over the
same band of communication at step 424, in one embodiment, the PIN is instead
communicated to the software application developer using an out-of-band
communication means (e.g. by telephone, by fax, etc.). This out-of-band

25  communication means is different from the band of communication used to
transmit the client 1D and the other registration data to the software application

developer at step 424.

[00109] In the variant embodiment mentioned earlier, in which the PIN

andfor client 1D is generated by the software application developer instead of the
30 code signing authority, use of this externally generated PIN and/or client ID may

then be confirmed or denied at step 424 [f use of the particular PIN and/or client



software application devel opers, adm nistrators, or other parties to
nonitor an - 33 - account (e.g. their own account or another account), and
in particular, to observe whether unauthorized code signing requests or
registration attenpts are bei ng made under the account. [00106] O her
details that may be saved in an account record may include 5 the setting
for a flag that indicates that an expiry date is to be associated with the
account, and the associated expiry dateyq These nmay be set by an

adm ni strator of the code signing authority, for exanple. [00107] O her
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andfor cli ecrgmmunications. In this context, the public key for secure communications can

be subsequently used by the code signing authority application to verify

messages, such as code signing requests, which are received from the software

20 application developer. In fact, the registration file received at step 425 may, itself,
be digitally signed using the software application developer’s private key of secure

communications.

[00112] The registration file received at step 425 contains not only the client
ID transmitted to the software application developer at step 424 through a first

25 communication band, but also the PIN that was communicated to the software
application developer through a second, “out-of-band” communication means in
accordance with an example embodiment. By using different communication
channels to fransmit registration details to the software application developer,
there is a lower risk that third parties may come to know both the client 1D and the

30 correct PIN associated with that client 1D.

[00113] When the client 1D and correct PIN associated with that client ID are
received at step 425 and successfully verified at step 426 by the code signing



- 34 - IDis denied, an error nessage nmay be returned to the software
application devel oper (flowto step 428 not shown). [00110] At step 425, a
registration file is received by the code signing authority application
fromthe software application devel oper, which constitutes an 5 act ual
registration attenpt by the software application devel oper. The
registration file includes the client 1D and PIN that was transmtted to
the software application devel oper at sfgep 424, a public key that
corresponds to a private key that only the software application devel oper
I S expecte e | - : i t, the
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associated with that client ID. o ]
the information verified by the code signing authority should nevertheless

comprise some details that were transmitted to the software application developer

through one communication means, and some other details that were transmitted

to the software application developer through some other communication means,
20 so that at least some of the advantages noted above may be realized.

[00115] As a further security measure, in one embodiment, the code signing
authority application is adapted to keep track of the number of registration
attempts made against any given software application developer's account. After
a predefined number of unsuccessful registration attempts are made against an

25 account, that account may be disabled. This is to prevent a brute force attack on
the PiN that is shared (e.g. at step 424) between the code signiﬁg authority

application and the software application developer.

[00116] As noted earlier, verification of the regisiration file is attempted by

the code signing authority at step 426 {e.g. by matching the client ID and PIN
30 received with those in saved in the corresponding account record), and a

determination is made if the verification is successtul. If so, then the account

record associated with the software application developer is updated to reflecta



- 35 - authority (i.e. the client IDand PINin the registration file match
the client ID and associated PIN for the software application devel oper as
stored in the appropriate account record of the client information

dat abase), then it can be nore safely assunmed that the public key for
secure conmmuni cations which acconpanies the 5 received registration file
does, in fact, correspond with a private key for secure comuni cations held
by the software application devel oper._3ghe public key can be subsequently
used by the code signing authority to verify nmessages that are purported to
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software application developer, as well as the application to be signed. In one

embodiment, a digital signature of the software application developer

accompanies the code signing request, wherein the code signing request has

been signed using the software application developer’s private key. This

20 facilitates authentication of the identity of the software application developer.

[00119] At step 440, the code signing authority application verifies that the
code signing request received at step 430 is a valid request made from a
registered software application developer. This step may comprise, for example,
obtaining the public key associated with the received client D and verifying the
25 digital signature appended to the code signing request, confirming that the
account identified by the client 1D has not expired, and confirming that there are a
sufficient number of credits indicating allowable code signing requests remaining

for that account.

[00120] If it is determined that a valid request is being made, then at step
30 450, the account record associated with the account identified by the client ID is
updated. This may comprise decrementing the number of allowable code signing

requests remaining, for example. In some embodiments, information refating to



determnation is made if the verification is successful. If so, then the
account record associated with the software application devel oper is
updated to reflect a - 36 - successful registration at step 427; if not,
an error message may be returned-to the software application devel oper at
step 428. Specifically, at step 427, the account record may be updated with
the public key received at step 425, for exanple. This public key is stored
in the account record of the software_3-application developer in the client
i nformation database and may be used in the future to verify
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then at 1§t efie digital signatures that need to be generated may be included in a code signing
request, and the appropriate private signature key can be used accordingly to sign

the application at step 470.

[00124] If it determined at step 440 that a valid request has not been made,
then an error message is returned at step 480. A notification e-mail may be sent

20 at this step depending on the account settings.

[00125] it will be understood that any actions taken by a user of the code
signing authority application (e.g. an administrator), including the modification of
account records or the initiafion of a code signing key pair creation for example,
may be conditional upon successful verification of a user password or upon the

25 provision of some other access control mechanism.

[00126] It will be understood that steps 430 through 480 may be repeated
where multiple code signing requests are received from the same software
application developer, and that steps 420 through 480 may be repeated where

code signing services are provided to multiple software application developers.

30 [00127] While a digital signature generated by the code signing authority is
dependent upon authentication of the software application developer and



30 450, the account record associated with the account identified by the
client IDis updated. This may conprise decrenenting the nunber of

al | owabl e code signing requests renaining, for exanple. In sone

enbodi ments, information relating to - 37 - the request may al so be saved
in alog, which may be stored in the client information database (e.g. 464
of FIG 76) or on sone other storage device. [00121] At step 460,
notification e-mails may be sent to adggesses identified in the account
record in accordance with the settings in the account record. 5 [00122] At
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~settings. signing authority receives a software application from a software application
. developer for signing with a code signing request. That application is then signed

by the code signing authority once the identity of the code signing requestor is

authenticated, and certain account information of the requestor has been verified.
15 Signing of the application fypically involves the generation of a hash (or otherwise

transformed version of the software application) by the code signing authority, and

the subsequent encoding of the hash with the appropriate private signature key.

[00129] However, in another embodiment, the application to be signed by
the code signing authority is not received as part of the code signing request.

20 Instead, a hash (or otherwise transformed version of the software application) is
received with the code signing request, where the hash has been generated by an
individua! or entity other than the code signing authority, such as the software
application developer himself for example, using the same hashing algorithm that
the code signing authority would have otherwise used had the actual application

25 been received by the code signing authority for signing. The hash can then
(subject to account verification) be encoded using the appropriate private key by
the code signing authority. Since the original application is never received by the
code signing authority in this embodiment, software application developers need
not fear disclosing confidential algorithms or data. Furthermore, the code signing

30 authority may benefit since any risks associated with the applications may be left
to remain with the software application developers. The code signing authority

would then typically be under no obligation to check or verify code integrity, or to



[00125]1t w Il be understood that any actions taken by a user of the code
signing authority application (e.g. an admnistrator), including the

nodi fication of account records or the initiation of a code signing key
pair creation for exanple, nmay be conditional upon successful verification
of a user password or upon the 25 provision of sone other access control
mechani sm [00126]1t will be understood that steps 430 through 480 may be
repeat ed where nmultiple code signing reguests are received fromthe sane
sof tware application devel oper, and that steps 420 through 480 may be
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si gned by'ﬁﬁ%"@%gﬁxggﬁﬁémgmdﬂﬁ%%ﬁ?@?g%%%%dFﬁgg&%éntity of the code signing
requestor is authenticated, and certain account information of the _
requestor has been verified. 15 Signing of the application typically =

i nvol ves the generation of a hash (or otherw se transfornmed version of the
software application) by the code signing authority, and the subsequent
encodi ng of the hash with the appropriate private signature key.

[ 00129] However, in another enbodi nent, the application to be signed by



the code signing authority is not received as part of the code signing
request. 20 Instead, a hash (or otherw se transformed version of the
software application) is received with the code signing request, where the
hash has been generated by an individual or entity other than the code
signing authority, such as the software ﬁgplication devel oper hinself for
exanpl e, using the sane hashing al gorithfiYthat the code signing authority
woul d have ot herw se used had the actual application 25 been received by
the code signing authority for signi ngtCLAHMdShash can then (subject to
account verification) be encoded using the appropriate private key by the
code signing authority. Since the original application is never received by

the code signangeMebFHrbViding ddticSsighi@lciviabs, theirhembE cabiprishay tHehsteps
devel opers need not fear disClosing confidential algorithnms or data_
Furt hernoref: t he code signing 30 authority may benefit since any risks

associated with the applications | eft to.r ' | of t war e
appl i cation devel opers. Tﬁée%%(@?léﬁl?ﬁegasigbﬁ&?ﬂb{@@%%ngﬂe[‘tﬁ%%&?}y% cally be
under no obl i gatdoprespBnéinggifivate K&y, iverentigacnpailid key and cobfresporitfing ensure

that privacy policies are adhered to, for exanple, since it never receives
the actual appl iRialekey isregsociategwith an gaplicalips preglemming iatdtrcedhates t he

anount of data t%}ééﬁ%d%ﬂﬁﬁe@é@%ﬂ%ﬁ@éﬂ hority application needs to handle
S

when processing code signing requests. 5 [00130] The steps of one or nore of
the nmethods described her elepiowiyg (1 Hreachdubliakeyemdistatihg (418)tewhe

I nstructions stored on conputer-yeadabl e nedia, which may include

transmi ssi on- t yFOTeSRPEAINGIINEIE K@% i nventi on has been described with

regard to a number of em?@%ﬁ%ﬂ%@%@ e‘t’l’erast bhe‘@nﬁ?ﬂ@?ﬁgg?%@ﬁrﬁ)%ﬁkes;

persons skilled in the ar r variants I'catl ons may be
made w t hout departing fr oeceinimgs(d3paaiodersigning cequeast tasigmed safteraien t he
claims appended arbeprlice:ét?dn or4 t?as%‘ fbﬁle'}'/gof from a requestor, the software application
accessing a sensitive application programming interface when run on a
computing device, said requestor being an entity registered at the
registering step, wherein the code signing request comprises the software
application or hash thereof that the requestor is requesting to have signed
with that private key, amongst the at least one private key created, that is
associated with said sensitive application programming interface;
digitally signing (474) the software application or hash
thereof, wherein a digital signature is generated using said private key
associated with said sensitive application programming interface; and
transmitting (474) said digital signature to said requestor;
wherein the registering step (420) comprises
receiving (421) a registration request from an entity
requesting registration for code signing services, wherein said registration
request comprises data associated with the identity of said entity,
authenticating (422) the identity of the entity by validating at
least a subset of said data in said registration request,
| generating (423) an account record for the entity, wherein
said account record comprises at least a first and a second identifier

associated with said entity,



1. A nethod of providing code signing services, the method conprising the
steps of: creating (414) at |east one public key and at | east
one correspondi ng private key, wherein each public key and correspondi ng
private key is associated with an application programrng interface that
has been identified as sensitive; depl oyi ng (415) each public
key and storing (415) each corresponding4$rivate key; registering (420) at
| east one entity for code signing services; receiving (430) a code signing
request to sign a softwar draapgphittingt (484) one ld $tine fitst pedfsetonthidentifigseit or

|t er face when. 1A B MR Eet s Don ShAane LA G R Ph AR ASTR

registered at thebagiddfifleROvisl £BiffAIR! Sbsbrid Bompfimicition dianheguest
conprises the software application or hash thereof that the requestor is

requesting to have signed receivingh425priregistratie fileaffomosaid eptityaginteast one

private key created, that is_assocj i th, sal Ny i [ Qn

D vale Koy preated. Ihat haRnerleaR el A4 U PR AT
appl i cation or hasth of BaidembEs andseedrid Riedtibélsadriciitg agtopting Saideagisaation usi ng
said private key associated with said sensitive application progranmm ng

interface; and request transmtting (474) said digital signature to
sai d requestor; wherein t i i i :
receiving (421) a registra I%@ﬁ@%ﬁ@g@?ﬁﬁgﬁ%%m &3 redciﬁge?t?rrll%rto

registration forregeitihgstheriode sigingcegquestt{d48e).n sai d registration request
conprises data associated with the identity of said entity,
authenticating (422) the identity of the entity by validating at |east a

subset of i I i G-r £qi Wolg™ . j ;
sccount recor ANFapeikd Tt ARt ik CidRRer citiRicNs Ao iddnter,
| east a fird) amdwhesir thedseabmalt idéntfierasmyprisssaal peisohakidediificationynumidar
transmtti r}g&(g424) one of the first and second identifiers to said entity
via a first rmruni cati on channel and the other of the first and second
identifiers via a different, second comuni cati on channel, receiving (425)
a registration file fromsaid entity, and

3. The method of claim 2, further comprising the step of generating the client ID

and the PIN.

4. The method of claim 2, wherein at least one of the client ID and the PIN are
generated by the entity and comprised in the registration request.

5. The method of any one of the preceding claims, wherein the data associated
with the identity of the entity comprises credit card information associated with the
entity, and wherein the step of authenticating the identity of the entity comprises

validating said credit card information.

8. The method of any one of the preceding claims, wherein the first
communication channel comprises a Secure Socket Layer ‘SSL’ connection.

7. The method of any one of the preceding claims, wherein the second

communication channel comprises one of felephone and fax.

8. The method of any one of the preceding claims, wherein the registration file
comprises a public key associated with the entity, and wherein the method further



confirmng (426) that said registration file conprises at |east both of
said first and second identifiers prior to accepting said registration
request; wherein the registering step (420) is perforned prior
to receiving the code signing request (430). 2. The nethod of claim1,
wherein the first identifier conprises a client identifier 'ID and wherein
the second identifier conprises a personﬁ? identification nunber '"PIN . 3.
The nmethod of claim?2, further conprising the step of generating the client
| D and t he cBhiprises.thdlstepret stodngthe pablin Rey farduleire vertifidations iiomhielf thehe

client 1D and the PIN ar enerat.ed by the entit d mpri.sed in the
registrati d’r‘r‘%"@@f&&éﬁ pseq}fo %‘T’fg‘?ﬁe‘ﬁ’ﬁ&ﬂ‘ %$“€§H{F %]Mﬂ@ﬁﬁ?&%@r ng cl ai ns,
wherein the data associated with the identity of the entity conprises
credit card information associated with the entity, and wherein the step of

aut hent i catd.n4 admepitdereadaplemediumd06: 0B mamprisiag ingtiuglienyrsai d credit

wherei n ¢ nderring B pe & M menior 8 cEifigfin 2V eIt P Piaime.
"SSL' connggidrgh said inskf:tiBRS Bes eréotableone a@onipLeingr desel (1903] ai ns,

wherein the second communi cati on channel conprises one of tel ephone and
fax. 8. The nethod of any one of the preceding clains, wherein the

regi strati fq i i : | i 3 inty, and
wneroi n-t neltdt RERERTRERLTET ol SodEHiofiREr S Toes, thmpriting aientys) 1%, o,
1; or I ult ure iNﬁE’ﬂnbii@ﬁUia(atﬁasigr(#M) fdtﬁ hstdﬂmg?a![pllljraliﬂge;f :’esousia?cbcds«agd?/ccade i

igital signature received from entity. : opput er - readabl, e .medi um
(106, 108) Sanips ety ﬁ§pp%lqndﬂ§ii ¥ %Mﬁﬁﬁg@%@@@@?g&?@e@ﬁ hod
as clainme i L% r ons
are execut égpg?gb\#@%g%%%ﬁg%ﬁ\ﬁl&ce&??gﬁagl:anO %@y@t)gnb(%lgg;ﬁ pgg '
provi di ng code signing services, conprising a client infornmation database
(464) for storing a plurality of account records, and a code signing

authority application (452) which, when executed on a conputing device
(100), perforns the steps of the nmethod as clainmed in any one of clains Ito
8.



