PCT/US2020/045636
1/11

WO 2021/041014

W E

v:\.®

801
80IA8( Jasn
SOT 0l
0l SINPO
sisAjleuy Ysiy
kS
T
" |
01/ | GOF SO ! 20T __
| INSH Jonieg Aejoy _ JaAJeg auluQ 601
[
[
_ oll “
" au0Z ainoss |
001
(SDD) waisAg |elpoisn) jasseoidAl)
vl r\;@
801
a0I1Aa( JosN




PCT/US2020/045636

WO 2021/041014

2/11

a|INpoN ANoag asempieH

sAoy| ajeAlld paleIauan) HO

wQ

wole

J

...r0~0
122 \rO\

G0l A
9UO0Z 2lndaS

sessappy yinen | @

7N0ZS) —.
:.htmEm

16641

~zge, (@

NNN\ 201 _/

v¢ Old

auoyd Jasn
(®)

SUBSTITUTE SHEET (RULE 26)



WO 2021/041014

3/11

Server computer receives request

from a customer, via transactions
application, for deposit of a

specific amount of a specific asset

f 201

request to HSM

HSM uses private key of

public-private key pair for the
deposit

address from public key of new
key pair

HSM signs blockchain address
with Organization’s private key
and returns signed blockchain
address to server computer

f 206

Server computer causes
signed blockchain address to
be presented to customer by

transactions application

L

CCS application verifies

203
Organization to generate new f

f 204
HSM generates blockchain

f 205

202
Server computer sends deposit f
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f 208

Customer initiates deposit

transaction

No

209 210

Transaction
complete and

confirmed
?

Timeout
No o

Yes

211
: )

Server computer notifies
customer that transaction
complete

207

signature of address before
presenting to customer

212
; S

Server computer notifies
customer of error

FIG. 2B
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Server computer receives request
from customer, via transactions
application, for withdrawal of
specific amount of specific asset

f 301

Server computer checks policy 302

in vault of this asset to identify f

individuals whose authorization
of the withdrawal is required

Server computer sends
request for authorization to
mobile devices of individuals
identified in policy as quorum
members

f 303

304

Quorum
of authorizations
received & authenticated
within timeout period

Yes
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307

Passed
Risk
Analysis
?

Yes

308

Quorum
of authorizations
received & authenticated
within timeout period

<+«——No

Yes

i / 309

HSM signs transaction with
private key of blockchain
address and submits
transaction onto blockchain to
execute the withdrawal

v

Server computer passes
request to Risk Analysis

Server computer sends f 310

transaction denial
notification to requester

Risk Analysis

FIG. 3B
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Receive operation description

from relay server

402

Organization

verified
?

Yes

403
: S

Look up policy in organization’s
or vault’s policy map

f 404

Look at policy for internal risk

reviewers to determine which
and how many internal risk
endorsements must be fulfilled

Is any

No—»
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f 401
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407

Do
valid
endorsements

<+«——No

endorsement
“‘REJECT”

Reject requested
operation (Return
‘REJECT” to relay

server)

endorsements

satisfy

policy
?

Yes

Analysis passed

Yes

409

Requested
operation
Valid

Yes

f41o

No

valid
?

Execute requested
operation
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Online User Device

Receive operation description
from CCS via Internet
501

Transmit operation description
to offline device via an offline
channel
202
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Offline User Device

Receive result from offline
device via the offline channel
507

Receive operation description
from online device via the offline
channel
503

Display operation description
and prompt user for
endorsement
204

endorsement
received from user
within timeout
period?
505

Yes

|

Transmit “ACCEPT” to online
device via an offline channel

206

.

Transmit result to CCS via
Internet
508

FIG. 5

Transmit “REJECT” to online
device via an offline channel
509
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Transmit, by a server computer, an endorsement request for a cryptographic
transaction to a user device associated with a user and configured to cause the
user device to prompt the user to endorse the cryptographic transaction
804

v

Receive, by the server computer, multiple data points collected from one or more
mobile devices associated with the user, the plurality of data points indicating an
identity of the user
808

v

Receive, by the server computer, an endorsement of the cryptographic transaction
from the user device
812

v

Generate, by a risk analysis module, a graphical visualization including a risk
metric based on the data points, the risk metric indicating a risk of accepting the
endorsement from the user device, the generating of the graphical visualization
including determining whether each data point matches an expected value of the

each data point
816

A 4

Responsive to the risk metric being below a threshold, transmit, from the server
computer, the endorsement through a relay server to a hardware security module
820

v

Generate, by the hardware security module, a cryptographic key associated with
the cryptographic transaction
824

FIG. 8
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