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WD 2004/ 086228 PCT/ AU2004/ 000387 -1 "Security System
and Method for Conputer QOperating Systens" Field of
wo b@4fosozesit i on This invention relates to a secRCT/AY2004/000387
system for securing data and information 5 stores in
conmput er systens and a nethod of securing the sane.
More particularly, the invention relates to a
security system and nmethod for securing an operating
system of a conputer. In the context of this
“Sedmity S nP AndaVIEEHBUEGH C S 8t Opetgfih stémisficl ude
a conmpufer having a ceniral processing unit and
a storage device, which 10 may be a hard disk, CD R'W
or other read/witeable data storage nmedia or any
conbi nation of the same, and a network incorporating
one or nore such conputers, as in a client server
Fichy Sk & ieii®Sgl herein, an operating systemof a
conmput er conprises software and data which provide an
interface between a user and the hardware of the
ThisOMREhfdn r@ﬁ—ﬁes I3 Me%ﬂri%@%ét@h g s@&@ﬁﬁgeﬂa%r% iff8rmation
be run on the conputer. perating system nmay
stotdeerief comphardisgsiemerdnaca troeipedi pheseduringr dwar game.  More
.chedul e tasks, allocate storage, .and presept ,
pardEn Bt feripus riRbra SR A St iP sk 2" o Frctibr dor securing an
opdYaffg a0kteh$ of HRBHMerThe user interface may conprise a
command | anguage, graphical wuser interface or w ndow
system An operating system | oader, BIGS, or other 20
In tHe BYRIeRt ' QHIs" SfledHicdlBAl o bBﬁpﬁF?rV‘Q;%?el‘n,n t@éf(ijhétg t@'nclude a
operating systemare not generally considered part o
corapuispdravinghg sgsiranprotassingrunit' (@GP tarsha sterageedevice, which

- herein tq mean tion, zone,or. conti guou roupin

mayibea e SekeCPaRIY, voaihgf fealBicatis A sdog ahedia or any

corfibiatied 6 ther 8Bkl Néhd he FdtROACENcERGYStthg Dhe or more such
Thr oughout the specification, unless the context

COmpHieTs @5 ibteheliant servartsysigon.d “conprise" or variations
such as "conprises" or "conprising", wll be
under st ood to WO 2004/ 086228 PCT/ AU2004/ 000387 -2

As juspthhergis, ancnesaiing systamsofa eamputeyeomprisgs softwarfe and data

whfcﬂtp(?g\%trjé a%ui%tgr?egcet Qeetw%)éﬁlauaéeornanocj the hardware of the computer, and
which control all other programs to be run on the computer. An operating system
may therefore handle interface to peripheral hardware, schedule tasks, allocate
storage, and present a default interface to the user when no application program
is running. The user interface may comprise a command language, graphical
user interface or window system. An operating system loader, BIOS, or other
firmware required at boot time or when installing an operating system are not

generally considered part of an operating system.

The term “partition” is used herein o mean a section, zone or contiguous grouping
of data blocks in a read/writeable storage device created by formatting the storage

device.

Throughout the specification, unless the context requires otherwise, the word

“comprise” or variations such as “comprises” or “comprising”, will be understood to
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any other integer or group of integers. Background Art
In these days of w despread conputer usage, data

W@ @nmsh2081 a conputer system 5 is becom ng  PCT/AU2004/000387
i ncreasingly accessible to a variety of users. This
may occur directly in real time via local and/or
renote use of a conputer syspem by different users or
indirectly via the | oading and runni ng of conputer

e at predeterm ned tines automaticall r .
im it Musion bt cotekiniger o5 it P! RS Bk teygxclusion of
ang@¥eitiniebef 8PGHILYY of 1R ks allow ng renote access to

comput er systens via 10 | ocal area networks and wi de

area networks such as the Internet, and the ready
Belckanshes 4t conputer prograns and data between

conputer systens, either manually via floppy disks

and CD ROMs or automatically via computer networks,
| i . . ¢ - 0f B IRb
n gi%re ed So nd)fmg%rgg%édd/a( W%gbﬂ&rg{sgg @’o§a@2%%€g{ ef‘s iE%[%BUter system
is becuningdgntneesieabi aciessifle paparavigiyt of wpenst diie maysodeur directly
. 1S, nowW co pl.ace for conputer systens to .
in {eRL BFSoriadecal ghelon et WSEHY regumPIRT sy efai by diffaspaysers or
indifketidaia tA8dohdiher 7 IrOANPLOSE EoRputdtepRIPaRECatd 8 deermined
_thereof fromhostile conputer prograns, and user ]
timgst adtemaiigallywrpnacually &y alusewm ofgthepceaputarnsysiegm. With the

sl PR B b AR PO R g R e v
lodahered attworké anbdewideearca2fetivopk Blighnawithd Inkshet, WpEsthe ready
of anti-virus software and user authentication

trapRiY oeloLemed PrRAaS Anchedla EtWaen eaapUtdiesysipws, either
ma‘?fﬂéﬂg'tvgﬂﬂefabarzgfsﬁ?n@ CWRFJR/(I)% 5{ Eﬁﬂ)"‘hétﬁgll}/% BSmlpg’rtﬁrol?etworks,

exec contro e operatfng sys
tha secwrityrpod éntegiyrafejata angrinformegtios istaretl @n theakad/write stores of

ti-vi or. user authentjcation software to function
coRpHieTE (9 hosamingarcraRs et Pae MBI eR dRPATIZRCDe abl e t o

power - on, boot-up and 25 i nvoke the operating system
"cleanly", withoyt any virus or security defeatjing
It i NOUeSBTIoNY Plaes o Ceme Ut RYSIeaRS i MoAEPArAles ANtivdIUsT software
_ C _ ¢ .
n rtashofis B3 Lokl HE RGNS 54188 rPlyd St Rohoreor
frotry pestile sompsatarhpitogramiss amdt esgt anthenticstau mpeocddures allowing

pr%ﬁ%r%ﬁgf?éﬂg}@gb Lf%‘é%{:(‘é%sg:}pglat | %béiﬁg%%%@%r SonSEEH B storage
delled lohOIMBARIE Ystens, dependent upon the status of the user.

A problem with most types of anti-virus software and user authentication protocols
used today is the very fact that they are embodied in software, which is required
to be executed under the control of the operating system of the computer. Hence,
a pre-requisite for such anti-virus or user authentication software to function
correctly is that the computer system must be able to power-on, boot-up and
invoke the operating system "cleanly”, without any virus or security defeating

processes affecting the computer during this time.

In the case of anti-virus software, most of this software depends upon having
some knowledge of the virus or type of virus that it is attempting to secure the

system from. Hence, the anti-virus software needs to be constantly updated and
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entered onto the conputer system before a particul ar
virus finds its way to the conputer system As

W@ e00@asa228/i r uses can be extrenely hostile and PCT/AU2004/000387
destructive to conputer systens, the lag tine between
the first occurrence of a virus and the production of
software 5 to conbat the vigus still creates a w ndow
wi t hi n which oftentl mes irreparable darrage can occur

a| n co syste i nf ect
enfifed S ik COMPL e S EEIR Bpegiek s odnBnfifes’ts way to the
O@@hta\élyg@nsoftware does have a tendency to be
sel f-pérpetuating. Thus whilst better solutions my
have been proposed in the past to conbat viruses and

As%éﬂé"ﬁ O%u%%ée(t; Béréﬁﬁén‘fgl ‘Fln%tsﬁleaé(]ﬁh HOL&RS b't@rbon‘i;ﬂﬁer systems,

state 1 has emal hed aroun dopt ing a
theslafttivae @ebmﬁmmemrsbockaaremetdzf 4 Wigus pnad e production of software

to Binttat Re. ks B AreteH 4 | GReA| MR BPETT BtPRRTeS digparable

dafn%@b' bﬁﬁtoédﬂjr%eééﬂéinn%kﬁpﬁﬁ@r QUsteRRUiTRElcSie WithC 88818 a virus.
data stored on a conputer system have been

Inq@edpﬂwearqdmctnm Oba@tuszes—@m@aeﬂ-vwﬁ@@ﬁme Kage hewerp tendency to

be SR Bl BB  Tiis, WL b s i B HERRRR blobelsBa in the

pasie@liongishtumebes AheeReLINAG tiIRé sacdirttg bh dagl and kitfoimeativd, ithe state
beyond the nere | oadi ng of executabl e prograns,

of BNt Das FaRBIach rAUEF AGORAD & SEOKATCLRNTRBRB gl deafruith the

pr&q&lhatl ng system of a conputer is typically stored on
a read/ witeable storage 20 device or a CD-ROM The
abovenenti oned security problens apply where the

No %ﬁéhcﬁ‘iﬂgs%?st e\lrgro%ssﬁgfﬁgarggarfsede?w%hé SaRich P@grﬁ‘@ﬁ\sically

evice su as a hard Ve I'n con

mast oreliaglet bad apsiliaht irg pss\adrgimgonings CP Atherissddescess to data
security but sacrifices flexibility because the

s %@%p&ar@w&%ﬁy%ﬁh&@@@mm%@e g em?e%tcﬁﬁw@e/@v these
e t

haf AL G ARIT SBEY eSS ) gl hapiabiy o dferont and

chamgihgdbnyatiing €Bnéads ot haval @thfeddxmtia@act@rt of a technical

v PRV S e 0GR sp Bl i orer o make

thePr BFALRROG! 8B8deratibnalD scl osure of the Invention

The operating system of a computer is typically stored on a read/writeable storage
device or a CD-ROM. The abovementioned security problems apply where the
operating system is stored on a read/writeable storage device such as a hard disk
drive (HDD). In contrast, storing the operating system on a CD ROM provides
security but sacrifices flexibility because the operating system cannot be modified,
and the computer can only be operated with the CD ROM itself. Further, the
operating system can only be upgraded by replacing the CD ROM.

It would be advantageous {0 secure an operating system for a computer in a

read/writeable storage device.
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In accordance with one aspect of the present

invention, there is provided a security systemfor an
wop@rasdeg) system of a conputer having a host PEnAD2104/000387

processing unit (CPU), nenory used by the host CPU to

| oad prograns in order 5 to operate the conputer and a

read/ witeabl e storage devicg for storing data to be

handl ed by the conputer, the security system

. risinkg; security partition forned in the storage
D'%‘gf\ﬁ%é'l&g O\?A%Q?ZV“eqtﬁ%" operating systemis stored in the

security partition; profiling nmeans to define at | east

two different data acces rofiles with 10 respect to.
lntqpé:ogq%}cggyl eW%ea?QﬁCsL@e&“? BFeste_ﬁ@ 'Bﬁm%rﬁheﬁés provided a
S@@Gﬁ'@sﬁléﬂé@f fdrean asferdid SyE@asl/oi 4 L@ s Res halhgdat Rost central

stored on said security partition, and the other
pregaseig BRib{EPY) amenay niged i thekhogt CRUelo logd gwogssns in order

t P 955 oD B b BRIS B e B U Hhbbcate o pe
hadlalea Bcitesrhglieeane sbeultgsiysteiY cokpi@iifgt he security

partition in accordance wth the particular data
access profile defined for a user effecting data

accas%é&&% hearSfich d@endle Y @8e oY dBAREE] GMeAin ptﬁ'tbnéperating

in time, wherein said bl ocking neans is independen

and S¥eigaT st dBPipddipine gaewly ®asiitiorsai d host CPU to

i npose and continuously nmaintain the requisite |evel

of 20 data access to said security partition for ,
usepsofitingemeang teadefingaat least dwe differardodatanaccesstprofiles with

" the t C rofil her eof .reqgardl ess ,
RO AL e AERES ToLh 0 RO PhegE R et prome
Pr etetithihy  rebbiAvrii@ Catceby 6 WitanstoRe vAesaid securityt [?]aértition, and

aut hentj cation neans to authenticate a user of
confift etherApcass Rreile sseribiag aihlocking:leys! pf access thati does not

cong,j [ LAG. e nt r ol
Subéé%gmrﬁgggg%§&0§£ﬁgé§%ggﬁ y'op?ara&gt ion in
accordance with the data access profile of that user,

bef j id securit

Dot B gHis T 218501} BosRG s 3R Blckoe nost 0P
pr o&nd ethef sedurity pasiition 02200086 248n the particular data access
PCT/ AU2004/ 000387 -5 Preferably, the security system

| ncPOIER ApRRLERS s e alfRcting diaa Agents b thermiorage device at any

particular point in time;

wherein said blocking means is independent and separately configurable of
said host CPU to impose and continuously maintain the requisite level of
data access to said security partition for users effecting said data access in
accordance with the particular data access profile thereof regardless of the

subsequent operations of the host CPU.

Preferably, the security system includes authentication means to authenticate a
user of the computer having a prescribed data access profile and configure said
blocking means to control subsequent access to the security partition in
accordance with the data access profile of that user, before that user is able to
access said security partition regardless of the particular data access profile of
that user.
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host CPU for controlling the operation of said

bl ocki ng neans for bl ocking access between the host
W@CRJ4a8228 he st orage device in response to saiPICT/AU2004/000387

aut hentication neans. 5 Preferably, the bl ocking

means bl ocks all data access by the host CPU to the

data storage device before_gnitialisation of the

security system and includes intercepting neans to

orb 5 e, Sy, o S BEEES  BEHEL or e

hoBEEPS) fdricaheofifblgthe TlefatRirosssd rwodm@gaﬁueefrfs%t— Blocking access
i ndependent control of the host CPU nd

bebyesn g BestoRPLf and éhe sippage dervigedn rappeisssty aaidtavthentication
fvent unaut hori sed access to the storage device,
upon said intercepting means intercepting said data
access immedi ately after said initialisation and

PreBiglifche i dind i SR FadseEhE RyThandi cPU to the data

etcﬁé?@b@ﬁlc@ tsedbitonartalibsmin ¢fthe Recomyiysesmiand ihbluBes intercepting
ected after correct authentication of the user, and

meafisoiopintReer’ Al saisldria gsepRs inmesiiataly aiteiosaid intiakigetion under
th& BSH l'o'?%fa\?cYﬁfo%%b&Hg %ﬁgwe start up sequence of the

conpu ow ng software boot. Preferably, the
security syst em i ncl udes program menory means

AR Ey her 3, R Ly PR BOTRAN gt S ot oPu
andomﬁtgelratn)"m@f ane cdeﬂipLﬂ@Hr&fal ngannke do° asedsSpryehtanauthorised
a prescrib manner to _control said access.

acmﬁ ©rigsi %ﬁorqgeed%\@%rqaoyl sajd infeGenting desanteintergeiing said data
acBBA fn! ?l%{ﬁg/dﬁﬂer Qhidt MRialiSRBH %nﬁe?(?@afrfg%(‘% QSac?]fgt‘%aQﬁeratmg

devi ce uter to store cri
systent obtheadoenputes. associ ated with the basic operation
of the conputer and access 25 to the storage devi ce.
Preferably, said critical data and control elenents
Prefieeatsypgdid edithentization seehrisyeridiges bosiitwaire) oot of the computer to

verifi i on of he storage device and o era i ng the
bec%%ﬁ?ﬁ?‘ira oF K97E aemqrgtlcaﬁgort P& tag (ﬂse@ea p&msa@g means
pefdifis $boahkl oﬁ%%@'ﬂ‘r@o Era%tff‘\ga 5 t nﬁﬁﬂezg% QE%ence of

PCT/ AU2004 enti1cation
theremnpuiancfdﬂlu!msgaaid)gmftwarerbdojtl ng neans to enable a

Preferably, the security system includes program memory means independent of
the memory of the computer and the storage device to unalterably store and
provide computer programs for operating the processing means in a prescribed

manner to control said access.

Preferably, the security system includes memory store means independent of the
memory means and the storage device of the computer to store critical data and
control elements associated with the basic operation of the computer and access

fo the slorage device.

Preferably, said critical data and control elements are supplied to and used by the
host CPU for verification of the storage device and operating the computer

independently of the storage device during the start up sequence of the computer.
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user of the conputer to enter a login identification

and password and have that |ogin identification and
w@amsmenads verified to authenticate said user bePCTgU2004/000387

aut hori sed user of the conputer having a prescribed

profile of access to the 5 storage device before

allowing the start up sequenge of the conputer to

proceed further. Preferably, said | ogin

PraffEEhy, thé 3 iyRafaR A Nguaks 21DAR LS Fitng ks I gpale a
usé?racbﬂth@rd;dmgaﬂer%te&]téma l6gint iHiehtifictioAEard passwed End have that
| ogi n veri means accesses sai d crltlcal data and

lOgUbrﬂ@ftirﬁcatl@’\ ear@hmswmd ofrified tpuenthantieals eaidbfusgr being an

e r C

aulf§d THEH 5Pl ol DO, FRTELCF SrBAaE pliachesgoes o tne
stoksyetsviod bateressliopgndgittié ethrf 0p saquandd of tleedompeterdb proceed

the conputer to prescribed partitions of the storage
furghelii ce. Pref er abl y, the prescribed partitions include

the security partition. 15 Preferably, the i ndependent

processi ng neans and i ndependent program nmenory
Pr%fe@abésdawgdogla igentitigationt arp Gas§Werds pﬁ@%qr@edh@s%rﬁt %nd the

pre%ﬁﬁﬁé& pﬁgf’ﬂ%nS ]ac?%é’"ﬁ‘?&eb ?rPrP farChH sapy chﬁgl}:&%c%a?ﬁ% control

evi ce, nd control
elehusits GAU. sdid laginovatifing meahs acotssms sasideattical dateeand control
esent nventlon there is provided a 20 nethod for
eleg&’]jﬁ F‘h% @%?%?W‘PH@?S‘HJ%H ating systemof a
corrput er from unauthorised access, the corrput er

a host central_ processing unit
Pre-f@@@ﬂwtheecaﬁwlquopggée Q& FCERSY 6?m§nae$ .?gpwépgb% gllgcation of

préé%ﬁhﬁﬁ?@ka}e@ of EP&EE Re M ggd fOFER rahtmoﬁéfsérh& tﬂ@séomputer

prograns | er to operate the co
to predcsbent pgeitidasiof he sloeagetbdde c&mﬁerablm,gﬂwe&ﬁeémbamgamtlons

, securit artition in the storage device, and
'ncgp@ﬂﬁﬁéepﬁﬁgﬁﬁﬁ%é ®Mng systemin the security
~partition; defining at |east two different data access
rofiles wth respect to the stora Vi ce or users
Prejerabhe tb%fﬂﬁﬁp@.ndegher%@é%g By A é[&ferﬂeﬂﬂﬁ@ pggram memory
%99%%858%%95’%/ ggﬁ%@ﬂé&%@% mmn(ee@«%%bt@a@cg@ée%st&wannel

ata stor on s ecurlty artition, and the oth
between the host CPU and the storage device, and off the main data and control

bus of the host CPU.

In accordance with another aspect of the present invention, there is provided a
method for securing and protecting an operating system of a computer from
unauthorised access, the computer having a host central processing unit (CPU), a
read/writeable storage device for storing data to be handled by the computer, and
memory used by the host CPU to load programs in order to operate the computer

and storage device, the method comprising:-

forming a security partition in the storage device, and storing the operating

system in the security partition;

defining at least two different data access profiles with respect to the

storage device for users of the computer, one access profile ascribing
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access profile ascribing a blocking | evel of access

that does not permt wite access to said security
w@aroiosd2es; sel ectively blocking all data acceB&I/AU2004/000387

bet ween the host CPU and the security 5 partition in

accordance with the particular data access profile

defined for a wuser effecting_data access to the

storage device at any particular point in tine; and

I MPOSI .and contj nyousl i ntain ng the requisite

| ev ?a(ﬂ‘?'”%aggc%ﬁ:sct)sgatjaoS%§§$c?ns§%'§r? r%PPﬁﬁP&‘n gng, the other
usepscédsl pRITil Gseabigdatiodaag I6vélnofagsedsdames dokd not permit
with the particular 8at_ a access profile thereof

r equfrié} aseessriotanid sapgdy weritionpper ati ons of the host

CPU. Preferably, the nmethod includes authenticating a

user of the conputer having a prescribed data access

pr oselestieaiy biekirnayall datp acansiei ejween dag AoakeBtkand theneecurity

Sec Ry Aol GBS nd HAREERT Yol R ERR bhthd Beined for o

accesésr pffiediingedath Adissusethe f16fedé\ied atsew partiedbe point in
to access said security partition regardless of the

par timguPAe data access profile of that user.
Preferably, said selective bl ocking conprises
controlling access between the host CPU and the

sec ?Tlpwn@@ndiqqn@inu?h@lw@aid@rhming the requdsite isvebeldatacaccess to
P . sai_d. i v ' '
it BRE TRp R 7 il el SR i gL e th accordance

I nt euithethé ipagticllar satachatata profile siserdof raghrtilees $if aihé subsequent
sequence, imediately after said initialisation and

bef 8peratigaaichihehostfePtper ati ng systemof the
conmputer to enable independent control of the host CPU
and configuration of the conputer in a manner so as )
Prefgrailyyider methad instudasqadibesticating ansestairihgecomputer having a
1 Ca. e I . j.nel . Re j
Présffbeg o esR Hindld anBbalftiuiig, HOGRpACY, 86t Bodss to the
storgigdedevicat toncaitrdlhgubsequerdnadceddovionghaoseelrity partition in

2CRTGABRE Wt 1§ ORGRRSS PIORE BE AL rLSoN P 0R Hogosest s able to
actted %O%ﬁgf)ggﬁﬁﬁohsr Cg’a%u%%é%f.‘/: etﬂ’ﬁti&ﬁéh‘a%té BeLACIESrofile of

controllin I ng access to the 'storage device
that user.

Preferably, said selective blocking comprises controlling access between the host

CPU and the security partition independently of the host CPU.

Preferably, said selective blocking occurs during initialisation of the computer and
includes intercepting all said data access during the start up sequence
immediately after said initialisation and before loading of the operating system of
the computer to enable independent control of the host CPU and configuration of
the computer in a manner so as to prevent unauthorised access to the storage

device.

Preferably, the method includes performing a software boot of the computer after
correct authentication of the user, and allowing normal loading of the operating

system during the start up sequence of the computer thereafter.
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after correct authentication of the user in accordance
Wth the prescribed profile of access of the user.
woe@hesaks y, the nethod includes unalterably sSPOr/ALN04/000387
conmputer prograns for 5 effecting said controlling
access in a location separate fromthe nenory and not
. addressabl e by the host CPU qPreferably, said
aut henti cating i ncludes enabling a user of the

PrjAERtiL, e Reor e B SbPelPE I G et rr o 1B Statdgie device
aftbSc@fe @WUNNERAHoN SPEhOlisdrA RLBRIERE WAY tHOpRscribed profile of
prescri bed profile of access to 10 the storage device

acerisdfdh@luseni ng the start up sequence of the conputer
to proceed further. Preferably, said |ogin
identification and passwords of authorised users and
Prefaeblyr &z rinsthwdprindlidies ofnaltscaisly stesingofcofrputemparegrsims  for
said critical .data and.control elenments and the
oS @Th SA o fBd-Bm R A R line SeRRE T g Femory and not
add@erbblbimaheHosaOPILLS password with the |ogin
identification and passwords within said critical data

and control elenments and authenticating a user if

PrfBpdify, shidBLHRntiCARENRRIdEs dri2®iiRG 8SeddrRe thP EeMpLeerab enter a

8
access conprises a prescribed allocation of '
loghr isigetideationeand gassworst and veslingkthe same tbestablish whether the

ri user _to I rtitions.of th

sy AR AR B RE oo Bs S U R e PR 0Pl scoss to
thd stdrage ddvice Befwracaliovitig Akt stario0p $8dRIncPest e tcoiputer to

of the Drawi ngs The acconpanyi ng draw ngs, which are
proceedfv@dldet o in the fol l owi ng description of the Best

Mode for Carrying Qut the Invention, are briefly

described as follows:- Figure 1 is a schematic box
Prefeeahansaid laginyigeatificationpane masgwoeds ohanihajisedeusss and the

oeBRHBRE oLt i YISO s BF S5 HEALAYE A cono

elepmritp badahe derfyiresinciudasawnieairey thict éntehe foigirsidentification and
el’rbogi nent ; .2004/ 086228 PCT/ AU2004/ 000387 . -9 .
PagsWRIFevish fthe logie KisnlificalibandiRageuRrrdt Wthin said riticgl data and

[ | [ [ QF e-up in
coff AR B BRREE o R
Preferably, the prescribed profile of access comprises a prescribed allocation of
predetermined levels of access permitted for an authorised user to prescribed

partitions of the storage device. Preferably, the prescribed partitions include the

security partition.
Brief Description of the Drawings

The accompanying drawings, which are referred to in the following description of
the Best Mode for Carrying Out the Invention, are briefly described as follows:-

Figure 1 is a schematic box diagram of a typical computer system showing the
physical location of the security device relative to the host CPU, main bus,
interface logic and various peripheral devices in accordance with the first

embodiment;
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Figure 3 is a flow chart show ng the start up sequence
of a normal conputer that is not equipped with the

W@ eaunsd2y8 devi ce; 5 Figures 4A and 4B are fl owChanz@4/000387
showi ng the start up sequence of a conputer system
.equi pped with the security device as described in
accordance with the first eghodinent; Figure 5 is a
fl ow chart showi ng the various states of operation of

.the securit device from paower on in accordapce.wth
Figis 715 & Seffasotanert diagor! gl e 8puty Fiis SREMNY he'general
fursdtiRnanmakBEY i AP IHRORMES B MRt ERbIRIMEN the
aut henti cation application programin accordance with
the first enbodinment; Figure 7A shows the graphi cal
GRECH [ & oy irRfthNga i ' ter that
Fl%gg?g if§nt lef q@%ér?w Ingctp eenai Ejb:%%&o%éé%%cég %ﬁ?ﬁ'ﬁ%l&?mpu er that
is hot eyuippeo titiehe sefuiiyrdevitd; shows t he graphi cal
specification format of the normal user type login 15

@QJl screen in accordance with the first enbodi nent;
Fidtrgardd aodstibase floe aramishshoating dbeistart api seguemcerif aotomputer

the adm nistrator type |ogi.n s¢reen in agcorda ,
svifen eonbPes il BarstRondevies g5 dessipSi fuacediance Wik the fist
enbRiiepgl specification format of the adm nistrator's

user edit GUJ screen in accordance with the first

enbodi ment; 20 Figure 7E shows the specification

; tio f hé Sl fHeOf - [ :
e i Pt Eh BTl e Vo SRS B dpckaton §F P ecurity
desitkdnenipovienordinapcard apiceavitty hiecfirst emipodineentsyst em

havi ng bus bridge architecture conprising multiple

_buses and bus bridge circuits in accordance with the
FigiereoAd ise reb dibiwresttart \WBo20@/tHE 6228 RCTrat@4/ pefdsied by the

-10 Figure 9.is.a schematic box diagr of. a bus .
auijjeriigatih ApRlialigb PaIA N BoFHEaNGe MRNE TEIATRRHImsH

the present invention within a conputer systemof the

typ shown in Figure 8; and Figure 10_is a sch tic )
Fl@%ﬁdﬁ\ 3Pu £ e nlgab$9%fgaf’£986ﬁoﬂ%§_rma§eﬁH}edgﬁ@eﬁaﬁ[giam graphical
usgglrﬁ&fac% g@gﬁg@éﬂ incdoRGarl davE HidfirsBefiboMrent; or

rrying e 1 nvention

Figure 7B shows the graphical specification format of the normal user type login

GUI screen in accordance with the first embodiment;

Figure 7C shows the graphical specification format of the administrator type login

, GUI screen in accordance with the first embodiment;

Figure 7D shows the graphical specification format of the administrator's user edit

GUI screen in accordance with the first embodiment;

Figure 7E shows the specification format for the administrator's access edit GUI

screen in accordance with the first embodiment;

Figure 8 is a schematic box diagram of a typical computer system having bus
bridge architecture comprising multiple buses and bus bridge circuits in

accordance with the second embodiment;
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The best node for carrying out the invention will now
be described with respect to several enbodi nents. The

wo oogoseedpodi nent is directed towards a securiPET/AYS10e/00387
for an operating 10 system of a conputer of a type
that is disclosed in WD 03/003242 by this applicant,
which is incorporated herei gy reference. The
security systemincludes the formation of a security

artitian erethe operatln S t he conpute
Fge' Qb sthEmathrFoh Bgetsh e 2 BLS Trilas AErib Aoty ng to the
sebOnPERTHREIMERLOOPEIAEEE1 iVt withih 'aﬂ@orﬁ?@fe@ts‘y%n%f the type
the conputer. 15 As shown in Figure he di aw ngs,

shewe ie oigiiedy; asgist em 11, within which the security
systemis connected, generally conprises a central
processing unit (CPU) 13 and a plurality of

Figurei iBhisr alscbiemiatie hoxwtingtanaucé aclowmbdded circeit acoaiding to a third

and ata bus 15. The peri pheral devices
em%r%nﬁma@{(gfs%ﬁw%? a keyboard 19 and one or nore
read/ writeable storage devices 21. In the present 20
t he storage devices 21 conmuni cate
Beﬁﬁ@ mﬁ%r?@ bﬂ&%ﬁ@\'ﬁ"%ﬁ’i{'%hmnt) standard and
thus require an ATA channel to be provi ded between
uter syste

t hem, and, t he renmni nder of th m11l. .
Th*?ﬂ&sé &5&@5*/%%%@@ inyeRtioB M Do ?@eﬁﬁ'éb‘ﬂ%}/"ﬁh@‘éped to

Sepém é@bwﬁngﬁtgroprl ate interface logic 23, 27 and 31,
each conprising decode |ogic and device 1/O 25

(input/output). The interface logic is characterised

ok OSSR 5 i BRSSP LA 67 cportin

system mﬂZ@OZUr@mﬁlﬁBbf a ltypénthiahds cdiseloséd tiheWdnd3/003242 by this
ace | oqi thergfor is in rated, wt

appicast WERB & INCABOTRLOE BRfRGE DS A ENGs JTapetity U includes
théﬁﬁl‘rﬁtlgﬁ i@ éé&lr?@apbﬁﬁibn WH?erettHé‘ oﬁéﬁﬁlrﬁfsﬁs'ﬂ@fn‘?ﬁ)ﬂh’é’@[)%puter is

9, the interface logic 27 therefor isTintegrated wt
stcaed,kmdawam lponnﬁgnaad in T oaneer ed asife protend the pperatieg system

duffie BRI Bo BR0Iute) 21 Ve interface logic o1

therefor is integrated with an ATA adapter and is

ARG EE e 0L R e T S 90888, witgn which e
seéwﬁyeﬁyﬁémt e ddrReerld, efeHRFAINE RompHsleddas cantdhls BFR8sing unit
(Cgat): L%rS ar>1/d a plurality of peripheral devices, which are connected via a main
CPU address and data bus 15. The peripheral devices include a monitor 17, a
keyboard 19 and one or more read/writeable storage devices 21. In the present
embodiment, the storage devices 21 communicate according to the ATA (AT
attachment) standard and thus require an ATA channel to be provided between

them and the remainder of the computer system 11.

These peripheral devices are connected to the main CPU bus 15 via appropriate
interface logic 23, 27 and 31, each comprising decode logic and device I/O
(input/output). The interface logic is characterised to allow communication

between the CPU 13 and the particular peripheral device.
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device 35 physically interposed inline wth the ATA
cabl e 33 between the ATA 10 adapter provided on the
waleoisoss2esit erface |1 ogi c 31 and the storage devPCEHAU2M4/000387

The ATA standard supports nost types of storage
device, including hard disk drives, CD ROVS (which
actual |y adopts the ATA/ ATAP|4 enhancenent to the ATA
standard), flash nenory, floppy drives, zip drives and

Inttﬁep%agé 'of §Re nLIJM ‘H“%h @( ?%?Eggé ?ast ﬁﬁe@e sgg irtﬂ%g[aéed with a

torage devices be co
v:demt adé;ﬁee ahdgs Q:oﬁliheamﬂ Vid/a eehiderdSidedecatsie I &Y ﬂﬂa‘?ﬁ]onltor in

herei nafter to "stora nmedi a", which
th%CﬁPe @gr’@g iksybapEhdP. Hite Iferiace l%‘%%gg@er%f@flﬂ%ﬁﬁegw with a
ke}{)béérdbﬁoﬂmgtc%hﬁgme%@ %nv‘é%ﬁoP &%djaq‘ &hle 24 1o the

he case e mint eabl &
kegboardgendein thee icast hef HﬁDstora@stddﬂWs):me dgnihierfobe Iog|c 31

theggoe 5‘%@8@?&%@#&%%&%@@3 U P OBCe @ AN TA cable 33
to YHLEt8 cﬂ@né?é(@? fPhididd Pl ,Zéf&cﬂ Akedrive is |ocated

on the HDD itself as oppose elng directly
connected to the notherboard of the PC. Although not

Theheusyrith dyaterHr aiiRg Spre@éltﬁe EnfRAdLARY rﬁcgu@és th %ilscretg security

conput er system nay i nvol veé storage la conne
devieet¥e phusmald;onﬁetmwseslymtlmnthmtrw 803l caldle $Srtlveen the ATA

2T P g it doier Figtage, B hapgdhe arage devices 21.
Th@tATAgﬁaﬁ@g“dasgﬁmtrﬁ@stt@pég%fp%fdbé ASicER M iding (KSd disk

evice 35 would simlarly be interpose

t
r@%‘f \liél@n%% dobichy ﬁOU@IIYd@Mnie thadATAATAPEehhercémaght to the
h O PCT, 0] 000387 12 The
A@e%éﬁ?%rd) 'SYSt e&néh%gg%ayﬁ{/ \/Agz‘z'gedé lYP?t%PdthP?l 5V8ﬁ 36,

which is logically configured as a di screte partltl on
rage..dev I ortantl
Unggrer a |A$1rgA %ﬂggéfﬂoé\”%tﬂécr@ ﬁ}rgg ?‘@?ﬁr@%y |br? cl:q{grolled via the
sm@@lu’ﬁetfdc@abglbtmﬂbr&ﬁ ATA deﬂﬁe Q??Sqqén@émefgrgﬁég WIFlhf?e made

securlt%) partition 36 is C. (Cdrive), and takes up a
heecingiiar ion eragee masia’s evhirs kil peeraprisaiteither aone baltive storage

oA e oo bR BUREED 0,70
D, E and F:.. As shown in Figure 2 of the draw ngs,

In {H%ec§§é3 df 'Pt(ys qﬁ¥ 'rﬁgln?’g/pge&ere%d/v}//rltea R Is’[‘?’)rage device is the HDD.
Most HDDs conform to the IDE (Integrated Drive Electronics) hard drive standard
or the EIDE (Enhanced IDE) hard drive standard, whereby the controller for the
disk drive is located on the HDD itself as opposed to being directly connected to
the motherboard of the PC.

Although not shown in the drawings, other embodiments of the computer system
may involve storage media connected to the main computer system via a SCSI
(Small Computer Systems Interface) standard, which has its own corresponding
interface logic. In the case of storage media connected to the PC in this manner,
the security device 35 would similarly be interposed between the SCSI drive

device and the interface logic thereof.
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a CPU 37, RAM (random access nenory) 39, flash ROM
(read only nenory) 41 10 and bus control and

w0 ndogf8@ee | ogi c 43, which in the present enboPCTBOR2004900387
adapted to the ATA standard for the purposes of
protecting the ATA storage nedia 21. The bus control
and interface logic 43 is t_y@'_cal Iy enbodied in FPGA
(Field Progranmabl e Gate Array) and/or ASIC

ThenSECuTy. DomEcaea BB 8 SRodiYepEinn 3r S i logically
cofi@ﬁréglasoé o?dr RO SO HrCahe @RThS INBES dReBOFhp&itahtly, the
an | sﬁ sFt) | of

t he orage nmedia 21 under™ the contro
opttaingesystsn pf theviaap@RUiSForathin thecaadurily prililier 365
al so includes a secure nedia interface 45 that all ows
a separate secure storage nedia 47 to be connected to
In theepiesent émpodievdntethel secaritcpsttitionidtieG:dCedrig:), 20d Hies up a

popfageh b et BBl SREPB NS 6P LAIS LoD STiTpRETPYiagH. Thus the
stdfsdé %cﬂ@%"@'f& 4tfed QAHSH plurhRy (1DAMMN3I sQeh skatt D:, E: and

up-and beconmes the operating systemfor the security
F:..device. The CPU 37 conmmunicates with the bus contro

and interface logic 43, which is interposed in |ine

with the ATA cable 33 to function as bl ocki ng neans
Ast statwni int Bigosp2 of2Be coawingisc Htd sesurthye tdagien Iheemerally cpmprises

t dia 21. di
a CRLEH 2 8REe RIS acdesn Sedmbeduie Toehd TEaRenly mempr) 41
antNbBs f @frol AC irftdrfad@dogiRe 48 UsieEn iRt el prseh® drabodiment is
facilitate conmuni cati ons between the host CPU 13 and

adahteds b dine ATArsdgrdarddios the puaeses hef poiectisig Bie A& storage

R THP RGBT 3RE B P25 R uBitea i Frca
(F@lcﬁﬁo@@%rﬁébl@nGaw%rré%li)ezﬁ@d/bﬁrASJIC (Applationi Syedlfyilniegrated
35 wilT now be described with reference to Fi

3
Cixcuith devieesaippt pEatPBRCHIESgPRASS i IarGeRt ﬁngsﬁgr_lé%fﬂ%@mtml of all
cofnﬁ{luﬁiggticfhescﬁ%t\/\ée\gndtﬂ\é' I‘Fﬁ@U%:B ?ngqﬂéro‘i’el.lJ toij%%éo?{é?ﬁia% under

ercept a ntrol e conputer systenls
the@cogiesiof taedequrity iddeiceUlCRB374.cat i on by neans of a
login I D and password before access to the protected
storage nedia is permtted. Further, the |ocation of

THehse@ gty delice 3B dlseirtfudest wessturd enddiatini@fdcé 3 mtinht allows a
the storage nedia 21 s artbi cul arl¥ , . .
separate secure storage media 47 fo be connected to the security device via a

custom interface 49.

The sécurity device CPU 37 operates according to a prescribed application
program stored'in the flash ROM 41 and which is loaded into the RAM 39 on start
up and becomes the operating system for the security device. The CPU 37
communicates with the bus control and interface logic 43, which is interposed in
line with the ATA cable 33 to function as blocking means that intercepts
communications between the host CPU 13 and the storage media 21. The secure
media interface 45 is interposed between the bus control and interface logic 43
and the custom interface 49 fo facilitate communications between the host CPU

13 and the secure storage media 47 under the control of the CPU 37.
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desi gned so that the security device is able to filter

all requests for information and 10 data flowing to
wane4fos@ns t he storage nedia. The security devi B€r/252004/000387

forwards these requests to the storage nedia as

appropriate, based on predetpgfmned user profiles

that are set up by a user having an adm' ni strator

i RiridiBpalifysh iy HeeliElicH, Budthpt efortt' iy Bl RaM, 41 and the
opafaR¥sof e Sl ®NVice?3s Wil h@\ﬂ%é‘@@é&fbefd'\hlﬁ réfbidMeB to Figures

the storage nedira. Thus the designated
3 tadmi ni strator can set up data protecti on on a
partition-by-partition and/or file-by- file basis and
So can set up data protection for the operating system ‘
Thenappkgadionf pmgrmec&to'retoy ipdeshtROM i fornthensecurihatdevice 35 is

gelgiAll FoS 19364 19 ToRrorel S08 GHMEb b AT Ph & pTe. PR Process

andlyFbeite ARBeRSMbh Y meEaMs 6ﬁ‘a%@m' lDtQﬁdi@és%\/érﬁ Bé’f@re access to
system as "a pseudo host CPU and al |l ow

oper atin
the rpéo@;mcgstqug%y“se@m isopegrited.onFwdheralthy Iowﬂqns@f ihe security

el ab Sruebnab TG GEE! 134 (%6 <0RYEnBieE 24 o partioviarty

de€iddeafsd theit tteosauiiriey devibé Roabletib Filts Paireglasstofortim@ermation and

user. In order to full %;) under st and_t he operation of
dafa dlowdng te t3nds fFafe the SEPrage mediapr Jhecsecuri deyiseas? fgrwards

theg%e's}e‘?%ﬂgggsgt Pls‘?&agé'rﬁé'dlbg.} %%Hbéﬁ%tgﬁ%a %@ 0531' ?@étemmed user

prdThes thaictre pebop by a/\uskér heindan adiesinistratad pmillla which profiles are
re, 3, of rawi n

SHGEBEMENS. thense e ViRnitt ol Rt BT Grs (igChgn Acosss to
dlfPéFeﬁP Wéﬁﬂﬁﬁr‘é af$ok L %ﬁ*\‘ﬂw Fhe Sdt6Ragel n%cf id) WHE@ th@"designated

shown at 53. This is also known as "a
adwmelsma;oractan S@f tup olata poaieetidn om a partiiiostbycpartision and/or file- -by-

filqi ﬁég‘lrﬁ P%Eir %gnca 88 cgqt[tg ﬁgt%%&eﬁ?gr%&o;%rg 'r?ga rﬁisdte?nn% a specific
seBURKPBONINZD RHHPRE &8 WICHEAIEZRABEANDRR e deldt 1aggr ess

to commence the boot process. This address is the
begi nni ng of a boot program stored permanently in the

orikMhg! @;Lﬁ'l%ﬁééﬁltlbﬁ ¢/ tseQJE F?ie')hta%i PgaRk- op@?&tlﬂbeéystéltne Bhe3ecurity

i nvol ves the CPU using t dress to find and | nvoke
devige wntgla@s\/\bibbﬂwepvwaan«g SVBterR(aﬂ aIesugedysieiydeand allow

ind BpBHARoRY b AetBh R eBIgs ot B Bb e B s o
unbOifised GpSraiioeS tIvdt MESt RIKeCOERIKS &M nafMAIONBSE CPU of the

self-tests %P(BTS as rePresent ed by
computer, without the knowledge of the user.

In order to fully understand the operation of the security system and how it
protects the operating system, an appreciation is required of the normal boot
process followed by a standard computer system. This boot process will now be

described with reference to Figure 3 of the drawings.

As shown in Figure 3, the normal start up sequence followed by a PC commences
as indicated at step 51 with power on shown at 53. This is also known as a “cold”
boot, whereby all left over data from the host CPU’s internal memory registers and

RAM is cleared and the program counter of the CPU is set with the starting
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step 57. The POST process involves a series of tests

to ensure that the RAM of the PCis functioning
w@e@posd2gs |t then conducts another series of PEFAF2004/000387

whi ch instruct the 10 host CPU to check that the

various peripheral devices, such as the video card and

monitor 17, keyboard 19 and gforage nedia 21, are

present ‘and functioning properly. On conpleting the

BI(}StenI oks f d esof BI, CS.
adg ik to) AinMentedfiE bosEBibebSy, TS aRRes: BiiaEgainnipo of a boot
hpsered pdpvbeesiiia the ROM BIMS HBadi® giput ButhavSystem
p(z%teended BIpOS to rl}ln The first o theqsafgj Bl OS!j Sy )
extensions is associated with the video card. This

ThBl fext s 8Bsh@vddtrel abUsesng e aa@@%s%rfmdtmpﬁ%@é fhe ROM
the nonitor as shown at step 61. Upon conpl eting

BIO& kociipregraranT g RQIE BIOSeprogsam, gqewethmm ah@mtlahsatlon phase

B REGBS Ayt 5B el 0 S LR Sy ot =

setibeof pysienrdsedi@ Ihowpl &y pdher-sh @@tf—t@@tsqm)aés @pedsented by
65, before proceeding wth conducting further tests

Si—Qﬂﬁf ‘he system at step 67, including the nenory test
at step 67, whi ch i s displayed on the screen. The BIGS

t hen El)_erforms a "systemi nventor&)‘3 or equi pnment check )
ThedP@etTeprerass inMeiest § peries optasts eawwdhagﬁﬁRAM of the PC is

th res
o GORRR b SRR Pl BBl Bt e
ho€POPILbta diﬁeiikrthg‘atl'\% \tdmublfﬁlénphetmﬁbivlwsdgmdi as tlﬁelvlheafbard and
the drive standard (ATA CSl) whi ch | evel of
meiitghdh-dkerpaidet eng ﬁtqr@,g@ H@eenad 24t s Rrgsantaand sfugetioning
pr%éil ynew WD 2004/ 086228 PCT/ AU2004/ 000387 -15 standard
6) the nunber of cylinders/heads/sectors, and
whether it is capable of running in other modes. Thi's
a 18 i
orfPiba FRBORISHPB0S (157 G5 o7 ORIy I Mensions
at dop 6@ gthatsachheld iRl tbg %Ms%fap'enpﬂ‘]atamfie\ﬁses &ih set dfparyl of them
and di spl ssage on the screen for each one it
haf’?ﬁ&’seﬁgﬁi%égﬁlz}gg?)?u'gcr een is then displayed at step
73 indicating the configuration of the conputer

system  The Bl OS then checks for the specified boaot
Thgefqggﬁf:@eﬁe BIOS extensions is associated with the video card. This BIOS

extension initialises the video card to operate the monitor as shown at step 61.

Upon completing initialisation of the video card, the BIOS then proceeds at step

63 to run other BIOS extensions for those peripheral devices that have them.

The BIOS then proceeds to display the start up screen at step 65, before
proceeding with conducting further tests on the system at step 67, including the
memory test at step 67, which is displayed on the screen.

The BIOS then performs a “system inventory” or equipment check to determine
what type of peripheral hardware is connected to the system at step 69. With
respect to HDD storage media, the BIOS program causes the host CPU to
interrogate the HDD requesting details such as the drive standard (ATA or SCSI),
which level of standard (eg whether it is the old standard ATA 1-3 or the new
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step 75, where the order of priority of storage nedia
to be checked for the location of a valid boot

WG e@u086228 r om whi ch the operating system of thBCT/AU2004/000387
conmputer may be 10 | oaded, is specified. The nornal
order is to check the floppy disk drive (A:), then
the hard disk (C) or vice vggsa, or the CD ROM dri ve.
Having identified the order of priority, the BICS

stARIPEATAE) fl:Pe%@ﬁ*nb%P gflc;@@db%/hé’é’(ffs/sé&BrJJ%:ﬂ%i whether it is capable

information 1 n eac I N sequence unt
of ening dotathei snddesat €his stabe oBliMBrogdtot afehetHDD is known as
“dtprolizgss by i nvoking the software interrupt vector "int

16 15 at step 79, which stores the address of the

particul ar peripheral device in a software interrupt

ve able that is set up during the initialisation
Thﬁh@@é’ 3R RocaRdss 1o IQQF‘%MﬁrrS‘P@?aligfdetVl@St aHgRta BBty and Play
dedick i ; t -
oFestest Sob 1 s e Tkl SRR oRihnp s,
(the first sector on the disk), at 20 the address of

OGRS SoRRAFIL B AHEDE) EPUE 7l 15 G aion o
thalcekpdtanaysteram Thee Bi@8 I theamtictkokar thersprecifidduindot feeience at
ame_|location on the flop [

h di sk. A
SIEP5{ g §1inS DEde oF RIGIEY BF FiPFRGS Bpcienid biohesksskiondhe location
of Byl t%tﬁtéércﬁoroffrotn'?‘%vﬁ'iérpthéjbﬁbg%rftinyl;@é&gérﬂ%f'myébmleltFr may be

conpri ses the first two bytes oot sector.
loaded, i2spagifigtht The nuirgwil brdey is hachack tiue floppy diski drive (A:), then

e he CPU t hen pr.pc i th | oadi ng the boot
thégli%?jo@gggé‘g{%éH'(‘@lv‘?rﬁ?’ogrﬁﬁﬁ/lﬁﬁ%é&le%ﬂ’@es or runs the
boot |oader at step 83 for |oading the various
s B WS of BRori! IHecb (0 eadros fhe BB ot step 77 to look
fi E ffd i ' i i
o et N e spul S BRI, s

files CONFI G SYS. and AUTCEXEC. BAT are | oaded and run
Thé @l@@%dﬁrﬁal@%ﬁﬁls&%ﬁ@&é’w ﬂfvokfg@ the WO HE iﬁ%@‘éﬁmé&gr “int 19

al | ow ng appropriate applicati prograns to
at istap i7&t evhiclrstoBess ths egidests opéhatparticultr tpeeiphergludevice in a

s et Ve HGERENT gt 1 sSCUB AT el BDsBin BRgse of the

Bl@gcurity device is programmed to block out all access
of the host CPU 13 to the protected storage nedia 21
by intercepting the boot process at an

For example, if the target boot drive is the HDD, the CPU looks for a master boot
record or boot sector at cylinder 0, head 0, sector 1 (the first sector on the disk), at
the address of the device specified in the table: if it is searching a floppy disk, it
obtains the address of the floppy disk drive from the table and looks for a volume
boot sector at the same location on the floppy disk.

A valid boot sector is determined by the CPU checking the signature of the “ID
byte”, which normally comprises the first two bytes of the boot sector. If the
signature signifies that a boot sector is present, the CPU then proceeds with
loading the boot sector at step 81 into RAM and executes or runs the boot loader

at step 83 for loading the various operating system files.
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early stage during operation of the BIOS. In addition,
the security device provides 10 for a custom boot
wWGee@ios62e® be | oaded into the RAM of the host EPUALZ04/000387
whi ch then executes an authentication application
programrequiring correct user authentication before
. allowing the conputer systeft-o proceed with its
normal boot sector operation and operating system

In theactisegof tﬁ'termgsg dsm}rbahg eystegpethgtlrindﬂ? ﬁlesq\sta'ﬁr[goswes;lo.SYs
rotecte Storage nedl a | S et no
an BN S OVE A lrpcad et ckac 1At nOaiben B §los CANFIG.SYS
h h
and NRUTURSNEE BOLY 87 IdRlec lark\fu B EbPICIEY EBfiadtaidicor the

competeasysienobnt etlosseepproptets applRatios gregtarexfd beé fieitiated for
i n _conjuncti.on th Figures 4A, 4B and 5 of the
subgedhenyererztire of LﬁF’PW@%F HSVsle-ati on of the conputer
system start up sequence with the security device

n ’Ith%sgsa aslglr (?fgfﬁ‘lﬁ 0L Q? dineo e eﬂ\{ﬁ@éﬁ%é&%@ﬁﬁjﬂg the security

deGOURS! e SYBLRdekoe ROPIBBATRMAM fbbBR otk 2filadds of the host
e t%e

ower ' on steps”51 and as I'nt case o
CPth.bﬂ Db thoo m:mealed&ttaragwmed BEge rbgentememmgéhedmot process at an

ho the securit I S separat.el .
el R flortRRsiaten o S ROSnIr pdfieh. e SashabetaCe brovides
for P BUBBAI BEotbbdtof s bet RaHeglifR HAORAMSF &P PdsEOPIP!3, which

its onboard resources are initialised at step 101 and

theint §X@p@t|eat ARg agthansigrfion gapplicaion oprdgtiarzn dequining ocorrect user

aulfghfEatieh’ Baicrt HoBA 50 solE6 SR (ARt wltHg nomma

bod@bsediou bgeRitionesst operatitiges@iesklondingarSinte tta @@ttérf@eratlons
BIOS of the conputer system 1l to initialise, due t

requite 3cegge éal taw erotesipdl fpragremediaiRile W%mqilawal@gwnsures that
su qs %BQ?%Q&? Sngf fié}qhé“ %ﬂg?ﬁfr‘éor? ¥oh&hl of the Sgourity device

ccor ngly gram st or
35hba@beﬁﬁkﬂﬂﬂ&hnnﬁamBEeby¢$evbhas the MD 2004/ 086228

PCT/ AU2004/ 000387 -17 security device CPU 37 at step

103 to control the bus control and interface logic 43

Thisntanméresfepietration otibrnsstuciat donse 86 Wbbbbe*malhe@ﬁ’rUcdﬁjunctlon
to.the storage nedia_ along the ATA channel, so

with Figdiesutic 45 8RT 2108 the | Bawingsetvitieh quiline, 9 opﬁrﬁilon of the
cogpﬁte?r%?&ﬁeﬁta% ﬁpagéq'@%,‘“ u tm@%%cbﬁﬁmég@ﬁga@%%llgﬁ in the

during t othrst
manoat pavicusty dedaribiedice | ogic 43 is not configured and
SO no

In this arrangement, the cold boot process of the computer system 11
commences with the start and power on steps 51 and 53, as in the case of the
normal computer start up sequence. At power on, however, the security device
35, which is separately powered, undergoes its own initialisation phase
commencing with the start step 100, whereupon all of its onboard resources are
initialised at step 101 and its operating system program is loaded and run to enter
its first phase of operation as shown at step 102. The initialisation phase of the
security device 35 should proceed far more quickly than it takes the BIOS of the
computer system 11 to initialise, due to the reduced overheads of the security
device as compared with those of the computer system. Accordingly, the

operating system program stored in flash ROM 41 immediately invokes the
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access to the storage nedia is available prior to or

during the initialisation phase of the security
waleoitogs228 ong the ATA cable, in any event. ThePGHAURG0UP00387

device CPU 33 then places a drive busy signal on the

ATA channel to informthe host CPU 13 of the status

of the storage nedia 21 and pyoceeds 10 with

requesting the ' drive ID' fromthe storage nedia, as

f . th ity _
sefdpcedies B astates RRECORU T e ous GaRiED ehtidniartpce logic
4305nd hﬁeﬁie%all%bﬁﬁrﬁ@ﬁrcbﬁ@@h% HORBSHSPY 15 toané @rcrnag@ media

ster 55 rouF to 69, in accordance with its nornal

aloneie ADA, Chmme sohbat a@m@ﬁmmcehe@sk arealipeed beheremine host
arig R prtERe 8 YorkBe PHEAA0 PLERS, BR. ATACR0ib 8 SiFEMAd this time.

Prizpioiis Giate thesbid @cmtrdﬂ%riddﬁterﬁ%é |é§|c 48 isatot o@hhgured and so no
external device, with the storage nedia 21. Durin

2CRPS 10 e S19TBUR reCim s avallaRle EHOT Sy 0puiRG taeduipiption phase
ofi‘ijﬁ%/ ‘s&@urﬁ? d'e§| I&wi{r@m )&’adatb'lé‘gré %Iﬂg t\/@&md“ ve | D

of ha Fromt e storage e the
security devr ce CPU 37 receives the "drive ID'

THe{‘éé’édTR;% ﬁgoicle:](?[?p%%éfa%é%ed%dFasgérggtahgn ?ﬁ’é’ﬁ{srgcx channel

ores and "asser rive

to Sn@mml thenhddteCRUA 3 nfinhe statosi ofctheadterdge hrivelid Qﬂtarﬁfbroceeds
3 that the stora media 21 is ready to provrdethe

Wlt*urquestm the fd”ﬁ’ﬁgDh gom heiermaeavedid: eadonerlwier t1hé-

"drive I D" stage 69 and has been polling the drive
interface logic 31 during the "drive busy" phase for
Thees@peratipnsg h@f ths rse&url’@y tdeviGae3pedupng” dhisndime occur quite

I
indgicHRlenty S8 BRSS PP o 410 BiotaRds it BelGn e steps 55
thmug;hatbl@l in laecdrdanwwrthe&iybmﬁlameratmrt, hetiXha “‘dhiea@hiet check is
r&r CPU 13 | ssues a request to the driver
PEriTEeH ‘fPB PEOF1L of the "drive ID'. WD 2004/ 086228
PCT/ AU2004/ 000387 -18 Once this request is nade at
step 69, the security device CPU 37 intercepts

DT et b 1 B0 i SR €6VPodh GRRIBSS (5 DIRGK of all data
coﬂ}rﬂ[r Str(?/‘rzsd:ﬁ%n?%l? E?'E)‘%t S@ ‘Sd?z?r éﬁz cﬁﬂ%rt eQ%]lrhéi ?éé‘%&@ with the

stgragei mediaf Eﬂ aDtrmmg ttlyrsd‘derve dmsrytil mne\rseomé @PUW 8y bibihd security
Jration stored

deiEEE BBbisny 7t aHAen iy ther drvE BRCHIPRGe ey Fom ey storage

device. Once the security device CPU 37 receives the “drive 1D” information from
the storage media 21, the CPU 37 stores this in its RAM 39 and asserts a “drive
ready” signal on the ATA channel to indicate to the host CPU 13 that the storage
media 21 is ready to provide the “drive ID”.

If the host CPU 13 has already reached the “drive ID” stage 69 and has been
polling the drive interface logic 31 during the “drive busy” phase for less than the
requisite time period, or more normally when the BIOS finally reaches the “drive
ID” stage at step 69 after the security device CPU 37 has signalled the “drive
ready” phase on the ATA channel, the host CPU 13 issues a request to the driver
interface logic 31 of the “drive ID”.
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37 is not able to provide the "drive I D' information
within this time, fromthe tinme that the BIOS reaches

w0 b@4/08i2e8/e | D' equi prent check stage 69, for PMMIEAE®R/000387
reason, then the BIOCS will indicate that the storage
media 21 at that location is not functional and
bypass it. As the security._dgvice 35 is expected to be
well and truly 10 initialised and operational by this

Oriopefis ReRef R A b AR Lokl ita ER 7 nfehpts the

req‘tfe‘s@@tﬁ@ﬁpbdmmmm@ﬁn bRk a@Eé'sé% e Bidrdge nibidiy @1| Bhd provides
he security device 35 advances to its next state,
th@shWtIC%Uo@d"ﬁb thptdivedPnoh theaiDEXs) Bksiged®6: he host
CPU 13 and the protected storage nedia 21, whilst the

BI Oa‘%rogram %;_oce_eds 15 with its nornal boot up _
Ther®Esdpravicgs @d@lmomw%@d porigd forheiHDPttodgespargs with the

s, P Rub R ST B0 Bl PRkl Qv P
3736 nediabie t®pravidotie S:&R/EOID” infaesib n fuithin thie thﬂétfrﬁﬂuhe time
13 to_the driver interface logic 31. On receivingt

that the BEdnaspchesdbe adrive 'Domumwecb@@% skaga 6P, for \whatever
reado?, LR §f®ﬁ>§mf ﬂﬁfc%?e fHa? iﬁ@@%&gﬁgﬁﬁé&?&??ﬂ#%at location is not

security device supplies a "cus Sector store
furamtionakamivbypasssih AR gelcurity deech G5t ls@RUeatedi todecaeltdind truly

. by step 107. The U 13.then runs, the t loader . .

iRl BH ENeEOb Sy A Al s B PG & 18Y Watilh OeBAGDY b indicative

thaﬁﬁl@ér‘éﬁb@r%eo%‘bl’(ﬂﬂéﬂn%fﬁ He @%@édt@@ﬁ@m@r ogram st or ed
within the flash ROM 41 to be | oaded at”’ step 109 and

then executed at step 111. 25 In the present

F@J@Jg‘iﬁéﬁ ’théhﬁ%éé[abP@J QQOWItﬁeﬂ{é)r“d%tlgb’etr&@@ecﬂﬁiy‘: Revice 35

rotected storage ne
admm@s/\xcsés triwt state; smlybm&:kmgeda;lﬁ mmurmm@nsd&tween the host

CRREASMnd s Brteetell s B e 2 1 W BE LRI bitiath Soceeds

wﬁﬁ'ds%tﬂ@blabbbt @nst;%e@dure@ﬁrs@éwm dugMto @henti |hafhves at step
whi ch is provided on the protected storage nedi a

81 znvolvragémacbag of arvetié bopt swt@r WD 2004/ 086228
PCT/ AU2004/ 000387 -19 host CPU 13 for the purposes of
communi cating with data stored on the protected

Dusing rthige stateli the2CPUTBGNf the sewrmld&ulceob@rvmﬂsofmrcﬂ boht sector

o PIPYEY PP Sal e PR e ol P R e
BI@S&@UD@SE lvestB8®bf loading the boot sector stored on the protected storage
device, the security device supplies a “custom” boot sector stored on its own flash
ROM 41 to the host CPU as indicated by step 107. The CPU 13 then runs the
boot loader according to the custom boot sector, which causes a prescribed
authentication application program stored within the flash ROM 41 to be loaded at
step 109 and then executed at step 111.

In the present embodiment, the valid boot sector must be that which is stored on
the protected storage media 21; otherwise the security device 35 never advances
beyond its blocking state. Such an arrangement ensures the integrity of the
security of the system by not allowing any external operating system, other than

that which is provided on the protected storage media 21, to effect control of the
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5 sector, the BIOS causes the host CPU 13 to request
the boot sector fromthe protected storage nedia 21.
wab@4asd2bent i cati on application program conbi NBET/AULIV4/000387

the host CPU 13 to provide profiling neans that

essentially conprises a prescribed | ogin application

that only allows an authen}i ated user to continue

wi th operation of the conput system 10 11. A user
is_unable to be authenticated b%hthe prescri be

t hat d
hqsé&ﬁ# dBpPr tha peRoses rheeMEBIGatNg With data sieseq BRilae erotected

; detai |l ed operation of the login
S@%@Fﬁﬂ%‘?ﬂg?w Il be described in nore detail |ater,

but for the purpose of describing the systemstart up

q e 1l SC .| ' rLos, < b
T R ot ar R P B A SR P h LFER e 510 fprosts the
pretdcted atoragedmediy 21nMefrehanirpdsespas dueutthgd andtibeding the boot

conput er. g);éstemto progress beyond the injtial |ogi

gin
segtfgdhe BES rayses dpphpshfitdh 1Bnto rRAYsastdBatboot sector from the
prSfE%?éH g@%%é dlgsbgned to allow only three attenpts
at t [

enterin e correct login nane and password. It
shoul d be appreciated that in other enbodi nents the

i . . (o) .
T e A0 LR e RSN 20 o provie
profilirg meked that @8s4dniiatly compeitee apprestfibéd éoghompetitation that only

| ogi n na nd ssword are not entered by the third
a"at«%e%ta,u?%f@@ HEek IbrORItig: WHD i GRASRERQN BT $)R ComPyigh system

I i . i i Is . . .
PSRN S fiiihe o 90% 885ELBNA Ko applcator
cangptatrihua/td uske theicompatesrsyatain.p ddevetdied opecitmneal the login

e A P aeB L LR PEREIAY e ARBRSHBRD bl cscrting
th8 8¢steht ¥tartQy sequdioe, RIFBE deb8ibad Mf@érsé@l terms.

conmmuni cati ons proceed during this |ogin phase
bet ween host CPU 13 under the control of the

M@#ébk}éﬂtthé%giﬂna@;ni%b{iéﬁé red PGBy 18hibN8 B UbdihYhame and
device CPU 37 as shown at 112. WD 2004/ 086228

papewonUigChe aoogaiter sydemftotpfeglesgibeyosnddhe drifisiflagin stege. The

r.ep ent.ed tep 113, the authentigcation
R RPREAER BY 4t deiil: chiSofen o frBlod fp atow only three
atéessts i Bedemt8ringr theledoridct | lRGRT -narfét BndepReSkoido fthehould be
security device 35, once the user has been
apprietiaied bat sy othenembrdimeatscbiesnpnber pé lqgir eitemts that may be
aldWRbehd BE difdferPahhd bR Sedulit) Bfplidadhs My We lifthited to
just one attempt. If the correct login name and password are not entered by the
third attempt, the application program invokes a system halt (wherein the system
hangs or loops indefinitely), which requires the entire cold boot process to be

repeated.

Valid login names and passwords associated therewith for all users permitted
access to the storage media 21 are stored in the flash ROM 41 of the security
device 35. Accordingly, various communications proceed during this login phase
between host CPU 13 under the control of the authentication application program

and the security device CPU 37 as shown at 112.
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5 set at 114 to determ ne the protocol of operation
bet ween the authentication application program and
W b@4opeeat i ng system of the security device PCT/AU2004/000387
thereafter. During this phase of operation, the
security device CPU 37 passes details of the data
access profile of the particyar user to the host CPU
13 for display. Depending upon the access |evel of

5 5 3PS 28 PRI, 0 L fncator
appheatenhprdghgn @oeesads tiv d heingkotade desiribedlinafmre detail later.

passed over to the host CPU for displ a% and possible
W@ur@%pﬁ@t iner seqveity dewen 3% aPraihapser bas ibssnmibigeniinated, the

ool SRR RO SOt LS R ey row 41 '
set lat 16t & weieamisesthisherctecair of ppdmtiote b8bvdan ¢nd eruthdrgication

d 15 ph foit ti tep 117. At thi
orBFEARY edirhci Do epel G SR SEe iRl bl Toeoter
DU 58, LS CEBN e LRI BUUERIOBEIST gk B of

datat egeces®, prefilec lof pihef ipadidudan beerd6t the hest ICEHd 1Bofor display.
determ nin he host U 13 access to th rot.ecte

DeGEPEnG: Bpienenatiacs JoVelOrries dharaPoRgoLy 0 ot (password

infoeatidrt YasdamliCgs athhatceslsgprifte i@ ragtibeNéf 68drotsers having
application programrun by the host CPU 13 at 120 that

aceers Welberstorpagenicsia Bliare passedlovantp the bestaeBU fogidisplay and
po?ﬁgleseuog@rﬁﬁ h&géfﬁ\eté’utﬁgﬁtﬁ’éatibﬂ%p@ﬁ@@)&ﬁ?é@éﬁr ofile of

eupon tThe appli Famat 121
" issues the software interrupt vector to the host CPU

ol 4] B8P o, O B BBl BB, process
at stefpt 1 95/ SBettingeth’ Statusdtavsasithe keelrigtdsiicn38% cRuritA second

the software reset, the security device 35 then enters
phasq&f fts Rpesatiansat step 1he Aobs steoeoihe e§eEajingagystem being run
Prafal : ' ' S
oy RSP Foui SN, SR8 RO Sty B 084t e it
ac€¥is pRfitendf tthe qutbéetidated 3Ber at tsts@mdd mhiieh Dtofils is thereafter

or1SS0 6t SR s Mo oo "R gofnyoracs
mddigogystemreset, its security device 35 still remins
active and fully operational during this tine.

The operating system of the security device 37 then signals the authentication
application program run by the host CPU 13 at 120 that the security device bus
control and interface logic 43 is configured to adopt the data access profile of the
user, whereupon the application program at 121 issues the software interrupt
vector to the host CPU 13 invoking a “warm boot”. The appropriate soft boot
vector is then loaded and the host CPU 13 causes a soft system re-start or warm
boot at step 85.

During the software reset, the security device 35 then enters a waiting state for
the boot sector request as indicated at 123, whilst enforcing the data access

profile for all data communications between the host CPU 13 and the protected

. storage media 21 as shown at 125. Importantly, whilst the computer system 11 is
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A software reset "warm boot" invokes a speci al
subroutine of the BIOS program that perforns an
w@bimesi2ag ed start up sequence. Moreover, essePCT/alikop4/000387
steps 51 5 to 63 are bypassed and the BI OS program
proceeds with operation at about step 65. At step 69,
whi ch i nvokes the equi pment_ g£heck involving the "drive
ID" with respect to the H t he operating syst em of
t,he securi devi ce 35 no e s .t he
ol 8 Y e e e Mo 05h i oL R and rly
icﬁla?@!urn?tlﬂé)tlh%ng as the access to the HDD of the
storage nmedia is in conformance with the particular
user data access profile that has been set by the
A SpRtiate R WhAR hotfPChivblds BeYh&allRuiibiifintd of B BIOS! program
phase I'ts operation. Such access wll be permt
thampetfmrnscanswbremwé&ﬂaﬁejmdmmm abiorednsr, essentlally Sleps 51

eci ficall barr d aut hent i cat ed er fromH
caiedhssde a0 fr 2105 afidrgRpESed il naiafih B Rppyt step
65(_)f the storage nedia 21 to respond directly to the
request with the "drive ID', whereupon the host CPU 13
advances the BIOS programthrough steps 71 to 81, in

At%%l%%r FONGRIM idvokBe 1her géblp?%t &hieclkS FYRIGS tRE “dife ID” with

. Inportantly, the initial part of the data access
regpastti tbethenilB; éhenepgatiog systam aifvile seaurith eleviner 86i my longer

BTy brele LT ot RFT 33 o e BB el i Tapeafecia 21, as

loRPat theEweess &slHes HDD cﬂ*eth@@t@@gﬁaf @I@UH']% lh%nfo@%hd@wﬁh the
via the ATA cable 33. Inportantly, the security devic

pagimylay7 upe] dates agress orefde thetmhasdbeen seidypitoe émeéatlon of the
se%hﬁff?&n@%? ﬁroénQEﬁzﬁrgalpﬁgxée o%#ﬂgg %tl rse&lﬁe S will be

sector Ircular he pro

peiittdd imgrostedases? lunlede the sadraintstedtoamdsi ﬂp@mﬂi@dlg barred the
| ogic 43 of the rity device allows the request to
auteniicatpd "tfﬁ)é“%‘ ac&ee3-ving a valid signature from
the storage nedia, the host CPU 13 then proceeds with
| oadi ng the prescribed boot sector fromthe stora

Thisafhe saculy Sevisrousalensite Kid of topsiacs medlatzgkt%fﬁspond
dn%&tly?'ﬁ? %? Witk HRenQr i, 89 pP O\%erle‘?%gﬁrthe gads? %,q?U hl% advances

system fromthe st’orage
th@BIOSnpmgram diamcighvetebs 7h eorglr, mmlacoqmeilaabe (Wltmh‘he normal boot up

sequence of the BIOS.

Importantly, the initial part of the data access profile enforcement process involves
the operating system of the security device 35 blocking access to the protected
storage media 21 until a valid BIOS boot sector request is detected from the host
CPU 13 via the ATA cable 33. Importantly, the security device CPU 37 rejects all

other commands to the protected storage media during step 125.

On the BIOS requesting a boot sector from the particular HDD of the protected
storage media 21, the bus conirol and interface logic 43 of the security device

allows the request o proceed.

On the BIOS receiving a valid signature from the storage media, the host CPU 13
then proceeds with loading the prescribed boot sector from the storage media 21
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the conputer system Follow ng receipt of a valid BIOS

request for the boot sector on the storage nedia 5
wQ2o4ke28ecurity device 35 then adopts a noni POF/ADZ04/000387

state of all nedia channel activity along the ATA

cabl e 33 and configures the bus control and interface

logic 43 of the security dqxice according to the set

data access profile of the "authenticated user as

o 6 ol SOt 85T TR 84 o
fro?ﬁ‘”[ﬁé kidPage %E&%'ZH%& e BBNIH BEcHaRed %ltﬂetﬁb%o*%a? dpbfation of

conformance wt he set user data access profil
theveemperdysternhat the user is not pernitted to access

cannot be accessed by the user or by any virus,

errant application program or unauthorised access. The
Fodleaing tecei\vif @evaditl BHRISh rexiuest fdm' thertmuit seciongndhe storage media

sypervi sa st.at til the em
2151 e e YEh e ey pUOSis S BN ¥B1S il channel
actifity éﬁmbﬁﬁe%%‘ chbi ﬁ?éh@ Q:;onﬁbbre@tﬂ@rﬂtfs tE@ﬂRﬂ)énUSnterface logic
erased and access to the storage media is barred

43urefi thet Isecudtyi device poowding dp thed siehi datal imseessagupfile of the

R e RS Teteh ot £ ARbo RRRITL e Bace 35 ony

allphvedraiizatiows aseskeo @gieoanisstitionsBhe fitk @ithinwhé rs’torage media
respect to the flow chart shown in Figure 6 and t

21@n CerfeEBANes A B setoesaypdaipt asess gHofils Nﬁt&feb)é data that the
usef t Pg};@ﬁ%eﬁ aﬁ%egg AHAB: b8 afEesddIf bgstﬁé §ISeLQ8 5oy Ay virus,

aut on appl'cation program on

ertaimé abp(ictatlanamregrarabrﬂhapthbﬁgedrwcea;m by the host CPU
at step 111, commences at 130 and initially causes a
user login screen to be displayed at step 131, the

They epburital desfer 361 waintains thiy mvHitloRingsors Bapervidoryistateeuntil the
7A of the draw ngé. The screen 132 is divided into_ a
compiighsysigmk thifeSdown anshpawereshelf1@5ce pgwer is switched off to

th&&2eaER/ 4 lcérﬁﬂedﬂw chﬂgn% 95 Qé}aéé %f%ééc%%zto the storage

provi si‘on uct e mar

mediass barrad rrh)mrtmmem:‘a lstmnvered epnamhintisdised 48aamd
provision for display of |legal warning notices at
145. WD 2004/ 086228 PCT/ AU2004/ 000387 -23 The | ogin

Ndw mmiﬂ@Edémlbademeb@enera bperatioe deite ' sa:emty datvick4 85, the
149, with fra fo

nd .t he text assword
auflisiylsaioy cagplicalial iQUtER. WllehoWubt f¢sERRC Rore detail with

respect to the flow chart shown in Figure 6 and the GUI screen graphical
specification formats as shown in Figures 7A through to 7E. '

The user authentication application program, on being loaded by the boot loader
at step 109 and run by the host CPU at step 111, commences at 130 and initially
causes a user login screen to be displayed at step 131, the graphical specification
for which is shown at Figure 7A of the drawings. The screen 132 is divided into a

heading frame 133, a login frame 135 and a message/log frame 137.

The heading frame 133 has provision for the product trade mark at 139, the
version number at 141, the screen name at 143 and provision for display of legal

warning notices at 145.
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"user I D' at 151 and the user password at 153. The
nmessage/l og frane conprises a banner for displaying

WO b@4108628 " nessages” at 157 and a nmessage 5 frBOBALZ®4/000387
whi ch di spl ays status nessages issued by the security
device to the authentication application programas a
scrollable l'ist. A login buts in 155 is also provided
|n order for the user to i nvoke the processing of the

. a as ies fo t henti.cati,on pos
e T T e baiepoor e Gt cdspriat 47 AN the text
“pgés‘i/%rﬂy’emgtﬂﬁh%%%r Pébp@"cﬂ%l?r%r’f’k@hh@ tﬁéruée,'PQdeﬁlﬁldétron or
ID 10 and password to be entered as shown at ep

“ug@0 DAL Jali agdtthe Legl Pasaweth 5553 nw&a/eaesme/rog frame

ut %%nt%;b%tgn%g fg?ﬁl ipﬁ%};igo%@%n%n %S%k:ﬁg fggp?ﬁges nessage

frar#ﬁé aAislos vendretrplOR tBRisSeesagdLidshedI8ethe sefourrﬂwlemee to the
35, vvhereu on the operating systemof the security

at@@nt@tlea@@bcam PERSERIT Sy a sy ltableiis). 3/ l@@mcb.uﬁm b5 is also
pr{)\ﬂ@ea &% SrI&% o} B s s gP °rnt0§ké ;ﬂﬁ‘% g@%@;@gsﬂ Eoudd ggérra password

or mat1 on provi pen

entenforzetientichtion @uibses byahedeaatithddddsreen t he
entered user and password information via the login
screen and the stored user and password i nformation,

Whitgt the Gierédry 182Vs displRidd3 the egpntrani@nepnfo@mrma;varw fodl tr@é login ID
i nval i d authenti cation signal he host

andrpassyesd 4o ber@?tere@eamh@/vwr FEPPa?JWre‘h@tIV@HFQ élae é@m bution 155
Wt%%ﬂtﬁéntréﬁ%n@#hﬁ%%&# gfbeqrr% iRU8Kih eaS r%%gbé ??2811 causing

mati on concer ni ype an RSGeTa
theldwist €PU rf3otonpas® meik}mm«ﬂlem;ﬂsuemmrem ensthersmieehatt@ the security
acce rticular n the case of

fil f th
deter 351 BeGeuPr (b SPsTalinch Ve Bknof dhe Sebubigsres «Huses the
sebUﬁfyeHSﬁbédéFlch?%né@rﬁ 5@ fh‘@?ééer\t/&?tlogﬂn rhfo?ﬁratron v(\j/rth stored

unsuccessful attenpt at authentication has been ma
logindnfarmajipn ppovided Im’é@sfia}@ R@I\/Mépltaa@randmg upen Mhetiwarthere is

th /] 137, t d .

a i G TRfSn 36 enfifea sk aitf bASIMAE binidton g ne login

scr%erpéﬁerrrwgioye@egéramgasﬁﬁorﬁhhﬁﬁmaﬂuaﬁUWumky device CPU 37
aut hentication attenpts as shown at 164

relinh eifecavalishor iyplid authe@ﬁcefr@yslsnabf@dbeémt O d3wn
interrupt vector to be invoked by the host CPU 13 at

165, resulti n% in a conplete shutdown of the conputer
In e case ofitheze beingua walrdgaatheotldatmbas sbowa <t 468, theeCPU 37 also

pr&)’iéé& erdYr‘Br?a??r‘r‘l/opr%gggr? cgﬁéﬁ%"%‘é Qrcs)gr?’ ?ype ah é associated device

information depending upon the stored data access profile of the particular user.

In the case of there being an invalid authentication, a counter is
incremented/decremented to record that a first unsuccessful attempt at
authentication has been made and an appropriate message is displayed to the
user on the message/log frame 137, indicating the failed status of the
authentication attempt as shown at 163. As previously described, on three
unsuccessful authentication attempts as shown at 164, the authentication
application program causes a shutdown interrupt vector to be invoked by the host
CPU 13 at 165, resulting in a complete shutdown of the computer system 11

requiring a cold boot to restart the system.
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On valid authentication, the authentication

application programthen proceeds at 166 with
wale@plosszesrg one of either two types of | ogin SBCEAN2004/000387

dependi ng upon the user type. In the present

enbodi nent, there are two user types, one being a

normal user, for which the siieen as shown by the

gr aphi cal specification at igure 7B is displayed at

tep,167, and the other be d trat
On el aufierteariann e priosBica D3P R REUh ARpiedh theh proceeds at

1%\%2@&% ﬁ/lﬁ? dHe Bt %Hﬁ@r o hpedi SPbauLEcREn, aéB@ndtﬁé -upon the

I'cal speciftication for the normal user
usecrigesn 16%hiesprgeeat anthodindent, dbers ate hao hmmtmg% rame being a

nofe] Bk REL eSS Py P ot PYTiG SERRLEA SaresTeation at
FI?@I@' pelesdaplaaracd s?té!iﬁﬁ%?” aRy tRBthbf beiitphin WdhhinBEator for which

urt her descrlbe headi ng frane 170 is
thee@eeﬂn rprgsenied iamt@ea@"aph@ah%wf@hpﬂaate:u@@ foris digplayed at
t% ﬁ@% | ogin screen, where the sanme reference
R al's have been used to identify correspondi ng
attri butes of the frane In this case, however, the.

TRSSFAD PhbbiedbrTER S ih BP0 Bl fod T Benerty

didttawinte e hdatfing ¢ginfe d?’l)azh |I<ﬁgnﬁ HatEls famé 9731 gidedlcet details frame
the login frame 147 of the _Erecedl ng screen and

172 80¢ & Mmfspapalos siane d78r chie SELRASIT alse Wsluslesea faungkysystem
| ttributes of the frane.
b'iifﬁ’é’ Tjﬁp{hﬁftgv('el g(lglrﬂé rarreCHEo(\%ever i ncl udes 20 a user
| D di spl ay frame 175 to displ ay the user | D as opposed

e &R B0 et P foeshlauEta"SEl B EGURFnd A 58 for the

gdndralopghy @credh, Obhé® tHeedame rFBjamaet hamnerdls fhatvbebeen used to
password entry frame 153 to permt the user to chan

lderﬂtg‘y p:@g@mpadmgc@tmwm@pf,th%{r{ampat f"hﬂ“% K8spelpwever, tt?e screen
tlt%"j?he (’tilﬁed) Y4 ?ééﬂ’e%gﬁt ﬂifsﬁﬁé%eg?)g%eregﬁl%éﬂe'eﬂ L8%hown at 143 of

Icatio I nvol vi ng
the@rawimgeat i on between the host CPU 13 and the securi ty
device CPU 37 to cause a change to the password stored
within the flash ROM 41 of the security device for

Thehdoghardataild sranuser71ais sihiian tatthéd 1dginAfratrendar dof the preceding
routine involving confirmation of the n sswor
SCARRIp RS, acgerdralvithe S39Aa sl6FRNcEnAHGELa! B have %%ﬂ fo identify
co%s%g%(n%%%%tg% ﬁ'rgﬂgﬁ‘(egoﬁ?’@%gm details frame, however, includes
a user ID display frame 175 to display the user ID as opposed to an entry frame in
the proceeding screen. The login details frame also includes a new password
accept button 176, which is used in conjunction with the password entry frame
153 o permit the user to change its password. Accordingly, activating the new
password button 176 invokes a process within the authentication application
program involving communication between the host CPU 13 and the security
device CPU 37 to cause a change to the password siored within the flash ROM
41 of the security device for the particular user as shown at 177. A standard
routine involving confirmation of the new password is adopted, before the

password changes are completed.
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-25 The device details frame 172 includes a title
banner 178, which displays the text "device
w0 ndoasosees on”, as well as two further sub-bannP€BHAU2004/000387
di splaying the text "master"” at 179 and "sl ave" at
181. These sub-banners head regions for displaying
i nformati on about the presg@gped devi ce or devices
that are protected 5 by the security device 35. In the

ol TS 1 BB PN, P s e o
“d@%@gn@ﬁﬂétlﬁﬁ the wellass ewo flgitesesandahhersotisplayieg nhe text

i} denoted the "sl ave" device. The respective regiaons
maeteri 1atnd7? hendie\alave”i at olGiat THESS nwméénﬂ@ﬁseé‘eﬁdr fegipns for

S YTbaBTE o, ORI o e SONER® et

byﬂh@@‘s@&uﬂi@%a‘v@fe 88.C hin siwd pheaume ren&hic&imneapem tovm'cy storage devices
provi ded bel ow t he devi ce, S an | ze banne

ar¢ } llowest which fre n@evaL endet dhe ? 2 atandrd, 88p hang denoted the
ggfem Bé\ﬁee ta‘?ﬁd tﬂgsﬁbﬁg bggxg 9&ndRaRE “Q%%"Heﬁloéve]’he respective

evi ce, ni strator of each
reg]bssdewﬂlng ixthe\de}me infermation idclepedieee furthiee sdevéws banners for

displAia e Bt |G (MR rs” Fhibh2ERss P B Pl 46T Display

frafitd QEfooYeeé&P\S%UBlt%rﬁ\%?'él’@aFés‘b%%’uvel%’/ e&(@V@i@HYbeW e device,
I's displayed in red text read/ wri

aCd%SﬁaBB@@liel annese fort listing the daviss detgile thamh@ waes is permitted to

orPuAR A AT Ll P 059 4 {508 ol

di spl ayed in blue text. The nessage/log franme 173

i nc s atjt eba r. 157 r. displaying the text
Forﬁgglgggggwahl%d%w%q B A§}$'§8[?€3159 whi ch di spl ays
- status nessages provided 25 by the security device as

a.tﬁgr‘d@k,icgb{@ntgérst simlar to the preceding screen. In
the case of the user, the device information is only

CURARESS e R e B oSS, Sanet be changed

othe device size in MB (MegaBytes).
The access type lists one of five possible designations:
eread only, which is displayed in red text;
eread/write, which is displayed in green text;
einvisible, which is displayed in yellow text;
eread directory entry, which is displayed in grey text; and
edelete, which is displayed in blue text.
The message/log frame 173 includes a title banner 157 for displéying the text

“messages” and a display frame 159, which displays status messages provided

by the security device as a scrollable list, similar to the preceding screen.

In the case of the user, the device information is only provided for display

purposes and cannot be changed.
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Now expl ai ni ng the net hodol ogy behind the |istings

contained in the display franes 189 and the action
w@eanioskeds t hereby in nore detail, in the preserPtT/AU2004/000387

enbodi nent, the protected storage device is divided

into partitions that have different access |evel

per m ssi ons dependi ng upon Iag_determ' nation of the 5

adm ni strator of the conputer system 11. These

partitions can be created in known manner .and .ar .
NDG o uaaRie 1o B6iparaReyBeRERS el COpRG 1 the display
frah@6 2060 zﬂﬁz‘/ gﬁ&acﬁ%npﬁ?d\}i@é@'t}ﬁe iPN8dre Idetai€in the present

present enbodi nent, these partitions may conprise C,
erbboditherdnthd-.prifeced ewohgasdavicans Hdivided nisfcofoaftitipgns that have

G Sicashafeve PPRITET ePradoaLPeR: B Selgflinzign of the

adiimidehst 8f tiReasmPNler AREAAST NEaMeskhritifl®s BERTbeCBRated in a
access all of the files existing in the designated

kneayn manmer apdtare aapmsentaceas separate dgviseatfemeach e of storage

A4\T1 & ARuSiolh Fmdoriostt. iR Prsal) SPiothih@n JRBSE tpartiions
maB Rt CL, I, \seindchn Troessaet usef cahalvel @ of five types of

exi sti ng in the 15 designated partition and perform
agseeh tpdhasamaritionse namedy reRtk oMY Headupibe invisitlperead directory

' ts, but has no del ete perm ssions with
er{rtb)sggﬁg@tegé‘.t hose files. Invisible access neans that

none of the files within the designated partition are

' o] i.n \ 0] d_mar ' Nosictimm
REGTINIL Fofersoreafls Wi oar SRR PO 110 BES et in the
deyigimted ipsirlition, dut ahh anly eend the fletconyedts sThagisef has Ineswrite or

for that 20 partition available to the user. Read
deleiecearpiigsians WMihdesrad todhetlesinthatpariidt may be abl e

tolist file details such as nanes and attributes in

any directory listing of files in the designated = = .
Reag/write gecesumeane thakhendsemnean ageessell o& thp files @fisting in the

oo ¢ . ¢ -~

IS0 SRRl BIb A tofy P04 Bhd e fngBPs A fipect o the
filacoatehts, bua s frid ddetsi pdrimissiode siithraspelct tpdnasd files,

whereby the user not only has full read and wite

perm ssions, but also delete permssions in relation

InVigitd lacebsd heedrid @it inonkhaft theafilet twithin tM© d2eH0E® Dadtition are
PCT/ AU2004/ 000387 -27 Wen the user is ready to .
aceeRBibifu e Hie Upern e irmoand are Riddensyer to §%%1eé1’=ﬁ“ii*?at ho file

details can be listed or be visible at all in any directory listing of files for that

partition available to the user.

Read directory entry access means that the user may be able {o list file details
such as names and attributes in any directory listing of files in the designated
partition, but the user has no read, write or delete permissions in relation to any of

the files in that partition.

Delete access is the highest level of access to any files within a designated
partition, whereby the user not only has full read and write permissions, but also

delete permissions in relation to all of the files in that partition.
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the launch system button 174 is activated as shown at

190, whereupon the authentication application program
waenwd®s@2si gnal to the security device 35 to SPCT/AURLm®4/000387

"al l ow boot" status therein as by step 191. Setting

the "all ow boot" status 5 invokes the comencenent of

t he second phase of operatiopy of the security device

35, as shown at step 117, allow ng the system start up

eq enc caontinue.wth th aut

Lol gl PrviuBheribhdidhe Damuger system 1.

thétlémwdn?%ylsfénﬁ heutinNAgE BSagiveNe®@ U ¥heRACht B@D, wWidréupon the
halts the operation of the user authentication

aufhstticatien @@pb@aiwmogmﬂmnﬂﬁ@ gigal tor thenrequsity deyige 35 fo set

i 405, AL SR ol B A1 SR 581G oor it

invdkesr e’ Comsnshcephantesk the Eé@onwmsen@ﬁ beermidnt of the decurity
the authentjcation application programat step 168.

deylgé Sad@SnPReWALIr seppadisc PUQNingotha SVsiawa it & Ispquence to
coﬁ’u i Wlthttﬂetélﬁhg av%%gﬁ&éﬁﬁﬂs%ﬂﬁg §OWhAR ¥ Einterrupt vector

erence nuner al s en use dentify
asc}:dmem d2pandhagndrineatasrprbvibaslylktseebad t 'ﬁlelsthmﬂsibe epasation of the

Accordingly, the adm nistrator type screen is divided
USPheY he?nggﬂe{qré?pfi’#@égpﬂ@r?g@ﬁb 193, login details 195,
device details frame 197 and a nmessage/log frame 199.

Wth respect to the banner le. 143 of the headin
In fthey f@Se gy, thersey dype Peing @@ ipistrafarg s PEnIRgIalH screen as

refiesBfted By I ghahic SpRLAEARPEnbNRT FGrR 7E% UiBlayed to the
usar ensthbshanitcbtawa;theiaﬂklmntication capplheatmrr pwemﬂahgep 168. The
acbish Rl vpS et 1900 PUBNaRtAGSTalPh A s uihPE screen and

sof HRCIdPMNS referdfce dﬁﬂhéﬁéﬂ% HEV2NBkent esédnetol RIEMER %b?ﬂe%ﬁbndlng
button of the preceding screen, whereby activation of

attrihgtesshetwess thRdwa sereasn Aasakingly,Hbe esimipistiatariypescreen is

il SE6 SIS g SRR 088, | BeE B otails frame
190eiral ésmésrs@g@/légﬁarﬁeheggane facility for changing the
password of the admnistrator is provided as shown at

step 201, with a simlar entry frane 153 and accept

Wmves%%swm DAt 713 Gthehdddthg-Rame0fo3, ife US&ls altered to
pe |lo However, the |ogin details frame al so

md'ﬁ%’fledhégth@rﬁcé@ﬂfﬂ isifosihe adminisiratoptypedeginat i on 30 of

whi ch invokes an editing process within the

aut henti cati on application program WO 2004/ 086228
Thealevice etz iase 197 and the message/log frame 199 are substantially

identical to the corresponding attributes of the user type screen and will not be
described further. The launch system button 174 functions in an identical manner
to the launch system button of the preceding screen, whereby activation of the
same as shown at 200 invokes the commencement of the second phase of

operation of the security device 135 as previously described.

With the login details frame 195, the same facility for changing the password of
the administrator is provided as shown at step 201, with a similar entry frame 153
and accept new password button 176, as in the case of the user type login.
However, the login details frame also includes an edit users button 202, activation

of which invokes an editing process within the authentication application program
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-28 as shown at 203, allowing the adm nistrator to

create and edit data access profiles for individual
wae@nss6230 as to determ ne their data access prPOIf/AD2004/000387

for permtted access to the storage nedia 21.

Activation of the button 201 causes the

aut hentication application pypgramto display at 204

an administrator editing 5 screen to the user, the

o RO PR B ohL 940 B A s

foﬁﬂﬁjméuglu uselad sonhe 8 cﬂbﬂéﬁh'ﬂ@ fHea8at208ccayd pﬁmlé feis permitted
details frame 207, a nessage/l \?la% frame 209 and a

acceserip the sdenegel o@ohra %ttéﬁh ion Phehrehditey 2¢hmauses the
Lﬁ@?l‘ftl&%ﬂ@ﬁ %;&51 %oﬁ %@%{%ﬁ fq?%ﬁsgngér% 23%!:‘3% 4‘8%5 ﬁagﬁnlﬁ%trator editing

schsHT i gig ateor, iRdidraptsieslsspeeiiRation ©f videntis ebbwhaat Figure 7D of
previ ous headi ng frames. Simlarly, the nmessage/l og

the dsaing8o is substantially identical to the

nmessage/log frane with the precedi ng screens. Thus

the sane reference nunerals have been used to identify
Thﬁ)ﬂﬁ@ﬁﬂ%ﬁﬁ@i@hgﬂsﬁf& efiihsceaen 305 éndiyidad tm@@hgédlé@rf@m@;@% an

L&%«Jrqeeﬁg %Cf@h%l 34 aeme%sé@&foﬁ H5ha! %cheé{ue%fre%tgré etPtéHrﬁln login

i Ses a e banner epiTcti ng

bdtﬂoﬁt21 ;8 'thomac&hg zrh’m@rzdess gpait iftdne haaimeas apppopiately worded
the text "user" at 215, Sstword

titefanwes: 14§td92‘P§”gAhe é@"eteab? gihg | aﬁ*tﬂinizsltga@?%w HeRy's screen is

id Ot Wt& &ﬁe&%ﬁ ffd?n%g‘ n-*;léﬂ?j R ?rYe%% e/lo frame 209 is
scr ta I'e 0 1 "users V|n

s@stamlally metrheabtooﬂxecmedsesgeﬁhogg‘eamedwm the. pr‘ébedmlgi syeérs. Thus

the RENE (R BIFERIWTR R heln ook Ko Aainili S gheonding Blroues

ofkglcnegihdédiesfeshs CPU 13, under the control of the
aut hent.i cati on application program and the security

device CPU 37, under the control of the operating

Wgtg%ﬁﬁééthﬁf ﬂﬁg edﬁ ré'scfér’[alga'qfréﬁw BOYNehib | timsrR¥sah Nitle banner

e user passwor oaccess button
dapiciing ﬂ’ieetev(éic‘,m&arthsﬁ’eas lsbewntate?ﬁaan@rwbzt]m baarrerardjaplctmg the

te%t]‘ usel\"gt%qsd'/“nggﬁgrdpgé%%%4/ 888§587at 219. An editable frame 221

is provided below the sub-banners in which is displayed a scrollable and editable
list of all users having access to the protected storage media 21. This list is
derived from data stored within the flash ROM 41 of the storage device arising
from communications between the host CPU 13, under the control of the
authentication application program, and the security device CPU 37, under the

control of the operating system thereof.

Each user entry in the list contains:

ethe user ID;
epassword; and

oaccess button;

under the respective sub-title banners 215, 217 ahd 219.
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-29 Upon pressing the access button for a particul ar
user, the access edit screen will appear for that

W@ s@a/086Rke admi ni strator editing process al |l oWBCHAUZ®H/000387
to be deleted by the adm nistrator through the edit
frame 221 by selecting their entry and pressing the
ALT-d key sequence on the keypoard. S A create new
user button 223 is also included within the edit user

Ui BlekSingt PBracs38S o hpdkr  nbfiedol ¥ 358 cBSS 4t fPfpen wil
apfpbar doit treatt usat | TheaRRIMIGIRtrER Sditeg q:lfb@éséﬂwmsaé user fo be
224. This process causes a dial ogue box to be

d%@t@%myy%@ @@@mw@toadhﬁwgbtth@t it Bame d2érly seleptiag their entry
an%iﬁ:?e@énﬂ gﬁ [ oK %%ggﬁepcﬁe‘)gn% E‘éy%eahe user 1D and

smor utton Feupon
activation of whi ch causes the user and password to be

i i~t, fr . a )
A ShaRL 5P O A8 RS L 5By Rl rame
20Fhioe lereatiry @mel luspar tAdtivefionl @ ithe duaienhp 2l emvokesta |prescr|bed
such ti rre as the admnistrator edits the data acces

Pragessi Mithingfhe: petherdicatian mpnlipationy PEe@ge d@ist SBewa e, 324. This
pra_ﬁags ‘i‘%ﬁ]s‘é’s% LhS @669‘?5%% &Ehﬁy\%a et tﬁ¥ a%?ﬁlb*ég'%d}?%drn users

correspon I Nng access n as shown a
sctdem B@érpro‘edlmgriomg‘raardes; |f<mgemermgdhea¢:har IDr anek p22dwordeand an

actfa i vdieTaonr fvalgn v eResR e AR rassgad to be
didpeyed FeiResdi frhnhd PPN HE SRGWh HISEFAL Eachthdw URRF $as an initial

- screen 205 as shown at 227. 20 Activating the access
deffault databepesasnprafie.swhidhi s¢te waratlepardilion adavicss de tadg%en until

us f the ed| r, det ail
sufBTme 309 Qb it 3Tl ahd et A RIS B R T8t using the
acBESY N §6redhs Athay a@tmﬁ*sﬁ@to&%de@ge@etmsnséﬁere@t BY activating the
access edit screen, the graphical eci fication of

CORPRPNGIBY SI§66RS PHEtED g'ﬁr@om of 226@r awsegsequinag editing in the
ator access edit screen 229 is divided into a

edﬂqgg(ﬁﬁégbprane 230 and an 25 edit access details frame

- 231, a nessage/log frane 232 and a return to admn

THESBHL, BB GBS R PR P Rstor o
refuhe td thd admbrastrstor typeplogiti sdemion fapprtaprddmiistiexdr dit users
identify that the screen is of the adm nistrator

SCERERedYS agphowp @ 224 shown at 235. The nmessage/ | og
frame 232 is

Activating the access button beneath the sub-title banner 219 alongside any user
listed in the user list of the edit user details frame 207 causes the authentication
application program to display at step 228 the administrator access edit screen,
the graphical specification of which is shown in Figure 7E of the drawings. The
administrator access edit screen 229 is divided into a heading frame 230 and an
edit access details frame 231, a message/log frame 232 and a return to admin

user text edit screen bution 233.

The heading frame 230 is the same as in preceding screens except that the fitle
banner is provided with appropriate text to identify that the screen is of the

administrator access edit type as shown at 235. The message/log frame 232 is
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proceedi ng screens and accordingly the sanme reference
wooi08d238 have been used to identify correspoPdi/Ayg2004/000387

attributes between the screens. The edit access

details frame 231 conprises a head banner 235

di spl ayi ng the text "accessyﬂetails", a sub- banner

237 containing the text "user" and a display 5 frane
e e Pocet g SPLads AT BLy 1 cfib roferdiied fifmerals
havs beeptisedrio XEntif berreshdnding effdbutes didhweén dmes@28ns.

then provides a simlar frame set up to the device

frames of the user type login screen 169 and the

Thadsdinbstesat detally frerm®@3n canpisss é%adﬂbanﬁ@ryzmrﬁwéymg the
storage nedi a

MR e ol e,
fra?rf&aﬂI 233@%@4&%5?%@&% td t6¢ %t‘éblastnh%' t‘FuebﬁQQte é@ Ens%e ]ﬁ;i&ﬁ\gr user

detailing the "device
Seltepteobfsometbgac!mlmetrgtcmmiltp:sw|sdmérfm5 each deV| ce.
Devi ce detail frames 239 are provi ded bel ow each of
these sub-title banners simlar to the display franes
ThessdibBcedss detaillse‘redaezﬂzg thempsovides andindidif fedméheet U to the
user, 1o &nd ad rator | o

deVige Jeastes, Bf % wae Weo: e irapt Hebaus Tasdmigisatar type login
scref qth %&eb%@éﬁﬁ&sﬂ?@r et gﬁlgét}épa%ﬁe “§9%e” storage media

Accordi ngly, each device _ nme lists the
prQi@Qtedé)mh uniiidevica S5spiovided at b aad ‘@Bancﬂ Inespectlve sub-

135RER 185 105 P 187 FedIg s SRS ize vy

titlsdiespetiliveparngfovided fof@atheledfeess type for the user
is divided into five types: .read only, depicted in

red text; .read/wite, depict ed in green text; and

DevicBViisiahl famés 23 efe | yﬂoVi@bHOlﬁéIbW(bacﬁ’ rcﬁ’aﬁe‘%br §@-Bi¢ banners
entry, depicted in grey text; and 25 odelete,

simjlgpite tee display frameasx189 af the) demisepdatall dnasnemé@z ande197 of the

us U BRI SRE A BT Repb B bl 0 A rames

233 hhewetargatdeditablé) hwhbﬂaaSI the &P Q%@@?ﬁ)t Accordingly, each

PCT/ AU2004/ 000387
device details frame lists the device number under the sub-title banner 183, the

access type for the user under the sub-title banner 185 and the device size in MB
under the size (MB) sub-title banner 187.

The access type for the user is divided into five types:

eread only, depicted in red text;

eread/write, depicted in green text; and
einvisible, depicted in yellow text;

oread directory entry, depicted in grey text; and

odelete, depicted in blue text.

As in the previous case, the device numbers represent each of the partitions that
are created for the particular storage media device. This, together with the size
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-31 information, is display only, as determ ned by the
informati on prescribed for the particular partition
watanmsh2es t hin the flash ROM 41 of the securi tpCcTiav2ame/000387
whereas the access type is editable by highlighting
and clicking the displayed entry. In this respect,
the displayed entries cycl e_Rhetween read only,
read/wite, invisible, read d|rectory entry and

i el ete through the graphica nt erface
R, M S, Pa e PE ot SRNG din e RO lkpesoribed for the
pélﬁé&lar|p'érﬁt|@r§st8mfthmtthé f%%ﬁ%@l\ﬁ H’S}ffte X 8é\§hy device, whereas

partition can be iIndividually set an
1her@we§séymﬁ %tﬂbée bmmgﬂebhwangjmt;kmg themspﬂ@yed entry In this
at a ess

re%ﬁgﬁ? gﬁg fdg%ﬁ% epgeg %&tcfre %%tg@ggoregg I\ reg%/wrlte Invisible, read

dipattbenehirat @mél RS i s @é@%an@séﬂmﬁbwgget Tch@(ing an
security device 35 on activating the return to admn

ingisile &gime sungiihp disdbayertiexhs shown at 241. At this
time, the display data access profile as determ ned by
the administrator is communicated to the security
Indiis reamrey, d6e Brcese tmtforceannaomﬁhbrsmnem lmn:hlvidually set and

C d h The n| St.r r
QL T rebute] o Bl 220, RSP le P dhposuet uéer. The
patitolar r dath aaRess bﬁbfi‘lehecfé@fed’ i foy Eh’ﬁtuéérons Oﬁroc%s&!ﬂ by the
t he operating system of the conputer system 1l is

auyhgpidption apaligatiopr eipgraMngnd heipklied aloi iy §?§t”é’fm devige 35 on
AP T 0 AR oy .

thisetionenghe ajlsblayolcmya rRgcbye praftioiay deratrﬁHiedéd;ytthesaﬂmlmstrator is
trator an sel ect an

whi h d
COHBAIETER40 R SORLERs SOBFBIEPD 35 Dt Mo FaSb S 13 Agd stored
WIﬁﬂhttHé HectBi d'eOlcbhﬁﬁgﬁnR@M descr ifhrd abaNRiraldiCa f%s stage

is configured so that the operating system of
CthﬁlngQSBihelﬂJSeISpSlﬂtﬁ arlonly alleecead taccpss to tthe rsedafiiyneattition on

adnmini strat o The securit artitign.is
w1, BT 1Bl of 2 SREPPUGY At 1" Stored, thereby
pr@@mmgﬂhe%p@éﬂm@gyéateﬂﬁ%mhﬂﬁaﬁﬁbﬁgédt@o@ﬁlcgﬁéﬁbﬁ‘destruc’uon
permssions in relation to any 25 of the operating

systemfiles therein. This protects the operating

SifNstaaBbasly, mu&@méﬂmfﬁ QHPh’th?ti‘éthng?% @Wn@'tﬁ%ré@l@nying the

or destruction. ection for the co
ad@wérséltathedys,tsernsnmerbBO@rfmm dfeluichythe can‘mlgus‘tlrah@r care select and

e e agBa b ol Bt b Br Bl R A 27 &
further configured so that the adm ni strator of

In the manner described above, the HDD 21 is configured so that the operating
system of the computer 11 is stored in a security partition defined by the
administrator. The security partition is configured by the administrator so that, at
a minimum, an ordinary user has no write or delete permissions in relation to any
of the operating system files therein. This protects the operating system of
computer 11 from unauthorised modification or destruction. Optimal protection for
the computer's operating system may be provided by configuring the security
partition in HDD 21 to be invisible fo an ordinary user.

The security partition in HDD 21 is further configured so that the administrator of
the computer system 11 can selectively write or delete any of the operating
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30 the conmputer system 11 can selectively wite or
del ete any of the operating WO 2004/ 086228
w4204/ 000387 -32 systemfiles in that peeT/AURZ@M000387
This facilitates flexible adm nistrative nodification
and/ or upgradi ng of the operating system During
normael operation, there wllgfe tinmes when the
operating systemw |l want to update systemfiles

cont ai ned wthin the read.only. segur,i artition 1f.. .
svsiem B85k et eatilery S Fs° bl e85k R, modcation
anbuddradifg i dheé BF_eFa‘{iﬁb%%ﬁé‘nU not operate correctly.

Thus, the application program of the security device

is designed to divert all wites intercepted by the
R et e, Aies ik 81 opE gy will vant

to sclate sysipar filasi containedtwithin tharmeed, onlliesecorpupartition. If writes

oS50 A AR oA S0l Bt operte
cofredf R4 Athd %ﬁ\éﬁ@éﬁ:ioﬂspﬁ@r@rﬁwcbpﬂ% JERIBEY dalidel & designed to
overwitten each tinme. An exanple of this occurrence

divest all puiteigtereeniad kipdedrusoerniral sad iriskesedagisgastota portion of

i [ ) " .
mgERI, D e e EROMEY L, Mbldaaiot B P BhRPSOQFEF pegition. In this
mandre e icenigitec banges. it hEkeugdittt ehesgeiet Mites aOgesntinues

to the HDD to_make the new changes the default at

nosmal opsrationt. s drperdon i iie P iIRONoe 1ok deieh ast srratchpad
m%@ﬁégﬁo@%m%ﬂ%&ﬂ tm.nal ly. Therefore, the SDV

wites to a scratchpad area of the flash
ROM 20 instead of the read only security partition of

Thi I mpl ements the change and
Ar{ %)I‘?anr@% @h%ﬁ%&%ﬁ@g?m systemfiles andgconti nues
normal operation. The change the user made is in
effect until the c uter is turned off. Ny .
e g ARaabEPe SRR o HeromaRES Saes iy eskRAF iidPdisplay
20Q4r1B 852 8 cBRIbhANBRRAbASKYISUNd c8Bur Eft. Sumar y:

The operating system (OS) implements the changes.

e The OS then saves the changes to the HDD to make the new changes the
default at startup.

e [f the write to the HDD is not allowed, t\hen the OS stops operating normally.

e Therefore, the SDV diverts all writes to a scratchpad area of the flash ROM
instead of the read only security partition of the OS.

o This way the OS implements the change and thinks it has updated the

system files and continues normal operation.
¢ The change the user made is in effect until the computer is turned off.

e  On power-up the original OS configuration is loaded.



10

15

20

- User changes desktop background col our for exanple.
- Background col our changes. - OStries to update
wWGeymoesa208 | es by witing to HDD. 5 - System fPCEAU2008/000387
inread only OS security partition. - security device
diverts systemfile wite to scratchpad area of flash
ROM - System conti nues mﬁt% col our change in effect.
- User turns off conputer. - 9ﬁen conmputer is turned
on, OSis loaded fromread only OS security 10
INBYPMEY%n. - Original OS systemfiles are |oaded. -
Background col our is original colour before user
changed it. The second enbodi nent of the best node is
-substaait changessieskiep badkgroeng celoedforexaemtiedi nent |
except it is directed towards a security systemof a
type where the 15 security device is integrated into
-+ he Baskd@ioudgeokiurchihgeant er faci ng the main CPU bus 15
with the data access channel 33 provided by the ATA
cable that is connected to the read/ witeabl e storage
-devi ©6 tAids td Dbdatey pRst@h fHEEHY WriingMe DI s di scl osed
in International Patent Application PCT/ AU2004/ 000210,
which is also incorporated herein by reference. 20
For Shaechifibeses ivfePsmy ids gsgﬁrhg pef@RyM embodi ment,
reference will be nade Specifically to Figures 8 and
9. WD 2004/ 086228 PCT/ AU2004/ 000387 -34 As shown in
_F| gu . . . i i
yat S b RESTREE o USRI Mitd & Mo ra g Sfagl oM.
conprises an alternative but generally equival ent

TronrEEttE B SR ARty Shown in
Figure 8 conprises a plurality of buses 5 interfaced

w th the main.CPU bus 15 via appropriate bridging
i rcH??'ﬂstur%QﬁﬁBg&'l{eﬁ'ncl ude a PCl bus 306 and

mul ti pl e peripheral buses. The peripheral buses
i nclude an | SA bus 302 and an I DE bus (or ATA cabl%% i
33, NCRRINBUET 18 itk ONs (ode legded dramy repdyamty OS security

bri dggtigbhcuit or north bridge

- Original OS system files are loaded.
- Background colour is original colour before user changed it.

The second embodiment of the best mode is substantially similar to the preceding
embodiment, except it is directed towards a security system of a type where the
security device is integrated into the bus bridge circuit interfacing the main CPU
bus 15 with the data access channel 33 provided by the ATA cable that is
connected to the read/writeable storage device 21. This type of security system is
disclosed in International Patent Application PCT/AU2004/000210, which is also

incorporated herein by reference.

For the purposes of describing the second embodiment, reference will be made

specifically to Figures 8 and 9.
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304. The north bridge 304 is an ASIC that provides

bridgi ng between the CPU 10 bus 15 and PCl bus 306.
wab@4mer2e$h bri dge 304 al so integrates system fPO/AUR008/000387

such as controlling comunication between the host CPU

13, systemnenory 308 and AGP (Accel erated G aphics

Port) 310. Simlar to the nog4h bridge 304, a south

bridge 312 bridging circuit is provided as an ASIC

Asg %ﬁé‘ﬂ\gﬁ gplf iggﬁé ?EH% ‘i’:%'n{akg)tgﬁ.%yﬁ 2t uf ‘E{QD g:h?’ttpmgl%%gllriy System of the

présend ggrabedinmant cis| intevrates! sytht emnbuae:t lam%ltémdmvéSbut generally
power managenent, and

eq@&%ﬁéﬁér?m{%@%&é\é t%ﬁ“@hﬁrr’eﬁ‘{ '?‘of'lgé!F% 1 OM%@QN%” the architecture of
thé: télat é/@fén}i’eé@’e&{bvﬂ?\fh Clegggée}ﬁ to tiﬁ‘\ DE éus lggsléfs buses

bus 302 and | DE bus 33. Conn !
interHaceqbmits ttbe againdeR Ucleus 23 viaDeppropsiate agdgmgda:la;lmanThe buses

B 2P, LB e b, SbPel 85 3L S buses

inclicRoAR IS4 POVI3ND dMLaRIBENs (oRLaW dpiensef the
security system 332 within t(ﬁe sout h b):?dge 312 and

its connection with the HDD 21 via the IDE bus 33, in
Th@ff(clEUCiﬁ}sa’IS coﬂ'ﬁ@c@%{f‘dﬁu 4980 TRy/PEl . ulﬁ(g{ltcmf drth bridge

conventional bus bridging and syst
30f1ncThmnﬂ§h dridge 304 és BachSK thatl PeviREsi bﬂo@rﬁgadnetv@éen the CPU

buyﬁt%eér'#a; é)%%l Wg'ﬁl %ﬁgaéﬂéﬁﬁ)ﬁég& rgggra%es system functions

su&e)abomrdfdweoﬁmﬁlﬁm@éﬂrcﬁf b3BvecH thd IngRf GR35, %terﬁhﬁemory

outh bridg al so include logic for other

Q@(ﬁcﬁ%ﬁé@é@e@}@@g@phﬁéﬁ%ﬁéﬂo The south bridge 312
also i ncludes security logic 326 and RAM 328. The
security logic 326 is functionally equivalent to the

Sirgitay tQ'ﬂhﬁrﬁ@rﬂf)‘u@“dﬁmB%J a south hridge 3d@ I3tiding)circuiBisoprovided as

A Pl P B Sl BES s anadSacdls plieha 0

bub&3owThe soute Isheigai B12tdlso smégratéy m@,@énrar?e%@sC%gtem functions
el ectively secure accesses between the host
sUCTh@s CRENG S ABEt adivitinimers, Bpwer a?artagetwts@a@rvamus interfaces

or Qﬁﬁkﬂl%rs?ﬁ) RindE ﬁ%ﬂgﬁ%ﬁon tb@ﬁNé egé{n%? Ioggtb‘é PEPous 306, 1ISA

operates accor rescri app ron
bugp B3 aad]IWc'u s 33 C@a}dledtedrtbthAﬂDEfﬂ& is tﬁeSHBDtstdd@ge device

f t
21.30feP GRS bE i S Dot Y GonpPaigeain ihe a3 éhdidae 312 via
thel@riphklbudds. on the protected HDD 21 itself

Figure 9 is a generalised block diagram showing the present integration of the
security system 332 within the south bridge 312 and its connection with the HDD
21 via the IDE bus 33, in more detail. The south bridge 312 includes logic for its
conventional bus bridging and system functions including a PClI interface 314, IDE
interface 31, USB (Universal Serial Bus) interface 316, ISA interface 318, power
management logic 320, keyboard/mouse controlier 322 and timer logic 324. The

south bridge 312 may also include logic for other miscellaneous system functions.

The south bridge 312 also includes security logic 326 and RAM 328. The security
logic 326 is functionally equivalent to the CPU 37 and bus control and interface
logic 43 of the security device 35 of WO 03/003242 shown in Figure 1. As
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which is invisible to a user and can only be accessed

by a designated adm nistrator. The secure invisible
woib4psa2es ti on 330 is described in nore detai | PChalUows/000387

Alternatively, the application program my be stored

in the south bridge 10 312 itself or in a separate

secure nenory (not shown) cogwmected to the south

bri dge 312. The functionality of the application

det%rﬁggécg)‘e@reié\?/giﬁdgp@ H qulé Cﬁ'i}esisghlgg;tg:ga dg%%%' éér‘? %e?’éc%v@@d secure
acsebséabétindlenithe e st S@E133indeaRe pritedtad HDD 2¢pect to
the previous enbodinent. The application program

stored in the invisible HDD partition for the security

Sitfier fo thkSddirib@eisibh IV 0axs/842243 tBEREEAltyogic 326 operates
desi gned to intercept and control t he conput er

acgpEtingiie %@@tscnb@fé:@mh@ai@rp@mr@@ whichdatlpaded drodyAM 328 on

st%fg :Cr}(?f %@c%ng g\ ({gr:g Jggﬁg %@%@fﬁq %%Lﬂ{ 8@ ?%QBE gty Retpr?gscnbed

apiplieafi@rt ptogranofs ttoeed ¢ W bhtitloagd30 wtheﬂﬁtdiecteduﬂnD 21 itself
bri dge 312 betvveen the host CPU 13 and the stora
whighj g JvisiBlepdp ¢  cUBRIT 1IBNdIEFNgREY RF 13RgESER@ DY 3 designated

adtinidtiabor. A gegiﬁ'@ le?l;S@)ﬁé g‘n é)}t?ﬂgtﬁﬂ ?3@ hy dE éﬁbeerd il ljnore detail

requests for OW Nng and fr
beddne. phltereativedy, sheragpicaton pr@dranT neaysbe Lsta)rtexd |Inot@ecscﬁﬂlﬁ bridge

SUOIRhOT it & Seprall SRCdts: BeAay ok h0uB) SongpFieaeto the south
brickBl 398 CTRErUHRIINAIR WP he APHIREHAN ASEAR SRR the invisile

rori pr0| es are stored In 1 NVl SI
£qucmmn 33@) aneﬁma oparstionmfdne sesurlty systenbd8eds eubstantlally the

ceC nt tlons and/or files within the
soffs s dead b pEh EonR i A SR kot nat oc
adni ni strator can set up data protection on a
arti,tion- artition.a or. fil file basi
TH P IcaB0R Bl dAR Sordd i e Bt S addifory Bt 'sBeuriy logic
in Pfhec e8Liihg bergeda 12N géhgidll?r déﬁgh@@ W%tb&?édtoé‘nd control the
ram the  user profiles may alternativel

commﬁ@fjsysiewﬁebg@mpwcssss @je PoRide geihentieation éy nygans of a logln

3588 A% B5 SaT b 80551 dat BB R Wormiven

Acmecdmglyytf%webaﬂibroéf theesqpueigelvgiceBR® i tendouthIbridge @12 between
esi ?ned di fferentl ){Q functions in a substantially

i WaAndihe sterrgeopedia %dsd?a"tlﬁéaw @@éwnﬁg so that the
SGSWIPBE%% %ngbl% \égéééd%tg)%ﬁ ﬁl‘??rd%fsgéedé%%?ﬁ ’)f/dqr gﬁ@t% ég and data
flowfing He mcbimmn the‘qmdtemm stbtages amdia t1. | o'[:jw: s&2aritynlogic 326
foMa(ards these requests to the storage media 21 as appropriate, based on
predetermined user profiles that are set up by a user having an administrator
profile, which profiles are stored within invisible HDD partition 330. These profiles
are based on access to different partitions and/or files within the protected storage
media 21. Thus the designated administrator can set up data protection on a
partition-by-partition and/or file-by-file basis in the same manner as described with
respect to the preceding embodiment. Similar to the application program, the
user profiles may alternatively be stored in the south bridge 312 itself or in a

separate secure memory connected to the south bridge 312.
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5 south bridge 312 is programmed to bl ock out al

access of the host CPU 13 to the protected storage
wore@ias218 by i ntercepting the boot process at BoT/aaedoy/000387

stage during operation of the BICS, as in the case of

the preceding enbodiment. In addition, the security

logic 326 in the south brid 312 prOV|des for a

cust om boot sector to be | oaded into the RAM 308 of

t he host CPU 13, which th ecut e
THAISRHY SHSIOT ot BHRSEBh SSGIReT, caaehgdegioned differently

quétﬁj’nsaH BegthGahd da% @%ﬁﬁw m@hh%""‘tg%ér@pé}gﬂ@h‘tcﬁrthe preceding

sys emto procee ts norma oot sector
emipxsilatermnan@rsd wnnmcﬂtbmgew@teeininl spatiifitgdetail. Thes siantbe case of
manner. as nce, .the

th S RGP Gt B LEnBesePh CriRe oy ete dieqesity dogic 326 in the

sotmtbAdgd 31bhk @ro@hhﬁ@@k@gwoﬁwraﬂsﬁdcegé of W h@&AEBRHE 13 to the
i s undertaken on after the supervisory 15 control of

protesteck starpge m@glacz’ism iruterpﬁ@tl@@&h@ bipot dgecass2ahas early stage

o PRELOSEHAR AR EI08, o¥ LB Blocdah Rrkiment 1

ademeiratihe gesysiyasyief326ha the @ﬁmﬂ @fdgel:sﬂg p%@xﬂﬂ@@l forma austom boot
security partition formed in th 21. The securi

sepiarIptialR ST 7N AAMEORITI 0P 9556 FLh 8, Whichghen exbcutes an
aUfh BN aé‘pﬁfc‘ghgﬁ ar{rf)g%ﬁ{x oﬂ%gg(gﬁ\gf %@ﬁ%’d h@erorauﬂ%n‘ﬁkgtlo% before

permssions inre e operating sys
alerIregs tihdreoanputer Systeatd }oroctdmi withuits hyprrmal boodl secton operation
HDD21isf#)rther C ured sotha

t he tne . .
"5{1?@?{@{19 SYgieny 0adig, & § esrpg%?ﬁ a8 r@aﬁst embodiment. Since
thé el'aﬁ%ff 'd’;?éré{t od tr@wﬂfe drlete BMhhréfeePREIAEE nrﬁhedla 21, this

system f sl,lnt at partition. Asopposedtot e
meﬁhos!ol@yo@mumatthaﬂqwm ecqeashsr endaytakenf dalyrafRONhe supervisory

ro 5 the bri kN d he .
ooBlBlpf i 14y oae 2R L ko I Bk besh ppsablisned on a
useabylidedbad®) to divert all wites directed by the

operating systemto systemfiles on the OS security

partition to a scratchpad portion of the invisible

APH tHe HRR-enfBdEMPPoF peéséri’eqnvaw()w lohe o@@féﬂrfg stk of the
overwitten each ti ne, 1N a Si mlar nmanner to

cofupider d isfstaned lﬂlaaSGBClR@(Apﬂﬁl’flqﬁlefOﬁmédddlth@ I-@Bo&jﬁ méhe . security

PRSI 0 PRTEATERD, Bt 4 8 BRG] grdfiany upor has no

write dritReiSteqsutthis iRl rBRion 16XXeIf thEdbetdiidgssietm ffijes therein.
systemis inplemented in a bus bridge integrated

circuit (1C provided on the HDD. This enbodi ment
SidHilefi§s tHd @Bturity partition in the HDD 21 is further configured so that the

administrator of the computer system 11 can selectively write or delete any of the

operating system files in that partition.

As opposed to the first embodiment, however, there is no flash ROM provided in
the south bridge. Instead, the security logic 326 makes use of the invisible HDD
partition 330 to divert all writes directed by the operating system to system files on
the OS security partition to a scratchpad portion of the invisible partition. This
portion of the invisible partition is overwritten each time, in a similar manner fo the

function of the flash ROM in the preceding embodiment.
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devel opments with the serial ATA (SATA) standard for

connecting HDD s into 5 conputer systens, and is al so
wale@alogmesl i n | nternational Patent Applicati onPCT/AU2004/000387

PCT/ AU2004/ 000210, which is simlarly incorporated

herein by reference for the purposes of describing

the third enbodi nent. As a cefsequence of the design

of SATA | nterfaces bus bridge IC s have been

i Igﬁfedbl I r& jhne:jgr]\:,\(q?@on %%Qtt@?ggﬂ@ Sirgiar,in dhe second
e Tﬁédlﬁ%%‘ﬂ BRESHT thst ARB OSSR, %%st'eﬂfm 'IQQ%Ié—rﬁéHﬂe@ Pg'aeéus bridge

is SOC device I ntegrates t/s read channel
integr%:edactscmfﬁbl(ﬂ@)s pravided SATRe iHHPRr fTalme embdgirpent arises from

d%ﬁﬂ?ﬁ Siikahtn %bﬁa?a‘?r{h@ KEA @Z’wﬁﬁgétgﬁ' b TorefRS g, HpD's into

corSoufiesi gReMinE 0 aPE INEMPAiEdIeskd Nk OlridiRiatiefat FRlkent Application
circuit of a HDD, essentially bridging conmunications

P(BEW%OQ%@H\@BICMS isinilarli ingoepasated kersimby refgrence for the
PP RGRILERUIARNY R RS LRiERmERY ce, and the HOD of

rage e present enbodi nent, the
security systemis incorporated into a bus br| dge

AS@'&L Hoselenio s BhaRi 8 SATAibBrt s pingyBB¢ % have been
| gt foreAee aSﬁlgh@dinEngQteU[@yét@mrﬁOhtdﬂ§(bG;‘» device, an

br| ge 20 circuit is connected. shown in Fig
exwplem;‘ wiishprasigeerireentty @mowmﬁlr PY é@ﬂrsecnpmeg@@logles This

v f 5
SQEntipe SRR F il re chahfch 868, 24 GRS five sATA
infenfatbea pﬁamemlmgcemﬂoﬁilﬁrm htrd tisk coatroliet, xerﬂbmided&ﬁémfry and a
t he bus bridge circ 351 i5 configured to |lo
quah Mtpﬂﬂggdﬁﬁm-réug? Br &Y 1Gh 1% %S'QJW %?nb§ 'Rﬁ‘Rﬂ@S@te{jd”m the
r I

e T e B T R AR AOn f DE R £ bomputer
busf usih@ addAkAahanne! loe conmfgni€ating wih aoftotage device, and the HDD
f%ﬁg catl on software is substantially identical to
OGS UBETE PPEEE- in relation to the precedi ng

enbodi nent except for the fact that the security WO

04/ 08 / / 0003 38 sy
'“%ﬁ?é}ﬁ?%\ &’RF%”%&LT% ?‘ﬁt%gcﬁlé kay%fﬁvb'st'ngowgr%tﬁar'@t JAdpus bridge
CIrchTt”M\ﬁrsﬁnW@rS 'CGHﬁ@Jratléﬁ‘ SoStHa ©OEV HERIcEOd8X&HedS 8bove and has
control over accesses using the disk controller
application software operating the same stored on a HDD to which the bus bridge

circuit is connected.

As shown in Figure 10, the bus bridge circuit 351 comprises a CPU 353, having
memory RAM 355, a SATA interface 357, a disk controller interface 359 and
security logic 361.

As in the preceding embodiment, the security logic 361 of the bus bridge circuit
351 is configured to load application software stored on the HDD into RAM 355 to
seleclively secure accesses between the main computer and the HDD, in

conjunction with the normal operation of the disk controller.

The function of the application software is substantially identical to that described

in relation to the preceding embodiment except for the fact that the security
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functionally of the device itself. Consequently, the
operating systemof the conputer 11 is stored in a
waeeadnsd2gs 5 partition fornmed in the H(r)(r) 2BCT/AI2004/000387

security partition is configured in a simlar nmanner

as in the preceding enbodi ments, so that an ordinary

user has no wite or delete_permssions in relation

to any of the operating sysf% ' files therein. As al so

is the case in the precedi ng enbodi nents, the securit

syt IndrTaced withreald inegiriegnisdinedhaTHuere mad firmware design of
. i : . Bt (o Y
tERTOL 39664 %0 eRproia® sBTEL bR TR REEEs SnBchie/ MY gontroller
fuhatidrizdly op éing devies.itsklf. shoul d be appreciated that the
scope of the present invention is not limted to the
particul ar enbodi nent herein described and that other
Cendeagientint theobpbhgingl Syt ohithamgompuesivi $agetbredt iRoaitsecurity
departing fromthe scope or spirit of the present . o
Pariyem{eraiRd iy tvipbide 4 bsE separty martitan goeasiouredgn a similar
mgﬁﬁer%saﬂnrfﬁegﬁéb&#iﬂg etrﬁl?odiﬁéﬁfg, 'sBHhaf B?dih:&g/l 5 hhs A write or
security systemtor an operatrng system of conputer
ddletei pegnasdiarst incretdtionl to gryoafahs iopgratimgt s ysGRY)file e,
used by the host CPU to | oad prograns in order to
operate the conputer and a read/witeabl e storage
Aglalsode the rcars]é dr itneg preéceadiicenbolinéaisdtredsdaurtth @artition is further
conputer, the securjity system conprising: a security .
C%ﬁgﬁﬁd # thalr theadmingsieatdn o higecarBRYISE SyBlesn AR seiretively write
t4 ' a A ot ety partition;
O B R R SRR B PARME Y Pt daca
access profiles with respect to the storage device
it GROUHSRE éppéegiﬁsdftﬁﬂpmeeéc%&{wgf gﬁgg?e%e% %\}éneﬁogé'g Jiot limited to

ascribin Wite acces st ored on
thequarticulgr parbiddiment hansin tdescabbe ranaic thed otheotmbadiments of the

. ascribin bl ocki ng, | eyel of access that does not .
ingiation, i Pe eotsetst gl SpBtiG Jrophrbe SRS Ghapirt of the
prat&akhvhieans for selectively blocking data access
bet ween the host CPU and the security partition in
accordance with the particular data access 15 profile

defined for a user effecting data access to the
storage device at any
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particular point in time, wherein said bl ocking neans
i s independent and separately configurable of said
whewk/0§RB t 0 | Nnpose and conti nuously mai ntai n PEIEAU2004/000387
requisite level of data access to said security
partition for users effecting said data access in 20
accordance with the particulsy. data access profile
t hereof regardl ess of the subsequent operations of
the host CPU. 2. A security systemas clainmed in claim
Thé Claiias DfiitingthBaAlEABON Afe ZRFFGIIdWs aut henticate a
user of the conputer having a prescribed data access
profile and configure said bl ocking nmeans to contro
1. SHkeeaHg Ny s@é?ﬁﬁ?élsaﬁ @pb@mé%y%@éﬂd rdfta)’c&ﬁb&!eﬁ' 'h@Om‘gﬂa host central
accordance with the data access profile of that user,
b@noceesmgaxnlmeza?ub,srr@mc&yt@eéjcmeéee dwisti GRduei logd programs in

P 1 SRpF 30 BB Mo 5P B 3 B Bt 55 dartoring

déla&o bA Isaiiiked by tisy sbepuas, tHeadamudity Systbm, Borhprising:
wherein said bl ocki ng neans includes processi ng neans

i ndependent of the host CPU for controlling the

opepateditPipasich Rbedd 0 the aierage d@ﬁ@@nﬁmewn&aed%perating
authenticati on means. 4. A security systemas claine

i n eysiem ig siouedripithe sacwritplpeetitiong means is 5

configured to block all data access by the host CPU to

the storage device before and during initialisation

of pmaﬂhagdueansy te ydrfne ahteashdwgd@é‘erentedaiepacrqegs profiles with

ar 1 Boorilt 1 6P e B v B3 P G6F St bR St profie

t he astiising eee@/wme Fitdss ab g aioredy opaddid tdeeriyng@tition, and
the control of said processi n% means i n accordance

e ates Acaess pefde mesribing aplogkinglevs! ef ﬁ@‘@ﬁ?ﬁ%’@at does not
Sai eﬁﬁﬁ R SECSs LD Sl gsag{lng@ta% apgl d

aut Icating nea Ity systemas clainmed
in claim4, wherein sal d processing neans effects

| ndﬁﬁ%ﬂ@g%eéﬂgtferoéelgétlvteﬁﬁbl%ﬁ’hg%P %BQe&é’Bé{m%érn% Hobst cPU

In a manner sovas reven

unaahbothesee:btﬁwwmi@ ifhecsbrlamge Wemthe pamionlat Wata access
said i nt er CG&%I ng neans i nter Ceptl ng sai d dat a acges,s
i mBtaTeR defined ffra Wapiaefieqiingi date ageeon ik 9o evice at any

I oagbﬁ&u%fr ptoh’?( lﬁ[ﬁﬁ{e’i}tl ng system of the comnput er.

wherein said blocking means is independent and separately configurable of
said host CPU to impose and continuously maintain the requisite level of data
access to said security partition for users effecting said data access in
accordance with the particular data access profile thereof regardless of the

subsequent operations of the host CPU.

2. A security system as claimed in claim 1, including authentication means to
authenticate a user of the computer having a prescribed data access profile
and configure said blocking means to control subsequent access to the
security partition in accordance with the data access profile of that user,
before that user is able to access said security partition regardless of the

particular data access profile of that user.
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6. A security systemas clainmed in claimb5, wherein
said authentication neans enables a software boot of

wo b@4ogirptit er to be effected after correct PCT/AU2004/000387

3-méhorepUSosYSTRRarRS idrRiBIsEh ik

aut henti cation of the user, and said processing neans
permts normal | oading 20 of the operating system
during the start up sequenc_e48f_ t he conputer
followi ng said software boot.”7. A security system as
clained in any one of the preceding clains, includin

&5 rtaih ﬁhé’hﬁéﬁfﬁr%@egwé?km%d means
t hecighey ' hB8ERIBHI G the0 drt dcitoli
dallt a andzf}'gcgcrﬁsrgg\\éJ g%eaﬁr%nlbsg%ssom a‘?e%‘bz'%éévﬁﬁ%é %Cglgliloclz“ng the
opgeatiicomofofaid b ckimmpueeans antkspoass $o aidt dndhshiicaipe means.
device. 8. A security systemas clained in claim?7,
wherein said critical data and control elenents are

4. suppkcediyt sysiaeh asedaibyed le dmisgt 3CRUhdrem weid biakingmeans is

. veISEFS éffecting g

6.

8.

of the storage device and operating the conpyter )

 aBesar pibgk 656 Brere Dune CPIePHG I Siosge device

u . 0 X . .y .

ARERSBAN Tl IRISSHRYbPie Houf ':ﬂ’%%g%si Y& includes intercepting

i maanys oneterteptirad! said deth agecadsdimmediatalie pfiadsait initialisation and

cl al wherein the authentication neans includ a

| & ieﬁjt 6%“9\ ?%%BQ%Eﬁ§?oiageec§%\ﬁq;e¢aag . sgeu eoarﬁt?on under the

CQBRAHPST $0d PR Rissing BbAs iflasédrtibacs Wah tRBHRR3EWTprofile of

and have that login identification and password
aapgndatgaa@c@@i assauibhentigaiedgbynsaid authenticating

a%%%é' sed user of the conputer having a prescribed

profile of access to the storage device before

all ow ng the start up sequence of the conputer to

PSRRI ae caBETa e, % UHRR sPIE PBCedshg means

Wesfeetdindgpshded@icantrdpot thki Hudt ICPU aRd doasiguritids ¢ffthe computer
aut hori sed users and the 10 prescribed data access

pibRiManheiesas ia pravephrnavihosised ageess walhediowasendevice, upon
C d- said dogin: Verifyi : .
Q2] Do LB R Sol P Y i PR TR et et s
efifittalisatioh kewtbafata loadvly &f ths @perdtihg Fystan wfithey coppiuen

as clainmed in any one of the preceding clains, wherein

the prescribed data access profile of a user

CApetntg sysipneser tlhptediin eRani ®nwhéreid Sai adiicptighiiss means
| evel s of access pernitted for an authorised user of

t §8ables a software boot of the computer to be effected after correct
authentication of the user, and said processing means permits normal loading
of the operating system during the start up sequence of the computer

following said software boot.

A security system as claimed in any one of the preceding claims, including
memory store means independent of the memory means and the storage
device of the computer to store critical data and control elements associated

with the basic operation of the computer and access to the storage device.

A security system as claimed in claim 7, wherein said critical data and control
elements are supplied to and used by the host CPU for verification of the
storage device and operating the computer independently of the storage

device during the start up sequence of the computer.
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conmputer to prescribed partitions of the storage
devi ce, one of said prescribed partitions including
waalod/oseetirity partition. 12. A security syst ePCEAU2004/000387
claimed in any one of the preceding clains, wherein
said blocking neans is physically disposed in |ine
with the data access channe| ,,20 between the host CPU
and the storage device. 13. ﬁ security system as
cugined.in claim 12, wherein sai% bl ocki ng neans is
9.qis pEUHY S¥stea} as Glined in agy QpeQTtheiprecsding Flaigs as dependent
C 1 t i . - . i t:
T B et T ek R R0 BB 3G means
t 4O tem@bz arunge od éhé cemmierlio. emies eclogirt idesifitatimnasnd password

ity Rt Ral Geniohy g Recetal \enfed fo ryithentoate saic
he et or e o BI04 DaeaIa. BT AU D A Coaagy Profile of

- #reess i thecsleade do¥eerheierecbiowing the staal Bpisgquence of the
' i ' nmeans i s disposed internediate
%@@a@%ﬁgﬂggégﬁﬁjﬁ%& bet ween the main data and
control bus of the host CLU and the storage devi ce.
. t or _securi,n nd protecting an rati

1045 s8R} A9 T P 8188 R RBELSY il 7 o,
CQUTarbier s@awogm RehBfdatioANAndipaBER6 RES b Buthdirksed (YR -and the
a read/witeabl e storage device for storing data to be

h&ARsEtpegy datre acessmpurelile thereofefsny paskeaf spaid tusitiias data and

LD, SR L AT Dol IR B el BBl bl e
secdrdaryropalemdrite o effettrrutiseéoicgiondsd wsr. and st oring

the operating 10 systemin the security partition;
defining at least two different data access profiles

1A becgitpegsichnat kaimetidnagsy iy bEthd Prec8mibSclgims, Wherein the
con&gg%{r&, cgege access profile ascribing read/wite _
aPEIIIDEY (iR ACSRSY PIOTHR A A HseleeNPlisearREseded alieration of
t neAC of | asgfd,.ng ocking. | gv
PRt RaR UrobIBs BT R0 , RLglebe Bhor of e
s abthpsdenoi presqribed partitions of #het stordge ddviekiorg af $aiddréscribed

5 .
A G AR RNR S EN g 18 DS i partfina the security

12.A security system as claimed in any one of the preceding claims, wherein said
blocking means is physically disposed in line with the data access channel

between the host CPU and the storage device.

13. A security system as claimed in claim 12, wherein said blocking means is
disposed as part of a bridging circuit effecting communications between the
main data and control bus of the host CPU and the data access channel

connected to the storage device.

14. A security system as claimed in claim 12, wherein said blocking means is
disposed as part of a bridging circuit effecting communications between the

data access channel and the storage device.
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partition in accordance with the particular data
access profile defined for a wuser effecting data

w@e@enss2e® the storage device at any parti cul apCpaini04/000387

in time; and 20 inposing and continuously maintaining
the requisite level of data access to said security

~partition for users effectiypsaid data access in

accordance wth the particular data access profile

161 RooRaut aheiom 2= aBlabidn “damE 14 W RR5Rld kiR means is

| BEhEdEAdnRINRE R ¢3¢ id28a AcHEss chbnhBEbefdfecpOIfRUIRIN data and
having a prescribed data access profile and

c eanirglrusef thedwoist 6§ Uoind the slogrdsedevie® t he st orage
device to control subsequent access to the security
partition in accordance with the data access profile

160fA methodifossechrfioaad hatecity 20008tz 8ystem of a computer from

PCT/ AU2004/,000387 ,-43 ' ble t ' . .
RAESRt, goten the ofiliet hefd o DoBf RERaP Brdsassing unit
agCeen, ArehihRitehblt drageedevidd for'stoBhf @diaso eahdamiled by the
inclaim16 or 17, wherein said selective bl ockin

cﬁﬁ’mﬁué@’s apenmesary nigedce e heshédil tt%éO%ﬁrO@ﬁmgSaﬁuorder to
h . L . ; '

ciBe™5 the SRRy A prae RS G Mool cohiisltRR: o

sel ective bl ocking conprises totally blocking data

o oaminga perohy PeREeRoN B Steae ol AL s8HhY W operating

i nt nggmqﬁiimgq@éécmw fagigiba; access during the start up
sequence inmediately after said initialisation and

before 10 | oading of the operating system of the

CONpiiRing atdesl 864 | diflordat alA8 CASSEsEOprdfilts Withr Agipect to the
devi ce and said security partition in accordance with

t he sderage devee sfoprusers ©f dheysemputars opei agcass arafie ascribing

acc . [ ' reof... . S

ol o R B AAER 18 AR ol B sei speiI Rt Poand the other
bootagebss heofileoassiibig af bleickingr fevel ofiuidtesds ithalt does afot permit
the user, and allowi ng nornal |oading 15 of the
oper¥iterRpcess t@ arid eacH Y PRITHORr t up sequence of the
conputer thereafter. 21. A nmethod as clainmed in any

one of clainms 17 to 20, incIudinf%vcontrollir&;gP .
selectively blocking all data access between the host CPU and the security

partition in accordance with the particular data access profile defined for a
user effecting data access to the storage device at any particular point in

time; and

imposing and continuously maintaining the requisite level of data access to
said security partition for users effecting said data access in accordance
with the particular data access profile thereof regardless of the subsequent

operations of the host CPU.

17. A method as claimed in claim 16, including authenticating a user of the

computer having a prescribed data access profile and configuring blocking of
data access to the storage device to control subsequent access to the security

partition in accordance with the data access profile of that user, before that
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bl ocki ng access to the storage device after correct
aut hentication of the user in accordance with the
w@e@gosdbed data access profile of the user. 2BCRAU2084/000387
nmet hod as clainmed in any one of clains 16 to 21,
i ncluding unalterably storing conputer prograns for
effecting said controlling aggess in a location
separate fromthe nmenory and not addressable by the
host CPU,  23. A nethad as cl ai in_any, one of the,.
oABEER AleE P R oo aIa SERHLN: PUTTOR Fed RS aibbpcpitioutar data
SHcdeas bRsME bf iditR@et.NCl udes enabl ing a user of the
conmputer 25 to enter a login identification and
password and verifying the sane to establish whether
18N HeBhd ésa&a%@%'égﬂﬁ UgLlor0f 7 ! %e?é%ﬂpé‘éﬁrs%é&ﬁ\)& blocking
a prescribed profile of access to the storage device
b edfoonrissls| @witredinchecassarietwpes dog dost CPRY ant éhe sepuritgpartition
to _proceed.further. 004/ 086228 PCT/ AU2004/ 000387
-M&ﬁﬁn R”H%m&)'ae bgﬁz%ﬁrred in claim23, wherein said
| ogin identification and passwords of authorised

YRR SeBIST S . L S aE bR EERR LBeEhescomorss
a"c@taﬁl?ﬁal&&(ihémﬂg_éd@é%é'%sthecé’t d ﬂ%vfc@ebyﬁ?l%éﬂﬁj%% CPU during

|l ogin"identification and password with the login
i deifialigatioat 0btheasampatswand dneludes ntesceptiogi all sald datanaccess

PR ke S50 iR SRR o berre
cligadvBg B the opératigesyetemtdiehe cosiiutbe ndpseddting difta access to

access conprises a prescribed allocation of i
priB@esteragendgvicevang sgid sgewdyspadiian tineacqasdange with the data

SUBSEL DAY SE ok ALERRG HELATALLLER B ion reroot
25, wherein the prescribed partitions include the

2§ ST B A5 RN SRR §'soBlegs, poot o ne
bejongpitebaftantomédtyadiiedtiiation oielss Lisbednd alfowing eoemeeloading
to .t he acconpanyin 15 drawi ngs as appropriate. 28. A

nfhie operatindsysteranduingitee siag AP sperarsa Plsiig aemputer

Ofthﬁre‘é‘ﬁ@PUt er from unauthorised access, substantially

as herein described with reference to the ’

21. A method as claimed in any one of claims 17 to 20, including controlling
blocking access to the storage device after correct authentication of the user

in accordance with the prescribed data access profile of the user.

22. A method as claimed in any one of claims 16 to 21, including unalterably
storing computer programs for effecting said controlling access in a location

separate from the memory and not addressable by the host CPU.

23. A method as claimed in any one of the preceding claims as dependent on
claim 17, wherein said authenticating includes enabling a user of the computer
to enter a login identification and password and verifying the same to establish
whether the user is an authorised user of the computer having a prescribed
profile of access to the storage device before allowing the start up sequence
of the computer to proceed further.
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24.

25.

26.

27.

28.

.44 -

A method as claimed in claim 23, wherein said login identification and
passwords of authorised users and the prescribed profile of access thereof
form part of said critical data and control elements and the verifying includes
comparing the entered login identification and password with the login
identification and passwords within said critical data and control elements and

authenticating a user if there is match.

A method as claimed in any one of claims 16 to 24, wherein the prescribed
profile of access comprises a prescribed allocation of predetermined levels of
access permitted for an authorised user to prescribed partitions of the storage

device.

A method as claimed in claim 25, wherein the prescribed partitions include the

security partition.

A security system for an operating system of a computer, the security system
being substantially as herein described with reference to the accompanying

drawings as appropriate.

A method for securing and protecting an operating system of a computer from
unauthorised access, substantially as herein described with reference to the

accompanying drawings as appropriate.



