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2

In response to monitoring a target operation performed by a user by using
an applet carried by a service platform, obtain a result of determining
whether an operation source is a risky operation source, the operation

source including a combination of the user and a device used by the user,

and the determining result being determined by using a risk identification
policy group

l

In response to determining that the operation source is a risky operation

source, disturb a program identifier of the applet by using a randomized /~/

response technique that satisfies local differential privacy preserving, to
obtain a disturbed program identifier

l

Send an operation source identifier of the operation source and the
disturbed program identifier to a serving end of the service platform, so
that the serving end identifies whether the applet is an applet of risky
content based on multiple received disturbed program identifiers by using
the randomized response technique

Fig. 2
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In response to monitoring a target
operation performed by a user by using an
applet carried by a service platform,
determine a target risk value
corresponding to an operation source by
using a risk identification policy group

301

l 305

i 303

If the target risk value exceeds the risk
threshold, determine that the operation
source is a risky operation source

If the target risk value does not exceed a
risk threshold, determine that the operation
source is not a risky operation source

v

In response to determining that the
operation source is a risky operation
source, disturb a program identifier of the
applet by using a randomized response
technique that satisfies local differential
privacy preserving, to obtain a disturbed
program identifier

v

Send an operation source identifier of the
operation source and the disturbed
program identifier to a serving end of the
service platform, so that the serving end
identifies whether the applet is an applet of|
risky content based on multiple received
disturbed program identifiers by using the
randomized response technique
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Fig. 3
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Receive an operation source identifier and a disturbed program
identifier that are sent by a client of a service platform, the
disturbed program identifier being obtained by disturbing a

program identifier of an applet related to the operation source

identifier by using a randomized response technique that
satisfies local differential privacy preserving in response to an
operation source corresponding to the operation source
identifier being a risky operation source, the applet belonging
to at least one applet carried by the service platform

i

In response to multiple received disturbed program identifiers
satisfying a risk identification condition, collect statistics on

401

403

access frequency of an applet in the at least one applet based /

on the multiple disturbed program identifiers by using the
randomized response technique, the multiple disturbed
program identifiers corresponding to different operation source
identifiers

:

405

For an applet in the at least one applet, if access frequency of /_/

the applet exceeds a frequency threshold, determine that the
applet is an applet of risky content

Fig. 4
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Acquisition unit

Disturbing unit

Sending unit

Fig. 5

Receiving unit

Statistics collection
unit

Identification unit

Fig. 6



