WO 02/ 41552 PCT/ US01/ 42876 1 APPLI CATI ON DEVELOPMENT | NTERFACE FOR

MULTI - USER APPLI CATI ONS EXECUTABLE OVER COMMUNI CATI ON NETWORKS FI ELD OF
THE | NVENO @4 55The i nvention relates generally to multi-pesEUS@ppBiscati ons
executed over comuni cation networksy and nore specifically to an
application interface for developing nulti-user applications for

di stributed networks. BACKGROUND COF THE | NVENTI ON 10 Wth the advent of

wi de ar ea ARPIBCAFIONDEWMEKS PMENE INTERFAGE FOR MUET]-USER ARPLICATIONS Ut ed
client server conpugkpaUTRdsis Chave CoOREMUNICH TIPRUNETWORKIS t at e the

transm ssion of data anong network nodes. The structure of the |inks anong
conputers and sub-networks within a network is referred to as the

infraStrﬁﬂ;@%ﬁHﬁm;ﬁﬁwl ar network or Internet. Each network has one
or nore ; i connects primary nodes of 15 the particul ar
network by meaps.of network "backbones ' Network.backbones are designed to
carry’a hi gh V8P &M ﬁvé?aé?sfgeée% Y&%@Hﬁb}lqeﬁﬁ?@lcﬁmwmﬁ%‘g% °I Backbones
are often defined in relation to the type of communications |ink used to
transmt cqmmnwamnqmerksmmww@ﬁwééﬁo A aprlicatierp interfacs Aoy davaloringt wor k
backbone Iink types include newer nmulticast protocols such as the

Asynchr onous-udsrapplicatiohdfbe d{séTvtecimdwonkse conventi onal 20 poi nt -t o- poi nt

| i nks. The type of protocol or |ink used hel ps define the manner in which
data is transmtted along the particul ar backbone. Wen data transn ssion

occurs along a network backbone using a nmulticast protocol, information is
sent di r%éﬁgﬁﬁ[ﬁﬁD@%ﬁﬁMNﬁOﬁi me bet ween sender and receiver. The
data is ed along the nost

10 With the advent of wide area computer networks (WANSs) and the Internet, various

distributed client server computing models have been developed to facilitate the
transmission of data among network nodes. The structure of the links among computers and
sub-networks within a network is referred to as the infrastructure of the particular network
or Internet. Each network has one or more principal links that connects primary nodes of

15  the particular network by means of network "backbones." Network backbones are designed
to carry a high volume of traffic between primary network nodes. Backbones are often
defined in relation to the type of communications link used to transmit data along the
backbone between nodes. Popular national network backbone link types include newer
multicast protocols such as the Asynchronous Transfer Mode (ATM) and more conventional

20  point-to-point links. The type of protocol or link used helps define the manner in which data
is transmitted along the particular backbone. When data transmission occurs along a
network backbone using a multicast protocol, information is sent directly after a brief setup
time between sender and receiver. The data is therefore transferred along the most

expeditious route across the network infrastructure to its destination. Data transmission



expeditious route across the network infrastructure to its destination.
Data transm ssion WD 02/41552 PCT/ US01/42876 2 occurring along a network
backbone wabngiss2 conventi onal point-to-point link, in conP€BES)/428BqUI I €S
routing over multiple point-to-point 2inks between source and desti nati on.
The volune of data transmtted across a network backbone is dependent on
the bandw dth of the particul ar backbone. In conputer networks, greater
bandwi dt hoctinging aloag a nbtWak becktbat asihg acefventiczb abint-ta-poinhlihk,iip bentrat a
transm ssions are sent along a network backbone using multiplexing

t echni qUegquink 85 o%&%ﬁﬁ?%‘ﬁ?)iﬂtf-toq&ﬁlﬁ link @b ieas sifcedrdnistildionpackbone i s
determ ned by the bandw dth of the particular link. Al though a factor in

al | network GQumURl AL BfSua ARGV frdks lainl'gév@cﬁ'f( ibQékT)o%éa %ﬁ%e@eﬂﬁ'iﬁ bifthkar

probl ens in transm sSions across national network nes, regardl ess of

the protqcol or |ink used. 10 .Because of the rel.ative speed.wt.h..which data
i's trans%af‘flglfft%%tge ﬁ@%\ﬁglﬁ%%é‘g%%ﬁs@mgﬁt&r PSrEOf: %‘ief‘lﬁ?gﬁvl(g%%&%x\n%%snt of
data transmtted in each data_packet, |atencies caused by network

bandwisdt Hasterdatatransfes crrabiitio Multiplg idata draasmissigaeate sendialntiers Rebwekar awback i n
network operations. The advent of nulti-user interactive applications,
however , Haakbamedsing mindtiplexipg éschinigges, sdewby U8 wlyné of dats anampigsipealohpthei s a
conmput er programrun on a conputer systemthat allows multiple

parti ci pajakkbdnlas daseniseUSY tp basdidih o thegrriadart linki. PAlehicugh avbétbr infal
conputer program and other users in an application environnment, typically

via commypye ic%fhnlrljrﬁ'@%ﬁons, B AW ThRatichs Bithie paHi@lar PPoHIbMAI @ihsiB¥icRs a

video gane that allows different, geographically dispersed participants to
par ook Rl VR SRR ORI ARt hr i val Iy
10 Because of the relative speed with which data is transmitted over network backbones
and the relatively small amount of data transmitted in each data packet, latencies caused by
network bandwidth limitations have not traditionally been a significant drawback in network
operations. The advent of multi-user interactive applications, however, has made this a
ﬁressing issue.
15 A multi-user application is a computer program run on a computer system that
allows multiple participants that are geographically dispersed to interact with the computer
program and other users in an application environment, typically via communication links.
For example, a multi-user application may be a video game that allows different,
geographically dispersed participants to participate in the same game and compete against
20  one another virtually in real time. Another example is a multi-user flight simulator or
aircraft combat simulation that allows participants to pilot an aircraft within an airspace and
to engage in combat with other participants in the same airspace. The frequency and extent

to which users in a multi-user application interact with the computer program and other



aircraft conmbat sinulation that allows participants to pilot an aircraft
within an airspace and to engage in conbat wth other participants in the
sanme air 3p@or4153he frequency and extent to which users i RACHURU/LBFUSEr
application interact with the conpute¥ program and ot her WO 02/41552

PCT/ US01/ 42876 3 users is dependent on a variety of considerations. The
considerations include the data transm ssion capacity of the rel evant
communi catseris tépekdert oh waarietyax konssderataond. The comsatepasions ishisledhg dathe nat ure
of the application (whether it inplicates data-intensive operations

i nvol Vi NGrAakRRRldaapicityf o PRy Mt comftlnidatioR lihRSEdWed daR usertane the
geographical 5 proximfy of each user to the conputer system |If real-tine

i nt eract !c%ﬂlﬂalzeirrs%]tgx%lr £ 3PN the! ?}']ﬁflﬁ:a%ﬁ ﬁléﬂ%g{e?ﬁ iﬂ@ﬂbét@sa&e{té)-iht&ﬁ‘i’\}er onnent,

i nplicating a- eénsive operations, t at a ransm ssi on capacity of

t he communi cation |jnks becones egially critical. h _appl i;cation

envi r onneWETAYeps H’é’givé?fe%ﬁaf’ 1gs g&ﬁﬁi‘ﬁ?ﬁ@g’ qnﬁ, Wﬁ%ﬁ%ﬁ‘ém‘g’?&ﬁﬁP a%%?%li ci pants
may operate. In the above aircraft conbat_ sinul ation exanple,. the airspace
in 10 wirexmieofgagk ner fo the COMPYER SRR Héeaguﬁlérl‘?dafefaé&m@bs epalr Mat i on
environment. Heretofore, to facilitate true interaction anong participants
wi t hi n aruseysplitioatheappiationenvigentment,anplisating date-mtensiveopetions; droydata
participant within a given environment needed to be transmtted to every
ot her pargdngin@@itin dapPadityasf tigreoniamiienion ke becuods esguefalllgtositicall or mati on or
data was sent via data packets over the network backbone, the bandw dth
i m tations diBeHSSEHodHIR Khyilchnfint B8inds iR RRTUTRAMI oA maibpant s or
prohi bited conmpl ex applications requiring real- time interaction anong
partici pants.. The nore | h } i qn. . for
conpl ete Ifﬂﬁﬁ%p t 761 Og%r%%t”%égiéha%gg? @?@%%gﬁ%@ﬁ%b@%lgﬁ%?%@g@?{,ct)frt]%]ﬁlrsﬁ‘ifeﬁp n,

to facilitate true interaction among participants within an application environment, complete

information on every participant within a given environment needed to be transmitted to
every other participant in that environment. When such complete information or data was
sent via data packets over the network backbone, the bandwidth limitations discussed above
15  either limited the number of participants or prohibited complex applications requiring real-
time interaction among participants. The more complex the application, the greater the need
for complete information about each participant. More information, in turn, results in larger
data packets, which increases the burden on the network backbone. For these reasons,
existing multi-user applications have been unable to achieve national interactivity among
20  participants.
The backbone loading problems present a send/receive imbalance in any type of
c;entrally administered multi-user application. In order for remote participants to remain

aware of other participants, a central server will always be sending out a greater number of



exi sting multi-user applications have been unable to achieve national
interactivity anong 20 participants. The backbone | oadi ng probl ens present
a send/ r av@bvelssnbal ance in any type of centrally adm ni BCEUSE/4816t | - user
application. In order for renote partdcipants to remain aware of other
participants, a central server will always be sending out a greater nunber
of WO 02/ 41552 PCT/ US01/ 42876 4 data packets than it receives. Existing
mul t i - us elataampkéts thiah dnscdivsse Mxiwing geriusdr applicrdiohe have beew gersoaity wahldwp dt h
limtations throughout the network to provide for real-tinme, data

i nt ensi veyvetddhRagdwen RdithiiSisRBiougibut Tdeetwattee bfsvidicfoneabtitdegdaaount  of
data needed in each data packet and the nunber of participants across a

parti cul apA&tNeLkK b &P%\%ff’ ﬂelﬂaﬁg&fﬁ%e&\b&rﬁtﬁb Efnbﬁ?tfﬁf At debaddSa"

applications td achieve natfonal ‘participation ere a participants are

aware of all .other releyant participants within their partigcul

appl i cat i B d@ﬁ@?@‘&f]?fﬁﬁ e 1 W@erg‘?fé’&f‘g‘?f’af‘ SO d r?fmbcfllaﬁggtamtﬂF gﬁcé( %&%et%ag ©about
each participant in a particular, application environnent, the fewer the
nunbers oflimpied the pbikint of mplticnsepanplications sapcieverhpral particinatien ngela ato
enabl e a greater nunber of participants has been used in existing 10

syst ens, msutitipaud are pwarei of alirtloer kelbant partipiperis Kiithin thetlparticilar ppplisatet i on
because limting data either restricts participation to limted areas or
prevent s grathass. The giatgpald anouwt bhisa aanspiittedatsqup bachgiartiuipanit « onment . | f
i nadequate or insufficient data is communicated to relevant participants

in a mil tdesel aﬁ?l?éaki@ﬁ'éhﬂ?qnnﬁ@ﬁ,ttﬁé’fe%f‘%h‘é niidber BEpaHIGPARs hfle Sepdradipsbori |y
participate. The tradeoffs in data transfer and nunmber of participants have
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10  systems, such solution is unworkable when seeking real-time interaction because limiting

data either restricts participation to limited areas or prevents seamless participation withina .
given application environment. If inadequate or insufficient data is communicated to
relevant participants in a multi-user application, participants will be unable to satisfactorily
participate. The tradeoffs in data transfer and number of participants have limited the

15 development of truly national-scale multi-user applications.

One solution to the problem of reducing bandwidth loading for multi-user
applications operating over a communication network is described in U.S. Patent Number
5,841,980, entitled “Distributed System for Communication Networks in Multi-User
Applications”, assigned to the assignee of the present application, and which is hereby

20  incorporated by reference. This system divides the application environment of a multi-user
application into different regions, and defines multiple zones of interest relative to an
application environment and participants based on object type, position relative to the

participant or pre-determined location, and priority. Only relevant data applicable to each



applications operating over a conmunication network is described in U S

Pat ent Nunber 5,841,980, entitled "Distributed System for Comruni cation
Net wor ks wo onulss2 - User  Applications”, assigned to the asBChws@/4R76t he
present application, and which is her®by 20 incorporated by reference. This
system di vides the application environnment of a nulti-user application
into different regions, and defines nmultiple zones of interest relative to
an appl ipzatidipant evithinr thegbeh applitapan endiquarnsisbeesdited alingdb¢ netypk posi ti on
relative to the participant or pre-determned |ocation, and priority. Only
rel evant uhaksormappl i cable to each WO 02/ 41552 PCT/ US01/ 42876 5 partici pant
within the given application environnent is transmtted al ong the network
backbone. Appl i b DGkl I =Y i WelrBF t hat
i1 70 typy cdPotsnfith HoRBhARL Mol Ri-e ah o cARth APl AAAIRL BRI (ot
amount of rk to define nodes and ot her..entities, that,us he wor k
Syetem B SebBu SEBRIruBRUR b R0 e ablaRl: Pl St

devel opnment, of prograps or applications that nake use of {he network

ar chi Pectafde@thereptitdes thaf useheareverkisystsad I juchicases fheve aie @REBPBNY cat i ons ar e
defined by a server and propagated to the clients. The object definitions
must be rwdknewnsertldted toghe evelapmuent ofiprograpsox eplications that mekecyseefthesi de
applications that utilize the object. Mreover 10 propagation of object
updat es ity etiteytupe rTypicatig objuctsaltilized by e nulldnsert applisdtions acd deffined

obj ects. Thus creation of objects for nulti-user applications and the

transm ssgonsertiRd 3tRdsatOPiottt cHae TiHe st baStidnd M6difeGb&Bited for RA@SENt
mul ti-user application %evel oprment systens. What is needed, therefore, is

or agr ams, PHEE BRRRE R RAF ik AN BT Pt R POV, i s,
10  propagation of object updates is typically performed for all of the characteristics of the
objects. Thus creation of objects for multi-user applications and the transmission of updated
object data is relatively inefficient in present multi-user application development systems.
What is needed, therefore, is a simplified development model for the development of

interactive programs, games, and applications that utilize multi-user network engines.

15



15 WO 02/ 41552 PCT/ USO01/ 42876 6 SUVMARY OF THE | NVENTI ON An application
interface and nethod for developing nmulti-user applications executable
over a diwont/mssed network i s described. An object defini PCDUSE428Tt ure i s
provi ded for client-based definition @ objects utilized by a nulti-user
application. The 5 object definition includes a plurality of
characteristics associated with the object and utilized by the application
to ef f ectSUMMARYIOBAHE INVEBNREINC| i ents over the distributed network. A

br oadcast schedule is associated with one or nore of the plurality of

charact eri sti csn aglica@int@fase bimbthad $o¥ develRPingfm@tiet apgttaiohs om t he
creating client to other clients in the distributed network. During

execut i orbxeéutaqigovwéaistﬁgﬁ{edﬁw 'E?stqe%ﬁbee.h%a&oﬁf&h Hifisn fhuchlt€ist0 obj ect
aLe au%orrgtlt_ca yI U|to_date peri odi cal %/ or ﬁpon Ie change of a oh
characterjst.i.c.rel ative .bre .threshold val ue, in _accorda Wi
val ues p rp(ggs;wg%%%qr & ﬁ?%lébaﬁeﬁcégeé@g&n o?ﬁqﬁgaglugﬁlzeérﬁ)éa gg’jllltg'gf’ er&gglﬁ%?lf)ﬁoﬂﬁgr eat ed
by the client is used by all_ fuynctions and processes within the mul.ti-user
appl i Cat i VFct Agnifien meyides heletjtEet 9@@%@4%10%%5%0@?5 il thechieeiand Welibedbe
specified for Iimting the propagation of the updated functional _
char act erliysh¢ egplishatiomto effiicemteraasion vathoptheridients openthe disgitwtadaretgotkert s in
the network. Ot her objects, features, and advantages of the present

i nvent i orbreddchstizehatufesis associatedonith die caaemapétheiphgralityafichgractaristick andn t he
detail ed description that foll ows bel ow. WD 02/41552 PCT/ US01/ 42876 7

BRI EF  DEQGH SIS NS mb ko 5300 d¥6@ata from the creating client to other clients in the

distributed network. During execution of the multi-user application, characteristics of the
10  object are automatically updated periodically or upon the change of a characteristic relative

to a preset threshold value, in accordance with values provided in the broadcast schedule.

The object definition created by the client is used by all functions and processes within the

multi-user application that utilize the object. One or more filter functions can be specified

for limiting the propagation of the updated functional characteristics of the object to one or
15 more of the other clients in the network.

Other objects, features, and advantages of the present invention will be apparent

from the accompanying drawings and from the detailed description that follows below.



The present invention is illustrated by way of exanple and not |imtation
in the figures of the acconpanying draw ngs, in-which |ike references

i ndi cat e o n/4@s2 el ements, and in which: 5 Figure 1 il| uBCT/@B&#42876

di stributed conputer network systemthat allows participants to execute
mul ti-user interactive applications, and that inplenents enbodi nents of the

present invention; Figure 2Aillustrates a client integrated server
t opol ogy BRIEH DESERERITION OFHEHE IRAWINGSed nenory engi ne, according to one
enbodi nent of the present invention; 10 Figure 2B illustrates an

i ntegrated si npHegyrafRpt inGaritici s Sifisueied b9 Rk @ ¥xdmile kh® heyTaniAtRa ih i
di stributed nenory engi ne, according to one enbodi nent of the present

i nventi ongeFl j 20k S BN EHcaW; 0&; BleS88SI on
mast er t%%ﬁ%%dftﬁ%r O%@%ﬁ%ﬁg&f@ :& E%ﬂr(?%trj%{elgce\r%%?dé gel%gfl%le? accor di ng
to one enb%di nt of the present 15 invention; Figure 2D illustrates a
mul ti - appti’da " server for inplenmenting the distributed memory engine,

according to one enbodi nent of the present invention; Figure 3 is a table
that i3 1 ust ratiéguieddllpsteatess diplgibpied sampuier aetyarkavsent Gat sllows,neristognis to
obj ect, according to one enbodi ment of the present invention; and 20 Figure

4 is a flewcitantulti-nser intetagtive appdisatidns, andghal implemeints exphodiments of thp prasett i on
and creating objects using an application interface, according to one
enbodi meninveftionhe present invention. WO 02/41552 PCT/ US01/ 42876 8
Figure 2A illustrates a client integrated server topology for implementing the
distributed memory engine, according to one embodiment of the present invention;

10 Figure 2B illustrates an integrated single application server topology for
implementing the distributed memory engine, according to one embodiment of the present
invention;

Figure 2C illustrates a central server with portable session master topology for
implementing the distributed memory engine, according to one embodiment of the present

15  invention;

Figure 2D illustrates a multi-application server for implementing the distributed
memory engine, according to one embodiment of the present invention;

Figure 3 is a table that illustrates the fields and broadcast schedules for an exemplary
object, according to one embodiment of the present invention; and

20 Figure 4 is a flowchart that illustrates the steps of initializing an application and

creating objects using an application interface, according to one embodiment of the present

invention.



DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENT The present invention is
directed to providing a sinplified interface for the devel opnent of

appl i cat ivoee2/us6r i n network engi nes that reduce bandw dt ACTUR/£8T60NS i n
mul ti-user interactive applications o¥er a | arge-scale network. 5
Distributed Network for Multi-User Applications Figure 1 illustrates a

di stributed corrput er network syst em t hat aI | ows participants to execute
mul ti - usePETA , BRREE BOIRIVEFINE enbodi nents of the
present invention. Fi ve discrete ar eas |abeled A thr ough E are defined in
the system Eathe gre®at Avedtivnds @ltedted RP5r6¢i@MeS stmplifie @icsRicy €dr tB2a t hr ough
22e, respectively, that are connected to 10 each other by a network

backbone é&zeloéﬁ{enfé%ff r%gﬁ@a?to% udddlit SbvRtick Qfkin&ahit r ﬁcﬁ{cg %Enda%dﬁﬂ‘h%ﬁéti%g in €qual

nunber of cli ters part|C| pants)” 1 n each region, e.qg.,

participa ustrate each server. It wll be
Popr eci oyt peshisydp F it %‘éwi?fge-é&%e O 51 76 and type, as can

t he nunber.of, participants the e. Rather than having a single server

run a Smul ¥ ied Neiw o pRUCAIONS t i - user 15 application is

configured to operate on aII servers in the distributed system 20. The

mul ti- user appighrsat illusirateseadistzibutedicagiputeapgivodatyistsm tat/allovsmEnticipantsthi ch
all users operate. Instead of having a single server nonitor and manage
parti ci pagdecae muliituyerihtehictivé figliepdrscadd that imlemeheyviaddimpats of thiepadsen i n
the application environnment is adm nistered by each of the servers within

the di strinbbiitfeh. $¥ed BBl archh BILERAIA ﬁﬁéﬂ B £8\defidiBhe dydtdnlUBa@fdr&LCAT Vel Y
20 mrrored on each area server 22. As own in Fi gure I, each server 22

manages f @15011 hE g&&ﬁ?g EtL% sQRzre{‘ Qfd mgﬁ 2t2Q ngsga%@t‘{\'ie'rip? Qﬁ% % (}meétgc? to

mul ti -user a I|c aring
anong the s ded singl e se uter referred to as
- eggo  on® aﬁg§¥ ya networl? {Jac\f(lbone 10. AFor purposes otr ﬁllustratlon each sérver :;.2 serves an

equal number of client computers (participants) in each region, e.g., 100 participants,
illustrated as clients 1 to 100 off each server. It will be appreciated, however, that the
servers can vary in size and type, as can the number of participants they serve.
Rather than having a single ser\ter run a multi-user application, a common multi-user
15  application is configured to operate on all servers in the distributed system 20. The multi-
user application creates a single application environment in which all users operate. Instead
of having a single server monitor and manage participant activity within the application
environment, participation in the application environment is administered by each of the
servers within the distributed system 20. The application environment is thus effectively
20  mirrored on each area server 22.
As shown in Figure 1, each server 22 manages for its 100 specific participants the
environment for the multi-user application in progress. In one embodiment, no data sharing

among the servers 22 is provided. A single server computer, referred to as a session master,



WO 02/ 41552 PCT/ US01/ 42876 9 stores the world state of all of the servers.
The session master is a server conputer that provides specific network
functi onsyosuetssas client managenment, arbitration, filterpPagusandsicot her
such functions. Each server 22 forwar9s information about its own 100
participants to the session master which then stores the states of all of
the servers and their respective 5 participants. In an alternative

enbodi meRtoresaiie osldrswae 0Pl sftheedrokas.i Thosessibn amstabisut seites computen that
participants to the servers in the other regions, and receives data packets
descri bi g»goxﬁiﬁé% spP@Kik nEHRAR Fictibns, BRhE RBENtMeGiaf&Hent FabiHrati6n, ilferiAg, dngl
therefore able Po manage the participation of not only its own direct

partici p%%ei’rs)%@uﬁn?{icﬁ%. %ak:]ﬁ%%?ér%rfo L4 fkaatisn dbbuk S B%h@@?a%ﬂgpams to

mul ti-user I'cation w proportionately 1ncreasing th urden to the

net wor k backbaone 10. Thi | ti-server e di.nent nma used for fault

t ol er ant DS3ESFIPR H%aisﬁﬁg"%i‘%% Tpres Sgartesrfgrgg ogérfw%er%ﬂgﬁgmagsg?c%é/ § that if
one server fails another server can be substituted in its place. Such a
mul t i Suseartggsiniscat i on can al so be used for | oad balancing in which
bandw dt h may be shared anong nultiple servers. 15 In one enbodi nent of the
present i nventlhan alttietivi shbodimemtdeash serven 22 forwanda infdrmationpbguirits Wi ncl udes
a server process that provides a nmethod of focusing data transferred anong
the parti@opanicspdnts fohBe fetat®khbameregionk tahdiredetwes e packeaddscibing itied pant
in the application environment. Multiple zones of interest related to

appl 1 Cat iy SO IR BS: ReionPARAdTRRALS id Herforg Bk k6 Aahgit |BVI T onment

based on predeteri ned characteristics 20 are defined. This

Lg?i lpla'; f }p%?tbc%&ﬁiémro Qx% clmsbsr iitg %W?lfdir(%&l ﬁﬁﬂgcqgan@%ﬁt HE &ﬂo@?@trhexdﬁattﬁlcib&ﬁ el evant

10  throughout the multi-user application without proportionately increasing the burden to the

network backbone 10. This multi-server embodiment may be used for fault tolerant
applications in which two or more servers share data, so that if one server fails another
server can be substituted in its place. Such a multi-user application can also be used for load
balancing in which bandwidth may be shared among multiple servers.

15 In one embodiment of the present invention, the distributed system illustrated in
Figure 1 includes a server process that provides a method of focusing data transferred
among the participants in the network based on its relevance to each participant in the
application environment. Multiple zones of interest related to application environments or
participants in an application environment based on a set of predetermined characteristics

20  are defined. This facilitates the transmission of only the most pertinent data to relevant co-
participants.

The zones of interest are defined based on an object type, the position of the zone

boundaries relative to the object and the priority of the zone of interest based on its



The zones of interest are defined based on an object type, the position of
the zone boundaries relative to the object and the priority of the zone of
i nt erest Wwasedisen its WO 02/ 41552 PCT/ USOL/ 42876 10 proxpatAwgo428zmnd
relationship with a participant. An dbject type is generally characterized
as either real, data, text, or event, but may include user definable
subtypes. A real object is a partici pant or entity in the application

envi r onnmemoxinfitiabadd relatieahiptwittea partitipenta gyl dtgedt itype.is géndrallybeltaestenized el

obj ects include el ements such as, object orientation, location, appearance,

5 and obj gifHer fe4R AatatelB bRt St nfagifdheR wedbfinkble pabtypes. 1Al el blijict is4 at us,
or other generi ¢ information pertal ning to that participant and transm tted

to other y&ﬂﬁ&é&h%ﬁ@ﬁt Bty i o1 Ot Chyirdlfufdhh BfSndth bAXImOBP A ABhGRA! S

necessar, upport nt er lve partl Cl pant conmuni cat 1 on
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net wor k sipderentioh péiauing td thaTpatieippitiaod transmitted tr dthereparticipante sA dexh ebiwelr k
manager process that provides an interface to the client/server network
engi ne of plohileslfd tdxit-buseRidn sgile Aeceasutly bsuppablmesasivepartiocigoht dentmlunionmor of
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Application nter ace

In one embodiment of the present invention, an application interface utilized in the
development of multi-user applications is executable over the distributed communication
network system of Figure 1. The application interface includes a network manager process
that provides an interface to the client/server network engine of the distributed system, and

15 enables simplified development of multi-user applications and programs, such as video
games. The network manager processes all incoming and outgoing data, and includes a
session master that performs client arbitration, packet filtering and application specific logic
processes. The network manager enables a series of features within the distributed system
100 including client management, distributed object synchronization, bandwidth controlled

20  data stream broadcasting, and integrated server capability.

The application interface is generally impleménted as a network socket that is built
upon the client/server networking structure illustrated in Figure 1. The application interface

includes tools that allow each application to declare its own object and message structures



20 data stream broadcasting, and integrated server capability. The
application interface is generally inplenented as a network socket that is
built upodordmsszlient/server networking structure ill ustprar/@dow428te gure 1.
The application interface includes tidols that allow each application to
declare its own object and nessage structures WO 02/41552 PCT/ US01/ 42876
11 sinply through a series of registration functions. It offers autonmated
br oadcast smply thpuighesseriessefaegistrajioarfundsjoast Itioffersciusinedtyd brfokédgaststofupdateseat ed
relative to a ground state. It also allows the definition of filter
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are connected to a server wthin distributed system 100. A typi cal
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When new clients are detected, renpte objects or data streans are updated
and the a@@{angation is 15 notified by calling the functions specified in
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by using the acce

10  enable an application to synchronize the world state of clients that are connected to a server
within distributed system 100. A typical application will call the socket interface to
initialize the socket, perform registration, connect to the server, create objects and data
streams, send messages, and invoke a network update function every frame. When new
clients are detected, remote objects or data streams are updated and the application is

15  notified by calling the functions specified in the registration. The network socket also
allows the application to query the contents of objects, data streams, clients and other state
variables by using the access functions.

A client application is built by linking it with the network socket library of the
application interface. The client application includes hooks or other programming

20  constructs that effect registration, connection, object creation/deletion and disconnection.
Callback functions are implemented for receiving updates and messages.

In the distributed network of Figure 1, various classes of network nodes exist. One

type of node is the session master, which is a client computer with special properties. The



A client application is built by linking it wth the network socket library
of the application interface. The client application includes hooks or
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obj ect creation/deletion and di sconnd2tion. Callback functions are

i npl enented for receiving updates and nessages. In the distributed network
of Figure 1, various classes of network nodes exist. One type of node is

t he sessise¥sioramaser, pepfitoheresutavecfunetinns fompenagingylientssperitatingprtigsért i es. The
WO 02/ 41552 PCT/ US01/ 42876 12 session naster perforns executive functions
f or managipdates;lané Mahiagiag objecir filteging Hjusstions. UPlkadession aasteneanadiongrovids ect
filtering functions. The session master can al so provide
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application is a gane, the session naster can performtasks such as,
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Note that the registration code nust be identical for both the application
and sessicomDhes tiEr examplasanobiess pdate pan ke filisred dpiip petaxisible to dhamtargst clipdht i cal
to the session master. 10 The distributed network server is the central hub
for all cdnswoilddteitbnsasevfan vdvdusidmiegectien.. NGleithaitlse regstrattmneraletmusdbe he
server before they can conmunicate with any other «clients. Each server
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channels. Al nessages are first sent to the server and then sent on to the

sessi on MBSLEL kNS BR Qb Aadille target clients. 15 The network socket of
the application interface can provide server and session

10 The distributed network server is the central hub for all communications over the
Internet. Clients must connect to the server before they can communicate with any other
clients. Each server allows for multiple concurrent applications to have separate
communication channels. All messages are first sent to the server and then sent on to the
session master or passed on to the target clients.

15 The network socket of the applicatioﬁ interface can provide server and session
master services on an as-needed‘basis or in a dedicated fashion. This behavior is configured
by the “server ownership” and “session master ownership” arguments in the call to the
network connection. If ownership status is shared then the service will be provided on an
as-needed basis. For example, if the session master ownership status is shared, then the first

20  client to connect to the server will become the session master. To explicitly assign
responsibility for a service, the ownership must be set to private for the client responsible

and the ownership set to none for all other clients.



master services on an as-needed basis or in a dedicated fashion. This
behavior is configured by the "server ownershi p” and "session naster
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application. 10 Cient Server Configurations According to enbodi nents of
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client, server and session master in various different topologies. For

exanpl e, {,qff r89és§§v11?£e?urﬂ% £hB Fode étﬁé 1t 4 h‘é&hd Figures 2A
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npl eiF ntbﬁg]ttServer Configurations

According to embodiments of the present invention, it is possible to configure the

network socket client, server and session master in various different topologies. For
example, four basic topologies are possible, as illustrated in Figures 2A through 2D.
Figure 2A illustrates a client integrated server topology for implementing the

15  application interface, according to one embodiment of the present invention. For this
embodiment, the session master 204 and server functions 202 are integrated into a client
‘206. The client 206 is coupled to one or more other clients 208 over Internet connection
209. For this configuration, both the session master ownership and server ownership is
private to the first client, 206. The second client, 208 has no session master or server

20  ownership. The advantage of this configuration is that no external server or session master
is required by the system. However, the number of clients is limited by the bandwidth

capabilities of the host client 206, and performance can be affected by application loading.



15 application interface, according to one enbodi nent of the present
invention. For this enbodinent, the session nmaster 204 and server
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to one or nore other clients 208 overl4l nternet connection 209. For this
configuration, both the session master ownership and server ownership is
private to the first client, 206. The second client, 208 has no session
mast er or ser \Fegur2 @Bolimstragdiap intTpmted durmie applicaifontshiver toppidgyuomt i on i s t hat
no external server or session master is required by the system However,
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application server topo npl enmenti ng the application interface,
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coupl ed over the Internet 219 to a nunber of cIi?nts 212. For this_ .

conf i §ur 4B ¥ssion mapler QRPN 15RIEYas tosRREF 3 Mt plheclisnisZdpdhayene grpeiship14. The
clients 216 have no ownership over the server or session master functions.
The advamventbe sérvethirsessomy mapierftipeiions.s Thhadvaniage ekthiy qoalfigursion tnthatast er i s
requi red and packet latency is kept to a mininmnum In general though, this
conf i gur akkiepiml s&sslonmdsed id eqairal agl packg pdteodtis Rept pea nHgiven., [rgederal
performance can be affected by server loading. 10 Figure 2Cillustrates a

central SR&GRI thid ddRfip@atiak | QitRSBloWsinES hlichtRRPe? 9rvEQbind pEMRRIIRES AT t he
applicationinterface, according to one enbodi nrent of the present

i nvention, ! i tion, a server 222 is coupled over Internet
lines 22 etagﬁ‘é&ghgﬁg&w%g&ﬂégi ents 224, 226, and 228. The session nmaster 223

's s hl%r ed ano %g&rg ECClihiw%%ess azc%ﬁfralzsgpver with portable session master topology for
| implementing the application interface, according to one embodiment of the present
invention. In this configuration, a server 222 is coupled over Internet lines 229 to a number
of clients 224, 226, and 228. The session master 223 is shared among the clients 224, 226
and 228. The server has no ownership over the session master, and the clients have no
15 ownership over the server. This configuration does not require an external session master
and features the ability to support multiple applications per server and distributed session
master loading. However, this configuration is not well suited to packet filtering.
Figure 2D illustrates a multi-application server for implementing the application
interface, according to one embodiment of the present invention. In this configuration,
20  server 232 is coupled to multiple session masters 233, 235, and 237 over LAN lines 239.
Each session master is assigned a unique identification. The server 232 is also coupled to
multiple clients 234, 236 and 238 over Internet lines 230. The session master ownership is

private, and there is no session master ownership by either the server or any of the clients,



and 228. The server has no ownership over the session master, and the
clients have no 15 ownership over the server. This configuration does not
requi re avoexsessnal session nmaster and features the abil PCyUB@/L28Wport

mul ti pl e applications per server and1di stributed session master |oading.
However, this configuration is not well suited to packet filtering. Figure
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pert aifni ribe ¢lipnkihepjaber ofdorahobiscty pieatefl by the client, the connection time, and so on.

The net object data structure contains information pertaining to an object, such as object
name, status, owner, index, current object data, and so on. The network message data
structure contains information and parameters relevant to network transmissions, such as, a
packet parser, latency critical flag, and message filter. The data stream data structure

15  contains stream information, such as, status, type, data rafe, target client, and stream buffer
information.

Object Creation

| The application interface contains network structures that allow an application to
define its own data object formats. These structures can be derived from ANSI C type
20  definitions or C++ objects. These structures are constructed of recursively defined network
objects (which allows for nested structures). Network objects hold the state data of the
entities within the application. For example, if the application is é multi-user game, each

character or entity in the game could be a definable object. The definition of an object



nane, status, owner, index, current object data, and so on. The network
nmessage data structure contains information and paraneters relevant to
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i nformation, such as, status, type, data rate, target client, and stream
buffer information. Object Creation The application interface contains
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10  object definition to be used for various aspects of the application. For example, a network
object can function essentially as a pointer for the object with respect to network updates,
‘graphical rendering updates, physics and behavioral updates, and other such update
functions. This eliminates the need for the object characteristics to be copied multiple times
for the various application functions, thus facilitating efficient application development

15  through the use of generic application defined objects.

In one embodiment of the present invention, each field of a network object also
includes a broadcast schedule. The application interface supports two types of broadcast
schedules, rate limited and error limited broadcast schedules. Both types of broadcast
schedules specify time periods or conditions in which object characteristics are updated.

20  When an object characteristic is updated, the new value for the characteristic is transmitted
to the other objects in the application. The rate limited broadcast schedule includes a
minimum update interval that specifies the frequency with which an object characteristic is

updated. The error limited broadcast threshold includes an error threshold value that



10 object definition to be used for various aspects of the application. For
exanpl e, a network object can function essentially as a pointer for the
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The error limted broadcast threshold includes an error threshold val ue

t hat WO 0k¢ difj&d2 Coumidl B li#t@ 8itcharbPtespeaipbéified by therfoddtaad énobudes bandbldse
change val ue, which, if exceeded will cause an update to be sent. Thus, an
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such as object color, position, type, orienptatiaon, and size. Columm 302

li st sl0t hefra&g?qsam@r@oﬁ Qb%nly when there 1s a change. Column 308 lists the error threshold

associated with each field. Errors can be rate limited and/or error limited. There are four
different types of error thresholds, these are: no threshold, threshold equality, absolute
magnitude, and ratio magnitude. For the example illustrated in Figure 3, in Table 300, the
position of the object 1s a floating-point variable that is both rate limited and error limited.
15  The object is updated every 100 milliseconds and if there is any change in position. The
rate limited and error limited methods can be used in conjunction with one another to
produce an optimal update broadcast schedule for the object.
In general, the rate limited broadcast schedule is used for characteristics that change
regularly and may change rapidly, such as mouse-controlled rotational or translational
20  movement. The minimum update interval is specified in units of time, typically
milliseconds, and sets the maximum rate that an update can be sept. For example, if the

minimum update interval is 100, then the maximum update frequency is 10 Hertz.
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whole (all of the fields) to be updated. Fields are not updated on a field-by-field basis.
Alternatively, the use of rate limited or error limited update schedules for each field allows
partial updates of an object to be sent to the other objects. Different update schedules or
error thresholds can be provided for each field so that different object characteristics are

15  updated at different times, or not at all. This allows update traffic for an object to be more
efficiently transmitted.
Network objects are based on user-defined “Net Structures”. When a network object
is created, two buffers are allocated: a Current Object Data buffer and a
Last_Update_Object_Data buffer. The client is allowed to modify the contents of the
20  Current_Object Data buffer (if he currently owns it). The Last Update Object Data buffer
is used by the application interface to determine when changes have been made to the

Currént_Obj ect_Data buffer. In this way, once the network object has been created, updates

will be sent automatically.



anount of change exceeds the threshold value. For the "threshold ratio
magni tude" node a ratio or percentage value is specified, and an update is
sent if tWweozamssnt of change exceeds this ratio nmagnitudeCvasue28?0 For
one enbodi nent, an updateabl e change1®n any field will cause the object as
a whole (all of the fields) to be updated. Fields are not updated on a
field-by-field basis. Aternatively, the use of rate |imted or error
limted updat eyvaehedetwesk bisiectéaabated,aind offHeougumends srieaificd pehe obiests Q??
object to be sent to the other objects. D fferent update schedul es or

error t hrs?é@%nd&le%ﬁb&aﬁnﬂ{t%ﬂ@& obffetseatihaté edecofabret hevelsdifpbrsistanceobj ect
characterfstics are 15 updated at different tines, or not at all. This

all ows update traffic for ' - e6i Effbdnant Chds)itiet ed.
Net wor k e@%f?SIé?Peor@a%lg%n%?i ﬁ@letﬁg{c:ilé ?8@@0%%%’%?? Ejgtg ar ess'lpiél Wen g]tnet wor k
object is created, two, buffers are allocated. L &CtEPata buf fer
and a Lastbiegsaall @eeist azlonpas eﬁﬁ‘% gf‘efﬁée%?lgse%({%nlg%s{égﬁ%%%?% Fm)die?y t he
contents of the 20 Current-Object-Data buffer %f hgl cur.rentllﬁgo it).
The Last sopsian ebjeltjldetpama®biepiuf fespan Sestiept b WHLRFPIELAS 18 ?S\rllvzltﬁ%r face to
det erm ne when changes have been nmade to the Current Ohject Data buffer.
In this Waysiowhaeter hemanet avandctabpo ot seiress. Herthe pemaansat obyesd 4820 wi | | be
sent automatically. WD 02/41552 PCT/US01/42876 19 Wien a network object is
creat ed, echLitf&Ea@%ﬁﬁ'&%@, spebjeti will pessisthmtibbjieetpdicitlyi detetedspatie 1 n one
enbodi ment, "networ k obj ects can have one of three | evels of persistence,
client, se Sior?prlas%}; permanent. For the client object |ifespan

(Obj ect_L? %}span_ ient), the object will persist as long as the creating

client remal nsN%t%?or} 3 Jeeccitstcgn Q EreR2h %R owh&d b§ Bferent client entities. Each network

10  object has a separate creator client index and owner client index field. This allows object
ownership to be de-coupled from creation. Objects can also be shared among two or more
clients.

Some objects are not associated with particular clients, and are referred to as “remote
objects”. Objects associated with a building or objects that are interacted with by several

15  different users, such as doors or soccer balls, are examples of remote objects. In most cases,
remote objects are created by the session master. This also applies to objects that persist
longer than a client session. Once the session master creates the object, it can be modified
by a client that requests private ownership. All remotely spawned objects must have a
unique name.

20 In one embodiment of the present invention, the propagation of network objects can
be controlled by using filter functions. Filter functions take the destination client and the
network object as their input arguments and return a true/false value that signifies whether

the destination client can receive the object. To enable object filtering, the application first



5 session object lifespan (Object LifespanSession), the object will persist
as long as the session master remains connected to the server. For the

per mmnentwobyess2 | i f espan (Obj ect _Li fespan_Permanent), theT/objrees7ow | |
persist until it is explicitly deleted by the session master. Network

obj ects can be created and owned by different client entities. Each network
10 object has a separate creator client index and owner client index field.

Thi s al | ogisRbi @etiltePMIRESADP cAllinge reftstaraibjcefiltérmuovess.eNexipthe obiscist s can
al so be shared anong two or nore clients. Sone objects are not associ ated

wi th part %ﬁvyde@[%sigg Ll%ﬁbaeot FMEr REBx FRirBEd BPthb Pedifter dLEGR fitter Plopexst A'cliefibj ect s

associ ate I'ng or objects thHat are interacted with by several
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ects are created by the session naster.

This also _applies to objects that, persjst . Lo t han .a i iQn.
Once the Meswgenanddatasircamsoapbe dfEcty ioé'@tl?él?'{[h%ggﬂl g"%&%“ﬁe?}g c%gazénc i ent
that requests private ownership. Al remptely spawned obj ects nust.have a
uni ques nabwp usiag alSendre_dvib Sdients fargetfindate VBhASEE2 MASFRER, F‘IBW,SteLaH’eorFﬂ&’beﬁ gation
of network objects can be controlled by using filter functions. Filter
funct i ons ypad@istheaddas to matiians,thé sope aftie broadcasteandradirolipdlex 2 fen hei r

i nput argunents and return a true/fal se value that signifies whether the

destinati %cﬁbﬁ.e@fle SRG K86RIVE pEdiedcaltiyaRé applicatiriediderctibjsainte if b clierting, t he
application first WO 02/41552 PCT/US01/ 42876 20 registers the filter

function by calling. I r | i : [oYeX ) X8ata bd@nORpeand i S
created u??i?n 64 {?ere%ﬁfeet(ﬁ}g %#) ?%tg 'ey%lgntglg(ea%ﬁeitn&i%%%u by t g%gias?er obj ect

filter pr % J%gts éanAha% {tesnc;[wn filter function or no filter function. The use of filter functions

10 allows certain classes of clients to be allowed or disallowed from receiving updates for
certain objects.

The application interface can also be configured to manage the definition of data
streams or streaming objects. Data streams are well suited for sending audio/video data or
for sending very large objects, such as texture maps or polygon meshes. The primary

15  advantage of using data streams is precise control over the outgoing bandwidth. Each data
stream type that the application will use is first registered. Exemplary data stream types
include audio data streams and texture data streams. Each data stream type requires an
update function, a stream end handler and a filter function. These functions and handlers are
called when remote data streams are being received. If the remote buffer flag is set when a

20  data stream is opened, the network socket will buffer the entire data stream object on remote
client machines. Once a data stream has been registered, it is transmitted using procedure
calls that open the data stream, add data to the data stream and end the data stream. The

client can add to the data stream at any rate and the outgoing bandwidth will remain



can be associated with a network object to determne if the client can
receive the object. Messages and data streans can be directed to an

i ndi vi duavoot/4sst or broadcast to call clients 5 by usi ngP@r/uso1/42876
Send-To-All-Cients target index. Whehever a nessage, data steam or object
update is broadcast to all clients, the scope of the broadcast can be
limted by a filter function. The filter function is provided by the

appl i cat i gghsand TEEAKRShATHE dith sBeath baffér is seveabverflowed,che epplioation isd@otipdat e.
Not e that each individual nessage type, data streamtype and object can
have 11" S @u0ed blalif inchiBfikd fiin Qe Mfhud ipbictied beifted dmbyiEhin the danlstrbarht Br

functi ons ows certain classes of clients to be allowed or disall owed
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objects. Data streans are well suite r sendin 1.0 Vi de or for
sendi ng v&dyested tpenap deat dhe ey a%?sscg %rwéﬁ??%eg ?%}EH%%?QS{(%%} %e@ﬁg%a The
primary 15 advantage of using data streans is_precjise contro] over .the
out goi fig btacwaivsi Hatrare feddly haadveare sudiefidaoyppdessh At showld aiﬂ,s’dqq@éﬁ @ﬁ“ﬁffi?tause is
first registered. Exenplary data streamtypes include audio data streans
and t ext ugResRtiGesSiot Elassuntali pedding dstahesheenyspet. r equi res an updat e
function, a streamend handler and a filter function. These functions and

handlers are c {dh@@argéi%k AR AntRLE of tiegrsiblerclicitaionputes an thedetwdrks he
renmote buffer ag 1S set when a 20 data streamis opened, the network

socket wi LI @ﬁeffgl%{lj gﬁngﬁo,? R tﬂ@ﬁﬁ%ﬁﬂtg@& [SRMLA, RGHi1198 bieAs to Bleised’ion

machi nes. aeﬂ Stream nregistered, it is transmtted using
procedure calls that open the data stream, t&a&m and
end the dé@aéteétf?rét‘alwm?h % Itﬁ%?ﬁmeﬁﬁlag%ﬁﬁ% b?%gc%gi%lg % treié%{rsﬁiag?étger?gﬂ rate and

t he outgoing bandwi dth will remain WO 02/41552 PCT/ USO1 4%2?76 Zél.
10~ call the filter function for all clients and only send to those that pass the Tilter function.

Network Messages

In one embodiment of the present invention, the network socket of the application
interface uses network messages to communicate all data between clients. Each message
consists of a one byte header (packet type) followed by the actual data (which can be any

15  size). The network socket may register several packet types for its own internal use.
Application defined network messages are intended to communicate events that are transient
in nature. Such events can include chat messages, object movement commands, and the
like. To use a network message, a client first registers a packet structure by calling a
“Register Net Packet” function. This function returns the packet type for the new message.

20  To send the message, the client fills out all of the fields of the message packet structure and
calls a function that adds the packet to the transmit buffer. The first byte of the message
packet must always be the packet type. The message can be directed to an individual client

or all possible clients, if the Send_To_All_Clients target index is used. If the message is



constant. To ensure that the data stream buffer is never overflowed, the
application is not allowed to add nore bytes than the val ue indicated as
free dat avhyr/es5i n the data stream In certain circunst arCBEESO42876act ual
out goi ng bandwi dth may be slightly hi2gher than the value requested to
ensure that the broadcast scheduler will never fall behind, such as for
data 5 streans that are fed by hardware audi o/video codecs. It should also
be noted §duto 4Nl Ad (8 heaatdeas filedr foicion thentthé messagpenldiba §ltesd an has
been sent. If the target for data streamis all of the possible client

comput er Sthtéga%lmgﬁa@rgatg‘ﬂgiegtg gnéﬁgtatsﬂéalﬁé he&ltefddN Drice A rhddkadeliereativedrthe ype is

non- nul |, cast to the session master for filtering. Wen

th ion,. ' - br oad ' L1 ' hdt! 10
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the filter function. Network Messages | ne enbadi nent _of. esent

i nvent i onbeqage the pagrek PasERELst hvayR Ee Wﬁ?g’éﬁis&% 3 tBY e U eesSP{]etV\ork
nmessages to comruni cate all data between clients. Each nessage consists of
a one byt enchegdesn hpackeatiabppengtliol | oned by the actual data (which can be
any 15 size). The network socket may register several packet types for its
own internal USEordef\’ébpdsb@lﬁaip@licai'&miinecfacmfm/dwdwmmagé@mlﬁéﬂ@nﬁt%mlﬁ 0
comuni cate events that are transient in nature. Such events can include

chat nessgaggsSme QRERRked REPHRIYE FEANET\Shstairtsiebstoest bé iukdertalien bis theappli¢ation k
nmessage, a client Tirst registers a packet structure by calling a

"Regi ster Net Packet" .Qn... Thi [WeT( el dpasdeiciel ¥@eng Or
t he new m?&%@‘gt %Oftt)ﬁeg@r%%&%ﬁels %gsz%lg}ﬁ% h@lg?ﬁ%qﬁo}l@ out al 1|e of ?%e
fields of the nessage packet .structure and || Sp: 8. t he
packet t o thegarioug 191[?%?} eé‘P.aesrﬁ[g PP PR Ogly eg‘ac?k) Slt‘%g&lr#e %%g()h gdgﬁggqﬁmst
al ways be the packet type. The nessage can be directed to,an, iadividual
clientlo orthefdllopdrsendrs objeridites functiopdf %@Hﬁffﬁa@ ﬁﬁr !e@‘%teéﬁ‘?-sa’flﬁaa%ttﬁe?&édex is

used. If the message is o
and parent net fields are then registered, followed by registration of net structures and data

streams (if needed), and then Packets (if needed). After the appropriate registrations have
been performed, a network connection process is performed. Once this initialization
sequence is completed, the application can proceed to create objects and data streams for

15  broadcast. A flowchart illustrating this overall process is provided in Figure 4. The
registration functions are illustrated in steps 402 to 408. After the registration steps are
performed, the client calls a network connect function to connect to the network. After the
connection and initialization sequence is complete, the objects can be created by the client,
steps 412. The process of creating the objects includes defining the characteristics of the

20  object as fields in the object definition, as well as creating broadcast schedules for the fields.
As described above, broadcast schedules can be rateA limited or error limited. Once created,

all application functions and calls involving the object use the object definition created by



WO 02/ 41552 PCT/ US01/ 42876 22 sent to all clients and the nessage has a
filter function then the nessage will be filtered in the sanme way as

obj ects amadodatssz streans are filtered. Once a nessage i s PeET®ESWeds76t he
regi stered packet parser is called ard the application can process the
nmessage. Note that because the packet parser nust always return the total
size of the nessage in bytes, a 5 nessage can have a variable length. In

order to gselikhe MRl &atiton of Hepphcaiopthe dbjeet wpltes rredfanspiti¢diations
executable over the distributed network of Figure 1, certain steps nust be
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regi stering e application to resol ve dependenci es anong the various
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proceeds in 10?’? fee eﬁlﬁq%ﬁ@?@pﬁ%ﬂ%ﬁ?’é@pﬁ ﬁ%tagpﬁ% unctions (if needed) are
first registered. Child net fields nd. parent net  fi.el r

regi st er edevelen  BIWEHUERF SARE if%rtqsatol’"?ﬁg%glsﬁg}“?ersatr}el%?r&roggl %%?'dg? IEa&l?sgt r eans
(i f needed), and then Packets (if needed). After the ﬁ%r o&rai at e h

f egi st 5 at embedinzng thbeenehebites predypisalhnanms Farsimees Rirrts gt moYe throug
performed. Once this initialization sequence is conpleted, the application
can proceegti eaviRaenshiretddbyathd neatoak spplisatien. f Bach clisntynasenisesl one\or
flowchart illustrating this overall process is provided in Figure 4. The

regi strat i tHAGLEQRS oAhE ehtitlddS tThatRatattbrigics pSeat@Zatne eAff. coAfrobed ihe
registration steps are” perfornmed, the client calls a network connect
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functions, the application interface allows the client to define the object such that the
appropriate clients receive the proper update transmissions.
In general, all clients receive all fields of an object during an object update step. The
update rate for the ébj ect fields, however, may vary for each client and for each object. A
15 load balancing technique is used to provide the appropriate level of detail, reflected in the
update rate, required by different clients. For example, in a flight simulation program,
objects that are closer to a user’s reference point are deemed more important and are
updated more frequently than objects that are farther away. In this case the update rate is
inversely proportional to the distance from a reference point. Other factors can also be used
20  to determine the update rate. For example, objects may be ranked in order of intrinsic
importance, with more important objects updated more frequently than less important

objects. In the flight simulator example, certain types of objects, such as other planes may

be classified as more important relative to other types of objects, such as ground based



all application functions and calls involving the object use the object
definition created by WO 02/ 41552 PCT/US01/ 42876 23 the client. During
execut i ow@D2/41562 appl i cati on, the object updates are tranBaTAS@Ed28® t he
other clients using the defined broaddast schedul es, step 414. In one
enbodi mrent of the present invention, the application interface can be used
to develop a multi-user ganme for use over the distributed network of

Fi gure 1.qyj@dts.t TheuplagraRdbnpit applitetionrepalddet thbpedue o tle ingrpisteaMpprigatte
characters or objects that nove through virtual environnents created by

the net V\D(#%na&?éﬁt] GRd h? BistaFaEHoiR HhEPBint Bbtefefitics. 0DHRR &ypes of fiotoes canaalsadicer s or
gane entities. e characteristics of each gane entity controlled by a

client is defined by the client. Uk BSesGROMhsirtahbeofupdat e
of object" ﬁéi?gﬁtf”é‘?‘%gtﬂ?ec@%f‘gr%bsuoﬁﬁsep&gﬁt?%ﬁgs’ ﬁig Use of partial updates
advant ageously nmakes data . 10_transm ssion over the network nore efficient.
Usi ng t hethgobzest selativedna@oinbel ifeshiaPAEP Ot uncti ons, the application

interface allows the client to define the object, szé:h tgat.the 2 $ropriate
clients recei vin géverahrtbpanltisperaepplicatipg Aeelonsd gsing theapplFation 1gfef ag Tt s
receive all fields of an object during an object update Ste%i The wupdate
rate for b@%@gjpe@faﬁﬁﬂlﬁbﬂal thhiineslees, thereseation ynd panseassipncafiderameng f or each
object. A 15 1oad bal ancing technique is used to provide the appropriate

| evel of gﬁ%e% tlib@fdofBuRE i diftabute@datwork aF e cxamglel thednidsi-wer dpplieation
clients. For exanple, in a flight sinulation program objects that are
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ects t are farther away. In this case

the update rate is. inversely, proportion j : figrence
por nt - on Rer irsggreeh ey BaRt SRS et ot LR MRl E BT

exampl e, objects may be ranked in order of intrinsi . .
i 10 da’ga. The clier){t structure contains a field that a{lows ‘Ehe cﬂent(%o be associated with a

network object. Filters can be used to allow or block access by certain clients to the
transmitted data streams. Other types of applications that can be developed using the
application interface described herein include real-time or virtual real time interactive
applications, such as on-line auction or bidding programs, interactive educational

15  applications, multi-user simulation or combat programs or similar types of applications that
require the definition and interaction of various objects among distributed client computers.

The application interface can be used to develop multi-user applications that

implement the distributed network architecture described in the aforementioned U.S. Patent
No. 5,841,980, which is hereby incorporated by reference. For this embodiment, the multi-

20  server management system and multiple zones of interest created within the network
described therein are used in conjunction with the client defined objects and broadcast ~

schedules and filters created using the application interface of the present invention.



i nportance, with nore inportant objects updated nore frequently than | ess

i nportant objects. In the flight sinmulator exanple, certain types of

obj ect s, woohi4&s2 ot her planes may be classified as nore paposeiansie el ative
to other types of objects, such as grdund based WD 02/ 41552 PCT/ US01/ 42876
24 objects. The update rate for this application could be the product of
the intrinsic inportance of an object and its distance fromthe point of
reference. O hgythé YResoind, shapplivation anerficeand eetwoslespoket systeay for the t he updat e
rate, such as potential fields, which defines the inportance of the object
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descri bedjhgk&ivE fafel 48 alr@dlictive¥enser virtual real time interactive
applications, such as on-line auction or bidding prograns, interactive
educational 15 applications, multi-user sinulation or conbat prograns or
simlar types of applications that require the definition and interaction
of various objects anong distributed client conputers. The application
interface can be used to develop nmulti-user applications that inplenent the
di stributed network architecture described in the aforenentioned U S

Pat ent



No. 5,841,980, which is hereby incorporated by reference. For this

enbodi nent, the nulti- 20 server managenent system and nultiple zones of

i nterest woezsss2 Wit hin the network described therein ar ePOB®801/42876
conjunction with the client defined @bjects and broadcast schedul es and
filters created using the application interface of the present invention.
WO 02/ 41552 PCT/ US01/ 42876 25 In the foregoing, an application interface
and network socket systemfor the developnment of nmulti-user applications
over a di strCbAfMS network has been described. Although the present

i nvention has been described with reference to specific exenplary

enbodi ment s, Wit Widdimb&i€vi dent that various nodifications .and changes may
be made to 5 these enbodi nents w thout departing fromthe broader spirit
and scope of the invention as set forth in the clainms. Accordingly, the
specification and drawings are to be regarded in an illustrative rather
than a restrictive sens , ‘ %ﬁ@ at is
clainmed is: 1 A %é?%gagr%\ré%\%@gé?%elg&géeﬁ\éﬂ (%f?r%eﬁﬁtgpfhﬁt%%ﬁla e I%Y?rf \é\?he
devel opment of _a 5 multi-user applicat.ion executable on a distributed

net wor k s¥ st Bit-BesEappligatgn Pﬁ‘é’utag{éé’ﬁ‘sa F@lgbﬁﬁﬁwﬁ%gs sﬁe%bﬁogg?l%éléftlgﬁi tion
structure for an object utilized by the application, the object definition
structure costppiafing a plurality of functional characteristics defining

the object, and an update schedule for one or nore of the
providing an object definition structure for an object utilized by the

application, the object definition structure comprising a plurality of functional
characteristics defining the object, and an update schedule for one or more of the
10  functional characteristics; and
automatically updating the functional characteristics in accordance with the

update schedule during execution of the application on the distributed network.

2. The method of claim 1 wherein the object definition structure further

15 comprises an error limited broadcast schedule for one or more of the functional
characteristics, and further comprising the step of automatically updating a functional
characteristic of the one or more functional characteristics only when a change in the

value of the functional characteristic exceeds a respective error limit.

20 3. The method of claim 2 wherein the functional characteristics of the object are
updated by transmitting the functional characteristics periodically based on the update
schedule or in accordance with the error limited broadcast schedule to other objects

utilized by the application.



10 functional characteristics; and automatically updating the functional
characteristics in accordance with the update schedul e during execution of
t he appl ivao2/erssnpn t he distributed network. 2. The met hodPof/usdiai2gT6l
wherein the object definition struct@fe further 15 conprises an error

i mted broadcast schedule for one or nore of the functional
characteristics, and further conprising the step of automatically updating
a functional characteristic of the one or nore functional characteristics
only when a ¢hang&hé method of viaimé foftherteempuipiog ithersigp efirapEdingqns(r Bl ceeds a
respective error limt. 20 3. The nethod of claim2 wherein the functional

char act eri st fRé&r fhctldng ferirgiting Ppicpagatishadfete ipdateddmsationt chgractesisficsrdtheonal
characteristics periodically %ased on the update schedule or in accordance

Wi th the errggeliy RAFGRS binSCHRANI i@ tRiRENoRb] ects utilized by the
appl i cation. %%g})ﬁﬁgIS@BPCT/%%%U 42876 271 4. The0 met hod of claim3

further conprising the step of providing one or nore filter functions for
limting propagation of the updated functional characteristics of the

object to one or nore of the other clients.w thin.the net kK. 5.5. .The

met hod of 5 ¢l & m 1 Thperticd of sl ‘@]&‘Tre‘é}é&i %J?qtgﬁﬁ@flf”aé‘?‘afr%%f\%? theRBICE P ect i s
determ,ned by a user of the application, and wherein the object definition
structure isdetetninedbyla bseraf ghaapplicationptndsvlrseis deasobipgf|defipitio gtrpgiuieds
application.-.6. The method of claim5 wherein the distribut, ' Network
conpri ses a’plilizedbytayplubltyosf [mecesesssmplenentedrydle gpliogtien. net wor k backbone,
each server hosting at |east one |l|ocal client, and each | ocal client
having at | east one |ocal participant.

6. The method of claim 5 wherein the distribut. " hetwork comprises a plurality
10 of servers interconnected by a network backbone, each server hosting at least one

local client, and each local client having at least one local participant.

7. The method of claim 6 wherein the application comprises an interactive video
game, and wherein the plurality of functional characteristics includes at least one of:

15  network updates, graphical rendering updates, and physics based behavioral updates.

8. The method of claim 7 wherein the object comprises an interactive video game
character, and the functional characteristics comprise at least one of: a position of the
character, a size of the character, and an orientation of the character.

20
0. The method of claim 3 wherein the object is embodied within a data stream of

audio/video data transmitted over the network.



7. The nethod of claim6 wherein the application conprises an interactive
video gane, and wherein the plurality of functional characteristics

i ncl udes vad 0v/eé8st one of: 15 network updates, graphical pengseli42g76updat es,
and physi cs based behavi oral updates.288. The net hod of claim7 wherein the
obj ect conprises an interactive video gane character, and the functiona
characteristics conprise at |east one of. a position of the character, a
size of the character, and an orientation of the character. 20 9. The

net hod of cl &0.m 3Thdmetiod of bleim ) vdlesrein shecapplieAtion CAIMPHESH 4R 1HEFAENER r eam of
audi o/ video data transmtted over the network. WO 02/41552 PCT/ US01/ 42876
28 10. The neéhe@neiticn pbgrath foh eiectiamsinivsioapf commiiizati crooqmiéns @song users
interactive comunication programfor the transm ssion of comunication

content andnge s §k&yor fant RheRgE WRIHturaRRb hRtiBhl chi@ctetisticlihélMddat least
functional characteristics includes at | east one of. comruni cation

updates,  user, pLj il S5 HRIRL SRS 0D, BOLIDL kobRLELREEVEIRARLRS, 11 The

met hod of cl 8 erein es one or nore of: a
stream ng audi o data set, a stream ng video data set, and a text-based data
set. 10 12. Mp em for devel oping a multi-user application executable by
a plurality of <client conputers coupled in a comruni cation network,
conprising: a first client providing an object definition structure for an
object utilized by the application, the object definition structure
conprising aipl ur ahé mettakl df ehdmni IOneherein iz chgtos compiises ode b miongyof he obj ect
and an update schedule for one or nore of the

streaming audio data set, a streaming video data set, and a text-based data set.

10 12. A system for developing a multi-user application executable by a plurality of
client computers coupled in a communication network, comprising:

a first client providing an object definition structure for an object utilized by
the application, the object definition structure comprising a plurality of functional
characteristics defining the object, and an update schedule for one or more of the

15  functional characteristics;

a second client coupled to thg first client and configured to manage data
transmission between the first client and other clients coupled to the communication
network and to filter object updates transmitted to the other clients, wherein the object
updates of the functional characteristics of the object are automatically transmitted

20  during execution of the application by the first client in accordance with the update

schedule on the distributed network.

13.  The system of claim 12 wherein the object definition structure further

comprises an error limited broadcast schedule for one or more of the functional



15 functional characteristics; a second client coupled to the first client
and configured to manage data transm ssion between the first client and
ot her cl iveabz4156upl ed to the comuni cation network and tPCTURGeR8®h) ect
updates transmtted to the other cliehdts, wherein the object updates of
the functional characteristics of the object are automatically transmtted
20 during execution of the application by the first client in accordance
with the update schedule on the distributed network. 13. The system of

cl ai m 12 whetheraotetisticspmdewherdiafthnfuniidonad chayeateristicy aretonbi updetsdprhiede’s an
error limted broadcast schedule for one or nore of the functional WO

02/ 41552 PClhbiglihd2Rithf aZinctidailahhrriesisiicaicealsch redpec@veertdrdiniibnct i onal
characteristics are only updated when a change in value of a functional
characteristic exceeds a respective error limt. 14. The systemof claim13
wherein the functional characteristics of the object are 5 updated by

transmttin Ihg ’fékijenﬁ%tﬁgeo néétjé;}ac 2%3%&%}%1%%%&%@?&%& - &fi’éﬂsyc%@istﬁg oBfdct 1€

update sche nce W e error I'imte roadcast schedul e

to other objects  utilized by the applicatjan. 15.. Th stem gf claim 12
wher ei n the M%Wé‘é?ﬁlﬁ@ﬁ“%mlwt’@g rs"‘@t:‘?nﬁt“fé’eﬁf’%”i}y?%ﬁe‘g?n gjlfr‘{}’g?s‘?

i nterconnected by a network backbone, each server hosting at |east one

| ocal cl i entschedide ewitactardaiice rithethe efjan/imiedibropdenst scoedil¢ tpatherpyeciti pant .
16. The system of claim 15 wherein one server of the plurality of servers
control s traflelddgitleapplicatmha anong the first client, second client and
the other clients utilizing 15 the object created by the first client.

15.  The system of claim 12 wherein the communication network comprises a
10  plurality of servers interconnected by a network backbone, each server hosting at least

one local client, and each local client having at least one local participant.

16.  The system of claim 15 wherein one server of the plurality of servers controls
transmission of data among the first client, second client and the other clients utilizing

15  the object created by the first client.

17.  The system of claim 16 wherein at least one of the other clients may update

the object created by the first object.

20 18.  The system of claim 12 wherein the object definition created by the first client
is used by all functions and processes within the multi-user application that utilize the

object.



17. The systemof claim 16 wherein at |east one of the other clients may
update the object created by the first object. 20 18. The system of claim
12 whereiwovhiersebj ect definition created by the first cliPpar/uSéig28med by
all functions and processes within tie nulti-user application that utilize
the object. WO 02/41552 PCT/ USQOL/ 42876 30 19. A server conputer coupled
to one or nore client conputers, the server conputer configured to devel op
a nulti-user application executable by the one or nore client conputers,
and conprisilfy: oh sabprmpiéticoipledte ensduneorp cbent gpmyuiarsd BRisaTvief on for an
object utilized by the 5 application, with an object definition structure
conpri si ng aopiputelcbafigeéd fouleetlop aahultiaiser applieationtekemtatdé bythegnetoe obj ect ,
and an update schedule for one or nore of the functional characteristics;

a data transrﬁj,é%iﬁg&dggﬁ,%&s’qﬁ@@&hﬁgsi ita transm ssion between a first
client and other clients coupled to the communication network and to

filter object updat(ﬁoiecft aQﬁr@{i&P@%ﬁE&%gﬁ’ox}i ink A% AhBhH ff&Jt dﬁlgﬂ)g)%t uﬁﬁfé’dedgﬂhg he

obj ect updat es of 4 UActT on racteristics o j ect ar

aut omati cal | ransmtted duri execution of the -appli.cation b he first
client in a BLEP&WE‘eW it Ogﬁﬁt c[}%&g{og sﬁ%‘ﬁ%?oénmlrlgﬁﬁﬁlfﬁh‘éf ?# @Bfté%laﬁwet wor k.
15 20. The server conputer of claim 19 wherein the object definjtion

structure fhetasterisiedsfingedhepbieety ¥1d an undaiecschedyledion are onawdhe or one or
nore of the functional characteristics, and wherein the functional

char act eri stfuastianabclemdoyerisfict ed when a
a data transmission module managing data transmission between a first client
' and other clients coupled to the communication network and to filter object updates
10  transmitted to the other clients, wherein the object updates of the functional
characteristics of the object are automatically transmitted during execution of the
application by the first client in accordance with the update schedule on the

distributed network.

15 20. The server computer of claim 19 wherein the object definition structure further
comprises an error limited broadcast schedule for one or more of the functional
characteristics, and wherein the functional characteristics are only updated when a

change in value of a functional characteristic exceeds a respective error limit.

20 21.  The server computer of claim 20 wherein the functional characteristics of the
object are updated by transmitting the functional characteristics periodically based on
the update schedule or in accordance with the error limited broadcast schedule to

other objects utilized by the application.



change in value of a functional characteristic exceeds a respective error
limt. 20 21. The server conputer of claim 20 wherein the functional

charact ew@nt/essnf the object are updated by transmtti npCT/80H428™t | onal
characteristics periodically based os1 the update schedule or in accordance
with the error Iimted broadcast schedule to other objects utilized by the
application. WO 02/41552 PCT/US01/ 42876 31 22. The server conputer of
claim?21 further conprising an interface to a conmunication network

conpri si ng @2pl urkte seyveotomprtenofsldimt 2Hr fuothercomngising aa e ® 2 backbone,
each server hosting at |east one |local client, and each | ocal client having
at | east Ort%rﬂxﬁ:ﬁﬁéaﬂbﬁr&tvﬁdﬂ@@&hpnﬁn%?cplu'Eb]l&ysﬁ sareers doenoommectedfbyal mitwokl
wherein at | east one of the other ients may update the object created by

the Tirst olonc? %achEE&eé%ﬁgg a8 e oo clithul & GaI elicht biseingl ect

definition crea rst client is used by all functions and
processes wiithin t mul ti. er application that wutilize the object. 25.
An article dFm%ﬁﬂ%P’ﬁkRﬁﬁ§q§W%odying a program of instructions executabl e by
a machine, the program of instructions including instructions for providing
a 15 devél opnent interface for the devel opnent of a nulti-user application
executable on a distributed network s stem the program of structlons

i ncl udi ng i 2% r ucThesesver gpmputer @ﬁ/ctl@nrrn@ wher@g] '«éé@asg@ﬁ“ ofithg Qihersct legtstde for
an object utilized by the application, the object definition structure
conpri si ng aygdaty b bbjéctadredied syt thofiast object.

24.  The server computer of claim 23 wherein the object definition created by the
10 first client is used by all functions and processes within the multi-user application that

utilize the object.

25.  An article of manufacture embodying a program of instructions executable by
a machine, the program of instructions including instructions for providing a
15  development interface for the development of a multi-user application executable on a
distributed network S);stem, the program of instructions including instructions for:
providing an object definition structure for an object utilized by the
application, the object definition structure comprising a plurality of functional
characteristics defining the object, and an update schedule for one or more of the
20 functional characteristics; and
automatically updating the functional characteristics in accordance with
the update schedule during execution of the application on the distributed

network.



characteristics defining the object, and an update schedule for one or nore
of the 20 functional characteristics; and automatically updating the
functi onaVOoohaxsarteri stics in accordance with the updat epeTsaud2e76duri ng
execution of the application on the d2stributed network. WO 02/41552

PCT/ USO01/ 42876 32 26. The article of manufacture of claim25 wherein the
object definition structure further conprises an error |limted broadcast
schedul e for one or nore of the functional characteristics, and further
conpri si ng 26e sThp adicleefoarafictut of claimdamhetpimthehiect SfENt@har act eri sti ¢
only when a change in the value of the 5 functional characteristic exceeds
a respecti veygst@futthéridomprides ahhegroatititet drakicash sbedale doreonsfor shaag m 26
wherein the functional characteristics of the object are updated by

transm { Ui nge el URGh] AB-ERAREEiGE GiuRiiigds sish byautbmasdillon { he
u

updat e sche e or 1n accordance with the error lTimted broadcast 10

schedul e to atfer offscts ullliagr. bR aRRbh &AL vaiREor dRe articl e of

manuf act ur e "8 I'nc ing instr ions for providing one
or nore filter functions for limtin r.opagati an of the updated

funct i onél M@B@léihﬁ@ﬁe%mo?"c{i‘%é a&Bﬁ@E‘i‘V %%h‘émgr nore of the other
clients within the 15 network. 29. The article of manufacture of claim 28
wherein the object definition structure for the object is determ ned by a

user of the application, and wherein the object definition structure is
utilized by 2a. pl tielarfiole of mpiufecssad claip|26merereid theyfun¢tional characteristics

of the object are updated by transmitting the functional characteristics periodically
based on the update schedule or in accordance with the error limited broadcast

10 schedule to other objects utilized by the application.

28.  The article of manufacture of claim 27 further including instructions for
providing one or more filter functions for limiting propagation of the updated
functional characteristics of the object to one or more of the other clients within the

15 network.

29.  The article of manufacture of claim 28 wherein the object definition structure
for the object is determined by a user of the application, and wherein the object
definition structure is utilized by a plurality of processes implemented by the

20 application.

30. . The article of manufacture of claim 29 wherein the application comprises an
interactive video game, and wherein the plurality of functional characteristics includes

at least one of: network updates, graphical rendering updates, and physics based



20 application. 30. . The article of manufacture of claim 29 wherein the
application conprises an interactive video gane, and wherein the plurality
of functivodat/4xskar acteristics includes at |east one of. PeTwsolki28mdat es,
gr aphi cal rendering updates, and phys8cs based WD 02/ 41552 PCT/ US01/ 42876
33 behavi oral updates, and wherein the object conprises an interactive
video gane character, and the functional characteristics conprise at |east
one of: a position of the character, a size of the character, and an

ori ent at i on behavitral givateacansrwhegeid the dttiect gpmprises agfintgalirarided 8%F cl ai m 30
further including instructions to code the object within a data stream of
audi o/ vi deo Hatadtet, a0 S48 fuhtbnaVetardcteeisties sumipeise atlidastwhe pf iarposition o fhsc t
conprises one or nore of: a stream ng audio data set, a stream ng video

data set, angl,a feXlsRaFek dRtRteSind abQrientation of the character.

5 31.  The article of manufacture of claim 30 further including instructions to code
the object within a data stream of audio/video data transmitted over the network, and
wherein the object comprises one or more of: a streaming audio data set, a streaming

video data set, and a text-based data set.

10



