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WD 2006/ 011205 _PCT/ US2005/ 019388 SYSTEM FOR BI OVETRI C
SECURI TY USI NG A SMARTCARD Technical Field The
present invention relates generally to the use of
integrated circuit cards, 5 or "smartcards," for
commercial transactions and, nore particularly, to
nmet hods and system for using bionetrics with a
smartcard in the context of a distributed transaction
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1088 6 781840 bart AR ler Saddeny (bmiarids TP intarafing (1995), 150
7816-5, Part 5: Numbering system and registration procedure for application
identifiers (1994, Amd. 1 1995); ISO/IEC DIS 7816-6, Inter-industry data elements
(1995); ISONEC WD 7816-7, Part 7: Enhanced inter-industiy commands (1995);
and ISO/IEC WD 7816-8, Part 8: Inter-industry security architecture (1995). These
standards may be hereby incorporated by reference. Furthermore, general

information regarding magnetic stripe cards and chip cards may be found in a
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Effing, SMART CARD HANDBOCK (1997), the contents of
whi ch may be hereby incorporated by reference. Wile
some smartcard systens have streanlined the
transaction process 5 and provided a system for
managi ng nore information, smartcard technol ogy has
still not adequately addressed sone of the
aut hentication issues related to transactions.
Moreover, while bionetric technol ogy exists with

WO 26§0ld205t 0 certain access systens and | i RETEER005/019388
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theQust RP BinaAtArd irdd travelnealetiiapplicatifihe present invention
may provi de nethods and apparatus for a smartcard
system whi ch securely and conveniently integrates

Suhﬁwbﬂné InvieBtied - rel ated applications with bionetric
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system which securely and conveniently integraies important travel-related
applications with biometric security, thereby overcoming the limitations of the prior
art. In accordance with one aspect of the present invention, a smartcard system
may comprise a cardholder identification application and various additional
applications useful in particular trave! contexts; for example, airline, hotel, rental car,
and payment-related applications. In accordance with another aspect of the present
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partnering
organi zations the ability to construct custom and
secure file structures. In accordance with one aspect
of the present invention, a dynamc smartcard 5
synchroni zati on system conpri ses access points
configured to initiate a transaction in conjunction
with a smartcard, an enterprise data collection unit,
WY/ 4¥ar d obj ect database update systemPCEUSHIVUPIER
0
v gh TR AR SLTIGANG By cOMERLE IppaH ¥ DeRamy Teatures
wnthrrarspa@lﬁc sipglicatians wrmir:egqu@opﬁmenna @r@auiﬂétl@lfpm ability to
con%%%gﬁ%ﬁ{grﬁ:{seca ﬁégtr@&bu%gt dat abase update system 10
or nmore enterprise data synchronization
i nirea¢casdanceEMbl gne aapecifdhe presed iovesyish.cndynaraic gmartcard
syn%ﬁnzﬁfﬁr?%)&&%rﬁ %oﬁzﬁh@escé’éée% bRB Uk éreél @ﬁv@te aAtPthsaBfon
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in conjuectmperittbd pmadcap: araﬁdtemﬁls@ ndfatfc@oiiemlqwrgtwﬁﬂﬂ @cfagd object
datéﬁhs@nuﬁ%? %&éﬁ‘u S quFPth oratnc CSORfid Ssﬁ[ge% An exemplary
I'za tem and an accoun I nt enance
dynagrm enmmmizajwneeystem J(BSR) rreterablnicompriges @enwss smertcard
n
acc%% g&ﬁfg ggec‘éﬂerység 4#@%{]?%959&@?%@&]&&?9%%5%@ Bbdate system
(CQDB}, ozned or | morec eoterpriss hdala usinehronizstiondnterfacee dBPSty an
r
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systesn dride as t acootiol maaﬂehameratstem afigaed olps cesenpicats with
CO@ odi rents of the systemand nethod, are descri bed
ow. 25 Brief Description of the Drawi ng Figures The
pr és antordancenyittoa further laepeit ok fhiceprepentderantiphepprsenalization
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me re cri etow

Brief Description of the Drawing Figures

The present invention may hereinafter be described in conjunction with the
appended drawing figures, wherein fike numerals denote like elements, and:

FIG. 1 illustrates an exemplary smartcard apparatus;

FIG. 2 is a schematic diagram of an exemplary smartcard integrated circuit,
showing various functional blocks;

FIG, 3 is an exemplary diagram of files and directories arranged in a typical

tree structure;
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FIG 5 sets forth an exenplary cardhol der ID data
structure in accordance wth the present invention; 5
FIG 6 sets forth an exenplary paynent system data
structure in accordance wth the present invention;
FIG 7 sets forth an exenplary airline data structure
in accordance with the present invention; FIG 8 sets
forth an exenplary rental car data structure in
accordance with 10 the present invention; FIG 9 sets
WEBIGN428H exenpl ary hotel system data st f URETIPE095/p19388
acfﬂi.d@@%?s"fé\ﬂﬁ* B-6R8mplaRs 8 tabhdty 8idi@Re inFhdsorddhce with an
Il lustrates an exenplary distributed transaction
exemploneamgadiment ohihe pragent IBY#doBhe present invention; 15
Fl G 19 sbi f@htﬁ GRESRflarg \C@dHofitr 9D difla SBBMIATY accordance
_dynam ¢ synchroni zation® systemin accordance wth
with\fae pepenbiBpetos; of the present invention; FIG 12 is a
SCRRITR §s PR A %}’&Exﬁla@'ﬁa@?ﬁ@ﬁﬂﬁ@{n 3 8@WtRIcRHE RPEdcordance
_client server, 1315 a schematic overview of an
withéhe pisisgplinéentienpri se data 20 synchroni zati on ‘
| NERY TAGE: Inplafy amieMth SyOMEFe ineYécBidaRRe with the
exenpl afgtsljgﬁftag]eﬁg@ﬁystem FIG 15 ins a schematic
presepbinyeeiionof an exenpl ary enterprise data coll ection
unig, | REPRS QY Yol SHichirgdn 66/ IBNEE With
calrzgao Jg‘gé%gtfa@-étagbegggﬁ 2 upﬂate system l?:O)US); FI G
the preseaf iaventionchart depi cting an exenpl ary net hod for
SYPEI LA | F RSPG st dafdl SHriBLIOR: akdofdiance
18pfés1' g;%%rso@cqnaérﬁ?g engilggl?i ng a exerrr?l ar;/.Urret hod for
withghe prasent invergionupdat e transaction i nformation; 30 FIG
19¢f | n QUEMPIaRY dtritifle P XBRBAH0N system useful in
pelr:fs%nz? ﬁ@%tﬁlg%% ési?/st en'}sa(?lﬂ—ll gn 20 1s a fl ovvchyart
praciieipgdhé prpsant ieyeatiphiary nmet hod of smartcard
PEERONY | bRk A& | RgRASE ation
R e PR P T S i
systemi in abterdaoge widevarioua aspesiepf the §raseRrt invention;

FIG. 12 is a schematic overview of an exemplary secure support client
server;

FIG. 13 is a schematic overview of an exemplary entemprise data
synchronization interface; |

FIG. 14 is a schematic overview of an exemplary update logic system;

FIG. 15 is a schematic overview of an exemplary enterprise data coliection
unit;

FIG. 16 is a schematic overview of an exemplary card object database
update system (CODUS),

FIG. 17 is a flowchart depicting an exemplary method for synchronizing
pending transaction information;

FIG. 18 is a flowchart depicting an exemplary method for synchronizing
update transaction information,;

FIG. 19 is a schematic overview of an exemplary personalization system;

FIG. 20 is a flowchart depicting an exemplary method of smartcard

personalization,
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exenplary smartcard in accordance with the present
invention; 5 FIG 23 is a depiction of an exenplary
bi ometrics process in accordance with the present
invention; FIG 24 is a schematic illustration of an
exenplary smartcard bionetric systemin accordance
with the present invention; FIG 25 is a schenmatic
WO RGOSt i on of an exenplary snartcard r e R§SfUSRH§S0IPESR
“ae R RSN IR (BhSadich dafy SRiduas sulthilte fatusesn anravel
exenpl ary depiction of a Track 2 layout in accordance
confg®th the present invention; and FIG 27 is an

ex ¢ig! @Qy|sd§96tﬁél‘ %Bh&'f‘latﬁﬁ@hgﬁétlo-ﬁr 8t lan2ek@iiplaty ismartcard in
accordance wth gr esent invention. 15 Detail ed

accpdapee with dhe %‘FSE%é'Mﬂ“ PR Enbodi nents Referring now to

FI 6. 23 8Nfdebictd 0P %A ERERPYANS BBhiebitlshrogsst eimastetri @tteanith
for Practl cing the present 1nvention may now be

the gpearen iﬁ‘é@ﬂt'oﬂ’srrartcard 100 generally may conprise a

caijcbodyis 19 2% RaMand ifusGatidh F Gt eR8mplag efmatesrdl blometric
I ovi dl ng 20 contact or non-contact communi cation

systpst eagsortanex with the prgesptdaventiony, . a card reader) and

an F’I@t Qgr,gt £ &chbmatit GilubdBtian 6ﬂ%uéﬁrﬁiﬂa tlbAcsar @ader in
body Communi cation region 108 preferably may

acc@fﬁﬁﬂr:e @@héh&P@%@u%‘{qny@“ pads 106 whose pl acenent and
si 7jGCon ity &%ﬁﬁlgﬂ oMaITeadka? ldy6id iAldcierdance with the

communi cation regi on 108 in conformance wth
pres&bim@plion ajdef er abl y may 25 conprise VCC cont act

10¢44) r @6k ) 1afdasetakcordbiic
co%gc?{’%éﬁ exé?‘@%r%?jﬁgla% gﬁ%mé\lD Cont ggt 106(33’ °

with thedquieepnt invPRlicfont act 106(e) (programmi ng vol t age),
and I/ O contact 106(f) (data line). VCC 106(a) may
suitably provi de power_to | C 110 (typically 5.0 V +/-
Detailed Desaripkion ok plary Brabadiments| v used to provide an

exﬁ@éf@ﬁ'lhg GoRGK ﬁGH r£8ndbi gh eﬁ@ﬁﬁlaﬁﬁsm&%ﬁd fé?ét@m su1table for

transm s3i on reference. RST %méxbe suita
e

pragiiwng the presant invention @gE oy tgjh@ﬁsct" STRTHEF i‘]‘&g bgperally

mag %BHIthQe %‘negd%g::b%ﬁﬁ ME%M@ ?%bpéﬂﬁﬁc%hoﬁﬁé‘gr@ﬁ 19866r f:Jwadlng

contapttc‘rfenq‘r -gontans\eerenunieatios betwpemen wEGMBL dé@ﬁ% r(gpr A card
<, 15 AR e o 102
Comwiurédstion fregioEEFROMIgSew§lvamAY nePRBliSen SakR@xdyctie Rafs, 106
whbdPEOENGHPBRY size conform to ISO7816-2.  More particularly, a
communication region 108 in conformance with 1SO-7816-2 preferably may
comprise VCC contact 106(a) {power supply), RST contact 106(b) (reset), CLK
contact 106(c) (external clock), GND Contact 108(d) {(ground), VPP contact 106{e}
{programming voltage), and /O contact 106(f) (data line).

VCC 106(a) may suitably provide power to IC 110 (typically 5.0 V +/- 10%).
CLK 1086(c) may be suitably used to provide an extemal clock source which acts as
a data transmission reference. RST 106(b) may be suitably used to transmit a reset
signal to IC 110 during the booting sequence. VPP contact 106(e) may be used for
programming of EEPROM 212 in IC 110. As may be known in the art, however, this
contact may be generally not used since modern (Cs typically incorporate a charge
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vol tage (VCC 106(a)). /0O 106(f) may suitably provide

aline for serial data comunication with an externa

devi ce, and G\D 106(d) may be suitably used to

provi de a ground reference. Encapsul ated integrated

circuit 110 may be configured 5 to conmuni cate

electrically with contacts 106 via any nunber of known

packagi ng techni ques, including, for exanple,

t hennmosoni cal | y-bonded gol d wires, tape automated
WOU@WGR%@F (TAB) and the like. Wile an exelfl&R{esA19388

fed [

i SRR 00 o e s
voltagaa(VQi@leﬁiﬁ))esé’O 386 "WﬁySIH’raQb’ B@V'dfoaul”?q i aerfag a
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technmt.uest hmhathgi ferd pxample. tthemmasanigaliy-borgtes: gpid Wirgse Jlege

th h t f .
auto G bl (RBIRBRY e "0 000 Fnce. 15 va ues. nn
t ywmmah;exempw pinad¢ard imdiscusaed abeve o the ReptpdIRhe ;%(g?hty
of e&cganri%i Pidrhdiy ln?:%/z bé Q%Erel% l}alt'dﬁﬁia%{lesd REMEt M4 also be

g may e enents, or. conductive
utrltieddpsp,racdnce this enlrenimra T/l?@éisl. 9OWWBW@%F@W&“MS may

o S0 G BERUTALE BRSSO conin, o
the dppr &6i mag et karwit methlecﬁrtatqaoamb‘fe eeHaNDE| lamiv%mpé@mﬁﬁmg
cap%(gtgvgdf'gj?%%sﬁg th c co rﬁi&@ueh £kt Rt e Wit H%Mﬂ reader may

on car iguration. For additional
be prkigiedethiaugh syoraetiic rpaingoof- M%tﬁur{f%fiﬂﬁnl“dl%%}“ G@pacitance

f

Valuggrfnﬁ%éﬁfm@aﬁq@t ‘&\ﬁ%ﬁad&?é er e ﬁaﬁﬁgarnggﬁégge Hpisly

lessr thiaar amec enilliBetrt cladectve dpuple may &réplgv SOEPIS 9lements or
facturedf £f

confiVee Weler SORRPRES fa ReRYiCalpled fansfBHARE | Sonfiitaiion

employing phbyss i fosjuen@h aetnapliusieamiodwatiarh e dvdinis aegardnignay be

app[er?:qtﬁé %%%%j?éagﬁﬁ f‘% gﬁmﬂ\u%ﬁ!&%rg ?%/geoMbQ rdidosed Wrl 8PRhin

resent i ncl ude,
card d00 exaypbey, dép@dingpoh y;afmydmfuhraﬂpnd effor aggtitional information

l.e
reg% %@%hc?rﬂ Ignitng%cét) te%férﬁ Sl?%sérﬁ% S#&frga}?l& g%éﬁnzgﬁllg%@tcabd ef¥pdards
[SCOARGDTIS®8IEnd |SOVECCiNd3 battchmarp harelnf IBWI’PP@WK%V reference.

%h nj C?A g@qtﬁog;.%%ggé %&%bﬁp%éﬁhfé&uﬂeﬁ%@é%ufﬁ%%ﬁy rigid

rise a vari e
ma&Halpﬁhu:hfmay dearngaistant tthevariees anyicnmenta- feclorp-e.90, phygical

| D- 000 ne s set 0 B Matenais
det %ﬂiﬁﬂnar'b g?r%oa FROWS: %@d?gdlgilgﬁa%fzﬁé ’rd‘gh% r@ )
swﬁb!éelnathé cdrage offtha presembrimenticn tmayainglugded for example PVC
ubst ant.i al l.y nf or to t D1 cii:,lEefat tfiiene
2'00@7‘%‘141?205’\%%/ %%%&'ﬁﬁfg‘%‘%els@'%' _ (Ffyettie
terephthalate). or the like. In an exemplary embodiment, chip card 100 may
conform to the mechanical requirements set forth in 1SO 7810, 7813, and 7816.
Body 102 may comprise a variety of shapes, for example, the rectangutar 1D-1, 1D-
00, or ID-000 dimensions set forth in ISO-7810. In an exemplary embodiment, body
102 may be roughly the size and shape of a common credit card and substantially

conforms to the 1D-1 specification.
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conprise regions for Random Access Menory (RAM 216,
Read-Only Menory (ROM) 214, Central Processing Unit
(CPU) 202, data bus 210, Input/Qutput (1/0O 208 and
El ectrically-Erasabl e and Progranmable Read Only
Menory (EEPROV) 212. 5 RAM 216 may conprise volatile
menory which nmay be used by the card primrily for
WQ g3 renory, e.g., to store internedi atfE€T/US2005/619388

“‘Cwﬁé#é?ﬁﬁb‘ﬁ%ftmfﬁmd O%éférabﬁyfiﬁéy@émpﬁsa)fe@mff@ﬁfiandom

RAM 216 pr ef er abl | 2
AoaesPIIRIONARAN) 218 Re- SN VemanalR O st FnPacs Biessing
Unuwtrsrﬁlb) Iﬂmf d@@a b@sf Qﬁﬁb d}ﬁ.{t@lﬁpdﬁ(%) padbAd Eleﬁﬁmdany-arésable and

be use o_store, inter alia, user 10

Progﬁagrgmag!?ﬁ%%y Memnary#FERRON)2dént i fi er and
ap@iAl\ﬁaﬂﬁoﬁla doﬁﬁ)nsé Roldife RRMIY wHith ARG Y as&dby the card

i nventi on, may be sulitably used to store a

prirparily fﬂﬁSFSﬂt‘éT mﬁmO@s G 9 eiIOaﬁtt@& intgaeialR GRRIAtPA FeTHR NS (Hata
endnﬁﬁ#oH HrobsSSNORAM B &Bfél‘éiﬁf maPtempRsd aNeaftPEBNes.

formation and/or other transaction information., In

onERBRAM 213 remnsmvideng H9n-volaille raemer tagian whish may be
eraQétﬁé &hH éé\ﬁﬁﬁﬁﬂb'é?ébtnéﬁf’ R vdich H‘E:y HeQiseditd 3Ry, JHﬁ#ﬁhé Qser

tore travel -rel ated i nformation (di scussed
datgrsa@teén dgta aﬁmaﬂé@@wdewﬁebﬁn%ﬁewcaﬂow lep. i e cg)text of the

pregeﬁﬁﬁ.%r%&ﬁ Eéﬁﬁefwbhz Y bé %mmgs Aséd 1o SR%E aSﬁui%myg& files

card i1dentifier,” as used herein, i ncl
relader) toaeatdhmiderinfepaation, nsiudinoraeage P@rﬁheﬁdfaém@ma&% @oympnt

mfdi‘l%\ﬁon an‘illgpﬁthb?' %Qﬁéefc‘tl@ﬁ iff&nalBn a6 %Hétexéﬁ\pﬁary err(bbeﬁhén,t in

char ge checking, savin r ewar
acqor@we‘e with they équieﬂb*)’“’w%oﬂhﬁﬁﬁﬁg%zb%Wlbﬁt%i‘tﬁ@'d sed fp store
tra\Ie'i fﬂ&@ﬁtlﬁfeﬂnﬁfbﬁo(kl@&uﬁeﬂ% g%atér%ﬁall’ béi@WﬁBb Cfunction with Fig.

orization center)

e use
3). di:Eﬁ’fR@Me’Z‘lei preferaiily may gompHee QHﬁWf@gW‘?%{ent ifier may
' ncA léﬁ%rlfchl'&aﬂ%h er! QQ%QWHe%?n' R\fa?rlﬂﬁ&dé’%ny q’c\s&nﬁaﬁlﬁnber

or ot’her I nformt I on, such for exanp

CapEspiocton e ryce (GPLODHaE: [Aamieriin dor 88 ser) (6.
creﬁ F\l‘g{é’dé'ﬂﬁl,n%‘?é #ngngé\ﬁﬁgsa%a‘?& heval Enﬂlé\‘iéibQ Fhelif@y wh%h may

ate i catioh, access 25 and/or any’ other
be try@leta@rfedt beng gmqsgmonAagg,qﬂng dirovigero (.. aymant (authprization

cerﬁ‘&rﬁ aHg ‘?(f?\t rﬂ}: E@ée@?o EShpIBle gﬁnéa%tién C‘Tﬁé’ ishaftcadaBérdtifier

account, trav or rewards account
mayrmqlucha Mcahttamcum information (PPl ata, @8d £5 offjas infempation,

e i
sud BE 5, ot o8 Heppo b FRBS S erd heahdd fynfeh, £206i
sealeijcnirbber, and/or nop p&wtr indicatorcussdi f@@mt@teacéatmﬁﬁahon access

an@gv\% 5the|1 {ypg %fﬂé hﬁ?p ikl akcatthe Enﬁlbbprcfgt LehuRBYata)

accounts perm ng an
mag)t):d}&ﬂrgﬂateﬁ to gooresat ameﬂegé ragtols, opaltyancceuob drvedat gpwards

ool o B ROREERI ) i s 1 R8Pt

MaBBIC 828 06L k€3 F8r ease in understanding, the present invention may be
described with respect to a credit card account. However, it should be noted that
the invention may be not so limited and other accounts permitting an exchange of
goods and services for an account data value may be contemplated to be within the

scope of the present invention.
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In addition. the account' nunber (e.g., account data)
may be associated with any device, code, or other
identifier/indicia suitably configured to allow the
consuner to interact or communicate with the system
such as, for exanple, authorization/access code,
personal identification nunber (PIN), Internet code, 5
digital certificate, bionetric data, and/or other

i dentification indicia. The account nunber

may be
: W%EP‘?%} HPly located on a rewards card, chan"ﬁ@’“&é’f’ﬁ‘fl”ss

* CT el iGN ?ﬁe %aﬁifnﬁ' ridamber (eng. Ieaaxnint:amtd) nmglbepdmsneiateddwith
smar,t car ma G siripe r_coge
any Sy ise. 1S BF comefadarimelinicR R, ol ft AifHC e
corﬁﬂ@hesttorlﬁtéracg/ @nyofh?fumclefe with aitie| systagh estigtomsc for example,
ic, and/o i cal .devi capa
autf AT Ebeetg e Joamaal doehthEstioR: BORBS:, TR0, fogernet code,
dlgzthi\deﬁﬁpcat‘é GiThEIR Idags; Cvidydr mhldéfbd tﬂénﬁmtld)e;ncﬁm Thl$ account
cr edi ou

een-d t rd nunber .

Uit ey beyPpasely (ogaiedfhuka feros cardy el oot et At Beoi

car§UsiBp&ia chhp télelﬁﬁoe.@rtaeh @riartroand) ahadr@tis )tﬁbemagﬁeﬂ;gyde card,
r nu er.s

re ch co
andirihp R THeRERT SRS oY 1 R AN TR Sy darm o
ptaéﬂ&ateléétﬁ)rﬂ@ma?a/emsw@m Eptitiab &levidegbapdbly it trddsmitting or
gene ally use four qiaaced iet s .of nunber

deiatong seren BB NOb BudBED MaY, . Jor
exa‘i'M:fDé Ca lsix@EAraIGie crekdi &:afd hanbéf, \ethbeyrs exsnciéidliproviddrenas its

reserved for roceSS|ng ur.pose n ent |
own} SIATBRTING 4 Pyt reaﬁacbeyfp‘seﬂfﬁ Rgpdigh) “'{‘ﬂ?@geiﬁ#sms usg Py
AmbASdn Hxpragnt fEéthlcbnﬁauy’becra@eobaa@ mmm cb@aplyf aith that
t he sixteen- he i nternmedi a

CorgRagys- ﬁtamiaéﬁ'za* gqrfr@t 5'5% Wétewet@”tﬁﬂnbj g 8 é\&ﬁ%ﬂf‘{}gf{ fogmat
will n@Peﬂgou R fouf Padss QuRit ommni’asérsstagrr@dreasnt@ﬂaqktﬁe amdber
. data as defined in tg a%%‘% and f ?
00RR,POGR OREeORRY o JB § HRoA BRI TS TR IO are
reséivaé kor%r?éés%sﬂ@?%urg@séi&eﬁﬁr |t(i:€|3ﬂ)é gﬁa KBIifg dahlqldar@@}pevﬁndl &te.
an exe ary enbodi ne
In R EKATEIE, 317 [8SSRST TR B TRFRIN DS %aﬁg (BEhtagaps sixeen-
d[g’ffﬁﬂﬁ‘ﬁéﬂe‘%e (dteﬁedla?ﬁlﬁigﬁl-ﬁn-@ﬁdjlmseaio Zlhﬁmeiyaﬂélntify the
coordi nates i ngut/out put act | Vi t| es Jg_ ‘4@@ \ﬂf% d
custenVpr 1 1o PEROPR BIbRIGHPEEAAS TGPk fegPdplrackgfatey as defiped in
ISG/EE ?Hﬁstar@%ﬂhepﬁa Mol MBS YiRilg@a16 SHER) card NIAR. | Frack Heand
be preferably inmplenented as hard-wred

SCOS ma
Tfal°l§§|d@tﬁ Wamdﬂgﬂ%ﬁil'hﬁ‘%ﬁ Q?F@&PEOH’BSK desi gn and
- senp (é?lné‘)ké?ﬁﬂéry HHRRSHID CPTE ROD GaVPipleri@fVei ifsthddon set
art hot ol i t hogr aphy, dlffu5|on 30_oxi dat
stOfegn:n.ﬁ%@?ﬂa%@ﬁtha@ﬁleSép@mw mapanement (e RAM 216 04 gt ROM

€ 1153 Qtaﬂfﬂ/ﬁé %beC%@S on The pur pose
21%fé}g{1é#16ré(qn§l%s lrﬁJ('e'lrrelg}l?atl on rrst,a] be to t)ake V%Qt %e of

t hé?@%?ﬂh@é@‘@@bty fRAYaipp o0l H@d B “mashey
opeiHfi SY m'TQ?Z'; MBfHaf B, WSCO%%Q'BGW&%M{( ifipleReMted as
preferab ast 16K ytes. In'th
hard-wired Ioglc m ROM 214 using standard mask des:gn and semiconductor
processing methods well known in the art (e.g., photolithography, diffusion,
oxidation, ion implantation, etc.). Accordingly, ROM 214 cannot generally be
altered after fabrication. The purpose of such an impiementation may be to take
advantage of the fast access times provided by masked ROMs. ROM 214 suitably

may comprise about 4K-20K bytes of memory, preferably at least 16K bytes. In this
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WD 2006/ 014205 PCT/ US2005/ 019388 regard, it may be
appreciated that alternate nenory devi ces may be used
in place of ROM 214. Indeed, as sem conductor

technol ogy progresses, it may be advantageous to
enpl oy nore conpact forns of nenory, for exanple
flash- EEPROMs. 5 The SCOS controls information flow

to and fromthe card, and nore particul arl¥
WG 2001933t es storage and retrieval of dataPST/yppp193ss

regafd, itima\EbPEPMeCERSd "INt S@ﬂérhhteaﬁ@magrletlfafgdefegn@,gbé ased Inhgace
oper at,e accordin 0 -dertl ne CcOl n
of Baw 71, PRl o5 SOhicoitatdt, BsPRonatprofiErses of qray be

advapeigabid go SorapleysmoRry colbpad Ubiradlof rhemohl) efop wxpopie, dlash-
EEiggb i nvention, for exanple, IBMs Milti-Function Card
1 %FC) Qperating System 3.51, the specification of

vvg The SEO®rabyroisn tdsmetion efbwo o | daref dloenare o8| antl h@ore
. K rat.in syst e e 0] t he st t e
par A PR HpfiDe Rt oeralar ST S i EEEH MBS as
witta@ﬁprarb@mmgm&sgdﬁetzm,sagst&wh "‘a@ﬁqﬁefﬂﬂga:ad@ﬁimlt@}@ :veil-f:leﬁned
ma e appr.ecil ate 0S SKI ed I n e ar a
cories) Seial 1 FRpery A YRt O Pt ST 40 CBEEANg gYelas may
be Quiabﬁattfpﬁtﬁeoﬁlybrbm @rrtaia_tir?.teha@n,%r dxaenpns, a8RINY Méllltﬁ-Funlcltion Card
venti on. reover, |1 m e agvant a ou .0 a (0]
(MR GERritL SURteE §57 B SRESIRAOR L WBIET B Retaby Ia7q PYrateg by
refédhd, wﬁlmai e 1ghev\|vg_ar ﬁperbti.e% sysaantr:aay sdagmpgh&b@ﬁaad afee
execu e ogde | C | ownl o e a, e
St ot Teownd STECHtFS AePantiai Ao aaTeer B (S B (as
det?iﬁ:’d&ae&ﬂﬂl Eltrﬁay dh:&ﬂn%f@é{a@tbjb@@ws%e skildd irhéhel édfg%t ot @Fbrating
e enera chajacteri sti ¢s, O snartcar S
syslst | PG> WOV, DS (SR DSBS B EIRSHCRAL 1 pjnge Present
invérlitge MdretVei! Ry b Rinfagdbll ROAIORCEerBMAs @spsui@bt Gpurating
roducts known in the art rrgy, be used to |[Tp|ﬁen¥ant
sysipgh fuagionaifydgicHsh putsisie the,eard el e ToRREH PlogKS of executable
codeUivhl BayMBEt 8aEIsadadY ahd chiedatedf ag wsag@bRcartiheduring a
nodel ST16SF48 card, manufactured é SGS- Thonson

trangpetindfs exampie: Javaapriets. Aqtivex gBiestseand thedtg! ol a 6805
M RGOk ginkll cWalabietibics FP¥mafKaidEfRRAE odmebBbvADit may

byt es of M It may be appreciated, however, that
be gapdrepiuthat S mitsarangst o :a;qcrqqq@trollﬂr ® 28At CANRRARESEh Smaﬁﬁ?rd

profi&ds! kKhEwi eheP 8N FBEHe IsEd RCAIPISAENaITiols BhbdtRIrE of the
EEPROM capacity (i in the range of about 12-16K).

OM c [ (i.e., :
presgt hinkgrdioans SHilabIge STateards esh inGiidenfopraxampl, e model

STARFRINEE. WnbAuRBRIRE! bEX - BRomSIH OfidiBabetrdnt®,  which
smartcard identifier 30 and/or any other account

incorpersias Motasela 68R% rierosemtrodier with ety RENL.SKSEEPROM. and 384
bytdO6MRAM. 1FRiay DRI rEoiatl SidtvevBE 1R GRIIHUIM SRRRIdIA@Ms BEthe

In magnetic Stripe format, the account nunber |
prepasitt inyerdtioar aigty eequirg  FpPre HKvangeask maieosaRtrolistsy Yty geeater
EECRORELRLIP ] c., iRthd Fingé St hood! 1281 6K)S ISiRAyStenfdingl b8l
her ggy@nc)gppor at ed b)gj reference. 'I]he y,d, y
known in the art.

In accordance with another exemplary embodiment, the smartcard identifier
andfor any other account number or data may be stored in magnetic stripe format.
For example, where the account number may be in magnetic stripe format, the
account humber portions are govemed by the International Standards Organization

ISO/IEC 7811, et al. standard, which are hereby incorporated by reference. The
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. —9 WO

5/019388.. _standard requires
the magnetic stripe information to be encoded in three
"tracks" (i.e., track 1, track 2, and track 3). Data
stored in track 1 may be typically used to verify the
user's identity. Track 1 may be reserved for encoding
the transaction account identifier, the name 5 of the
account hol der and at |east the expiration date of the.

wol20@&msaci | on account or the transaction deRGRES2005{GE9338
x £ s L1 s . d & "

statléd%fr ﬁ%@}ﬁ%gnfgﬁ gﬁ%ﬁg tsﬂ'g% dﬁﬁ‘n?;tédm% BE cALOURY MUIRRSE Gracks

Its/Character. In an

~ (i.eekedpl drackiZapodtradf 3t he data stored in track 1, track

| | b b tth ek NidaRsly.

ol Ao YRR Ty IRl he Gpfafy, vEod i VeinDeoee s ety

Traeic ¢ onay be deservdd, fongnieding thet transactiumeacrountodpaiifiendghe name
abl L0 Ni ' :

o bl FRNEE HFER ol UEBRTH ot B8 ffhon scoout o

the Fiaebactidacksyideor THEr infdkmatiorssx@ded tin Sepl i iaay begalphg-numenc

C=For mat I f. bLH the dat
andgay B Eoad Bt L AU TRISRISASE 1n epelCrly IefolPerine data
stowslXin tAxhdti 1,i toakl 1 Daayab&sppmatiedrinaseverdfdigtinct predetermined

ncrypt [N etc. . = ' o on.
porfieks tE g et e erieefnf et olR st Rentitvifo infomtiop. The
folleveyg bablé Nyt bewosefaifet determiving thei§eld dsfinitines ahie; iefgrmation
Bﬁg%si ng 25 Association associ ated banki ng

POYIE&?- t uti ons. Track 2 may be typically reserved for a
duplicate version of the transacti on account

id | fier th ration date of the transaction

ac?g&hof‘j{re!?#@dﬁgo@g%l{ﬁn device stored in track 1.

| n SekBthit Sentinetdk 2 may i ncl ude an encrypted

Peerf)rllal I n(tii fication Code, and other discretionary
el pes

dat'a:” the data in track 2 may be encoded at a
| oweAN-BPimargrAcch # (48 tigits B@&xPlensity than the data
k.. The data in track 2 may be nuneric

engqded i tr
onﬁ%’dﬁg‘ﬂa%ﬁﬁ§%g°er encoded at about 5 Bits/Character.
TheNdmew26 alphanumericahamctens masdck 2 nmay be designed to

ensur e£. co tipi L.t ' e WOy r eaders and
to A({ﬂ?tW?aE@gﬁaégﬁﬁ@g'égywa\%gﬁg%éé\n| g%ﬁt i newer
t etgeErapSentimetdrs. FIG 26 10

LRC=Longitudinal Redundancy Check

Table 1.

Track 2 may be the track most commonly used by the American Banking
Association associated banking institutions. Track 2 may be typicalty reserved for a
duplicate version of the transaction account identifler and the expiration date of the
transaction account or the transaction device stored in track 1. In addition, track 2
may include an encrypted Personal Identification Code, and other discretionary
data. However, the data In track 2 may be encoded at a lower Bit per Character
density than the data encoded in track 1. The data in track 2 may be numeric only
and may be encoded at about 5 Bits/Character. The lower density ratio in track 2
may be designed to ensure compatibility with older technology readers and to
provide redundancy when reading with newer technology readers. FIG. 26
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WD 2006/ 014205 PCT/ US2005/019388 illustrates an

exenpl ay laycut of the data stored in track 2,

wherein track 2 may be segnented into several

di stinct predeterm ned portions for encoding the

various account identifying information. As shown,

the following table nmay be useful for determning the

definitions of the information provided. 5 Tabl e of
WQ0BHH4Bdes for Track 2. SS=Start Sentin&fFTEZEE/UPES
illsBEHs 4Fe éxmﬂmfﬁﬁﬁ@@am #tofetin thiagk swhenejn trddk 2 may be

FS=Fi el d Separator " Al Expi ' :
segmented e §everabﬁ@P%t%8d%PW“%‘$ 80“'0@%%%89@5"?’%4 G vangus
accbu%e&m*uﬁ %faﬁhatﬁﬁd URS3AGYN CiﬁeCﬂsllovﬂ'a@ltale may5 ba ruseful for

of Simlar scfrg_ﬁtlon as, Track 2. Wth the
detﬁPfﬁ”t'@ﬂ%Htel Qﬁf’&!tionSPE\W&é‘i’B P49 on adoption of
standard |1 SO | EC 4909, track 3 of the magnetic stripe

format was no | onge ed by the banking industry.
I—b\ﬂi@bl@rOfFéﬁI%QPdeﬁ%& §%F§‘t% on devices including a
m@@g@ggﬁﬁmn%such as drivers' licenses, use track

, may include both numeric only and al pha
nu@e‘-‘rlséaféﬁﬁ'ﬂ ers. Track 3 may be unique in that

tr =P m,%teﬁqmdgﬂshh@g@ data read and WRI TTEN on

it. Cardhol ders woul ave account informtion
UP[E@HEEW Sgparak¥ ‘The magnetic stripe. The present

I NVeRtiondl BabiCighties Daka bffsetseMirgpted PIN uter s
travel -related  information profile and/or account

i nfEsthnd Santinely ?be updat ed using track 3. 25

Uniy @5 d;H Abfldinal Redtkdahoyheer al nost an or phaned
st an since nost readers currently in operation

aréfabtﬁzconflgured to wite data onto a magnetic
stripe. The original design of track 3 was to control

of f-1ine ATMtransactlonsb rec d|n ansact | :
datTda¢lop may &e (pfe$fg‘}l|§hg§5 :9@153015' W@tﬁ\e IHe(o?Hatlonal
Staﬁaérdé'dlrﬁsmﬂl\& FoPtiom @f/\étﬁrﬁttérﬂ BO/ED agus ammfommamageetm

been drastically reduced. 30 .The
stripe dhnnajuwag seel lerpesnusssk biat'g g N@\Sb‘/ ﬂTgvgver other
tralisgfc{f&]i d?\ﬂPéé |F§u&ﬂ8%§§néﬁc@ibel3tsﬁ&16§§dﬂvers licenses, use track

requency coherent -

d
3, wh@humaminqh{dleobfah NOMERG 1S aﬂ‘iéiﬂ??a%)"é:‘?&r\gﬁra‘gtﬁﬁ t K 3
mag%%{?&ﬂé ANARLt tARPRES frterfdedanihaaé dem reb&@hd VR TEN on it.

Carnlr@?d%rr]s wvc\J%\dStthg agcggurtltom ol#ngtron tE.%D;ﬂ\n[chEgh %%t R O&es%agnetm
stripe. The present invention anticipates that a smart card user's travel-related
information profile and/or account information may be updated using track 3.
Unfortunately, track 3 may be almost an orphaned standard, since most readers
currently in operation are not configured to write data onto a magnetic stripe. The
original design of track 3 was to control off-line ATM transactions by recording
transaction data for later reference by the banking institution. But since ATMs are
now on-line, the usage of track 3 has been drastically reduced.

The most common technique used to encode data in magnetic sfripe format
may be known as Aiken Biphase, or ‘two-frequency coherent-phase encoding.’ The
American Nationa! Standards Institute (ANSI) and the International Standards
Organization (ISO) have chosen two standards to guide the encoding process. The
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11 WO 20 0 610 1 4 20 5 PCT/ US20051019388 1 SO
encodi ng protocol specifies that each of tracks 1, 2
and 3 nust begin and end wth a length of all Zero
bits, called CLOCKING BITS. These are used to
synchroni ze the self-clocking feature of bi-phase
decoding. In addition, nost transaction devices which
use magnetic stripe encoding protocol use either the 5
ANSI /1 SO ALPHA Data format or the ANSI/| SO BCD Dat a

WOP2905a#205 For exanpl e, track 1 may be typi B'VME{§8%Hed

i) < ANSI LSO, ALP - s
50 G BRB IR LRy Bt 1 B i o
with mith)eﬂn;ihrefadli | Zest bit:ssiagﬂtbd iGEKING aliT$_st CT::ﬁée /-?Lfsl v%efg;o
ol LTRSS Rt g ot st i

am ng/ f ( racters and 18
trangaotion aevicpsoitith USe ghagrebe stipe encading BYotesel ygR gither the

3 [.C i /
R e e v
trackoRMidyybdtypichtivl dhcdded imANSTHRO At RhelRaterforeat viiigh fgy be a

. /] SO BCD, Dat.a .f. t j
7 o P AERCS), BRU HERY (R 3605 BB 08 S toas
signiﬁbzgﬁtabiteflirst. anThe3 ANSIISO| AEPHAI firmat tehatpstasr set gantains ?4
Or di nar. a prax |
chargrirs.  h e 3. e et Eiciefs Gnd %6 R2iibbella
charktery. i Oyi thg dtimdrdvamd} fracks 2 anth 3aare typiealiyeneptied inaAYSIISO
i nf orymation, t hat . ] .
oot B56) B Rkl s B TR ke WIRRFEENRE) et e
chargbiaF agit efor "thb eARBHISOTEBCD nRatadformak chetastait s¢r 69htaies 16
routin unber ., or r i pdi.c res i
oharsloe SRl SRR RN ot L 4 opoci
charagerd.i fication of the issuing bank. Thus, where the
roxy transaction a t Ldent.i.fi
e e i
nundeH0Inaluded eadsehiialr idemtifying dhfodeatiste sshnes ERaeamrle, any

inforgl}ejﬂﬁg ﬁh%‘rﬂ%{?g@% ggr%%&b r@ il & uJIt%’ i W&gfg?rﬁﬁ? [hformation

e ordrnarily enco . ]
(alsé catid fconmhormelgnadtes” sareinpedydnetade tresagepent prpvider routing
il lustrates the encadi [ {pard
"“”@Sﬁeorbﬂ}orﬁﬁ'onegfﬂ”fﬁfn%%@% sgéh %o?‘ge%% %’?é cgtg errb%:%ryg& o
indiddle @ idendfidadonal the-isSuing daskohus hwhementhedprayy Fangaction

Mast ey Car d t nub 4
scobify ety Cageaponss 883 Abhed? DR ALBHLNAD pron
tranShdlion NB&dut Gaetifiss asayt hecludentiies ®mroon aherackdry npmber 3,

{ t ounts, th i o .
encadet 1aF s oAt shere. AT St ERHAbier 468} e Biinariy
encs¥sd RddRical mageulie strip@4oraratirer chant  system 130, or

cEBane7 yeietor be SPagaiaR o Paia oRs lifah e RIchEby an
entityl 3NSAGS] 96 Sewie. Mhstestmdlinl timek iBofornbat. &G A2tsiows the
encgé(iﬁgp cl.feai Mtalgt%r(nlgr:] e%%gunt number 3111 2222 3333 4444 with expiration
date 12/99 in traditional track 1 format. Since MasterCard uses the number 3 to
identify its transaction accounts, the proxy account identifier will also use the
number 3 so that the receiving system (e.g., reader 104 or merchant system 130, or
account provider) further recognizes that the- proxy account identifier may be from a
MasterCard transaction device. It should be noted that in this example, the “3" and

the “101" may be common characters to all MasterCard transaction accounts. Fora
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the "101" _may be common characters to all MasterCard

transaction accounts. For a 12 WD 2006/ 014205

PCT/ US2005/ 019388 nore detail ed expl anati on of

magnetic stripe format data exchange, see U. S. Patent

Application Serial No. 10/810,473 filed on March 26,

2004, entitled SYSTEM AND METHOD FOR ENCODI NG

| NFORVATI ON | N MAGNETI C STRI PE FORMAT FOR USE I N
WERADHQ+HPREQUENCY | DENTI FI CATI ON TRANSACT| ORSI/USZ905/019388

moﬂg%‘%l@@*gﬁ@ﬂaﬁﬁf' & ﬁa@%ts& &l é?tﬂ'Fn%t dH%‘@xBSaﬂd’éU §ee U.S. Patent

an exe tcard

Appiivationi Saial &¥o. 408Rr8 s o1 |h@r@t 26 A0SR0 onHeE G TR AND
MEJQ@B bR @ﬁé@ﬂ?w%ﬁéﬁf@fnﬁmw iIQOIWA@WETCI'@SSTRB@ FORMAT

erring now t l'e structure

FORr a5 akMNy RARKD t FREQURNCY nfIBENEIRIGATIQN atT&N{%ACT'ONS
lncoréérgteﬁ%quihg?/ g{e%n%gces and various data useful for 10
n

for air travel, rental cars, hotel
r etbwmgtthnﬁnéembed ae euemelarmn@’tcaﬁéﬁ 09 and 46 150, 30 pyerview

of aa%}t#lﬁéaﬁ 4&%58%5 ﬁra%%lﬁ R WP Y pre ?erﬁ%\@iﬁbﬁ’ Phay hdw be

yrren SySt em ag& I catlon
deseiiidd. nBetguiilg oawitoFI&10, filnctertuss ¢ mayalmalprafaftaplynused to

stové“ﬁofnrn %I‘?ll‘elg%ﬁ ﬁxpg%ﬂ%[dé"bré‘féf]enc@@%nﬁ5\@139& dfka useful for

I on appreci ated by those
secating hedipaying frg aintraveh sentalars, é-ptﬂl regepiations pogthe ike; dtare

ré‘f"ﬁ! .- & %tf”c,&”r%réoé grﬁﬁgjﬁlt)l 55% unchSé %Q?d‘BBﬁ:iePfIDdﬁpﬂcatlon

Tear ., airline,
40€hopag,lmerm sys)emaahpjlcatlcbmrﬂoa bﬂlidm& @ﬁplléﬁfmfur‘ldﬁl chotel system

appjgatEV\@{1 ]rerg% c:a?I A PLIALH é:ar&ﬁok?é?‘ f’@:moﬁ ci?%j!bﬁsit

Icular ap catlonfal S Wt
map bepeppoéciated tpyrﬁfsaeatskllla@ermtma)ﬁtt tiwalr égotiedrarapplication” in this

cor\/eéﬁE 'rfflgf a{ju é)%fo jpci d%AQOAé&ﬁH %fcgro%@ ?II BRYSES agat@arﬁ’(ﬁﬁér%nétﬁn

entl duri ng
(e.d.r ginisachoteh etd. nrathverdkamp|biook cérehs@wtaiﬂmsoﬁwaﬁedmed gfthough

o 5 S0 RSP B o AP Bp e b i e

scopebétheqitesant fze@lidril. and CH\/2 Car dhol der I D

PR AR DR R FIP 5 S s

car(i®older, idewtite dudera mGaqtlopaymntexeammy en-@gdmmepr\t,gpargholder

o 0 P B A Ao e

(l.ed@ﬂl‘alnhniﬁ:efs)vefened;tmam@bl'h/rt and\ﬂl-t\ﬁa FIG 5. Payment

Syfscgﬂ?%cﬁﬁ%lr{ %athiJlg gtiqn. TR ‘#qé’té@g nfa QJW@]%%F rifhﬁs files related to

perbbid SARIMa of tigs cariholente.gu rtaee, aaiiresspiss anjmpentdeards,

drivers Srone, BRrsoRAl Rrkie gc%]r'%le;é%ygtﬂ%ﬁ% O%a?gm@mb' SptbdonS06
is dEBAfitcedh Igfﬁhték‘QﬁthH;elm imosainpmctiort wﬂl‘h FIBWS. corrpl i ant

;’:lrp . Catl on SUI t f@gtsgﬁgvﬂéygﬁ"ay%gﬁw ngé Hﬁ%rﬂ%]%h%lsefui in

effecting commercial transactlons e.g., account number and expiration date

information traditionally stored on a magnetic-stripe credit card. Alternatively,
Payment system application 408 may comprise a full EMV-compliant application
suitable for a wide range of financial transactions. Payment system application 408

is described further below in conjunction with FIG. 6.
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o is described further belowin conjunction wwth FIG 6.

13 WD 2006/ 014205 PCT/ US2005/019388 - Airline
application 4i0- suitably may conprise data hel pful in
streamining comercial airline travel; for exanple,
rel evant personal preferences, electronic tickets,
and frequent flier information. Airline application
410 is discussed in greater detail belowin
conjunction wth FIG 7. 5 Hotel application 412
woidaley may conprise information useful PEVUSBBEHI3MY

] angﬁrﬁ'?%lr_éﬁﬁﬁ %ﬁn %@%ur{a it tdoﬂ%se'd?:\% i ﬂnst%dnﬂx)‘ung

pre ren assocliated with a

: conuﬁerptaefaﬁhmedrdvet dbrsexanple) fel@@at: pefsonalepetereaeds 31%37@“'0

s Sy R Ry MR 0o gbadih e

detaippd|ow &t cmﬁumlénmml . rray conprise data useful in
t
R e L S
andr;ﬁgmy for hotel mtarmnonsRmdLmﬂmgcm am@ppf ipfermalipmand preferences
assggei%%v% d Iig.g gﬁ 1{ adl%t%fs as Q8| ?eﬁ‘é ?%ﬂd #Bﬁfc' W'Hdiel

ove nmen app cat |
ap pﬁ@mmnstmdatjsdumdemgream deta cblegqm m@pn}gaﬁmmﬂhrﬁkﬁ

| B0 SRR 4 g, S B s

the%bd:&sptﬁfewnﬁelnw auuaetuhmnmzjedng.ntonexanmte arh@referanse eand
figall t
fro rectal dpimatBl! el e %érﬁ?g%@f‘**gﬁféidg%éﬂ%%a‘y*ﬁ’é'?%;%'

beléw & d&orqwmttbaw\hthﬂ@fmie file structures (i.e., partner
file st hianocar| t
R e

enc‘rytbt'bh Qsl’chdrﬁbﬁlrdxaydﬁ dvone enoflionent i wifized intorifaibioeallog: maitiple

sy B R0 g Y B Y oz s

intd :ﬁtﬁél%ad’t/lb@ns;ﬁacﬁbam pBrun@fdg)qrgmathoB deg!. shotﬁiy:hewpl aiflines,
ancgggr{}%tﬁﬁ%gﬁé%%ﬁs trﬁé)? \rﬁlgg c @é%f wn %‘ﬂb%‘éd&%&g‘@tn‘&g’(u@s\’(i e,

an |1 ssuer 1
pahﬁasme Qﬂﬁctpﬁési")’lmthmﬂ@amr i Reteilpof 1@, varogasecally measures

ul war e
e (L
as H@éﬂrmgsxow 19 @b i ekt MDlmay he shitably usedintthe cprtext
ssuer' refers t
of e Spihpied Wb Eaelon eeuh <y T g b smartcard 100
at Vaiobs beossk paitte$s which may beatmrecedsiohetivotiel $ta arcisauer 10
400 (det ai led bel o art ne
anh 3¢ 4 S v Paenc T Y RO e
varicRB hakdweae a@l%ﬁwam comtgdnientissuitairie fdrhﬁe:htl Host communigations
access to riat 0 dat a [
as Wﬂratscﬁmt 3@51 E&r n dhis r?gn%?(g tﬁx—? rw iy %E refers to the
org%HizgﬁtiH maﬂamuﬁmﬂiﬁm@aha sd'ﬁtabrdsadlﬁbtaamajsca'pp rfugbrlemf 100ess
fo ce?trainmalar[egs g‘P file Sé?ruct:t\tﬂvi% 4%0 (8&.%?6(? getzlgw)

Partnering organizations 12(a), 12(b), and so on, comprise the various hotel
chains, rental-car agencies, airines, and the like, who have access to appropriate
data regions within smartcard 100. Each partnering organization 12 suitably may
comprise a database 13 and appropriate hardware and software components
necessary for completing a transaction over network 19. Network 19 may comprise
the various components, databases, modules, and apparatus described above
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_over.. net wor k

19. Network 19 namy conprise the various conponents,

dat abases, nodul es, and apparatus descri bed above 14

WD 2006/ 014205 PCT/ US2005/ 019388 connected vi a-a

sui tabl e data communi cati on network. Such a network

may consi st of various physical connections using a

vari ety of conventional data protocols, for exanple,
wOoREPEPI P protocol . It nmay be appreci at e PGTHISE00H/PrA388
cohnttidd el feneceH %‘Tﬁrpum@é Eﬁ%ﬂﬁ&ﬂp%@ﬁ%éﬁ%ﬁ(hﬁa consist

present system nay er or exa network 19 5
of na:}owonm\sicgbcmwﬁ@Sess;neP@s;an@U\mrqenthm@leﬁi?Fétpffr‘em‘ﬁﬁof

A R e R o
betwaen| qqa@onentss@ tRipresent B:rst@rn anay diffany FapBYarepiat Retwees 19
a% %I!r)re a%lré]ﬁgdeSe nSURHE™S IntBR%t BT I E&h}h&taé@r a public

ntin resent 1nvention. Various nodens,

swrt@mdeiebephom@ retwors (PRIN).t @ digitabansk 20908 ytelars, networks, and
thdper - supplies, and peripherals may be enployed to

real i ze the benefits of the present system In one

enbbfiseesidlledf iprthe axtampy @ppr&c@tmﬁ@q aprasieihelhargwpin aystems
ma&ﬂﬁ &litaBf foP'i erqgéllﬁ'nqeﬁ HettRinD Ovarldd¥! rﬁ@eﬁ% Y‘&Eters,

war e rmy usedto i Wp ement servers used
CRY'&s smmitoisn Vizaskiupn systamshqowgr-aaprtias, Brd| pﬁ@&l%@iﬁpm@érbe
t n
onfiSeg b adalis. e Rt he bhel SLABT T O Sy, for
exampleaag@empag droknedacaraputin hpetrhfmgptne@re KRS/ rﬁrefﬁﬂwaﬂnt using
B350 S5 Soritrl el g BbAEH tThie RRERYrS ol for o present
inventort. c alf et 0a aSompdd  Rrslinear mvaptéera@ae@@ﬁgwar @ Windows/NT
C t n

enBti T g tho 3 HEANE SN, Defefd ROGIP R chatiats dyta
exclengss manmtdanté with|tomprekentdevedtion.der to gai n access

to

va rltigrtq') Qéc%ts%ggﬁ %5 §H%{}bﬂ;®%gﬁsb&gﬁse§¥§%Eg?ybﬁétg%ﬂj ’?eadeg ;04
foremmfrabueg vitraamiartcart ot ae ep lasriwsgiwargr ard sofbese suitable for

_ mt&‘#f{ %qug%ﬁths%%%ﬁmdBPyandpr&ﬁ% \M?O%l ﬂ’aﬁ@ac‘%@ﬁ%\?&f fetworf 16.

uters, Inte Kstations, autonate
Smtagtchey aa:mshlpneﬂs (1 ENeY the oandholder toagain ta@r:eﬁSnial the (diepiiyuted

{ d t
wa RS A A RLT Uit S SSed Hlobts may incjude,
forc exﬁmga,r sthndaahmhonec &lephonapp aala:tuss PC&c wdretesposystems,5pay

o5, 3p LR Bob oA s B BotEl e

tellsr meehlneg (ATikls), gmire ofiseladermials alPOShstahdfaldmet fiesks, network

coers DEbiernid BEF it FbAdyd Aither sulably confgurec

copdiunicafibon tapparcaltmnhcmstﬁwts 15aﬁa}ebpll:tw’ebb‘ (alsueuthe$sse of

%ave cellupc\r pﬂonessw cen%a!l%qugeﬁgrtéxam% ?H%lrﬂ%ct?&étmg and
gate areas, rental car facilities, hotel lobbies, travel agencies, and malls. In
addition, businesses may see fit to host an access point 15 to streamline their
employees' business fravel. In an exemplary embodiment, various access points
15 may be configured to interface with contact-based smartcards 100 in accordance
with the relevant portions of the ISO-7816 standard.
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smartcards 100 in accordance wth the rel evant
portions of the | SO 7816 standard. 15 WD 2006/ 014205
PCT/ US2005/ 019388 .1 n an exenplary enbodi nent of the
present invention, data files and directories may be
stored in a "tree" structure as illustrated in FIG 3.
That is, the smartcard file structure may resenbl e
the well known M5-DOS (M crosoft Disk Operating

w&ysteixost i | e structure wherein files may bperiegisabisy
or ani zed W|th|na5herarc ries

ian @emplary rerakodipes bt %/ | Fr%%%%%f‘}'&%‘g“’&ef‘ﬁ%% filg, and
d.relct%ﬁes RAPHé stdedl ircatpsh  fstruerd B JllustedtedimEiG.y3.f Thebis, the

d t fil
sy S geen oy, b el e D et B
Opéthalin® BhStem)ffilé 8Fudié \dhér@mtfﬂés ﬁfay Héemgmaupdrganim withjn a
be actually director es

f
o e S0 S Hhres P ik ey 18 s in 150
781%@' c!elfcﬁc!aiﬁad1 HRR DRSS cibnenthfy A8 (ER) cénartems%sﬂ(a dMF)., The

t
magbEie A nelegouei 6 D88 ok ety and e
ﬁle?%q% Eec D@ﬁkg§t Medibited Flesdngy Gat @@tuéuyl @re(cﬁ)r@s orEfoldéR” for

thin th
o ety LT el s A B
:a.oﬁi1 A& GhER PFQ gt 8" Eﬁ:pﬂdlﬁ(éf)trhegﬂér) m&?)‘nob@orﬂéxhejmdrelﬁﬁ (eegt DF

to as ap fon dedi cat files é}?: 15 The
308)ncElementasy TlasemBr PealRpOBSStHigy U3 ot %ﬂﬁ’ea’ag ity fitpin 2
de&m‘!&ﬁeﬁmﬁqe f 'énfsidiﬁﬁﬁsh foresos(), Br-wilhih #e nwmén e (e. gh EFNGD4

tionally assigned an

f
witiga NG 308 shdhon 16v8 S Sr o DH R oKpe Ry &Y APlgions)
ma&?@%ﬁ@ﬁw_j@ﬁ%ﬂf @&ﬁxattdnawfgdr&tédtfﬁeﬁmnse path starti ng

cont ai with a EID

T ATE Mg eahuoltie OF Al e cofey, Dessssignes B, figy Twppyte
file A’el.n%ep (esrb Ny Bbﬁve%ﬂorﬁﬁh@mﬁ ﬁia%ertm‘d&roaaw,e@bml an BIDy of

successive sel ection of_ FIDs

SO he Hosieqipneet ab G- OndtF oWelne) epsrelicyrsieBofey ANRY e
rﬁ'l'eh%g‘m Sflgqanhbé path Sty &tthe S]!ABYN&lﬁnﬁtbew eotttains a
irectori es and

t b t
Dﬁvnmm A4 0ph pad s D i GoripioR 2 HEBRF I 10 thep, this
EF E’EB% :%?ééﬁ&e‘é dholup sxﬁiébédn@selébtbh of Ails 3F00NA1602dnd

ressin

A‘IQSCOB may 56 rﬁpuma%%w Bun Qb e %ﬁ%‘ﬂ%’ P&‘%%‘@%@?ﬁﬂ
ageraﬁng?§2$(8h'ﬁ{()e§elgbﬂ S:rmraﬁd)me%l R mgy\w heusntended to

articul ar

indisate. & pbysieal pdcrase wihircEBRRAN 2125 cb ey i RATRCaled by those

'sklmagfe tﬁ%‘!la?tr !Jw':{egﬁlpél?ﬁﬁéﬁpédﬁréﬁ%ﬁg mal beréfematly handled by the

| e size, access conditions, and
SODSmmmumcmnwlth CRU2¥s regard, smartcard 100 suitably

EE&HJh@gxéQP%ﬁﬁnég ?lf )%é%cfdtéoeﬁlétﬂe'éﬂéwcﬁﬁammg vanous md:aa

t ranspar ent I near vari abl
of therparfalarsik OF: omplFet Marespartieuasynthe il headar ﬁ§§%°‘¥tiep &ith a

patclig il SO Fndy Inelud¥ heVHieVREntifier (FID), file size, access
conditions, and file structure. In this regard, smartcard 100 suitably may empioy
one of four file structures: transparent, linear fixed, finear variable, or cyclic. For the
sake completeness, the nature of these file structures may be briefly reviewed.

A transparent file structure consists of a string of bytes accessed by
specifying an offset and byte count. For example, with reference to Table 1 below,
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string of
bytes accessed by specifying an offset and byte
count. For exanple, with reference to Table | bel ow,
16 WO 2006/ 014205 PCT/ US2005/ 019388 given an n-byte
string of date, bytes 7 through 10 woul d be accessed
using an offset of six and a |ength of four. byte# 1

1234567891011 1213 14 n | ----------
woswsniing | length ----- > 5 Table 1. Tr é’ﬁ%ﬁ?"&ﬁ?’”"s
givehTa@ %ﬁﬁﬁﬂﬁ@" of\dratd‘lﬂ“ﬁrtesf'r'xmduu@m 1@ would deuaecasagd using an

rise . a records of equal |ength

Oﬁ%%ng'xagﬁﬁ'?gf kﬂgne nunbers), wherein access to an
i ndi vi dual record may be 10 achi eved through
referepnce to a record nunber. In addition, it may be

posSihie to refer to the "next' or 'previous' record
relfat [ge[BOfENEs " Eairfrents fecord [(11 €42 {tiee|nmdst... |... | n
reg¢entTyjacgesged recorld) . T coptrast,| a i nefar
vanable 11 e SHRigIIre MRY>CaNPLLS ngftfLoLds>of

ar prtrarybut—Rmowr tength, and nmay De therefore

typically nore conpact than |inear fixed data

structures. 15 A dgbleitc Frapspase il ietumay be a type

of linear fixed file wherein a pointer may be used to

point to the [ast data set witten to. After the |la

dat/lineardixed filgystioeturenmpy cemplise a plyealipopffeeprds of a‘wﬁé lﬁt"éith
(e. gh% fls'»trocft pHd Elgoﬁlﬂnbe-@)atwﬂe?em aagﬁé’é‘é t&aﬁ'lh&vﬂ@ﬂl &%Hﬁir h§ be

ies of records arranged in a "ring'

acrse\raqicﬁlmtwhpafetrmml tard @cpwprwm%ﬁn Iwaﬂﬁltlonelga‘rad QeoPOSSIbfe to
refSl @'t bggné(ﬁccﬁr‘ﬁ% ?s W@Eér %Iaﬁ\?& fﬁe' 'El.%?e?'ﬁ" radoddi.e., the most

Smartcar I ons
receatly beregsed mpmﬁ dncc:rm@er asimeatvaﬂaéla T"He aﬁ%vweé%ﬁ"?ﬂse

GRorel dbripact

rochily iR ot KAGKE RholT 380 RRA R RolRtoro e fors orthe
thaofhnehremedfctatamrumemay be included along with the

act el bitte

i SR strucliinarhe s rtnbigkalPRaIRIPRLEM 4 pbifer may
be tused dppoinp ko Hiedlasidata fsawﬂiit@h) éﬁqeretﬁgtlﬁstfdaéa 2 ) &?y be

wnttglg C%eegméllaﬁrelﬁrﬁghh?wb %5‘9&8@! e‘{’hé’tfts tah&cﬁl@? i@ rﬁ:Qy comprise a

whi ch onprise the
sefersi oferegoniatarangsdin exXemg & daWestmLcwr@maét@ulaﬂMi@@@ﬁa@téﬂﬁh

| re‘ckpd I@%}o‘f‘mé %S&rﬁg\’?‘é%@p% sE&ij tlﬁéésagﬂgqsrﬁrﬁancard\‘%bﬁﬁbahons

corre s to a
maychd {He BER tag—lem-vaieﬁ c(ra‘TL‘Hypmqu. ig sccorignee with ISO/AEC

889‘5%&;9& ll‘lngR)Orai!Ed me?qu% %A%Oﬁ\y’gg EHS%Wa%Q $§g<3ard|ng the

type and length of the information may be inciuded along with the actual data.
Thus, a TLV object may comprise a tag which identifies the type of data (as called
out by the appropriate specification), a length field which indicates the length in
bytes of the data to follow, and a value fieid, which may comprise the primary data.
For example, the TLV object illustrated in Table 2 below encodes the text “phoenix’,
which has a length of 7 bytes, and corresponds to a the “city” tag of '8C’ hex (a
hypothetical tag designation).
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Ta en F-h '07 hoelni x Table 2: Exenplary
primtive TLV object It nay be appreciated that the
nmeani ng of the various tag val ues nust be 5 known to
the systema priori. That is, in order for the tag
field to be useful, the smartcard and any external
systens communi cating with the smartcard nust conform
to the same tag specification. In this regard, |SOIEC
efines a series of tags useful i t
w%%@%&ﬁresent invention, as dges t he IBNEF#%‘S%{?@%%
[Tagpeci 11 Esﬁgt"ﬁ‘n C 8825 sets forth the basic
'gencodi n@zr uTegpfor ghLV 1o Systefeand definds a [x

"Tenpl al e data obj ect which nay be used as a contal ner
for multiple TLV objects. That is, .if, ray be often
advant ageous @ %ﬁc%@'ﬂP'&Wé’”W‘YﬂW?@ @8l \/ obj ect s
within a larger tenplate which may be |tself a TLV
object. Referrin % now to FIG, 4, an exemélI

o Makrhe HRRTECARAIBELINE TeRANing, b eaVROR (9% VElgs must be

kndNnSRERE é)@té@r'i“{a ATBYh&QY Resrdesr itthethg fleidab ajd us@s’ﬂt the
15 structure 400 preferably nay conprlse

smartaped g awr@ﬁ@naleﬁvthapeﬂmmampﬂwgwes fﬁ&yﬁ@ﬁﬂcafg must
confofit @MHRPEIME @ézd Qﬁecﬂ%tzonﬁ' 1 e réﬁh@éj | isa/iEen 74166 ddﬂ’h@é a

application Rent al car plication 414.

seriep ©f frgsaisely iy é"sa:wr}iwcﬂﬂ ﬂleop'?‘é‘P'T'tdWe”\Vﬁ'M %QO%WSW%MFC

326%&@9&'@' HPOADS 8§86 s&is féﬁt?@hé ‘ba&@fﬁ{coﬂﬁxgpﬁﬁésl W'@WLV
formats, and t like. A key to these

systesn eng ﬂ@ﬁmﬁda Aemplaiedata ﬁéleﬁ*a\yhlsfé "pﬂyeb&%%% A OPHWE” for
mu@lleoﬂv%\ﬂ) @ét@ha%'é‘fe fsl, Gt nHyWQJ’fﬂeﬁ advaReRc0a8 13 5elﬁapsulate

nvenlo trix ta AR Bits array
prirgitivexf LV 9bjers \ﬂt@ha quqgﬁtﬁmp@tﬁ which gray l]euﬁe!fﬁ Ec}/ ‘EREFt
Bi i gIRGwIRS 118! 4aBheedempigly shhaehRNXa sthuchBe in

‘accordance with the present invention may now be described in detail. Data

structure 400 preferably may comprise a MF 402 and five DFs: Cardholder 1D
application 406, Payment system application 408, Airline application 410, Hotel
application 412, and Rental car application 414. ' '

In the detailed description to follow, various acronyms and abbreviations may
be used to refer to particular data types, forméts, and the like. A key to these

acronyms and abbreviations may be presented in Table 3 below.

AN  Alphanumeric
N Numeric

B Boolean

C Convention

M Matrix

D Data

AR  Bits array

8IN Binary

RJ  Right-justified
LJ Left-justified
BCD Binary coded decimal

Tabie 3: Key to acronyms
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05/019388 1n_the di scussion
that follows, the various features of an exenplary
data structure nay be in sonme cases described using
particular file structure types (i.e., transparent,
fixed, etc.). Those skilled in the art may realize,
however, that any of the common smartcard file
structure types may be typically suitable for 5

wopgsereIst i ng any particul ar data struct ur @CTRIGpOI5/019388

'exa,F{p{hg ﬁ{@ﬁlﬁgmﬁi ‘ﬁﬂf%ffﬁ%uﬂeufr&dﬁ fegﬁr‘ﬁé‘é bb%ﬁ é&&mpiary data

i nc udlng urality of records
strudlarer 98 b4 in ﬁames@@hs descsibpd ¥sing é’aﬁtﬁ?y'% @’ed%t%&h’ gdypssdf-e-.

ﬁ%ﬁ%’i‘@ﬁte ixetP g‘ft?) aThc%ﬁ"?t siledi® ‘Ft%r 8% rRRSREIML olvBvar, that any of

near |xe erein each record may be itse|

the repnaypen eamarttard (filen SloFluset typoml ma¥  £8r BIYGHING S!:"E?bé%ef‘“
m%%%gﬁ’rg;eé g Hgg)cuiaﬁ‘ldhér Hftckre] Yoor Bhampfe, SHHERCA WS stiRYure is

using TLV strings assenbled in a |inear

desdribed 45 ineludingnfat plufail'a/ ¢faweg@rﬂs tlbﬁ\gvdieeun@%m?ﬂutgatnwh a
str?&urteh%a at?eedggigﬁéﬂ hsi @M‘B ’for faaﬁét dihdkorar dds6RbRY in a

ues - nost part arbitrar
nnearmdbﬁie nmerelﬂpﬂaﬁl@l tacyrd| mey &g ltsreif pHeanspateat filen gand oftset

|
s e e i e
designed usingr TbVisstringsopasemtded i |2aliegert txednBlecal wiBingerlarger
telﬁﬁé{ehﬂ[\? Ofhid Pdaﬁf b Y B! Ritwiltarfing ir{eeﬁ‘éd’ 17N PRl tag

partnerl g org ani zat 1 ons, there é reventln?
valupe —s whicigmay be foretbam@ﬁﬁpartrﬁtrwrwwaﬂay ¢ NRbexplicitly Tisted in

cardhol der 1D application 406 preferably
theot%fe%%’zjnt?{ﬂ@gv directory EF 532, holder ID DF 502 and

m scel I aneous DF 530. Holder-1D DF 502 preferably may
' | D:EE 504, honme EF 506, business EF 508,
Caﬁ&ﬁ@ﬁér?ﬁ A hé@'gﬁ

eferenc 514, passport EF 516, authentication
EF Bafeyring oveta FIS. BFCamholdentp appligations$06 may be used to store

va%@cﬂgﬁgﬁﬁyﬁié'éd ié%éaﬁﬁggagﬂiypmw BFHid HflorRIoR Mhay be

sequence | Ssuance
freplyefveiiakig tpithe partaering @Qamzamsmeﬁehyuwsé@nhna#hs%Orage of

d their respective functions are
redyﬁgaﬁts'é% gtrlldrj}get ail below. Directory EF 532 may

pr oMbk particitly. ofardpitiérc H? iapplidatiemt406i pieterably mayspaprise

L L

preferablysmap eofnprise iR EF0304a hhingtER 80| business t5y §08.i pseferapces
cri81§ bS] - 30t e ARahF B8, o B Bpo%al g eF
518D DRscslgneous BF s53f Ipreferably ©RY 5@@nprisa awmn%ardrﬁF 510,
segtér%g? o%ﬁri gi&\/{ﬁg%t{?%%ﬁéﬁﬁlzg%?%h ng%ﬂ)f%lf lﬁ?gu%rﬁfcéra number
FFo5R6. THbsW@icat0El thdid 285edigs fusdonhde igggsed in detail below
Directory EF 532 may provide z list of application identifiers and labels for
the various high-level DF's existing under cardholder |ID application 406. That is,
this file serves the function of a high-level directory listing which specifies the
location (i.e., FID) and application label for each DF — in this case, holder_ID DF
502 and misceltaneous DF 530. In an exemplary embodiment, directory EF 532
may be structured in accordance with EMV 3.0 as shown in Table 4 below. In one
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enbodi ment, each_mmj or application (e.g., hotel,

10

15

airline, etc.) has an associated directory file with
a substantially sane file structure. - Record
description External format Internal format(bytes)
Size Type Size Type Application ID for holder |ID DF
16 AN 16 ASCI|I Application |abel 16 AN 16 ASCI |
Application ID for mscellaneous DF 16 AN 16 ASCI |
Application label 16 AN 16 ASCII 5 Table 4: Exenplary
weaigholsler | D directory EF | D EF 504 pr ef RCEb$29051009588
o HTERGS GEFT TG PRI (R NGEL g1 0%, AP g, essociated
.rma@twnhgegm@nngnpémeﬂlemcmmj the like. In an
exenpl ary enbodi nent, nenber EF 504 may conprise the
fields set 10 forth in Table 5 below_ Italicized field
RodafEGeschlichal € a subcat d@Extemaliformat _a | miennil oohal(bytes)
fierd. Record descri ti dsikext efmgpe f off Bide | nt ef Mgpe

Aot DY Tolder I070F 1YPH 181 € Twpe  Lage Name BASBN 30
PEton add S¢ I\IdIIE 20 ANT4@ ASCITAN M dighg Name 8A8NIIS8

LEL PN 16 ASClfian Name 50T T X FASBIA

[P

Ap%.ﬁéc{ﬂnjﬁ: e uu D ??fl (o) LI116 BLUT A al 16>ecur| TYasknoer

AN—T—ASE Errer-gertcy—Contact—tast—Name 20—AN 20
ASCI|  First Nams 10 AN 10 ASCI1 Relation 1 C1 BIN
Phone 20 N TkBleBCLExdeapldrrcaidhaidet (IAGIBdtorySdeci al
Personal Requirenments 12 AN 12 M Language Preference
(1SO639) 2 C2 ASCI|I Table 5: Exenplary |ID EF data
st NDCERr 804 Yireferably may include personal information related to the

&
&5
iz
@1
=

cardholder, e.g., name, date of birth, emergency contact, general preferences, and
the like. In an exemplary embodiment, member EF 504 may comprise the fields set
forth in Table 5 below. Halicized field names indicate a subcategory within a

particular field.
Record description External format Internal format(bytes)
: Size Type Size Type
Last Name 30 AN 30 ASCH
| First Name 20 AN 20 ASCI!
Middle Name 8 AN 8 ASCl
Honorary Title 18 AN 8 ASCIl
Name Suffix 4 AN 4 ASCII
Date of Birth 8 D 4 BCD
Social Security Number 10 AN 10 ASCII
Emergency Contact
Last Name 20 AN 20 ASCIi
First Name 10 AN 10 ASCII
Relation 1 C 1 BIN
Phone 20 N 10 BCD
Gender 1 AN 1 ASCII
Special Personal Requirements 12 AN 12 M
Language Preference (ISO 639) 2 C 2 ASCII

Table 5: Exemplary ID EF data structure

In the above table, and the tables to follow, both internal and external data
formats may be listed. As the conservation of EEPROM space may be of
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In the above table, and the tables to follow, both

internal and external data formats nmay be |isted. As

t he conservati on of EEPROM space may be of 20 WD

2006/ 014205 PCT/ US2005/ 019388 par anount i nportance,

the internal format of data (i.e., wthin EEPROM 212)

may be different fromthe "external" format of the

data (i.e., as read by the card reader at an access
W@@Wﬁ@“i@) Thus, for exanple, a date fi el ®CHHF20BHIEEt
pa.%fﬁog. oméﬁﬁ&@meﬁ%@%ﬁnwdf LINE GBemﬁtﬂanEEfbHDMJEﬂa) may

rea pr'ocessi ng the termnal, thi

be Ailfprans ?'@Uhﬂ/"@ “extamal f@mvaé p@ﬂaﬁﬂ@ﬁ Gedasiregd b wgletf@’ﬁ? frader at
an EE&&sﬁﬂfh‘fﬁB) eﬁﬁuso?d?%ﬁéﬁb@?a datdoie RGy %Qﬁsgﬁrcﬁfaefbarbwe BCD

e'data related to one or nore of
record whiaindbe 'carch bk uperi raggingsand progessingep gy Vrmmal this data

ST BT st
acddeme Ep&Latrseferably B@ypﬁ‘éﬂ@? slptay ralafed te e ﬂ]%éﬁf gf the
carﬂﬂﬁgéﬁm&@/ 58 %@Qg CR dn é‘}.@nﬂ[ﬁz &Pp6&iRRNE! ﬁorﬂé BF 506

corresponding to one of paynment card

compmmgjﬂﬂevﬂedw get fosthyind abledhalowrr The @e(sggglgrqvgacq%g%ﬁgcount
poifie (lgee? %rQBI%I zeg% géés'@até ah @émbf&hﬁbé‘ﬁhent card, angomay

I ze Honme "Addr ess
comta@fmwmbememaﬁegéopmo DA YRRR GarfigRgords within

Hone Address State 5 AN 5
paﬁg%t%ﬁ%mwggﬂéﬁdﬁéﬁﬁelee 2 AN 2 ASCI|  Home
Addr ess Zi p Code 10 AN 10 ASCIII Horrg Addr ess
Regg‘i:r dEser jtuéh’ N0 BCO TR A WLEE S "Nh-ntéHwaoFH]aH Hes)

IS

Homyg Addrgssdietaphibhg  used|2® pointNio 10 BCD
THome Address FAX 20 N 10 B E:

Home E-mail address 40 AN 40 ASCII

Personal travel charge account |2 N 1 BCD

ot fratT—addtess 6 U A Par, Ia

eharge—accout—2—N—% B“SJ enun‘o_A I?Jeu'r mt %égrabi e 3%8 0
——Hﬂ%mamﬁ‘s’ Yhore EF—Fi c%ructu N o Brorness—k Ll
H "'N"ude%‘,’oﬁr}eus ot l"tedto_mp
HQ‘H?MHF%&YGIW hIICI Nness .25‘8 ; *Iﬁqessec’ phCnC H Al@fl\'vs
H Ln _an &en‘pl ar. thnrh F.ﬁé‘ﬂt, bu‘m
Hezpe SlgRintey 6 ﬁ%’iﬁ% the f2el ds q'aP‘Nf ortHA 0 TablaApCIl

 Hoype dwidrasa ZimCede egar d, [1®e cred®N card Yointer ASGIY

number pointer

Table 6: Exemplary home EF file strucfure

Business EF 508 preferably may inciude various data reiated to the
cardholder's business (i.e., addresses, phone numbers, and the like). In an
exemplary embodiment, business EF 508 comprising the fields set forth in Table 7
below. In this regard, the credit card pointer field may be preferably used fo point to
a payment card record within payment card EF 510 (detailed below). The cost
center, dept., division, and employee 1D fields may be employer-specific, and may

or may not apply in a given case.
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ent card EF 510

(detailed below). The cost center, dept., division,

and enpl oyee ID fields may be enpl oyer-specific, and

may or may not apply in a given case. 21 WO

2006/ 014205 PCT/ US20051019388 eco descn on' ' xternal

format Internal format(bytes) Size Type Size Type

Busi ness Address 1 40 AN 40 ACSI| Business Address 2

40 AN 40 ASCI'I Business Address City 25 AN 25 ASCI |
WB@@WN&Q@ Address St ate 5 AN 5 ASCI I  Busi rrewsmmmy

I\II

TR KEC RN A A T TS ST

HREeS S et ept Z] DG
Rucinoce Addr Ea S%JU 1I{'\ \Si [ e ype

DUOoT TICO.J 7 worerr T A" NN B J Buﬁl |€oo L — 1
: S i%ﬁr-@i-é onal 0% e 10 AESH
Bysiress Adgmess 200 1 D 189 AN_10 1 Dild0 i on 2ol AREH

qussAddrqsmeﬁm AN 285 AaSLL | ANGt cedid®r 12 anASCH
BmssAdﬂrQ%&@teonm Bravel apMdunt 2|8 2 BCD iy
B 186368 21 i cense] APt a 20 |AN 20 ASQASCI
Bl@ixmstAdcaasazhmcnd@r 20N _1_BAANConpanyiONane 20| ApCH0 IR
BusB@sk Telephbee Ro. Exem@Pary bubSiness ERM0i |l e strid€lre i
Budirefseiieidesss Fak 514 p2ef er abl PNmay congdli se dat gBCD
Bughezt ®&mbb AdBessar dhab der ' s | ANdef aul|t4Dper sonaf ASCH
PfRERRENGERS. 1N an ¢xenpl ary| Abodi ngrp, pref ef&BCES
ErRblogadiD My Tncrude| gl €1 d CoafT 1 ST ng1@n_ar r ay[ ASCli
Difslphe! €NCES as Sel ToFTh 1N Qi € 8 Nghow.  Preksrgnce
Dé( Ioes—Tmay e pll:‘l e Q@ly C'_"Sm fTom[ggi ST of [ ASCII .
A= gnce ldgb as :>r|22 fort T Tabt §239 F(eCOAgio" —

P f’e%élzim t}aVEI Ild. 2[ Ul IIU.I. INIL [S Trd.T |2U] "Hl \ Uy H
kst

Professwnal license data 20 AN 20 ASCII

Credit Card pointer 2 N 1 BCD

Company Name 20 AN 20 ASCH

Table 7: Exemplary business EF file structure

Preferences EF 514 preferably may comprise data related to the cardholder's

5 default personal preferences. In an exemplary embodiment, preferences EF 514

may include afield comprising an array of preferences as set forth in Table 8 below.

Preference values may be preferably chosen from a list of preference tags as set
forth in Table 39.

Record description Extemnal format Internal format(bytes)
Size Type Size Type
Preferences Array 20 C 20 C

10
Table 8: Exemplary.preferences EF file structure

Passport EF 516 may be preferably used to store cardholder passport

information. In an exemplary embodiment, passport EF 516 may comprise the
15 fields set forth in Table 2 below.
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Preferences Array 20 C 20 C 10 Tabl e 8:
Exenpl ary-preferences EF file structure Passport EF
516 may be preferably used to store cardhol der
passport information. In an exenplary enbodi nment,
passport EF 516 may conprise the 15 fields set forth
|Rn Tagl e 9 bgl ow.EXZZ WO 2006/ 013205 PCT/ US2005/ 019388
eco descri bon ternal format Internal format(b
weRE0TRe Size Type Passport Nunber 20 ANCEWSM}P:’%%)

RO AeEcrntaret - SO~F EQfental ffmat ASCI T | InterAaldoesat(Bytes)
o—D = BLD —Urt y ot 1:: gPEce 20 W}:‘)SAU ANSizEXPI T af Tyie
P “fﬁi i e Dcr}n :‘CDLI I : Ullz ( NSSIeS, 28 AN Z20] g |
o s Lo ST O £ Wi PGSR X
lss'u'g'pﬁ%gla U:L ot .\,‘ 1= I\I\-I BF :_Z Y) ﬁll €T dDlI léﬁay coO Cge
AR LA et :cc.°§ gat-a AT an Qoe.xenpi 2t
Expiﬂaﬁqn PateTanl e 10 bellBw E;?;g"'dc'gc‘ '%?: IO,S,I x Eggﬁ‘i
gsgicians (gRAssenal format @B es  S|2¥ Type| S ze TypH
diggbilpeete) || cense No. 20 a 20 ASCL] ygr ver's {:p ense

:thSUi ggD24a 2 BCD State/ Country License Expirati o;
e A o: Exeffpif pddspertErGild sBefureTabl e 10:
Exenplary driver EF file gtructure 10 Bionetric EF 522
may be used to store bionetric data (preferably

eng9elRf Er S1éiteffatj A9 BRpRbe BatiRoldedrivea lisarae digd.aln an
or any other 'sufficien I)é uni que i.ndici tl"lg ,
exaraplaiiyoerbodimepdsverakr Gl RIS BEANe dRlE et dorta in Jable 10
bel \n_forrmlu on rel atgd tp bionetric data stored on
lometric EF 522 is discussed in further detail bel ow

In an

Record description External format Internal format({bytes)
Size Type |Size Type

Driver's License No. 20 a 20 ASCII

Driver's License Issuing 2 a 2 BCD

State/Country

License Expiration Date 8 D 4 ASCII

License Type 2 C 4 BCD

Table 10: Exemplary driver EF file structure

Biometric EF 522 may be used to store biometric data (preferably encoded)
such as fingerprint data, retina scan data, or any other sufficiently unigue indicia the
cardholder's physical or behavioral characteristics. Information related to biometric
data stored on biometric EF- 522 is discussed in further defait below. In an
exemplary embodiment, biometric EF 522 may comprise a single data string as set
forth in Table 11 below.

Record description External format Internal format (bytes)
Size Type Size Type
Biometrics template 100 AN 100 BiN

Table 11: Exemplary biometric EF file structure
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15 exenpl ary enbodi nent, bionetric EF 522 may conpri se
a single data string as set forth in Table 11 bel ow.
Record description External format Internal format
(bytes) Size Type Size Type Bionetrics tenplate 100
AN 100 BIN Table 11: Exenplary bionmetric EF file
structure 20 23 WO 2006/ 014205 PCT/ US2005/019388
Aut hentication EF 520 preferably may conpri se
information for static authentication of the
W@Mﬂ@iﬂder I D 406 appl ication. This data REyUBSIYMPIGIe

AN B0 TRLeABCIL Gofiy Al
aut@ﬁasa@emfethéscardtﬂ:ﬁderdﬁ 416 appheatiato uﬁhigrcé@a maydyegynique for

eacﬁ o‘far?fr %@%E’?gyc Eg‘@yﬁ&eﬂﬁw c@lﬁtppe‘?(n%%&\g%glf’gg o%ﬂ‘éut vAlibs $3RAot
feasibly hen¢reateidd . Thia paeveaiserrpitiony okiesd icounterfeit Cafds (i.e., cards

h
w40 e o B BB O S i o

thebh@elﬁxﬂej nal format may be identical to the internal

P b 4
101 B gxBRIFFY Rt AuditaRaEr: 8o Y HOuEERBIC oy
cerifieater figitis an shntva nm a'bblbo"ri’nhtel()‘WyWBeDem mez@daiylpbfor@agmm be

. fat]c, Applic at i .
'de'il‘f‘?ﬁt’nﬁeclgkq el | Sr%fe?%bg i s‘g%d(?? %I@{Fg "P@ﬁ/be 640 bits
|on§;@rnﬂitﬁé6all@ygﬁa)53em&bnmloﬁgtbl ic Key Exponent | B
| ssuer Public Key Renai nder 20 B Tabl e 12: Exenplary
aut hentication EF 15 Turning now to fil es under
Retbrc®dscapioaus DF 530, preferred pinbgnalfernif(bysad
préeferably nmay conprise data rel aBigd to the | Type
Si HlidRpplcatisitbaaences as to agol 1 ne conpehi es,
Stald BaE AviEhticaiondiagiaet agencies. |gpecificallpg this
s anhlbhc"Kley@éﬁff&ﬁé‘Ty enbodi ment , |ggy conpri S a
Iséﬁe"E’&Bl iy },PEXEO?'IEH{ gs (e g, tnregy 1 ndicati ngg
ISe ?ELEEBIC,K‘W&W&HH&PTLU[ nEdLll Iyp ZQT travel p@rtner as

S5HOV 1 rapT€ 1o 20—actual— data valuoes conform
to an arbitrary convention; That is, each airline,
hotel, and réamlahZDEKemgblmcguthﬁlythBtioraEE| gned an
arbltrary t hree-byte code.

Turning now to files under miscellaneous DF 530, preferred programs EF
528 preferably may comprise data related to the cardholder’s preferences as to
airline companies, hotels, and rental car agencies. Specifically, this EF, in an
exemplary embodiment, may comprise a plurality of records (e.g., three) indicating
preferred companies for each type of travel pariner as shown in Table 13. The
actual data values conform to an arbitrary convention; That is, each airline, hotel,

and rental car agency may be assigned an arbitrary three-byte code.

Record description External format Internal format(bytes)
Size Type Size Type
Preferred Airlines 9 (3x3) C 9 C
Preferred Hotels 9 C 9 C
Preferred Rental Cars 9 C 9 C

Table 13: Exemplary programs EF
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Record description External format Internal

format (bytes) Size Type Size Type Preferred Airlines

9 3x3 C9 C Preferred Hotels 9 C9 C Preferred

Rental Cars 9 C 9 C Table 13: Exenplary prograns EF

25 24 WD 2006/ 013205 PCT/ US2005/ 019388 paynent 69M EP

5115 may be preferably used to catalog information

related to the cardhol der's various paynent cards,
W@2@6/014@ébit cards, charge cards, and the PFTFHRE2005/{93%H

Qfal,lrﬁgm“&sr@eﬂ'm%ay IE@FF&&I’EbI?%Qd %cmwgq@r@aﬁafm related

card ‘nunber s expiration dates for two cards
to @ﬁo:mdhqweréwaélompaﬁm@nt qauty. Lgndlebii GArdsseharge cards, and the

liked &P, Qﬁ@iérﬁﬂﬁryr é‘r’ﬁﬁ‘édlﬁ“l@nt' %ﬁ&%’bar&@’q{iaﬁ @@:ﬁpﬁéeﬁéara numbers

ment card nunbe

art | CUl ar "
an@ﬁm@tlamamﬁéawﬂs as Sheyn athtéb%f Tﬁﬁntél%@r@af'an ISO”

ihs réfSF‘?dTﬁSCﬁu?w@%M&?gpe&ﬁb’s%’ﬁﬁﬁlculh? pafdemteard number
a reciated that thi's data set may ufficient onl

forma Thus: i avexgnigemmbadimaataeithes s, 'SPocrf r@ﬂdﬁa @@ard nurmber
scﬁeh@ﬁ%gtﬂeouns%dt abiddyve itaRsy 6@ %Bbt%'cbété’&“@nﬁ?tf@é‘ﬁéﬁatéé@ mag be

card nber expi ration may be required to 1
suffgiericaniy fqry' gﬁ@a@qh m@en%ﬁ@sgp@r@df% YXAMRIG, diReFations taking

p!aﬁé’ ?érﬁ&’egm’rl:éré %‘i‘l!ﬂﬂe QR KRB drdeskpirb®irotite 'ﬁ‘ﬁ;} bdRGUFES to

card present” transaction.

ReC
effem@ctraqﬁac‘fm HXatastaied wihirdaymenkbsysiam ﬁaplmaﬁoraﬁ@%ﬂ%ybed

5 d# (1SO 19 N
be'%yﬁéy%?%fﬁﬁﬁée@ntégéﬁsgﬂ% 4 ((-fg)f@H Expiration Date

Second Paynent Card # (non-1SO 20 AN 20 ASCI1I Second

R&Z cn - o R IR S hab e Qntéﬂiﬁ%?osrr&hﬂi(by]tsg)
Cll pl al _y PayIICIIl Udl U Ci | [N L T
E_ 542 -nreferallay frey A Isz'luc i ||l]-y?l(?:al SqIZIe used qv&é
Wt Ealy-ugﬁt Gar CTIil OTT Zat i OII 3‘? t he ”‘GSt T SIIU.I t L
'55? HHS% Cal " an exenpl arP enbgdi ment sequencecaz
_._g Qﬂ: e a nl aar all of lv ap 6% :
d

)
4

SUmEnt Cod e ISE o %fg‘f'b;; 1a B ihe

S‘?ﬁ?ﬁﬁ@é‘b’ﬂ'@" &2 " versi on"”
Expiration Date

Table 14: Exemplary payment card EF file structure

Sequence EF 512 preferably may include information used to provide
synchronization of the host and smartcard databases. [n an exemplary
embodiment, sequence EF 512 may comprise a plurality of records comprising the
field set forth in Table 15 below. This number may be analogous to a “version”

number for the data stored in the application.

Record description External format | internal format(bytes)
Size Type Size Type
Sequence Number 16 AN 16 ASCI

Table 15; Exemplary sequence EF file structure
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Record description External format |nternal

format (bytes) Size Type Size Type Sequence Nunber 16
AN 16 ASCI| Table 15: Exenplary sequence EF file
structure 25 WD 2006101420% PCT/ US2003/019388 Card
nuber EF 526 may be used to record a unique number
identifying the smartcard, and nay al so be used for

S¥es gfokvatl on (as descri bed in further d
(ﬁel oW). . Pr eferably, card nunber EF 526 rras&ﬁbgwﬁosl,gssan

WBEEEFIGEG ey ke used torreeerd @ unigiehdrpberdaetifying the

smée?gr)%?& %@2&%{1 gﬂlzoet?él‘_ugéﬂ grﬁ%b dfeﬁw{') dtidh éh@'ﬁ%&&ﬂie&&ﬁ rfﬁﬁ?)elrkelietall
belave). Pvederpblyr gard auchhen Fhey20amay %mamamﬁpwl bytgesiringeas set

f 6I81 vari ous dgt ails reI ated to the manner
ordia-?f'a Eﬁ‘i’%ﬂe application (i.e., cardholder |ID DF

406) vvas created. This file may i ncl ude information
Re,cﬁ L des,g.r[ :;;1‘ "fn'n“c"“ ty O T E G a BAA? PihldRalidmai(bytes)

: appt \,ati o RS et T?ﬁbvj SUETTELT Oy pe

ot arlJ ot ho Qi

LaNalal
ctt o ;-uu o™ Iullba.l.lull ST kll :lsl C)\CII Iq!g
Carg(IJNHH‘bﬁéinf LsSllanca EE cAan 8 faaatV] \H.Env: L £ ol tl) X
=-oouartct oIy Ot e—t+eras—as DCL

forth in Table 17 bel ow. Fi el d External fornmat

I nternal for matab(doys; eByenlag chpeuniberErType  Count ry
Aut hority 1SO 3166 2 Issuer Authority 10 RID - 1SO 5
HEX 7816-5 Application version 5 XX. YY 2 BCD

Apﬂ’%édéﬂ?é er Eﬂ??hé)ﬁlﬁé @sﬁeoclﬁtoYé@bYWﬁﬂDslheBﬂ@ reldedeto the manner
ication e ctive

in Wb S PSR 41 RIS PF 4 ST reBiet: o ey
incldSE ihforrh 8GRt r&8tediSto the identity of the organization that created the
application, as well as information related to the application itself. In an exemplary
embodiment, issuance EF 511 may comprise fields as set forth in Table 17 below.

Field External format | Internal format {bytes)
Size Type Size Type

Country Authority ISO 3166 2

Issuer Authority 10 RID - ISC 5 HEX

7816-5

Application version 5 XXYY 2 BCD

Appiication expiration 8 YYYYMMDBD [ 4 BCD

date

Application effective date | 8 YYYYMM DD |4 BCD

Personalizer Code 1 AN 1 ASCII

Personalization 1 AN 1 ASCII

Location

Table 17: Exemplary issuance EF file structure

The personalizer code field shown in Table 17 refers to the organization that
actually “personalizes” the file. That is, before a smartcard may be issued to the
cardholder, the database structure must be created within EEPROM 212 {FIG. 2),
and the initial data values (i.e., default preferences, cardholder name, pin numbers,
etc.) must be placed in the appropriate fields within the various EFs. it may be
appreciated that, given the nature of the present invention, the smartcard “issuer”
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Tabl e 17: Exenplary issuance EF file structure The
personal i zer code field shown in Table 17 refers to
the organi zation that actually "personalizes" the
file. That |Is, before a smartcard nmay be issued to the
20 cardhol der, the database structure nust be created
W thin EEPROM 212 (FIG 2), and the initial data
values (i.e., default preferences, cardhol der nane

WORNSIMSers, etc.) nust be placed in the PREYSHRVIAE

ané "Bﬁerr&?laﬂéihfo? a"h{?"@ VERATEhRERt S fray Inbt @md&me&lp'uﬁeﬁeio&t @idmay
gi ven the nature of the Fresent [

be %antéaews fos gqrord varigregdptai ef §iesppisonat 8060 Procesd Swihin
smBltdar/3A0GR6R 1 S3AiH |ss'1‘ﬁﬂcé3ﬁlb%&0@dur@ﬁhaf/ o6 provide foethe other

application may not be the sane. There[ore It Q’b(?
madi—’dv%ﬂﬂ?"é@t@@as fomethodr @%&Y?‘%‘Gsfoaé{eé?‘%@ iztiop pye described in
%{éfh%'He?élﬁ' on process within smartcard 100 itself.

I ssuance file structures may be provided for
the other major applications. A nethod and system for

p Eﬁt"s‘}i@éfﬁ% Whtidhe described in 5 greater detail
aﬂgre Pa r?gnt %stemA pplication Referri

to
FI @efemnpawﬁ@ s e PAYPBNG %Ya?t%r?mb@t'ﬁf'e‘{@r W%fahlwav
r DFs 603
oS 50 EESAR g (G, i o o 03
(n)dorrusedn pagtnering fiezngial 6ragaAEeNS ons. Directory EF 610
pr elﬁt c?&gkm@!'o'ﬂ?&la%ﬂ( Mal licdudef a ﬁ@tpﬂ)f' applitaion ldentrf ers and
dent |

rs and I's as descri bed above in the

lab@l@rﬁSedascmer@n%dm a@roqn%amar@m'q%wmehcqheg 9P DF
fg%ts&?éf f?@)&' fayRdMprisE 4, DIME0a N witRh mawnﬁdedéiabaa that
a WwWou

radltlonally be stored within a tra "
wogldnirggianally ser steeedc witdin (@ track ofehMagngtc sHiPgscad r(a? géieb'
@r far é‘&% dsh@nki 8 k)| Redek 4 ARG THRCK stors§®is186sdrided in
escrlg greater det ail above. in an exenplary
gr@wmtaﬂeahovepayl DF 604 may conprise a plurality of
recgrg IntK B DFR@DStrhay Sbiphse fd gludglity of
as @peméf}ém(g% nS Bbgglpow 20 R%Z:ordpdescrl9 ti 05;1
redaxdse hadhg foommanly ﬂm@m Anagngtieralipg fields) as gpsehiad i, 18plec18
belbype Format Code (Track 1 1 AN 1 ASCII PAN (Track 2)
"N 8 BCDF right padding

Record description External format Internal fqrmat(by’:es)
Size Type Size Type
Format Code { Track 1) 1 AN 1 ASCII
PAN ( Track 2 ) 15 N 8 BCDF
' right
padding
Expiration date ( Track 1 or 2 } 4 YYMM |2 BCD
Effective date { Track 1 or 2) 4 YYMM |2 BCD
Discretionary data ( Track 1 or 2) 5 N 3 BCDF
right
padding
Name (Track 1) 26 AN 26 ASCII, LJ
blank
padding

Table 18: Exemplary Pay1 EF file structure
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Expiration_date (Track 1 or 2 4 YYMM 2 BCD Effective
date (Track I or 2 4 YYMM 2 BCD Discretionary data (
Track 1 or 2) 5 N3 BCDF right p addin Nane (Track
1) 26 AN 26 ASCII, U blank padding Table 18:
Exenpl ary Payl EF file structure 27 WO 2006/ 014205
PCT/ US2005/ 019388 Airline Application Referring now
to FIG 7, airline application 410 preferably may
we sBbisse directory EF 730, conmmon DF 702 pcpgzensasuss
LDE 704, and additional airline applications 703(a),
Airling RB‘ so on. 5 Directory EF 730 preferably may

| NQRAERIng hdvd to IR airkid hﬁﬂldaﬁ@'ﬂﬂﬂﬁlpﬂé&rm méyabednpnse

g as described above in the cont ext&g':f ﬁﬁnrdh irfine
diresasy i 739 cppwIorCRimEH2 DR dusE R £ fitiangl i

apﬁiﬁglﬂ)r@%@ ;gb)t Qn@sb oRarticipating airli nes whi | e

I ssuer enera may i nclude data

onlBirgstory &dT%}? pref\?ra‘é)b%ﬁax Be et%@‘ﬁ%@@l&‘gg&“ ‘%%ﬁé?’s and
|abétb sl fe8 oA dHoRk irPihethAteRf @@i&@dbxim ab mmyoe,o

onprise at |l east one (preferably three dltL lg% D{f
70%aremondaF 92 aieneiohk MaYANEHER 9t BFeesHPIEt ohBa ieRatng
airlings, @ﬁ‘i% 1@ L dri e 7 AHE MR Y Hﬁ;\(ﬁe@ﬁ@ﬁﬁmﬁ%@n&ﬂy be read or

e structire of data stored withi

wri qstm@%thwrr@dﬁa@wswwwz;lme amﬂwoarﬂaprfaﬁpeg?w |fwgsway
corn@’/%egg g%:és@roréc GSeferddly Bhreéf Hd@iondiNBFe70B TGN @k Dﬁs airline

y conformto the rel evant ortlons of th

partrxemgs@rgamiawi onhatyis, epgrAilinePaniger Bavt \{eyaﬁ%gf»s to and
spe[%gfgrﬂﬁé SEUGAAEBIY 8L Brat Within WT@Q(QF(a@fwelltﬁs?cdrﬁm@ﬁ}ERﬁOZ)

varil ous part ner i ng airlines pas
whif@ enothee gitinet meyihave sEpilarcascesEio BE 7ﬂf’(§b) bahe E‘Bf DFs

pre?ér?zbtg%ﬂﬁfohln IR rbfevi pbHibns!ct wmﬁ?’%pé@iﬂeaﬂoh co nt rast,

rise information readable by all
upo@@rab‘loe N 7P2spitably raay 60m§§§ﬁeP°m1T'°8 da%e'@m a'ﬁelgsbe of

efe
B 4 Y e et i St et

EFﬁ@ﬁs@Tg@'F 71 bopeding FEf7d Re®d big@etricdipt 1%e vari ous
reﬁg&-ﬁ’eigﬂ&%'gi%he% Eénthdde MR8y SeRPASe Aforfiatieh fregshblé by all, but
updatable only by the card issuer, ie., preferences EF 716, PIN EF 718, and
issuance EF 720.
Referring now to information stored within common EF 702, passenger EF
706 preferably may comprise various records related to the passenger as specified

in Table 19 below.
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Ext er nal
Type

format | nternal

Passenger

Language Preference 2 AN 2 ASC |

ASCI |

code 2 letters 2 AN 2 ASCl |

Gender

.28 WD 20061014205 PCT/ US2005/ 019388 Record descnption
format (bytes) Size Type Size
Name 49 AN 49 ASC | 1 A1BIN
Uni que I D 24 AN 24

Airline ID (3 letters code 3 AN 3 ASCI |

Type

Uni que I D 19 AN 19 ASCI |
Application version 2 N2 BIN Table 19: Exe
W@d@%’ﬁg@r EF file structure In an exenpl af§Ty

ngzoonn}/wsss
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ASCH

Aidigg Il@&ﬁflﬁﬁer" cqdg) ¢ 21 hell

I\/

C

o

ASCIT

C

SEA

Tvoesode dRilettars ¢ket s prefer
Unjguenlffar d. Description of

‘hQ; Rec

Applicationadergion nat  ( byt es)

VAS)

Tv

Si e Type

B9y nal A &S

BN, 14

AN 14 BIN

Exenpl ary |

|ET 2 14 AN 14 BIN

|ET 3 14 AN 14 BIN

|ET4 14 ANCIA.BuNe LS, 14 %%AEFBH@S@,@CJ@ e 21:

In an exemplary embodiment, frequent flyer EF 708 may comprise a plurality
5 of frequent flier numbers (e.g., ten numbers) having the structure specified in Table

20 helow.

Record description

External format

Internal format (bytes)

Size

Type

Size

Type

Airline Customer I1D 22

AN

22

ASCII

Table 20;: Exemplary frequent flyer EF file structure

10
IET EF 710 preferably may comprise a plurality of electronic ticket records as
set forth in Table 21 below. The format of these electronic tickets preferably
conforms to the |ATA standard.
Description of the Records External format Internal format (bytes)
Size Type Size Type
1ET 1 14 AN 14 BiN
IET 2 14 AN 14 BIN
IET 3 14 AN 14 BIN
IET 4 14 AN 14 BIN
IET 5 14 AN 14 BIN
15

Table 21: Exemplary IET file structure
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WD 20061014205 PCT/ US2005/ 019388 " In "an exenpl ary
enbodi nent, boarding EF 712 nmay conprise boardi ng data
to be used during check in as specified in Table 22.
The format of this data preferably confornms to the
| ATA specification. Record description External format
Internal format (bytes) Size Type Size Type Boarding
data 40 AN 40 ASCI|I 5 Table 22: Exenpl ary boardi ng EF
file structure Biometric EF 714 may be suitably used
WQ 06016308 bi ometric data associated with PHEUSZ005/019388

. %Fﬁﬁﬁ*eﬁgﬁg’téﬁ%ﬂwo&‘%hf‘ %oémgg getap rﬁéywmfserﬁoadﬂh@data

I'clentl uni que i d| Cia ft@?
to hmud%ldﬂlengscfpn&sm 6 SRR HRVT 4 [22¢ h 4G dPERTe? data
Cgmchtrlc data stored on
prei’ePJ %wbﬁ%:{ogbgﬁm%&ﬁussed in further detail
beI ow. I n an exenplary enbodi ment, biometric EF 714
e f i-se—data—as i Y rﬁ-%]t
RG.E‘&W eféé l@h —of _EA gggg?i gﬁaltgi i?gl;é%agft% Wes)

|J 1
fb"tec St-ze—Fype—St7 rype et data it N
e 23 0 1A 4 Uara pa C!‘I\

B a\ll_cb
[ Boagtngiate 15 Tap Eenptat-y—brofretrre—EFfrte

structure |Issuance EF 720 may be suitably used to hold
dat a rel at emhble2d; exdngsargboardirfg EF file straciucis
applications. In an exenplary enbodi nent, issuance EF
720 may 20 conprise a data structure as specified in
Talpismedic Tt Twa sy MOsaRdly 04k (dl StoRChicDR2GD HAG 9388iated

. ek U6 T 500 G

uni @:H@kla%ﬂth@bbrﬁ}iolbgfﬂ@smal Mabﬁbél ch&h6telstics. Information

e Gt Wohe e e G5 ] b oo
bel§ [ emt by @xdipiard ebsMéiiDbiémBeR EF 714 may comprise data as
specified in Table 23 below. '

Record description External format Internai format (bytes)

Size Type Size Type
Biometrics data 100 AN 100 BIN

Table 23: Exemplary biometric EF file structure
Issuance EF 720 may be suitably used to hold data related to the issuance of

the various applications. In an exemplary embodiment, issuance EF 720 may

comprise a data structure as specified in Table 24 below.
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Personalizer Code 1 AN | ASC | Per sonal i zati on

Location 1 AN 1 ASCII (custom code) Tabl e 24:

Exenmpl ary issuance EF file structure PIN EF 718 may be

suitably used to store PIN val ues corresponding to

each 5 of the participating airline partners. In an

exenpl ary enbodinent, PIN EF 718 may conprise a

plurality of records having the structure specified in
WQ’HB‘F"@%';% bel ow, wherein each record nmay BET/PEIOHYUYPSE o

Wmmﬁi R E ol rhEEauent 11 Yiferhal forfRa (bytes

e, recora one & ereS[IondsSIzg recoy F@ne
amd—so—pn. ) ReTto 7 pygon Exte nat
ﬁﬁ‘f@ i: %rnal fo*_mat ( byt els glszﬁéTTy pe Si ze Type
P 8—BHN—Fxpit-atTomr¢ - ED—10—Thby

'S%IAExqurﬁ’l ary PI N E"—dfi l e st wﬁatgre Pr eéf er ences
Anp]“gat@ﬂ vgmczr?ﬁf”“r EEHNE ) e AN 44 Lw 4 BCD
Agpliatiopexpiatipndale Lo 0q (o YWYMN{%T] He-corre ﬁc%d—
Anplicatiopetiegivedate ol Ba1 o i n| XEXY W4 it Ta 29
Pagonalizerfzade; | nfl onl Exte

rnal ‘F‘NTHHI—LMJM%%C
Pessonatizationtygeatias) ze|r e Pre{8Mences Arfdy 8 C 8
(cusdemeode) Exenplarl preferences EE 7161file structure
31 WO2006/ 014205 PCT/ US2005/ 019388 Rental Car
Appl i cati ORropRES LT ﬂ?‘%srugngé EF fif sthiefrg! car
appl i cation 414 preterably nmay conprise conmon DF
802, directory EF 820, and one or nore rental -car DFs

80% 4y dgpmea gg@r%{éaaat g@@%@& to 8B PN %ll)leé:&frfe%g':%% Reach

toiIn agenci es.

5 ofipe mprticmtlpg afrinecprriner=HAngueexemilan endoginenti B 'é‘HEF)r/ﬁB may
corqgrtr .J? pi&ﬁilt?gﬂf éé?cggé;lha@lﬁ th5 $riQdred Fﬁ&]ﬁé&”ﬁﬁﬁﬁé 2% below,

car ervation E
whewpemxésre@@rdsmay beirelated & $herorapponding PREY ideequent fyer EF

| e2RBLdrG Bhb %Q'isblfré oRd@ ekl ih @F #08€and 86 bAYS

s ‘under ren f car I cation 414. T%{ra structure of
this EF preferably 10 conforrrs to that descri bed

REBRY §ed Fiphid context o CRERSILIRImATY P habinat (B)8s)
Size Type |Size Type

PIN 8 AN 8 BIN

Expiration date 8 D 4 BCD

10
Table 25: Exehplary PIN EF file structure

Preferences EF 716, in an exemplary embodiment, may comprise a
preferences array as shown in Table 26 below. The preference values stored in this
15 file correspond to those discussed below in conjunction with Table 38.

Record description External format Internal format (bytes)
Size Type Size Type
Preferences Array 8 C 8 BIN

Table 26: Exemplary preferences EF 716 file structure
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In an exenpl ary enbodi ment, preferences EF 805 may
conprise a set of preferences arrays file structure
as shown in Table 27 bel ow. An exenplary list of
preference codes for use in each of these arrays are
descri bed below in conjunction wth Table 38. 15
Record description External format Internal format(
bytes) Preferences Array (Default) 8 :.C 8 BIN

w?’g@@,&gg}gces& ArrB ?KI (El\’b f2) 8dCI 8 BIN Pref %@,ﬁgﬁﬁséﬁ%ﬁ@y
. L3), . ¢ BIN. Preferre I Mousi ne conpany
Re @EIQE&HP?%I e 27: Exenplary preferences EF
Re rﬁe?émﬁermmO&fié Bﬂbénh# cHf 8biicaticit 148 plgfarabignihay edmptise
i nformation, up de 20 information, Ins
commer rHfaB08n dlratﬁaryt RE §20x@nd) opeafAr &Pé%?%t@t@ BhiEs g e
! AB3hoREINE b FRlivRiub fePtad ChtgdencrRsas
805(%)3&%é%bz%frng€ﬁﬁgkbe I"ow. ﬁgzé V\DI 2(5106/ 01420.15@@

PCRanspon SFonep semprgepriefararess ER 8o whighis fiascritsd iy detal

be!!)\gcﬁyeﬂﬁl JaPD#@tBOQBQa%ﬁ)somgF HR0Rntal ReRtiAEH 407, Zebefvation EF
Conpany nane ASCI | Uni que Custoner 1D 19

809\ and exsmses E(Ey[ﬁﬂ(bntract Disc. Program) 10 A 10 ASC |

ég‘ﬁh@d o EF} 8@@ Jﬂéﬁm&u&b 38 HNa V\gBﬁ‘d’H{@h lcfe?lﬁﬁé#&%ﬁd%e?s ﬂ' bhe

ek- endNacati on nge i al IE
varipupit} SBJnc@JaeraﬂtéﬁrdaMP@ﬂqae%ur vhbe shugure ¢f thisg=F preferably
cor{g@fr}égé@%g dééé:ﬁhéd%b@bé\'m th@%ént%fﬂi%rd\%ld\éﬁ D éb@%n& 406.

rsonal Aut onpb I nsur ance
Perig maexemfm@ut@nwn@ﬁ@g@rwrfn@?& EB Bqﬁefr@ar%mpnse a set of

preﬁé?%llltre@rzhg:%ygi foctLﬁ’e a@%h@ ﬁThBI%@?%@wBA% Stdmpary list of

ary renta Gar-i1d EF Reservation E
prefoenarespdee fQIsUéG in eac @ftaesecarays met feserikadbaiow in conjunction

with Table 38.

Record description External format Internal format( bytes)
Preferences Array {Default) 8 C 8 BIN
Preferences Array {(No. 2) 8 C 8 BIN
Preferences Array {No. 3) 8 C 8 BIN
Preferred limousine company 12 AN 12 ASCH

Table 27: Exemplary preferences EF
Rental_car_id 807 may be used to store frequent rental information, upgrade

information, insurance information, and the like. In an exemplary embodiment,
rental_car_id 807 may comprise a file structure as shown in Table 28 below.
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15

reservations. In an exenpl
EF 809 may conprise a plur

ar

ary enbodi nent, reservation

ality of records (e.g., two)
having a file structure as shown in Table 29 bel ow
Record description External format Internal format
bytes) Rental Car Conpany 3 A 3 ASCII Location 3 A 3
ASCI| Date 8 D4 BCD Tinme 4 T 2 BCD Reservation

WORMBEK20E5 A 15 ASCII  Flight Nunber 5 M 5PBFUS2005/019388

Réuord BESFintlon 1V 3 AsCt F{RJ) Exmhhh%nhm$u

TReErndl Dreatbbides

Frb rﬁﬁeﬁ%lm#’”'e Tt
C

“ﬁi

ATaD

E0Z9”  EXCTASHY

Ry D

e

FSed 10 1[3&w

Ulﬁﬁl?“tﬂgtaﬂ‘le}' rred—bythe 1§ diuplAL'rw '”119' g (_.clr A at

~t + 1 A= AY

G P R e MY i VN i

Accomulated poitts .+ e\ 18 po RT3 T BN T
T LA = LA~ A RRM zl T oOU 1 UY4 'BTNC Ao

w—33 wWo 2686/ 019005
‘ ; . or gl . description 1E:I?%eu\r:;-l.L Pcrfrrat
Wﬁﬁ&-ﬁfﬂd{h’aca’t n%ﬁec[ﬂ/t pq\ Type of yppn‘:i:b'i C LA§CLJ__

Gyzfertegd bate Reservatignat i on|code 31BN 3

&bt At 7 N

Ingurange Tabl e 30 Exenpl ar

expensAFaFE

25 Hotel [BIN

Logp plaimagel WaiveelL&W) ng_now

to FI@EB 9,

nbbdl  syst&m

Perpprial datonwbild Iisupareer ablly may {Bonp

$bitdi rect{Gry EF

P&i2dhal EffectoCoMeragé4, one ¢r nore|Bot el | thidi n DF3BI02,
Parsshal HyQramcenore property DI's 9B3. Cpibiin DF 9B4 may

CorpoRtd Peurfanggr vati on EF 918, expenses

Ebito16, key- 10

of -t he-rToom EF 910, and preferences EF 912." Hot el
chain EFs 902(a), 902 , .and so on,  conprise
pref erences E 28:%@@'@%?“*%0@;@%% associ at ed

wi th individual hotel chains. In contrast, property

‘Reservation EF 809 may be used to store confirmation numbers

corresponding to one or more rental car reservations. In an exemplary

embodiment, reservation EF 809 may comprise a pilurality of records (e.g., two)

having a file structure as shown in Table

29 below.

Record description External format | Internal format( byies)
Rental Car Company 3 A 3 ASCII
lL.ocation 3 A 3 ASCII
Date 8 D 4 BCD
Time 4 T 2 BCD
Reservation Number 15 A 16 ASCH
Flight Number 5 M 5 BIN
Aidines 3 AN 3 ASCH(RJ)
Flight number 4 N 2 BCD -
Preferred profile 1 C 1 ASCII

Table 29: Exemplary reservation EF

Expenses EF 811 may be used to record expenses incurred by the
cardholder during car rental (e.g., the total rental charge). In an exemplary
embodiment, expenses EF 811 may comprise a plurality of records (e.g., five)

having a file structure as shown in Table

30 below.
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EFs 903(a), 903(b), and so on, conprise a simlar file

10

15

20

25

structure associated with individual hotel properties
(i.e., independent of whether the particular hotel nay
be a 15 nenber of a nationw de chain). In an
exenpl ary enbodi nent, reservation EF 918 may conpri se
a plurality of records having the struct '
WORIM428Y pel ow. In general, this EF may bg&e{‘dglg%w%‘w
store confirmation nunbers transmtted to smartcard
100 when the  cardholdera i

=

Rogary agseitien_( desi gnat.ed | XM rmBL [ integiel fdffnat byies
1

| Tyde oflaxpensthe date field sfidres t

Dateonf i r mati on_nunber_was |8 spend&y brd—de

Lodatbecnaé for mat | nternal |[Bor mat (AN es)|3 sizo A

=
[0
N

AmbuAe Type Property Codel3 AN 3 Nscll {Date 8 O

Confirmation Number 15 AN 15 ASCI| Table 31: Exenpl ary

reservation EFTQ%% %?e%&gpﬁ) L97448e FCT/ US2005/ 019388

Preferences EF y conprise three sets

of array preferences. The particular codes used in

these arrays are discussed belowin conjunction with
HotglApnicalidn Record description External format |nternal

f oRERrfily R o FHige Ty peteSisystey ppplicatien o4 &h deefergblyaynay
default) 8 BIN P
corkgp Arbo 9o S0 BB of PO SRR DR o
one? mdns ety DR @f%er ences EF Expenses EF 916
2;%%%-8&1 }SFf r4 éggﬁ%ﬁnﬁﬁsearelsér%ﬁﬁ EF‘?%B%KMS%E EF 916, key-

Foom ¢co i hner expenses,
of-tReLthdrm eFl d1beand prefarescesBif @13, 10 enbodi nent, expenses

ex itmeihan EFEohy ) Boflblife o o b SRS prkdities or fos
andPREy&ADPEF 906 @sédiiatéd edtt sndividwat hiotel Thaine. Ir3gonEAsGRroperty
EFs S5, BIOG0aBL Ty o ROTP TG TS o A aaicl i
indfvidsachdw proputes (i.on indefandent efwiether the @aﬁicg%@ hpSﬁl may be a
member of a nationwide chain). :
In an exemplary embodiment, reservation EF 918 may comprise a plurality of
records having the structure shown in Table 31 below. In general, this EF may be
used to store confirmation numbers transmitted to smartcard 100 when the
cardholder makes a reservation at a given hotel (designated in the property code
field). The date field stores the date on which the confirmation number was

dispensed.
Record description Extemnal format | Internal format(bytes)
Size Type | Size Type
Property Code 3 AN 3 ASCH
Date 8 D 4 BCD
Confirmation Number 15 AN 16 ASCII

Table 31: Exemplary reservation EF
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code. 15 Record description External format Internal
format (bytes) Size Type Size Type Type | C 1 ASClI
Date 8 D4 BCD Property Code 3 AN 3 ASCII Amount 7 N
3 BIN Table 33: Exenpl ary expenses EF Key-of-the-room
EF 910 preferably may conprise el ectronic key val ues
that 20 may be used in conjunction with card readers
to provide access to particular hotel roons. In an

WeeHpHUFy enbodi ment, key-of -t he-room EF GTOURY5/019388
co & Piapu Kepryal vsts as arra
ChoncleRmes s e?gfv%&@ts e Y

prefocmogs 0b? Pagdizgkr créed Haed & 81asst ?f@vsafteeﬁ“ﬁ%ﬂssﬁ% helgw in

bytes) Size Type Size Type Ke val ue

Cor}!l"gl{cﬁklﬁgﬁéhg%hﬁaj%bl e 34: Exenpl ary key-of-the-room EF

Stayer ID EF 906 preferably nmay conprise frequent

RetorY GasciBtich | 0T, & U ] Exemal folrhat 2 | jR@dl forhat®ytes an

exenprary enbodi Ilb'lll S"iké‘yel TV eEF Qerray C ’%Se

Pfif,ei’e!‘ég'” Avdatauiy T ot WLTUH obw bIIUWlIBIﬂ Tabt .
Preference m?\n:ag,sxéii mduggi)' Prg o ExteT mar i mat e

Pre{Ges RXADAEOA L T® b ok By oo et 1BIEL T an

—CcquTTT T yct vt C— 1 AN

1 ASCII Frequent Stayer Level Expiration 6 YYYYWM 3°

BCD Date CDP tabié&B21lexénplaty prefeaicee®mter 3 N 1 BIN
Hot el Frequent Stayer PIN 8 AN 8 BIN Table 35:
Exenpl ary stayer 1D EF 10

Expenses EF 916 preferably may comprise a list of recent hotel expenses,
for example, room costs, dinner expenses, and the like. In an exemplary
embodiment, expenses EF 916 may comprise a plurality of records (for exampie,
fifteen) arranged in a cyclic file structure and comprising the fields shown in Table
33 below. Thus, the cardholder may be able to examine and print a list of recently
incurred expenses by type (a code fixed by convention), date, amount, and property
code.

Record description External format | Internal format(bytes)
Size- Type |Size Type
Type 1 C 1 ASCII
Date 8 D 4 BCD
Property Code 3 AN 3 ASCII
Amount 7 N 3 BIN

Table 33: Exemplary expenses EF

Key-of-the-room EF 910 preferably may comprise electronic key values that
ray be used in conjunction with card readers to provide access to particular hotel
rooms. In an exemplary embodiment, key-of-the-room EF 910 may comprise a

plurality of alphanumeric key values as shown in Table 34 below.
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Preferences EF 904 preferably may conprise three sets

10

16

20

of array preferences as shown in Table 36. The
particul ar codes used in these arrays are di scussed
bel ow i n conjunction with Table 38. Record description
External format Internal format b es Size T e Size
Type Preferences Array (default) 8 C 8 BIN
Preferences Array (nunber 2) 8 C 8 BIN Preferences
Array (nunbet 3) 8 C 8 BIN 15 Tabl e 36: Exenpl ar

wopnmfoerzences EF Property DFs 903(a), 903(@“’%?2@5}61%

Re

Kegy?'“?. :31- | O

o ases et JTRal 1ot |13 IntBmal Rebt(bytds e
t—orT—a e of L@él’ PYypdTe i7¢€ hotel] 1Bpaoses

4Bcua 3 uquenoent OTBINTS

ra s
TOUL A

...... Fr—oenre—enrbodinaen ; tirese property DS Iy
be |dent|cal in structure to hotel chain DFs 902,

except that able 343 ENADPROPEEBILDPEFoMTEHERS2005/ 019388
of the frequent stayer ID information nay be renoved.
More specifically, a typical property DF 903 ma

C O BRdyle$ QDD EET eﬂﬁm&rﬁfy a8y icomptise dtequentistyer dor a

904 d bed ab
parigeacoial chAie1 ullb 2o PyPTORAY HbOfe R SEler, forEr b may
comprse Ifre&n@mmr FEeyratioredshidvenl thsTabis35 bblew. i n

conjunction wiwth 5 Table 33 above. Alternatively, a
particul ar hotel chain or property nmay choose to

as

RecHil duSehption d1 11 er ent[ibtenalifornsdtur e t Hdmtetrishformat(bytes)
descri bed above. Preferginge Cod@gpés ngiBizeoned {bivipef | v
FreliRiEstager Fary enp@di nent [ppy be dagfi gur eldASal0
Fr&ﬁedtS ”p_; v‘é BLELITES Ry De Togpfed 11 1Sever al[ AsEies
tTE STUTTCYRAYIAQRM |3 €., | N BCD
g’:&ﬁj Pg\s LE%%%%H r?ine pr ¢f erencey EF 716,| hot el
COt, eferences E--942—andrap4; any AFET Pr i@l ences| Agcl
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snmoki ng opti on TaidBR Eke@mplatyedtayeppld E€ati on. I n the
case of conflict, preferences may be read fromthe

top level to the bottomlevel, and each |evel
SURRERALRSs HFDQA @efctalsy 0Re covhpnwthm aety of atrap preferences

abaw e IS Lo ey P [ feg Hebe o Recittes

below in conjunction with Table 38.

Record description External format | Internal format(bytes)
Size Type | Size Type
Preferences Array (default} 8 C 8 BIN
Preferences Array (number 2) 8 C 8 BIN
Preferences Array (number 3) 8 C 8 BIN

Table 36: Exemplary preferences EF

Property DFs 903(a), 903(b), etc., may be used in cases where the

partnering hotel may be not part of a major chain, or when the hotel chooses to
employ its own data set independent of its affiliation. In one embodiment, these
property DFs may be identical in structure to hotel chain DFs 902, except that much
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50-99 Hotel. application 412 100-149 Rental car
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application 414 150-199 Airline a lication 410

200- 255 Ot her 20 Table 37: Exenplary Preferences Code

Ranges More specifically, in an exenplary enbodi nent,

preference flags may be coded as set forth in Table

38 bel ow. 25 37 WD 20061014205 PCT/ US2005/ 019388

ref erence Code (decinmal) GENERAL PURPOSE Snoking 00
woRMeaRdKi ng 01 Hone as preferred addr ess FEX/USYEFRIIEE

of"tﬂ%‘#eﬁh“é‘ﬁtdsfggﬂl Iﬁsiﬁiggﬁaﬁd?'@ﬁlgy ‘B@F}Qﬁ\/%v&ff M?Bi’én% fi caliy, a typical

pre erred e-mail dress =

properiniDF 863 goey @%prlqmﬁerwgﬁ,@ggdwt@l iq gge?%rgac%sogm
de%ﬁﬁ@({f 2BbéE é?&% @in af}wér%@ﬂg@@ wh'if!'hgrha lirilﬂdermmﬂé%cop

| oor [ evator room5

evestt @pHEiSF. abhrSh fremqrﬁay@rxﬁ hrfietdsegopibed @bﬁﬁalef‘d@é'r with
Tati@ %3 AABIAREbARAvelOd pMiciati el Chainl& property may choose to

implement a different file structure than that described above.

Preference Codes

As mentioned briefly above, an exemplary embodiment may be configured
such that preferences may be located in several files distributed throughout
smartcard 100; i.e., in preferences EF 514, airline preferences EF 716, hotel
preferences EF 912 and 904, and car preferences EF 810. This allows apparently
confiicting preferences to coexist within the card depending on context. For
exampie, it may be possible to opt for non-smoking in the cardholder ID application
while choosing the smoking option within the hotel application. In the case of
conflict, preferences may be read from the top level to the bottom level, and each
level supersedes the previous one.

- An exemplary set of codification rules may be set forth in Table 37 below:

0-49 General purpose {Cardholder 1D 406)
50-89 Hotel application 412

100-149 | Rental car application 414

150-199 | Airline application 410

200-255 | Other

Table 37: Exemplary Preferences Code Ranges

More specifically, in an exemplary embodiment, preference flags may be
coded as set forth in Table 38 below.

37



Luxury

car

103 Al RLI NE PREFERENCES W ndow seat

preferred 150 Aisle seat preferred 151 Low calorie
152 Vegetarian 153 Diabetic 154 Low sodi um 155
156 Table 38: Exenplary preference codes
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Security

In the context of smartcard transactions, data security has five primary
dimensions: 1) data confidentiality, 2) data integrity, 3) access control, 4)
Each of these dimensions may be
Data confidentiality, which

authentication, and 5) non-répudiation.
addressed through a variety of security mechanisms,
deals with keeping information secret (i.e., unreadable to those without access to a

Table 38: Exemplary

38
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encryption of the random nunber by the first party,
and 6) conparison by the first party of the two
resulting nunbers. In the case where the two nunbers
mat ch, authentication may be successful; if not, the
aut henti cati on may be unsuccessful. 20 Note that
aut henti cation may work both ways: the external world
may request authentication of a smartcard (interna
WPHMA cat i on), and a smartcard may requ&&T/US2005/019388
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acclhiB1 Ty BRafbriblrforiad Bfackitin ffY, 6 36, ERCRE Jow

MF€osmatictficeti. may be appropriate in a smart card

oo BB o DS 631 OBl ERGHIAR Siancarc
may dreciTopldpsd fonthervaioBt Bpcunief fonetionst hoveevispdt may b apaipciated
that any number of other symmetrical or asymmetrical techniques may be used in
the context of the present invention. More particulatly, there may be fwo general
categories of encryption algorithms: symmetric and asymmetric.  Symmetric
algorithms use the same key for encryption and decryption, for example, DEA (data
encryption algorithm) which uses a 56-bit key to encrypt 64-bit blocks of data.
Asymmetric algorithms, in contrast, use two different keys: one secret key and one

public key. The RSA algorithm, for example, uses two such keys and exploits the
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15 be allowed. Simlarly, internal and/or external

aut henti cation as descri bed above may be required.
Anot her inportant access condition (referred to herein
as the SIGN condition) corresponds to the case where
a particular file may be "protected" and where
updating of a record requires "signing" of the data
usi ng a message 20 aut hentication code (MAC). A MAC

wd‘?ﬁ%m@%g% hought of as a form of el ectroni CpSEadrcasiesish

to authenticatethe content of the nessage. In a N
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S e -

AT e RGele 8, BoMIETOE IRty PRI oAt ik
APPWED h CRYBTGBAAPEHYt @dnaidl y19§8hetiag eepntapbe, off fwhich hare {Reeby
. was altered during transm ssion, or the
mcoﬁ%féﬁ@by%%ﬁe{@% id not use the correct key, then the

t WAChESs conetso! mody et slitablynprogdleginey inclhsiing @epeRst Peitions

. n j | t ;
it Bhoddf o Hath S DE, e HEHAS poAlifipaibich eg.
reaging tdr aupdating)i fram dpéng pedermedyorp Bode amlessAhgeanissd pecess
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in XemEdt padhcahterdi nffor exampleethe MSVéa@OUWOW% cardholder

E 05/ . =\ 8, :
vorfEGJ T R R P KA B EN R o i Bp sy
be allmetaim Simitady, iotercalhand/arpterpali aiteenfighiion agKleseribeggabove

.mafégﬁ%ﬂ.ga ails regarding MAC generation nmay be found

references cited above as well as the |BM M-C
s péaithiec ainipontiant apgessotdeaditiompeieasd e dhesin candihei SHeN

mn@@égf%r‘&%o“@%&h@n%sg%rﬁ%OMiédlé}rﬁe mdlEbENER cted” gd

on“corresponds to the case where a certain fil
wheaspenpdation dft gpiecatd yequiréat ‘siggingiresf the delpepsing| svgssage

e

usedetoo adthentinatd dhal coatent aif | basessdgeholn 2amprasigmatico signing
dif | f
profififi 4 PR e BB Ponrpsheainithé Fidssho e WAG) may

be creptedeusingr e ysassiapy guéhenticatiod a!@mhlgn AN Em pp@jgndion with a
o R 2450 ko b BB HTEL PEobALe D nan st
ontp e messagehartdesdm it thescandjormadterbal devise, dgpending on context),
aricf tma %gfﬁ%%ff)ée{ﬁgra?ésscaeﬂﬂ%@ lﬁas% %h I?ﬁé retcgfwa?ed message and the known
key. The card then compares the received MAC with its own internally-generated
MAC. If either the message or MAC was altered during transmission, or the
sending party did not use the correct key, then the two MACs may not match, and
the access condition may not be fuffilled. If the two MACs correspond, then the
access condition may be fulfilled, and the particular file operation may proceed.

A MAC may be generated using a variety of MAAs, for example, the ANSI

X9.9 method using an sight-byte key, or the ANS| X9.19 method using a sixteen-
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source of the nessage may be correct. Thus,
non-repudi ation typically may enploy 15 a public key
encryption schenme (e.g., the Zimerman's PGP system,
wherein the sender uses a secret key to "sign" the
nmessage, and the receiving party uses the
correspondi ng public key to authenticate the
signature. In the context of the present invention,
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congitionser Then NEVER cpadition: cosesnpndeda the capaavhede a pertain flle
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car 5 %Jl%@éH%gésgDﬁhéﬁzﬁﬁrﬁEm%ﬁ Peﬁx\{ﬁ‘?merem the

ER KEYl EF Sequence 5
sercREES G aGactet Neyie Fsigy ghe R seyaNnNdSBBERCHENa pamt uses the

corRRYBEAhg BYBIEBy408uthenticate the signature. In the context of the present
invention, this function may be suitably performed by allocating an EF for public and
secret key rings, which may be well known in the art, along with suitable encryption

software resident in the card for assembling the signed message.

Having thus given a brief overview of typical smartcard security procedures
an exemplary set of access conditions may be set forth below in Table 40. In this
regard, the various access conditions for each EF may be tabulated with regard to
whether the file may be being read or updated. In each case, the access condition
(FREE, SIGN, etc.), key “owner” (issuer, partner, user, etc.), and key name may be
listed. In this regard, it may be appreciated that the key name may be arbitrary, and
may be listed here for the sake of completeness.
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DF | ssuer 602 EF
Common 702 EF Pa

FREE FREE DF Is

Pay!|
ssenger

suer

604 FREE FREE DF Airline 410 DF

706 FREE SI GN | SSUER KEY2 EF
Frequent flier 708 FREE SI GN | SSUER KEY2 EF | ET 710
FREE FREE EF Boarding 712 FREE FREE EF Bionetric 714

| SSUER KEY2 EF PIN 718 FREE SI GN | SSUER KEY2 EF

| ssuance 720 FREE SI GN | SSUER KEY2 DF Rent al

car

704 EF Preferences 716 FREE SI GN

414

OF Common 802 EF Preferences 805 FREE ‘USER ] DENT PI N

whroodkaal car 803 EF Rental car | D 807 FREBETSE18M/619388
RENFEARKENS——-Hesayat+-6/—869 ﬂ“:" Nt EFTExpenses
®. - N 4 \/G [ aann d { a_p.
Y Vgl"eés y é‘gﬁéﬁ%}] EE Rr t el 5
mMpystenr412 BF—CommoT -9 EF—Resenvat rom-p18—FREEFREE—
m&ng\ I 16T FREE-FREEUSER PifN—(appgmd)—(erdse)
DR BIGS b 50poENT | (Erase)| EF Key-of=the-Topm 910 FREE
EFDEBE4EF PrefeTelEREE 914 FREETSHGSIRPUER SEVER DH KEY1
EFRSnS sea1a0 T 902 gErefierencgs 90&mREE SESNERSSURE v1
EFf8utihess 508 FREE SIGN ISSUER KEY1
EF Preferences 514 FREE SIGN ISSUER KEY1
EF Passport 516 FREE SIGN ISSUER KEY1
EF Biometrics 522 FREE SIGN ISSUER KEY1
EF Driver 518 FREE SIGN ISSUER KEY1
DF Miscellaneous
EF Payment card 510 FREE SIGN ISSUER KEY1
EF Sequence 512 FREE FREE .
EF Card Number 526 FREE SIGN ISSUER KEY1
DF Payment System 408
DF Issuer 602
EF Pay1 604 FREE FREE
DF Airline 410
DF Common 702
| EF Passenger 706 FREE SIGN ISSUER KEY?2
EF Frequent flier 708 FREE SIGN ISSUER KEY2
EF IET 710 FREE FREE
EF Boarding 712 FREE ‘FREE
EF Biometric 714 FREE FREE
DF Issuer 704 '
EF Preferences 716 FREE SIGN ISSUER KEY2
EFPIN718 FREE SIGN ISSUER KEY?Z2
EF Issuance 720 FREE SIGN ISSUER KEY?2
DF Rental car414
DF Common 802
EF Preferences 805 FREE USER IDENT PIN
DF Rental car 803
EF Rental car ID 807 FREE SIGN RENTCAR | KEYB
EF Reservation 809 FREE FREE
EF Expenses 811 FREE SIGN RENTCAR | KEYS
{append) | {append) {append)
IDENT USER PIN
(erase) {erase) (erase)
DF Hotel system 412
DF Common 214
EF Reservation 918 FREE FREE
EF Expenses 918 FREE FREE USER PIN
(append) {erase) {erase)
IDENT
{erase)
EF Key-of-the-room 910 | FREE FREE
EF Preferences 912 FREE SIGN ISSUER KEY'1
DF Hotel chain 902
EF Preferences 904 FREE SIGN ISSUER KEY1
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Stayer 1D 906 FREE SI GN HOTEL KEYS Tabl e 40:

Exenpl ary access conditions Transactions 5 Having

thus given a detail ed description of an exenplary

smartcard 100 and an exenplary data structure 400,

the various details related to transactions involving
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comrmuni cate,” a user may swi pe card 100, insert card

100 into access point 15 and/or a reader associated
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invalVihG 'sARiricaRPH 00 n‘i’éy htEW VedddscAbed € Vi generdl)| d lfyplca{ smartcard
conTmruni cat i ons i ne conmuni catio

sesgigmianelivast (0 @flvqtpaﬁé H@qﬁ%‘iﬁ%mﬁm&fqbﬁ%wﬁ%ﬁmeans
)] é'ér@ Z?’eé@ct mWﬁS\ﬁréﬁU)reséM(ﬂ'ﬂ?)?ﬁﬁ@r@qﬁw&n{a\ﬁﬁ\'}axcﬁaﬂgme{vﬁn

i nked devi ces 20 and/or the nuni_cat i on

carge B PR e AU OB G6a SEoSITh 45 AR O GaRari: |

SY #ie{Iaftf $60 RS Lonimaians Qﬁthdﬁbéﬂﬁ' reB@Sreirbvidéd aBlin access
exenpl ary enbodi nent, physi cal tact Scont acts 106.
pomtn1¢|qu ggtta\b{%,coqg@ctg@dnaﬁ,lpg r@g\ opriggion

108°6 cSRDI1 6P BRE Hid 8418 r8Fdkr DBy RS, corﬂ?h@ﬁl@at’éﬂrﬁ aﬁﬁnawyw:pe
be electricall activated in a partijcul ar seguen

carghr @0 ingertycard 729 inle 3PePRR RO th andier AorRader ppaspigted with
accEQé’Vpéthf’“i § an;cftﬁe%‘f"ﬁiftﬁ @ccé@é\-ﬁﬁlrﬁ QSTV%C&ﬁﬁmQﬂicaﬂBhd@gioh h@B by

he card reader then initiates a re

any(suﬂebﬁe wEMERicaiopchannele) SUCh RS, fiExaane. Br@{fimhﬂge aﬁt"mfk
an &4 f Qntrrﬁﬁe?t Infetidt bt A Rrer8@tidnfevie T éniine®mmunications,

8‘@6 in conformance with the content and tlmng
off- apmlgwpns ewirgless; prRMBKPEatiNSat@nsReRASr gommuicgHons
locA Y64 FLALHR (Mf,%@gﬁiaoﬁﬁﬁgﬁk (WAN), networked or linked devices

and/or the like. Communication may entail the use of one or more biomeitric
security systems described in greater detail herein.

In an exemplary embodiment, physical contacts {contacts 106 in FIG. 1) may
be used, and DATA, CLOCK, RESET, VDD, and GND connections may be made.
These contacts may be electrically activated in a particular sequence, preferably in
accordance with SO 7816-3 (RST to low state, VDD powered, DATA to reception
mode, then CLK applied).

The card reader then initiates a reset (i.e., RST to high state), and the card
returns an answer to reset string (ATR) on the DATA line, preferably in
conformance with the content and timing details specified in the appropriate parts of
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characters may be chosen to reflect a T=1 protocol
(asynchronous, hal f-dupl ex, block-oriented node).
Further in accordance with | SO 7816-3, after the card
sends an ATR string and the proper protocol nmay be
selected (in an exenplary enbodi nent, the T=1 node),
host 314 5 and card 100 begin the exchange of conmands
woasmditeeponses that conprise a particul arPGEHEOHREEN.

iSf)?%q 6“%”5@‘??’%&}515% WHERN fl iherfHés shFa&ersi nay be theden to

end of a snmartcard a ?5#?
reflech atTerdt protoosl ﬁaawq@@orueacma diniex, blopegpphte of urther in
acc&rggﬁge%: HJIQ@ f@% :?eaf%rr%c? EQH é’erﬂi%rérPM'Rdsthﬁg tane the gedper

Speci (i.e., RST to | ow qE- 314
prot@m( may bewekeckade(in m%emalanbﬁme?%ﬁ"en Wb TEd o)t hot

andsrgaz?{l 100 dbAQQn b%\ﬁ-ﬂ @hﬁ%%mrﬁ:ﬂﬂs% fééFbﬁé‘és ey chmphise a

exe 'ary enbodi ment n the c?url(' Xt i

panm:arn@npa@@emmempéwp.qﬁﬁwessdawwdéuﬁgeegssgﬁdﬂ her detal

beld nstructions my be prow ded for 1) working with
application data (i.e., files stored within t

VAL dhe amblof Guatcpd SpsUKNRIEAOR SELPF {gpacRysted
Degcﬁ\ﬁzg oW%ﬁ%{% 10@@%&% CPrQI%HtW Hé&ﬁnﬁtﬁﬁ ehd affRP Ypecified in

I ca ta conmands ma be sui t abl

ISOd7816e3 dick. aRSTctbdowistafe. FKAP gy stadgdDApi 4P ey state. Vi to
macggg us\rf%ltgtalfxsrrﬁgmdi’\%doarbo% oiﬁQSVIﬁ’lf cbﬁﬁ@f Aayhd Rbhuflizk@n an

commands may sultably include commands for
exeppidrp embodimand chal | enge/ response 20 aut henti cati on

PT gg%“?e Coﬁgﬁeéfa&brkgeié?@‘f%ﬁmaﬂd)@l@b% 8Rd instructions

tihg  Ccryptographic keys, and changin
may/ eeu frovided tfdJre‘I)cw:)dGﬂg)Wdle ﬁpp@ﬂfﬂﬂn cata Ew cﬁi@%§t°r?‘tﬂki’f'" the

vl fBkon S, TRAROGTES SR S Subdghhon and

perfd:ahmglmaaceﬂandoumndmrES (DFs) and el enentary files

( ERbhicdVoR A RRGRIRAS HPBY 3Bl BReddl e Rbk oy s,

ying t rate andrealnlg vari ou
anct:amdam:;ﬁtim(ﬁwdw (esorgls, oagraupsoghegcerdsi WiRIpr 8@Sct |Qﬁ?u”ty

conﬁﬁ\?l%tg @ﬁ?%ﬁﬁaﬁl bt J&yco“ﬁnﬁ'ﬁ%rf%b@ﬁcﬁ'ﬁhﬂdqgfe cﬂ%ﬂ&ngefresponse

set S CO be’ desi
authenticetient pmgesmegenmbh@: fandem omté’nbfﬂ'ﬁe ‘Qﬁ@ﬁgc&ﬁnﬁﬂ@atmg

t h | i
orySE g?ﬂﬁﬁ?én'ge?’ﬁé? cﬂ%@ﬁ&’}éﬂg rvg liyﬁylnt?:(g rctggc{ ga?lgé# Qéviffeatish codes
(cmef anc:0Ew2).3CaRkhanagament gammands mag suitably M@W?ﬂds
whizh BB 51, g dibh, FABELEh pEics (PRSP pnd lerktreary dies
(EHlet Ml:ﬁcladial)ecmscbamyartds maxoéblsgitaﬂ:ﬂy provtdatlifagmogilying the baud

rat B{jogﬁ ‘e’?'?ansac |onE<g(§§ qwgg %}i dBQ@gpb;dQ%%%ﬁon of the
carﬂqnﬁlmhyrbe ddpreciated that many different command sets could be designed
for implementing these basic functions. One such command set may be provided
by the IBM Multifunction Card Operating System 3.51, hereby incorporated by
reference.

Referring again to FIG. 10, access point 15 preferably may comprise
software which may provide a user interface (for example, & graphical user
interface) and may be capable of executing the appropriate SCOS commands in
accordance with the particular transaction being effected. For example, consider
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cardhol der wishes to add a preference in car
preferences EF 810 w thin rental car application 414
(shown in FIG 8). In this instance, a cardhol der
woul d | ocate a conveni ent access point 15 (for
exanpl e, a stand-alone kiosk in a mall) and insert
card 100 in a provided card reader in order to

WO H0¢914208 o transaction. 5 After suitable ﬁﬁﬁd%’ﬂ%ﬁ@*??@s
ths ERSYRABIEL A EHakBRsARERE R SR & Bfeﬂ@éﬁd&e mrtpaé«emnpesmé 810

and after the cardhol der has _been

withif), fexiat Gar application & 14 (Bhwr By Fl&ta)agg 3€§ m%%rilﬁ? @i Gidhoider
woxﬁd’iodéﬁéjﬁgdoﬁgeiﬁéﬁt dl:b@ésebﬁﬁﬁ 5 (fof eRdAplepu estdiriegtone kiosk in a

t { t
malﬁ@nau@?%%arﬁl ﬁ@ou@émﬂlwﬁ%ﬁf G R 'fb?fdgF tor Biafe: %98‘6%880“
Aﬂe@fsartablsmﬂaét%kﬁg%ﬁﬁeéd &4r8 400 andake eara&ea@@«m)s taR'éI‘EpiaCe

user then indicates a choice 10 thro

ancyaias 1 SPTaBEIeE hasbaor AEoRAFy SUIIPRSY dr o Db oTast aggres
conHffofi$ifdt upﬁggn@MaltT;ﬂ Bfepdel Gt 3thqu§ea.rmmsed;ame aﬁphaatlon

conmand strin hi s val ue nmay then . be, se ¢
prograpRt #piGese p@faﬁ {havening e yari Wil A SHoies of Pregefeﬂae F%(fﬁsaﬁ or
exaﬁfi.‘ﬂe ptﬁbéé“ﬁét)ed 3Adrables 80 @hotd). OYRE udeF WRIhkindRates Hehoice —
stored In their respective databases 1

throngh deueli argphiealimeans anchig apereeate Y@i&'% F"aéébep%ﬁ"tt tq pard
10%%%%@&&%5&0 YRCAY Bav Ak icBMmahd il eﬂhié G‘-'alu@ 8ay then

or | |na transaction proceeds of f L q
be ahide mapmp%@pﬁ@er@ﬁm@m@ﬁé 2187 @dPRLER |partner) an

isstlel ABSr! rRzﬁ‘worﬁS@ﬁi 8k IsBfled AP MR re%ﬁéth@@rdétuﬁa@éﬁ 13 and 11.
Inserts card 100 into a card reader d

Altesuatvaly s Goiaaay Dol He: SspAe! SR BRARASE Soronization

proééHLﬁ'%ehl §Z@hER %%@ﬁ%@&é%cﬁ&kﬁm@é@%ﬁ e cardhol der

e presented, through the use of a hi cal
s8¢

| nCansiseb, 23 RBoter GRTER, 7 IS A0l tasR oD, | 4B  ipiled

aboVROtheCAQARMAG MBS SRHI U inid18 R dRIeP d8Plyed at a suitable
Interrogate the hotel preferences field in exerrpla%% the
d

accpsogIcifs 16F S¥fieri aprrapriol inwirlization appredies JAke oY
card} ot rohal Lb%f@e@?r&@d SthquEﬁtth@AJsE'd'f 4 BRaphicdl usér PRFRICH] Bie

ol ces. e card der selecis a specific hotel
optlpr!dpemlse athete! sesarvatios. dénnraehopsingrBis AtieBptnegtaliware may

mteﬂ@ggiré%% Jh%té?)ﬁ?éfer%ﬁ&é@ﬁéfd Weﬁﬁﬁblé@%‘%hﬁisaimgiﬂn ¢hamaider

ticular set of dates

ID applicktion 406 arwt displaithesohotels firyt avithiy the ljst of |PP§§b‘W°PH¥Cﬁ5
h °tA?4er NS E5iahakaY %&é‘été %”s;fb%%ctr%t%raﬁbrtyh e aofhviere IcBhtacts

has access . chai n DF 902 or
the pansepriate RArGES)12 overt mtyom éB mwea@f arhelg e for a

pa &ﬁ&ksétgaf d(a?%e dsE %{e?:elﬂag ?H\/%W)e arf I roRyatiGF Bf Wt \Iraﬁla:ub Fifes

een na assoclated confirmation nunber

witts rptel ewstbyn appicaionet 2rigywitieh @v@mmdwmmsmeess (ie.,a

t t
B (TR I 48, st G580

(asstespritremhbeaiawmi re t he cardhol der to transmt
ap MLl | ledn| | Q0 ciatehi SIhffRtioRCnumber
SRR 5 eSo Al haf Beth diod¥ T8 550
supphed by the hotel may be downloaded into the confirmation number field in
reservation EF 918 along with the date and the property code of the hoiel. This
step may require the cardholder to transmit appropriate credit card information,

which may be suitably refrieved from pay1 EF 604.
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45 WD 2006/.014205 PCT/ US2005/ 019388 Upon arrival at
the hotel, the cardhol der nmay use snmartcard 100 to
access a kiosk or other conveni ent access point

provi ded for check-in. Thus, check-in may take place
unassi sted by hotel personnel, or may involve a nore
traditional person- to-person interaction where card
100 may be used primarily to streamine the 5

W(gé@?%“%‘g process initiated by per sonnel CY {,I}(}%Sr#g%%n

La check-in, the confirmati on nunber 'I'n
rrayL'ﬂbmn aeival ahihel hbtemthe cardboldeart mew us-sHizcard Md0do access a

klogfl 8 p u L ?:rgl)'wrré)n%rﬁt gacé?%sppotmg{@%q ﬁoglfcpga% Wv Sflju%n %Reck—m may

takbqﬁddeama@stste‘drwmmblqmmmep b Alag m»phefaanmtraﬂ:tmrmi person-

EF.9 12
to-orsf, imBEELSH PSR G 0l By koo gl i, e
chédkkie pradaiss iritistéd Bjﬂ)bellsenmtat:ﬂ'ledroagmgkst the hotel "

S? :@gﬁﬁ%ﬁ!e%éoi Hieval l rooﬁ)ﬁf :rgrf) %glh%a%qtg% r f:r)t%%qnffom

resapMLioe %ngwneﬂld a ﬁharﬂd;d]atl rdoay nw beswgmmg(rt oot lagsigned
assi gned.room (e.d., . a. val ue .or unmeric

preG Ry TS Blebs v, BRI dvelie! FratSvic, foBr W (Fppidpyigte

pref@ansd file IfiRy., bl@férbmeseE‘FDQ@y@rCBm Phstiof pfefdalhacem@gaidh@bed

o TSRO i S e 0 o oo AR Sdabe

of SligHe Podms,itheebp aylm'nlgtto swganblimieche measmgmgemmyms
caw i nforrmtl on, stored

PayfPaEe Goar Mghp 25308 etRE! Bk poEienang 1 dpe Hsigned
rooén (€g., 2AnGABREVaI6 Uriziiaadmeiit btriagy amy trobtred. ) keywdhthe-

rooBEF S0 CoichraabE Maybls Ui GPRVRS (oPPhal Vi Jager 1ook

apRéek for @RAFobMEWARh\RS,. belbnfigared o bgern onupbheeceiving the
acqgire frequent stayer points, which would involve
¥¥-ng one of the stayer ID EFs 906 (or 936). During

t heﬂ\tmbﬁeuﬂfmeh;b@yrﬁérﬁ)‘na@ttak&ﬁlab@fuedng grdymeoacamdhf@anation _

St GRUR T coart s BT, o i, £ BT VRGO Ppshoare

readeK ¢.e. Tﬁ&&?d@g@:ﬁiﬁlge@d \giﬂ': acceds pold efts)t ey e plf'dvahedbia any
convenl ent oaqe to Ses I,

IocH oML (oh Ehecs it o Mepotananm T ge ivdyphotel

rooir%orhemelvé@ Nraé camhoweﬂtrﬁythe«mdqdar@ ereqasdtrstayer pontd, which

t he , sane bo h t ask of
wolldheripiztid PRast I SN0 Iy £ SOP Fiapy g Bie odtee of
hisEt& 81 SRCRStelS tiRy esrdnblibi mapreleimunes duy .aﬁﬁbetrtﬁ expenses

it o esVicRyonsRe S8, S Vaung eI 78, Tres orpenses

or ﬁadu@b@ﬂ mefeof ”ﬁq.‘éy tHaesorveniondy dechibadduiats exsatisas HFODNG Sor
thro‘éag IPrg}! dat e of frequent renter EF 807), and an

later iR S OTAIGNIWRI-st or ed wi t hi n expenses EF 811.
Use of card 100 in a rental car context would necessarily involve many of the

same steps described above. The task of assigning a car would involve retrieving
car preferences stored within preferences EF 805 and comparing them to a
database of available automobiles. Upon returning the automobile, the cardholder
may then be awarded frequent rental points (through update of frequent renter EF
807), and an expense record may be stored within expenses EF 811.

46



10

15

20

25

30

46 WO 2006/ 014205 PCT/ US2005/019388 in the airline

context, card 100 coul d be used to nmake reservations,

record preferences, and provide a paynent means as

descri bed above. In addition, electronic tickets may

be downl oaded (EF I ET 710), and boardi ng i nformation

may be supplied via boarding EF 712. Frequent flyer
WEE(?O8 may then be used to 5 update the cardhol der's

PEEOERY f1yer niles. The systemin accor F&AGS2Ap19388
var o™ ik EColteRf " Safte 100 eswd tbei uved b intekenmgerviatioha) decord
n er sonal |

thods a a ratus for Zi n -
rofErenies ARY) cROR AchRutetl PERET RS oMb Bhove, . In, agpition
elettrbabaiskstsimayt h@dé@ﬁlbeetéid (EF EdeTﬁl_t),r élhﬂbmidhgallﬁfgangﬂimnmay
Syst More part r re ri to
be BRI Poe LR 120 Eiritclves B 208 el e pdped to
uppatefties adnidpolays ﬁ@qaelhd tgprmimg.curg support client 106
serxyer 104,.acar obj.ect at abas u ate s tem
oo Vetgn BpSttions Wit et B80T APEE hEeht IS angay
inciale methesds aarel agBatUEDGH persanalitpdabed dogamicals s@mshronizing
smipitrapdp e Shoolaih SREBREe B 1S “ehuebe ok A st hidpsmogon
syét_émﬁoril\ﬂd:@u pedicu!ariy,nt%%mpi@rm \to aIEIGeFH ,aagl n%:@ggﬂé@ceynamic
W, t . . Snmart car .\ n, an exe ar e odl nent , .
syRREShiTligh c syt (O3 Preratab eV Comuern ShRoS: Fappont client
semés? m,lalgardamﬂemmamw Ii]lbdm_?ii gyseRantes %%DB&),ldrﬂe? or more
ont | re 0O connmuni cate Wt . r .
enfese A Synen ol B et v AERTRIRIN En bty Boio system
1 1$mmveg?r rﬁdaﬁeamergﬁge/@ata clﬂaﬂ&*ﬂicirgauitfﬂ ﬁoeﬂm:cwh Kflaty Bhe a; Bnore
syl t e netwp (0] S thro ent.er e .
SR AEOPES BOPIE SOTIGRHST kY NRroperatig (eapt Ak rSiTage, with
sm‘gytts&emlnlmlq? _ade@h_p'{drfS ?}{ifgmn?@ss Blse(i;ajttﬁbl? rﬂﬁalqu wn'tw;_sr%e a
a . C ectl on | . n rprise ala C ec on
peAnalzS4an Svaie 194D e B e APt a e SalFe ddtis Eonmigiied
to sampohitatelvigntopesSvAs1104. |1 n general, as descri bed
in further detail bel ow, each enpterprise (e.dqg. .
L PR lod i in o Sralbla s ame N Geire, SUARAt cliant server
11%10[‘}3?&368%&1‘@&?5@03@5%@@&?& ﬂdtwmﬂk 1 im4@08&dﬂmrmﬁdm@?;5rﬂ@prise
erprise n WOr . an . .
netpod 1104 R IR RS B L HOTRIS 1o Ers™ 108  Which igel
ma@rﬂeélli)rg{eﬁitﬁoéisﬁé Kddth let{legtion @B@Utﬂz.lgrﬁrfg@% ﬁaﬁaoe%lréation
o an rprirse net Wwor . , an
”"'§01 b may i’ed&geﬂﬁ?/ %Cﬁﬂﬁ% dEOQ And Seey rfea%uypwa ﬁ&%’%t serves 1dR4.
in daHesall AhaésdAbeS hSultier REFIVIRN Gachvehiririe (BdTR&lin®bartner,

enterprises represented. 30 Personalization system
h°tf[114|®a’ﬁ’§§v AL RPN &F-bnMaY Lﬁe Pr%f%faSWg 3§6‘a¥'€‘8%1‘”‘th a

cobeBphging dsDd 091 QBTf@ﬁerbﬁse RefwpRNah t ZasaP EDRS t1AAR 1 1%0at is,
l____I_jg;‘rélzécreate and issue smartcards for use. b

T ER) tRpTRseRnie oy ER Sy OB, AR eatrmise BMGek H1d4(a).
EDCU 1112({b) corresponds to EDSI 1108(b) and enterprise network 1114(b), and
so on. The DSS may include an arbitrary number of such functional blocks in
accordance with the number of enterprises represented.

Personalization system 1140 may suitably function as the issuing source of
smartcards 100. That is, personalization system 1140 may create and issue
smartcards for use by the consumer by providing a predetermined file structure
populated with initialization data (e.g., account numbers, serial numbers, smaricard
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populated with initialization data (e.g., account
nunbers, serial nunbers, smartcard 47 WO 2006/ 014205
PC/ 1 US2005/ 019388 identifiers default preferences,
and the like). In this regard, CODUS 1106 may
interface with personalization system 1140 in order to
facilitate rei ssuance of the <card by providing

updat ed data:in the event a card nay be destroyed,

wbmgmugﬁ st oI en. Personalization system iré*i"/%sioﬁsmmss
cLi detal.k.fel ow in conjunction wth
48R, Erhesring Bpdikeln Th 40 gae COILHS dags may

ntéerceQMﬁi Qgi%bnéi%ﬂdarii %yst@lW‘PiQL@eiﬁ GHBEh tol fAchiHS réishrRpbs Yof the
paoi nt of "entry for cardhol der conpl aints

as
éu@épm ing J sheategiata du dhe erent & gafd mayoes dpgeyed. (0st, or
stofeml t%%aﬂ%ﬂoﬁ@?ﬂ!éﬁh ¢ P4(Fis Webdtibea G BRI bBRIWTA RBAJIARtON with
system 1142 in order to assist custoner service 10
FIG.d ﬁr esentatives and/ or automated systens in addressing

Cafﬂ&lﬁhﬁ‘ﬁﬁwaﬁrﬁé@%e d%@ieﬁ{ RI45 %d?eﬁé"'ﬁfdﬂndjeﬁlﬁr 'E%toﬁ%r service

configured simlarly to network 19 descri bed above.
PU"PH‘é%%a%q(ﬁ'I' thisicapaaityeacty as the poirffealy derecardnaidey complaints,

qué/s%wtahdqrtné}%gw& ifple! ETDUS ?o@éﬂubapl tRay Smmunicate with
| npl enenting the present invention i ous nodens,

acqogpt efmgintengpee s sysemi 11dAg, ibaerdenp tay assists customer  service
rep%&éﬁfatﬁé‘@@ﬁdl@ﬁauténﬂgteﬂ%?éiﬁﬁﬁﬁﬁhéd@?éiné’Ear@lﬁoiﬁgpikél)’&d to

realize the benefits of the present System |n one

entfgtemERR network 1 tidampy be canfayfsbaimibariy toriehver i teseribed
ab&@erﬁ{dsﬁ%k'ili%d an ﬂ@é% vﬁﬂ“ébﬁ@&%%ayﬁ hafety! B8 (8lems

software i s used t ITp enent secure su port client
ares gifitable Mow‘emmeuthetmes%rmwgoracc\é@@ugdnﬁﬂ@ﬂs routers,

CPEJ%”%bﬁi?oét %Bék-ﬁbo térﬁ@f b@@érdsdﬂpﬁ’e?@an@&erﬁ%lsl% be
CODUS on

st [ ement ed
emplpwd Ffeaea,é!@e é@%ﬁeﬂ@fﬂs @5 @?eapmgntu $ysEem.Win mmﬁodment for

exa‘i"l'ibféré’ ad Pﬂnheg c%m%erﬁ'%EF‘atiﬂ tlﬁ%SQSl?%man?enttusmg

package. Secure Support Cient rver Secure suppor

IBM M Seres spliwarel saisegyto gnglemgat 5@&#@? suppit et gever 4498,
whé’n'é:rﬂc H@bhn%t%' 'aEé’esgl 5Sh8odrhHEet S8nd-BdnY! &Héﬂtcaﬁ*&%ésﬁcs an

' EDEh‘y used duri n a transaction. Server 1104 al so

1%112@&15“ ORI ETMGoiR they srpinmertagesn & dramaRae $Yolinea
corﬁ;ﬂlt&t EE{ef dratih® in N NViRRRIART 'é’?ﬁ/ﬁomt %ﬁﬁﬁga@@uﬁéb@%base

erring nowto FIGS. 11 and 12, “an exerrp ary
SOfQ@é@PéC*@QEport client server 1104 may conprise a
security engine 1202, a suppl enmental application
support 30 1204, and a router 1206. Security engi ne
39%@§Uwgwﬁ%fsw t abl e hardware and/ or softvvare to

prq;\g’cgpe §§[9;55rf3 ol SaHp91 AL ﬁ%?”ﬁ@?ﬂ%bﬁvh%?&% ppiePnat, any

enterpri se networ
funglionglity tyisging frem tj:ngolzdlwﬂyal wehegsAmint 15 used dunng a transactton

Server 1104 also may suitably handie routing of messages from access points 15 to
the appropriate EDS! 1108 and/or EDCU 1112.

Referring now to FIGS. 11 and 12, an exemplary secure support client server
1104 may comprise a security engine 1202, a supplemental application support
1204, and a router 1206. Security engine 1202 may comprise suitable hardware
andfor software to provide secure messaging bstween server 1104, EDSUs 1112,
and enterprise network 1114. More specifically, security engine 1202 may utilize
authentication, data encryption, and digital signature techniques in connection with
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aut henti cation, data encryption, and digital signature

techni ques in connection with 48 WO 2006/ 014205

PCT/ US2005/ 019388 i nconmi ng" and' outgoi ng nessage

packets. A variety of conventional security

algorithms may be suitable in the context of the

present invention, including, for exanple, DES

encryption, RSA authentication, and a variety of other
wQHHEHPIScal and non-symmetrical crypt ogr RERiUE2005/019388
mébﬁmhuﬂawega %amﬁuﬁ’]@s S5 b8bkeAPP! A CRriefn os%%ﬁnoha%ecumy

preferab y conpri'se sui table hardware and

a@aﬁwmrr@ymwmﬁ i thel eeriexttal the prment irweam§§c'5@ﬂat for
examplef E)‘E@ éﬁ’é}%tloh}’ RSMDéLﬁhQﬁchh&iJ |a"i\El| & varkty b€ bthkt Ggmitiatrical

sui tably determ ne the nature access point 1
angy pppisyenediigs ﬁryp@gfap@mtse}wws If access point 15 does
not i KlbHERtal %Fsucae&ﬁ QDpp&t 8269 iR Ha f&émsﬁw Guitable

the requested transaction, then server 11

harhwase | @Bﬂ emeoitwitet FURBORENs (plaied, tos gf sRAFTEC AsgasePoint 15
fud&ﬁbr‘r%hltycOWRJr@Eﬁﬁicﬁlaﬁ%tée’r‘\Fb?raﬁtOHQHa Whitdbly Sétﬁﬁﬁthb\’tﬁe RERIré of

1108 and/ enent’al functionality

aceRsy RoiR| Wiutilized dyring gi @nsgaﬂmﬁ? aceRsg oY todogs B‘He‘f‘Plyde
thef %ﬁf@%ﬁét@%oﬂﬁ&%af&? cRBGIR the rbSRIET PRakiod, Liﬁérh%érver 1104

bel ow) sent out oOver the varjous net wor k

suprligprithe fungtionality (hes. softwaremadpies) wiise roemlqte%ﬁf@atfﬁnwm
with 3E85eBl@ED g 3 1@3‘ aﬁﬂﬁ?%b(‘ﬁ% Ry 1215'[%@'5?1? plbmer functtonahty

consi sts entirel a stand-al one smartcard reader
may5o¢jude, Halgr ﬁh%\raoﬁwarq mogulge forgapertvforrastting masspae packets

(dé%ﬁn!?e[‘if M%rtﬂe}%tatﬂ%ﬂﬂ\@%eh t thS %n‘ij?dser%iﬁbrks Q:vagnsmg the

tran errin mess
DSEo la¢rde>fanmﬁe Svhare @atrawsm@)nu tﬁk%ﬁ plagr vig' afhﬁl?ﬂﬁ?éﬁ point 15 which

ma?or‘f\ﬁ?é%rts MR, Bt %u%@ﬁglaYor%oElfnbﬁé’a{rﬁq'eg%ﬂ@S’Od)eth'eﬂcllléﬁigdau

access pol nt nost necessary uncti onal

fungtionalipyp maw chen gunpliet diysserven Ikidebemause dhe smarisardy r¢agier nby
ltséhh ﬁ'ua?cﬁe d %EatBI@oﬁ@aﬁgfenﬁ%r r\‘n8§sa§]égfo Wfr&ﬁ%éﬂ@a)’d 100 in a

tfan varl ous nessa ets to and from
“dtmtte@gnrpﬁs; nHowgvam wheata sui waig’gatﬁgiu Pomay be included for

acc%?sg R85 ﬁ@gﬁﬁegeg% {Lgﬁbhélgy ﬁ‘iﬁg bg%u?Hl%bfgaﬁd“u%%are

és suitab t ho t he use
mogules aesiding it thediGe losueh peage., seﬂ@vém%mavmxd oalydrangter the

varjidug%ess%ge aﬁﬁéé Wéﬁ&jf JBL€E 3@?“51 ﬁmﬂoqwl%@bﬂnr@cmt%na!

an dé server
sof!m(re rﬁ@desiuﬁmafmrwﬂmandv @er%lmplledgtmugi’egmagé@bﬂ@ meilod, for

exéméom%ﬁeﬁgg&#%&e ?d?t’m%? 1&6‘@ ‘.’}Q&é‘ Ac"tﬂréx and the

access rou er
likej.onf d@tnwaed aoftvemretraslglmghwﬂup [BCOGHS] ml@tSf‘Lﬁadﬁf@m 4pP0, andfor
Sella%pﬂﬁ? within the DSS to which a given nessage packet

sho "be sent. The identification of the appropriate

30 Rauter i 20faimayl suiteblynisgndien kautipt af enessages dnitbe appropriate

EDERE gbggco%%sgg@rg 11‘?&"%}%‘&' J20Ls pdifls 'SdeﬂHEflé ¢tk 206
may be configured to identify the appropnate functional blocks within the DSS to
which a given message packet should be sent. The identification of the appropriate
functional blocks may take place in a number of ways. In an exemplary
embodiment, the identification may be accomplished through the use of a look-up
table comprising a list of appropriate destinations keyed to information extracted

from requests received from access points 15.
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. table conprising a list of appropriate destinations

keyed to informati on extracted fromrequests received
fromaccess points 15. 49 WD 2006/ 014205

PCT/ US2005/ 019388 I n an al ternate enbodi nent of the
present invention, a secure support client server
1104 nay be not used, and the functionality of access
points 15 may be suitably specified in order to

obvi ate the need for server 1104. Altérnatively, the

WG HPRAAS of server 1104 may be, al | ocat eBCEHH#005/019388
di gh Entafdenite @ﬁﬁﬂ’éﬂm of he greSent InveAtBRESdcHiINé BuspYt client

adv eous ner iated by th
sergqi 11 o Bonpisech e R éurt@Pﬁg'ﬁw a6t giints 15 Fay be
suafaﬁfyeé;ﬁemf&ﬂﬂﬁfcﬁhémo 6ﬂi?neﬂé‘l/ha ﬁ@&fﬂﬁ%eawmmc aAlﬁﬂnéiK@fy, the
the systemfar ffecg n% Eartlcul o&g
fungioe, bosrEb P& g be. Sloesied andk HSFBVIsloREugout the DSS
corﬁ&?rl&n@ssm anz%ﬂ%r\taéédm rﬁﬁﬁié?StS ticket requests, and
the |ike. l e, shows an 10 exe

Ly e, APRTaEIAIe by, (B0 SRR iPe; it that ety g pachion

refé@§’ ?@ﬁéfhﬁw 8 nkéddBe dofMAACHEPBYAN the systdn el effecting a
ner, wherein the field name 2102, data type 2104

pa cuiﬂr gogh BhapsTRlp) dehichargen aythetzalingy prefelrmce o Fapnges.

resBRB66A Hidu@Btszﬂ&%t Peuebs, Addthedikb Fid aPtl|faF eXmipls, dHdws an
this exanpl e, the transaction rresgq{ges nmay suitably

Qsmi@w t@saefmw%ata Struciitecpai dn theeqraed of aerfﬂawaa a@t%v"e

traft@kfor Wit & W4\R$ pHRYerD&herER] m)é%;d Aéng@ﬁdz%ts@pe 2104 (‘C’
Dat abase Update System ( CODUS) S 1106 may suitab Ia/In

for shatactarl madpem itetenath 8106 @natfteacrﬂralow%@t ¥ bgr liste

tabhlE? fé(tﬁ’f ' QH thb Se%iﬁi&les TRé tt:%ﬁééi:%oﬂ Qﬁessﬁ%@@ Iy Suii D) b@npnse
in an exenp di nent ,

oommeeieh@;ﬁe% satgrna%eta alibeugh @tveré#gj@ gisuctgigs may %e'aaloaed
managenent nodul e 1604, an obj ect database 1616, a
card object admnistration nmodule 1606, and an audit

Ca'fdiq)@'e& abaseddpdaty System{eOBS2 nay provi de suitabl e
‘{F‘?DUSQ @6 mb 5&ifabR seurdhyStord ﬂ?d?ﬁﬁ’ﬁéﬂl Alatet 96 @5k state of

I n obj ect database 161 In this re&lard security

thee‘r@oné lgw sharcaids 109 BefermgsnawtadiEe att ard Batih an
ex&ﬁ’tﬂé%pérh%ﬂlméﬂfj cbhousal 108 ﬂﬁ?@éﬁﬁm&@@@ééﬁiﬂ’ﬁ eaémbn‘IﬁOZ a

connéction wth 1 ncom ng and outg@(iﬁng message pac ket s.
datg masBgemanty sRedwas1604. arhobjesht 3tabate (1RdSprasead object

adﬁtﬂ?é?rﬁﬂér@ﬁwodhl@%ééeand‘éﬂ alRiftdlEe 6og. DES encryption, RSA
aut hentication, and a variety of other symetri cal and

norﬁ@yrﬁyepnglﬁw 1602, Wﬁyogfogpﬁ, gm{a@&q]rﬁea%g fopginter alia, the

InfdVRRASE SRRl Wﬁ#bﬁeé%ﬁ@é‘ 18% t ﬁhhhé r8Gdrd 8ecriffriyine 1602

Interface 30 between 06 and account
mapraiifrecyasions amﬁwntl@ilomlata aacrwalicw@ and digitelpignature techniques

in connection with incoming and outgoing message packets. Suitable algorithms in
the context of the present invention, include, for example, DES encryption, RSA
authentication, and a variety of other symmetrical and non-symmetrical
cryptographic techniques.

Data management module 1604 may suitably act as a data interface
between CODUS 1106 and account maintenance 1142 as well as between CODUS
1108 and the various EDCUs 1112. More specifically, module 1604 converts and
translates between the data format used in these systems. For example, data
stored within object database 1616 may not be stored in a format which may be
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re specifically,
nodul e 1604 converts and translates between the data
format used in these systens. For exanple, data
stored within object database 1616 may not be stored
in a format which may be 50 WD 2006/ 014205
PCT/ US2005/ 019188 easily used' bye EDCUS 1112T or
account mai ntenance 142. Accordingly, data mnanagenent

woremerd1e20604 nmay conpri se suitabl e routi neBCT/HRE2005/019388

eff @ct 4 f t
L et e e
mahﬁ@@n@mteﬁmm@ H Qomymmmnde ssiiahle bdutines fat fteioting conversion

d hr oni d
s 5 B ety Sy on 2o, and
dat Gdrdsebjéftbadminisératian ynasiulel 4686 gxeferriik mays pravjden suitable

oo R BB SRR o AR Ok SRR o o

of dkith atme@ withinapace databyst 806 AdGHeROBIBIabase gackages anay be

st PR B S BR G SSRpSpatr

relatinel dmalmsetmragemmhkystmumshﬂsvbr e
par cﬁﬁ%&% g%é%séﬁ%@s ?r}%{?}? cﬁé’ eqf%gjtg % Jeeg%%gﬁége 1’@‘[166 thereby
hellbmgntaaemswf She-f ariggnty SIIr i aand siateu stomed _wgihmng‘@_@U%nﬁ Of_heMore
ike [ [ .
part G avier ceeS. K Rhisel aleh 26 By Bk s SETE bt o
pre{a'bm&eumwes dmahemloné aﬂp:atéat{mar@rectuites citivjgest a?katlwoﬁi@e audit
,.may _he u
ﬁ]ev%bgdﬂgy Yrgﬁ%f,lftﬁagfled@) r] F]el%}gﬂ 6‘%"’&8#&@[’1@? e, é bﬁme date,
an@ﬁ”ﬁtﬁt@@gcﬁcqmgnt:@émﬁsgé er :afed by a suitable set of
. ia.
ot doigftdritieg TR mBY BPtisatdo Rh ekion KRG e Yarious
snﬁﬁ”@értaySO?b d?jgecltarau,lacleguﬁle ol‘@lﬁnantmaresnay bé @haaictemed by a
ool L BT S Bl BBEb RS TSR P il

in atcar¢dnveeivitadSOET316amayhise Iamtnlwadiuajbje‘dt alatishase 1616 stores
dir ct or rise

nd. .data, that conp t h
npER SrERdo B nehEG: pRdbald i &G pHIEE yaros.aertoards
100§, ﬂiﬁ@yovem fid eractusy)cis wélbhs ke hﬂbﬂduabf eﬂda chrector:es and
able s of da a.fiel
daffdbat Suoeat e 08 Baphs of Rie tbsudlel SRieF R FakCrg1g may
be @Rog%edtigh At itendodtings b sultsiste v of data il for & D&ntsmaaricard
1 @hanges to smartcard data and/or applications

orresponding to individual enterprises. Wth
reference to FIGS. 11 and 13, in an exenplary

e b FEsad e Pl O 555, 2,commim eati on
st rucii ieRemglind @thbodiment, the various EDSis 1108 track changes to
smartcard data and/or applications corresponding to individual enterprises. With
reference to FIGS, 11 and 13, in an exemplary embodiment, EDSI 1108 may
comprise a communication server 1302, a security engine 1304, and a file structure
400.
Communication server 1302 may suitably facilitate communication with
enterprise network 1114 and update logic system 1110. In this regard, server 1302
may be configured to translate between various formats, media, and communication
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Comuni cation server 1302 may suitably facilitate
communi cation with enterprise network 1114 and update
| ogic system 1110. In this regard, server 1302 nay be
configured to transl ate between various formats,

medi a, and comuni cation 51 WD 2006/ 014205

PCT/ US2005/ 019388 protocols as nmay be necessary given
the particular choice of conponents enployed.

W %%M&g engi ne 1304 may provi de suitabl esﬁ%gﬁg%dg%?m

reasures with respect to the access and
protdeblst’ B8t Ty bst-FeEadsEns giveat tee pbBitulaBechnicd yofe ngnpenents
1&04 5 may utilize various authentication, data
emiq¥¢dntion, and digital signature techniques in

g 0 rswglﬁiycnhlgma mo'r;inﬂayrbmidﬁrwitamlé geturily rrmﬁsa@e withalesppest to
ul t abl e orit In t onfext o S :
the;3geeh P SofHae dfdgormaon e i Buicse 40tk St B ing, 1304

ma@uti®N¥driodt i20thengtdion, ¥ats iedtiyptidn, @ind eligitay sigpature tichriqdes

. hon-symmetrical . cryptographi c techn €%, LR, Fi.l e. .
in QPRGOS AT Qi MeBsasece e JutA R ASS s in
thecédﬁﬁét b}d'tS:ﬁ! the qjgéwne inv@afcﬁblaﬁmdu, f_ardaﬁmpié, mEs]E endryttian, RSA
at abases and nmay syita rovi de a. nepans, for .
Uil o AP chr HeTY o PhabiBh PUPEEIEaL, oo P symetrical
cryPREfdpRiceiniqutser prises. During synchronization (as
descri bed in fblr her. detail bel O'Q sg changgs to fi le!
st riilesiEtra 460 groredIncaegiar Saiat FPEYRHTEH LTy sngle
dataﬁ&ebaﬂ § oY of Q@tﬁ?ﬁ%@%@be{%b@ %\:’hﬂ&hiﬁy lsﬂita}lagfobhﬂiﬁ&yshmms for
na e conmunpi cat e o file structure . is .
Stofsh ATGa B Rayen tsiate it R poniers At snlthiase; Rying
syrieRfoRizativn eRgieibedh z}lgtggﬁ@dlithw b@loiw? @mnwichAnges nfg file structure
conmuni cati on rver . In an alternate enbodi ment . .
40Q R@y piReopasRd ff\ymfﬂhotw &&}ew@h YISBTYEIE: ’fﬁwesrﬁiiﬁr"@eefé in
thel 9ERAT niaHt e EhAmBRcaRERe T SeLdaeld0D] L Phis Thaimurication may
while an jllustrated 20 enbqdi nent %4& I%ﬁ].orég or ith
be RSplErabiY, <long| PSCucp Absing Ay GnEEe T4y Grminclion wi
coriMAibA RGeS Meerti@obur t her stream i ne the DSS by
incorporate this functignality into th orres [
D) A3 rr el morenonh St tuneierah odted &jc e E9Sf, fbe
ma@heCioriea i‘a(tjd/ R TheYee s)liﬁﬂﬁtﬂing HEEW € 1g@gi Thatyis! @hilel b fGilustrated
ormats an secure rout es .car at i Jom
ombPRIMERLEHH ariRlel PRS EheSte PRYICAIN FoRRET %B%Ti)é?g& i may be
advaatRiebud 't Mekert Qrdahifine Uith DES byn@¥suTRteathis fendtioality ito the
stem 1110 may include a | ogi c engine

update logic s
comesponding Eg)pc\-' ﬁﬁ%@@%’i‘?*m‘ul e 1404, a security
engi ne 1406, an enterprise update adm nistrator 1408,

and an enterprise update 30 audit nodul e 1410.
Update Logic System :

In an exemplary embodiment, update logic system 1110 formats and
securely routes card data received from and transmitted to EDCUs 1112 and EDSIs
1108. Referring now to FIG. 14, in an exemplary embodiment, update logic system
1110 may include a logic engine 1402, a data management module 1404, a security
engine 1406, an enterprise update administrator 1408, and an enterprise update
audit module 1410,

Logic engine 1402 may suitably function to direct and distribute information
changes across the system. Thus, logic engine 1402 may be able to determine
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t and
distribute informati on changes across the system
Thus, logic engine 1402 may be able to determ ne 52
WD 20061014205 PCT/ US2005/ 019388 which nodules (i.e.
whi ch EDCUs 1112 and EDSIs 1108) need to reflect the
change. Data nmanagenent nodul e 1404 may suitably act
as a data interface between EDSIs 1108 and EDCUs

WORSOIREY e specifical ly, nodul e 1404 may RETUS250E3$8

wiieM eI 2l RS D8 LvmenastiEDdior11eB) weed tbnreﬂect the
these systens. Accordingly, data rmnagemsnt nodul e

chggg® may conprise suitable routines for effecting

Con%[é'rﬁéhaﬁﬁﬁmeﬁprn@étﬁé ngoaf nﬁ?t &liaﬁ@oﬁbmglsaﬁddata interface
data. Security e e use

befyesh BDSKT 1 Gbped CEIHY § 11 Hm Mo seocilitly Pediet4hqnay be

abftati@ EdrReHNEnd hfé?ié%e URSebEn | Gomsit 88_dl A Othese systems.
Security engine 10 1406 na¥¢ utilize various

Acsoidinght. i daka inanagamest Beekippl §n mayrrengrnge sitablegiostings for
offb By AN ESidn ariGBRmethn ar Bt Iﬁcblﬂﬁ@"ﬁrﬂ%tﬁdﬂi‘ng)%tﬁo' ng

nmessage packets. Suita ori thns in the context
of PREUTRY eogine 1%9’1‘?%?? “15% QaRvideosuiigklenppuirinpmeasures

mﬁnﬁe%ié@ét' tsruaté?%wmgt fREUghCAdaN logRNSlysterd a1 Bt yS@et.uer! RBgine

érmetrlcal nd non- symmetrical cryptographi
14DR cMAY gitlize VPBG‘E?]t%‘F"ﬁ“ '§%‘°ﬂpd‘&f% eRgRYPHerS t %ﬁ &'Q'tfh(%“ature

techniduBliyY cHRYe GO RNthSIRCEHR hd WadsS geiaAd Y SuRtabl
erraldr'ilt%alln dat% trarllsfer ?vveen E%Igs 110%%% EDCUs e

algprittyms fmtthe srontaxt gh e epr&%ntt inverHiene include, ot %BWI%HQES
enb.ryeﬁ(kn URéﬂt Suﬂh@ﬁﬁb’aﬂ@ﬁ' aRd él\/awwgoﬁ Rk Iy riREREs LAYT fon-

tem 1110. More particul arly, “when infdrmation may
smmeér@aé@wntmrapaccé@cm@t@s update | ogi ¢ system 1110,

(aSERtehHR g@éte pé@r&ﬁs%&ﬁ wbats%ﬁam%raw aésmeffb% overhead

ppl|cat|on tructure changes e I1ke)
softargl Becepsany raypaintail Iday 1@3@‘% bpiwgien BDSls ﬂh@f’s and EDCUs
11kpformation, e.g., tine, date, and nature and content
of the communi cation. 25 Enterprise Data Coll ectiaon

Uni Entepiriss uptate pydif mpdue 1440 @ﬂ@afﬂhﬂ‘&)’dﬁi% ypglage frfermation
flo&rfngriﬁnfo%r[;h Abd %W Qy@téﬁ% QG Mdfflé Baﬁneméﬁy% R-m“e%' |Hﬂ>ntnﬁtuﬁq may

ti1cular enterprlse reference
beawmr@u@ﬁ@qeér@cr@ammmdoglc eemst@rrp A 6@ @?&t@ f@@)lI"T @éﬂr@‘ﬁrence

uphateE, l]rgrﬂs%cﬂ%gt Isi idHi6n SrRey bhange%n%aqhelfrﬂé) aﬁ‘:dlt module

customsr u ransacti on dat abase 4, cust oner

14&%3!@@@“!*&%3@@8 oh thisindesasdon, 319, tlﬁ’ﬁ d@f@aﬁ@d nature and
mﬁ%ﬁ%?c&é%mc?ﬂrrﬁmu audit file 1506, an EDCU

mnistrative e 1512, and an EDCU dat a nanagenent
nodul e 1516.

Enterprise Data Coliection Unit

EDCUs 1112 preferably store and coordinate the transfer of synchronizatioh
data corresponding to a particular enterprise. With reference to FIG. 15, in an
exemplary embodiment, enterprise data collection unit 1112 may include a security
engine 1508, a customer update transaction database 1504, a customer pending
transaction database 1514, an update database 1502, an EDCU audit file 15086, an
EDCU administrative file 1512, and an EDCU data management module 1516.

Security engine 1508 may be used to provide suitable security measures
with respect to data flowing through EDCU 1112. Toward this end, security engine
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Security engine 1508 may be used to provide suitable
security neasures with respect to data fl ow ng through
EDCU 1112. Toward this end, security engine 53 WD
2006/ 014205 PCT/ US2005/ 019388 1406 may wutilize
various  authentication, data encryption, and digital
signature techniques in connection with incom ng and
out goi ng nessage packets. Suitable afFgorithns in the
woGhidlogshs of the present invention, includectfuseoos193ss

npl DES RSA th
1408 B HHIEH ~oveh BAARECRIoBa ek PFORIaT. o StgieL fidhature
tacl}?lﬁgﬂég N icBRAcBh oﬁﬁﬁﬁﬁgcaﬁde&hﬁmﬁgl AFessays pbatkts. U Sdithlsle

nsacti on ata be used to store 3
algdritifros rimtthe ncantdé Hofhths U@é@ntu',ﬂu@@f@a dehudes far examgler JeF

encnggfl NhReR I&ﬁg‘leﬂ%at%ﬁt an@’ PRAGEHCEF Ithdrheynvmedriedls and non-

AbaSes Snd nefworks that requi re updating. For
symmeama! epnvantiona aryptoorarhiedechaiqv@®ed t o change

gﬁh& " upl &Eefrgﬁ‘sca%ﬁoﬁ ndétgﬁ‘as%o ﬁGW?(%yOfbea used to store

ndaction W th a particul ar enterprise.
anformdtmnnuhucbrha&duﬁedl un:datedn@n asﬁ'@iaﬂcﬂf@rmo bat g‘f‘!ﬁ“e’&aq pot yet

BT A g T . o

exafpld, jsridricard 160 BDgY beluwd. to ghanget gasaheider: PrEfeRdssoA ¢

; . | o
ool 58 BB b L Ay e Flomn S waasi o
shostteme, beldforied i databissn1 3041 (for dke pytieyaraePrismianiiht epuid be
fanﬁ‘é—gutb%kéai)ﬂsa‘f% cF‘QHé agbl‘bﬁﬁéteuéﬁcgg 11Re arMBDSEAN 108.

artlc e transactlons such as
Thupiyaé@fnramcnhrarsgc@gcntmdnﬂrr&-erﬁﬁf@i baleW-be initiated by

us g%gg)rf ndhgrt%ggct%n %!a 1‘8% GhaydRe §u1fb%ly uddviel stdre

car or ‘exanpl e, hrough a ver bal requetsth
mfomatiomremmumrmsacmbr@pwwehawtaémﬁ age witbaut djfegt yss of the

ch aﬁ? R/go(g%g) lcgghg"\éorﬁﬂrﬁn fi@hs”%ﬁctbﬁs ?kéfé@hbé/ cRéhges

Insact | o at abase 15
and manmcmagnbejammtecbhman@rﬂ!nplderathmbea ghanne], mnigh gogs not

invglys 1SS g%rb% & ?%glel OGN abferbacq héth%k lénﬁﬁah@éi\'d

€ss ’'pol n ereupon smartcar
tetepheme.f [n samh\md:aseasndja}gdga gqb@ﬁhehh@o\yethﬁﬁpé@ gaayvge( ppitably

storéagl f\ a[g‘?@ g%ﬁ%‘%&g{? gbraééﬁgtgﬁtﬁﬁat ?Hé‘%%n%é&%n N@ata RBmains in

ypes of
databbaestiidi witi the carresponding avarteard 109 way ﬁ‘ﬂstggtm ganjunction

w:tlgl aﬁf—;{:f labl & wﬁ&%ﬁé&n s}n%ggééﬂ}rﬁggﬁtbsgﬁgéﬂhélgas Eobus 1106)

atabase npl oyed to store
mafr bé@pdslbdlwﬂhuhle nepdafpesation. det ai | ed beI ow. Audit file

15 GlpdB sty 10, ShAY e RS ot 7Sk, HAAOGRES o
traufslabﬁoﬁbﬁﬁlé tizmsadtions whidhpmay got 8 Qéagmabletaﬁeupc}ﬁt%,glpygiy or
penc{lng.atfgorlenxatn?p e, Gpdate tda¥sbabl | 892 may be employed to store file
structure updates as detailed below.

Audit file 1506 may be used to track changes to update database 1504,
pending database 1514, and database 1502. Audit file 1506 therefore helps to

ensure the integrity of data in the respective files.
Administrative file 1512 may provide suitable database software necessary to
edit, update, delete, synchronize, and ensure non-corruption of data stored within
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software necessary to edit, update, delete,

synchroni ze, and ensure non-corruption of data stored

within 54 WD 2006/ 014205 PCT/ US2005/ 019388 t he

vari ous dat abases that conprise EDCU 1112 - i.e.,

dat abases 1502, 1504, and 1514. Data nanagenent

nodul e 1516 may provi de data nanagenent capabilities
WO 3008205 t at e data transfer between smart E&TES200TTHBd
the! 5 ARRERAMREE O S ARIEDEUL PO 29 (M8 datARsBE 1YBS 1504,

t hese dat abases and the ofther systens - 1.e., update
angdg§i¢ system 1110 and CODUS 1106. Thus, data
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suitably may co y
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= SRR 1 e R gg et of i BaRRRn 110 Jarif systoms,

utility 1912 (CCP), a service bureau 1914, a conmon
; ' erver 1916, a key 15 nmanagenent system
Peg%kglfégﬁﬁsg%%ngr nmore key systens 1920. Key nanagenent
sy siReferring1 80w uiot BlSI. y19heip avrepemnplana eododisesyd, persgnalization

2 . )
sy 1140] D059 RS 2 SoHf e it Hong, Alegacy
managémedDyB:term06 904 hewgathar Ripglicatioh , moduld 18Qfacyne or more
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catZBAGR TN, o SCuRBLor? Bock 608 % olfiort ST BLriiiaAtd ity
19t ECHYradenvicednmreainii 8t ea eprminoCORYE sedurite sear 4916, a key
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e : rd..d .
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ang BB, oBirey 0 S TP AT RO pauseE, 6, e
requasid h80rb eray( cansists afl dadoes, regjuest) information édendeddto specify a

de:%:ee%ugglrc} lote Vc%'rus'characteristics. Such characteristics may include, for

example: a smartcard identifier (a serial number, account number, and/or any other
identifier of a particular smartcard 100), a list of desired applications (airline, hotel,
rental car, etc.); a designation of whether the card may be new, a renewal, or a
replacement; a list of default cardmember preferences comresponding to the desired
applications; personal information related fo the cardmember (name, address, etc.);
and required security levels.

Card management system 1902 may suitably parse the card request and, for
information already stored by the issuer, sends a request fo legacy card

55



10

15

20

25

30

card request and, for information already stored by
the issuer, sends a request to legacy card 55 WO
2006/ 014205 PCT/ US2005/ 019388 nmnagenent system 1904
For information not avail able as | egacy data, card
managenent system 1902 forwards the rel evant
conponents of card request 1901 to gather application
nodul e 1906. In an exenplary enbodi nent, card
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I'gure sna
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the requested application. Communication with the various databases 1910 may

take place through any suitable means, for example, data communication over the
internet, PSTN, and the like, or through other channels, such as simple phone
requests.

Activation block 1908 may be suitably used to provide a means for the
cardmember to activate the card once it has been issued. For example, it may be
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to provide a neans for the cardnenber to activate the
card once it has been issued. For exanple, it may be
56 WD 2006/ 014205 PCT/ US2005/ 019388 conmmon for credit
cards and the like to be sent to the cardnenber
unactivated, requiring that the cardnenber call (or

ot herwi se contact) an automated systemat the issuer
WO OGP to activate the card. This may bBCTYHIEHLPS
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theb%e?étﬁi‘gem%m RN thibuir6 000k dall Q:fthéth\lefﬂ@bIEBéar@fdé@Qo be

ect to the specific card issuance system
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‘ may i nclude a 20 suitable smartcard "printer" to
implementatiathe transfer of information to the smartcard

Ch'F%r%aY}‘iétlonafi’eﬁﬂé Eiﬁéﬁ@ﬁm-fpﬂ%kf @RREel gaMe hardware and

mag-stripe witing that may také place. Suitably
softwase compdnents in eprsplateyprodedtion&f theppmantegrgs for i IW"(%? to the

resé@cﬁwé eéér&ﬁe%@)@% 3R dth'EeFe' Grd, ]s'g?\gcé "B@frée‘ﬁﬁﬁ@ﬂ%ﬂ?"iﬁ@ude a

manut-act ur ed tacar Cor poration o
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Cotpoaatiopef Ytmradiordat Mbh process. Mre particularly, it

rra)bér%%%ﬁ %|a|'c¥ s@&ri@fenszeqsl%‘tbrlébsg) suitably may comprise software

and hardware components necessary to retrieve cryptographic key information from
various enterprise key systems 1920. In an exemplary embodiment, this
information may be accessed by service bureau 1914 in order to complete the
personalization process. More particularly, it may typically be the case that a
smartcard 100 contains a number of different applications associated with a wide
range of enterprise organizations. One in the art may appreciate that the writing,
updating, and reading of these files may be advantageously restricted to particular
parties in accordance with a set of access condition rules. These access conditions
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applications associated wwth a wide range of
enterprise organi zations. One in the art my
appreciate that the witing, updating, and reading of
these files nmay be advantageously restricted to
particular parties in accordance with a set of access
condition rules. These access conditions 57 WD
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functions performed, for example, by card management system 1902, may be
implemented using any suitable database package, e.g., Codebase, dBase, or the

like.
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Jd_npl emented usi ng any suitabl e database package, e.g.,
Codebase, dBase, or the 30 like. 58 WO 2006/011203
PCT/ US2005/ 019388 Personal i zati on Process A
personal i zati on system as descri bed above in
conjunction with FIG 19 may be suitably used to
efficiently issue a | arge nunber. of smartcards with a
wi de range of functionality levels. This task
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smartcard chip from a library of available chips. In the same way, the optimum
smartcard operating system (SCOS) may also be selected.

Cardmember information may then be obtained (step 2006). This step may
be suitably performed by gather application module 1906 operating in conjunction
with databases 1910 and legacy management system 1904. More particularly,
cardmember-specific information may be preferably classified in two groups:
information known to the personalization system, and information not known by the
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with databases. 1910 and | egacy nmanagenent system 1904.
More particularly, cardnenber-specific information
may be preferably classified in two groups:

i nformati on known to the personalization system and
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in step 2004), the content of cardmember information data (gathered in step 2006),
and the intended smartcard “printer” (i.e., the apparatus used to create the finished
card within service bureau 1914). This allows the system, in the preceding steps, to
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and operating systemas specified in step 2004), the
content of cardmenber information data (gathered in
step 2006), and the intended smartcard "printer”
(i.e., the apparatus used to create the finished card
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orpatbf -8R e el EREe B AP oGl BlreBctora. senics
buréale. 191af intrroghies 2CSES3) 1918 fuaweb@pp@pna@/wpmraphic keys.
r eal,- onse .l e [
i it T DT BRRLetbRie orh JRYERbtents T5R0 BN A8 eprier
(i. by afteiSfep P04 2), amdnay beseiiieveeiintrealdiie 119 1Sppnsato the request
ransm ssi on h a
fr% fgrv:qefpu‘g?% $ { /glée %tﬁfg@ r&%e{y& (?nay?f)c—y Fé%ﬁ%v%% !ﬂ“@@gé 1916
archtramﬁMﬂdd fierCEm dlgdlzlpmr it tratéreissian dbf dbg e'.ard obisat & sewyice
The act u rd

S T T T e R
thelRherdbjéd ceestdtingtsy 2008, smart card hardware using the

The actual card may be issued (step 1016). Service bureau 1914 may
suitably download the card object into the correct smartcard hardware using the

correct cryptographic keys. The initialized smartcard may then be packaged and
distributed to the appropriate cardmember in accordance with conventional

methods.
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. The initialized smartcard
may then be packaged and 30 distributed to the
appropriate cardnenber in accordance with conventi onal
met hods. 61 WO 2006/ 014205 PCT/ US2005/ 019398
Synchroni zatiion Process - A dynam c synchronization
system as descri bed above in various enbodi ments may
be used to track the "state" of the consumer's

rd. The state of the smartcard ma
w@ﬁa ?ﬂérl zed by the structure of 5 appli %a?l ong ’éuls
Symdﬁrdrfhﬁiﬁﬁmfbmsd and™the various pieces of data that

stored within thes pld C r '
B, sopctirdtion ayePl te @aciBSa, AoV Rlious
emswma&r way db@nlse-ntto tra@kie!&d “statot eempaxoadu@ka'és smadasmls The

eo VVI th so u 0. 1)
stale” Hotr FBIECER) Behdrharhe AP aREe, 1 s
ap;ﬂbaﬁtmtsw@dcmameanaﬂ&@mb the Jdneas pdmesofmqta ribat bay be
with respect to the present

In tur
tofq‘i\/"é'ﬁ't' g-ﬁseegal ?@ 1% . Update Transactions It may be
quig ﬁurﬁ@&*’ﬁf%yﬁﬂfmﬁzﬂwndﬁwed efiayt msmk ¢heamblticfahctibhamgetcard

to 15 smartcar 00 ich nma [ di atel y
ooy Beeah s eyt Beli-2na Sk M somg e ensy, and relate
to: aﬁwaaa@mabﬁbrﬁazﬁpémgnframiaeﬁomsulfamﬂr@tﬂerstrusmre changes.

tirallz 1. oNn

Eagih o thaoh G408 dha i ve, dBSne 6 tim G sRehelch 1F g, HReEent

mvgﬁ@hen11140) t he cardhol der's snartcard 100 was
configured to reflect a general preference for
snoking (e.g., one file contains a Boolean field keyed

Exarpldq: gﬁamgmgémﬂmm@ﬂpklng) but the cardhol der now

vvlshes to change this eneral ef ren e f|| t
r eflf &03Yy gengl,q G’Sﬁﬁwrf]?é\ g}feQéiaé gaf 8hange fo

smbgdR4 r1loogvm@1anaq Hd k&t lmhaadaalaymﬂdmtgdempmnmetdatmnses which
exe Iar enbod msnt (&f the resent i nventi.on

oo, ealamdaoushy Ml L3819 1RdgPEERTY F80TRPS gupRSse that
uptﬁp?ﬁt@ﬁtk&lbhl fel, Oﬁ?éﬁgh@%ﬁﬁ&raﬁomﬂ%r}aﬁﬁ ISW%T euupperso?allzation
ut hentication Q r and/ or _card-reader, ta
sysi bk e msiyor S SR st SniEit rael 4 8RS
prefatbA@Ntibe adnhdMing a(b%s RInachlel CoRRARY daarBtmlamrt I‘Feldelieayadt to
sectjons of the 78 tandard

smknginBT SEPKAGL <o Ei CAAMUSTI BV HoeS 4R ecftaé‘asp fhise gongre!
prefrERSSTlO R rflect EPnoMPérkbiigy pr@fee@me,mctl on with server
11%)thllsncaosred?erfertn%gpr?c{vtt (t)or 'ﬂ(f‘st ‘rl? n"f' @ wit respect to an exemplary
embodiment of the present invention, the cardholder may suitably insert card 100
into a conveniently located access point 15, whereupon authentication of the card
andfor card-reader takes place (step 1802). In an exemplary embodiment,

authentication takes place in accordance with relevant sections of the ISO 7816

standard.

Next, the cardholder uses a suitable user interface (supplied by access point
15 working in conjunction with server 1104} in order to perform a transaction — i.e.,
to request a change to the preferences file (step 1804). This change would typically
be reflected at the smartcard 100 immediately. That is, access point 15 and/or
server 1104 would include the functionality necessary to access and update the

appropriate files within smartcard 100.
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e to the preferences file (step

1804). This change would typically be reflected at the

smartcard 100 i mredi ately. That is, access point 15

and/or server 1104 would include the functionality

necessary to access and update the appropriate files

within smartcard 100. 62 WO 2006/ 014205

PCT/ US2005/ 019388 Communi cation router 1206 in server
WO RAOHEEN routes the transaction to the agfroprioapREss

"par CMm‘rHunS’:atmﬂfbuF%?ﬁ'zoé hWﬁerOér An4EPGH r%'f%g the transaction to the
correspondl ng (0] rancnes respect,l
apRRETSE ekt BOShA T vher ey EDGY Loi CafipsrBig hibiarcnes
18b7 |taﬁdt1‘81§€}e§ﬁ&ﬂ01§f WE ke dlapérﬂﬁn@bsedwvswem qmrtf‘gumubra,rthe
en rrse or a erna ive SSOCI at e
fi 'et*ﬁeb%&@%{meéaﬂ%lae [R§39513f 3 t“ﬁ%’ #33@33 Céf'ﬁ%s%‘ae ec%{s'é‘@ waf‘{%'y’
é?q)e SRseiatdewit fhetd#ﬁéhlzdfi@m@%mggthbrmhTﬂl&Qa?twcncﬁe@WIll be
he change data may be sent to and stored in the

deﬁ%@ﬁgﬂﬂﬂ&'@e EDSI 1108 (step 1808). Update | ogic system
111@01&@.{% der@ﬁSfa‘ar?slnt hn@ mwan@ebhaﬁgw@ata treayt be sent to and
r

late EDCU 1
stasel fno netheARPreRiate EP% 163‘? ten, |15{>53555$’%% 3‘%%0 %5%89’ 117G then
trah&BRY ARt dHARA &Péquegt 16 ¥hd aFpruprifié eDel nmz he: e., the EDCU 1112
correspondi ng dat e_dat bas ﬂ?g 4-& § - or mat |bon itabl
coffaspapding| tg ghe eRteAaLERSLED 1 sdormetipry gy be suitably
stdrgcﬂrf‘ﬂfce &:if%%&rﬁjmgi {Jﬁdﬁtétdﬁﬂsltﬂjaﬁe 9%64. emhb?ﬂ:?n?\ﬁﬂdnd may be also
ent | ose systens that wou nef i ro
distirutesbio MBI SIS SR HEARSPRTRLS, WBETR lbgic cURETa s Wold
|dérmﬁ/] {#g8e s?%m@ﬁﬁ%&uldﬁnbﬁﬂﬁom%ﬁ%g thenéatihglaers smoking
agencies, ” 15 and the Iike. Alternatl}{ip‘%%follo

st rSHStST MR ool fof AR vty Pl Pl Adgncies

andlthe El2e appropriate EDCU (step 1812), then distributed
to other EDUCs 1112 and EDSIs 1108 as escr|¢) % i
abofbernatiely, flgwing: arpu S | Fl b8, thiedate maysfrat begoted a

th&@?&ﬁ%pﬁé@mc@(s‘fw%ﬁ Qﬁ%éﬁ{ ditfisutacd s Qser EBUGS antl2 and
es

assocl at ed e smartcard 100 nay be
EQfJe 41 edias desibpdabo¥ehe change stored in update

dat @Hé‘ssar@ﬁ%ta Tihefige t Ry bBf @idmitapefanethity CODUES 1106.
1106 conforns to that cont ai ned w thi rrartcard

Speaificallye theayarious ﬂslgaa@dlfiqsza%w&latqgswgh @ﬂaﬁﬁfe (! Ug)h‘?’?,y be

St ép%%nqh R@e ddeiba emmdat'ems the
ngétt%gbgogéeﬂlégb%e g‘a{? cl eared (qjsbtae 1818 °

informtonavi TIRBIIS DG FOTEME 4p N csfalnid, WP SmaGard 100
anﬁhgi@doeBUQGEﬁgU@ Qﬁi ARRAEDHSR 4 ROBUIMfRr ﬂh@nlﬂﬂ’nsfer the

s not directly involve smartcard 100, Eh
copespanding changs datadn gp@q{@ylatabase 1504 may be cleared (step 1818).

Example 2: Pending Transaction

The cardholder may make a change or perform a transaction through a
channel that does not directly involve smartcard 100, thus creating an inconsistency
between the data in smartcard 100 and the data in various databases throughout
the DSS. Such a case may arise, for example, when the cardholder calls a hotel to
make a reservation (rather than performing the transaction on line using smartcard
100) and makes an oral request to change his preferences from smoking to non-
smoking. Referring now to FIGS. 11 and 17, in this case, with respect to an
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bet ween the data in_smartcard 100 and the data in
vari ous dat abases throughout 30 the DSS. Such a case
may arise, for exanple, when the cardhol der calls a
hotel to mmke a reservation (rather than performng
the transaction on line using smartcard 100) and
wialk@s+an oral request to change his preferercesviv.on
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ondHBRL BB TS RE L SRR oBl e, SR 971
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weltgety Oilzhiﬁ?te kalréng%rwa&i-pmt'semiehr’]a?n{s?gt?:. théscoaespm:dér!g emtbg:trise would
P17 0B i e P RGP o s
statlegg@]lcagl:il m?étflikdralg :atéri\tecatttlh‘Edetg?cwmms?L(e@.,i a smnrlhigg mr;j may
be f‘?%rf%’ rﬁﬁ‘?’fh\fza"éﬁ"qetﬁg %’Eﬁﬂ@%é’%%{érﬁﬁe&ﬂg@%\'@%ya snoki ng

r odmordey éo ktfgfigﬁtgig (r:sgdaﬁmh ﬂdgﬁﬂnzsm iﬁvregtidrhmaty: gralfids & evetisod
by G265 ShaRedid T dt e A SRR Do g
is, dfberltiie whiactbatdhveay bainsested atray decessppeitteth apdmaytise setably
aogh e 305 8 el ot Sl GRRBRS Hele t
detémﬁig??ﬂgytgfgahilgnw&gﬁahﬂb 6&ar§pad§.il2)s? .othh gggqg&_&? einformation
maj gfjﬂwgﬁ'ﬂﬁg &Cﬁﬂﬂ?ﬁe@% g@ié‘ge@eﬁ”]ﬂﬁ'de. If so, the

appdep rthgtee)ggefigr:)gﬁaﬁmgtram@rr bﬁydg?mmo?ﬁsﬁm\y/ aompleted, the
chaPE SRR PEREPET fhy R dBRSnie, M stogee wtnn

objédielatatiage 96 16 atRinatipythb eedpeathed mforaditivn withbleritirgtdatabase

ere it may, be s ed within object database 1616.

151 |rH3YP?/Fle?f%i (Ff%?&ggh've i nformation within pending

dat abase 1514 may be cleared (step 1716). 25 Exanple

3: (Fi.le Structure/ Application Change In addition to
E"Weaaﬁ'ée- %@yéyrg@w@%pﬁﬁngﬁs detai |l ed above, changes

t o Ik aaditish ol tHel dStaoblatéal modificatiedls idetadlon aboeg, cchb@gesrty the

al so desiragble in certain contexts.. That is.
StngTS of e SPafeai PR miass B @sraple R e pontps:
Thdths, Gavirth ks lifer of @ smartcard, it may be likely that the card issuer, a
partnering enterprise, or the cardholder himself may desire to extend the card's
functionality by augmenting the suite of applications housed within the card. For
example, a cardholder who uses a smartcard for rental car and airline reservations
may also wish to use the card for acquiring and paying for hotel reservations. In
such a case, the appropriate hotel partner may process the cardholder’s request
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partnering enterprise, or the cardhol der hinself my
desire to extend the card's 30 functionality by
augnenting the suite of applications housed within the
card. For exanple, a cardhol der who uses a smartcard
for rental car and airline reservations may also w sh
to use the card for acquiring and paying for hotel
reservations. In such a case, the appropriate hotel
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on on ekxanple, a credit and
Compehsely. dp piay cisd ba.appCmriater Besgme instanggs 4p sempye applications
iate in sone instances to renove applications
frorém?ér(géh}wﬁt he card. In an exenplary enbodi nent, the types
of Ifiighesxemplary .embadimenjethedypes Dhle stablove chengesalescribed
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depenidin, frasome axdtegitnepapswhinke party eriginatest hedile ﬁ‘aﬂ@éfe change.
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8 I8 18 BPh i 16 AOBLIPEhAE bidfoton gy o
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I N conjuncti on W transacti on
traf{sstiqrs(siepk0l 7A0Gnd 71722). Afer dre ﬁlh@trﬂctuaa @n smarteard 168 may be

augiiied B Gtiisd Hadey, PYBURS Ho Bpef il o ape 16 nay
be sumnialrtgl mhodifesidfol fefidctttbe rotaanh@:t lThh e:hgn?m g@rwég dh%h?% ct)f;en
5 eare rom dat abase
cle?r {jgﬁgﬁ%t%}agﬁsqggs Hep}é?(arrplce transactions set forth
aboVbilatie déesoplebeahsantigensataforth tahone are desgdbed duganreral
tenﬁ%,f:ﬁ{ Ie 8%@'(’ I%{ naE V%ft gatggﬁvj '@ 'Qntdhﬁoﬁtpﬁr ogé%ﬁ?ﬁagggﬂ@ﬁ%ry

car par ent
Iocstiﬁrislv&tﬂnn thetchei mray be lappaneot hehom(shrﬂekiam theaarbodi nent of

pre t | nve nt i on r t
gp %rg &mn %?%%ng* ‘f]’?@i gres%Rt Er[v%ﬂﬁ&? 4 Yharicard
trarli.‘daﬁtm*t systemcm)neﬁsy be mncrﬁgmednmtham@/ wrmsmlemtncmognners
illustrate I L Sal
ProggeE O B0 B bR AR L P R G AL ansacton
systdiar e400 anea‘@d;cadmcecmpoﬂmntmeém insention, ommelet rengmalary
smartcard transactl u5| n ~
compT it ol s Rt SAtBH sabE R sing (qyetrclate
infeiiatibe aralddgittetia Bysignd ﬂom:@lay Heludessrhartoadd 100 haveipg #C 4d0.
con ured with c .sen 220 S
SRRoaiEL1AERY Gisard omUPUIER Wit 8 iiROb 5oy 24P o BeachBed in
furiefEeiafl eheteif MBS stah Qmeaday aBb0hmmisefa gmaetdgrt:loreader 2500
cowg gotrgm\lﬁmmtcgtes tsr%%thargio‘H)Oa Qrgd %ggeesséspoqt%' ¥ %?nartcard
reader 2500 may be configured with a biometric sensor 2430, described in further
detail herein. Smartcard 100 may communicate with enterprise network 1114
and/or network 19 through smartcard reader 2500.
A biometric system may include one or more technologies, or any portion
thereof, to facilitate recognition of a biometric. As used herein, a biometric may
include a user's voice, fingerprint, facial, ear, signature, vascular patterns, DNA
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reader 2500 may be configured with a bionmetric sensor
2430, described in further detail herein. Smartcard
100 may comunicate with enterprise network 1114 30
and/ or network 19 through smartcard reader 2500. A
bi onetric system may i nclude one or nore technol ogi es,
or any portion thereof, to facilitate recognition of
bi onetric. As used hereln a bionetric e
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sysféf, 3R 3ueP sp%hﬁké endréRint @9stday i © emastchiks issusy system, an

an issuer system_  a nerchant
emplayas o8 NagaAeTaion chpPoYBnCiaL Mt 3 VR B Rroyier. 2
oonirbaﬂ Nt AR 2lhel gt o8, scﬁoéloaafetv)é! paiitgl aptranspdration
15 conpan the mlit ‘f‘lﬁ r nment il tr% be
authority, 9 cSECHR i §3MPanY; raé?ﬁg’ﬁ&?”tyaﬂ Bh SYSIGEHSF 9y y
autﬁ:ﬁﬁ@ﬂ ith YeSeWEPAY stofd) St’oﬁfetriﬁrﬁanﬁﬂlélféncs yssofatethesarmples with
that may be authori (@ed to recei vte anrﬂsit ore b'rPQPJsrfo‘b
spegﬁﬁﬂ%aetaﬁea@g%%ﬁ afion trrnsaglin BETYRETHS (R Bu MY
As BEQIMRLFdis; Q?Eabgssisom@ém ctal‘cﬁlﬁérﬁlﬁﬂ on anysdimilareptirese may
., Smartcards her e
il e emn o5 e dobiie,of rReesLet Bie, Sodil b may

mclh@& LH§BetbR PUSRE thét Atepanié®behntgottes thepossteas] owner
he smartcard, or it may include any person or
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23tim.!s%§%st dife)@iwbldre Aédibtralib prosddiel in sccartiasceamith the
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proser ImysieEnt 1 SR AISGHIMAT & EramiDeet EaY contact Al ASR to

subinfi{ gﬁ@ BP flordBibntétid 8&dplas th\al ASR (StepRBOMT).t Theaaedmember
nore bionmetric sanples to an ASR ( St%% 2301)

mar. goriaBh e ABRyanS HPETL 2 SHBPRIR PRERs JURIGN 7 Ster Fnor
Intd?fatS MWrough’ SHARaR GABRK! Rard#BA, Othrough a third-party biometric

authorization entity; through a kiosk and/or biometric registration terminal, and/or by
any other direct or indirect means, communication device or interface for a person
to contact an ASR.

A cardmember may then proffer a biometric sample to the ASR (step 2303).
As used herein, a biometric sample may be any one or more of the biometric

 samples or technologies, or portion thereof, described herein or known in the art.
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.. through a
third-party bionetric authorization entity, through a
ki osk and/or bionetric registration term nal, and/or
by any other direct or indirect neans, conmunication
device or interface for a person 30 to contact an
ASR. A cardnenber may then proffer a bionetric sanple
to the ASR (step 2303). As used herein, a bionetric
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oioflrtl Bl oo i h oy er ll ¢ BB B, (AR iyt gt
packet) feins ceceivingi the sgroplees of a car dmerrber s bi onetric
dat a
o AGR el alhertpd i, Bputheelier BRERY he Shpp witr
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"bigmelrit @amrble 'héntd Moz poe! maplberuaﬂynmdtangeaﬁmr whest Wsmdl, herein,
The terns "data et net.r
rooiSTal; Samnles, stk PEDAE sarufes, U S, bert BiRisfed, flfeg and
asgoeiitat e\fttﬁdcesdtmhber milyrmatlloh udBy Mrpk]emet Halta packet biealigital
rof fer stored. and a soc .at ed
forka, dhSeA SR arpp ety PRl Soptiined, A TBE B piometric
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ASR B o A H5T50 B D 2B P T ROV
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Harﬂ.‘c OI% {nor a F
metnc sa p!e y also be associated with user information to create
a data packet (step 2305). The sample may be associated with user information at
any step in the process such as, for example, prior to submission, during
submission and/or after submission. In one embodiment, the user may input a PIN
number or zip code into access point 15, then scan the biometric to create the
biometric sample. The local access point may associate the biometric sample data
with the PIN and zip code, then transmit the entire packet of information to the ASR.
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bi onetric sanple may al so be associated with user

information to create a data packet (step 2305). The

sanpl e may be associated with user information at any

step in the process such as, for exanple, prior to

subm ssion, during 30 subm ssion and/or after
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Informati on that m use nce

aroteiegBAHeMbSH ey, ol i Bome i AR AN fiifl hiploard 100

for ﬂfeegureﬁééé’aflﬁédéﬁh %J’omﬂ 1®. CAGubish pbmdis m@gd?mhtateasemimg the
car accoun an ue er .,accoun

boBPGIREIRS 4 AOR FHAR THLPerASR aRias the, lelbthd Sampie

and-8ieRks d’%%ﬂ-ﬁ%gﬁﬁﬁttﬁé AR idatbabe t@ detdnaie if gan;u deforreation
car dnenber ma omatr

ma o BEREHIo OO S FATHE: UFIBHASITHe G BRSBTS i) be
assOSSRIASWRPHHY sdhpiBBinel ASR| iy transfin thﬂ ihidrhmtion to the Access

point. The Access point may then present cardmember with a list of the three
accounts associated with the biometric sample. Cardmember and/or a merchant
may then chose one of the accounts in order to continue and finalize the

fransaction.
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aut hori zes the bionetric sanple and checks a | ook-up
table in the ASR dat abase to determne if any
information may be associated with the sanple. If
Information (e.g., financial accounts) may be
associated with the sanple, the ASR may transmt the
information to the Access point. The Access poi nt nay
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acceacioaskaidted adthohé adselanid bverdsmmpbe unfailableathd egcondary
d b t dari |
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rder to fur
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SR Y Pt BromlE T EmOnG O e S0P g poiited
witle & dnd@CGRaY e ubed tto A6 S Ransaction using any of the routines

discussed herein.

The ASR and/or cardmember may associate a specific smartcard 100
identifier with the biometric sample by any method known in the art for associating
an identifier (e.g., through the use of software, hardware and/or manual entry.) The
ASR may additionally verify the cardmember and/or smartcard 100 by using one or
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not qualify for airline mles and the purchase anount
is greater than $50. Further, while fingerprint
sanpl es are discussed herein, any bionetric sanple
may have one or nore accounts associated wth it and
may be used to facilitate a transaction using any of
the routines’ discussed herein. 30 The ASR and/ or
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The information stored in the database may be sorted or stored according to
one or more characteristics associated with the sample in order to facilitate faster
access to the stored sample. For example, fingerprint samples may be stored in a
separate database than voice prints. As another example, all fingerprints with
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dat abase(s) may be any type of 25 database descri bed

herein. For exanple, a bionetric sanple stored on

smartcard 100 may be stored in EEPROM 212. The

dat abase(s) may be |l ocated at or operated by any of

the entities discussed herein such as, for exanple,

the ASR and/or by a third-party bi onetric dat abase
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be such that a anple may be first 'encrypted and/ or
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sysédo 202 may [nclude a biometric sensor 2204 which may be configured with a
sensor and/or other hardware and/or software for acquiring and/or processing the
biometric data from the person such as, for example, optical scanning, capacitance
scanning, or otherwise sensing the portion of cardmember. In one embodiment,
biometric sensor 2204 of the security system 2202 may scan a finger of a

cardmember in order to acquire his fingerprint characteristics into smartcard 100.
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Jn_FI.G .22, smartcard 100 may include a bionetric

security system 2202 configured 25 for facilitating
bi onetri.c security using, for exanple, fingerprint
sanples. As used herein, fingerprint sanples my

i ncl ude sanples of one or nore fingerprints,

t hunbprints, palnprints, footprints, and/or any
portion thereof. Bionetric security system 2202 may
i ncl ude a bionetric sensor 2204 which may b
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minutia such as, for example, ridge endings, bifurcation, lakes or enclosures, short

ridges, dots, spurs and crossovers, pore size and location, Henry System
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include determning simlarities, differences,

exi stence of elenents, non-existence of elenents

and/or the like. 25 CPU 202 may facilitate the | ocal
conparison to authenticate the bionetric and validate
the information. Any of the enbodi nents may

alternatively or additionally include renpte

conmpari sons perfornmed or controlled by one or re_

t‘H{’TE ¢B4tPy security vendors. One or nore c&’ﬁﬂ‘g‘g?"gﬂﬁm“
E@t@ﬁ&ﬁﬁuﬁﬁ:ﬁéﬁ@ﬂd@ﬁas "WEEHE @na girGfesinayidioe aug ethdranethod known in

co:j%fr gons For exaS le, for fingerprint 30

utilize an existing database
to C(Eﬂaaﬁ@arﬁl m@@frﬁéy Fﬁddltﬁhﬁlwt Ibé &mﬂguﬁl wiiibr seotmu!prye security

rid endi ngs urcation, r encl gsur
PIRRES dBrniap vl Ghe LRI sareles JBRG o6 i g U844,  For
E%ﬁéc_” d%gtgodse‘tm/ 015%% éSyésbﬁtakeﬁ’ eVDs%ﬁHB@éﬂ:ilmIOﬁll ay be further configured
ca | es as

i eaR R eRI00 Ao to ZRSCID (R EOTREDN BB 2t PRedgpg of the
fiRgers,| AMPSPEMNbtHEP g@@iﬂd&@ﬁmc&!@é 6 aéd{hcbeQom&‘mc secunty fraud.
addi tionally be configured with seco nQarog sec g

b, 1%§ WE&?S may

IR SOGHRLY Rrecedimes F% gnsuEng theeayien

RRiaet mBRkdHhgUpESH dittion for Qétﬂ'rél)'a@ud!drqnéi@ceﬁﬁ bﬂé@smesensors
of fake fingers, smartcard 100 Wc}g’ Be furt
T

elquir}gg g\a@qprg,o hH@gg Jpetian §eweors. o eal, é%rpgoﬁ]r eyeball pressure

SQﬁsfo&%é:tdnwcﬁ' éﬁw%éﬂ gaesdubs thewadaeseofartt ke adthegizeling the
/ or an¥§ot er secondary procedure to reduce

ioFatii¢ $aPRIB%d. © Ot her security procedures
for eqdine .ﬂdﬂtﬁe%ﬁ&n&ﬂé infdrindtiéd, sBizPRBid 10D smhmcamyeader

i ncl ude m)nltorlng pupi | dilation for retinal an

2B maaheginppadeli@iarnant dhe 1RNERFHNR AGY SRIRES accordmgly

PRV RveRfSS @6§tem5%@é§ theetheSedtTiehton ﬁﬂﬁhﬁ{eltnc lnformatlon
pressure sensors and/or any ot her procedure? %Wﬂ1
g after emutual

maaf%ﬁcw £b ANy POHE it itk trRRgRClipR: SUGH BReiRl SXRTY

g’n@ﬁﬁ&fa'tiﬁn SATBhE Poinfin 86 treREAdtish NHe hetehi rﬂﬁ?bﬂdrﬁonafly request
ormation, snmartcard 100 and snmartcard reader

nar)dnwggpaﬁ te @kl A Pg*étapg);q»r og\% idepéifier, Wﬁl@fqdowﬁw transactlon
l&%ﬂ?% afor %&h@ﬂky am WJH furtHe® VelH&ohOt¥ cardmember's

conten'p ates at the verification of bionetric
identification o risgrt of ther transastipp, gaidmember tARyok May hecieayepsted to

§5I%El fsm Y ot MlafciaPht@untsh Ryl Baéounts, credit accounts debit

aut ntication. At any point In°the transactlon

speuain angjoradiipt permMN aﬁiS@ﬁ@@t witig e PIGFRRIFC S8l eﬁ-hﬁ user
5‘ Sfr@éerﬁéch &Hith! 5am 'Jf ! a%(:otﬁﬁ SAftioAt sh Wi B:Bpiblf?' eassociated with

nsacti on account and/or bionetric sanp
smadbald earlen gB00.camaead 119R, af ihidkparkeRgeuely igvice andior any

oﬁ%’? tﬁnghﬁﬁt bP ‘?ran@:?’ctleﬁ dﬂev% 5&%01%{1&\“ ARG b Qthsﬁé‘ﬁdi'l”E ¥0 @hother

or may be requeste sel ect from one of
Embadmemlt apayammsy selegtoneofdbe aceausts. cf@&m"ﬁ&%aﬁﬁr@ﬂmm

gﬁok?é %) %rret i Cltngg@élﬁ/ Q{dﬁz’tﬁ%m&i&w BbRcAE RphARRAL Yokd)issued

account, if available, fora transaction.

In another exemplary embodiment, biometric security system 2202 may be
configured for facilitating biometric security using facial recognition or recognition of
any other body part or object. As discussed herein, facial recognition may include
recognition of any facial features obtained through a faclal scan such as, for
exémp[e, the eyes, nose, cheeks, jaw line, forehead, chin, ear features, head
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= may be presented with a |list of account. options on a

di spl ay associated with smartcard reader 2500,
smartcard 100, a third-party security device and/ or

any 25 other financial or transaction device
association with a transaction. In another

enbodi nent, a payee may sel ect one of the accounts.

For exanple, a departnment store payee nay nanually
and/or automatically select a departnent store issued
ACVOFIA205f avail able, for a transaction. | RCHYSIfENIEE

%@phﬁﬁﬁug éﬁfﬁ?‘és in H?rtﬁél@)ts%?éﬂéaﬁ)ékﬁjéﬂlﬁrﬂ'laﬁ@?dlstance

con ured acl tating bionetr

isstwaoh he e rgdica sl PorISRGhAFeET. o 0GTEtTG SRR Piorp2202 may
$§ Qtahﬁfon%%y?@s%ro? 2264 Ui ug'ua Ve bafigurse dithes &idbo camera,

recognition may I nc e recognltlon of B% I
cﬁmmahscafrmt uimegingbrasian cdltravielel hecing 2B9/AY athelphardware and/or

'B bRy |
e
VdEd W mmgcammer otharwise pensingbary peion al gardmember.
houl de ht
%e?r\’ﬁe%'ﬂB?ﬂ baorﬁ&h? REACH FoBR G thd Qetﬁ.’??,p Syst&inSA2CRAay scan

ars and/or any portion t Bi onetric
hedndd tbf)a eardmembéeim)rdayto aﬁ@drajd%faylab pb@f@gie,ngtlgséﬁ@os(martcard

(gtf Ao lgrne &ca% r[%PPEZdﬁot%k HY' %)n\(\‘nﬁm ZioH VABPICS M Edch that sensor

traV|o et 1M
2004 micevbd ee famad:lmﬁarmaanm/‘aod tingoits acsianal iy Cé’élqgﬁl ?%fgu‘ﬁa’fe
[ tric f rs ct
ackiahd T, ohip 8 B e ACRE 106 SR o Thodive (95, VCE conta
$@61a))16a)aby innmmtamicationorithcriembieic sensar 2204 assEd] Ydatprovide

ﬁ@ﬁnrg% go\fygrnfér %ergg%a&f c}hé B%n%ﬁ%échﬁtgﬂ%%ﬁ Senemes/

RO 1 n or to acquire his
faci ah oher axeheplargt apsicationo of mmartsard! 1090meomasaAing: biometric

2 04 b
SS0ERL A B S8 ACTTALLERL O ke i monvor
Wﬂ:ti&ﬂe&m&%ﬁtﬁal&ﬂh@ﬂmhtadrmmssmwe@ srasit¢ard 08 and smartcard
act vg%%@g ! or\}o&%eré\gt ' on{iﬁ)cai@\g?f ;rfeaﬁ&ar%qgentﬁy PBMerity system
0ROTviHyCs tonfigurddisuzhahet cirdmemhed mazmdaﬁﬁleﬁéi twpofeghaway
d d t
L%@q%p&%?@%u$$4c{}:o§§@)?\é%hs$roﬁ2@pﬁ%g He°90r9f utdtfio detect facial

conponent | o6 exenpl ary
fHdres af & aperahirmedalt temat 3D da@Peesfowapbihatcamerdi omet ri c

15 segurity .system 2202 ; Bect 4 digitized
faci a mfagﬁ%ﬁﬂéé i %wgz%g}%yﬁ(éﬁlgg?g%g'ﬁlﬁmptﬁ fegit?gbt Ihgsa a s
fadidlascamuktoesd iicad i cdntatpnsec ésg., oy nEERROM a2 t2)1 pgluded on
and s r r 250 d with
SBRFFRERITbn T BRE aedt oGt fhal SeBio ?’%ygmg?n‘e v
F46mndtY flmn @ﬁ@for gwremaymrtytdaimmsasmwmw g véthesrpartcard
at |least two-feet a m_s fo mple,
A88ithrogaRany co m%éﬁégﬁ?&? con%lg\gérr »ipusting. fof xamp
fs?ri-‘drl%brd RAdeeas00, es USB eonmeeliont, larwn;elem cornectionoa oomputer a
rees toward t ecarrer 1 fi
qrgang r@grptg mgg% @Zc%ﬁlﬂg : Olgu%%ngl’egb’f irf&tmation
may include use of encryption, decryption security keys, dlgltal certificates and/or
other security devices to confirm the security of the sample. Smartcard 100 may
additionally communicate with third-party databases to facilitate a comparison
between smartcard 100 identifier and other smaricard identifiers stored with the

biometric samples.
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facial scan stored in a database (e.g., security
EEPROM 212) included on snartcard 100. The faci al
scan information may additionally be conpared with
i nformation fromone or nore third-party databases
conmuni cating with smartcard 25 100 t hrough any
comruni cati on software and/ or hardware, including for
le . _smartcard reader 2500, a USB conn '
aﬁﬁgﬁgggm%onnection, a conputer, a netmork%énégg%ygﬁvs
ot'herChig I fmay faditaeninedocal gonipatisort tapethenticgte the biometric

i nf ormat i.on y. tncl ude yse qf, en ] :
byt AT iate, R il ety ARG, o tp RripERlmel rmay attematively or
addiionatie dndlirdey reheste cesnpatsaranpeérionmiet eorseedrolled byforeher more
ampl e. Smartcard 100 30 additio 0] [ e
ST SROUAY CYedhEna e s fibks | HbarigRoRRtll gk ~andior
feehnsiegies madt Baruigd(mr 'ﬁtdﬂpéri%iggr Famcexatripte, ferméadial aecbgnition,
I n lers stored wit e lonetric. s o4
bHEa7A F s Teotbint dd5aase Qe il Baprs fyd{as te
tisnke ;b_@t&rvewrmaby@@ Phé Wimbhmtgose,ttee gdr:relim'r;bmthfe depthdf the
ma‘valaet I nformati on. ny of .the,e Oofll
oty ecsmsetoy SRpie PRy Batner Daet Yyl bE ROfEE he present
mg_smgrri l‘é@@@rﬁ:ﬁ&rtﬁ@tﬁﬁkd(ncwdt Gt@uiﬁhie:alilaeei oV 8dndifferentodzl points on
third-part ecurit Ven rs. e of nore.coO arl son s
2 eE‘I’mPE u%§‘g aﬁ‘@f d'f'a35yt{ee d'ﬁﬁgl %{; i SRR My LT rﬁ)"cnﬁerﬁ invention.
AQEHEHAly Ofd-pafy deviedmsich dsdfacibiretagniticrcsadivarée and/or Biidware
202 may utilize an eixi s%i ng dat a&gse to C are no%al loped
pesterrs mayhie yseditn facilfgte ?ﬂ@ £5599P ) Bﬁ”{"ﬁ@“"gﬁgé}’s g cevelop
Wi Utidagef 1rh£@s,rﬁzﬁ?deﬁﬂ3mem?imﬂn%mg ,coﬂlpdztxtdi‘gbrﬂla]?k Itha:bff?dilhae both
user's eye sockets. ile only sone es .of, noda
pRATRRIag Hal prd/ergean ﬁ@"ﬁr%ﬁeﬁ%wﬂnﬂvﬁﬂ@oﬁmﬁ&% | YL gyewear,

tl hhit, dndl dERENBRahdsY inlolBVRd Bl ané/or 88 apipicbeinent
nodal _points on 10 a human face th used

hum t y l:{ for .
ConpaMaBFRrint Bhampt SBRONaI, Bt FETOUSAINRE BeaPRgy securiy

bidicbdnreath Yooflfivh @R 18kES BioRfetdaSaAples 800PE ickbeing used. For
sof tware and/ or hardware systens

b d
PEAIPIPG 1 GOIPBloing| USecRlJaK? (4 1R, STaTFRIO AL gy be further

ESHRLARER medlird/biosadBw, l0®déd a tBBfhd panéinxassbitiated with facial
enpl oy conplex algorithns that facilitate

.bot h. .
eadirehi g/ Athelwpcepdany Prosedwe 1gAgaues; E}QF‘PH[? §eyfty Jrauvd.
Ot RREAY NBcARNRNLRE ensding Bel Althdrdicty oRbibn@sthesamples may
changes in outward facial and/orég’gr .appear ance.

pridecrPaitorb pel ditRieD | iehaping! BB AFY §GRRY RIPPRHre sensors,

B 3bNscPECHIMEY mEdPC8EREORS BodlyCReUt seisbhRtanti@keany other
bironmetric sanples na not ?@tﬂ% used.. For . .exa

be . ol e,
prpcaduTes knpwe nide apiior akaenise SHtheniety & RIOTRE gamples.
ARG DEIRG e bibRelic ifPRhALDA! SGafieardBa0 Wng stharasrd Feader 2500

to detect™a thermal pattern assqciated with facial 20

meutheginsauthenticatordnyan aidhe HEBOABLPSIBRE betite to

reducgy oMt ddemphte éhidodlinidrUslomefit hREusty GyEtehy 2202 may be
procedures for ensuri ngﬂ the aut henti ci t%/ of bi omzt ré_c
sonfigiuged fagyacilitating biometric security using voice aecognition. As discussed
herein, voice recognition may include recognition of voice andfor speaker features
such as, phonated excitation, whispered excitation, frication excitation,
compression, vibration, parametric waveforms, tone, pitch, dialect, annunciation,
and/or any portion thereof. As discussed herein, these voice recognition features

may be collectively referred to as a “voice print.” Biometric security system 2202

75



include nonitoring pupil _dilation for retinal and/or

10

15

20

25

30

iris scans, pressure sensors, blinking sensors, hunman
notion sensors, body heat .sensors and/ or any ot her
procedures known in the art for authenticating the
authenticity of bionmetric sanples. 25 After verifying
the bionmetric information, smartcard 100 and smartcard
reader 2500 rmay begin authentication by any of the
met hods descri bed herein. In another exenpl ar

SOV HEME . bi onetric security system 2202 Pra03/019388
ny‘“f"h&iw?%‘ PmdRCsbhdGt 2018 RhRABhEY q)ese@mqmyd wathngn audio
ce recognition. As di scussed herej Vol C

qapbisg Hievice Fupm@s Areibiaebone: deephaneofrelly " phPRS: COmBHiss. speaker
&het Raldis a%Q/o?»%hwa?e fPNRQBIRY tBY Widrakirerdata from the

|spered excitation, frication excitation,
ey eal] o, forexarenle aHOitgR: FEARSITY, EOGREVER OF REeryisR gensing the

ﬁr{,&bof(ggr%g%er annunci ation, and/or any portion

di scussed herein, these voice recognjti

f eat un esne rexpmiplary cinpieatione pf, smeriepice d0PoingaRaTating; bigmetic

Bl 2205 DeBB P taRPERE thé Woioo il the cardmember

forinitiatédhea niitoarsutianticatipngupcess hetwearcsmanisareg d 00 00°and smartcard
%}39% oBd é(ﬁd'}'n{} ?cﬂ 06}8\% Y%?ﬁPétﬁHneo@efﬁbC%s%hdé\%rt@ in one
ce

oné hone onput er
&rpbcadqment atnmemcc&ene@r R0 ehthe Wm sysiemedde figy capture a

{5680l f 8¢ DLOLPIcEs IR BEARID, '418asP PHtas B ladfs PIN.

e aud ory scdnnlng ecor % or ot herw se
B.errmmgsadser 2B04may berin csmmanigatiarbeith 10 /1@ aechethahsansey 2204

O
omsratiorpof sthartdard 1180.c &r phvertisenrcet(e.gi. W GE goatach €06ad) ey be in
%&?E&%ﬁgﬂt %&gﬁb%%%ng&t %ﬁﬁ%nﬁﬁéﬂﬁ% rdi #aiesired power

or to provide verification
fof opéretiuls of the biateettic sgcurihnsystesn ¢cOMpeRsHtE. nent

S 00 g e L ph. e g
eicaplird, starep irss dpﬂabam(eq.] m@drﬂyl%ﬁtﬂw 218D mqaﬂd,eﬁ ®n smartcard
f tﬁ(gf q@gﬁ\iogc?'e ggegt |n%lnz|§t|&9 H?{Hf/” Sitldnaliy %téﬂ)rﬁpﬁr&&-%ﬁﬁqﬁﬁmatlon

el ves e volce prin
trcbmrmm dramaresthipdrparty datm@a@mrwmmmg mﬂé\tsen@réqard/ AP yough

er at i.on
Q}abce Lgn&atlgﬁe)s%b’v?%aak&gnt glam%g ﬁln%&ﬁ C@?I‘ég(%ﬁwee -nartcard
lﬁaﬂﬁ’EQBOQ aciSBreondéetionnc Wifblea_a)comqﬂlgm decompaiter, a network

S530L PO e LB PRLPRlf SP  epfg  ca

V@mpms@nl totauthehticatethe @tqmetaganmsali@t%lﬂ'@ mfozmﬂomoﬁeﬁ of the
[ nti Hietd‘ fﬁggﬁ??ﬁg%%ﬁﬁ%g %ﬁ%igo@ag?g@égdrﬁ trglﬁgﬁo\éo%@nsons
paﬁ@fﬂmtormnm;eda@dnm comadre yhildepartyrgeauiityl vendars.
' nf Orgr% io(?r}nore comparison techniques and/or technologies may be used for
comparisons. For example, for voice recognition, CPU 202 may utilize an existing
database to compare the voice print by comparing voice print waveforms in the time
domain, by comparing energy content in the voice prints across the frequency
domain, by the use of stochastic models and/or template models, and/or by any
other voice recognition method known in the art. This transfer of information may

include use of encryption, decryption, security keys, digital certificates and/or other
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20 fromone or nore third-party databases

communi cating with smartcard 100 t hrough any

comuni cati on software and/ or hardware, including for
exanpl e, smartcard reader 2500, a USB connection, a
Wi rel ess connection, a conputer, a network and/or any
ot her nmeans for communicating. CPU 202 may facilitate

conpari son to authenticate the bi IRk I,
%@2‘{‘}%@%’&6 the information. Any of the 25" BobSjorsass

ssthfityl devites ayconlitrd T that secatity of tiead diatripbnal $yaricardutitd may
r t e.conpari sons erformed or.con | £d.. )
BB SRRy T - PR iRt 36 RLiRYe ' Soffoarison
lsstwpen iseramtcheL hoD qdegifien dnd otiee cmmartoagl dentifigrsbeonedewith the
f.or risons.. For. exa

| ¢ 4 or
PPeSE S oS TRIOE MF BReert My e batE RE s ior more
lhEG—p‘a_ﬁ? ele\éigé% Blictb¥s @gi&p astoggitisnisofiwpre atd/valvatioaressystems to
§ I e, omal n cO rn ner 0 1-N .

bofiele Jpich enEL coleatthnty U ey BF GRAIFTE ST Lok "phd Soice
Sécusityosymemsc nodel s and/or tenpl ate nodels, and/or by
oY R OB AL R AR b o use
mremgt_td ik dmag?a:rﬁi 100 nescaddiiohaligyiss cdhfigured with secondary
certificates an 0

, other . 76 WO 2006/ 014205 . .
RS SO ER P (5o RUOEIE SPETPLES, TP Pl PR used. For
@ﬁwéjw laiﬁatebhehesa.s_plcﬁ. a%rﬁ@@rhvdicgo&yﬂém 5202 bmay be further
addl ti1 ona commJjni cate Wt I.Ld-part at ases Lo
Contoviefdpeadledi it NS 2sBRARIER Vibah FleglaE i es andior any
d)tﬁ@:nb%cfdnﬁéryapl%c@dlh@ lrtosmv?:m (bﬁt{]rﬁlet'rid eﬁt:dlrftjf éra8dst Aftedvenifiify the
the Dpionetric sa es. ther, t esent ntio .
bipmekicy AiyEnation. a8 Pl iEmcRE 53?41%? aeY duey begin
&Hﬁ%ht%éti?ﬁ@b??}efrﬁlétﬁ?@% HeTbE®hérem. te and/ or har dwar e )
systens 10O aclilitate vol ce I Nt conpari sons, Syc .
as, fl%@ngﬁashﬁ@éﬂwaffm@é{ﬁ%ﬂf\?g[f@@fe%%nﬁ}\ﬂeﬁws}&"é#ﬁ? security
SR 2200 Y basbhnaguréd YiolotdaRitatihg i Bishere taeceety Wsirlgy signature

vendar systemused In , connection with snart aéd 100 - f
IPRGIHIRN- t A5 RifcLFSasherBif PRI RCPINTUQL BIRY dpgjude, fpeognition o
HBGHEaDE YsHHcaC SEKC Sty SresHure, rankiRginfbevicRion] earhetee height and
sanpl es are not Dbei n_% used. Fo exa;;pl e, %o d§t ect tﬁwhect £
\isith gnd/er ethensigRaiutEINoaMaianANRr AW PAHRP BEreof Aing the act o
ﬁgxﬁm' gungd diseuskride fbrait dinR s Odigeatanes esdoghition Wdaturéd may be
el ectroni ¢ device and/or, an Qt her %econd r

prloEbiebr reEed I £ “HIBHErSCanScBIAMa)S PRUAY SYeiara 2202 may

Weiubé Y Bdridifc sBhIEid0l Cwhie eiayBbe @Bnfi twigr gn LA screen,
and smartcard reader 2500 may, begin 15 aut t]_ent I cat) or
digitizing tehlehaneioratber hasdwanesaneioy softyage, thak taci @%ﬁ%lgglz? lon of

SiBRRHCRIM ik IheHdrsdSQith dsNite Rixh@Ple SigsEtBie dc@inning, recording
security system 2202 may be configured for

praihenMiss §aginSi tarreopplurafardegmbRYt ng si gnature

I eCOgRi i NexeplH Sspheadbnh6f RfaricBidIN@DUIRorporating  biometric
recognition ma% I'ncl'ude recognition of .

securify system 2202, system 2202 may capture the signature scan of the
cardmember 1o initiate the mutual authentication process between smartcard 100
and smartcard reader 2500, and/or to provide verification of the user's identity. In
one embodiment, biometric sensor 2204 of the security system 2202 may capture a

signature scan, when a user signs, for example, his name or a specified word or

" phrase. Biometric sensor 2204 may be in communication with IC 110 such that
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t he shape, speed, stroke, stylus pressure, timng

i nformati on, character height and 20 wi dth and/ or

ot her signature information and/or .any portion thereof
during the act of signing. As discussed herein, these
signature recognition features may be «collectively
referred to as a "signature scan." Bionetric security
system 2202 nmay include a bionetric sensor 2204 which
may be configured with an LCD screen, digitizing
waloe014268/ or ot her hardware and/ or sof t war BCT/HE005/019388

S%glgé# %ﬁ(ﬁ{@%‘ﬁfe% ¢' @é? UheClcaf Sarly {P%ﬁlisca il ftb Bl B2 to

l'e”’sig ure scann
fa.hta’redau:tgratrm theet beemtlele cgemartngrdt 1R0. siAy rawer éowence (e.g., VCC

I r
SR OBl b elRiefioh BEPbbRIcXengor 2HB AR 10 1o
;sg\ﬁdi@mhz’ém@smq/ paypdrufer toperatiogneft the biomelnsf seggrity system
cardnenber to initiate the nmutual authentication

BIRPLEEShet ween smartcard 100 30 and smartcard reader
2500 Snerttaat 100 rpa;ovﬂgmzevtaei s‘igrmlrieoscaof ancheompard § against a

ciiﬁﬁ{'{dé%é?th 3§§§t% e 'E!Eﬁ@a oqrjrft%” ty Y gna{)hﬁé% ifdiuded

i &Rartvdre N 08. UBey sngngnﬁa stamr mﬁmaatiﬂremabl aiditmmeliobe zompared

Wi HoTGRnTEay PBR” U FH0rP CHIThEb TP BRES o (riEBtng i

Mﬁia@:lﬁ@ﬂwr&@ﬁ biS? 66NkhR3EH scfwese ranﬂl.b@&archme,viesiuding for

i e t t it
PEmBle ARG Taadety 2000 o (THE GhbPatil, doPirehes Golingiton. 2
cb%uté% BONEWOKOS I Sr érw gther Xeans cfmnd:mummj@sﬁmj ) CIPM/Z@% may

conmuni cati on t 2204,
GBS QU G HEPTIRRTEPROIo, BURPIIBI s AT BRoOAN pFIat the
|ﬁﬁoﬂﬂ§ﬂidd c ﬁr@cdfh ithey eammﬁnt:s nw'rpm%maﬁ\mly sneactaumnanmmude
ma igitize t nat ure nd_conpare
et GPpaEeons Garien Scsorvalesk BY onk o e g Sdourty
VePdBrs. security EEPROM 212) i ncluded on snmartcard
100. Th ddi t
e ERDEKAEPISOL KPS (ARG oiF BTRY ifesgh RBg datapase
tbf‘ddn%dﬁél&ﬁé/ fé?hﬂir@b@ﬁ aSsigreiiing rscaatbyr@mpmhg ]gﬁammrchaas cand or
100 throu %) conmruni cacixsgn sof tware and/ o

cpfa?rdg@t@er thg| d?’??é’ef Spee mﬁe,est pressire, F@g@efnformatlon

&%%hterahé@a S s laﬂﬂlorébyvmfyed)tﬁsss:gaamm:tremagmtian data. This
nputer,  a netvvork an /. or n% ot her..
fdc

me
GBI R OTCP 2 BR3P, ravp iy securty eys,
&ﬁiﬁlaéérﬁﬁbétéso aAdibh &sidre séctrityhdevited®d rconfiram dhe adeicddityeof the

SRl STAVERH 0 AP sty GSTRUNGAE 4 Fijgeny detabases to

2B 125 @BMpBAsdrP beRsbed seantaral 160 ultentlﬁeke and othee smartcard
third-party securjty

erigr SRHd ) e AU, PRTBESanf LANGY G HEPRggenton

anticipates use of one or more third-party devices such as signature recogmtlon
software and/or hardware systems to facilitate signature scan comparisons, such

as, for example CyberSIGN, LCI Computer Group, and Xenetek.

Smartcard 100 and/or any other third-party security vendor system used in
connection with smartcard 100 may additionally be configured with secondary
security procedures to confirm that fake biometric samples are not being used. For
example, to detect the use of a false signature device, system 2202 may be further
configured to detect a thermal pattern associated with a human hand andfor any
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to conpare the features of a signature scan by

conparing graphs, charts, and or other data relating

to shape, speed, stroke, stylus pressure, timng

i nformati on, 20 character height and wi dth and/or by

any other signature recognition data. This transfer

of information may include use of encryption,

decryption, security keys, digital certificates
é’ﬁ‘&?%?’“’df‘ﬁer security devices to confirm t hECSEEHILT 88
efhef BEcortRifPbRbceRirer ot Mive it Liomamix - seadiityi el | Kter verifying the
communicate with third-party databases to facilitate )
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QLRBALIEEBA by A dméMold 8Bsdibb8 harewd,ored with the
bi ometric sanples. Further, the present invention
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confirmthat fake bionetric sanples are not being _
paftain fealureseingtice coltestivaly exferrehdo @sea oyasgulpp sean.” Biometric

L g 28, 292 h i
%%‘%?@g u%?gtg%v&@ﬁ g%sfn%md% 92pigRstRe skHEdrheP04 which may be

] to deté a thermal pattern associated with
gonfigneas dihd aaneptisal Hegnners Xy .2 otisounhosomputed  tomography,
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| ometric securit raud. ter verifyl . .
biooe#na idetd oo rieg | RRRSOrs BHER A% dorLEBaRAle seRNNinG  getecting or

' t i iHn by the nethods
g@g@g%é@%ﬁyﬁ&% rﬁ%ﬁtﬁ%ﬁﬁi?ﬁ@;{é@ﬁgﬁ e(apl'ry enbodi nent ,

bi ongnr pee sexempilary applicalinn2 203 B 108 insamogatingd biometric
i it . ] .
b D 289, RN o SR Liphyo L aRaM) Bean of o

pardmembendy inifiese doe mused grithangeation preeesst ketwaen gersrisard 100
208 SR N6alE! 1808, BRABK £1\iBviB8\Bliffodbn 3F HR Uiddlrs identity. In

tissues, vein tissues, capillary tissues, epithelia
one smbsdimenhhioneitie sensas 2864 ohihe seeunty sysie Z392rmjay gapture a

%%& Pg@h&ni d el g%ic%s? Hﬁ?‘haﬂat%%nt%@ﬁn Bgfic?l Q%nner. Biometric

SCuUsSs ereiln, ese vasc r .
gansoe 2804 oy recls avmymurdcation malbtl CvidiDysuch fthatrsetisero? 04 rgceives

n " - r - . - . . t
PECTEHLAL 58, PRI g3y Col) 0673 RRARZ el e
operiiiguoksmaiteaid 400.0 ft pawsr soutoer(eg., WCE apntagt §9G{gbunay be in
FAFRUARA PERIBRERY s Ps SEPETPL0 B1A Ao i pa sover
foir opetatipe ofithedidmetric seauribesystam sopponrants.f or exanpl e

scannd teat | . ' i .

s o Ml 00 s, I LS 58, B88 S0 Bmtnc rtrce
peiptsi anat campare isagainst ardigiticel vasculap sean statpdonehdatabase (e.g.,
security EEPROM 212) included on smartcard 100. The vascular scan information
may additionally be compared with information from one or more third-party
databases communicating with smartcard 100 through any communication software
andfor hardware, including for exampte, smartcard reader 2500, a USB connection,

a wireless connection, a computer, a network and/or any other means for
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security system 2202, system 2202 nmay capture the
vascul ar scan of the cardnenber to initiate the

nmut ual aut henticati on process between smartcard 100
and smartcard reader 2500, and/or to provide
verification of the user's identity. In 20 one

enbodi nent, bionetric sensor 2204 of the security
systen12202 may capture a vascul ar scan, when a user
%,aces hIS hand in front of an optical scann

P sensor 2204 may be in comruni cat Fgﬂu\szﬁ"?sﬁm?s@?
corfhuniteing et Pie SuPohay 2aitate GRE Vsdal cbdnﬁaﬁmml authentizate the
and transmits a signal to CPU %aac:ll tate Hivel
bigrettja ant yalidate thejatopation- dnyiie o ey gEpatively or
a8M6RSI Bclide refrbte ehmpaisohs Yeftbima®yr RenirdliedSby one or more
communi'cation with bionetric sensor 2204 and 1C 110 to

YFbRABESaEtyesidP@d power for operation of the

bi O”F&r le&a E%UH’OF WaSdiiire PattfPRa8aifon, SORUL 2@@ dTIé-}OQltl[IZe an
t he vascul ar scan based on bj orme

lgitlz
exisheg égt@@as?m rempaisdthe yapatiar frqanalya?qmaf@gd?w%ﬁﬂge’efemnce
péM%ﬁ%f%?ﬁ@)}ir%&d Ja@mﬂaﬂﬁﬁ@/@ﬂ%@sdeel %ths SOEHE idnd depths;

. l'uded on smartcard 100. The vascul ar
binesinpriesswe nacibding Ivaveigrmad dicrotisnaateResy siastplis Jpressufips pystolic

prdds Fématn'a%t!f: rn%fﬂh‘ég &nd rpuigér ﬁe&ﬂlré dampéit é/ny &ﬂéﬁ&?&ﬁ&enstlc of

conmuni cating w smartcard 100 through

vesiamaraiel m@o;patwém% Thigdlrans ?fa@fd‘ﬂ@ﬂ@at"?m m%'f‘ﬁ'ad? dfse of
eﬁéﬁgﬁxgergs d%&?ﬁi{r@{ %ar](ﬁl?rgd Réy<2 S8Bital 2 cfEftafe aldr OBther 3secunty

conputer, a network and/or &/
devives tereantimn e spourihDop durs SeMWiEDs SPraTicaKsh 468 moaX gdditionally

BT ARE by I9 thﬁﬁ# ?Zdéﬁﬁagéc'ﬂ)'fa%ﬁl&té he éffFarison between

conparlson oaut icate the bionetric and validate
siriastcaret dPOrideantifier Ay obter smareakbigientfiers sﬁa@d with the btometnc

s@ fsh ail‘udf@rythgrpre?éﬁg lrfvie R éﬁ‘trddﬁés‘@& 5C6HY 6 more third-party

arisons perf or control'led by one or nore
demcesj spelr ay vesalar pajteveiRgogrtion s:pf@zyarg)a@ﬁfgr dargwgre systems to

|
eX| ét#l ﬁé cg %21 @e&?gﬁ%lc%bﬁé 08;chCRY %Q%)&ﬁiblé“\!élbzﬁnté}ﬂatlonal

are the vascul ar scan
Idﬂmtpaland Q\BT Adrstnced Bm@fﬂ%ﬁ%@mb’@leﬁt s, vascul ar

coor Hé?l%gr%’ 1(%?1 %!B?%n?ﬁﬁqeprthﬁd séc%ﬁﬁ]'t\y&doy"s%t@ﬁ used in

and pressure I nc I ng wav ef orns,
cannecatpnthHmth:ardjl‘lQQt WAy cﬂqﬁm@@gw &e egnfigyredc with secondary

s@fz&ﬁi#ﬁ @%%@hﬁnﬂq@k%ﬁ bﬁif‘ﬁiatﬁé‘&&ﬁpl% SRS KOt DeirR G For

ar acteristic o vascul ar and/ or tissue
epamp@u mrsdetem @etusarﬁfaéﬂlsgwasw@mmrrb BYSED 24{t may bgJrther

c%ﬁqlﬁ?& ko BhteOa tfleREY PieRN assREHE With ¥83tRlar Paltbindla nd!or any

cer |ca es an or ot her securlty devices to confirm
oither secondary yrogedure i thysirk biomeliia sequdtyl laudrayhfter verifying the

b?oqﬁ tH: fpmﬁ%uoﬁomnmt f00M drid EH"aFtGa:HaFéd&eﬂ?a@Baﬁ?a% begin

e d conparl son between snmartcar
auﬂmmttcétwarbyathel rrmﬂhmis desaniheghegeindent i fi ers stored with

| nvelt PG xS B EmERt, biRfftié SEphP R 2202 may be
configured for facllztatlng biometric security using DNA biometrics. As dlSCUSSBd
herein, DNA biometrics may include recognition of structures, gene sequences, and
other genetic characteristics of skin tissue, hair tissue, and/or any other human
tissue andfor any portion thereof containing genetic information. As discussed
hersin, these genetic features may be collectively referred fo as a "DNA scan.”

Biometric security system 2202 may include a biometric sensor 2204 which may be
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and/ or hardware systens to facilitate vascul ar scan
conpari sons, such as, for exanple VEID International,
| dentica and ABT Advanced Bi onetric Technol ogi es.
Smartcard 100 and/or any other third-party security
vendor systemused in 20 connection with smartcard

additionally be configured with sec <
s“é%ﬁn‘?”f’i{v ®Brocedures to confirmthat fake bi %Egﬂ;rsilm /019358

S@i’f@[}m w:;rean GHfraioed thdaﬁﬁsoF@rcheemmﬁpbmortandMDM hardware
e 0 vascul ar tter.n S 20
R e P e
ﬂﬁ%&ﬁﬂg@b&ﬁah\hmb WASEmgaT oﬂ&hme% sensimyla @Nﬁasn;en_ aftchetmember.
secondar cedure tqg thwart biometrig.security. . \
fraudP 2p% e‘?x ?Wy?ﬂ‘alc?ﬂ@ fg %ﬁ%f‘i i C chg’?éfﬁ%{ g, biometric
§%ﬁﬁf@s@erﬁ QQOEB@SS&I‘HIZQOEEﬁgr@@m tlﬁﬁlArm:gnhﬁg}nm cardmember
aut hent’j cat i on ods i be
i pitigts t h@@%ﬁb@%ﬁ@ﬂﬁ:@ﬂ%@rﬁge%ﬂ?%@ F‘E’ag‘é%'ﬁ ﬁo yand smartcard
fakRiel M ARR0 2andiyr R peoflkl gerfatidroff ted |Lsbes | idgntlty In one

bi ometric securjt i onetrics,

REPER o AT ook 2908 of 165 SHE T S5 PAge BV Esbture 2
ﬁrl]\fwéﬁdﬁr Fhen Gaier fﬁﬁﬂzw g@’ietlcawﬁﬁieﬁé) t® bévedor geoet Btometnc sensor
characteristics of ;skin tis air tissue

38R Grayebe iR SamMmynicatige vgqqdli‘oi‘l%ﬁycib that; Hs?rhgékg( fecewes the
SN S AHY 1R RPils G §IGHANEEPILPPO2 tﬁs‘adhﬁm@dtmd‘meejperatlon of

t hese enetlcfeatures ma e Cco red t

CaRcamAOD A PORPE BT (Eeaual i B5EY Ty be
LBGAR afo WRRBIdhErS S85F 22004ndMT ¢10 teRprobide tB@déM}ed power
2006/ 014205 PCT/ US2005/ 019388 confi gur ed with an

fatfoparatian @hthecipmetsig sesrty sYLeB PERP ' rsor and/ or

Ot her shareyar 00 A/ guﬁ@fthé\ﬁ]imtd&ah Haaeli | dri geAetic information
apture of bionetric data fromthecﬁﬁl on such

r ere@ﬁa@plnés sk APMRRe Hagangt iarjoilize fP0 Stted A ffalpbase

gl\'ﬁ« sganff EEPRRTRED) lﬁdlhdéﬂeoﬁxgrﬁﬁh@fr& a@ml i TABi DNA scan
f¥Smartcard 100 | ncorporat| ng bionetric

t
éfermatiop 708y, additionally Perempaietwith fiimatien Efﬂ)i(‘ gﬁ%h} giore third-

Egﬁ ‘E%'Eéﬁé@@@ ommuhiddling vatre sinBRcard 1108l thesligheahy edfnntumication
rocess between snmartcard 100 and smalrtca%cgr rea%g,loo

zetheareaanty/er hargware Unedoding fors X@gIRIe, SRFrcy
tcﬁﬁﬁgdtlbﬁ a WireRRRg coﬁmghr@%mpbllep @hétbv@ri@@ﬁlﬂ@f al%ZBHhef)f'neans

e security system 2202 capt ur

onpoenmaienings GRKaUs Da kPl odahmpanaattp Sutheticats the

Efﬁﬁ i hiid §9Ei%&r théanggﬂé'tloﬂH)An?%f the é?ﬁﬁﬂﬂd‘ﬁématmémalmmwely or
such that sensor 2204 feceives

mamgmlwsmgluée gﬂ@ptet EOTPARESPND PEFOTMRY Pf p%wté’a'ﬁéettmw R more

m{%%h srrartcard 100 A power source
?Mﬁj ‘9 c(gnt act 106(a é in - comuni cat |
wi t h Boossrmple. foeRNArecamionn BPHE0RIay Hilise A istipg dlatabase

g§§b@§ggegﬁ1p\é§6Nﬁ°§caﬂWﬁrh;%?ln@fnufc:l%%tt&so Bkié iseqeares) fegulatory
regions, initiation and stop codons, exonfintron borders, and/or any other
chafactenstlcs of DNA. This transfer of information may include use of encryption,
decryption, security keys, digital certificates and/or other security devices to confirm
the security of the sample. Smartcard 100 may additionally communicate with third-
party databases to facilitate a comparison between smartcard 100 identifier and

other smartcard identifiers stored with the biometric sampies. Further, the present
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A5 Smartcard 100 may digitize the DNA scan based on

genetic information reference points and conpare it
against a digitized DNA scan stored in a database :
(e.g., security EEPROM 212) included on smartcard 100.
The DNA scan information may additionally be conpared
wWth information fromone or nore third- party

dat abases communi cating with smartcard 100 through any

%g&e% |on 20 software and/or hardware, incl udi g
or éi’% e, smartcard reader 2500, a USB EST(H?BWO 1758
inveutioal ea’ampaiememel ‘ofi, orie @pNMotee Ithirckpartt Wisviceanslicbr as  DNA

BT ME Sngil heERiRRR P aBineu arliate 1A o4 pqpparisons.

doichrast for exampliedplidd D&A Seienaelsor mat i on. Any of the

enbodi nent s aI er nat i, vel addi t i onal
oo saiar TBY el s i b SPlron AShet yB&at B8ed in
connectiond withi srdaneard y1tle oty byditiertiprise chiofigueed ihe secondary

RS oo fin (el (RGBS smife e nbsing Bded. For

exaniphntio diztect diesl @ss Ealse DS, syéteguizzozoﬁm Bee@ir8s configured to

initiation a dons nfintr bord
tof o BN Soritle ooty 5 o e PR ARt oA SoRpiIdey procedure to
thwam fbicﬁﬁetﬂé setUriy fFratd. OnﬁﬁﬁVerlfﬁ tﬂiﬁbiuﬁ\@tr@f;m%ﬁﬁéwﬂ isfartcard

B er e o0 B0 G Dk B oDl ongrivs

ha‘re;hhe sanple. Smartcard 100 may additionally

nicate with third arty databases to faciljta
aRplben ek RigBneBhadiTenh PIoToRINS sesiTlty ﬁxﬁfe@nim may be

d@hh@ire@ YB¥ fébﬂﬁéhngQﬁBﬁlbfriceée‘éuﬁtS/QIsﬂ% Hend) gbbmeliy Dithétiies. As
Further, the present 81 WO 2006/ 014205

|
”?ﬁ%?mwm@eg@ OGCHREARYt PIOReElicsi BYay JINelyde seeogitigs©f hand
dRlonfeiyephireterdaklioh @8V Feresxamiid, Asnd e éeﬁfwuéhg}ﬁ finger

softvvare and/ or har dwar e systens to faci Iltat

Ricknesso Aparicypiture angd(an any, portign t@ﬁ’iﬁ’ﬁfa as Aﬁdﬁﬂ”ﬁﬁ? bpyggin, these
HSe %j?s@ﬁﬁatrym[lﬁééaﬁéy &QQoWémbéN? rélé‘fx‘edeoh@s” a tarcHgdmdtyy scan.”

ecurlty endor Syst m used connecti on Wt

%%?F’Eaﬁe&l“'%@mﬁ?‘ '”f’%ﬁ‘&\”fj? ab‘t‘—!"'B%"HF SIS Z 2R pich may be

cORAGIEA With %ﬁCerrérte)ﬁ wt@@edelﬁ@fs é%@@rﬁuméﬁssbmt mfa@lﬁ?; system
bionetric sanp es are not eln used

amgtas Sther fgrdysre pRA/oE Smreé%tf@w@zwamw %fév@ruﬁﬂﬁ&ata from
1O REFPHI RBh R fdr @l DAnHgP biStetlingesit ét%eﬁ-flée densh® a hand

and/ or any ot her secondary procedure to hwar t
95PBIPEY o8N SEeAIIMebEFaud. ~ After verifyi ng t he

bi o rdne eREMPIERL IPPlicalibR &1C aiertddid 1960 aﬁéb fifi Aimetri
reader 2500 zg%tea?ﬁlaut hentication hy t erﬁng?ho% omeTe

SREHY syt REVL, SYS1arm 221 v CHRURIPARANE HRHEURYLRCan of the
cardm@hbérctosm%fé hé mUebPEUtRERIaISY pl%es@ B@Me@w Gfat@id 100
A SRATICA Fobsar 2500, andior 1 provide venfication of the uears dentiy. In

one embodiment, biometric sensor 2204 of the security system 2202 may capture a
hand geometry scan, when a user places his hand in front of an optical scanner.
Biometric sensor 2204 may be in communication with IC 110 such that sensor 2204
receives the hand geometry scan and transmits a signal to CPU 202 to facilitate
activating the operation of smartcard 100. A power source (e.g., VCC contact
106(a)) may be in communication with biometric sensor 2204 and 1C 110 to provide

the desired power for operation of the biometric security system components.
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recognition of hand 15 geonetry paraneters, such as,
for exanple, hand shape, finger Iength, finger
t hi ckness, finger curvature and/or any portion
thereof. As discussed herein, these hand geonetry
features may be collectively referred to as a "hand
qﬁonetr scan. Bionmetric security system 2202 may

At ﬂhblonetrlc sensor 2204 whi ch may b&CT/US2005/01938%
conFeuiHrRdrdM 0D “AfkyT Gl %efheOIﬁbh@aéeoﬁeéﬂ@oecara based on hand

t hr ee-di nensi onal 1 magi n% system 20 anf_ll/or ot
{
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P LIRS dse (@f@t BsdcliARP EEMIRONES B0 Incutd @FsmbEar@Xa0p|The hand

scanni ng, det ect | ng or ot hervvl Se sensl

.a hand |
ageaIaily rSFaR dafamertiop anahaddiiqnally pe Sﬂ'@P%S@BS&ﬁ?HPWmGW from one

cﬁ‘pﬂbl'éf‘%foQBarﬂf dﬁiﬁéé&abﬁlnﬁ%ldaﬂﬁgr O 8fnkf8arli thhﬁoﬁgh any
security systiem 2202, system 2 may capture the h

cgEBREtieationcspiwere gngior Q@'d@!afeﬁ RGhsing emmpl,eafsgla{tﬁ % reader
JBoh U3 IS EOREIERL QitelBss EofTechs! PGB, bCr?e“tﬁoﬂ@Q'udlor any

and smartcard reader 2500, and/or to_prov
ofles MERRR fasrEosTmyieating or CRU; 202 TRy {acilfate ﬂafh local comparison to

a%%?ﬁﬁbgg%g HAROERE e RRBSE" the $W8mPitiohN eAsestthet é’mbod:ments

system y capture a_ hand geonetry scan, whe
rasseraltﬁrmiyglyhuos aeditionaly f rr@hadeoferaweoﬁﬁmeaw*scg@arvﬁéfﬁmed or

C%" Sucworaéegﬁﬂﬁreztﬁ% BRY s&urity vengBrEuNi cation with 1C

at sensor 204 30 recelves t he hand
geomELr gxaropla, fantiand germetnsresognitinga CALL2@Day piilizean existing

c%%e!sbt Bl OmpATd 21}4&& 'sﬂgpé hﬁgQP%hgﬂw ﬁﬁ%&fthﬁwstsc AhGerl@Pvature

Wer source be in
amim:anmmeonf Wetw Brf@rmt rhaadg;eﬁmwmam@tﬁtaﬁ wn ip the art.

'ﬁﬁ@ff’br‘?ﬁer 5frir%|qﬁ§t o'iﬁ"ﬂ Q}S’ﬂ\éﬁﬁe 1123 oPQ‘ﬁ:"rﬁﬂlbﬁ rHé\%BﬁhBﬁ security keys,

tric securil tem corrponen
cﬁ@%/mﬁm&spemfanSM/ serggiygdsyieast tcamnfirmothwcumy of the

s%n%%m t F parrame oI %?Qﬁﬁjﬁ n%ﬁ@rﬂnﬂﬂﬁ% vith R@Sbarty databases to

are It ainst a digitized

fhantateg@onempyns;maheb\te@neamartmrd [3:1 r( ang. other smartcard
ﬁgﬁtg ohd %t&:'g{? R %ﬂ'g)blb B{rﬁddgéi'nﬂgs S”?‘[ng Qhéoﬁesgﬂleinventlon
eong scan 1n orna tional

m:n:patesd uwatcbf oné ocpmmqr@nthfrdrmﬂbn@e\@e@r Slr!ﬁf'r &s hand geometry

%E&)%rg’mﬂ@ Lot ARASERatRAR | @ﬁ”nb nd fﬁ/bt’g%tes ﬁgﬁ@ é—lgoscan

conmuni cation s tvvare and/ or har
ccm;iamﬁomg fsuch exanfire exgmpler dRr dRacegoition Q%@esaaUBB Human

%%%%&Eh Ige W rel ess connection, a corrput er, a

ahd! of any other means for communi catlng CPU
202 mil;rartcaod 1D and/or may |adivarl thicd-ppdy Beauityt wendor system used in

aut %?t trk Gt .ﬁn.scgg# 0@( 1 &béé(l]ﬂna{ﬁil%q%t Eor'ifgﬁred with secondary

wcumyrmm:emﬂrgs torcoafini thad fakie| hioretst sdmples rape got being used. For
[i t faured
L
tgetmmure/ bioed figwi tbidetect OBty Bt and/pr any oﬂhgesmndarysnr@cmgiure to
thwart biometric security fraud. After verifying the biometric information, smartcard
100 and smartcard reader 2500 may begin authentication by the methods described

herein.
In another exemplary embodiment, biometric security system 2202 may be

configured for faciitating biometric security using auditory emissions biometrics. As
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dat abase to conpare hand shape, finger |ength, finger

t hi ckness, finger curvature and/or any other of the

90 different hand geonetry paraneters known in the

art. 15 This transfer of information may include use

of encryption, decryption, security keys, digital
certificates and/or other security devices to confirm
Wit oegshsty of the sanple. Smartcard 100 peyrus2005/019388
addif i onal Ly conmuni.cat.e with third-party databas

s od RO, S0 SrOerese el oS i Bapte SRUSHIOR that &h ear

%e‘?l%[]‘attéi M@l@naéiﬂn@ét@@rby%hﬁ Caich ad dibﬂitlbﬁs end rev@berdited sound
bionetric sanples. Furth

WaNues randiaT any eertion ,tlbag@cgs ﬁt%g:sgtfssgﬁéwea?m,rmgge auHItory emissions
fEQl#JF& Ry b¥ DINELES rSlfiddas ab AT a0GiINe biissioneasegn/” t Biometric
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ww@th@rymrdwmswl@rrﬁo re thah &dlitdas RiYFRral Qlgretric data
1B YheRd 5h@nas ! tor Qﬁaﬁwﬁfg b&}HdegerY&ré’J‘hgs %Qﬂrﬁiﬂg Ydetecting or

securlty proce ures to confirmthat fake biometric
@aaw%swsmgm alb@phfgemﬁﬁlans 5N OfQﬁEm#'Ebeft o detect

the yse,of ae{b?)ﬁmatﬁaﬁsbﬁ@n"a%%mmbﬁac&pbmﬁg biometric
tO rreas

confi gured e blood flow, to detect body heat

saoufityrsyaleyn 820% syslemoiriiarpay capiue ihe apgitory gpigsiors scan of the
%lr&’rﬁg{rﬁ)bg 1S FtHte e MHufiid auﬁfeﬁﬁéaﬂbﬁ (FrBd(ésBQbét\béen smartcard 100

| n ormati1 on, smartcard smartcard
arehslean@Bo0eadey 2508i andion leepreviga veairabign ohthenitargddentity. In

% Sgﬁwpgﬁ%enp%&h ic s@n@ﬂo.éﬂ?% o{%@@é@ﬁ?’ féi@fﬁdzm%ay capture

ric sécurity system confiqured f
drasiditonaeimisgidss snan, Ml@ns@@%ﬁnlwrw aeditonestinpyignt and the user's

B BePsR nh o6 et By ol Seih 2204, Biometrc sensor

22f4s giagrke I corsmunicstiorayith 16| Uidesigh that éﬁ&sqn%?@“afﬁc%".ﬁs the
%?Jlt%m&%ﬁg r%cgﬁ I ! RS it e §§H&E]% PG P02 30 \théllitalel Sivating
rrever per ate

soun waves [ or a\éq\,/ portl on
mbapemﬂmnm stiagtcard<80. Hepawer sourede-calNF€ spytashi Q&aR Fgy be

%&%@5’ cg%ﬁ Rin BRIt s\éﬁé% iﬁ)ﬁeéﬁcﬁb tﬁo% FBvide the desired

em SSiI ons scan sSecuri ty
pgwdzrefm @m&tlcmagf fhmblbu@é'wasel@htm@tfﬁﬂm Wﬁ"’@z 04 whi ch

3 a8y n'?é;r &%ﬁ%b #a du’&ft45 rflsSibtd §@in FXRBE Oh.endiBsions

audl y Sensor erator and/ or ot her
wavefomns: and dompasoit Egainst a ﬁmtzﬁaauﬂﬁ@rateé@sslw sean sipeed in a

239) @ otiSarksard f‘l@b The audito
gétg%?éﬁ%tmgm@ﬁg?g I'ng 2hs,canlrr'illagg det ect | ng} i
otrisaions Sears eﬂmnmgommaalmlﬁmﬂ%"ym epmpared with infemation from one
SRISHTE PR SHdrR3rPR00 through an
gwqrgn{fl f@églar#:%ﬁr%%or a rg&é{ngt ‘?lﬂlc‘:%iecuﬁt y syst gm y
Eé?rﬂﬁ‘munﬁtaﬁcbreaome amejor @amvtafe. intluding don @ eple:i ssrarsqed reader
ig&? O{lsb connection, a wireless conpection, a computer, a network and/or any
other means for communicating. CPU 202 may facilitate the local comparison to
authenticate the biometric and validate the information. Any of the embodiments
may alternatively or additionally include remote comparisons performed or

controlled by one or more third-party security vendors.
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process between smartcard 100 and snmartcard reader
2500, and/or to provide verification of the users
identity. In one enbodi ment, bionetric sensor 2204 of
the security system 2202 may capture 15 an auditory
em ssi ons scan, when a user hears an auditory
stimulant and the user's audi tory em ssions_mm

dePStPEY?Y bi onetric sensor 2204. Bionetric %T%?%OP’M”“

2204 pgyy efinplB, mrﬁuu‘tbgabmfseuomtrbcdgaxtibm CRIglRORhABY utilize an
sensor 2204 receives the audf{e drﬂ‘SSI ons sca

ehpiistabasedogRapare erssiops Sifier? fﬁﬁléq'@va\e?v%?%nqqﬁgandfor

oher @ﬁﬁﬂa@fe‘n@ﬂbsqﬁet\%ﬁﬁﬁ Hiéatrréi':shQi@ed Andasverbesatel GBube w@ves This
VCC cont act 106(a)) be 20 in conmuni cation wt

SPBHE f infawiation may NGy Hes 1 GREgPHRbIRiVRIRG. sedurity keys,

ARRbF CEHINEAYE arddr BeF abt@fly Alevices 1B EORTINT EheS BBMILY Yof the
syst em conmponents. Smartcard 100 ¥ glvgwtl ze the

s leorSatead (107 ey aitgRe e oM SN RRY gptghases to

?ét‘ﬂ:té’:@”&aécﬁ‘npbatnsaﬂabéiﬁbeﬁ Shhdttchid Q@0adhifiry afd ciisdroBSartcard
scan stored in a database (e.qg., securlty EEPROM

ideatifiRra astereds Mitht e GioTeRiric SREPIRS| tfoFiheps t '@n%@?%s’"ae”tlon
SRAGpAtEE UsBBE BRe 'ﬁ)’méi‘édtrﬁrﬁﬁﬁmy FeRRsCOMPARS hutitbly emissions

information fromone or nor hird-party dat abases
cxseaniipe softwarevrndiorshadwers: Ysteow PH?@U*@F? Awditory emissions scan

QQI‘ﬁBHFEo‘F@t | QRS QE! WBF Crx@RfP ! thba WRBRpet NBY Utheh QJrlearrsxty of
exanpl e, smartcard reader 2500, a USB connecti on,
WoHBBE®ROzonnecti on, a conputer, a network and/ or any

ot hefsﬁﬁsﬁ&%fmo &mmvﬁhfa&bmrd%%uy?s%um?yvé‘nasr Lydtévheused in

the | oca arison to 30 authenticate fhe bionetric

spRnacien duthe smaétcarﬁir dPPameY redditipnaliyr be neondgwei ity rsecondary -

g@é’urar fn%EQéﬁrby % %&Trmqgéit' fEké’BlBHe}hc' DHrhMEL aFeS B RINg used. For

sons performed controlled by one or nore
ﬁmmn!ep@rdqte@éb@ pe pf fﬁéﬁ@d@#@owww@@@MQ@w 2202 may be

Rithel'S2 ﬁ@r@&gﬁ%ﬁ&grag&ﬁ%l foisd QEscidEd With § rﬂéxﬁieoﬂl%duclng

recognltl may utili ze an eX|st|ng dat abase
glectonip ausiteni emiissinnsdpRd/er @AY cother Peeaidant procedure to thwart

%\ﬁ%tﬁpgé&ntﬁﬂgb@r AfRdr AR @%gﬁbﬁk' lﬁf%nkﬁﬁﬁdi'?eé?nérfb%rd 100

transm tted ‘and reverberated sound waves. This
an@@maéica@t rdaeied 2R89 iroay hagmméhmr@@atmbbﬁh%mfmﬁﬁ described

5 yption, security keys, 5 digital certificates
an or other security devices to confirmthe security

of t He ansiheslexempiay teoshodimerd. biepetigasacratyasysiem 2202 may be
TERR L B o S anb S I EANGR B, s

bemrr offactprychipmetrics aray intlude oderantsdhatlia bodyhgensirates vhien odor
Egﬁéﬁ?{ﬁés flor LhG/br ah{' E)I ﬁ%ﬁé]%oi’ nxg '&fécgg‘sedaﬁ‘érbﬂ RHs8Sodorants

one Or nore par devi ces such
aayi heo collestivaly refared do aeca)gmetﬂptm "s divmelirie mumarsystem 2202

g‘%ﬁ@?’l\@ﬁ@e avaaﬁgﬁﬁt&ngacﬁémt Fhith 3wl ggfcxn@ opegargs@etmmc

arirsons for exan‘pl e ‘t hose
sémsotind whemical serfsor, and/or an electronic or chemical sensor configured as

an array of chemical sensors, wherein each chemical sensor may detect a specific
odorants, or smell. In another embodiment, biometric sensor 2204 may be
configured as a gas chromatograph, spectrometer, conductivity sensor,
piezoelectric sensor and/or other hardware and/or software that facilitates the
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/ot her
third-party security vendor systemused in connection
with smartcard 100 nay additionally be configured with
secondary 15 security procedures to confirmthat fake
bi onetric sanples are not being used. For exanple, to
detect the use of 'false auditory em ssions
é‘ﬂ&%"&‘fﬂ‘ﬂéz may be further configured to dzg:?ﬂ)?zoeemmsss
cdpreral Bioenatiit dafadom Giepardomeudh as, fte\example;, scaniing detecting
el ectroni c auditor ons _anpd/ or any ot her
%fééaﬂa‘&%%ﬁ%\sw&eﬂmé" Pﬁ%&ﬁ"f‘e E Pometric security
fraudn éfd asxewplaryyamdichiion lof asmdrtdacd | 10oinatparating biometric

smartcard 1 0 and tcard er 2500. may ,be

SHRFb YL PORE £y SHETR 2ALE (AILopLaE Ao, ot 8 e fydmember
@ﬁﬁ&lﬂ@th@Wﬁé@lﬂh@ﬂh@ﬁbmﬁbessmmﬁ smaaemummyand smartcard
system 2202 may

PORECIA00, in 0 BOVRg SPTIRERT T fupT e Joenty. In one

ghbsdinrad br&ﬁéﬁi‘cr‘ser@bf QQQAD oy il @8Rty egstemy 2202 miyecapture a
odorants that a

t od 25
$TPekRMSh YN %Webﬁ'&aﬂfjgr‘f" ﬁ@?@%?mﬂg TRPLQ AEDeE Ao ﬁ"’""e*""
LiRop 2900 RN ER inBRYnrkhi€dtioh @athi 1Cel 10 suchahatesbnisor 2204receives

iR uRIBrE RTINS At o SBY20 D LS apvathotne operation
5OREBieaRd 19bt h RpRlePCided Qe.gSENED coﬂta&hellEIB{zﬁ)b may be in

sensor, and/or an electronlc or che
eURMugication with bigmelric sgnsar 2eeand %eﬁ 99 Hiesiesired power

£76BeMENbERE RINSIAE sBBMitFS)sesh camga@mé ic 30

odorants, or snell. In anot’her enbod
senscPmaneud 189 may d'@tﬂﬁ? the ERDRGY and, aemewredhawaﬁtfpwgmzed

&H@ﬁérfn@@ﬂ&f in eP@inQH&éé )’se%ﬁﬂ@@EPRGMGZIQQTrmIdedCbn smartcard
sensor and/ or ot her dwar e_and/ or sof t ware

861 The amelorink BioTa oDy I RAEP 2RSS0 B dTemaon from
5RO bH f-r%ré’ﬁ-mka' éét&b&k’é&%ﬁfnﬁl]ﬁlééﬁﬁ% MGthsiaridaéd 108 thrbogh any

exanpl e, scanni detecting or, gfherwi se sensin
et?mmuplcﬁmn snfuais @ngias diarawate JReluding gy %ﬁaympf( maitkarh Fpader
SE0@ rgﬁﬂ%g@%ﬂné&%n' E%Fe‘i’&"sﬂidnﬂgcﬂ%hoa%l‘dpﬁtersﬁ Qémdrb( and!or any

system system 220 capture mel | of
p1|>l/1|@r mﬁém@q%mgnpgttmgﬂ p'Péi/ 203 ﬁ@ynfaf:l %e locdl ¢ companson to

GuthBRiAS e B nﬁir&‘:&?@ vQIﬁia‘!@% ﬁifﬁ?ﬁ‘lbﬁ@{ d ARQQfahe embodiments

snmartcard reag nd/ or to provide verification

iyt ademeatively ard@mrtp’yaim Angude  TEmoRi %maﬂssn%ne%ﬁfqr@ed or
ﬁﬂ&d%ﬁ%ﬁe%ﬂ&étm%&d Viskcoiy VeRacke02 may capture a

a user st ands wthin at | east

feet br samps, fop emellmindsree P 202sRK S22 80 eﬁﬁy"%ggﬁ'?ase to
E&’rﬂgyz‘%' tﬁ@%lgféﬁleﬁ et r+c'rfl‘eétﬂ'9' s'iM@fﬂnréd"%heﬁnﬁﬁB@im&Rﬂﬁs temperature,

recel ves e sne Prlnt andtransmtsas n tR
@rRigs 2differeacdsa diTpsause.cTosea, i Ak PRgFanise by Jising NN and

, ﬁg@%ﬁﬁ"ﬁl‘ﬁc ]tgghmtfué?sov"e‘i'hﬁo%ﬁﬁer( %fgmfon\v{%rPQﬁé}aCihclude use of

encryption, decryptlon security keys, digital certificates and/or other security
devices to confirm the security of the sample. Smartcard 100 may additionally
communicate with third-party databases to facilitate a comparison between
smartcard 100 identifier and other smartcard identifiers stored with the biometric
samples. Further, the present invention anticipates use of one or more third-party
devices such as smellprint recognition software and/or hardware systems o
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conmuni cation with bionmetric sensor 2204 and 1 C 110 to
provi de the desired power for operation of the

bi onetric security system conponents. Smartcard 100

may digitize the snellprint and conpare it against a
digitized 15 snellprint stored in a database (e.g.,
security EEPROM 212) included on smartcard 100. The
Vg\hgﬁlﬁllo%*‘g&g informati on may additionally be QPC%{}% 50%9/019388

rmati on from one or nore third-part

cdiidie’s emeling Ucorperistgs, wistith sosar foc agcinil® thbseudévedoped by

onmuni cat i. sof twar e, and/ or hardware, including for

@?WPEV?#@%W%PB‘C%&E&?S- 2500, a USB connection, a

Wi 1 el Siartcard Mot ardifor &nyCothipr third; paatyneeicwdty kveaddy systemyused in
ans for c

20 ot her 0 ni cat,,ng. 202 .ma .
e B AmarGe TG Har bfBeal bo RIS, with secondary
bénbcﬁuw_ plioCeduies Vcﬁbcbrltfﬂh&hatﬁaké Ilaibmetrw%agﬁplesﬁaw redt b_tah@l usded. For
enpoai nt alterpati.ve r I .1 on I ncl,u
BRADoE. S e aOR o o ot et e SvpRia2hY AL 4 Turtner
B@rﬁffg.utéi:l: fdlld@.‘agtp I)Lfljaﬁ-enwzoz el §Mel:s.e|@ﬁmsmml Eﬁbya@xi@t : Iﬁmldﬁ,r}efagrandlor any
spel i prints, i.lize an existin abase.
Biper 58 pocetizedor Mt e fio ety iavtd, AfeE Yeding the
Bloaist ﬁ@l“nf@ﬁﬁétmnd@nartdag@e’rwi uhg, STaRBGEHd die&flérf {Q{EOBlSmay begin
ressure, force, an or an usi ng statistical,
R Reatiirton bii e s SeouRRr Bed ThiS ©ranster of
i nf oriAedrioftier e mplaryg lerttRdinsent Obiomeier seRuityNsystem 2202 may be
dec_ryPtl Qn, Se_CU[It)é_ keys, digital certifjcates, and/ or _.
ePHighred: defr faqjitating, | Pé%‘gti"b SEEHTtY - HSing, Keyairofe/ypings Tgognition

BidRfeheos, SNRY tdisalskstOBefEny, M@irb&a@fainbyre’&agﬁiqamnmbmatms may
ses to facilitate. a ari son

wth third-party datab 0
nelugeereconilian ohthe dHmLPR . KeyPERKesn lptotaiks: Deliiaencisyatrokes,
inte el btrdNeStifb e ©BinY drivr TRQuBheYTEs e keyStidkek &snd/or any portion
Furt her t he %r esen I nventi on anti CLg%tB?S use

iiorog chs HBPURBH AP Bere SRardigs T aCb8 Releasb iy Slonad o as a

"RYSEHe 4R ."S BRdMEHS sBadityY ydierh MR enay fickide 4 Biontfrid/6ensor
20061014205 PCT/ US2005/ 019388 facilitate

MIShh ey cPaligHsed Jiithan SleqipiceRelser.can iapdigal sensor, a

ReyRbRNeshdidt othepanivavd sdrididr Pieeié ARAtCIadiifit@8TBhe capture of
Smartcard 100 and/or any other third-party Sequ“&%@cﬁng or

biepwdic dota drmudir) PEREONC Svke @61 &l W‘QrﬁaéﬁéFﬁ'&'ﬁP%l
BR¥nAgs iséhéhﬁ\j‘b'Iééy%k%%h%ﬂ%ﬁ@ﬂérﬁtﬁbrﬁ@@ﬁ@%ﬁhﬁ nfay include any
|

security proceduies to confirmthat fake onetric

Gl é@t&%@viﬁ%t&@aiaﬁgfqaseéampte@ﬂafeséaﬁ{ﬂn& Pads With dabels apkeys,
1658 Qbre@né Hndfor @ LB typex ot MPLLROZeRBY be further

configured to detect man-made snells, abnor mal

odor dft 8ne @Rt appligatian ghysmastosed W0 dieerayating biometric
REQRA Wy StelP 200¥RYstBIn0PROS | fayp QGiphirs VihE! Rélhtroké L &an of the

veriflying the bionetric informtion, smartcard 100

sprdmsmper de initigte e muludl utheptipatignnprogessbetwesp smarcgrd 100
BXd SheriBdNedderdao! bh@dr REpRVIRe verification of the user's identity. In
one embodiment, biometric sensor 2204 of the security system 2202 may capture a
keystroke scan, when a user types, for example, a PIN or pass phrase into a
keyboard configured with sensor 2204. Biometric sensor 2204 may be in
communication with 1C 110 such that sensor 2204 receives the keystroke scan and
fransmits a signal to CPU 202 to facilitate activating the operation of smartcard 100.

A power source {e.g., VCC contact 106(a)) may be in communication with biometric
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I.Ln. anot her exenpl ary. enbodi nent, bionmetric security
system 2202 may be <configured for facilitating

bi onetric security using keystroke/typing recognition
bi ometrics. As discussed herein, keystroke/typing
recognition biometrics may include recognition of the
duration of keystrokes, |atencies between keystrokes,
15 inter-keystroke times, typing error frequency,

force keystrokes and/or any portion thereof. As

WO EdS herei n, these features may be col PEEPSARYR;I388

r oa ) o - ; n i i _ bib .
SRR AT e TR FEEe W Feshed ponelIch TRbidiBnTARNE bbthatric
seayrith eystenr cayopanentsi t h an el ectroni ¢ sensor, an

opti t éj%/\ed

and/ %rﬂllasr%? R?Wg'{%) ?‘ﬁ%fﬂ@@% iq[?%t e S?gkeé)c%gf' ungé 0 ZrS keystrf)ke
dharavkdristics diad aompane the ecareagaist eudiditizes) keysirols apasl gored in a

nni.ng,. det i | | y
B0, TR S RO R HelleRl s 108 S RlSsioke
sehin iinfpmatibevinay additiomailihe dammpasgch mith nformationclrem tangngromore

; it h bel .
BRI b St SShBBEay 21 Ol o
cepPhiriedtioorsafivassrand/onhardweee, invlustingoion example, Smaricaisl reader

se ity system 220 .
Fo005F L buSRrRhE Y S PRSI 4 orfitef SnhethEnt Aior any
dthéruakams fdrenimmaiicaing pr ORE 292beayvdasilitatedhe denall comparison to
and smartcard reader A . Qr oyl .
Slierifae, 8 Pomefhehysatae e ifbyidiof] ApFEr the embodiments
rﬂﬁ@oﬁ'temtvelybiamaﬁdiﬁmﬁlgniml&:dezwnmfa t:hmpséﬁnsi tpprformed  or
syst 2202 nmay _capture.a r scan, en a user
‘i‘%‘%@@g By,pne.Q Tejg'r%pWW%(?U%@egaéﬁf ase into a 30
keybggr @xagﬂm%t fiu kepbtioke lscaen O Zﬁ!)may Bitilizecan existrandaiabase
2204 ma e.i .CO ni cation w t.hl : -
& s 3155 beBRuS AL S PRER) GE pifer diatdderBED Akltiated with
leySirekeal m? GBhkRO2 ihfgrrfiia%dri ﬂnaAaire:metuseaufiamgrwlien, de\r/;ryption,
operation of smartcar . ower . .
G ] RGO e BRURY 30 B i e
& 1id0sapie/ oma&a:d aRﬁﬁbng&@%ddmmaw comnumicade (vtha thijrd-party
10110 to rovide the desire owe I r.ati
dbaes e BPRAL S dararSe) LEMARR Sy JOALMR: Sho other
é‘sﬁﬁ’tdm idéretifietsZ Storde wKidy ter blogweﬁ:@tarsammq druribey; stheo peesent
characteristjcs and conpare a
Griten ABciRalrS e RboE Aot P oBy SeA8% it & koysiroke scan
.@ﬁo@ﬂﬁorﬁ emtﬁn}aw EE:!?BOf\}‘iaZdﬁz)rei sestenhed tmnfasititate c keystrob®. scan
The keystro scan i nforngtion addi td. .
CTRAISBRATUCH 35S AP T $ heFRtods Bl HPArS by BioNet
SYtédls parg.y dat abases conmunicating with smartcard 100
t hrough an ication ftware and/o .
e e 108 AR S ik Bl HAlE sBaF el 4Bl used in
SSHMNRBSEH With Smuitéel el ewiynadditionally coec copfigueed with secondary

n rkcan ran . . .
seectu\pig/ prggeddu/rgs toaco¥1ﬁrm that fake biometric sampies are not being used. For

example, to detect the use of a false keystroke, system 2202 may be further
configured to detect body heat and/or any other secondary procedure to thwart
biometric security fraud. Afier verifying the biometric information, smartcard 100
and smartcard reader 2500 may begin authentication by the methods described

herein.
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10 other neans for communicating. CPU 202 may

facilitate the |local conparison to authenticate the
bi onetric and validate the information. Any of the
enbodi mrents may alternatively or additionally include
renot e conparisons perfornmed or controlled by one or
nmore third-party security vendors. For exanple, for

ke gstroke scans, CPU 202 may utilize an exi Stlﬁ%
A58W0515 t o conpare the behavioral, teng&taP>2Yrgosss

thS'TIﬁaéndﬁ{@T%hﬂér?tén%dmClbram%ﬁ‘lcv\setchntyk%&im @208 .may be
Thi s trapsfer of ormati on %/ cl ude, use
] 19

YRGB TacHiating Aropine Seai 458 REpEon hiogetie: As discussed

G6elr, irisCcadaRbigneties nﬁyh@élucﬁﬁfé@bgrhﬂorﬁsmmtéﬂshc@ of ihensolored
the securit of the s%gﬁﬁﬁtﬁSrrart c?r d 100

Seryep i YARENGING dhenpHPb ot S TP o5, And e gadvor any

bOrtibAGhEEbAL EAR dRRIPHG REBIND QhaRe BharaBeiStiE dmi) be c:oliechvely
I dentifier and ot her 20 smartcard |dent|f| eg st or

faered fe a5 GReliis EcamnpIBiametis Sequrty $YStep, fnay *fholude a
biRWREAd SEhsR 204 RMIGS mMiRChe borared wﬁﬁ@viﬂbb redmidd t an optical
devi ces such as keystroke scan ., recog nliéll on, So 4

BPANNGF haidiialFaMaiRs A HBTICOCTURIEd HqviReang% PG aiiigie andlor
§&Wé'tﬁ&%cnh@t&ﬂhé%aﬁfelﬁé of bRMk® 4t Fhons ﬂﬁ@b@r@@ﬁi sbyh as, for
Bl oPasswor d(r) Systens, LLC 25 é}rﬁmrt car

gw@ﬁdsq@nn@syd@i@m QFIWWQHWESrSFS}S'%éﬁ fris pap & gardmemoer.

syst gp Hﬁ@deﬂéﬂ’npléfr?nﬂﬁﬂ*oh@h ¥ tdinsrimrd crood |rk@9pdf§b’ng biometric
addi tionally be con aured with secondary securi

PSR L0 iR sy s sdandii Garcipember to
fa %LHéﬁdauﬂFé?ﬁncatﬁfﬁaﬁPBl:@ss baweeHh %ﬁ"iarﬁcﬁ&l 48@ 4Pl $nartcard

eystroke, system 2 may be further
gZﬁféd @rad/@rett@cproway\fﬁ@"@ﬁﬂ%cﬂfofheaﬁgseﬁ% hidgntity.  In one
?%85‘% JRAGERE ERsdr 2200 Whthe s3Curty QP@&MZ?OQ%W ¢dpture an iris

raud. Af'ter verifying the biometric informatio
seat; Mhen & UTHD uses sensva 22ehiogscas disiFis 2o hﬁerpasb% bR to five feet

%g%f‘%&déé%ogg%% S e HRINPIFag QL aH 'tl’ihe dsefiei8ithrougf Wbhtacts,

2005/019388 ~... In another
sgigrsas yaremrmymémﬁr typsi ofiyve dlassen cBiomejricsanser?2¥ompay be in

E@ﬁ‘nnﬁﬁlcaﬁ&{‘ ol d|‘1f00§udchaﬁiak s%ﬁédrnﬂz{ﬂ ‘Pé&‘éi\réscth‘éeﬁ?dréda‘x‘l and

Using | ris scan (gl ometric di scussed herein,
tanemits @ gignel 1@53%902 htiagdj@te activging therppgration of Siartcard 100.

t
ﬁﬂﬁ)%?%ﬁ{n‘c% SS% %h e Eﬁﬂa&(’!lo%@jj?'nap iba 3 8SmAicAUnA!| \nﬁﬂ biometric

erin urrows and freckle
aerwoo 22%91’16 1§31 Pite nrqvn@rtb@fdesu%i m\f&fd%@éﬁrﬁ@fb?we biometric

Egﬁﬁ,ﬁ,%&gﬁ%ﬁ@bﬁémﬁs may be collectively referred to

Irrs sc iometric security system 2202 ma%/
i ncl uSadcardi Kifemay aligitassthe i Gaanvibased eayirip eharacteristics and

Fl%l%%s & o, taBaglsfé h Qﬁgllz%am rﬁ&o%ﬂt inC&2batabasd (@b s@ourity

caner a e coupled device and/or ot her
EEP&W e2 idinsiuded obn vemartaarcit100aci The dfie ScaReinipetion may

QiaBbrdNF e CorfiirBd Wi ThioRRalf fFOHA oGl ASre thith-party databases
communicating with smartcard 100 through any communication software andfor
hardware, including for example, smartcard reader 2500, a USB connection, a
wireless connection, a computer, a network and/or any other means for
communicating. CPU 202 may facilitate the local comparison to authenticate the
biometric and validate the information. Any of the embodiments may alternatively or
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10 exanpl e, scanning, detecting or otherw se sensing
an iris scan of cardnenber. In one exenplary
application of smartcard 100 incorporating bionetric
security system 2202, system 2202 nay capture the iris
scan of the cardnmenber to - initiate the nutua

aut henti cation process between smartcard 100 and
smartcard reader 2500, and/or to provide verification
of the user's identity. In one 15 enbodi nent

BOWRYNANS sensor 2204 of the security syst eRFBYEI0HI9388
eﬁﬁﬂﬁHEﬁy ﬁa@“ﬁ@"s@mﬁ@ﬂm”*éﬁﬁhs%éﬂ@ﬁhe&iﬁ&oﬁ&ﬁw b 20é dromore

scan hi's iris he may be up to five feet away
1W‘é)ﬁ$§lé$@%’r"%‘2&)'m°f%ensor 2204 may scan the users iris

tfthlF%P eXEm &;@thén iris S44R8% 285852022 Q!t:hﬁ@)anoé)hﬁlngt yétebase to
of eye

|OnEtr|C sensor
OO e ARG o8 JuHOtaVERT JaR DUrOEsiod and the eyeld
r%‘éfcﬁfé% gﬁthfehﬁs R A, @Pﬁas%ocddé BStHet texiare B@cﬁ\ﬁdncb Gn the iris.

to facilitate activating the o eratlo
Bhintrarsiercpf igormatipngaaeinciies H%%og enggyptioycee toacf-ecurlty keys;

%é‘rgaﬁla&e)d Jﬁ?%sb%a&fﬂr %Q{E?U&ggﬁfy' Qé\nc\!&st B *bbﬁﬂiﬂ’i [thé se%ﬁﬂ@om the

rovi desired power fo
smmiat Boartggrd K9 rnabaddm@r@"y §@Bmwn10§tes\y trd- party databases to

%nkémpﬁg?:{] n 586beh0OmaRYard! ﬂ'.‘)d 't&&tlﬁé‘re ahfll SthBF dhartcard

ase on ir aracteristics and onpare the scan
idgatifiees stored gith Abel hiemstriscsamplesr eEUTthera that BggeRt invention

%ﬁ"gfgaﬁsﬁs%ubjf bie drbh m%ﬂan% %klfégg‘%ueﬁ #2TRi6t $ah drecognition

e1rrs scan | additionally be
softwace eddiai hardwake systems o ffactﬂmt@ n@s 8PanBPEPARSONg- SHEh 98, for

&%%%*P@ﬁw%e d89§!5‘ﬁgéry @?‘q}bl&% WSIE] dp?y%ﬁfc& GRE BidESint hr ough

conmuni ca twar e an har dwar e, i ncl udi ng
for Stearizae] 160@ntivarcoy redatdhirdBarty secutibaversiasEystegh used in

c%ﬁ]%gctqu A Ghth Ss%&é?#HF& CfdoP thay® a&i?ﬁH%h;? "be @oﬂ%&éﬂ Kniffa gééﬁnd ary

I nmean conmuni cat1 ng ée
seamnuyummee!uresetmmanm U’mﬁfﬁ&ﬂ%ﬂetﬁésamplﬁérﬁfﬁ &gt beipg gsed. For

&@D%E,Bzé th %F?e%gth%q}%edcﬁtaefﬂs@ ?né] @?&é%éo@%agﬂ¥ fl.ﬂ'fhetr |&8nf igured to

ternative 06/ 0 05
mgmmsn@lﬂssmesna@ thedefret tmwaﬂdwyfow pepil ditatioantn é‘etect body heat

%%‘172?0'35"3’:’ ['L‘y r%%%%ﬁ q)l‘(% B%“M ’f_i-lmbsﬁp b%effﬁ@ sBEuritPfud.  After

securi or exa for 1ris
wrifying tr@mbmemcna@)rmaﬁldn, §ma§ﬁardx1|0§t anﬁlgsraarﬁ%aﬁﬁgeacte@ 2500 may

FRP R iehkenalby R pfdbbeatRmBeg hatt | B Y 108l %1 00
and dn eabihag eaerphlageembd@nﬁoh bidveetrie seourdy S¥slaange0s may be
%Cp‘ﬁ'gblredsfb{ Teré'liﬁaﬂné%:?%?fncqjecbﬁ\% %F@t Heﬂﬁalrﬁ‘)énhﬁ‘@l N&ﬁeﬁ‘r&@ As

keys; digit
discusiséd caemn ameliral acam\mgs dmmetnys daviyc daclude cmpgwmn of

CArABRE o B8 ol TEPIT g L L efO5R g e peon
ftaitlre atze, aamiosbape obrbltst wessels randiasaany pootion thereof As
Hrgc?@stségl herelr‘?l r{He radORLS %aqz be collectively referred to as a "retinal
scan.” Biometric security system 2202 may include a biometric sensor 2204 which
may be configured with low-intensity light source, such as an infrared source, an
opticat coupler and/or other hardware and/or software that facilitates the capture of
biometric data from the person such as, for example, scanning, detecting or

otherwise sensing a retinal scan of cardmember.
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10 identifiers stored with the bionetric sanples.
Further, the present invention anticipates use of one
or nore third-party devices such as iris scan
recognition software and/or hardware systens to
facilitate iris scan conparisons, such as, for
exanpl e those devel oped by Indian, LG Electronics and
rtcard 100 and/or any other thir <
B‘@@%@"{/‘ endor systemused in y15 connect i gpn s%%)smwsss

smartigaofe 1ERnpEfy aslshliCatonalt ysnietoarh f10Qu inedrmarating  biometric
secondar securltéggéﬁ edures to onf rm-t

BPCURDL Pstere 24Pt sys mB’éF‘?@t“{?st S’HSF%CFn ogglg%?aréme{nber io

hafaes thd ARt %uqfenﬁcét@hs;@rocésssbetwsm emaR2a@ ney ahd smaricard
furt he confl ured to ., var

h h
8RR cand'er 1 upPYida; Y%ﬂ Ii"@'i‘f’n tog él"gf é'ggﬁ%o'aﬁr%ﬁ%at In one

éﬂrﬂb@:fne@tﬂym%@ﬁub @ﬁ@erngzuw oﬂﬂfmeékurrw cg:stémvmaz may capture a
bi ometric secur ver

RIBAEEe WA Gt PRCb A0 e & 157 SBOR oGt ar g retina and

HERERthe Eé?fécmayeurﬁqmu@nausmr eeed maly detect baisers I‘mdal pattern
descri bed herein. g gr ex

Whemdis vEers@ay rbﬁttgp i, BYECiRet w3y e Bersct i gu Fligeps; sensor
bo64 hidyabd fO cOhRIRIcELcN SARUCH 110 ummmat ebhsl 2200aneEbivgs the

%@%&%dmspﬁéfigége}e 2% E%:gf@&%pp %Fllnéagle agt?v%rt]lrr%g e operation

sh%hﬁaﬁ‘ricsfd SibbCcs MfpoWe $rikdecqbgd ver eahtapat1ioeld)) Oﬁay be in
the eye, such as the |l ocatjon, strﬁ ture,

§qlfaf§@n[§:ﬁtltkﬂ Wity biggetnig %eng%;%)ﬁ %ﬂ%/'cp tp@ﬁoxf:qi%fr&qesnrgg power

ﬂir%?é?a%@ﬁ’ oh%ej.&neth@sé@uwsm @6mpéneﬂ’ﬁs may be
collectively referred to as a "reti

G oS MRHCaE 0P IEgY SgEe M HInal AN bsed §0 BUBFGharaqiistics
§§@$:%an%?@4hé’"@b&ha HRY Bedigifstdd B’ &invétbied in a database {e.g.,

['ow I nt enS|t ? source, such as an_infrare

serur @eEEERQM 26@ I'@bﬂdeéﬁ'w'ﬁ?ﬂ%ﬂgp o?h?e?et’ﬁﬁlr Wr igformation
@'lég/ Q8 dif&d S’/‘Bﬁé? cbhfi.‘)taré@%ﬂh' frAdrRfatib Sfréra oY Q)rOFnore third-party

metric ata fromthe person such as, for e

gafaha$¢$gconm'g@r@@qtinggvi@rsm@1qqg} wg@r@@ghsqqygcognmg?lgﬁgn software

éfég’{? rdGaF TRIMREHG fof BxdhIZ O8R4 Rdnder 2500, a USB connection,
U82005/ 019388% n one exenpl ary ai%ml i catii

Qrmflfﬁ@ﬁii dCoroectione i MRSy Ebl"tﬁ%‘?rlkl 8k AW f\y‘eéyg’leé'ﬂ? for

car 51 §h & MCPRP 20 RYayCraBI kS tHeB cal doPpaeiatn @ ahfh%ntlcate the

er to initiate the nutual authenticatio

biomssisanskyalidate therinfarmation. 160y afthe smbegtmgnis "}aéé’é}@wafwely or
g@ﬁoneﬁ‘lgqﬁ(ﬁﬁdé Pen%t@vdoﬂ?pa\’%ﬁsf b&#srirel St cdn@lled &% Sone or more

n one enbodi nent, biometric sensor 2204
tlﬁrdt-m%cumwtv?n@y%tem 2202 may capture a retinal

scan, W‘lﬁ&nﬁles ?Mﬁnéf %gﬂnss PP 202 nhdydliflize aH réScﬁstnhQ "d@tabase to

the user's t'i na and tects the reflected reti
pamparenthe Mdfesafﬂmﬁﬁﬁmﬁ Qféh%&tmﬁ bys@mRarngrStorge and detected

f&fnta? er\f‘(@egél'ghgse tr’gﬁﬁér BRYinfdfmiiont endyl ‘Mﬁ‘:llfd%ehs@Vhﬁyencryptlon

rom nsor |l onetri c sensor 20 %& e.ln
demmmn; setwity keyshdiptal cedifisalen apd/er Oﬁ@h gefurppdevices to confirm

"ll?e(:?échﬁtSy &f@ﬁe sample. Smartcard 100 may additionally communicate with third-
party databases to facilitate a comparison between smartcard 100 identifier and
other smartcard identifiers stored with the biometric samples. Further, the present

invention anticipates use of one or more third-party devices such as retinal scan
recognition software and/or hardware systems to facllitate keystroke scan
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1202 to
facilitate activating the operation of smartcard 100.
A power source (e.g., VCC contact 106(a)) may be in
conmuni cation with bionmetric sensor 2204 and 1C 110 to
provi de the desired power - for operation of the
bi onetric security system conponents. Smartcard 100
may digitize the retinal scan based on retinal

‘Wé&ﬁsﬁfoﬁ l{,.stl cs 15 and conpar e t he scan ageycqﬁfszﬁsfomss

digitized iris scan stored in a database (e.g
mmnspyS.EE%kﬂ\aszfﬁo exaroplad hose ndevsiopedabyl E;mKeyThad Retinal
F&tHBRIgiescan information nay additionally be conpared
Wi ||’?§ormat|onfromone or nore third-party
dat alﬁnsetscamnﬂ()randmnmg atherhthisdrpatte aecurity Gendoraygteranyed in

STRALP b BRI, PRI Sonfib Y0 shelpoan
wwatyq:recachmwm ¢omiirm ¢hat dakeUtiemetria saeiplesrdre antibeing asgd. For
h f ti U il 1tat
e 06 Hefesh e 0T BlsB Tedin prar Z20R P o Rt 5 Gured
tandry e ligtitshbhe into theer a?h tc:matcmigr pdpilt dihgamﬁoe ; ed:iammdy heat
addi

alternativel [ ]
TR PSR Retptodth prBieduls, B Bwaly brais sBiii frou.  Atter
\ehnifyinl nﬁbawm&mmfotm(a)m dm‘aﬂcaraS‘l OBosindexranmdzrd réamter 2500 may
retinal sca e an existin
R, Y 8"?05%0‘38%'39@@&%? be@égﬁﬂ patter ng of the
reti mmdibneﬁt]mﬁamrdfst}om e?la}abd abefiguree dvithr atsem:ahty verification
atterns. Thi t sfer of I,nformati on
BRUIATATS 1o vart WhARe Bb: ol Bl RadlRY reippforaton is
?ﬁymg bhcsaimamwmooandmrrmd@ragom We@%hrﬁ?&ehﬁcaﬂﬁﬂfméd’ﬂbmsm
e securi e sa mastc
'Hﬂ’éh ?oH%ﬁq[ focﬁﬁf‘?EH?rE'a 'Wt’i"h P rmaﬂ%b]*mtgg%fa@ alpgt endior
dongremidedicrt te hoSisypleri. son bet ween smartcard 100
idenlfler er smartcardlde ifiers, s

ot ¢t A BB of B ERibcaR Sy A el BRI ey include
%ﬂ@/@ﬂﬁome@nnﬂy@vﬂatrearhum the seobaritp Eymmﬁnﬁdrp?ﬁtqsadﬁeyor more
evli ces sucC S retin ec niti 0 re . .
HOMEEE s e BiHo 5. Paltsard Spenr 2508 Ml piometic
@bu e Q&@Q@@ﬂi@ﬁ’ﬂd?ﬁﬁ%ﬁfa%@l%ﬁﬁnegﬁﬁ ﬁ@@Jrity& 08ifg adb:ometric
Su e 0s eve e an
SRt Biomeic, S B SYS g0 gy Tgds & BPmst Sonar 2504
\m’ﬂcﬂi dn@,arbbyc@rﬁr@uwdt WdN@@Qﬁso‘iyﬁﬁémda‘ﬁ%ial ﬂ;gutﬁioeméfa Wptical

CabBiralet Sogreor ies NECIATT Scioh s SHfrnaameti

duite farhi the (SeRsa Qschads; faraixahpld) @pﬂﬁal@calﬁﬁlﬁg ehemidat sehsing, or
false retina, m 2202

QHiomins OlBringgne eorion Pt argmerben | BlipeERoieasor 2504 ey be in
@yt SicanGit 8 Fsensd@nrhteﬁademriv@nzscmsm A&t sérrey intériice 2506
BPehet iaalte drPrgstoRacts LaPRSHS & sianal to CRU 202 to faciitate
activating the operation of smartcard 100.

In one exemplary application of smaricard reader 2500 including biometric
security system 2502, the user may submit a biometric sample to the biometric
sensor o initiate the mutual authentication process between smartcard 100 and
smartcard reader 2500, andfor to provide verification of the user's identity.
Smartcard reader 2500 may digitize the sample and compare i against a digitized
biometric sample stored in a database (e.g., database 2510) included on smartcard
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smartcard reader 2500 may 10 begin aut hentication by

t he net hods descri bed herein. Additionally, smartcard

100 may be configured with a security verification

mechanismto verify whether the sanpled bionetric

and/or related information is staying on srmrtcard

10@ g’nd/ori reader 2500. The security verificat] dosio
neQ ARHP AL may be used to safeguard bi omatrngT"Uz SH19388

teRbieN PE00. UI'hg bieetRy: §arﬁ‘}ﬂe lnﬁﬁfnaﬁﬁld/n(ay adtifticaaipbe® vbmpared with
on the h system itional or alte

fepmatoR Pm PR @areatﬁfr"é‘%aav d?%l?@s%ﬁ"ff‘ﬁ‘é’f’{‘}aé"g wﬁ% sgartcard

10U irSRUaMY YorirehRBtion\BEineire ahb@:r $@fdwaré yinsiyding for example,
|ncorag(?rates one or nore bionetric s%/tstem As

smarsad 198, afSi conpertipBod MireEss FINRRt DR & %P”b?@%tarf.'%twof"
SRBOH driyYotiarShednsdePeoremnhibgtinge d Heranbie bf mfcﬁmbﬂ@w may include

bionetric security using.a biometr]|

PRI PSR dGFIYP w&e@r iy 58> d.'eéfﬁl ?%r%ﬁo 9?3%"5{1@? loPHRET peourity
&@n@@d rtOZ%@AﬂrrrMhé:fsemyttﬁ Kh@nézhrﬂ?léed Shhdrftafd seaEHT 2500 may
VI deo canera | Ca

adlianall lér?G’FHPU'B %rwﬂzartlaﬁ?aé@aﬁgia&ﬁ%fw Eta¥eora o8fparison

BWEES isAthrRbRITBO0 iidentiflét and Bt Ishfarieafd RIRNGHGS shstred fitth the
exanpl e, optical scanning, chem cal sensing, or

bipmetigi s ect | ng the portion of cardnmenber.

Bi 0ngy rdntarf@if Fead04PURY50E hiy Facikafaning Gaddl Otbripdrizon to
a sensor interface/driver 2506 such that sensor

autbenticatecthesemetie samplesansd B velidate Mo k¥RImaHAN o fypader CPU
Mﬁ&n%ﬁ;ytﬁe oRfigiRed i @ Fﬁth&O&nﬁiar i@ﬂidtldfa(f_:ﬁu 202. Any of the
va

act ation of smartcard 100. In one

ing the oper
ereboRmany AP | Slemaely! o5 naddanal « Dslyde pTRe . comparisons
bé}fdrh‘xgg%g cBhPHRHHyCthir& BEHY b&clriBY SdriBt2intehy WAEKMI®RT in the art
may submt a bionmétric sanple to the blorretrlc 30
foe peroPaning b'ﬁmﬁiﬂ&td@tﬁt he nutual authentication process

bet veeR. wR 6addt 1600 ARY ABEHeC BEHHgLRANRith 28d¥8ndary security

and/or to provide verification of the user's identit

y.
' E@aedum biomeideto soumniliet kg hippetricramples, e Apfgbeing used.

g?plét aPcFFea%eF*QQ(‘JG h?a?obe M%Mﬂf@uﬁa@%' fAeasure blood
store I n a database (e.g., database 251 i ncl uded on

Bovarhoghiheat and/eunmoubenacee0daPETPaedRBUts/ r@ﬂ%%@omeé%%ﬁwnw
#%g;ot otHp s?&%bfdc&dmr%nbmﬁ ABLALHENEBY of biometric samples

i onal ared wth Tinformation fromone or
mey @otuﬁermoxmmrmg paat! ditatios Jorostingl ANEAX iiNfFgSGRNE HPressure sensors,

BRSNS, &g@gé# iR SBH8rE AREIR aRF bt pRREURE Rnown in the

I nc Ing for exanple, smartcard
an Gor autbsstraﬁbngébelaiﬁwerﬁmw pk biosretie FaBPIase n Afgr Veﬂfylng the

GiORRHE §nf ?rﬁléﬁﬁﬁ“%ﬁ{%néaﬂn%@rolﬁ%n%ﬁgfd NERE? 5500 may begin

conmmuni cati ng. The transfer nformation may i ncl ude
albentications apd thetmantectigpmay proceed aesarginglgy s, di gi t al

fﬁ;t ;édg&%%?& a?ﬁ(JOQS?A h‘ﬁ%y Slfe%#glr'lﬁ%ﬁé?cg e\?;/lgg ° E&Jrﬁgn\férﬁ/’ iftion
mechanism to verify whether the sampled biometric and/or related information is
staying on smartcard 100 andfor reader 2500. The security verification mechanism
may be used to safeguard biometric information from getting lost and/or
compromised on the host system.

While the biometric safeguard mechanisms describe smaricard 100 and/or

smartcard reader 2500 configured with a biometric safeguard mechanism, any part
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- __additionally communicate with third-party databases to

facilitate a conpari son between smartcard 100

identifier and other smartcard identifiers stored with
the 10 bionetric sanples. A smartcard reader CPU 2514
may facilitate the [ ocal conparison to authenticate

the bionetric sanple and may validate the information.
Reader CPU 2514 nmay be configured in a manner simlar

to that of CPU 202. Any of the enbodi nents ma}/

YO &OpAMEGel y or additionally include renpt &CT/US2005/019388

o byt th AT Hay tﬁb‘é‘é&ﬂm&@mﬂf a ﬁlé:ﬁ{étﬁ& s£egitd %bétéﬁr nafrtemmp;e,

securlt vendors in nomn int
s BUPIRG SERTERIFIOE TeRRMNG Samett See et o6 Thager, only at

%e%@n%a@@ Nt B SthdritafPaNHa TYade? Cor dttany dwﬁér%w@mon of
bionetric to confirmthat fake bionmetric sanples ar

SeliPhgevisad As push, @Y RsRRNEr Jrefalahasy digissed @gtmn may be
PER%teldiOwitHi bhsgscs‘cméd Qlith %ﬂoth@r ABASHT Bod@athl2 Ghé lsfrtcard may

body heat and/ or % ot her secondary procedure to
peRfLe &Se amelice b'e‘,té edptabase uepgdfor cemeariseadngy by located within

HLeade SmbRhafeidr Nth bher AHLARREAS! th mém@me@s&&my device

sanples may include nonitoring pupil dilation for
i bealocaled/ayvayi frem the apist ofpsale; deyiee 3a¢/ob provideppthak fupgtions.

?EF‘%QérﬁplehWﬁ@%ndﬁth@gﬁéﬁﬁﬁ%ﬁ o A/ BE 16 NBEF the item to be

proce ures known in t art or aut entlcatlng t he

autchasad e lpgated inpamnetben l@c@anp\mém orsutside othpmygrghgnthdn one

d t
reabgbﬂ’f@;ng. %u% biBﬁ’%feﬂgEf‘%édﬁﬁt Wi ﬁ’%?{l I%e;%a?egﬂ oﬁﬁﬁfe 685 %ewelry
disalayde allow arusgr {oriss @8ty mwediuwwcatm@nrpwﬁd}afqre chegk-out,
%ﬁllﬁlsgw altGw SRS rtl\?\% gmdha \ﬁﬂ'ﬁr‘?w GIFMaV Bhdd, ﬁf"fl‘l*solrégard the

anismto verify e sa bionmetric
dieaiadiic seurite devine anan chBmupisates they infRimetiors e the aoint of sale

2589 @e&é %g%%ﬂ‘ﬁﬁ %P m@,aﬁfﬁ rdoh J}ﬁgtlrérftés%ﬁtthé’fbwefry box is

anlsw1 tO sa guar onetric
ithﬁ‘ eamatwarsorf ith:ah lge'tow hyvinm he iavinyr lfb@n@ih@frﬁa‘@@dmﬁnf any

heﬁ:ﬁh 1 sy Shdo e Lo g@l‘gﬂr(g df t?‘rgt%lﬁg %Egn glce. The

escCri snartc snmart ) .
bieauhdiic Qamtycdmmegmae@emﬁtathed aﬂdmrefraeraia@an@g Bametnc security

PRl Lp o 18l for e Bndhl I S vperation, For example, the
argseohinventions gbeigmplales ke aise Fothirdxpants| @gemrﬁ‘é Scanmng and
sQiVﬂ?ﬁ&F 'dggﬁ&mbamg%s rn%%e' % Hﬁenﬂnl@'é?é@% tc§ gwgégrﬁc. Identix

e reader e snmartcar
BicéomithQmemlcﬁ};@neh@c ae@fcmtherdhlr@paahyemdqw

nb
o annirych Sgfor erBoainiE (94 dfielo & usdtbich dpheafifbh may gontain
\tertdmsharmmraqmoalamfemaumh Asnused élﬁr&ile.\tewstﬂndl@kmn@ls may
dﬂ:?x%”%}r&%@ "TB¥ns S%ﬂﬂ'ﬁif%léjs%n\}%tg m%ft&lbl‘éfieg)lé"sotnﬁ insurgents,

ase used for ¢ ariso oca
revolutionaries and/or other offenders The information may mclude biometric

information, personal information as described herein, arrest records, aliases used,
country of residence, affiliations with gangs and terrorist groups, and/or any other
terrorist andfor criminal information.

As an exampte of a secondary security procedure in accordance with the
present invention, the biometric sensor 2204, 2504 may be configured to allow a
finite number of scans. For example, biometric sensor 2204, 2504 may be
configured to only accept data from a single scan. As a result, biometric sensor
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the bionmetric security device may be | ocated away
fromthe point of sale device and/ or provide other
functions. For exanple, the bionetric security device
may be | ocated near the itemto be 10 purchased or
| ocated in any other location within or outside of the
merchant. In one enbodiment, the bionetri'c securit
dwQi2e0/0ha%5 be | ocated outside of a jewel ry FRETESRUYIRHS

bb@%%%g{) i oﬁ%? a@&&maﬁtéﬁémfahﬁ@wmﬂaﬁ Lipakéan reader 2500,

process before check-out, but also to allow access
tfheopsr Sdncenansean mayhe ae@qﬂdagp ebigia a bippetrig s,agg:éﬁ d. Blometnc

%Qﬁsorb&%ﬂe%ééz rr%ﬁcéi@d by cgﬁ’f}@uﬁ:&i fBaé(cc‘éB{THlﬂ?é%tlﬁﬂli Bfescans For
or

mat i on ol nt device so access
paamplelbtonw}ncx/%aﬂsr)yf!i%t%% @ap'e'ﬁg%im three inviatid pisinairie samples

J.b@YEﬁ'{a ftXurh?’éff aﬁdl B@a&ﬁgﬁa Qﬁfa?tegdﬁlﬁ)@tan'dﬁ)r%%n*éﬂbﬁ Red&MB500.

jewelr n anot her e I ment an Ol‘tl on of system
2400 . e sersos onanyethetpait osystam 6‘#{(% My alfecantivale upon sensing

gﬁi(’f][ﬁ ellr-{@ge s'bda&EFH Hn&-néﬁﬁﬁ%hfp)ésd%b%tl@%nbﬁa@hhﬁgﬁ%ndmg

| onetric securl ty devices may
pesigoalf binking] Fusibie Sound, avisliabrdisphay; depaingy PEding jagnolifactory

%a??%rﬁ%a%ﬂﬁ?ngﬁ thlcdh didha 'd?l\‘l \h(‘ﬁﬂ% %qaﬁngﬂpét@ees?gﬂé”f‘o said

fi nger r| nt canni securitt
dewi aretiordbe likeasFartexemplea d dhebgenisar @gtpety Imfgmaﬂond‘mn@ 3 gold card

E%év}!gec}n he: g]sg?rﬂ}ﬂag dr%tévg Qﬁgb } ﬁ@Fﬁ A pcﬁﬁ'tqﬁ Clf the sensor

or Oth rty vendaors et anot her
elatmb agepieat chstoniat, ailmas@aq»s owyfsignat ghptatrfv gonanager to approach

é@ﬁ%&e}nell Sid tﬁéﬁl?fhem{' ﬁ{eirgébégt Bﬁémé&f qFl %ﬂhfh%p %mﬁédlmem the

reif, terrorists andlor crim na
|sgusibudaay gendoa sighal,to Belriovasy acoount raider, or @OMW’W@BFSOH or device

of Rl SorBANES srebHAE B SRAL I RIS BT s being

vitlaledréd.g.0charge eboreab1008}.0or mat i on as descri bed herein,
arr eS}\g}? %g@gedt?brtn% rfca%%ﬁntgssggt}emsc&ﬂé% ﬂérefr?ﬁ{age%ﬁﬁionaliy be

affili errorls gr oups,
anyﬁgnrbﬂawnth tdraud rprstlactmmﬂngr Thati isviankibmietricoresutily systeso such as

gp@g, exa rv\l’tdyt?o}f %@%ﬁn%w ﬁlgg%e EXnﬁlﬁ%c?qgrl‘éﬁeﬁl biometric

present ention
sampters %ﬁﬂﬂe&&@émﬁyaruel 0foarf/ayereattcand ededew2500 fahdlat@'e the

nurrb sca For_ ex ' | :
AL Saiprgtn &8 0o G TElo i B 284: 2504 1
%i My endiondiffersmit biometid $gmiie dsreabmiited tas differ® frop0he log data,
006/ 01 1205 PCT/ U 5/,
SIAPC SRR SH e PRe CR0h Moo R o SRy Blodgbfe sueh s
Keactivatiars 0larningf authorities hesguesiingse aecoraianp ecargeatetion any other
obtain a bionetric sanple. Bionetric sensor 2204, .

B%“YTBVC P‘§8 be configured to accept a preset limt
of scametﬂr?x)secuﬁiigaﬁysltan 220672504 sndiemther bia@ettic %Odty system

EEHTRFRE Wiy PPN UE i SaPekd SolpRE 4B pfal ) Bty of
%Imﬁétﬂarsdnfpmdbr veBfitation and/or other security purposes. For example,
after biometric security system 2202, receives a first biometric sample (e.g., scans
one finger) it may be configured to receive a second biometric sample {e.g., scans a
second finger). The first and second biometric samples may be compared with
stored biometric samples by any of the methods disclosed herein. The second
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Ihe sensor or any other part of system 2400 may al so
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activate upon sensing a particular type or group of

bi onetric sanples. The activation may include sendi ng

a signal, blinking, audible sound, visual display,

beepi ng, providing an ol factory signal, providing a

physi cal touch signal, and providing a tenperature

signal to said 10 user and/or the |ike. For exanple,

if the sensor detects information froma gold card

Nehi98401430he system may di spl ay a speci al of PEFUEAR05/019388
etric samples

CREERE <BRIH 150 g T BT SR Eomb B Wih SorbE PRherric same

ﬁbpfltﬂsamptelmaxchsmmdaldﬁ@rmdﬂﬁtu&fﬂem for their repeat

busi pe S rd

A e

1|Gérrea)_\n beeqdippéd ettt hiematicisefeguarhmesianisnhe Fenexarerip dn one

B"%%né %Dglic%goﬁ of %@?g%a‘fi"g gggg&%@%ﬁ%ﬁ %é@ lbs% lﬁ@ﬂn@&lc security

slysianeiitﬂa:tomrzeys teansaction tiatsiniatesan ﬁ@é@lssheﬁlayle such as, for

'q?(%g'llp el'h ap'u%‘%nagg %ﬁggéi{@lgnegst%l fhed 6e{r915{ﬁlcﬁé’s%t %{ﬁédd% limit, a

i'C Security system su
;jurnthmee réxcesdingird presstly smmmemn@msmyy trorticned grusehase

afgb)r masl(fjl:ctlé)rlhglﬁ)&l“ - %ea dpgfé%ggaﬁ gééi’ jﬁmﬁnﬁﬁrﬁﬁr&f the

tianbactiont with mgalqamaimseeomna.nairme mmienumt@htand@rmﬁmm other
2 4 25

RS DIt yrpRaction ceadiiis 4 AR BF eftebishedPinit, Gardmember,

d GgrddRiry, issbérosystent @ thirdpaity finaycisiesysRa04a caGPanynapd/or any

q‘i;g%)rl orﬁ;&yagﬁg érH &%@%ﬁl tﬁ? %ﬁggét ﬂﬁ'utsd%%tlln‘f ﬁ;t MQ? 'be used to

g a secondary
pRENEND Ifrerudly tosft) e:rvercﬁéﬂs eamnafort gther oc:edaslmbleBsmmns aassociated

vg&:ﬁ{ Ir\c{;I g%étr@ﬁ %gﬁ?l aéc%gﬁ'lais (yog rexénlﬂ Iebif%ﬁ%(c'aﬁi 10? is stolen
abﬁl HhoahieDutice do hakeki large wrplhaseamm gheo:fard Bhe mrletnc safeguard
SaTBER, SRk b HR) SRdrES ekl e voros o
orReEEnAAMS, receives a first bionetric sanplg (e_.g., .
3¢ anﬁas g?c%ﬁglfs]; %@9@% 1o ”ﬁ%’yﬁcﬁivé@%@ﬁgﬁi@ %gé@ﬁ{g QGALME2R2 to

seco
AdtiRoe Uper d DeerfWhick atethpting tnohake arteigeipurctasp ithat theyseremust

d wi d hj ' | .
ot ademet sl ety WGt S, ABTRY- By RS, Ginahbsra 100
maN el E4RMJureCTd Lﬁéﬂﬂé/ 4l 33aBle lsignaktvisual m‘pﬂi eoplicay signal,
St Yokl B HRRE sthbld oLl RRAG on orctory
s:gmle;ﬁuﬁaiag d gﬁhyﬂ%tal teach blgnaleammomdmgeﬂmmmw gignal e said

t 10
oh: SRt (ROUE CHlYa cilr BRI TP e antpery s hotblchnal,
e%r@as@mabahwyafmﬁbm LW verficatioRiycaubhitting a bivenetrizasaimple, for

gx%?nprlrg%fa%isn% f?is ggérrtlav%r %iometnc Yensor 2204 andfor any other biometric
secunity devices used in association with smartcard 100. Biometric sensor 2204
may then digitize the biometric sample (e.g., fingerprint) and use the digitized
sample for verification by any of the methods described herein.  Once
cardmember's identity andfor smaricard 100 smartcard chip identifier may be
verified, smartcard 100 may provide a transaction authorized signal to CPU 202

(andfor to |C 110) for forwarding to smartcard reader 2500. Smartcard reader 2500
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_a transaction that violates
an established rule, such as, for exanple, a purchase
exceedi ng an established per purchase spending |imt,
a purchase exceeding a preset nunmber of transactions,
any portion of a purchase and/or transaction
i nvol vi ng non-nonetary funds (e.g., paying a portion
of the 10 transaction with onalty poi nts, cou

WP RP/BI4MS es, etc.) and/or any other purcH&S Sé”ﬂi{?%?ss
ltnﬁ? n@t@@%@&%‘sﬁ@noﬂ dutiesiekd Gignastoahtdesh @airtitaiin.a similar

Car dne a third-par yer s ema hlrd

MARRRT SIS W@tv@m coawvegtf?aaﬁﬁi"ga'avﬁar f?y" At B '&} 45 may
HYOCERS ‘tl@éntr%ﬂ)éarﬁ@habﬂlde‘i hhé hpehantst bhsimestss as Thswial istdridard.  If
may be used pr event fraugl ’HBe'E over dr af ggé ified and
%ﬁ@ﬁwdapﬂé\asﬁ@ﬁnawwmnecaé PERPEIGHUSALY By Aok §& perih

Wet RahdddB06 | Aby ad cRRdEIEY. naﬁ\@ﬁxﬁbnaﬂ?C@nBtﬁr nfopé further security
exanple, if smartcard 100 i stole

PIPRRLIES MRS woparegesysihash Pl SREeAg d ObfHgY deactivate,

Shaedra '1@0$ﬁ£)r§émf 8 nom%ﬂ@mcﬁﬁnsmlt)@ﬂ%ﬂtsmé}&ard 100 may be
pur chase until cardmenper's identity is verified

sangieates by taamerchaph aniali A Sthes sRrYi PEosdyeRiRY 5% used.

act i atgotie? @ﬁéhbﬁrﬁ&ﬁb’édiﬁz}énﬁ}zémbﬂﬂéra&@é’dérQSOQQné}Pbe Eyuipped
a user a user who i's atterrptlnlg to nake a

yith arhiereetrin safagyard meshaniant. PO HAMRIe.4" BN ﬁé?'?’Pl?W application
%%ﬁﬁc&ﬂ Melokf Yosbbe sHﬁ&éérd' fenbl ©%00 Biap elstf Mbﬁ@trac secunty
smartcard 100 may be configured to roﬂgj u
ys@mﬁSOthg@hO@%g@sa@B@ 3t wgipgaﬁ n est thﬂpjemsuch as, for
SRS, aVhRERAIe0BxcdRUingKim @stablisieal b pulkAgse %gendlng[; fimit, a
providing an ol factory signal, providin h
Burdoases ERsaeringsn Presas LG, o HEBRRIRS /oL ALph e purchase
éﬁﬂe@d%ﬁeérir@%e@&%@sbn%éawrﬁ? e8Ik, Qﬂﬁﬂdfbdi@tlé;mr Epstem a

a card Accordi ngly, car dmenber

tmdmawrﬁrfan@@( isystemly a aempeny ARd/ar B rathen %‘Etglérﬂﬂ gystem may

é%%,sﬁx pfodRt ARNRY Mire_linft9Ghap R uSbP B! frlomenadd, tef,
K ot her bionetric ~ security devices, used
o\rer@@ﬁecmﬂ@r

i non-deriieblessiyations. asspeiated with dnansiy and non-

tial Te¥odriEn Fg:'r %kér'n?l% ff ré‘i"né?’lc@f'ﬂetibﬂ) Gs SR ﬁ‘lc{ megthief fries o
I ngerprint digitized 30 sanmple

weke fa friee mmrcmasanyltlbfhet i BoTalics SRP BT HBREhaism may
@éggnt tﬁé@gmﬁm‘?@ﬁnﬁ ch hiers E?Jb‘ilﬁlﬁ/r is %grﬂfeﬁg%rtﬂor%@@c means.

rtcar rdentiftier mag verifi smartcard
100 rayonsr @mmwe,awtlerar@a@wm eraiSt UG 2 LompagH-gsued sefcard

r 0 0 [ga) bh€ st b
reéde@a@%g 1dg)ma %ng%dhar»%ageér@fggéxﬂ{rﬁgf 3%"?(%6/ 420%1ay °

RETpIE2I0 05foba ddgBetrigayerfipationp o veatdreghe I F%é‘&éi jeygeeds the
FHhUibg GthitS's gﬂﬂcaltdoré%&eég{)@%aﬂft bé%ohf';t;@e& k@ deah a biometric

nmanner as IS W th conventi onal driven syst ens

saripladu esler foverify @ yagy's idsnlive dscemdinglys Hipsuser msy mrﬂﬂé? such
| |

ST U7 B DRy o GAIARE dutng  rtnat

tadkinmietnic sensondblbe Smmrtcardez@agﬁ'dzmo may then digitize the biometric

sample {(e.g., retinal pattern) and use the digitized sampie for verification by any of
the methods described herein. Once cardmember's identity and/or smartcard 100
smartcard chip identifier may be verified, smaricard reader 2500 may receive a
transaction authorized signal from a security vendor authorized to give such a
sighal. Smartcard reader 2500 may then provide the transaction authorized signai
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S the transaction may be cancelled. Additionally, one
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or nore further security procedures nmay be triggered,
such as, for exanple, smartcard 100 nay deacti vate,
smartcard 100 may send a notification to a security
vendor, smartcard 100 may be confiscated by the
mer chant and/ or any other security procedures may be
used. I n another exenplary enbodi nent, snartcard
reader 2500 may be equi pped 10 with a bionetric
W@fze@;maizds mechani sm For exanple, in one exerupiisac05/019388
ppl.icat.i Lcard reader ,2500.., smartcard .
1§ ARG SH00 o SUBIb: DRI 18 e g EpaRL Sn, given
@g{bh@r I3 A@céé’saB&ﬁﬂ 5 @iyt pratessi katasadioneatddsl the meetrchant's
rul e, such %s for exanple, a purchase exceeding an
businggs PS Hal4p g”rndﬁ[ﬂ'chase spending linit, a purchase
excewhn@gch@ bresEt safeghed rabchanBneaddscabed horbio usafiygerprint

ot her purchase 15 exceedi.ng .a preset or. estaplished.. ..

SCRRRIRY aéﬁr"&ﬂ'ﬁiﬁ’@?“”'ﬁg f*?{q?‘a%%}a? fs?"ﬁr@s P"ceﬁm E%ﬁqeaemp"f"’am“

dnl)i BiSmBRICt SarhplBansy Bk supaitRa) fo{:lvgﬁﬁﬁaﬂl hnrty, autHérigatiomand/or any
establ is

qm%%%% "%Efﬁ?? lert eénxa(;@;f%g'@cpr?%erﬁ gl‘g@gﬂ?n E?%tg@plates the use
dr Refce. recoymtich, abtisl andleY 8dr ebb@Tition %tgiﬁa.lré &bb@'gnztlon vascular

situations associated with finapcial and

no
e DA 86B8Ue. Sang SEOmREHABIONS CBRaiong PePAlon gifactory

r8 nﬁ!&)na'k@y&ﬁﬂ(e?tgéiﬁ% rbEddhtioh 0 sbaMes ahdlcir gty e Nisis@etric

w tth the card ionmetric safeguard nmechani sm may
kppendhiheral purchase until cardnenbers identity is

veri fd nﬂo@ér RixeRBidr) @nifRamtent lof tﬁ@@r@é@uﬁ'ﬁﬁ@ntlmeﬁlﬁe or more
card

IS using a conpany-issued snﬁpt C d l';l
bmra?fﬂ@éamp!ﬁ;omﬁmbettrﬁ@dﬁaxﬁ&naaqﬂ/%f EfyALl or example,
aﬁﬁ??ﬁﬂG@Eﬁd/&h@ad@@%d@%aycmlﬂfgﬁ%dhﬁfr%@v@b %Eﬁ?ﬁéth@sampie
Ication I's require If the user exce ?
ftqnarﬁsaﬁffﬂ o hpi sAneple gy ther be il ﬁiy o,5eexampe as a
\Faﬁsﬂ‘nlb%éﬁ @n&u?zpﬁ&ﬁaaléhlmdmsfséé&e dﬁ%”'ﬂ’f el L&eQWﬂﬁ{s tb Getrieve the

verity the users identity. Accord in t he use
pcoiPiatbdalacine vser MHELEIERI B SRIANT POIGUE BHORE 7o, have

' %&%‘Yﬁ?\ltlﬁateﬁ Qéy zﬁ"ﬁrmﬂ\c—? nﬁe’fﬂ?ﬂbtdteb&%ea HefPdih N@nce QR bidntetric sample
| en

ometric or 2504. Smartcard reader 2500 may then
il puthentieatach haypatawil b deaypipt ©r @6C9FS. retinal pattern)

and %érﬂ'ea Pighhdihi€ g%‘ﬁ&e@ ak MotlY 8 priate Xel @Rd RYpui¥ key for

of 3 et hods des herein. Once cardmenbers
&r@aﬂww puprsesr  knane exeaplanoemeadimephap @plity may use stored

HiGHaBit | dafipl o AfatiR rtbfe'nﬁl@ﬁoé&@rlﬁ “aaﬁﬂnh&aﬁﬁf !825109 piBlic key.

recelve a transaction aut rized

al fr
Becdata mewtbaa be configyed sueh that g.ifvenlg @ewsgib'% Pg ﬁ‘a[Pa' biometric

e e shinBle &194 $eftfelr O
aut %?lﬁ‘;eﬁérﬁ@gng},%&%r\%}ﬁ%g /014?@(?5r PgT/ S2005/ 019388 o
venfigations of floe meall biamptde mample: thandala B@Yi Be gépreyRipd rand/or
ptional PIN driven systems and Access p0| nt 15

nmay process the transaction under the nerchant'
busi Nékile e (exeniplaty serbediments describe herein make reference to

identification, authentication and authorization processes, it should be understood
that the biometric security systems and methods described herein may be used for
identification purposes only, authentication purposes only, and/or authorization
purposes only. Similarly, any combination of identification, authentication and/or
authorization systems and methods may be used in conjunction with the present

invention.
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Wiile the bionetric safeguard nmechani sns descri bed
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herein use fingerprint 5 scanning and retinal

scanning for bionmetric sanple verification for
exenplification, any bionetric sanple may be

subm tted for verification, authorization and/or any

ot her safeguard purpose. For exanple the present

i nvention contenplates the use of voice fecognition 5

M@ 2086/034208/ or ear recognition, signature re&bEHPPPY3
Vas CUbA brakliRy RSB ISR NPld B Bﬁiﬂpleﬁoréﬁibdﬁlments of the
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and/ or reader be conf |gur ce| ve a. oo
boisaband mechanital cmangaSorﬁﬁhb%@de ‘g‘?ﬁﬂ thh%ﬁp'" an

ool & thbZhdkAie Us exzfn%’le axadR redfied in ¥AY icihe method or

an encryption calculation to secure data. |f t
me&e climemaxbe eesutednorafyt @geuand, are ot dg@{édnﬁ?sﬁ‘e order
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nti ca descri bed here
@merst e risicossty.i JhoanftecPropaing, orgiied SSTEIBIOR [t PErsPated for
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pbdnlfa with eygard'l’tbesnmﬁla aratodimets.b dlawsaYer. gtbﬁét?n@ﬁ@h afyaqtages.
S She! BERLR, adiain
Ighgﬂls t% %°9‘§ﬁ‘§s§?98§%%¥9"%“ﬁ‘§ﬂ£af. nger B%‘?ﬁ?’s;sarrpl An-talases
ar selaiiter to ddpomﬂfeowerra mpreromnged efengtda pe tﬂoﬂﬁt@ﬁq '1',5 critical,
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onl%&&ﬁé{%@#e %Ubggg)ggé%ﬁ}f ﬁlﬁet@%l‘ erhe"f\ffq/tersuch process, method,

@etichy, rratammratﬁm diéurthiehr) natelmentaqﬁsngmal @gfep@ﬁs dedyied for the

aut horl t I.on e gﬁt%(pl drifcritical.”
Gt tnef RorManis LESs PRl Ao ool

2006/ 014205 PCT/ US2005/ 019388 "The pr eced| ng "

detail ed description of exenplary enbodi nents of the |

i nvention nmakes reference to the acconpanyi ng
drawi ngs, whi ch show t he
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exenpl ary enbodi nent by way of illustration. Wile

t hese exenpl ary enbodi nents are described in
sufficient detail to enable those skilled in the art
to practice the 5 invention, it should be understood
that ot her enbodi nents may be realized and that
| ogi cal and nechani cal changes may be nmade wi t hout
departing fromthe spirit and scope of the invention.
For exanple, the steps rEHCAIME in any of the method or
process clainms may be executed in any order and are
not limted to the order presented. Further, the

What ipdaiged: i nvention may be practiced using one or nore
10 servers, as necessary. Thus, the preceding detailed

escr S
1. HSF R BphSa BT B, FOPgRUERRRE S Bl SidctitPevic

said syssteronirisisg: defined by the preceding descrl ptl on,
and with respect to the attached cl ai ns., Ben

atﬁaﬁﬂaWaﬁ@@‘@ged dadcapmunicie wilh g ideis “ﬁ'gv%l"biééﬂ reader
and sef ENARC oSSRy Sl broSiaiiul SPS BT o

an obﬂegmtedarid:uﬁrdewdeadmpbsem withan sa@snmm&archﬂynd configured to
benefit, advantage, or, solutjon to .occur or
commuypicate vish Saik ERACRT e S INleSTBIECL BET aswcs§°é?ﬁ"e=?'ea|a common

appllcartl%f\uéﬁ(?% s@éorﬁ?%??ﬁééﬁorf eiyr2Tohl ﬁﬁﬁﬁﬂéﬁ BHingBonfigured to

he clai ms used 'herein, the terms
store traeehmiamésnfbrmabnprassougted with awgardhhleiler,varu ations
t her eof cove sjive

4101 Se1oBA- SRl ion comp it Be el Stgetlie dhd g partner fie

structu?émﬂﬁé‘ltéﬁ s&R bEﬁheFﬂ@&i@@tﬁr@ prbsledfwrith edtaiss tdoggield within
I nclude only those el enents but may include other

said Pa’lﬂﬂfe‘ﬂe structurexfpr asfirsty partaednn erganiteticmeand gleniesh write access

o s o B i Sl S s

providéd¥ Wit idevess i o yaidewstep@mhg pgarizdtish aand said second
‘essential” or "critical 99 CLAIMS What is d ai ned:

partnering prgamizationr tg 2 fieldrin seid epmsit Umstaeturgured with a
B Blo il Sty G BompTiRing 8YSRIEBISAE Minfigured to

commeh@eItel Witls aiaiti S?@téa‘f andrr!bteall d fiysopriffared dhometrioysample and a
device are configured to com’runlﬁate j

h a.host . :
second prafigred Sipraetis sampley whereln St it FrefRrRddigetric Sample is
diﬁerer?tgggé%ﬁ“b%rﬂgﬁ ?éﬂ'lp%uﬁ'&% {dd & %B’g’g@rﬁﬁé&d"‘bibﬁ'@tﬁé dample, and

sal ated circurt I cé conprising
wherein asgib firstppifferad i tnom@mt sasgi® reohdappidi sedansh prm‘éared biometric

oo S5 B e % SRR3R SHSES oot sl

is requ?réﬂ 48 %Jc?éfvs safd Sbrprfor e gﬂgkhﬁétdr@”séi@ rRIcbAl Hoflered biometric

e structure an partner file structure,
sampley\lse'equmeddm dcpess said pfariner $ite sicyatues;pr ovi des wite
gc\}:e% |ca{i8n %efvilc%l gor\'ﬁgtul?‘tiecrl] to verify said first proffered biometric sample
to facilitate access to said common file structure and configured to verify said second
proffered biometric sample to facilitate access to said partner file structure;
wherein upon verification by said verification device, said common application
is configured to transfer common data to facilitate said transaction, and said second
application is configured to transfer said travel-related information, information
related to said common file structure and information related to said partner file

structure to facilitate said transaction;

100



said partner file structure for a first partnering

organi zati on and denies wite access to said field
for a second partnering organi zation, and said comon
file structure provides wite access for said first
partnering organi zati on and said second partnering
organi zation to a field in said conmmon file structure;

T b . Ctv deyi g . o _
Snseh e fpBraaetdn bl s Saf B Wih 8§ ShRTEe, 3aid frst
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transagliastst assngiaipd withy said saasteard @ririgl saif fifrd CAIRPII§Be of

bhi onet r | e 0 ks . f ri .

DA Sp P OB B A R SR NG e
said s6GdRU entipris@idhts echectian ahftasoedighieaintd stare spdpiberansactions

fromthe same person, and wherein said first proffered d
and AgNGi rirenSRAENE ASSOsiBlAA Wit S0k BRTSHRy AmeRld Secon
enterpr'igé'e structure and said second proffered bionetric
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it least one; accessrpdintoadrifiguretbto nderdace ivithresdd smartgard yand said
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e[:éllfd?/ togﬁgg SRANE spiehi @badiell ®BAK firstaifidl 8eéond enterprise

acl access to said partner file structure; L
data weélloction wpis eedi fooofigured By siore \seid f smartcarl daformation I

aid comon, a iLcation .is configyr 0t f :
accordiiboiRu SRS H4reaeut s AR, S5 WfBang, wherein
said siaRLHM infdtioatihetides aCaittlidbje®thavihg arleasesns apglication;
travel -related information, information related to
sai dpdateniogid systeat corfigired dadroutg seichsmaitcagd drfegmeation from

. i d ' ) ACL] it i .
s 13F B BB AT rkbrbino B PO ik BS0LE G 15R e scoess poin
in ordéot effs aghaheshizition of $aid Simandaed infosmationiabsbiased with said

enterprise data collection unit configured to store
smartagrd and saidrsetebiestdaliabape SYsieH: ANdansact i ons

i a j L. ' f cak: d.s@ai j i
SHREEIT S Ve el SR SRIGaRsaR, Bpbhieblogo sysom upon
verific@fgpafassid Mirdthprofeeonbioetdtde psaraple asdi dagkcsmednd biometric
enterprise data collection unit configured to store
Sampl@l-pdat e transactions and pending transactions
associated with said smartcard and sajid secon

2. _eiiher@magéf,afchttrar@_agtim@n@fsa%mggé qi%iﬂh_ﬂ-c&’ﬁ\_eif%‘[}?éaidt partner file
t.
sruct 8BRS, 1 IR PR S ok Mot renol car

hotel rd8éRBESAS Sarsd giMtewepl ed to said first and second
enterprise data collection units and configured to

3. StHY &smaitshriMdneatton NSRREML iPNclain  aC ORI esaitt Bystem s
sal d update transactions and sai d pendi ng

configureantaosé afeta rapeasenting sildasinene ehrsaid firsrafst sepond proffered
biome nc[ﬁg%ﬁ? ?ﬁgC%{ qeé)sﬁj gr% oq“ag ';ﬂﬂla% lie%/aghdoé'epublic key to facilitate
encryption security associated with said transaction.

4. The smartcard transaction system of claim 1, wherein said transaction
includes providing access to a room using said information related to said partner file

sfructure.

5. The smartcard transaction system of claim 1, further including a database
configured to store a data packet, wherein said data packet includes at least one of
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_  _an update |logic systemconfigured to route said

smartcard information from said first and second

enterprise data collection units to said at | east one

access point in order to effect synchronization of

said smartcard informati on associated with said

srmrtcard and said card object database system and,
wherein said verifi cat#{on devi ce act ivates s

registargg iogpiie Hamplas. PEfferedaand registergdyuses é@afjormap ion, ?erronst
f t
niorm B 856 ATHAREMT uhedd S SoRTEARS, Bo0EE dfzes sai
databése Menmgarmgl shig dirsinand fsetend profferedr ometticidamples with said
card- hol der preferences relating to at | east one of
data pagkftal cars, hotel reservations, and air travel. 3.
The smart card transacti on syst emof claiml1, wher

6. shhe wpatteand ransaglionyyetent fus@iMala MdrERE seidh @aéfper file
structLLS 3348 it aﬁrbfe?& eﬁ&l‘ﬁ‘yﬂ% Bf REGEERE of rental cars, hotel
| om&*%I eas{ on d

Ic sanple a private key an
reservatiogng)| sndkay travélacwvheéteit esaiéncarghbider pexfaréncgs are used to
associ ated Wi th sai transactl on. 4. The smartcard
es"ab"ﬁhéh'@c?@f‘faéwns‘@%f’%'ﬁp pad ERRRaLtiofher ei n sai d
transaction includes providing access to a roomusing .
7. shig smﬁr&qaﬁﬁttramamratsm% of gFadmpbrfuﬁ'é\ﬁrmqhédmg a comparison

I, .
devioe RS FomEH SR IGECE ANEEBRReG KRN bappl win o
storeddliometric slahplepacket, wherein sai d data packet includes
at |l east one of 101 registered bionetric sanples,

8. PTRé f shadcard trep@hslich esistsar of WiaIner, i @herdigr s8idi sbmparison
information, and crimnal information, wherein said

deviceyisr C@nfmreddod@@ﬂ@éf%ﬂab@mr@éi&!l"P'Qa@"éﬂfa§@fl§§IC said biometric

sampi SR g PRI B, B G,

odoralits Ansasit pointss referBned poiirits Nsike, vhape| thesaiall pattetrizg blood flow,
file structure includes cardhol der pr ef erences

and bqay hgatng to at |1 east one of rental cars, hotel

reservations, and air travel, wherein said cardhol der
9. fiher smericard iepsaetian systeat vhlslaigh7 awheseinvsaid gitorgsl biometric

sampi€ Kl 14 LR, e, BRATEAS l6RSAe | Bftre

biomefie\datepleasidsguciatbd tithQitneast s of: fpersénalnefosation, credit card
proffered bionetric sanple with a stored bionetric

informatien| dlebg. card kiematiand saYRgacereM Ry difermation) gnpmbership
informgtioﬁ(‘h%{a?ﬁ?aos gchﬁﬂnﬂfﬁHrﬁ {ion dWé&?rﬁs ﬁm'%o t ! fhformation,
conpar €-a , sal

lonetric Sa edharac eris

electramio il pagmesigimioematian, aat:tﬂrmaitd billi paymdnhinformatiorm,and loyalty

. ..vascul ar patterns, prints, waveforns,
point information.

10. The smartcard transaction system of claim 9, wherein different registered
biometric samples are associated with a different one of: personal information, credit
card information, debit card information, savings account information, membership
information, PayPal account information, Western Union Account information,
electronic bill payment information, automatic bill payment information and loyalty

point information.

11. The smartcard transaction system of claim 9, wherein said registered
biometric sample is primarily associated with a first user account, wherein said first
account comprises personal information, credit card information, debit card
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odorants, nodal points, reference points, size, shape,

thermal patterns, blood flow, and body heat. 9. The

smartcard transaction systemof claim?7, wherein said

stored bionetric sanple conprises a registered

bi ometric sanple and wherein said registered

bi onetric sanple is associated with at | east one of:
er sonal, |nformat|o§v credit ca L nt rnatlon

dell_;)i t
informatign) $avngSREFRNT 18 mﬁ’ﬁ@na&%uhﬁfﬁh SPREpRlgN. PayPal account
mformﬁﬁﬂ)%%gie‘?n UMERTARLUAD infERXAIRIn, 2F6@HIHic bilf ﬁéméhpiﬁiformatlon

t'ern Uni on Account i nfornation, el ectronic bill
autompﬁxyrb&ihtpayniejﬂrrmfmmmtlcmmaodatqyaitbumdnnbamfﬁﬁmatlon and wherein a

. i_nf ormati.on and 0j N |nfor on T
biometgfhsAe s spanly arodgiald ith mieolRulsdiagkune Wherein said
second! Iaﬁ:&@uu@tnéomsgséé pepsbnaPiitERhatiSn, sereRitesarariffcamREohateit card

di fferent one of: personal i nformation, credit

znformamru sawimgmacc@mt infmation; anembershin wm‘ﬁrmam,n@gyl’al account

inform t}ﬂfes eﬁrp gjrﬁg{n I@q@buﬂi!ﬁgﬁﬁm e&&k@c&rﬁ%k IPRay R Aformation,

automatid BiinBdyrasnt infbrégdtiornasd oyditypsyineinfornidtion ethers, said second
automatic bill paynent information and |oyalty point

user GGWW@ﬂ!ﬁ@ﬁentﬂman“ﬁﬁéj HishHBeRAGCAUEnsact i on syst em of
claim9, wherein said registered bionetric sanple is
12. Fhemsmaricasd s trenaaetibri systems iof selaimedl, avber@in , said smartcard

vansallit, e T o BECRORN ST BB R oot oot

one of 'sﬁf@éémh“\cﬁﬂflle%@f\(}cﬂﬂ‘% FRLOHA tpairtiee fipétr@dureTeber shi p
i nformati on, PayPal account information, Wstern

13. Uﬂ?é’”srﬁﬁﬁ@é’r‘?f tHHsAEHBA Q)Ebtel%l Rt EI@ﬂhCW'u‘vheM g system is

ormati on automati c paynment i nformation and
confsgwreylatbtqsqoealdtdautafrepmenblng said prpféeredrbiameiio gample in at least

o o e eyhOERHB) DN LB e o

) r sonal information, credit _card information

14.c @smwmﬁ'@ﬁcti%wﬁf@@ ot Sl 1 WhersHR s pidetric sensor
is con L’ﬁ%ﬁr 'Bﬁowafaoé rﬁﬁtifl@ﬁtlonig3 AW déf&,‘% Uof 'sﬁfoo?l‘(i!;i?elbrléﬂ biometric

tern Ion Account ormati on, ectroni c I )
amplaammhereﬁ'osaldt mmf;cattantlsrﬁtleasibohe gf sy mettification to a security

vendot, G BRTCaIRn Bag il entplired. e baic8in JOr F sialy gpccount
holder@ﬁﬁ%ﬂc‘i pnﬂr?aryﬁ%oéﬁ'ﬁg O@a&éé&‘é@?“ on systemof claim

1, wherein said smartcar transaction systemis

15.;[%% ggﬁrﬁgr& ﬂ'aﬁgébﬁéfn §%§tBH g @Q{rﬁ A, Wiy @gﬁﬁéﬁi rPdevice

one of Sal d tonmon e Structure and sai
is furtimar tomfigured etos faoilitater substhtialh sinuitarierarsd accesss dztgamas and
temof claim1, wherein said systemis nfigured
'"'t'at'Q'bOf@éthgai’%Ptl%‘tr?Qr ?@P@@QH?%@“@QP ?8?‘9&%@0% ometric
sanple in at |least one of an asy mTetrlc encry

16. aT@%rsmaﬁmaacﬁéraasaytiﬁfteﬁyst@nbﬂﬁ:@?m ilohergiarsaidh r‘ﬁaﬂhcatlon device

is configured to facilitate the use of a secondary security procedure, which includes
sending a signal to said host to notify that a requested transaction would violate an

established rule for said transponder.

17. The smartcard transaction system of claim 1, wherein said biometric sample
is associated with a preset transaction limitation comprising at least one of a
maximum transaction amount, minimum transaction amount, maximum number of

transactions within a time period, maximum number of transactions, use by certain
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14. The smartcard transaction systemof claiml1,

wherein said bionmetric sensor is configured to

provide a notification upon detection of said

proffered bionetric sanple, and wherein said

notification is at | east one of a notification to a

security vendor, a notification to a store enpl oyee,

and a notification to a prinary account hol der_t hat
merchanfsg tﬁm%@y“ﬁ&@ﬁgﬁt 9@95@?“1@ ptatiopgandsusepef non-monetary
gs. shertcard transaction systemof claimi1, wherein said

‘verification device 1is further configured to

18.ffi Stfud WBRSBPIGT skt BrelR°P preifaid SRS runer
configurgtic tasgeobariicdta aegdrssehfing Thaids priffesed chibrmtsaciznopie as a

systemof claim]l1, erein said verification device, .
messagg adhentination qaslerand ps hiqast ree @ piivale keysHh? PUb“C key to

" P ehiaast Ho ey i P
secure; & igart MEBESRE dle 0 (ROl B o L ancact fon

19,13 SpiarePd SetbacliBh Shalnad foinf 1 2 Caperisipo fn update

logic s¢Stemincbupleieioeaniedat Bnbi dHtBiprise dRETdydchichiZstircinmétsce, said
W th a preset transaction limtation conprising at .
update {egie systeraf cenfiguid onseewalyafaute ncalfo IVRrMatd) befiveen said
enteerié?%@ngﬂEhm{dﬂ MMHH% é?{teqptr{s@n&é‘t%t {:&fé%tion units,
wWthin a’trnme period, maxi mum nunber Of transactions,
said euntarphiye ceathasynchrodization Natdrfacet eoppled| td iam eaterprise network
geogiraphi c limtation, and use of non-nonetary funds.
configurgd tigonyRURicate With saik e3¢ PPt em of claim 1,
wherein said systemis further configured to use said
20.dhe smgstaasd tansgetian dystarn fodr dainb i 18mdurther samprisingsa ssecure

' [ . . of
suproff 525, EIAGAHLA AR R 9Bl SEBbp QBB e secur
suppor®f clisttr sdpfer dndhér arsdiglian WatglapliVelyTheovider tcoatrdunication
_transaction systemof claim1, further conprising %n ,
functiopglifyt @ areRyansg swithn tbe ugrremunication| pstiogaldy available at said
accesseﬁ%iﬁ[.p” se dat a synchroni zation interface, said
updat'e | ogic system configured to securely route card

b . nf se . |
21. B B3 ofenareid oS <% (P8t ey Luthgg, dnoluding 2
persorafizatist s@leédifiprisingl d enterprise data

synchroni zation i1 nterface coupled to an enterprise
AEeRYFIky SIVAFRI gured to conmunicate with said access

.01 . rt : ; ' ;

Bpledst o el Gt ettt d BiRaSid AE1sR8F b apyCaRirisaid key
systent eohfiged dot sornmiumivzite atith vaidhsexirity seces argotonsupsigiadkey in

secure support client server further configured to
responggdpd RPQU?SBFBW trid SERHIIYI S2¥Ye%Bn  functionality in

c i th t LGgatl o ctd@nali ;

3 ERTSaRRalbh 2R  SORRIER) Hocles e %Ak object and to

communicate with said security server;

fun

said personalization utility further configured to add said key to said card
object, a card management system, said card management system configured to
accept a card request and communicate said card request to said personalization
utility; and

a gather application module configured to communicate with said card
management system and gather application information from a first database and a

second database in accordance with said card request, wherein said first database is
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saction system of clai m 20,
further including a personalization system
conprising: a security server; at |east one key system
associated with said at |east one application, said
key system configured to communicate with said
security server and to supply a key in response to a
request from said security server,; personal | zati on

associgted With saidflirgleterpdse.card waids &eama%tdatanﬁ%cts asepGiafed with

W|th said security server; said
said S%C%:Hsggna%ﬁszgstl on ut| I ity further confi gured to add said

22 B BB HE AR A, 343 9 proferea

biomeiel $hrhBRURSAs SHRhtEQ VA bCRSE pRAGIRty G fihaTRf esdcolntssand a first
personalization wutility; and a gather application

set ofnodes erebatadi tourssid tleanssationi ande said sesend bigraetric sample is

oosocEATER ST MR SFRSFoDBb ik i 3 SE0BAI 9t o e

relatecB & QbR fraRsA¢tioh, SAhsrefbdid Bt guidraliiyhef E’iln:nln@al dedourds include
dat abase is 104 associated with said fir

differephfinansialascodnts thansaideesrndiaspiy et f!@%@@b@%ﬂ%@s
with said second enterprise. 22. The smartcard
transaction systemof claim1, wherein said first

351 haffedtpc, oF Ebluts FaBnmeRf ey P i tsaction

r ul Sstél ivath bbigmiettid sedifag tiviee, said raeihddsarpdsing:
bi ometric sanple is associated with a second

gpmfawm@tuag wﬂlhaﬂcﬁ@ﬁﬂﬁ@&uwhgr%mdsaldséar_aﬁfa aagd gpmprises a
commt.rnli' ﬁgpc%tﬁmaérﬁja secofty %p? i85 téa%s?%% 5%;?“}1(%’1‘1‘(3“ dtbfit§ travel-

rnanci al CCOU 'sTInc erent

re!atea‘ inﬂﬁmat&in assuwinted vithea caaditbldex aaitl pécorad applicstion comprising
financial accounts. 23. A nethod for conducting a
a comppgiasirvsiiraandp padner ile StycCiughsacti on  system

h@)\;‘aﬂﬂ%% Bb&F&S r{jrmfféle%uﬁ:'sﬁ %a&ﬁ%tr&esaﬁ? ca:ﬁgtg cond biometric

nicating w erein
samplsmdetsﬁy&mldeatlty@fcsm uses a conmmon application and a

Feeaing ¥ BretiiaalipmcoPRte D SAOUYG AL HEDRdpraTereY biometic

samplé, %ﬁ@r@uﬁj%?ld fiat DroreseahiameliC 3hinple FOARSffEeRE typd of biometric

conmon e structure and a partner file structure;
samplen tront yardgﬁea:oudefrrofferqmr bibfretriasampia, asidowbersir ssishiyist proffered
to v rif

biomeR sdinge 881 s corA R RS P pEFicrduBlh g liarh tne same
user, mrféréﬁdsﬁdsﬁép'ﬂ:%ﬁr@fjf GibAktE QERigIE Gs r8glmke to access said

wherein said first proffered bionetric sanple is a

comme ffile rstmicturgpanadfsaid aesong cproffered biometric sample is required to
access said partner file structure;

verifying said first proffered biometric sample and a second proffered
biometric sample:

enabling write access to a field within said partner file structure upon
verification of said second proffered biometric sample and upon request by a first
partnering organization;

denying write access to said field upon request by a second partnering

organization;
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sanple from said second proffered bionetric sanple,
and wherein said first proffered bionetric sanple and
said second proffered bionetric sanple are fromthe
same user, and wherein said first proffered bionetric
sanple is required to access said comon file
structure and said second proffered bionetric sanple

is required to access said partner file structure; .
peRbHRG Yyt aeress: for spidfirs earnsrngpraanizalion andrkpid second

partneﬁﬁg Qﬂ'gaﬂfzg{i&ﬁ 6% fiQidoﬁ.eééiH CeonditBhile WRRRI UMbh! Gorification of
actess to a field wthin sard partner file Structure
said fispproffered ibiornatricosamplesai d second proffered bionetric

.and ) first t [
LR T b LB BTE 112, 3 o
ﬁr%‘ﬂl%f’e‘fﬁnay s_%idseﬁ%-r@ﬁa’té@e'iﬁfagn?%rﬂarlhf%ﬁhbﬂah ated to said

enabl i ng"wite access for sal Irst partnering
comman {jenstradtiicnaan ihfeanaticre calated toaadich partngr tilegetructane torfacilitate

.,..toa field in said common file structure, upon

said rans3%tioPat i on of said first proffered bionetric

SEMNE byld Arse bRtdrbASe aatEBMI<lba unft, ipald trah$actidhd and
_transaction; transferring said travel-related .
pendingrifansadtiooa ascatistathwith saicsmadgartbard pdirstememiiss, wherein

it ] b7 FAPREIER s SERALBRA TR o PRI
atdrings byens&sdiid s6tefitrist datal cflectivh URit! upddtdaiahsactions and

_transactions and pending transactions associated with
pendingdransaetipne asaogiatecawith said emarepid ard agaseadentergrge.
£ iSe.. C Lon..unit..i | at
were o oER 1 BHIBASERLONEBN Ui o) SRR bono
enterpdsg;erpri se data collection unit, update transactions
and = pendi ng transactions assocjated with said

yiaraeiRgwithaald sreaderIdancesqyd fisd andpreand.erigrryise data
co;jectﬁ,ﬁqgﬂg’ %FEHraS:EE§§PSﬁﬁa collection unit is associated
W t en

a secon erprise; interfacing with said
staaingg bych card alzject databasangstescomepledte spid firet dad second

entorSh 155}l s i RS ot 5 AbteBe B s
updateStesitttioRB A di§ ?_eﬁair@ 4 REDRENWHEIS saRiPdiflartcard
smartcard information I'n accordance with said update

informaticminabtdesre cardolbjecthadngiangppligatien;t i ons, wherein
sai.d smartcar

Feliingy B rers Gptetedofi elogtc i by tead i@y fom said firs
and scSPAl efterpfibd dAREbIEUtdN (HiR BRFiIPBcteHPSiAt th drdesto effect
synchronization of said smartcard information associated with said smartcard and
said card object database system; and,

activating, by said verification device, said update logic system upon
verification of said first proffered biometric sample and said second biometric

sample. .

24, The method of claim 23, further comprising determining when said
transaction violates a preset transaction limitation and determining when
said transaction is at least one of a purchase exceeding an established per
purchase spending limit, a purchase exceeding a preset number of
transactions, any portion of a purchase using non-monetary funds, and a

purchase exceeding an established limit.
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and second enterprise data collection units to said
access point in order to effect synchronization of
said smartcard i nformati on associated with said
smartcard and said card object database system and,
activating, by said verification device, said update
| ogi ¢ system upon verification of said first

25 e MEAOGRE clih BrSTeimeni oHep < ARG S es pepviding
det Rb{fficHtion Wﬁf‘ etk Snel 5l aGHIbM sigral 3l eRual @fg%%?tan optical

transaction ITmtation and determ ni'ng when said

t r apigaet,i anmechanidakasignalnea o¥ibeatiom; chiddnex sigedling, dieeping,
est abl i. shed urchase spendi.ng | jm,t pur cha
excaBGS 5af - ReaRRE R TaIo ROy . hrysichl B ER*Sfnal, anc
por prouidifg sPtePYIcTBRSE sitfildl o Baia-dedret ary f unds and a

pur chase exceeding an established limt. 106 25. The

26t ek fetkb@ioNclaim PBEffinRr Ldpriviep u@fngn@éﬂaf bé'p?@sentmg said

includes providing notification by at |&ast one of an
audfitst epm@ned blamatwafbarsp@nand aald)mecoaﬂ pscpf@fad bipmetric
rrechanl Vi bratl

beep?t iy, Ie aﬁﬁo\%?f&ﬁ% In, AN FCEYR mC@Fﬁlﬁbeg tg pEﬁ ﬂg%gst one of

Phy§éé&radathUHetrahstitdion dtd, . providing a tenperature
signal to said user. 26. The nethod of claim 23,

27fur 4! ' d iid'h&Rls #d-hold

o of BT iRHBA | ot Weiki?! 126, Ririn b ROARFRIAL G Befing! cafd-holder
bi opetfeiences apfdtiagds at leasi ahé of irentah cars; mobeli mservatlons and
cal cul atign, to secure at least qQne of wuser..data

d .. .
{r anbaleYInnadan  BArnen dIRSGE: tRoll Mesgoagh qlepaid first

CONBfdfferdd bﬁﬁﬁ@ﬁn%'é?agnﬂéfa‘i'm@%h&%couﬁ’d Pfcﬁfeﬁéé%rhéfr%téa?aple
to at Ieast one of rental cars, hotel reservations

ogand &Y Sli cfaﬂnzzﬁ q‘uﬂﬁéat 86t bblng ﬁﬁ% rep?@&ﬂltsng said

ver| I'cation of sal irs pro
andfirsi prosfeceh coipmettie r samplieo matr isaids aeebad beffeﬂaé biometric

met hod of cl aj 2 further conpri Si n usi
repwgefﬁ iaﬁgakgqﬁ gne &f %rnmﬂér? &§Yph m m@“ga‘f&ﬁ do facilitate
a”deﬁé\«gﬁnér@%@@@nt rRkbeagsh mtﬁ%ﬁd trsnsécaml e as at

| east |vate key and a public key to

2g facidyd ﬁfe‘f’noc?gg@é@h'ﬁ' fﬁﬁﬁgf bﬁgﬁﬁgﬁg@gﬁﬁﬁﬁddé{‘fat I}élp?@éé%tmg said

transaction furthe

confirst sproffersd ngonwitrdc regmpleeandngaikhisécohdr ptoffered biometric
proffered bionetric sanple and, saj d secon proffered

b| oPRTPIEIN genaspling A rpe aypentication

aut henti cation code. 30. The nmethod of claim 23,

30.wherTéienmethadl ef dpino 23y whersinsgid siepafeeritdng inaludes comparing

said first proffered biometric sample and said second proffered biometric

sample with a stored biometric sample.

31. The method of claim 31, wherein said stored biometric sample is from at

least one of a criminal, a terrorist, and a cardmember.

32.  The method of claim 23, wherein said step of verifying includes verifying
said first proffered biometric sample and said second proffered biometric
sample using information contained on at least one of a local database, a

remote database, and a third-party controlled database.

33. The method of claim 23, further comprising using data representing said

first proffered biometric sample and said second proffered biometric
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ic.sanple and said second
proffered bionetric sanple with a stored bionetric
sanple. 31. The nmethod of claim 31, wherein said
stored bionetric sanple is fromat |east one of a
crimnal, a terrorist, and a cardnmenber. 32. The
nmet hod of claim 23, wherein said step of verifying

includes verifying said first proffered bionetric
sangAtBPlgndos frevide c swestantialtye rimulipperids  aCcesgnip egoods  and

using: k. i Qn: j ; I
dat DHistBh Y TR HlicERn Roris s Btkdllort Rfind R el goBes
control | ed database. ,33. . cl aj .
‘fur r I’Si ! a ti al d rrs
340 ThEmelegf bE iR 23 Jultee TPpkiRt,  18iBitio ppidpser to
pr Oédtﬁﬁ_ﬁdabii)@!’@idail Cideatidionn thupabist SRoN@ripying f esied personal
bionetric 107 sanple to provide substantially
si ngentieaign nwoees .t o goods and initiation of
authentication for a subsequent purchase of said )
35.goodée Bwthdthef miditmod3 ofurthesi coradjsinq facibiatiognp siedaatign of an
requestin sai{j us to _submt a personal
i de%‘fch"“'inég'f)i"bﬁ lr?@ﬁgé‘\‘o afPYBY fyi ng sai d personal
ideptification_ nunber. .. 35. The nethod of, claim 23,
361 ur L rmediast o6 g 23 ity ﬁ@@f@grgeé?wﬁnsfaaww% proffered

ac ClﬁHﬂ’%fié ?ﬂ]:nﬁ% { LAV iy ﬁtg“e%@tif}éﬁsa&@n Iiﬂt‘iﬁzlatp‘g{ hod of

claim r conpri si requiring a

pr r [ Il GaS (e l=8 ;
3707 aFRE et el 2an A inbiEhg wifich Bf EFRlast one of said
f ur pdretierc AP stréictige Wand | sxid t commmone filt stoetwé kaipdogram said
partner file structure and said common file structure
totﬁﬂgﬁp?ﬁﬁ ?%?doggsh@f%c?rhd as a room key. 38. I The
met hod of claim 23, further conprising securel
38.r outhergnetbgd of daiaa?d, furtbgr @oggspiﬁm SQ%&F@M rﬁﬂ&%\/anby @R update
bet n [ nterpyis . Sy [ zatj; on :
[ nt@ﬁ(ﬁ:ac%%%‘ﬁ'sai%gp&ent'giogﬁaglgndaﬁ gﬂ{’:%}l ec dl"’én %rﬁtle{%r’qse data

whegygidhrosigatibn pdétfsced a0H Galy ehtenprise datapiatidction amits, wherein

enterprise data synchronizatigon interface, and L

conFAif upsiate pgie pYsiany i ApeRIpHita @amenifspice data syaghyonization

acgc; I N . epnt e i . . .

SCCBRTREL g s PSR, °B) LA BEghSe potwor, win sa

ent &gqarsiss poinét whiekein 38aid Thetenmrideodatd syhehmondtion interface is

further conprjsing, by a secure support client

serG4pled pFaid erRIiseRYWOESI d access point, and

adapti vely providing comunication functionality in .
3%.acc h%la{ﬁ@é]o\ﬁli oh claig 3Qnfrithes Zreprisipgn BY | dFECHE§ Ssupport client

avall abl e qhmiMichiReCHRR 94 ecess point, and adaptively providing
communication functionality in accordance with the communication

functionality available at said access point.

40. The method of claim 23, further comprising:
communicating, by a key system, with a security server and supplying a key in
response to a request from said security server, wherein said key system is
associated with said application;
receiving, by a personalization utility, said card object and communicating with
said security server;
adding, by said personalization utility, said key to said card object;
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40, The nethod of claim?23, further conprising:

communi cating, by a key system with a security server
and supplying a key in response to a request from
said security server, wherein said key systemis
associated with said application; receiving, by a
personalization utility, said card object and

conmuni catin said security server

S5FRPING. w@%aggamaaﬁgemqnt ﬁystegh.adcwyeﬁeeg'a@fﬁ 8QW¥U"'03““9
said c&8) rgﬁﬁest t$%%léﬁgﬁs%tn'aﬁﬂahcﬁyuﬁltgaér% nmanagenment system a

card'request ahd communicating said card request to

saminpricatimg,| by a gatherapplication aodubs witmsaidtdand mayagement

t I ti h r.d
systent 3d Gt RIS, AICALAR PR RISk DR &Y GHEPare 2R arcond
databafs'erlﬁtac@é}k?&%‘éﬁmm dai &8 88uestaivhBASA shitl st aatbRe is
said card request, wherein said first database is

assocnatwiduitlatsemi fivst ANtempISE, ians saitsecpnd database is sisgociatashwith
id dat %_t[)?a@e IS associated with said second enterprise.

said sgpn S fod of claim23, further conpri si ng

di splaying a first plurality of financial accounts

42. Uﬁ@élmmmtﬂ of 3laird2X, furkiderccdripiding dplayieg aHirehpiUra!ﬁy of
anpl e, and di SF| ayi ng_a second ﬁl urality

financial AcHAUNs URER 6N §3tiﬂibﬂf said firstede dd?logtﬁtréc §830HHRy and
dlsp{a%@ r?gé%tfncf @frpélﬁ o‘f\’ﬁﬁéﬁélgl 5‘(.350?1 td [lﬁ(%n %Hﬁ@étiow?logald second

anci coun i nclu ere I nancl a
biometriceanmple, whareis saitl frst phwaljty of Shangiabdcdounts gichide different
' accounts. 43. The nethod of. cl.ajm23, furt er
ﬂnancebﬂiﬁq% hihags 5 $3HiseCPR pﬂerL sqf?@enceﬂ BEEPWUSi th  said

first proffered bionetric sanple and displaying a

43, f'i'f'ié#né?hé’tﬁ F bFaYmOZS fiREIdoth nélﬁ@ %%éaﬂlﬁ’@% first set oflrules with

verification of said first prof ered bionetric sanple
said firahpraftered biarsetricsianyfle andl displaying afiess piuralitypfingastahd

t | ff d b
accourd§ b VRNIEaIE phsRg et BERBr BRI sp s BhiLhi first sotof
rules, Mﬁi#éﬁé‘raﬁi@ﬁ s¢ebhd isefbf RilePvith i s6€SRNPrdHc?s® bidraetric
anpl e and said second set of rules, wherein said

sample and displayirgla secapd miuralile plinancial @acountscurere verification of

said segt%o% e[Fl &et@# E%ﬁg%nggﬁgg%%@w fggulgss\%ﬁgréin said first

plurality of financial accounts include different financial accounts than said second

plurality of financial accounts.
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